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1. HEJU U 3AJAYN OCBOEHMUS JUCHHUIIJINHBI

1.1 llean ocBOeHUs TUCHHUILIHHDI

Kypc «KommbroTepHble CETH» HUMEET CBOCH Ienblo:  (opMuUpoOBaHHE Yy CTYICHTOB
npodecCHOHATEHON KOMIIETCHIIMKA B 00JIaCTH IPOSKTUPOBAHUS, aIMUHUCTPUPOBAHUS, 00CCTICUCHUS
0€30MaCHOCTH JIOKAJIbHBIX BEIYUCIUTEIBHBIX CETCH.
Hemn nmuctumiawHbl: (HOPMUPOBAHHE Yy CTYACHTOB OOIIMX KOMIICTCHIMH, (OPMUPYIOIIHX
CIIOCOOHOCTh pelIaTh CTaHJAPTHBIE 3aJa4l  MPO(EeCCHOHAIBHOW JESITEILHOCTH Ha OCHOBE
nHpOpMaMOHHON W  OuONMHoOrpaduyecKoil KyJIbTypbl C TNPUMEHEHHEM HWH(OpPMaAIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTMH M C YYE€TOM OCHOBHBIX TpeOOBaHMU WH(MOPMAIIMOHHOM
0€30MacHOCTH, a TaKKe NPOPECCHOHATHHON KOMIIETCHIIMM B O0JAacTH TMPOCKTUPOBAHUS,
aJIMUHUCTPUPOBAHUS, 00eciedeHUs] 0€30MaCHOCTH JIOKAIBHBIX BBIYHCIIHTEIBHBIX CETEH.

1.2 3agaun AUCHUILIMHEI

OCBOCHHUE CTYJICHTaAMU CETEBBIX U TEJICKOMMYHUKAIIMOHHBIX TEXHOJIOTHIA;
npuoOpeTeHne HaBBIKOB PaOOTHI B COBPEMEHHBIX HHTEIPUPOBAHHBIX CUCTEMAX
IIPOrPAMMUPOBAHHUS ISl PEATU3ALUU CETEBBIX ITPOTOKOJIOB;
dbopMHUpOBaHKE Y CTYICHTOB MOTHBAILIMM K CAMOOOPA30BAHUIO 32 CUET aKTUBU3AIMHT
CaMOCTOATENILHOM IT03HABATEIILHON JEATEIbHOCTH.

1.3 MecTo AucuuminHbI (MOAYJIs) B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl

Juctumumaa «KoMITbIOTEpHBIE CeTH» OTHOCUTCS K 0a30Bod yactu Onoka bl mgucumrmima
OCHOBHOI 00pa30BaTeIbHON MPOrPaMMBI.
Jisi u3ydeHusi NUCHMIUIMHBI CTYACHT JOJKEH BIIAJETh 3HAHUSMH, YMEHUSIMU U HAaBBIKAMHU IO
mucuurnuHaM: J{uckpernas marematuka, KoHcTpynpoBaHue aalrOpUTMOB M CTPYKTYpP J1aHHBIX,
Opranuzanys BBIYUCIUTEIBHBIX CHCTEM, AJTOPUTMBI BBIUYMCIUTENBHOM MaTeMaTuKH, Teopus
QITOPUTMOB M BBIUMCIUTENBHBIX TPOLeccoB, OCHOBBI TEOPUU BEPOSITHOCTEM M CTATUCTUUYECKHUX
METO/IOB.

Hucuunnuna «KoMIbOTEpHBIE CETU» ABIISIETCS IPOJIOTOM ISl U3YUYEHHUS TAKUX AUCIUIUIMH,
kak "PacnpenencHHbie cucteMsl u anroputMmsel”, "becnipoBomubie cetn", "Kommnbiotepusie Ad-hoc
cetn", "MynbTuareHTHble cuctemsl", "BceoxBaTbIBaOMIMI KOMIBIOTHHT".

1.4 Ilepeyenb MJIAHMPYEeMBbIX Pe3yJbTAaTOB 00y4eHHUs N0 JMCHUILIHHE, COOTHECEHHBIX C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOCHHUsI 00Pa30BaTeIbHON NPOIrPaMMbl.

N3ydenne nanHoi yueOHON AMCHMIIMHBI HAlIPaBiIeHO Ha (POPMUPOBAHUE Y
oOy4aromuxcs cneAyouuMy NpodeccuHoHAJIbHBIMUA KOMIIETEHIMAMM:

Tabnuma 1. [IpodeccronanbHble KOMIETSHIIUMN CTYJIEHTA

No WNHnekc Copnepxanue B pesynbraTe u3zyueHus: yaeOHON AUCHUTIIMHBI
[, | KOMIET |  KOMIETEHLMH (nm eé 00y4Jaroumecs 10HKHBI
EHINH YaCTH) 3HaTh yMeTb BJIAJETh

1. | OIIK-4 |CnocoOHOCTBIO pemiaTh | TEOpEeTUYECKHE | BBIIOIHATh HaBbIKAMH
CTaHJapTHbBIE 3374 OCHOBBI MIPOEKTHPOBa | KOHPUTYPUPOB
npodeccuoHaIbHON ApXUTEKTYpHO | HUE U aHUs
JIeATETIbHOCTH Ha OCHOBE | M1 M HaCTPOUKY JIOKQJIBHBIX
nH(GOPMAIIMOHHON U cucremotexuu | JIBC, ceTe,
o6ubmuorpaduueckoit YEeCKOM BbIOUpATD, HACTpPOMKHU
KYJIBTYPBHI C OpraHM3alMy | ycTaHaBIMBa | IPOMEKYTOUH
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No WNupexe Conepxanne B pe3ynbrate u3ydeHus yueOHONU AUCHUIUIMHBI
[y, | KOMICT |  KOMIETCHIMH (um eé 00ydJarouecs 10HKHBI
SHIMU YaCTH) 3HATh yMeTh BJIaJ1eTh
PUMEHEHUEM BBIYUCIUTENbH | Tb, BIX CETEBBIX
UHPOPMALIMOHHO- BIX CETEH, HaCcTpauBaTh | YCTPOWCTB,
KOMMYHHKAIIMOHHBIX CTaHJApThl U u NepPBUYHOMN
TEXHOJIOTHH U ¢ yYETOM | XapaKTEpUCTH | SKCIUIyaTUPO | IMAarHOCTUKU
OCHOBHBIX TPeOOBaHUI1 K1 BaTh HEHCIIPaBHOCTE
UH(POPMALIMOHHOM buznveckoit IIPOrPaMMHO | i U ceTeBOM
0e3011acHOCTH cpezbl -anmnapaTHble | 6€30IaCHOCTH;
nepesadu CpeJlicTBa B
JTAHHBIX, CO3/1aBaeMbIX
IIOCTPOCHUSI BBIYUCIIUTEI
CEeTEBBIX BHBIX U
MIPOTOKOJIOB, uHpopmanmo
OCHOBBI HHBIX
ajzipecalyu u CUCTEMAX U
MapuipyTu3al | ceTeBbIX
WU B CETSIX, CTPYKTYypax;
OCHOBBI BBINOJIHATh
CeTeBOt MOHUTOPHHT
6e3onacHoctu; | KC.
2. |IIK-5 CriocoOHOCTBIO dwusndeckue U | AHATU3UPOB
KPUTHYECKH JIOTUYECKHE aThb [Tpuemamu
[ePEOCMBICINBATh OCHOBBI TpeOOBaHUS | MOJEIUPOBAHU
HAaKOIUICHHBIH OIIBIT, KOMIIBIOTEPHBIX | K pa3paboTke | s U aHaJIM3a
U3MEHSTh [IPU ceTeit, KC, pasHoro pozaa
HEO0OXOIUMOCTH BUJ U CpEeICTBA UX npoektupoBa | KCu
XapakTep cBoei INPOEKTHPOBAH | Th YMECTHOI'O
npodeccuoHanbHOM us u TpeOyemyro | mpuMeHeHus
JEATEIIBHOCTH MOJICIIUPOBAaHM | KOH(UTypal| | ceTeBbIX
s. U0 IIPOTOKOJIOB.

2. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI

2.1 PacnipenesieHne TPYA0EMKOCTH JUCHHUILIMHBI IO BHAaM padoT

OO0miast TpyA0EMKOCTh AUCHUILIUHBI cOcTaBiseT 5 3ad.ea. (180 yacoB), ux pacnpeneneHue 1no
BUJaM paboT NpeACTaBIeHo B Tabaule (012 cmyodenmos OPO)

Bun yueOnoit paboTsl Bcero CemecTtphbl
4acoB (dachn)
5
KonTakTHasi paboTa B TOM 4ucJje:
AyauTOpHBIE 3aHATHS (BCEro): 1195 1195
B Tom umncrne:
3aHsATUS JEKIIMOHHOIO TUIIA 54 54
3aHATHS] CEMUHAPCKOTO TUTIA (CEMHUHAPBI, TIPAKT. 3aHSATHS)
JlaGopaTopHbIe 3aHATHS 54 54
HNHuast KOHTpOJIbHAs paboTa
KonTtponb camocTosTenbHOM paboThl 11 11
IIpomexyrounas atrectauus (MKP) 0,5 0,5
CamocrosiTesibHas padoTa (Bcero) 15,8 15,8
B ToMm umcrne:




Kypcosast pabora (oAroToBKa ¥ HaIIMCAHUE) 5 5

IIpopabomxka yuebHo20 (meopemuuecko2o) mamepuaia S S)

Buvinonanenue unousudyanvHulx 3a0anuii (n0020mosKa

cooOWenull, npezenmayuii)

Pechepam

Ilooecomoska k mekywemy KOHmMpPOIIO 5,8 5,8

KonTpo.n:

IToaroroBka K ’K3aMeHy: 447 447

OO611ast Tpy10€MKOCTh Jac 180 180
B T.4. KOHTaKTHas pabora 1195 1195

3a4. el &) S

2.2 CTpykTypa IMCUHUILIMHbI:

Pacripenencarie BuIOB ya4eOHOM paOOTHI M UX TPYTOSMKOCTH IO pa3/ieiaM JUCITUTUIAHBL.
Pa3nensl AUCIMIIINHBL, M3y4aeMble B 5 cemecTpe (ouHas ¢opma)

KomnyecTBo yacos
AynutopHas Brcay it
Ne HaunmenoBanue paznenos opHast
Bceero pabota pa6ora
CP
J |KCP | JIP C
1 2 3 4 5 6 7
1. |BBegeHue B C€TH U TEICKOMMYHHUKAIIUH 8 2 4 2
2.  [@usnyeckuil ypoeHnb mojenan OSI 11 4 2 4 1
3.  |Kananpublil ypoBenb Mojenu OSI 9 4 4 1
4. [Texnonorus Ethernet 12 4 2 4 2
5.  [MnoroypoBueBas mozaens OSI 11 4 2 4 1
6. [CereBoiil ypoBenb Mojenu OSI 7 4 2 1
7. |Anpecanus B cetsx [P 14 6 2 4 2
8.  [I'pancnopTHblil ypoBeHb Mojienu OSI 12 6 1 4 1
9. [Bepxume ypoauM mogenu OSI 7 2 4 1
10. [Mapupytuzanus 17 6 2 8 1
11. |[KommyTaTOopbl 9 4 4 1
12. [MapmpyTuzatopsl 9 4 4 1
13. |OcHOBEHI ceTeBOl 6€30MacHOCTH 9 4 4 0,8
JImozo: 134,8 | 54 11 54 | 15,8
Koumponb 44,7
IKP 0,5
[Imozo no oucyuniune: 180

[Tpumeuanue: JI — nexuun, KCP — koHTpOnbHBIE B camocTosITeNbHBIE padoThl, JIP — maGopaTopHbie

3anstust, CPC — camocrositensHas paboTa CTyIeHTa

2.3 Conepxxanue pas3/ie/ioB AUCHUIIHHBI:
2.3.1 3aHaTus JeKIMOHHOI0 THIA

Ne HanmenoBanue Conepxanue paszaena
pas- paznena
Jena

®opma | Pazpab. ¢
TEKYIIEro | ydacTuem
KOHTPOJISI | mpenacras

uTeNnen
paborona
TeJen




1 2 3 4
1 | BBenenueBcetuu |McTopus KOMIBIOTEPHBIX CETEN JIP
TenekoMMyHuKkauuu | ['mobGanbHble, TOPOACKUE, TOKAIBHBIE U
[IEPCOHAJIbHBIE CETH
ApPXUTEKTYpa CETEBBIX CTAaHAAPTOB
(XapakTEepHUCTUKH CpeJibl IEPEAAYN IAHHBIX)
2 | Ousnveckuit XapaKkTepUCTUKU JIMHUM CBA3H JIP
YPOBEHb MOAEIHU Tunsl kabenelt, Tomonoruu cereit
oSl Metoasl KOIUPOBAHUS
3 | Kananbneiii ypoBens |llomypoBHM KaHATBHOTO YPOBHS JIP
mozenu OSI MAC-anpeca,. [Ipotokon ARP
Pazpensemas cpena, MmeTonsl Joctyna
Hepaznensemas cpena
becnipoBoHBIE TEXHOJIOTHH
4 | TexHomorus ®opmar kaapa Ethernet JIP
Ethernet [Mepenava naHHBIX
Texnonorus Fast Ethernet
Texunonorus Gigabit Ethernet
Texnonorus 10G Ethernet
5 | MHoroypoBHeBas Yposuu mozenu OSI, ux pyHKIMN JIP
Mozens OSI CrangapTHbIE CTEKH ITPOTOKOJIOB
CooTBeTrcTBHE CTEKOB MPOTOKOIOB Moaenu OSI
6 | CereBoii ypoBeHB [Iporokon IP. ®opmar nakera JIP
mozienu OSI [Iporokou IPv6. IIpotokon ICMP.
7 Anpecanus B cetsix | Tunsl [Pv4-aapecos. @opmat IP-aapeca JIP
IP KnaccoBas anpecanusi. Macka cetu
BbeckiaccoBas anpecanus
Jenenue cetel Ha OJCETH
Oco6sie [P-anpeca. Anpeca IPv6
@dopmar 3aronoBka nporokona [P
8 | TpancnopTHsbIH ITopTsI U COKETEI JIP
YPOBEHb MOJIEIIH [Tpotoxon UDP, IIpotoxon TCP
OSl CpaBHEeHHE U IPUMEHEHHUE ITPOTOKOJIOB
9 | Bepxuue ypoBHH Kimment-cepBepHas MOA€ENb U OJJHOPAHTOBBIE JIP
mozenn OSI CEeTH
[Iporokoin Telnet
Cucrema 10MEHHBIX UMEH
IIporoxonn DHCP, HTTP, FTP, SMTP SNMP
10 | Mapmpytuzanus 3aiauu, pemaeMble MapIpyTH3aTOPOM JIP
Tabnuira MapIpyTHU3auu
Cratuyeckast MapIIpyTH3asl
Buel npoToK00B AMHAMUYECKOM
MapUIpyTU3aLU
JIucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJBL: RIPV]
u RIPv2
ITpoTokonbl cocTostHus kaHanoB cBsizu: OSPF
11 | KommyraTopsl [IpuHnMnIBl paboTHl KOMMYTaTOpa JIP

ANTOpUTM MOKPBIBAIOLIETO JEPEBa
Buptyansnsie cetu (VLAN)
Hepapxuueckas cereBas MOJI€Nb: YPOBHU
JIOCTYTIA, PACTIPEAEIEHUS U MAarUCTPaJIH
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12 | Mapmipytuzatopsl | CTpykTypa MapiipyTusaropa JIP
PasnoBuanoctu texnoaoruii NAT
13 | OcHOBEI ceTeBOM ITonutuku 0€30macHOCTH
0e30MmacHOCTH [TomymnsipHBIE BUBI CETEBBIX aTaK U 3alTUTHI OT
HHX.

2.3.2 JlabopaTopHble 3aHATHS

No No paznena HanmMenoBanwue 1abopaTopHBIX paboT ®dopma
paboOThl | AUCIUTITMHBI TEKYILETO
KOHTPOJIS
1 1 JIP Nel. CeTeBble yCTPOMCTBA M CPEICTBA KOMMYHHUKAIIUMN. Otuer no
MopenupoBaH#e IPOCTOM CETH. naboparop-
HOI paboTe
2 2,4 JIP Ne2. VI3yueHue BOIIPOCOB KOH(PUTYpAIUU ceTel -/l-
Ethernet
3 3,4 JIP Ne3. VI3yueHue BOIIPOCOB KOHUTYypaluu ceTel Fast -/l-
Ethernet
4 5,6,7 JIP Ne 4. Mexauu3m aapecanun B |P-cersix -//-
5 8,10 JIP Ne 5. |P-mapuipyTuzanus -/[-
6 8,9,10 Jlabopamopuas paboma Ne6. Hactpoiika -/l-
MapuIpyTHU3aTopoB. MoaenmpoBaHue CETH CO CTaTUYECKON
MapuipyTu3anuein
7 8,9,10 JIP Ne7. JlunamMudeckasi MapuipyTH3alus -//-
8 13 Jlabopamopnas paboma Ne8. JlaboparopHas pabota -//-
Ne9. Crniucku ynpasnenus gocrynom ACL
9 12,13 JIP Ne9. IlpeoGpa3zoBanue ceTeBbix aapecoB NAT -//-
10 11 JIP Me10. Hactpotika VLAN -//-
11 12,13 JIP Mel1. Hactpoiika VPN -//-
12 OOCyX/IeHHE UTOTOB Kypca -//-

2.3.3 IlpumepHast TeMaTHKa KYPCOBBIX Pa0doT (IIPOEKTOB)

CornacHo y4yeOHOMYy IUIaHY IO JAHHOW JUCLUIUIMHE BEAYTCS KypCOBbIE paOOTBHI.

ITpumepHas TemaTuka padboT:

Yprl'lHeHHaﬂ TEeMaTHuKa:

1. KowmmbroTepHsbie ceTH
2. PacnpeneneHHbIE anTOPUTMBI
3. besomnacHble 1 Ha/Ie)KHBIE BEIYUCICHUS

Jeranu3upoBaHHas TEMAaTHKA:

1. KowmmbroTepHbie ceTH
1.1. ABTOHOMHBII KOMITBIOTHHT
1.2. Onnopanrossie ad hoc cetu
1.3. [IporpammHbIe IprITOKEHUS T ceTn HTepHeT
1.4. Tlouck nH(popMaIMU B CETAX U €€ aHAIIU3




2. PacnpeneneHHbIE alTrOPUTMbI

3.

2.1. CucreMHbIe pacpeaeIeHHbIC aITOPUTMbI

2.2. IlpuknagHble pacrpeieleHHbIe aITOPUTMBI

2.3. MynbTHareHTHbIE CUCTEMBI

2.4. PacnipenenieHHbIC XpaHWIHINA JAHHBIX

be3omnacHrie HaACKHBIC BBIYUCICHUS

3.1. Kpunrorpaduyeckue nmpeoOpa3oBaHus M MPOTOKOJIBI
3.2. HanesxHOCTh BBIYHMCIICHUN B CTAIMOHAPHBIX U MOOMJIBHBIX CETSIX
3.3. I[MonuTuku 6€301aCHOCTH ¥ PHUKJIAHBIC JTJOTUKH

2.3.4 PacueTHo-rpaduyecKue 3aJaHust

Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHBI.

2.4 IlepevyeHb y4eOHO-METOAMYECKOT0 O0ecriedeHUus IS
CaMOCTOAATEILHOM Pad0ThI 00y4aIOLIUXCH 0 JUCHUILINHE

HepequL y‘IC6HO-MeTOI[I/I‘leCKOFO obecrieyeHus

Ne Bunx CPC MUCLUIUINHGI 110 BBIIOJHEHUIO CAMOCTOATEIHLHOM

paboThI

1 2 3

1 Pa3znea 1. OcHoOBBI ceTeii.

qTeHI/IC Hyﬁnpﬂcaup}ﬁ 1o I/ICTOPI/II/I HpI/IXO,I[BKO TA MGTO,I[I/ILIGCKI/IG YKa3aHusa 110
Pa3BUTHUS KOMIILIOTEPHBIX ceTell [1-4], BBITOIHEHHIO 1a00PaTOPHBIX PA0OT IO AMCLMILUIMHE
usyuenue cereBbix ctanaaptoB IEEE  |[«KoMmbloTepHble ceTu», yTBepXkIeHHbIE Kaderpoit

802.X. BEIYMCITUTEIBHBIX TEXHOJIOTHH.
2 Paznen 2. OSI u cTanaapTHbIE
ceTeBble MPOTOKOJIbI. 3yuenue
nporokonoB creka TCP/IP [1,2,6].

3 Paznen 3. CereBoe ooopynoBanue [[I[puxoapko T.A. Metoauyeckue yka3zaHusl IO
W3ydyeHne ocoOeHHOCTEW paboThl  C[BBIOJHEHUIO J1a00PaTOPHBIX PAOOT MO TUCHUIUINHE
ceTeBBIM 000pyaoBaHueM. [1-4] «KoMIbIOTEpHBIE CETUY», YTBEPXKACHHBIE Kadeapoii

BEIYHCIIUTEIBHBIX TEXHOJIOTHI.

4. | Pa3znmen 4. OcHOBBI ceTeBOiIi

0e3onacHocT. UteHue myOnukanuii o
HOBBIX cpeacTBax 3auuThl KC.
W3ydyeHnne mpuHIMIIOB OPraHU3aINH

cereBoi Oe3omacHoctH [3-7].

YueOHO-MeTOANYECKHE MaTePHAITBI JJISI CAMOCTOSTEILHON pab0Thl 00YJAIOMIUXCS U3 YHCTIa
WHBAJIWIOB M JIMIl C OTPaHUYCHHBIMH BO3MOXHOCTSAMHU 310poBbs (OB3) mpemocraBisioTcss B
(dbopMax, aTanTUPOBAHHBIX K OTPAHUYEHUSM HX 3/JOPOBBS M BOCIIPUATHS HH(POPMALIUH:

I[J'ISI JiMI ¢ HapYIICHUSAMU 3PCHUA!

— B MieyaTHOM popme yBeTHMUEeHHBIM HIpUPTOM,

— B (popMe 2IEKTPOHHOTO IOKYMEHTA,
JInst AL ¢ HapyIeHUs MM CITyXa:

— B I1e4aTHoOM (opme,

— B (hopMe 2IIEKTPOHHOTO IOKYMEHTA.

I[J'IH JiAI ¢ HAPpYIICHUAMHU OIOPHO-ABUI'ATCIIBHOIO allliapara:

— B TIe4aTHOM opme,




— B (hopMe DIICKTPOHHOTO IOKYMEHTA,
JlaHHBIH IepedeHb MOXET OBbITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTMHI'€HTA
00yJaroIuXcs.

3. OBPA3OBATEJIBHBIE TEXHOJIOT'TH

Cemectp | Bun zandarus Hcnone3yeMble HHTEPAaKTUBHbIE Konunuectso
(JI, ITP, JIP) 00pa3oBaTeNIbHbIE TEXHOJIOTHH 4acoB
T KomnbroTepHblie npe3eHTanuu, 00CyKaeHue u 54
e0aThl
5) Pa300p KOHKpETHBIX cUTyaluii (3a1a4),
JIP TPEHUHTIH 110 PELICHUIO 33]1a4, KOMIIBIOTEPHBIE o4
CHUMYJIALIUU (IIPOrpaMMHPOBAHUE AJITOPUTMOB)
S KPC KoHTposbHas pabora 11
Uroro: 119

I[J'ISI Jii1 ¢ OrpaHUYCHHBIMU BO3MOKHOCTAMU 310POBbA MPCAYCMOTPCHA OpraHu3aliund
KOHCy.HBTaLII/Iﬁ C UCITIOJIb30BaAHHUEM E)JIGKTpOHHOI\/JI IIOYTHhI.

4. OHEHOYHBIE CPEJICTBA JUISA TEKYIIEI'O KOHTPOJIA
YCHEBAEMOCTH U TIPOMEXYTOYHOM ATTECTAIIMA

4.1 DoHJ OLIEHOYHBIX CPpEACTB 1Jisl MPOBEACHUSA TCKYIICT0 KOHTPOJISA

Texymmii KOHTPOJIb BKIIIOYAET KOHTPOJIBHYIO paOOTy IO UTOTaM IIEPBOii MOJIOBUHBI Kypca.
Ilpumep 3a0anus 051 KOHMPOJLHOU PAOOMBL.

1. HepeqnanTb 1 0XapaKTEPHU30BaATh TOMOJIOIUU JIOKAJIbHBIX ceTer

2. OINITUYECKOE BOJIOKHO MEPEAAaeT HECKOIBKO CBETOBBIX MIOTOKOB,
MOJIYYEHHBIX OT CBETO/IMOAa.a) MHOTOMOA0BOE.0) MHOTOKaHamsHOE.B) MHOTO(a3HOE.
r) Hu ogHO U3 yKa3aHHBIX BBIIIIE.

3. Han IP: 131.107.2.1 Onpenenuts Kiacc, MacKy MOACETH, HACHTU(UKATOP CETH
u uaeHtuukarop ysna st [P-agpeca. PezynbraT 3anucars B Tabnuily:

IP-anpec Kaacc/Macka noacern | Unentudmxarop cetn | Unentudukarop y3na
4. OmnpenenuTs KOJ-BO Y3J0B B CETH, KOTOPOM mpuHaanexxuT y3en 213.180.204.8/18.
OTBeT NOSACHUTD.
5. Haiitn ommoOky koH¢urypanuu: ([lana cxema J0KaaIbHON CETH)

4.2 ®oHA OLICHOYHBIX CPEACTB AJIsl MPOBeICHUs MPOMEKYTOYHOH ATTeCTAMHI

q)OH)I OICHOYHBIX CPCACTB JUCHUITIIMHBI COCTOUT U3 CPEACTB TCKYIICTO KOHTPOJIA
BBITIOJTHEHUS 33/1aHUM, JJaOOpaTOPHBIX padOT, CPEACTB UTOTOBOI aTTecTaliy (3a4eT U SK3aMeH B
5 cemectpe).

OreHKa ycrieBaeéMOCTH OCYIIECTBIISIETCS IO Pe3yibTaTaM:

- BBITIOJTHEHUS JTaOOpaTOPHBIX padoT;

- OTBETA Ha HK3aMeHe (JIs1 BBISABJICHUS 3HAHUS U IOHUMAHUS TEOPETHYECKOTO
MaTepHasa JUCIHUILTUHBI).
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11.
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14.
15.
16.
17.
18.
19.
20.
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23.

24,
25.
26.

27.
28.

29.
30.
31.
32.
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34.
35.
36.

37.
38.

Bonpocs! 1J1s1 NOATOTOBKH K 3a4eTy
HazoBuTe Buabl agpecaliv B CETAX, JaUTE UX KPaTKYyI XapaKTEpUCTHKY, Ha
Kakux ypoBHAX Mojenn OSI ncnonb3yrorcs.
[Ipou3BecTu KpaTKyo CPAaBHUTEIBHYIO XapaKTEPUCTUKY BCEX U3BECTHBIX
CETEBBIX TOIIOJIOTUH.
[lepeuncnuth U 0XapakTEpU30BaATh AITOPUTMBI JOCTYIA K CPEAE MepPelayy JaHHbIX
B KOMIIBIOTEPHBIX CETSX.
ITpotokon Token Ring (High Speed Token Ring).
ANTropUTM CKOJIB3AI1IET0 OKHA. OCHOBHBIE TApaMETPbl U XapAKTEPUCTUKH.
OxapakTepu3oBath cocod nocrymna k cpezae B cetax Ethernet. [Tpusectu
OCHOBHBIE [TaPAMETPBI.
IIpuBecTn TEeXHMYECKHE ITApaMETPbI CPEbl IEPEJaYH JaHHBIX B KOMIIBIOTEPHBIX CETSX.
Anroputm CSMA/CD u ero paznoBuanoctu. OxapakTepu3oBaTh, Ha3BaTh chepsl
IIPUMEHEHMUSL.
JlaTb cpaBHUTENIbHYIO XapaKTEPUCTUKY CETEBBIX CPE IEPEIaYu TaHHBbIX.
Hatb onpenenenue qoMeHa Koyu3ui. Kak oH paznnyaeTcs Ha pa3HbIX yCTPONCTBax.
Bunsl agpecanyu B ceTsx.
Crpyxkrypa kaapa Ethernet, nats kpaTkoe onucanue mosuei kaupa.
CrangapTHbIe ceTEBbIE IPOTOKOJIBI (B MIpeieiaxX U3yYeHHbIX CTEKOB
poTokoiioB). [lepeuncnuthb, nocraBuTh B cooTBeTCTBUE MOJenu OSI.
[TpoTokoumb! npukIagHOTro YpoBHS. [lepeuncnnTh, Ha3BaTh OCHOBHBIC (DYHKIIWH.
TpancnoprHbie TpoToKobl. [lepeuncinTh, Ha3BaTh OCHOBHbBIE (DYHKIMH.
[Iporoxkoibl cereBoro ypoBHs. [lepeuncianTb, Ha3BaTb OCHOBHbBIE (DYHKIIUH.
Crek nporokosnioB TCP/IP. CtpykTypa, JOCTOMHCTBA, HEAOCTATKH.
[Iporokon TCP. HazHaueHue, OCHOBHBIE 110JISI 3ar0JIOBKA.
[Iporokoxn IP. Ha3HaueHue, OCHOBHBIE 110JIs 3aI0JIOBKA.
[IpoTOKOJIbI KAHAJIBHOTO YPOBHSI.
[Tpotokonsr ARP, RARP. Haznauenue. Anroput™ padboTHI.
[Iporoxonbl TCP u UDP. I1opTel 1 COKETBHI, MOHATUS MYJIbTUIUIEKCUPOBAHUS U
NEMYIbTUILIEKCUPOBAHMS.
Hapucosate Mmozgens coorBercTBus cteka TCP/IP monenu OSI. 3auem Hy»HO
pasfeseHne Ha ypoBHU?
Mopnens OSI. HaznaueHue, xapakTepUCTHKA YPOBHEH.
Ha3znauenue u nopsiiok ¢pyHkunonuposanust ICMP.
[lepeuncnuth BUIbI MAPIIPYTU3UPYILIUX U MAPIIPYTU3HUPYEMBIX IPOTOKOJIOB U UX
OCHOBHBIE XapaKTEPUCTHUKHU.
Anroput™M paboThI «IIPO3PaYHOr0» MOCTA.
CTpyKTypHBIE CXEMBI KOMMYTaTOPOB, IEPEUUCIIUTD, OXaPAKTEPHU30BATh JOCTOMHCTBA U
HEIOCTaTKH.
KoHcTpyKTHBHOE HCTIONTHEHHE KOMMYTAaTOPOB, TIOCTOMHCTBA U HEJIOCTATKH.
CerteBble po0IIEMBI, PELICHHBIE 32 CUET UCIIOIb30BaHU KOMMYTaTOPOB
OrpaHudeHuss KOMMYTAaTOPOB (KaKUe CETeBbIe BOIIPOCHI OHU HE PEIIAIoT).
Cdepsl ucmonp30BaHUS MOCTOB (IIPO3PAYHBIX U C MAPLIPYTHU3ALKEH OT UCTOYHHKA).
[lepeuncnuth BUIbI MapIIPYTU3ALMH U CLIOCOOBI 3aHECEHUS 3aITUCell B TaOIUIIBI.
IlepeuncnuTbh OCHOBHBIE TEXHUYECKHE XapaKTEPUCTUKN MapLUIpyTHU3aTOPOB.
Haznauenne rexnonorun NAT. CriocoOb! TpaHCIISIINHT aIpECOB.
[lepeuncanTh AONOTHUTENbHBIE (PYHKIIMM KOMMYTaTOPOB, CTPYKTYPHBIM
CXeMaM KOMMYTaTOpOB.
Tunsr VLAN. JlaTh KpaTKyI0 CPaBHUTEIBHYIO XapaKTEPUCTUKY.
[IpoBecTu CpaBHUTEIBHYIO XapaKTEPUCTUKY KOMMYTAaTOPOB U MapuIpyTHU3aTOPOB
(cdepst ucnonpzoBanusi, ypoBerb OS], Turbl agpecamuu, anropuTMbI pabOThI).
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39. BupTyanbHbIe YaCTHBIC CETH. B KakuX ciydasx MOsBISETCS HEOOXOIMMOCTh B CO3/IaHUN
BUPTYyaJIbHBIX cerMeHTOB? [IpuBenuTe npumepsl.

40. TlepeuncnauTh U KpaTKO oxapakTepru3oBarh TexHonoruu JIBC, yiydaromniue ceTeByio
0€301acCHOCTb.

41. Tlepeuucnutb BUJbI KOHCTPYKTUBHOI'O UCIIOJHEHHE CETEBBIX YCTPOUCTB, HA3BATh
JOCTOMHCTBA U HEJAOCTATKHU.

42. TlepeunciauThb CETEBBIC YCTPOMCTBA, OCTAaBUTh UX B cOOTBeTCcTBHE MOenu OSI.

43. TlepeyncnuTh OrpaHUYCHUS KOMMYTATOPOB (KaKHe CETEBBIC BOMPOCH OHU HE PEIIAOT).

44. Kakue U3 U3y4eHHBIX CETEBBIX TEXHOJIOTHI MOT'YT OBITh HCIIOIb30BAHbI AJIs
obecrieueHurst ceTeBor 0€30MMacCHOCTH U KaKuM 00pazom?

Kpurepuu onennBanus:

Kpurtepun oueHnBanus K 3a4eTy:

Onenka “3auteHo” - [IpakTudeckue 3a7aHus BBITIOJHEHBI B CpOK B 00beMe He MeHee 80%.
CTyaeHT IEeMOHCTPUPYET TpPaBWIbHBIC, YBEPCHHBIC JCUCTBUS 1O MPUMEHEHHUIO ITOTYYEHHBIX
3HAHUN HAa TPaAKTUKE, TPaMOTHOE U JIOTMYECKHM CTPOMHOE U3JIOKEHUE Marepuana Ipu
apryMeHTaIlid OTBETOB Ha BOMPOCHI MPHU 3aIIUTE TAOOPATOPHBIX.

OneHka «He 3a4TeHOo» - [IpakTHdeckre 3aaHus He BBIMOJHEHBI JTUOO MPEI0CTaBICHbBI HE
B cpok B ob0beme MmeHee 60%, CTyneHT NEMOHCTpUPYET Halu4HMe TIpyObIX OMIMOOK B OTBETE,
HETIOHMMAaHHUE CYIIHOCTH H3JIaraéMoro BOMPOCA, HEYMEHHE NPUMEHSTh 3HAHUS Ha MPaKTHUKE,
HEYBEPEHHOCTh M HETOYHOCTh OTBETOB Ha JIOTIOJHUTEIbHBIC U HABOIAIINE BOIIPOCHI.

IIpumepol 5K3aMeHAYUOHHBIX 3A0AHUI

1. Tpancnoprtasle npoTokonsl. IlepedncinTs, Ha3BaTh OCHOBHBIE (D)YHKLUH, KaKyl0 HH(GOPMALIUIO
HECYT
B ce0€ UX 3aroJIOBKH.

2. KOHCTpYKTHBHOE HCIIOTHEHUE KOMMYTAaTOPOB, JOCTOMHCTBA U HEAOCTATKH.

3. Kak y3en cetn, o)XxuaoMuii nepeaadn JaHHbIX, pearupyer Ha Koyumsuio B cetu CSMA/CD?

a) KoMnproTepbl, BOBIICYCHHBIE B KOJUTM3UIO, HIMEIOT IPUOPUTET /ISl IIOBTOPHO# Mepeaavn JaHHbIX.
b) KommnbroTepsl HaOII0AAIOT 32 COCTOSIHUEM KaHalla U /IyT BO3MOXKHOCTH OTIIPABUTh JAHHbIC
M0 UCTEUCHUH MEPUOJIA OKUIAHUSI.
) KoMmnbroTepbl, He BOBJICYCHHBIE B KOH(IIMKT, TOCHUIAIOT CUTHAT OTOOS B CETh.
d) KoMnbroTepbl, BOBICYCHHBIE B KOJUTU3HUIO, MIOCBUIAIOT CUTHAI 3aTOPa B CETh, YTOOBI
3aBEPIIUTDH KOJUTH3HIO.
4. IP-192.168.15.137 Mask - 255.255.192.0. Haiitu uncio y3moB B cetu i Ne cetu. OTBET MOSICHUTb.

5. Tloctpouts Tomonoruo ceTu no TadNuIe MapIIpPyTU3ALHH.

Anpec cieayonero Merpua
Anpec Ha3Ha4YeHHUs (CeTh HIH AP Ayromt (paccrosi- CeteBoii
KoMIIbIoTep) Macka noaceru MapuIpyTH3aTopa HHe 10 unTepdeiic
(111032)
ajapecara)
0.0.0.0 0.0.0.0 223.24.69.4 223.24.1.1
127.0.0.1 255.255.255.255 127.0.0.1 127.0.0.1
3.3.5.128 255.255.255.240 3.3.5.129 3.3.5.129
240.10.0.0 255.255.0.0 240.10.1.1 240.10.1.1
140.20.0.0 255.255.0.0 140.20.1.5 140.20.1.5
12.11.11.0 255.255.255.0 240.10.1.4 240.10.1.1
12.11.11.0 255.255.255.0 140.20.11.6 140.20.1.5
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118.10.11.1 255.255.255.255 240.10.1.4 240.10.1.1

192.113.1.64 255.255.255.224 240.10.5.6 240.10.1.1

192.113.1.64 255.255.255.224 140.20.16.9 140.20.1.5

o
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10.
11.
12.
13.

14.
15.
16.
17.
18.
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13.

HepequL BOIIPOCOB, KOTOPHIC BLIHOCATCHA HA IK3aMCH

OcHOBBI ceTel

KonupoBanue nHpopmanuy B BBIMUCIUTEIbHBIX ceTAX: OCHOBHBIE THUIIbI KOJOB,

UX JOCTOMHCTBA U HEJJOCTATKH.

[Tepeuncnuth BUABI agpecaliiy B CETAX, 1aTh KPATKOE OIMCaHKE, HA KAKUX YPOBHSIX
Mozenu OSI ucnosb3yroTes.

[Tpou3sBecTH KpaTKyrO CpaBHUTEIBHYIO XapaKTEPUCTUKY BCEX M3BECTHBIX

CETEBbIX TOIOJIOTHUI.

IIporokon FDDI. J/IaTb OCHOBHBIE XapaKTEPUCTHUKHU.

[Tepeuncnute 1 0XapakTEpU30BaATh AITOPUTMBI JJOCTYIA K CpeJie epelaun

JTAHHBIX B KOMITBIOTEPHBIX CETAX.

ITporokon Token Ring (High Speed Token Ring).

ANTOPUTM CKOJIB3sIIIEro okHa. OCHOBHBIE MTApaMETPhI U XapaKTEPUCTUKH.
OxapaxTepu3zoBatb criocod rocrymna k cpeze B ceTsix Ethernet. [Ipusectu

OCHOBHBIE ITapAMETPHI.

[Tporokoisl kanameHOTO YpoBHS Ethernet (10Mbps-10 Gbps). OOGIIHOCTS 1 pa3IHdus.
IIpuBecTn TeXHUYECKHE MapaMeTphbl CPebl epelaul JAHHBIX B KOMIIBIOTEPHBIX CETSX.
OxapaktepuzoBatpb anroput™m CSMA/CD. [lepednciuTs ero OCHOBHBIE TAPAMETPHI.
Kakumu cpenctBamu Oblia JOCTUTHYTA IPEEMCTBEHHOCTh cTanAapToB Ethernet?
Anroputm CSMA/CD u ero pazHoBuaHOCTH. OXapaKkTepru30BaTh, Ha3BaTh chepbl
HPUMEHEHHUS.

[lepeuncnuTh U OXapaKTEPU30BATH TOIIOJIOTUH JIOKAJIBHBIX CETEH

JlaTb CpaBHUTENBHYIO XapaKTEPUCTUKY CETEBBIX CpeJl epeaayn JaHHbIX.

[atp onpenenenue fo0MeHa KoJutnM3ni. Kak OH pa3nyaeTcs Ha pa3sHbIX yCTPONCTBAX.
Bugpl anpecanum B ceTsx.

Crpykrypa kaznpa Ethernet, nate kpaTkoe onucaHue rnosuen Kajapa.
12

OSI u cTanaapTHBIE ceTeBbIe MPOTOKOJIbI

CranpapTHble ceTeBble IPOTOKOJIBI (B MpeesiaX H3yYeHHBIX CTEKOB

npoTokonoB). [lepeuncnute, mocraButh B coorBeTcTBHE Moaenu OSIL.

[Iporokoinbl npukiaaaHoro yposHs. [lepeuncnutb, Ha3BaTh OCHOBHBIE (PYHKIIMH.
TpancnoptHble TpoTOKOIBL. [lepeuncinTh, Ha3BaTh OCHOBHbBIE (DYHKIUH.

[Iporoxkoibl cereBoro ypoBHs. [lepeuncianTs, Ha3BaThb OCHOBHbBIE (DYHKIIHH.

Crex npotokosioB TCP/IP. CTpykTypa, 10CTOMHCTBA, HEJJOCTATKH.

[Iporokon TCP. HaznaueHue, OCHOBHBIE 1OJISI 3aT0JIOBKA.

IIporokou IP. HazHaueHue, OCHOBHBIE ITOJIS 3ar0JIOBKA.

[IpoTOKOJIBI KAHATBHOTO YPOBHSI.

ITpotokonsr ARP, RARP. Haznauenue. AnroputM paboThl.

[Ipotokosel TCP n UDP. [1opTel 1 COKETHI, MOHATHS MYJIbTUIIIIEKCUPOBAHNUS

U JE€MYJIbTUILUIEKCUPOBAHMS.

Hapucosats moaens coorBercTBus cteka TCP/IP mogenmu OSI. 3auem Hy>KHO pa3aeneHue
Ha ypOBHH?

Oxapaktepu30BaTh PYHKIIMH CeTEBOro U kaHaibHOTo ypoBHel OSI. [IpuBectu nprumepsl
MIPOTOKOJIOB, HA HUX pabOTaIOUIHX.

Mopnens OSI. HazHaueHue, XapakTepuCTHKA YPOBHEH.
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14. Haznauenue u nopsaaok ¢pyakuuonupoBanus ICMP.
15. IlepeuncauTp BUABI MAapIIPYTU3UPYLUIUX U MApLIPYTU3UPYEMBIX IPOTOKOJIOB M UX
OCHOBHBIE XapaKTEPUCTHKHU.

I11. CeteBoe 0GopynoBanue
1. Anroputm paboThl «IIpO3pavHOI0» MOCTA.
2.  CTpyKTypHBIE CXEMbl KOMMYTaTOPOB, IEPEUUCIUTh, 0XaPAKTEPU30BATh TOCTOMHCTBA U
HE/I0CTATKH.
KoHCTpYyKTHBHOE HCTIONHEHHE KOMMYTAaTOPOB, IOCTOMHCTBA U HEJOCTATKHU.
CerteBble po0IIEMBI, PELICHHBIE 33 CUET UCII0JIb30BaHHUSI KOMMYTaTOPOB
OrpannueHns KOMMYTAaTOPOB (KaKU€ CETEBBbIE BOIIPOCHI OHU HE PEILAIOT).
Cdeps! rcronb30BaHMsI MOCTOB (IIPO3pPAYHBIX U C MAPLIPYTU3ALUEN OT HICTOUHHUKA).
[Tepeuncnuth BUBI MApIIPYTU3ALUU U CIIOCOOBI 3aHECEHUSI 3aIIMCEN B TAOIULIBI.
KiroueBble MOMEHTBI QJITOPUTMA PabOTHI MOCTa ¢ MapUIPyTU3aLUel OT HCTOYHHKA.
IlepeuncnuTh OCHOBHBIE TEXHUUECKHE XapaKTEPUCTUKU MapLUIPyTH3aTOPOB.
0. Haznauenue texnosoruu NAT. CriocoObI TpaHCIISAIUK aJIPECOB.
1. Ilepeuncnutb JONOIHUTEIbHBIE (PYHKIIUU KOMMYTAaTOPOB.
12. Yro takoe HebmOKUpyOUUil KoMMyTaTOp. Ha3zBaTe XapakTepuCTUKU IPOU3BOIUTEIBLHOCTH
KOMMYTaTOpOB.
13. IIpoBecTH CpaBHUTENIBHYIO XapaKTEPUCTHUKY KOMMYTATOPOB U MapUIpyTH3aTOPOB
(ceps! ucnonbzoBanus, yposenb OS], TUIIBI afpecanuy, anropuTMbl paboOThI).
14. BupryanbHble yacTHbIE ceTH. B Kakux ciyyasx nosiBiasieTcs HEOOXOAUMOCTh B CO3/1aHUU
BUPTyalIbHBIX cermeHToB? [IpuBeauTe mpumepsl.
15. IlepeuncauTh U KpaTKo oxapakTepus3oBarh TexHonoruu JIBC, ynyuaroiue ceTeByro
0€301acHOCTb.
16. HasBare Hauboee cadble MEXaHU3MBI B pa00TE KOMMYTAaTOPOB H CYIIIECTBYIOIIHE
METO]IbI OOPHOBI C HUMH.
17. TlepeunciauTh U AaTh KPATKYIO XapaKTEPUCTUKY CTPYKTYPHBIM CX€MaM KOMMYTaTOpPOB.
18. IlepeuncnuTh BUIBI KOHCTPYKTHBHOTO UCIIOJIHEHUE CETEBBIX YCTPOHCTB, HA3BATh
JIOCTOMHCTBA U HEJAOCTATKHU.
19. TlepeuyncnuTh CETEBBIE YCTPOWCTBA, TOCTABUThH X B COOTBETCTBHE Mojenu OSI.
20. TlepeuncnuTh OrpaHUYEHHUS KOMMYTATOPOB (KaKHe CETEBbIE BOIIPOCH OHU HE PELIAIOT).
21. Kaxue U3 U3y4eHHBIX CETEBBIX TEXHOJIOTHI MOTYT OBITh HCITOJIB30BAHBI JIISI

o0ecrnieueHuns ceTeBoi 0€30acHOCTH U KakuM o0pa3om?
13
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22. Twumet VLAN. JIaTh KpaTKyIO CPAaBHUTEIHHYIO XapaKTEPUCTHKY.

Kpurtepun oieHMBaHUA K IK3aMeHY

- 84-100 GamnoB (OllEHKA «OTIUYHO») - M3JIOKEHHBIH MaTepuan (HaKTHUUECKHU BeEpeH,
HalIn4uue TIIyOOKUX MCUEPNBIBAIONINX 3HAHUN B 00beMe MPONICHHON MPOrpaMMbl TUCHUIUIMHBI B
COOTBETCTBHUH C MOCTABIEHHBIMU MPOTPAMMON Kypca IeNIIMU U 3aJauaMu 00y4eHHUs; TpaBUIIbHBIE,
yBEpEHHBIE IEHCTBUS MO0 MPUMEHEHHUIO TOMyYEeHHBIX 3HAaHUH Ha MPAKTUKE, TPaMOTHOE U JIOTUYECKU
CTpOilHO€ W3IIOKEHHWE MaTepuaga TpU OTBETe, YCBOCHHE OCHOBHOW U 3HAKOMCTBO C
JOTIOTHUTEBHOU uTepatypoit; [IpakTiudeckue 3a1anus BBITOIHEHBI B CPOK B TIOTHOM 00beMe.

- 67-83 6amioB (OIEHKA «XOPOIIOY) - HAIMYHE TBEPAbIX U JOCTATOYHO TMOJTHBIX 3HAHUU B
o0BeMe TPONUICHHON MPOTrpaMMbl TUCIUTUIMHEI B COOTBETCTBHH C HEISIMH 00yUeHHs, TPaBUIbHBIC
JEHCTBHUS TIO MPUMEHEHHWIO 3HAHWN Ha TMpaKTUKe, YETKOE M3JIOKEHHE MaTepHuala, JOMYCKaITCs
OTJICTbHBIC JIOTHYECKHE W CTHJIUCTHYCCKHE TorpenmHocTd. [IpakTudeckue 3a1aHus BHIITOJTHCHBI B
cpok B ooveMe He meHee 80%.

- 50-66 OGamioB (OIeHKAa yIOBJICTBOPHUTEILHO) - HAJIWYHE TBEPABIX 3HAHWA B 00BeMe
MPOUJICHHOTO Kypca B COOTBETCTBHH C IEISIMH OOYUYEHHs, W3JI0OKEHHWE OTBETOB C OTICIHHBIMHU
OIIMOKaMH, YBEPEHHO UCIPABIEHHBIMU IOCIIE JOMOIHUTENBHBIX BOMPOCOB; MPABUJIHLHBIC B IEIOM
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JEHCTBHS TI0 IPUMEHEHHIO 3HAHUH Ha MpakTuke; [IpakTuueckre 3ajaHus BBIIOJTHEHBI B 00beMe He
MeHnee 60%.

- 0-49 OGanmnoB (oleHKAa HEYTOBJICTBOPUTEIHLHO) - OTBETHI HE CBS3aHBI C BOIMPOCAMH,
HaIn4ue TPyObIX OMMUOOK B OTBETE, HEMOHMMAHUE CYIIHOCTH M3JaraéMoro BOIPOca, HEYMEHUE
MIPUMEHSITh 3HAHUS Ha MPAKTUKE, HEYBEPEHHOCTh WU HETOYHOCTh OTBETOB HA JIOMOJIHUTEIBHBIE U
HaBOAsIIKE BOMpocky. [IpakTueckue 3aaHusi He BBINOJHEHBI TUO0 MPEAOCTaBICHbl HE B CPOK B
ooveme menee 50%.

OueHoYHbIE CpeICTBA U1 HHBAINIOB | JIUI C OTPAaHMYECHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI
BBIOMPAIOTCS C yYETOM MX WHIMBHIYAIbHBIX ICUXO(PHU3MUECKUX 0COOCHHOCTEH.

— IIpY HEOOXOAMMOCTH MHBAJIMJIAM U JIUIIaM C OTPAaHMYCHHBIMU BO3MOXXHOCTSIMH 3/I0POBBSI
MPEOCTABISACTCS OTIOIHUTEIBHOE BPeMs Ul OATOTOBKH OTBETA Ha YK3aMEHE;

— IIpU TPOBEACHUH TPOLEAYPHl OLCHUBAHUS PE3yIbTATOB OOYUEHHS MHBAIHUIOB M JIUI] C
OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS IPEAYCMAaTPHUBAETCS HCHOJIB30BAHUE TEXHUYECKHUX
CPEICTB, HEOOXOAMMBIX UM B CBSI3U C UX MHIUBHIYAILHBIMH OCOOCHHOCTSIMU;

— IIpU HEOOXOJUMOCTH ISl 00YHaIOUIUXCS C OTPAaHMYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbS 1
WHBAJINIOB MIPOIIelypa OLECHUBAHUS PE3YIIbTATOB 00YUEHUS 110 AUCIUILTNHE MOYKET MPOBOJAUTHCS B
HECKOJIBKO JTaroB.

[Iponieypa oLeHUBAHHS PE3yJbTATOB OOYYEHUS WHBAIMIOB M JIUI] C OTpaHUYECHHBIMU
BO3MOXKHOCTSIMH 3/I0pOBbSI 110 AMCHUIUIMHE NpPEAyCMaTpUBAET IPEIOCTaBICHUE WH(OpManuu B
¢dbopmax, aTanTUPOBaHHBIX K OTPAHUYCHUSAM UX 370POBbS M BOCIIPUATHS UH(OPMAIIHH:

JInst I ¢ HapyIIeHUSIMH 3PSHUS:

— B I1€4aTHOW (hopMe YBEIMYCHHBIM HIPUPTOM,

— B (hopMe PIEKTPOHHOTO IOKYMEHTA.

JIist AL ¢ HapyIeHUsAMHU CIIyXa:

— B IIeYaTHOM opme,

— B (hopMe 2IIEKTPOHHOTO TOKYMEHTA.

JInst 1 ¢ HapyIISHUSIMH OTTIOPHO-/IBUTATEIILHOTO arIapara:

— B mieyaTHOU hopme,

— B (hopMe 2IIEKTPOHHOTO JOKYMEHTA.

JlaHHBII IepeYeHb MOXET OBITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHT€HTA
oOydJaronmxcs.

5.MMEPEYEHb OCHOBHOM ¥  JIONOJIHATEJIbHOM
YUYEBHOHM JIMTEPATYPbI, HEOBXOJMMOM JJis1 OCBOEHHS
JUCIUTILIMHBI

5.1 OcHoBHas auTeparypa:

1. CununpiH, FO.M. Cetn u cucremsl nepenaud uHpopMmanuu : ydeOHoe mnocobue / HO.M.
Cununpiz, E. Psanonosa, P.P. 'anumoB ; MunuctepcTBo 00pazoBanusi U Hayku Poccuiickoit
Oenepanuy, DenepalbHOE TOCYIapCTBEHHOE OIOJHKETHOE O00pa30BaTENbHOE YUpeXKIECHUE
BhIcIero oopazoBanuss «OpeHOyprckuil rocyapcTBeHHbIN yHUBepcuTeT». - Opendypr : OI'Y,
2017. - 190 c. : wn. - bubGmuorp. B kH. - ISBN 978-5-7410-1886-6 ; To xe [D1eKTpOHHBIN
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=485524

2. TTocTpoeHne KOMMYTUPYEMBIX KommbioTepHbx cereil / E.B. Cmuprosa, U.B. Backakos, A.B.
[Tponerapckuit, P.A. ®enoroB. - 2-e u3d., ucnp. - MockBa : HanumoHanbHblil OTKpBITHIHA
Yuusepcurer « MHTYUT», 2016. - 429 c. : cxem., ui. ; To ke [DneKTpoHHBINA pecypc]. —

URL: http://biblioclub.ru/index.php?page=book&id=429834

5.2 lonoiHuTE/ILHAS JIUTEPATYypa:
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http://biblioclub.ru/index.php?page=book&id=485524
http://biblioclub.ru/index.php?page=book&id=429834

1.

Oumdep, B.I'. OcHOBBI ceTeil mepenaud MaHHBIX . BBOAHBIN Kypc / B.I'. Ommdep,

H.A. Omuadep ; Haunonaneneiii Otkpeiteiil YHuBepeutet "MHTYUT". - Mocksa : IHTepHeT-
Yuusepcurer Mudopmamumonnsix Texnomoruit, 2003. - 192 c. : uin., cxem. ; To xe
[DnexTponnsii pecypce]. - URL: http://biblioclub.ru/index.php?page=book&id=234533
Hyxnos, E.B. Komnbrotepusie cetn : yuebnoe mocodbue / E.B. HyxxHoB ; MunmcrepcTBo
oOpazoBanusi u Hayku Poccuiickoit ®enepauuu, HOxHBINH (enepanbHblii YHHUBEPCHUTET,
WixeHepHO-TeXHOMOTHYECKas akaaeMus. - Taranpor : M3garensctBo FOxxHOTO denepaabHOro
yauBepcuteta, 2015. - Y. 2. TexHomoruu nokaabHbIX U TI00anbHbIX ceTel. - 176 c. : cxem.,
Tadi., ui. - bubmmorp. B kH. - ISBN 978-5-9275-1691-9 ; To xe [DnekrponHslii pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=461991

I'magkux, T.B. NadopmanmonHsie cucteMbl U ceTH : yaeOHoe nocooue / T.B. I'maakux, E.B.
BoponoBa ; MunuctepctBo obOpasoBanuss U Hayku P®, BopoHexkckuil rocyaapcTBEHHBIN
YHUBEPCUTET HHKCHEPHBIX TEXHOJIOTMU. - BopoHex : BOpOHEKCKHMM TIOCyIapCTBEHHBIN
YHUBEPCUTET MHKEHEPHBIX TeXHOJorui, 2016. - 88 c. : cxeM., ui., Tadm. - bubauorp. B KH. -
ISBN 978-5-00032-189-8 ; To xe [DnexTpoHHsIi pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=481994

5.3. IlepeuyeHb pecypcoB HH(POPMALMOHHO-TEJICEKOMMYHUKAIIMOHHOM ceTH « AHTEepHETY,
He00XO0IMMBbIX /IJIsl OCBOEHHS TUCUHUILJINHBI

1. Omnucanue Texnonoruu Fast Ethernet: B cBobonnom noctyme: URL:
http://www.ixbt.com/comm/tech-fast-ethernet.shtml

2. Gigabit Ethernet// XXypnan "Certeble pemenus": B cBobogHoM aocryne: URL:
http://www.nestor.minsk.by/sr/2007/01/sr70112.html

3. IIporoxonst ARP, RARP, ICMP, IGMP: B cBO60gHOM J0OCTYTIE:
http://nknaromanova.narod.ru/arp.htm

4. Certu s caMbIX ManieHbkHX. Xabpaxa0p. URL: https://habrahabr.ru/post/134892/

6. [lepeyens pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHHKAIMOHHOM
cetu «AHTEpHET», B TOM YHCJIEe COBpPEeMEHHbI¢ NMPO(PecCHOHAIbHbIE 0a3bl
AAHHBIX M MHGOPMAILMOHHBbIEC CIIPABOYHbIC CHCTEMbI, HEOOXOAMMBIE s
OCBOCHMS TUCIHUILINHBI

1. CnpaBouno-mpaBoBas cucrema «Koncynbrant [Lnrocy» (http://www.consultant.ru)
2. Tloptan oTkpeITHIX AaHHBIX Poccuiickoii denepepannu hitps://data.gov.ru
3. baza OTKpBHITBIX JaHHBIX MUHHCTEpCTBA Tpyda M  CONHMANBHOM 3amuTel PD

https://rosmintrud.ru/opendata

4. ba3a nannbix Hayanoit anexrponnsiii oubmmorexu eLIBRARY .RU https://elibrary.ru/
5. baza pannbix Bcepoccuiickoro WHCTHTyTa HaydyHOM W TEXHUYECKOW HMHQpOpManun

(BUHUTH) PAH http://www2.viniti.ru/

6. ba3el maHHBIX B cdepe MHTEIUIEKTyaTbHOH COOCTBEHHOCTH, BKJIIOYAs MATCHTHBIC 0a3bl

JaHHbIX WWW.rusnano.com

7. ba3pl MaHHBIX W aHAIMTHYECKUE TNYyONMKanuu «YHUBEpCUTETCKas WHGOpMaIMOHHAs

cucrema POCCHUS» https://uisrussia.msu.ru/

7. MeToan4yeckue YyKa3aHUusl I OOy4YAKOIIMXCH IO OCBOCHHIO
AUCHUTIIMHBI

ITo xypcy npeycCMOTPEHO IPOBEACHHE JIEKIIMOHHBIX 3aHITUHA, HA KOTOPBIX JacTCs

OCHOBHOH CHCTEeMaTU3WPOBAHHBIN MaTepual, JJabopaTOpHbIX paboT, KOHTPOIbHON pabOTHI, 3aueTa
U DK3aMEHa.
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Bakneimmm sTanoM Kypca SBIISIETCS CaMOCTOsITeNIbHAs padoTa 1Mo TUCHUTUTHHE C
MCIOJIb30BaHNEM YKA3aHHBIX JINTEPATYPHBIX HCTOYHUKOB U METOAMYECKUX YKa3aHHUI aBTOpa
Kypca.

Bunet u popmer CP, cpoku BeimonHeHMS, GOpMBI KOHTPOJIS TPUBEICHEI BBIIIE B TaHHOM
JIOKYMEHTE.

JIyist my4niero OCBOCHHSI TUCIUIUIAHEI 1TpH 3ammuTte JIP cTyIeHT J0KeH OTBETUTh Ha
HECKOJIbKO BOIPOCOB U3 JIEKIIMOHHOW YaCTH Kypca.

B ocBocHHMHM NUCIUIUITMHBI WHBAIWIAMU U JUIAMH C OTPAHMYEHHBIMUA BO3MOXHOCTSMU
3I0POBBSl  OOJIBIIIOE 3HAYCHHE HMMEET HHAMBHUAyaldbHas ydeOHas paboTa (KOHCYJIbTAIlUU) —
JOTIOJTHUTEIBHOE Pa3bsiICHEHUE YUeOHOTO MaTepurana.

WHauBUayalbHbIE KOHCYJIBTAIlMM IO TMPEIMETY SIBISIIOTCS BaXHBIM  (DaKTOPOM,
CHOCOOCTBYIONINM HMHIWBUIyaTU3allid OOyYEHUS M YCTAHOBJICHHIO BOCIUTATEIIBHOTO KOHTAKTa
MEXIy TIpernojaBareieM U OOydYalIIMMCS WHBAIUAOM WM JIMIIOM C OTrPaHUYCHHBIMU
BO3MOYXHOCTSIMU 3]OPOBBSI.

8. IlepeyeHb HHPOPMALUOHHBIX TEXHOJIOTHH, HCIIOJIb3YEeMbIX NIPH
OCYILIeCTBJICHMH 00Pa30BaTEeJIbHOIO0 MPoLecca 10 JUCHHUILIUHE

8.1 IlepeueHb HHPOPMATMOHHBIX TEXHOJIOTHIA.
— IIpoBepka nomMalHuX 3aaHUi U KOHCYIbTHPOBAHUE TIOCPEICTBOM JIEKTPOHHOI MOYTHI.

— Hicrionb30BaHKE 3JICKTPOHHBIX MIPE3EHTAIIMN TP MPOBEICHUHN JICKIIMA U TPAKTHYSCKUX
3aHSTHH.

8.2 IlepeyeHb HEOOXOAMMOTO JIUIEH3HOHHOTO MTPOrPAMMHOI0 00ecnmedyeHust

1. Microsoft Windows 8, 10 gorosop Ne73—-ADd/223-d3/2018 Cornamenue Microsoft ESS
72569510 06.11.2018; morosop Ne77-AD®/223-D3/2017 Cornamenue Microsoft ESS
72569510 03.11.2017.

2. Microsoft Office Professional Plus moroBop Ne73—AD®/223-d3/2018 Cornamenue
Microsoft ESS 72569510 06.11.2018; moroBop Ne77-AD®/223-03/2017 CornameHue
Microsoft ESS 72569510 03.11.2017.

3. Kaspersky Endpoint Security mms 6usneca — Cranmaptasiii Russian Edition. 1500-2499
Node 1 year Educational Renewal License, AHTHBHpYCHAs 3aIlUTa BUPTYaJIbHBIX CEPBEPOB:
Kaspersky Security mis BuptyansHbix cpen, Server Russian Edition. 25- 49 VirtualServer 1
year Educational Renewal License, AHTHBHUpYCHas 3aIlUTa BUPTYAIbHBIX PA00OYHX CTAHIIUI
(\VDI): Kaspersky Security mist Buptyanbhsix cpen, Desktop Russian Edition. 150-249

4. VirtualWorkstation 1 year Educational Renewal License (Koutpakt Ne69-AD®d/223-D3 ot
11.09.2017, Konutpakt Ne59-AD®/223-d3_2018 ot 07.09.2018)

8.3 IlepeyeHb HH(POPMALHOHHBIX CIPABOYHBIX CHCTEM:

1. ObC UznarensctBa «JIanb» http://e.lanbook.com ,

2. ObC «YHuBepcurerckas Oubnuoreka onnain» www.biblioclub.ru ,
3. OBC «Opaiit» http://www.biblio-online.ru ,

4. 5bC «ZNANIUM.COM» www.znanium.com,

5. OBC «BOOK.ru» https://www.book.ru.

9. MarepuaJibHO-TeXHHYECKAasl 0a3a, HeoOxoaMMas IS

00pPa30BaTeIbHOI0 MPOIECca MO0 TUCIUTLINHE

MaTCpI/IaJ'IBHO-TCXHI/I‘{eCKOC obecrnieucHUe JAUCITUITIINHBI
1 OCHAlICHHOCTDb

Ne Bun pa6or
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JIeKIIMOHHEBIE 3aHATH

JleknmoHHas ayuTOpUs, OCHALIECHHAs MPE3CHTALMOHHON
TEXHUKON (MPOEKTOP, JKpaH, KOMIBIOTEP/HOYTOYK) H
COOTBETCTBYIOIIUM IIporpaMMHbIM obecrieueHueM (I10)
PowerPoint. ayza. 129, 131, A305.

2. JIaGoparopusie 3ausaTus | JlJabopaTopusi, yKOMIUIEKTOBaHHAsI CHICLIUATH3UPOBAHHBIMU
TEXHUYECKUMHU CpEACTBAMH OOYUYEHHUSI — KOMIIbIOTEPHBIH
KJIacC, ¢ BO3MOXKHOCTBIO IIOJIKJIFOUEHUS K ceTH «HTepHEeT»,
MPOrpaMMOil SKPaHHOTO YBEIUYEHUS M 00eCreYeHHbIN
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO
cpeny yHuBepcurera. (;1ab. 102-106.).
3. ['pynmoBbie(MHIUBUTY-
QJIBbHBIC) KOHCYIbTAMu | Ayauropusi, (kaOuHeT) — KoMmmbroTepHbIid kiacc A301a, A3016
4. KypcoBoe KomnbroTepHslil Kacc, 1)1 CaMOCTOSITENIbHON paOOThI, JUIs
MPOSKTUPOBAHHE BBITIOJTHEHHS] KyPCOBOT'O MTPOSKTUPOBAHHUS (BBITIOJTHEHHE
KypcoBbIX pabot) — ayauropus 106 (350040 r. Kpacuomap, yiu.
CrasponoJjbckas, 149)
Texkymmii  KOHTpPOIb, | AyauTopws, IPUCIIOCOOTEHHAS /ISl TMCBMEHHOTO OTBETA MPH
MIPOMEXKYTOUHAs MIPOMEXYTOYHOH aTTeCTaIUH.
5. aTTecTalus A301a, A3016, 148,150.
6. CamocTosTenbHas KomnibroTepHslii Ki1acc, Ui CaMOCTOSITEIIbHON pabOThI, IS
paboTa XpaHeHUs U MPOPUIAKTHUECKOTO O0CITYKHUBaHHUS y4eOHOTO

obopynoBanus — aynuropus 101 (350040 r. Kpacuonap, yiu.
CraBpornosibekas, 149)
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