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1 Leau 1 3a1a4u U3y4YeHUs TUCHMILIUHBI (MOTYJIs).

1.1 Ileab ocBO€HUS TUCIHUILIUHBI.

@opMHpOBaHUE 3HAHWN OCHOBHBIX COCTaBISIOMMX HH(MOPMAIMOHHON 0e30macHOCTH
rocyaapcTBa, oOmecTBa U JIMYHOCTH,; YMEHUI M HABBHIKOB MCIOJB30BAHUS OPraHU3AIMOHHBIX,
IIPaBOBBIX, HMHXEHEPHO-TEXHUUECKUX M allllapaTHO-IPOIPaMMHBIX METOJOB U CpPEIACTB IpHU
IIOCTPOCHUHU CHUCTEM HH(POPMALMOHHON 0€30MacHOCTH B 00JIACTH BBIOPAHHOTO MPOQUIIs
MIOATOTOBKH.

1.2 3agauu AUCHUILINHEI.

0000ImHT, W CHCTEMAaTH3MpPOBATH 3HAaHUS 1O 0a30BBIM TOHATHSIM TEOPUHU
nH(POPMAITMOHHOH 6€30MAaCHOCTH, 3HAKOMCTBO ¢ COBPEMEHHBIMH 331a9aMHU, HAYIHOH
TEPMHUHOJIOTHEH, MOAENSAMU M KOHLEMUUAMM 3aIIUTHl MpaB HA HHPOPMATU3ALMIO
rocyiapcTsa, OOmEecTBA M JUYHOCTM W TNOCTPOEHHS CHUCTEM HHGOpMAINOHHON
0e3011acHOCTH;

MpUOOpETEHNE HABBIKOB pEIIeHHs CTAaHJApTHHIX 3a37ad NpodeccroHaNbHON
NEeSITEIbHOCTH Ha OCHOBE HH(OpPMAMOHHOW M OmbOmmorpaduyueckoil KyJIbTypbl C
MPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX TEXHOJOTHH M C Yy4eToM
OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOM 0€30MMaCHOCTH;

MpHOOpeTeHne HaBBIKOB aHaiu3a HHGopMauuu O (YHKIIMOHUPOBAHUHM CHCTEMBbI
BHYTPEHHETO JIOKyMEHTOOOOpOTa OpraHu3alliy, BeeHHs 0a3 JaHHBIX 10 Pa3IMYHbIM
nokaszarensiM H  (popMHpoBaHUS HHPOPMAIMOHHOTO OOECleYeHHs YYaCTHHKOB
OpraHU3aI[MOHHBIX IPOEKTOB,;

M3Y4YEHHE OCHOBHBIX IMOJIOKEHWM CTpare€ruv MHMOPMAIMOHHOI BOITHBI; OCHOBHBIX
BHJIOB OOECneYeHus: cucTeéM HHGOPMAIMOHHONW O0€30macHOCTH, METOJO0B OIEHKHU
YPOBHS 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM, METOJOB U CPEACTB KOMIUIEKCHOM
3aMUTH 00BEKTOB MH(POPMATHU3AIINH;

IPMMEHEHNE OPraHU3aLMOHHBIX, TPABOBBIX, NH)KEHEPHO-TEXHUYECKUX U ANIAPATHO-
IpPOrpaMMHBIX METOJO0B M CPEACTB MH(POPMALMOHHOM OE30MmacHOCTH B HAY4YHO-
HCCNEN0BATENBCKUX W TPAKTUYECKUX PA3pa00TKaX B OOJACTH 3AMIUTH OOHEKTOB
nH(pOpMATH3AIUH.

1.3 MecTo qucuMnanHbl (MOAYJisl) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMMbl.
Juctunnuna «MaopManmonHas 6€30macHOCThY OTHOCUTCA K 0a3oBoit yactu bioka 1
" IucuurIuHbl (MOTyIu)" yaeOHOTO I1aHa.

1.4 IlepeyeHp NJIAHMPYEMBIX Pe3yJIbTATOB O0Oy4YeHHsI IO AUCHHUILIMHE (MOAYJIIO0),
COOTHECEHHBIX € IJIAHNPYEeMbIMHU Pe3y/IbTATAMM OCBOCHHS 00pa30BaTeJbHOI MPOrpPaMMBbl.

W3yuenue naHHO# yueOHOM JAUCIMILIMHBI HAIPABICHO Ha (JOPMUPOBAHUE Y
obyuaromuxcs komnereniuii (OK-12; OITK-3.)

Ne | Ungekc Conepxanue B pesynbrate nzyuenus: yueOHOU JUCIUILTUHBI
IL.IT | KOMIIET | KOMIETESHIHH (M €€ oOyJaroluecs: J0JIKHbI
. SHIIUU YacTH) 3HATh YMETh BJIAJIeTh

1 OK-12 | crtocoOHOCTBIO OCHOBBI HCITOJIL30BaTh HaBBIKAMH
paboTaTth C | mpuMeHeHus UH(OPMAIIMOHHBI | TIPHMEHEHHS
pPa3IMYHBIMU 0e30macHbIX € TEXHOJIOTMH B 0e30MacHbIX
UH(GOPMAITMOHHBIMU WHPOPMAITHOHHO- | HIENAX HH(OPMAITHOHHO-
pecypcamMu M | KOMMYHHUKAIIMOHH | oOecrieueHus KOMMYHHUKAIIMOHH
TEXHOJIOTHUSIMHU, BIX PECYPCOB U 9KOHOMMYECKON M | BIX TEXHOJIOTHUIL;
NIPUMEHATH OCHOBHBIE | TEXHOJIOTHIA; WHGOPMAIMOHHO | HABBIKAMHU
METOMBI, CIIOCOOBI M | OCHOBHBIE i1 6e30MmacHOCTH peanu3aniu
CpPEACTBA MOJIYYEHUS, | TpeOOBaHHUS 9KOHOMHYECKHX TpeOOBaHUI




No | Unpexc Conepxxanue B pesynbrate nzyuenus: yaeOHOU JUCIIUILTAHBI
IL.Il | KOMIIET | KOMIIETEHIIMH (MM €€ 00yyarouuecs: J0IHKHbI
CHITUHU YacTH) 3HATH YMeTh BJIAJIETH
XpaHEHUS, [IOMCKA, | ”HPOPMALMOHHO | CYyOBEKTOB; HHGOPMAITHOHHOMN
cHUCTEeMaTHU3allNH, i 6e30MacHOCTH B | IPUMEHSTh 0€30MaCHOCTH MTPH
00paboTKu U | obiactu Ge30macHble HOJTYyYCHUH,
nepenayu MIOJIyYEHUS, WH(POPMAIMOHHO- | XpaHEHUH, ITOUCKE,
I/IH(bOpMaIII/H/I XpaHeHus, KOMMYHUKAIIUOH CHUCTEMaTHU3aluu 1
TIOWCKA, HBIC TEXHOJIOTUU | 00pabOTKe TaHHBIX
CUCTEMAaTH3alluu, | P padboTe ¢
00paboTKH H 3KOHOMUYECKOU
nepenavy AaHHBIX | HHGOpMaluen
2 OIIK-3 | cnocoOHOCTHIO OCHOBHBIE IIPUMEHSTh HaBBIKAMHU
NIPUMCHATL OCHOBHBIC | 33Kk0HOMEPHOCTH | OCHOBHBIE CO3JTaHMsI U
3aKOHOMCPHOCTH CO3JIaHHS U 3aKOHOMEPHOCTH | MPHHIIATIAMHA
CO3N1aHMA 1 IIPUHLINIIBI CO3J1aHUA U (GYHKIIMOHUPOBAHU
TIPUHITUTIBI
(YHKIIHOHHPOBAHHS (YHKIMOHUPOBAH | MPHHIUITBL sl CUCTEM
CHUCTEM Usl CUCTEM (GYHKIIMOHUPOBAH | SKOHOMHUYECKOM
9KOHOMHUYECKOMH KOHOMHUYECKON Us CHCTEM 0€30MacHOCTH
6330§aCHOCTH Oe3omacHoCTH SKOHOMHYECKOU XO3STHCTBYIONTUX
XO3AUCTBYIOMIHMX XO3SHCTBYIOIMX | 6E30MacHOCTH CyOBEKTOB JUIs
cy0BeKTOR CyOBEKTOB XO3SUCTBYIONMX | 0€30macHoro
Ha OCHOBE CYOBEKTOB ISt BefieHMs Oas3pl
Oe3o1acHoOro Oe3omacHoOro JTAHHBIX 110
BeIeHUS 0a3 BeleHUs 0a3 Pa3INYHBIM
JIAHHBIX 110 JIAHHBIX 110 MOKa3aTelsM 1
Pa3INIHBIM Pa3INIHBIM (bopMupoBaHUSI
MOKAa3aTelsaM U MOKa3aTelsiM 1 WH(POPMAITUOHHOTO
(hopMUpOBaHUS (dbopMHUpOBaHUS obecrieueHust
nH(OPMAITMOHHOT | MH()OPMAITMOHHOT | YYaCTHHUKOB
0 obecrieueHus 0 obecrieueHus OpPTaHU3AIMOHHBIX
YYaCTHUKOB YYaCTHUKOB MPOCKTOB.
OpPraHU3alMOHHBI | OPTaHU3AIUOHHBI
X MPOEKTOB X TMPOEKTOB

2. CTpyKTYypa ¥ colep:KaHue JUCHUIINHBI.

2.1 PacnpenesieHue TPyA0EMKOCTH JUCHUIJIMHBI 110 BUIaM padoT.

O6mas TpyaoEMKOCTh TUCIUIUIMHBI COCTaBIIsIeT 2 3a4.e/1. (72 4yacoB), UX pacrnpesesieHue
10 BUAaM padOT MPEACTABICHO B TaOJIHIIE.

Bun yae6HO# paboThI Bceero CemecTpsl
4acoB (uacsl)
A
KonTakTHas padora, B TOM 4ncje:
AyIHMTOpHBIE 3aHATHS (BCEro): 48 48
3aHATHA TEKIIMOHHOTO THUIIA 16 16 - - -
JlaGopaTopHbIe 3aHATHS 32 32 - - -
3aHATUS CEMUHAPCKOTO TUIIA (CEMHUHAPHI,
MIPAKTUYECKHUE 3aHATHS) ] ] ] ) )




HNuas koHTaKkTHas padora:
Kontposs camocrositensHoit pabotsl (KCP) 2 2
[Tpomexyrounas arrecrauus (MKP) 0,2 0,2
CamocTosiTe1bHAsi paboTa, B TOM 4HcJIe:
ITpopaboTka yaeOHOTO (TCOPETHUECKOTO) MaTeprasa 6 6 - - -
Brinosinenue nnauBuayanbHbix 3aaanuii (Iloaroroska 6 6 i ) )
JIeJI0BOM Urpbl «3amuTa UHPOpMAUHU NPEATIPUSTUS)
[ToaroroBka K TeKyIeMy KOHTPOJTIO 9,8 9,8 - - -
KoHTpo.b:
[ToaroToBka K 3K3aMeHY - - - - -
OO0masi Tpy10eMKOCTh yac. 72 72 - - -
B TOM 4HCIE KOHTAKTHAA | jy | ggo
pabora
3a4. efi 2 2

2.2 CTpyKTypa AUCHUIIMHBI:

Pacrnipenenenne Bu1oB yueOHOM pabOThI U UX TPYAOEMKOCTH 1O pa3zesiaM AUCHUTIINHBIL.

Paznenbr quctuminHbl, n3y4aembie B 4 cemecTpe

KomnuecTBo yacos
Bueayaut
Ne HaumenoBanue tem Beero A}gl;g(;)TZHaﬂ opH}:m
pabora
J | 113 JIP CPC
1 2 3 4 5 6 7
1 Paznen 1. BBenenue B TuCIUATIIINHY 17 4 - 8 5
2 Paznen 2. OcHOBBI TOCYIaPCTBEHHOM MOTUTUKH PD B 17 4 i 8 5
obsacty nHOOPMAITMOHHOM 0€30MMaCHOCTH
3. Paznen 3. UndopmarnmonHas BoitHa. 17 | 4 - 8 5
Pazgen 4. OcHoBBl 0OecnieueHust HHGOPMAITMOHHOM
4 18,8| 4 - 8 6,8
6e3omacHOCTH KoMIbIOTepHBIX cucteM (KC)
Hmoeo no oucyuniune: 16 - 32 21,8

[Ipumeuanue: JI — nexkuuu, 113 — mpakrtuyeckue 3anstus / cemunHapslJIP — maGopatopHbie

3aHATHA, CPC — camocrosTensHas pa60Ta CTyACHTa

2.3 ConeprxaHue TeM JUCHUIIHHBI
2.3.1 3aHaTHA JIEeKIHOHHOT0 THIIA.

dopma
Ne [HamMeHOBaHHE TEMBI ConepxxaHue TeMbI TEKYILETO
KOHTPOJIA
1 2 3 4
1. | Pa3nmen 1. Benenue | Paznen 1. Beenenue B AUCHUIIIHHY JLJ

1.2 Buabl 0e30macHOCTH

B JTUCLUIUINH . OHATHE HAllMOHAILHOM 0€30MacHOCTH
1.1 1II 0 PO

1.3 MadopmarmonHast 6e301MacHOCTh B CHCTEME
HaMOHAILHOI Oe3omacHoct PD 1.4 Poins
nH(POPMAIMOHHOM 0€30MMacHOCTH B 00ecrieueHIH
HaIIMOHAJIbHOM 6€30ITaCHOCTH roCy1apcTBa




BOMHA.

2. | Pazgen 2. OcHoBbl | Paznen 2. OcHOBBI TOCYIapCTBEHHON OTUTHKU PD JLA
TOCYIapCTBEHHOW | B 00JIaCTH MH(OPMAIIMOHHOW 0€30TIaCHOCTH
nomutuku PO B 2.1 HanmonanbHbie uHTEpecsl PO B
obmactu nHpOpMAMOHHOM cepe u ux odecredeHne
uHpopMannoHHo# | 2.2 Buzsl yrpo3 nnhopMarioHHO# 0€301macHOCTH
0€30MacHOCTH P®
2.3 UcToyHuKH yrpo3 HHPOPMAMOHHOM
0€30MacHOCTH
2.4 OcHOBHBIE HaIpaBJIeHUs 00ecIeYeHuUs
MH(POPMALIMOHHONW 0€30MTaCHOCTH IrOCyIapCTBa
3. | Pazmen 3. Paznmen 3. Madopmarmonnas BoiHa. JLA
Nudopmanmonnas | 3.1 Merozsl u cpecTBa ee BEACHUS
BOMHA. 3.2 UndopmanmonHas 6e30MacHOCTb U
HnH(}OpPMaLIMOHHOE TPOTUBOOOPCTBO
3.3 UndopmanimoHHoe opyxue, ero
KJaccuukaius 1 BO3MOKHOCTH
3.4 OGecnieyenue HHGOOPMAITMOHHON OE30MTACHOCTH
00BEKTOB MH(POPMAIIMOHHOM ceprl rocynapcTaa B
YCIIOBHSX HH(POPMAITMOHHON BOWHBI
4, |Pasmen 4. OcuoBel | Pa3znen 4. OcHOBEI 00eciieyeHus JLA
obecrieueHus MH(POPMAITMOHHOM 6€30MaCHOCTH KOMITHIOTEPHBIX
nnpopmannonHoit | cucrem (KC)
0€30MacHOCTH 4.1 Oprann3aniMOHHO-TIPABOBBIE OCHOBBI
KOMIIBIOTEPHBIX nHpopmannonHoi 6e3omacHoctu KC
cuctem (KC) 4.2 Opranu3anoHHO-TexHn4Yeckne ocHoBbI Ib KC
4.3 AnmnapaTHO-POTPaMMHBIE CPEACTBA
obecneuenus b KC
4.4 OcHoBbl komIuiekcHoro obdecneuenus b KC
2.3.2 3aHsATHS CEMMHAPCKOT0 THIIA.
HE IPEeyCMOTPEHbI Y4eOHBIM IJIAHOM
2.3.3 JlabopaTOpHbIe 3aHITHSA
®dopma
Ne HaumenoBaHMe TeMbI ConepxaHue TEMbI TEKYILETOo
KOHTPOJIS
1 2 3 4
1. | Pazgen 1. Beenenue |M3ydeHnue METOJIOB 3aIIUTHI OT pa3pyLIAIONINX JIP
B TUCHUIUIMHY IIPOTPAMMHBIX BO3JIEUCTBUN IIPU IIOMOILIH
IPOrPaMMHBIX KOMIUIEKCOB aHTUBUPYCHOM 3alllUTHI
2. | Paspmen 2. OcHOBBI  |3yueHne MeTOI0B 3aIUTHI IPH TOMOIIH JIP
TOCYNapCTBEHHON  |\porpaMmHO-anmapaTHOro komiekca Secret Net
noJimtuku PO B
oOnactu
MH(pOPMAIMOHHOM
6€3011aCHOCTH
3. | Pazpen 3. " [ndposanue 1 0OMeH MH(GPOBAHHON JIP
MHbopMatmonHas | yypopmareii ¢ nermomb3oBanuem cucteMs «PGP»




4. | Paznen 4. OcuoBel  |[IpumeHeHue crienuanu3upoOBaHHBIX CPE/ICTB JIP
obecreyeHus opranusaiuin VPN Ha npumepe «OpenVpn»
MH(OPMAIMOHHOM
0€30MacHOCTH
KOMIBIOTEPHBIX
cucrem (KC)

3amura s1abopatopHoit padoTsl (JIP), BeimosiHeHue kypcosoro mpoekra (KIT), kypcoBoit
pabotel (KP), pacuerHo-rpaduueckoro 3amanust (PI'3), manucanue pedeparta (P), scce (9),
kosutokBuyM (K), rectuposanue (T), onpoc (O), nekuus (JI), quckyccus () u 1.1
Copep:xaHue J1a0OpPaATOPHBIX 3aHATHI

3ansaTue 1 M3yueHue MeToJ0B 3alllUTHl OT pa3pyLIAlOIIUX MPOTPAMMHBIX BO3AECUCTBUN NpHU
ITOMOIIIM POTPAMMHBIX KOMIUIEKCOB aHTUBUPYCHOM 3aIUTHI

3ansaTue 2 M3ydeHne METOJOB 3aIMThl IPU MOMOIIM MPOrPaMMHO-ANNAPATHOTO KOMILIEKCA
Secret Net

3ansaTue 3" lludposanue u o6MeH muppoBaHHONW MHPOPMAIUEH C HCTIOIH30BAHHUEM CUCTEMBI
«PGP»

3ansatue 4 IlpuMmeHeHHe chnenUaIM3UpPOBaHHBIX CPEACTB opranuszanuu VPN Ha mnpumepe
«OpenVpn» CriocoOsI 3alIUTHI TPOTrpaMM OT TU3acCeMOTUPOBAHUS

2.3.4 IlpumepHasi TeMaTHKA KYPCOBBIX padoT (IIPOEKTOB)
KypcoBsie paboTh! (MMPOEKTHI) HE MPEIYCMOTPEHBI YIEOHBIM TLIAHOM.

2.4 TlepeyeHb Y4eOHO-METOAUYECKOT0 o0ecneyeHHs JJIsl CAMOCTOATEIbHON pPadoThl
00y4aromUXCcs M0 JUCHUILIHHE (MOTYJIIO)

[lepedenp y4eOHO-METOIUNYECKOTO 00ECTICUCHUS TUCITUTIITUHBI

Ne Bung CPC 10 BBITIOJTHEHUIO CAMOCTOSITEIHHON pabOThI
1 2 3
1. [IIpopabotka y4aebHoro|MeroanuecKkue yKa3zaHus IO BBITIOJHEHUIO CaMOCTOSITEIbHOMN
(Teoperuteckoro) paboTsl oOyuaromuxcs. YTBepxkaeHbl Ha 3acegaHuu CoseTa

MaTte€puaia 1o TeMe:

skoHomuueckoro  ¢akyabrera DPI'BOY BO  «Ky6oI'V».
BBenenue B AUCLUILIUHY

[Ipotokon Ne 8 ot 29 wuwons 2017 r. Pexum pocrymna:
https://www.kubsu.ru/ru/econ/metodicheskie

2. |llpopaborka  yuebHOro|MeToAMUYECKHUE YKa3aHUs IO BBITIOJTHEHUIO CaMOCTOSTEIBHOMN
(TeopeTndecKoro) paboThel oOyuaromuxcs. YTBepkaeHbl Ha 3acemannn CoBera
Matepraia o Teme. skoHomMuueckoro  ¢akyaprera DPI'BOY BO  «KyoI'V».

g)ch;(;ISCTBeHHoﬁ IIporokon Ne 8 or 29 wurons 2.017 r. Pexum nocryna:
onuThky PO B o6mactu |NEtPS://www.kubsu.ru/ru/econ/metodicheskie
UH(POPMALIMOHHON
0e301acHOCTH

3. [llpopaborka  yueOHoroMeroauueckue yKazaHHs I10 BBIIOJIHEHHUIO CaMOCTOSITEIbHOMN
(Teopernyeckoro) paboTel oOyuaromuxcs. YTBepikaeHbl Ha 3aceganuu CoseTa

MatTepualia o TeMe:

NupopManuoHHas dKoHOMHYECKOro  ¢akymprera  ®IBOY  BO  «KybI'V».




BOIfHa. IIporokon Ne 8 or 29 wumroma 2017 r. Pexum pocryna:
https://www.kubsu.ru/ru/econ/metodicheskie

4. |ITpopaboTka yuebHoro|MeToiuuecKkiue yKa3aHhs IO BBIMOJHECHHIO CaMOCTOSTEIbHOMN
(TeopeTnyecKoro) paboTel oOyuarommxcs. YTBepxkaeHbl Ha 3aceqanun CoBera
MatepHaia 1o Teme. skoHomMuueckoro  ¢akyaprera DPIBOY BO  «KyoI'V».
OcHoBBI OOecredeHust

[Iporoxon Ne 8 ot 29 wmrons 2017 r. Pexum pocryna:

“H(OpPMaIMOHHOM - ]
6€30MACHOCTH https://www.kubsu.ru/ru/econ/metodicheskie
KOMIIbIOTEPHBIX CUCTEM
(KC)
5. |BrimiosiHeHUE MGTOI[I/ILICCKI/IG YKa3aHusA I10 BBIITOJIHCHUIO CaMOCTOSTCIbHOMN
MHJIMBUTyalIbHBIX paboTel oOyuaromuxcs. YTBep:kacHbl Ha 3acenanun Cosera

sanannii (IloaroToBKa |sxoHommueckoro  Qaxymsrera PIBOY  BO  «Ky6I'Vy.
JICTIOBO# MIPBI «3aInTa [Iporoxon Ne 8 ot 29 wmrons 2017 r. Pexum pocryna:

uHdOpMaIH https://www.kubsu.ru/ru/econ/metodicheskie
TIPEIPUATHSI»)

Y4eOHO-METOMYECKHUE MaTepuaibl I CaMOCTOATEIBbHON paboThl OOydaromIMXxcs W3
9KCJia MHBAIHJIOB U JIUI] C OTPAaHWYCHHBIMU BO3MOKHOCTSIMH 370p0oBbst (OB3) mpenocTaBIisiroTcst
B (hopmax, alanTHPOBAHHBIX K OTPAHHYCHUSAM UX 3JI0OPOBBS ¥ BOCIIPHUATHS HHPOPM aIlnu:

JJIst AT ¢ HApYIICHUSIME 3PCHHUS

—B M€YaTHOHN QopMe yBEIHMUYEHHBIM HIPUPTOM,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

JIyig 11 ¢ HapyIIEHUSMH CIyXa:

— B IIe4aTHOU opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jljis 11 ¢ HapyIIeHUSMH OTIOPHO-BUTATENILHOTO anmnapara:

— B IIeUaTHOM dopme,

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA,

JlaHHBIN TepevYeHb MOXET OBbITh KOHKPETHU3HPOBAaH B 3aBUCUMOCTH OT KOHTHHI€HTA
00yJaronuxcs.

3. O6pa3oBare/ibHbIE€ TEXHOJIOTHH.

B nporecce m3ydeHusI TUCHUIUIMHBI UCTIONB3YIOTCS COBPEMEHHBIE ()OPMBI MTPOBEIACHUS
3aHATUH. JleMOHCTpalMOHHBIE MaTepualibl IMPEJACTaBICHb B  (opMe HWHTEPAKTHBHBIX
Mpe3CHTAIlMi 10 TeMaM JIEKIIMOHHOTO Kypca. Kommiektsl cxem k Temam «BeneHwe B
aucuuIuHy », «OcHOBBI rocyaapcTBeHHOW monutuku PO B obnactu uHGOpMaAMOHHOMN
6e3omacHoctn», «MHbopManmonnas BoiHa», «OcCHOBBI  oOecrneueHUs HHOOPMALMOHHON
6e30macHOCTH KOMITbIOTepHBIX cucteM (KC)»,.

Paznmarounbie mMaTepuasbl HCIOJB3YIOTCS B IPOIECCe JICKIMOHHBIX W IMPAKTHYECKHX
3aHSATHUH JUTS HATJISTHOM JIGMOHCTPAIIMY TEX MM UHBIX aCTICKTOB MPHUKIIAJHOTO UCCIICIOBAHUS.

[TpumepHast MOJIeIIb CITY)KO MPEIIPUSATHUS TSI TOJATOTOBKH JICJIOBOW UTPHI.

[IpoexT nenoBoit urpsl «3amura HHGOPMAITUU TPEATPUATUS

Jlexmusi-nuanor. CoaepikaHue MOJAETCs Yepe3 CEPUI0 BOMIPOCOB, HA KOTOPBIE CIyIIaTeNlb
JOJKEH OTBEYAaTh HEMOCPEACTBEHHO B XOJe JieKnuu. K 3ToMy TUNy NPUMBIKAeT JEKIUs C
MPUMEHEHHEM TEXHUKH 0OpaTHOM CBSI3M, a TAaKXKe MPOTrpaMMHUPOBaHHAs JIEKIIUSI-KOHCYIbTAIHS;

[Ipobnemuast JeKIUs HAYMHAETCS C BOMPOCOB, C MOCTAHOBKHU MPOOIEMBI, KOTOPYIO B
X0JIe M3NIOKEHUs Marepuana HeoOXoauMo pemuTh. [IpobieMHbie BOMPOCH! OTIMYAIOTCSA OT HE
MPOOJIEeMHBIX TE€M, YTO CKpBITasi B HUX Mpobiema TpeOdyeT He OJHOTUITHOTO PEIIEHHs, TO €CTh,
TOTOBOM CXEMBI PEIIECHUS B MPOILIOM OIBITE HET.

Jlekiuu-auanord U TpoOJEMHBIE JIEKIIMH TO3BOJIIOT BKIIOYATh HMHTEPAKTUBHBIC
AIIEMEHTHI B MPOLIECC MPEToAaBaHusl, CIIOCOOCTBYIOT IPHOOPETEHUIO HE TOJILKO 3HAHUIM 10 TEME
JIEKIIMU, HO U HaBBIKOB MCCIIEIOBATEILCKON U aHATTUTHYECKOH IeATeTHbHOCTH.



Jlekuuu B (opMe TpEe3eHTALUMH C HUCIOJIb30BAHUEM MYJIbTUMEIUHHON ammaparypsl
oOecrieunBaroT 60siee BBHICOKUN YPOBEHb MOHHUMAHUS CIOXKHBIX CTPYKTYpP, CXEM B3aMMOCBS3EH
OT/IEIbHBIX 3JIEMEHTOB.

JlaGopaTopHbIe 3aHATHUS MPEAIOJIATAI0T OPraHU3AUIO BHIOJHEHHS 3aJaHHs 10 MTOUCKY
WM PELIEHUI0 KOHKPETHOM 3ajaun ¢ ucnoJibzoBaHueM [I9BM no oTaenbHBIM BOIpPOCAM, UTO
crocoOCcTByeT (GOpPMHUPOBAHUIO OoJiee TIIyOOKHX 3HAHHA MO TeME, a TaKKe Pa3BUTHIO HABBIKOB
MMOUCKA, aHATTN3a HEOOX0AMMON UH(POPMAITUH, HABBIKOB ITYOJUYHOM 3aIUTHI CBOCH TIO3HIIHH.

WuTepakTiBHBIE 1 MTHPOPMAMOHHO-KOMMYHUKATHBHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH,
UCIOJIb3YEMbIE B ayJIUTOPHBIX 3aHATUSAX, B COYETAHUU C BHEAYAUTOPHON pabOTOIl CO3IAIOT
JOTIOJTHUTEIbHBIE  YCIOBUSL  (OPMHUPOBAHUS H  pa3BUTHS  TpeOyeMbIX  KOMIIETCHIIMN
o0OyJaromuxcs, TOCKOJBbKY TIO3BOJSIFOT 00ECHEUNTh AaKTHBHOE B3aUMOJCWUCTBHE  BCEX
YYaCTHUKOB. DTH METO/Ibl CIOCOOCTBYIOT JIMYHOCTHO-OPUEHTUPOBAHHOMY MOIXOMY.

JUis MHBAJIMJIOB U JIMIl C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 3JI0POBBSl YCTaHABIMBAETCS
O0COOBII TOPSAIOK OCBOCHHUS YKa3aHHOW JUCHUIUIMHBL. B  oOpa3oBarenbHOM mpoliecce
HCIOJIb3YIOTCS COLIMAJIbHO-aKTUBHbIE M peQIIEKCUBHBbIE METOJbl OOy4YeHHS, TEXHOJIOTUU
COLIMOKYJIbTYPHON peadMIMTalUU C LIETIbI0 OKa3aHMs TOMOIIM B YCTAaHOBJIEHUU TOJHOLEHHBIX
MEXJIMYHOCTHBIX  OTHOIIEHWH C  JPYyTMMHM  CTYJAEHTaMM, CO3JaHUM  KOM(OpPTHOTO
MICUXOJIOTMYECKOr0 KIMMaTra B CTyAeHYecKoil rpymme. Brpleo3HaueHHble 00pa3oBaTeilbHbIE
TEXHOJIOTUU JaloT Hambojee >PQPEeKTHUBHBIE pe3yNbTaThl OCBOCHMSI JUCHUIUIMHBI C TO3ULUN
aKTyallu3allud  COJEepXKaHUS TEMbl 3aHATUS, BBIPAOOTKM MNPOAYKTUBHOIO  MBIIUICHUS,
TEPMHUHOJIOTHYECKOH TPaMOTHOCTH M KOMIIETEHTHOCTH OOy4aeMOro B acleKTe COIHaJIbHO-
HaNpaBJICHHON MO3UIMHK OyJyliero creuudaiucra, ¥ MOTHUBAIMM K HHHUIIMATUBHOMY H
TBOPUYECKOMY OCBOEHHIO y4uyeOHOro wmarepuana. PexkomMeHganuu 1O  UCHOJIB30BAaHUIO
MHTEPAKTUBHBIX M HMH(QOPMAIIMOHHBIX O0Opa30BaTEIbHBIX TEXHOJIOTUN OBLIM OCYILECTBICHBI
COrJJaCHO METOJMYECKHMX YKa3aHHAM K MoA0OHOro poaa pabortam. Pexum nocryma:
https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya.

NunuBuayanbHble KOHCYAbTAlMM OOYydYaloOUIUXCs MPOBOAATCA €KEHeAenbHO B (opme
quanora. J[jig aun ¢ OrpaHMYEeHHBIMA BO3MOYKHOCTSIMU 370POBBS IPEAYCMOTPEHA OpPraHU3alus
KOHCYJIBTALIMI C UCHIOJI30BAaHUEM HIEKTPOHHOM MOYTHI.

4. OueHO4YHbIE CPEACTBA ISl TEKYIIEro KOHTPOJISI YCIIeBAeMOCTH U NMPOMEKYTOYHOM
aTTecTaluu.
4.1PoH OLIEHOYHBIX CPEACTB /IJIsl IPOBEJIEHUS TEKYLIEero KOHTPOJIS.

Paznen 1. BBegenue B IUCIUIUIAHY

[Tonarue HanmoHaIbHOU Oe3onacHocTH PD

Bunpl 0e3omacHOCTH

HNudopmanronHas 6€301MacHOCTb B CUCTEME HAIlMOHAIBHOU Oe3ormacHocTu PO

Pons mudopmanmoHHoOi 0€30MacHOCTH B OOCCICUCHHHM HAIMOHAJIBHOW O€301acCHOCTH
rocyaapcraa

Paznen 2. OcHoBbl rocyaapcTBeHHOH mnomutukn PP B oOmactu MHPOpPMALMOHHON
0e30macHOCTH

2.1 HaunonanbHble uHTepecsl PO B uHpopmannonHoii chepe u ux odbecrnedeHne

2.2 Buael yrpo3 uHpopmannoHHoi 6e3onacHocta PO

2.3 VlcTouHUKH yrpo3 HH(OPMAIIMOHHOM 0€3011acHOCTH

2.4 OcHOBHbBIE HampaBieHHA oOecneueHUs HMHPOPMAMOHHOM  Oe30macHOCTH
rocyaapcraa

Paznen 3. MupopmanmonHas BolHa.
3.1 MeToapb! U CpelICTBA €€ BEICHUS
3.2 NndopmarrionHas 6e301macHOCTh U HHPOPMALMOHHOE TPOTHBOOOPCTBO



3.3 UudopMaIimoHHOE OpYKHE, €ro KIaCCH(PHUKAIUSI U BO3MOXHOCTH
3.4 OGecrnieuenne nHGOPMAIIMOHHON 0€30MacHOCTH 00BEKTOB MH(MOPMAIIMOHHOH chepbl
rocyJapcTBa B YCIOBHIX HH(POPMALIMOHHON BOIHBI

Pazmen 4. OcHoBel oOecrieueHus MHOOPMANMOHHONW 0€30MAaCHOCTH KOMITHIOTEPHBIX
cucrem (KC)

4.1 OpraHu3aimoHHO-TIPaBOBBIE OCHOBHI HH(opMaIoHHOK 6e3onacnoctu KC

4.2 OpranuzannoHHo-TexHuueckne ocHoBbl Ub KC

4.3 AnmapaTtHo-nporpaMMmHbIe cpeacTBa odecriedenust b KC

4.4 OcnoBbl koMIiekcHoro obecnieuenust Ub KC

4.2 ®oHJ OLIEHOYHBIX CPEACTB /IS IPOBeIeHNs IPOMEKYTOYHON ATTeCTAIlUM.
Bomnpocsr k 3auety

=

NupopmanronHas 6e30macHOCTb Yea0BeKa U 00IIeCTBa U TOCY1apCTBa.

2. YpoBHU 3amuTHl HHPOPMAMOHHBIX pecypcoB. [Ipu3HaKH, CBUACTEIBCTBYIOIIHNE O
HaJIMYUU yA3BUMBIX MECT B MHPOPMAIIMOHHOM 6€30MacHOCTH.

3. Kommerorepusie npectymienns. OCHOBHBIE TEXHOJIOTHH, UCTIOB3YIOIIUECS TTPH
COBEPILIEHUH KOMIIBIOTEPHBIX MPECTYILUICHUH.

4. OOBeKThI 3aUTH HHPOpMAIMH. 3aluTa HHPOPMAIIMK OTPAaHUYEHHOTO JI0CTYyMA:
rocyJlapCTBEHHas TallHa, KOMMepYecKasi TaiiHa.

5. OcHOBHbIE KaHaJIbl YTe€UKH HH(pOpMauy. 3aiuTa OT YTeUKH HHPOPMAIIH 10

TEXHUYECKUM KaHaJlaM.

Mertoab! 1 CpeacTBa 3alIUThI HH(OPMALIHH.

Coneprkanue crmoco00B U CpefCTB obecrieueHns 0€30MacHOCTH HH(popMaIuu.

Peanu3anus MeTO10B ¥ CPEACTB 3aLUTH HHQOPMALIHH.

CpencrBa ONO3HAHUSA U pasTpaHUUYEHUS JOCTYNA K HH(OPMALIHH.

10. Kpunrorpadus. CuMMeTpUIHbIE KPUTITOCHCTEMBI.

11. Kpuntorpadus. ACHMMETPUYHBIC KPUIITOCHCTEMBI.

12. O630p u knaccudukanys METOI0B MHUPPOBAHKUS HHPOPMALIHH.

13. DnexTpoHHO-1IM(DPOBas MOAMKCH.

14. OcHoBHbIe anropuT™Mbl mudpoBanus nanubix: ['OCT.

15. IlpaBoBsIe cpeacTBa 3alUThl MHPOPMALUK. 3alUTa IPOTPAMMHBIX IPOTYKTOB.
ABTOpCKO€ IIPaBo.

16. 3amura faHHBIX B aBBTOHOMHOM KOMIIBIOTEPE.

17. 3amuTa JaHHBIX B BHIYUCIUTEIIBHBIX CETSX.

18. Pa3paboTka ceTeBbIX aCEKTOB MOJUTUKH 0€30MAaCHOCTH.

19. 3amuTa faHHBIX B BEIYMCIUTENBHBIX CETsX. MexceTeBble S3KpaHbl. CKaHEepBhI.

20. [TokazaTenu OIEHKH JTOCTOBEPHOCTH (0€30IIMO0YHOCTH) TIEpPeIau JAaHHBIX B CETSX.

21. MeTto/pl B3710Ma KOMIIBIOTEPHBIX CUCTEM: aTaKu Ha YPOBHE ONEPALlMOHHBIX CUCTEM,
aTaky Ha YpOBHE MPOrPaMMHOI0 00ecreyeHus1, aTaki Ha yPOBHE CUCTEM YIPaBJICHUS
0asaMU JaHHBIX.

22. [laponbHas 3aIIMTa ONEPAUOHHBIX CUCTEM.

23. TlaposibHbIE B3JIOMIIMKH.

24. Tlonsitue yrpo3sl. AHanu3 yrpo3 nHGopMalMoHHON Ge3omacHocTH. Bub
«HApYLIUTEIEH».

25. CTpyKTypH3a1ys MET010B obecnieueHust MH(GOopMaIMoHHOH 0€30MacHOCTH.

26. OCHOBHBIE METO/Ibl PeANTHU3alUHU YTPO3 HH(POPMAIIMOHHON 06€301acHOCTH.

27. OcHOBHbIE IPUHLUIIBI OOecreueHusT HHPOPMALMOHHON O€30MTaCHOCTH B
aBTOMATU3UPOBAHHOM cUCTEME.

28. [IpyuuHbI, BUJBI U KaHAJIBl YTEUKW HHPOPMALIHH.

29. MeTo/ipl IOCTPOEHUS 3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.



30. ITonmuTrka 6e3omacHocTH. OCHOBHBIC THITHI MTOJIUTUKHA O€30TIACHOCTH.

31. TlonuTrka 6e3omacHOCTH. Moenu Oe30MacHOCTH.

32. Cranaaptbl HH(POPMAITMOHHON 6€30aCHOCTH.

33. [IpaBoBoe obecnieueHue 3auuThl nH(popMaru. HopMaTuBHBIE TOKYMEHTHI.
34. Pa3pymaronue nporpaMMHBIE BO3ICHCTBUS: BUPYCHI M 3aKJIA KU,

35. AHTHBHPYCHBIE CPE/ICTBA.

36. Ilcuxomornyeckue acrmeKThl HHHOPMAIMOHHON 0€301TaCHOCTH OpraHHU3aIIH.

OneHouHbIC CpeNCTBA YIS WHBAJIWIAOB W JIMIl C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMHU
3JI0POBbSI BRIOMPAIOTCS C YIETOM MX WHAMBUIYAIBHBIX ICUX0(DHU3NISCKIX 0COOCHHOCTEH.

— TpH HEOOXOJUMOCTH HWHBAIMAAM U JIMIAM C OrPAHWYCHHBIMU BO3MOKHOCTSIMH
3JI0OPOBBS MPEIOCTABIISIETCS IOTIOTHATENILHOE BPEMS ISl TOITOTOBKH OTBETA HA DK3aMEHE;

— MPU MPOBEICHUH TPOIICTYPHI OTICHUBAHMSI PE3yIbTATOB OOYUEHUSI HHBAIHUJIOB U JIHII C
OTPAaHWYEHHBIMH BO3MOXHOCTSMU 3JIOPOBbS MPETYCMATPUBACTCS MCIIOJIb30BAHNE TEXHHUECKUX
CPEICTB, HCOOXOUMBIX UM B CBSI3H C UX WHIUBUIYATLHBIMU 0COOCHHOCTSIMH;

— MPU HEOOXOAMMOCTH TSI OOYYAIOIINXCS C OTPAHHYESHHBIMHA BO3MOXHOCTSIMHU 3/I0POBbSI
W WHBAIUAOB TMpOIEeaypa OICHUBAHHUS pPE3YIbTaTOB OOYYCHHUS TIO JTUCIHUIUIMHE MOXKET
MIPOBOJIUTHCS B HECKOJIBKO ATAIIOB.

[Ipomemypa oneHWBaHUS Pe3y/IbTATOB OOYYCHWS WHBAIUIOB W JIMII C OTPAaHHYCHHBIMU
BO3MOJKHOCTSIMH 3/IOPOBBSI 110 JUCHHIUIMHE (MOJIYJIO) TPEIyCMaTpUBAET IPEIOCTABICHHUE
nHdpopmanuu B ¢dopMax, aJalNTHPOBAHHBIX K OTPAHWYCHHUSAM WX 370POBbS U BOCIPHUATHS
nHpopMaLnu:

JIJIst AT ¢ HApYIICHUSIME 3PCHHUS

— B ITIeYaTHOU (popMe yBEIIMUECHHBIM HIPUPTOM,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jlyig 11 ¢ HapyIIEHUSMH CIyXa:

— B IIe4aTHOM opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jljis 11 ¢ HapyIIEHUSMHU OTIOPHO-BUTATENILHOTO anmnapara:

— B IIe4aTHOU opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

JlaHHBIN TepevYeHb MOXET OBbITh KOHKPETHU3HPOBAaH B 3aBUCUMOCTH OT KOHTHHI€HTA
00yJaronuxcs.

5. IlepeyeHb OCHOBHOM M [IONOJHUTEJbHOH Y4eOHOW JIUTEpPaTypbl, HEOOXOAUMOM
JJIs1 OCBOCHMS IV CHUIIMHBI (MOAYJIA).

5.1 OcHoBHast JIMTepaTypa:

1. Hecrepos, C.A. Undopmannonnas 6e3omnacHocTh : yueOHUK W mpakTukym / C. A.
HecrepoB. — M. : UsnpatennctBo Opaiit, 2018. — 321 ¢. — Pexum goctyma : www.biblio-
online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7

2. INonos N.N. Undopmannonnas 6ezonacHocts : yued. mocodbue / T.JI. Ilapteika, ..
[TonoB. — 5-e u3n., mepepad. u gon. — M. : DOPYM : UHDPA-M, 2018. — 432 c. — Pexum
nocryma: http://znanium.com/bookread2.php?book=915902

3. bapanoBa E.K. Undopmanronnas 6e3omacHoCcTh U 3amuTta HHGopMamu: YdeOHoe
nocobue / bapanosa E.K., babdam A.B., - 4-e u3n., nepepad. u mon. - M.:M1[ PUOP, HUILL
NH®PA-M, 2018. - 336 C. — Pexum JIOCTYyTIA:
http://znanium.com/bookread2.php?book=957144

Jl1st OCBOEHUS AMCUUIUIMHBI HHBAIMJIAMH M JIMIAMH C OIPAaHHMYEHHBIMH BO3MOYKHOCTSIMU
3/I0pPOBbSl MMEIOTCS M3JJaHUSI B JJIEKTPOHHOM BHJE B DJIEKTPOHHO-OMOIMOTEUHBIX CHCTEMax
«YHHUBEpCUTETCKasi ONOIMOTEKa OHIIANHY.



MHuoroypoBHeBas cucrtema HaBurauuu ObC 103BOJISIET ONEPATUBHO OCYILECTBIATh
MOMCK HYXHOTrO paszzaena. JIuuHplii KaOWHET WHAMBHIYAIU3HPOBAH, TO €CTh Ka)Jbli
M0JIb30BAaTEh UMEET JINYHOE MPOCTPAHCTBO C BO3MOYKHOCTBIO OBICTPOTO JOCTYyNa K OCHOBHBIM
CMBICJIOBBIM Yy3JIaM.

I[Ipu 4urenum ™acmrad CTPAaHUIBI MOKHO YBEJIHYUTb, MOXKHO HCIIOJB30BATh
MIOJIHO?KPAHHBIM  PEXUM  OTOOpa)X€HUS KHUTM WJIM BKJIOYUTh O3BYYMBAaHUE TEKCTa
HENOCPEJCTBEHHO C caiiTa ImpU IOMOIIM MpOoTrpamMM 3KpPaHHOro AOCTyIa, Hampumep, Jaws,
«Balabolka».

CkaunBaemble (QparmeHTsl B (opmate pdf, conepkamue MOATEKCTOBBIN CIIOH,
JOCTAaTOYHO BBICOKOTO KaueCTBa M MOTYT HCIIOJIb30BaThCS TH(IOMPOrpaMMaMH ISl TOJIOCOBOTO
O3BYYMBAaHHUSI TEKCTOB, OBITH 3arpykeHbl B TH(IOMIeepsl (YCTPOMCTB Uil MPOCTYIINBAHUS
KHHWT), a TAaKXKe CKOMHUPOBaHbI Ha JII000€ yCTPOUCTBO /17151 KOM(POPTHOTO YTEHHUSL.

B OBC mnpencranena meanareka, KOTopasi BKIIOYAeT B ce0sl pa3IMyHbIe TEMATHUYECKUE
ayIuo KHUTH pa3nuyHbIX u3aarenscTB. KonteHT OBC akTHMBHO NOMOJHSAETCS KHUTaMH U
yueOHUKaMU B MEXJIYHAPOJHOM CTaHJIapTU3UpPOBaHHOM (opMmate Daisy a1 HE3psiunuX, OCHOBY
KOTOPOTO COCTABJISIFOT TMOKasi HAaBUTAllMSl U 3alUIIEHHOCTh KOHTEHTA.

5.2 lonosiHMTE/IbHAS JIATEPaTypa:

1. I'pumnna H.B. Undopmanmonnast 6e3omacHoCTh mpennpusaTus: YdyeOHoe mocobdue /
I'pummna H.B., - 2-e w3n., mom - M.:@opym, HUL[ MHOPA-M, 2016. - 240 c. — Pexum
noctyma: http://znanium.com/bookread2.php?book=544554

2. llanprun B.®. NudopmanmonHas 6e€30MacHOCTh KOMIBIOTEPHBIX CUCTEM M CETEH :
yueb. nocodue / B.®. Hlanprun. — M. : UJ[ «®OPYM» : UHOPA-M, 2017. — 416 c. —
Pexxum nocryna: http://znanium.com/bookread2.php?book=775200

3. Menaryusa M.B. OcHoBHBIC TOJIOKEHUST MHPOPMAITMOHHONW O€30MacHOCTH : yueo.
nocobue / B.S. UmeitnoB, M.B. Menaryusn. — M. : DOPYM : UHOPA-M, 2018. — 208 ¢c. —
Pexxum nocryma: http://znanium.com/bookread2.php?book=927190

4. Hectepos, C.A. OcHoBbI HHGOPMAIIMOHHON Oe30macHoCTH : yueOHoe mocooue / C.A.

HecrepoB ; MuHnucrepctBo o0pa3oBanuss W Hayku Poccuiickoit ®eneparun, CaHKT-
[TerepOyprckuii TOoCyaapCTBEHHBIM IMOJUTEXHHYECKH yHuUBepcuteT. - Cankr-IlerepOypr
MN3natensctBo Ilonmurtexnudeckoro yHuBepcutera, 2014. - 322 c¢. — Pexum pgocrymna:

http://biblioclub.ru/index.php?page=book&id=363040
5. Kpatkuii sHIMKIIONIEIMYECKUH CI0Baph 10 HH()OPMAITMOHHOM O€301TaCHOCTH : CIIOBaph

/ coct. B.I'. JosxxnukoB, M.W. Cantan. - Mocksa : DHeprus, 2010. - 240 c. — Pexum nocryma:
http://biblioclub.ru/index.php?page=book&id=58393

5.3. Ilepuoanyeckue U3TAHUS:
Kypnansr:

- Kommnbrotepllpecc;

- [IporpammHbIe TPOAYKTHI U CUCTEMBIL;
- Nudopmarus u 6€301macHOCTD;

- MndopmarrionHas 6e301macHOCTb.

6. Ilepeyenr pecypcoB  HMHPOPMAIMOHHO-TEJIEKOMMYHMKAIMOHHON  CeTH
«HTepHEeT», HEOOXOAMMBIX IJIS OCBOCHUS JUCHUIIMHBI (MOLYJIS).
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://lwww.securrity.ru/articles/196-ederal_law_of the_information_security.html
http://www.scrf.gov.ru/documents/5.html
https://www.securitycode.ru/products/demo-versions/
https://addons.mozilla.org/ru/thunderbird/extensions/
http://free-vpn.ru/openvpn.htmi


https://biblioclub.ru/index.php?page=podcast_red
http://www.machinelearning.ru/
http://www.machinelearning.ru/
http://www.securrity.ru/articles/196-federal_law_of_the_information_security.html
http://www.scrf.gov.ru/documents/5.html

7. Meroauyeckue YyKa3aHMsA s O0y4YalOIIMXCS 10 OCBOCHHMIO JMCUMIIIMHBI
(Monxyas).

CamocrosTenpHas paboTa NpeayCMAaTPUBAET CAMOCTOSITENIbHOE OCBOEHHE OTIEIBHBIX
BOIIPOCOB M MPOOJIEM B paMKax yuyeOHOU IUCHMIUIMHBEL. B mporecce caMoCTosSTeNnsHONW paboOThI
CIIyLIATeIN 3HAKOMSTCS C COACPKaHUEM HayYHBIX CTaTell U MOHOTpadHii, COCTABISIOT TE3UCHI,
OCYILIECTBJISIOT MOJATOTOBKY K CEMUHApCKUM 3aHSITHSIM, ONUPAsICh HAa CHUCOK JIMTEPATYpPhl U
JIOTIOJTHUTEbHBIE CIIUCKU K TEMaM CaMOCTOSITEIbHOW MOITOTOBKHU.

Bormpochkl, BHIHOCUMBIE Ha CaMOCTOSITEIbHOE U3yUEHUE.

Joxrpuna Poccuiickoit @enepannu.

OcHOBHbIE HOpPMAaTHBHbIE PYKOBOJSIIME JOKYMEHTHI, KacalollHUecs TOCydapCTBEHHOMN
TaliHbl, HOPMATUBHO-CIIPABOYHBIC TOKYMEHTHI.

OO01iue BOMPOCH OPraHM3allUKd NMPOTUBOACHCTBUS TEXHUYECKOW pa3BelIKe; OCHOBHBIC
OpraHM3al[MOHHBIE M TEXHUYECKHE MEPONPUITHS, HCIONb3yeMble sl MPOTUBOJACHCTBUS
TEXHUYECKOW pa3BeJIKE.

Metonpl U cpeacTBa 3alUThl PEKUMHBIX OOBEKTOB OT YTE€UKH KOH(UICHIMATIbHOM
nHpopMallMd MO TEXHUYECKUM KaHalaM; (U3MYecKHe OCHOBBI 00pa3oBaHHs MMOOOYHBIX
ANIEKTPOMATrHUTHBIX MU3TYyYCHUN OT TEXHUYECKUX CPEJICTB; KaHAJIBl YTEUKH UHPOPMAIIUH

OcHOBHBIE 3Talbl KU3HEHHOTO IMKIa BUPYCOB. OOBEKTHl BHEAPEHUS, PEKUMBbI
(YHKIIMOHUPOBAHUS U crienuaibHble QyHKIUU BUpycoB. CxeMbl 3apaxkeHus QaiinoB. CxeMbl
3apakeHHs 3arpy3uukoB. CriocoObl MAacKHpOBKH, HCIOJb3yeMble BUpycamu. Kiaccudukanms
KOMITBIOTEPHBIX BUPYCOB. OO0I1ast opraHu3aius 3aiThl OT KOMIIBIOTEPHBIX BUPYCOB.

CriocoObl  3amIUTBl  OT  HECAHKLUHMOHHPOBAHHOTO  MCMOJB30BAaHUS  OCTATOYHOM
nHpopmanuu. Mcnonp3oBaHue creualn3upoBaHHBIX IPOTPaMM 10 YHUUTOXKEHUIO OCTaTOUYHBIX
naHHbIX. CrienuanbHble PeXUMbl U 0COOCHHOCTH MIU(GPOBAHUS JaHHBIX B PEKHUME peaibHOIrO
BPEMEHH C BO3MOKHOCTh MTHOBEHHOTO YHHUUTOKEHUS JaHHBIX.

TaxkcoHoMust HapymeHui HHHOPMAITMOHHOW O0€30MMaCHOCTH BBIYUCIUTEIIBHOW CHCTEMBI U
MIPUYKHBI, 00yCIaBIMBAIOLINE UX CYLIECTBOBAHUE

ba3oBble 3Tanbl MOCTPOCHUS CUCTEMBI KOMIUIEKCHOM 3aIUThl BHIYMCIUTEIBHBIX CUCTEM.
AHanu3 wMojened HapymuTenas. YTpo3bl HHPOPMAIMOHHO-TIPOrPAMMHOMY  OOECIICYCHHIO
BBIYHCIUTENBHBIX CUCTEM U UX KJIaCCU(UKALIUS.

Hcnons3oanne PGP Desktop 9.5 beta demo, Secret Net demo, Mozilla Thunderbird ¢
nomonuerrem Enigmail (free), OpenVPN (free)

MetOnbl U cpeacTBa OrpaHUYEHUs TOCTyNa K KOMIIOHEHTaM DBM, HaieKHOCTh Cpe/ICTB
3aIIUThl KOMIIOHEHT; METOAbl M CpEACTBA MPUBS3KM NPOrpaMMHOrO0 OOECHEYEHUS K
anmnaparHoMy OKPYKEHHIO U (PU3MUECKUM HOCUTENSIM; METOIbI U CPEACTBA XPAHEHUS KITFOUEBOU
nHpOpMauu

B ocBoeHun aucHUNIMHBI MHBAIKWJAMH U JUIAMU C OI'PaHUYCHHBIMU BO3MOXXHOCTAMUA
300POBbA 0oJbIIIOE 3HAYEHHE HMEET WHAUBUAYAJIbHAA y‘Ie6Haﬂ pa60Ta (KOHCYJ’IBT&HI/II/I) —
JOINIOJIHUTCIIBHOC PAa3bACHCHUC yqe6H0r0 Marcpuaia.

I/IH,I[I/IBI/II[yaJ'IbeIC KOHCYJIbTAllUK 110 MPCAMETY ABJIAIOTCA  BaXKHBIM q)aKTopOM,
CHOCO6CTBYIOH_II/IMI/I WHAWBUAYyaJIU3alluU 06y‘leHI/I${ U YCTAHOBJICHHUIO BOCIIMTATCIIbHOI'O
KOHTAKTa MCXKAY NpCrogaBaTciiceM HU O6y‘IaIOIJ_II/IMC$I HWHBAJIMJIOM HJIM JIUIIOM C OTpPAHUYCHHBIMHA
BO3MOKHOCTSAMMU 3J0POBbBAL.

8. Ilepeuenb MHGOPMANMOHHBIX TE€XHOJIOTHIi, HCNOJb3yeMbIX MPH OCYIIECTBIECHUH
o0pa3oBaTeIbHOI0 Mpouecca Mo JMCHUILINHE (MOIYJIIO0).

8.1 IlepeyeHb MH(POPMALMOHHBIX TEXHOJIOTHIA.

CkopoctHoit noctyn k cetu Matepret (10 MoOuT/c), 4T0 AaeT BO3MOKHOCTh CTY/ICHTaM U
COTPYIHHKAM CBOOOHO MOJIb30BaTHCS MHGOPMAITMOHHBIMH CETSIMU Pa3IMYHOTO YPOBHSI.



JlokanbHble ceTH (AB€), 4 KOMIBIOTEPHBIX Kiacca, BKIOYamux 67 padbounx mect 1BM
PC coBMecTUMBIX KOMITBIOTEPOB, OCHAIIEHHBIX COBPEMEHHBIM MPOTPAMMHBIX 00ECIIEYeHUEM U
BBIXOJIOM B HH(OPMAIIMOHHO-KOMMYHHUKAIMOHHYIO 00pa3oBaTeabHyto cpeny, B T.4. Moodle.

8.2 IlepeyeHb HEOOXOAMMOI0 MPOrPAMMHOI0 00eceYeHUs .
Microsoft Windows 10 , Microsoft Office Professional Plus

8.3[lepeyeHb MHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

1. DnexrponHas oudnnorteunas cuctema eLIBRARY.RU (http://www.elibrary.ru)/

2.0neKTpoHHass OWONIMOTEYHas CcHUcTeMa «YHUBEPCUTETCKas OuOIMOTeKa OHIIANH»
(http://www.biblioclub.ru)

3. DnextponHas oubnmoreunas cucrema«tOpaiir» (https://biblio-online.ru)

4. Dnekrponnas oudnmmoreynas cucrema «ZNANIUM.COM» (http://znanium.com)

5. DnekTpoHHas OubnroTeyuHas cucreMa uznarenscrBa «Jlanpy (https://e.lanbook.com)

9. MaTepHaJ’IbHO-TeX}II/I'{eCKaﬂ 6833, Heo0XoauMas AJIsA OCymieCTBJICHUSA
06pa3OBaTeﬂbH0r0np0uecca o AMCHMIIJIMHE (MO}IyJIlO)

MarepuanbHO-TEXHUUECKOE 00eCTIeYeHNE T CITUTUTMHBI

Ne Bug pabor
(MOTyns1) M OCHAIEHHOCTD

1. Jlexunonneie 3anatust | Jleknmonnas aymutopus 520A, 207H, 208H, 209H, 212H,
214H, 201A, 205A, 4033J1, 4038J1, 4039JI, 5040JI, 5041JI,
5042J1, 5045J1, 5046JI, ocHameHHas NOPE3CHTALMOHHON
TEXHUKOW  (IIPOEKTOp, HKpaH, KOMIBbIOTEP/HOYTOYK) U
COOTBETCTBYIOIIMM  TporpaMMmHbIM  obecnieuernem  (I10)
MicrosoftOffice.

2. CemuHnapckue 3ansatus | CnenunanbHoe nomenienue 2026J1, 2027J1, 4034JI, 4035J1,
HE npexycmotpensl | 4036J1, 5043JI, 201H, 202H, 203H, A203H, ochHamieHHoe
y4eOHBIM TIJITAHOM MPE3CHTAIIMOHHON TEXHUKOW (IIPOEKTOp, JKpaH, HOYTOYK) W
NPUKIAAHBIM TTporpaMMHbIM obecriedeHueM (MicrosoftOffice),
a Taxke aynuropuu A208H, 202A, 210H, 216H, S13A, 514A,

S15A, 516A.
3. JlaGopaTopHbie Jla6opatopusst  201H, 202H, 203H, A203H, 205A,
3aHATHUS YKOMIUICKTOBaHHAsi ~ CIICHMAIM3UPOBAaHHOW  MeOenpl0 U

TEXHUYECKUMHU cpelacTBamMu oOyueHus. Paboume wmecra,
MOJIKJIFOYEHBI K JIOKAJIIbHOM ceTH (pakynbTeTa, UMEIOT TOCTYH K
riobanpHOM cetn IHTepHeT.

4. I'pynmossie Aynutopus 224
(MHIMBUlyaTbHBIE)
KOHCYJIbTAINH

5. Texkymmit  koHTposb, | Aynutopuss  520A, 207H, 208H, 209H,212H, 214H,
MIPOMEXKYTOUHAS 201A,205A,A208H, 202A, 210H, 216H, 513A, 514A, 515A,
aTTeCcTaIus 516A,2026J1, 2027J1, 4033J1, 4034J1, 4035J1, 4036J1, 4038J1,

4039J1, 5040J1, 5041J1, 5042J1, 5043J1, 5045J1, 5046J1, 201H,
202H, 203H, A203H yKOMIUIEKTOBAaHHBIE INPE3EHTALMOHHON
TEXHUKOM (MPOEKTOp, OKpaH, HOYTOYK) U TPHUKIAIHBIM
nporpamMMHbIM obecrieuenneM (MicrosoftOffice ).

6. CamocrosTenbHas Kabuner g caMmocTosTenbHOH — paboThl, OCHAIEHHBIN
pabota KOMITIBIOTEPHON TEXHUKOW C BO3MOXHOCTBIO MOJKIIIOUEHUS K
cetn «/HTEpHET»,IPOrpaMMOIl SKpPaHHOIO YBEIWYEHUS U
00eCreyeHHbI JOCTYIIOM B 3JEKTPOHHYIO HWH(pOPMAIMOHHO-
00pa30oBaTeNIbHYIO CPEAy YHUBEPCUTETA.




Penien3us

Ha pabovyro MporpaMMy AUCHUTUINHBI (MOIYIs)

«HHD®OPMAIITHOHHAA BE30OIIACHOCTb»,
s oOywarommxcs 1o crneuuansHocTH  38.05.01  Dxonomuueckas  6e3onacrnocmo,
HamnpaBJIeHHOCTh  (mpoduib)/crienuanu3anys. DOUHAHCOBBIA  y4eT W KOHTPOJIb B
[IPAaBOOXPAHUTENIbHBIX ~ OpraHax; OKOHOMMKO-IIPaBOBOE  O0O€CI€YeHHE  SKOHOMHYECKOU
6e3omacHocTr; DHUHAHCOBO-IKOHOMHUYECKOE obecreueHne ¢enepaabHbIX TOCYAapCTBEHHBIX
opraHoB, o0ecneuuBaroux Oe3zonacHocTh Poccuiickoil ®Penepanuu pazpabomannyro Ha
Kageope «IKOHOMUKU npeOnpuamus, pe2uoOHaIbHO20 U Kaopoeo2o meneoxcmenmar OI'BOY
BO «Ky0OaHckuii rocy1apcTBEHHbIH YHUBEPCUTET
CocraBuTtenb: Kana. 3koH. HayK, TOLEHT Kad. « IKOHOMUKU npeonpuamus, pe2uoHaIbHO20 U

Kaopoeoz2o MeHeoHcMeHma»
KoBasienko AnbGept BacuibeBu4

Pabouas mporpamma mucuumuiuabl «MH@®OPMAIIHOHHAA BE3OIIACHOCTbD»,
MIpe/ICTaBJIeHHAsl Ha SKCIEepTU3y, paspadboraHa B cooTBerctBuu Tpeboanussmu ®I'OC BO no
HampaBJieHUIO TOATOTOBKH — 38.05.01 Dxonomuueckaa o6ezonacnocmsp (KBamupuKanus
(cTemeHs) «9KOHOMHCT»). B paboueil mporpamme mpencTaBlIeHbl HEOOXOIUMBIE CTPYKTYPHBIC
KOMIIOHEHTBl — OT TIOCTAHOBKM IpOTpaMMHBIX 3anady kypca «HMH@®OPMAIIHOHHAA
BE3OITACHOCTb, no uToroBoro KOHTpoJs 3HaHuid. Paboyas mporpamma BKIItOYaeT B ceOs:
LEJIH U 33/1a4l OCBOEHUS AUCLUIUIMHBL, MECTO TUCHUIUIMHEI B cTpykType OOII BO; TpeboBanus
K pe3ylbTaTaM OCBOEHHUS COJIEpXaHUs JAUCLUUIUIMHBI, HMHTEPaKTUBHBIE OOpa3oBaTeiIbHbIE
TEXHOJIOTUU; OLIEHOYHbIE CPEICTBA AJISl TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHOM
aTTecTaluu; yaeOHO-METOANYECKOe (JIuTepaTypa, MePHUOMUECKIE U3IaHNs, HHTEPHET-PECYPCHI)
U MaTepUaJbHO-TEXHUYECKOe 0OecTieueHNe TUCIUIIINHBI.

Martepuansl ~ paboueit ~ mporpamMmbl  COJEpXKAaTeNbHBI,  OTpPaXalT  TpeOOBaHUS
obpazoBartenbHOTO cTanaapta no aucuurinae <KMHO®OPMAITHOHHAA BE30OITACHOCTh»,
X COOTBETCTBHE COBPEMEHHOMY YPOBHIO M TEHJIEHIMSM pPa3BUTUS HAyKH U TMPOU3BOJCTBA,
paccuuTanbl Ha quddepeHInannio YpoBHS OCBOCHUS 3HAHUI cTyAeHTaMu. PaccmarpuBaeMbie B
pamMKax JUCHUIUIMHBI 3a/la4d, COOTHECEHHbIE C TIIOCTaBJICHHBIMU IIENIIMHU, OXBATHIBAIOT
OOLIEKyIbTYpHBIE U NPOPECCHOHANbHBIE KOMIIOHEHTHI JIEATEIBHOCTH MOJrOTaBIMBAEMOIO
cnenuanucta. CoJep)kaHue paslielioB MPOrpaMMBbl  paclpeiefieH0 10 BUAAM 3aHITHUA U
TPYOOEMKOCTH, YTO TO3BOJISIET KOMIUIEKCHO DPACCMOTPETh TEOPETHUECKHE U MPAKTHUYECKUE
BOIPOCHI.

PaGouas mporpamma mnpeaycMaTpuBaeT HCIOJIb30BaHHE WHTEPAKTUBHBIX (POpPM MpoOBEaCHUS
3aHATUA B coderaHuu c ¢opmamu oOydeHUS B paMKax JIEKIHOHHO-CEMUHAPCKOU
oOpa3oBaTeNbHON TexHOJOoruH, a Takke TexHosoruu oOydenus JIOB3. Conepkanue paboueit
nporpammbl  auctuiuiiebl  «MH®OPMAIIHOHHAA  BE3OIIACHOCTbL»  sBusercs
PE3yIbTaTOM OCMBICIICHHUS PA3JIUYHBIX MMOIX0J0B K CUCTEeMAaTHU3allMi 3HAHUI U U3YUEHUIO Kypca
«HHOOPMAITUOHHAA BE3OIIACHOCTbD», marepuan H3J0XKEH IOJIHO, IOCTYIIHO U
IPaMOTHO.

Pabouas mporpaMma AMCUUIUIMHBI MOXET OBbITh HCIHOJB30BaHA B Y4eOHOM  Ipolecce o
HanpasieHno— 38.05.01 Dxonomuueckast 6€30MacHOCTb.

Penensenr:

Hupexkrop OOO «busHec nmpoueccer» IIpokyparos JI.II.
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Pabouass mporpamma mucuuriuabel «MH@®OPMAIIHOHHAA BE3OIIACHOCTbD»,
MIpe/ICTaBJIeHHAsl Ha SKCIEepTU3y, paspadboraHa B cooTBerctBuu Tpeboanussmu ®I'OC BO no
HampaBJieHUIO TOATOTOBKH — 38.05.01 Dxonomuueckaa o6ezonacnocmsp (KBamupuKanus
(cTemeHs) «9KOHOMHCT»). B paboueil mporpamme mpencTaBlIeHbl HEOOXOIUMBIE CTPYKTYpPHBIC
KOMIIOHEHTBl — OT TIOCTAHOBKM MpOTpaMMHBIX 3anady kypca «HMH®OPMAIIHOHHAA
BE3OITACHOCTb, no uToroBoro KOHTpoJs 3HaHuid. Paboyas mporpamma BKIItOYaeT B ceOs:
LEJIH U 33/1a4l OCBOEHUS AUCLUIUIMHBL, MECTO TUCHUIUIMHEI B cTpykType OOII BO; TpeboBanus
K pe3ylbTaTaM OCBOEHHUSl COJEpXaHHUs JAUCUUIUIMHBI, HWHTEPaKTUBHBIE OOpa30BaTeIbHbIC
TEXHOJIOTUU; OLIEHOYHbIE CPEICTBA AJISl TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHOM
aTTecTaluu; yaeOHO-METOANYECKOe (JIuTepaTypa, MePHUOMUECKIE U3IaHNs, HHTEPHET-PECYPCHI)
1 MaTepUaJbHO-TEXHUYECKOe 0OecTieyeHIe TUCIUTIINHBI.

Martepuansl ~ paboueil  mporpamMmbl  COJEpXKaTelbHbI,  OTpaXalT  TpeOOBaHUS
obpazoBartenbHOTO cTanaapta no aucuurinae <KMHO®OPMAITHOHHAA BE30OITACHOCTh»,
X COOTBETCTBHE COBPEMEHHOMY YPOBHIO M TEHJIEHIMSM pPa3BUTUS HAyKH U TMPOU3BOJCTBA,
paccuuTanbl Ha quddepeHInanuo YpoBHS OCBOGHUS 3HaHUH cTyaeHTaMu. PaccmaTprBaeMble B
pamMKax JUCHUIUIMHBI 3a/la4d, COOTHECEHHbIE C TIIOCTaBJICHHBIMU IIENIIMHU, OXBATHIBAIOT
OOLIEKyIbTYpHBIE U NPOPECCHOHANbHBIE KOMIIOHEHTHI JIEATEIBHOCTH MOJrOTaBIMBAEMOIO
cnenuanucta. CoJlep)kaHue paslielioB MPOrpaMMbl  paclpeieNieH0 [0 BUAAM 3aHATHUH U
TPYOOEMKOCTH, YTO TO3BOJISIET KOMIUIEKCHO DPACCMOTPETh TEOPETHUECKHE U MPAKTHUYECKUE
BOIPOCHI.

PaGouas mporpamma mnpeaycMaTpuBaeT HCIOJIb30BaHHE WHTEPAKTUBHBIX (POpPM MpoOBEaCHUS
3aHATUA B coderaHun C ¢opmamu oOydeHUS B paMKax JEKIMOHHO-CEMUHAPCKOU
o0Opa3oBaTeNbHON TEeXHOJOTUH, a Takke TexHonoruu oOydenus JIOB3. Conepxanue paboueit
nporpammbl  auctuiuiiebl  «MH®OPMAIIHOHHAA  BE3OIIACHOCTbL»  sBusercs
PE3yIbTaTOM OCMBICIICHHUS PA3JIUYHBIX MMOIX0J0B K CUCTEeMAaTHU3allMi 3HAHUI U U3YUEHUIO Kypca
«HHOOPMAITUOHHAA BE3OIIACHOCTb», matepuan W3J10XKEH IOJIHO, JNOCTYIHO U
IPaMOTHO.

Pabouas mporpaMma AMCUUIUIMHBI MOXET OBbITh HCIHOJB30BaHA B Y4eOHOM  Ipolecce o
HanpasieHno— 38.05.01 Dxonomuueckast 6€30MacHOCTb.

Penensenr:
npodeccop kadeapsl MUPOBO SIKOHOMUKHU \ AR - f h Kuzum A A.
1 MEHEKMEeHTa, SKoHoMHuueckuii hakynprer Kyol'y ©
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