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1 Hean u 3aga4m u3y4eHust AUCUMILIMHBI (MOLYJI5).

Lenb ocBOeHUs AUCHUIIIMHBI.

®opMHpoBaHUE 3HAHWN OCHOBHBIX COCTABIIAIONIMX HH(POPMALMOHHONW OE30MacCHOCTH
rocyaapcTBa, oOiecTBa M JIMYHOCTH; YMEHUH M HABBIKOB HCIIOJIB30BAaHMS OPTraHU3AIMOHHBIX,
[IPaBOBBIX, HMHXEHEPHO-TEXHUUECKUX M allapaTHO-IPOIrPAMMHBIX METOJIOB M CPEACTB IpHU
MOCTPOCHUH CHCTEM WH(POPMAIMOHHON 0€30MacHOCTH B 00JacTH BBIOPAHHOTO PO
MIOATOTOBKH.

3agaun AMCHUILIAHDBI.

0000ImHTF W CHUCTEMATH3MpPOBATh 3HAHHUA 1O Oa30BBIM IOHATUSAM TEOPHHU
WHGOPMAIIMOHHOHN 0E€30MaCHOCTH, 3HAKOMCTBO C COBPEMEHHBIMH 33Ja4aMM, HAYIHON
TEPMHUHOJIOTHEH, MOAENSIMU M KOHUENIMSIMH 3alllUThl MpaB Ha WH(GOPMATU3ALUIO
rocyznapcra, oOIIecTBa M JIMYHOCTH M IOCTPOCHMSI CHUCTEM HMH(POPMAIIMOHHOM
0€30MacHOCTH;

MpUOOpETEeHNE HAaBBIKOB pEUICHHUs] CTaHJApPTHBIX 3aJad  Npo(decCHOHaIbHOU
NeSITEIbHOCTH Ha OCHOBE HMH(OPMAIMOHHOM M OuOnMorpaduueckoil KylbTypbl C
MPUMEHEHHEM HH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH U C Yy4eTOM
OCHOBHBIX TpeOOBaHMI HHPOPMAIIMOHHOHN O€30TIaCHOCTH;

NpHoOpeTeHne HaBBIKOB aHaiu3a HMHQopMalMu O (GYHKIHOHUPOBAHUU CHCTEMBI
BHYTPEHHETO JIOKYMEHTOO0OpOTa OpraHu3alluy, BeJeHHs 0a3 JaHHBIX M0 Pa3IuYHbIM
nmokaszareinsiM U (GOpMUPOBaHUS HHGOPMALMOHHOTO OOECNEYeHHs] YYaCTHHUKOB
OpraHU3aI[MOHHBIX TPOEKTOB;

M3Y4YE€HHE OCHOBHBIX IOJIOKEHHHM CTpaTernu MHPOPMAIMOHHON BOWHBI; OCHOBHBIX
BHJIOB OOECredYeHus: CUCTeM HWH(OPMAIMOHHOW O0€30TMacHOCTH, METOJIOB OIEHKH
YPOBHSI 3aIlIMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM, METOJOB U CPEJCTB KOMILUICKCHOM
3aIMThl 00BEKTOB HHPOPMATHU3AITUY;

MIPUMEHEHHE OPraHU3alMOHHbIX, IPABOBbIX, NH)XKEHEPHO-TEXHUYECKUX U allllapaTHO-
IIPOrpaMMHBIX METOJOB U CpPEACTB HH(POPMALMOHHOM OE€30MaCHOCTH B HAy4HO-
HCCIEAOBATEIbCKUX U TMPAKTUYECKUX pa3paboTKax B OOJACTH 3alIuThl OOBEKTOB
uH(pOpMaTU3ALIUN.

MecTo MCHUILIAHBI (MOYJIs1) B CTPYKTYpe 00pa3oBaTesibHOI MPOrpaMMbl.
Juctunnuna «MuadopmannonHas 6€301acHOCThY OTHOCUTCSA K 0a3oBoit yactu bioka 1
" ucuurauHbl (MOyIM)" y4eOHOTO IIaHa.

Ilepeyenb MIaHMPYEMBIX Pe3yJIbTATOB 00y4eHHS MO AMCHUILIHHE (MOAYJII0),

COOTHECEHHBIX € MJIAHMPYEMbIMH pe3yJIbTATAMHU OCBOEHHS 00Pa30BaTeILHOI MPOrpaMMbl.

N3yueHne naHHOM yueOHON AMCIUILIMHBI HAIIPABICHO Ha (pOpMUPOBaHUE Y
obyuarommuxcs komreteniuii (OK-12; OITK-3.)

Ne | Unnexe Conepxxanue B pesynbpraTte u3yueHus: yueOHON AUCHUTIITUHBI
ILII | KOMIET | KOMIIETeHUUHU (WK e€ oOyyaromuecst 10JIKHbI
. | eHUHUH 4acTH) 3HATh yMeThb BJIAIETH

1 OK-12 | cnocoOHOCTBIO OCHOBBI UCIIOJIb30BATh HaBBIKAMH
paboTaTth C | mpuMeHeHus MHGOPMALIMOHHBI | IPUMEHEHUS
pa3IUYHBIMU 0e30macHbIX € TEXHOJIOTHH B 0e30MmacHbIX
UH(GOPMAITMOHHBIMU MH(POPMALIMOHHO- | LIENAX MH(POPMAaITHOHHO-
pecypcamMu Y | KOMMYHUKalMOHH | o0ecredeHust KOMMYHHKALIOHH
TEXHOJIOTUSMU, BIX PECYPCOB U HKOHOMHYECKOW U | BIX TEXHOJIOTHIA;
IIPUMEHATH OCHOBHBIE | TEXHOJOTUH; MHGOPMAIMOHHO | HABBIKAMHU
METO/IbI, CTIOCOOBI 1 OCHOBHBIE i Oe3omacHocTH peanuzauuu
CpEICTBAa NOJYYEHUs, | TpeOOBaHUS H9KOHOMHYECKUX | TpeOOBaHHMH




Ne | Unpeke Conepxxanue B pesynbraTe uzyuenus: yueOHOM AUCIUIUIMHBI
IL.I | KOMIIET | KOMIIETEHLUH (UM €€ oOyuaroluecs: J0HKHbI
EHLINU YacTH) 3HATh yMeThb BJIaJIeTh
XpaHeHUs, [IOUCKA, | ”HQOPMALIMOHHO | CyOBEKTOB; WH(POPMAITUOHHON
CHUCTEMAaTU3AIUHY, i1 6€30MacCHOCTH B | IPUMEHSITH 0€30MmacHOCTH MU
00paboTku u | obnactn Ge30macHble MOJTYyYCHHUH,
nepenayun MOJTYy4YEHHUS, HH(OPMAITHOHHO- | XpaHEHUH, TIOUCKE,
uHbOpMAITUU XpaHeHHH, KOMMYHUKAIIMOH | CUCTEMaTHU3alluH 1
TIOUCKA, HBIC TEXHOJIOTMH | 00pa0OTKe JaHHBIX
CUCTEMAaTH3alluu, | NP paboTe ¢
00paboTKH U 3KOHOMUYECKON
nepenavy JaHHbIX | nHGOopManuen
2 OIIK-3 | cnocoOHOCTHIO OCHOBHBIE MIPUMEHSTh HaBbIKaMH
HOPUMCHATH OCHOBHBIC | 33aKOHOMEPHOCTH | OCHOBHBIE CO3/IaHUs U
3aKOHOMCPHOCTH CO3JIaHHS U 3aKOHOMEPHOCTH | MPHUHIIMIIAMHA
CO3JaHUS u
A IIPUHLINIIBI CO3J1aHUsA U (GYHKIIMOHUPOBAHU
() YHKLMOHUPOBAHHYSL (YyHKIMOHUPOBAH | MPHHIUITBL s1 CUCTEM
CUCTEM Usl CUCTEM (GYHKIIMOHUPOBAH | DKOHOMHYECKOH
SKOHOMHUYECKOMN 9KOHOMHYECKON Usl CHCTEM 0e30MmacHOCTH
6e3OEIaCHOCT Hu Oe3omacHoCTH 9KOHOMHYECKOH XO03UCTBYIOLIUX
XO3AUCTBYIOUINX XO3SHCTBYIOIMX | GE30MacHOCTH CyOBeKTOB IS
cybbexToB CyOBEKTOB XO3SUCTBYIONMX | O€30macHOoro
Ha OCHOBE CYOBEKTOB ISt Be/leHUs 0a3bl
Oe3omacHoro 6e3omacHoOro JTAHHBIX 110
BeIeHUS 0a3 BeleHUs 0a3 pPa3IMIHBIM
JIAHHBIX 110 JIAHHBIX 110 MOKAa3aTelsM 1
Pa3INIHBIM Pa3INIHBIM (dbopMupOBaHUSI
MOKAa3aTelsaM U MOKAa3aTelsiM WH(POPMAITUOHHOTO
(dhopMUpOBaHUs dbopMHUpOBaHUS obecrieueHus
nH(OPMAITMOHHOT | WH()OPMAITMOHHOT | YYaCTHHKOB
0 obecrieueHus 0 obecrieueHust OpPTaHU3AIHOHHBIX
YYaCTHUKOB YYaCTHUKOB MPOCKTOB.
OpPraHU3alMOHHBl | OPTaHU3AIUOHHBI
X MPOEKTOB X MPOEKTOB

2. CTpyKTYpa M cojiep:KaHHe TUCIHUIIHHDI.
Pacnpenesienne Tpya0EMKOCTH THCIMIIMHBI 110 BUAAM PadoT.
OO6rmas Tpyn0EMKOCTh TUCHUILTHHBI COCTABIISACT 2 3a4.e/. (72 4acoB), UX pacrpee/icHue
10 BHIaM padoT MPEICTaBICHO B TaOJIHIIE.

Bup yae6HOM paboTh Bceero CemecTpbl
9acoB (uacsr)

A
KonTakTHasi padora, B TOM 4Yunciie:
AyIMTOpHBIE 3aHATHS (BCEro): 8 8
3aHATHA TEKIIMOHHOIO THUIIA 4 4 - - -
JlaGopaTopHbIe 3aHATHS 4 4 - - -
3aHATUS CEMUHAPCKOT0 TUMA (CeMHUHAPBI, i i i i i
MIPAKTUYECKHUE 3aHATHS)




MNuas koHTakTHasi padora:
KonTtposns camocrositensHoi padoTsl (KCP) 3,8 3,8
IIpomexyrounas arrecrauus (MKP) 0,2 0,2
CamocTosiTe1bHAsA paboTa, B TOM YHCJIE:
[TpopaboTka yaeOHOTO (TEOPETUUECKOTO) MaTepraia 20 20 - - -
Brinonnenue nnanBuayanbubix 3aaanuil (Iloaroroska 20 20 ) ) )
JeTOBOM UTPHI «3amuTa HHGOPMAIMH TPEATIPHSITHSD)
[ToaroToBka K TEKynieMmy KOHTPOJIIO 20 20 - - -
KounTtpoJs:
[ToaroToBka Kk sK3aMeHy - - - - -
O0mas Tpy10eMKOCTh yac. 72 72 - - -
B TOM 4YMCJIe KOHTAKTHas 8,2 8.2
pabora
3a4. ef 2 2

CTpyKTypa AUCHUIIMHBI:

Pacnipenenennie BUOB yaeOHOM pabOTHI M UX TPYIOEMKOCTH IO pa3JiesiaM TUCIUATITAHBI.

Paznensl aucuuIuivHbl, n3y4aeMbie B 4 cemecTpe

KonnuecTBo yacos
Breaynut
Ne HaumenoBanue Tem B Ayﬂ;g(;)grlaﬂ opHas
Cero p pabota
J | 113 JIP | CPC
1 2 3 4 5 6 7
1 Paznen 1. BBenenue B TUCIUILITUHY 17 1 - 1 15
Pazgen 2. OcHOBBI TOCYTapCTBEHHOM MOUTHKN PD B
2 9 17 | 1 - 1 15
obnacty nHGOpMAITMOHHOKW 0€30MMacCHOCTH
3. Paznen 3. UndopmannonHas BoiiHa. 17 | 1 - 1 15
Paznen 4. OcHoBBI oOecniedeHust HHGOOPMAITMOHHON
4 17 | 1 - 1 15
6e3omacHOCTH KOMIIBIOTEpHBIX cucteM (KC)
Hmoeo no oucyuninune: 4 - 4 60

[Tpumeuanue: JI — nexiun, [13 — npaktudeckue 3austus / cemunapsl,JIP — maGopatopHbie

3aHATHA, CPC — camocTosTenpHas pa60Ta CTYACHTA

Coaep:xaHue TeM TUCIHHIIINHBI:
3aHaTUA JEKIMOHHOI0 THIIA.

®opma
Ne [HamMmeHoBaHHE TEMBI ConepxaHue TeMbI TEKYIIETOo
KOHTPOJIS
1 2 3 4
1. | Pasnen 1. Benenwne | Paznen 1. Begenue B TUCIMILTUHY JLI

Buner 6e3onacHocTu

B JUCLIUIUIMHY [NousTre HanMoOHAILHOM Oe3omacHocTH PD

WndopmanronHas 6e30MacHOCTb B CUCTEME
HalMoHaIbHOU Oe3omacHoct PO 1.4 Posb
UH(POPMALIMOHHOM 6e3011acCHOCTH B 00ecIie4eHn !
HaIlMOHAJILHON 6€301aCHOCTH TOCY/IapCTBa




2. | Pazgen 2. OcHoBbl | Pa3men 2. OCHOBBI rOCYAapCTBEHHOM MOIUTUKH PO JLA
TOCY/IapCTBEHHOW | B 00JIACTH MH(OPMAIIIOHHOW 0€30TIaCHOCTH
noautuku PO B Hannonanenbie uatepecst PO B
obmactu UH(POPMALMOHHOM cepe U ux obecrieueHue
uHbopMaMOHHOH  |Buabl yrpo3 nundopmanuonHoi 6ezonacunoctu PO
0€30MacHOCTH VcTouHHMKH yrpo3 HHPOPMAITMOHHOM
0e30MacHOCTH
OCHOBHBIC HaIPaBIICHUS 0OCCTICUCHUS
WH(POPMALIMOHHON 0€30MaCHOCTH TOCYAapCTBa
3. | Pa3gen 3. Paznen 3. UndopmanmonHas BoiiHa. JLA
Nudopmarmonnas |[MeTOABI M CPEICTBA €€ BENECHUS
BOMHA. Nudopmanrionnas 6e301macHOCTh U
UH(OPMALMOHHOE IPOTUBOOOPCTBO
HNudopmanrionHoe opyxue, ero
KJaccu(ukaius U BO3MOKHOCTH
OGecnieuenrie MHPOPMAIMOHHON  0€30MACHOCTH
00BbeKTOB MH(OPMALIMOHHOHN chepbl TOCyAapCcTBa B
YCIIOBUSX MHPOPMAITMOHHON BOWHBI
4. | Pasmen 4. OcuoBel | Pasnen 4. OcHOBBI 0OecrieueHUs JLI
obecrieueHus WH(POPMAITMOHHOM 6€30MaCHOCTH KOMITHhIOTEPHBIX
nnpopmannonHoit | cucrem (KC)
0e30MacHOCTH Opranu3aloOHHO-TTPABOBHIE OCHOBBI
KOMIIBIOTEPHBIX nHpopMmarmonHoi 6e3omacHoctn KC
cuctem (KC) OpraaunzannoHHo-TexHnueckne ocHoBbl MIb KC
AnmapaTHO-IIPOrpaMMHbIE CPECTBA
obecnieuenus b KC
OcHoBbl koMmIuiekcHoro obecnieuenust Ub KC
3aHATHSA CEMHHAPCKOI0 THIIA.HE
MPeyCMOTPEHBI y4EOHBIM IJIAHOM
JlabopaTropHble 3aHATHSA
®opma
Ne |HaumeHoBaHMe TEMbI ConepxaHue TeMbI TEKYILETO
KOHTPOJIS
1 2 3 4
1. | Paznmen 1. Beenenue |M3yueHue MEeTO0B 3aIIUTHI OT pa3pyIIAOIINX JIP
B TUCHUIUIMHY IIPOTPAMMHBIX BO3JICUCTBUN IPU IIOMOIIHA
MPOrPaMMHBIX KOMIUIEKCOB aHTUBUPYCHOMN 3aIITUTHI
2. | Paznen 2. OCHOBBI  M3yueHne METOJOB 3alIUTHI TIPH IOMOIIM JIP
TOCYJapCTBEHHOH | pporpaMMHO-anmmapaTHOro Komiekca Secret Net
noJimtuku PO B
oOnactu
MH(pOPMAIMOHHOM
6€30M1aCHOCTH
3. |Pazgen 3. " ndposanue 1 0OMeH MH(YPOBAHHON JIP
Wngopmannonnas uHpopMaluel ¢ ucroyib30BaHleM cucteMbl «PGP»

BOMHA.




Pasnen 4. OcHOBEI
oOecrieueHust
UH(POPMAIIMOHHOM
0e3011aCHOCTH
KOMITHIOTEPHBIX
cucrem (KC)

[Ipumenenue cnenuatu3upoBaHHbIX CPEJCTB
opranuzanun VPN Ha npumepe «OpenVpn»

JIP

3amura nmabopatopHoit paboTsl (JIP), BemosHeHne kypcoBoro mpoekta (KIT), kypcoBoit
pabotel (KP), pacuerHo-rpaduueckoro 3ananus (PI'3), nanucanue pedepara (P), scce (D),
kosutokBuyM (K), rectupoBanue (T), onpoc (O), nexkuus (JI), quckyccus () u 1.1.

Conepxanue J1a00paTOPHBIX 3aHATHH

3anaTue 1 M3yueHue MeToA0B 3aIIMTHI OT pa3pyLIAIONIUX MPOTPAMMHBIX BO3JIEHCTBUHN MpPH
ITOMOIIIY TPOTPAMMHBIX KOMIUIEKCOB aHTUBUPYCHOM 3aIlUTHI

3ansaTue 2 M3ydeHne METOJOB 3allMThl MPU MOMOIIMA MPOrpaMMHO-ANIapaTHOIO KOMILIEKCa
Secret Net

3ansaTue 3" lludpoBanne n oOMeH mudpoBaHHON HHDOPMAIHEH C UCTIOIH30BAHUEM CHCTEMBI
«PGP»

3austue 4 IlpuMeHeHHne cnenuaIM3dpoOBaHHBIX cpencTB opranuszammu VPN Ha npumepe
«OpenVpn» CriocoOb! 3alUTHI TPOTPaMM OT AU3ACCEMOIMPOBAHMS

IIpumepHasi TeMaTHKa KypcoBbIX padoT (nmpoektoB) KypcoBbie
paboThl (TPOEKTHI) HE MPEyCMOTPEHBI YIEOHBIM IIJIAHOM.

IlepeyeHb yueOHO-METOAUYECKOT0 O0eceYeHHUs VISl CAMOCTOSTEJIbHOM PadoThI
00y4aromuXcs Mo JUCUUILUIUHE (MOTYJII0)

[lepedenp yd4eOHO-METOIMYECKOTO 00ECTICUCHUS TUCITUTIITUHBI

No Bug CPC 10 BBITIOJTHEHUIO CAMOCTOSITEILHOM pabOThHI
1 2 3
1. |IIpopaboTka yuebHoro MeroiuuecKkue yKazaHds MO BBIIOJHEHUIO CAMOCTOSTEIbHOU
(Teoperuteckoro) paboTsl oOyuaromuxcsi. YTBepxkJeHbl Ha 3acenanun CoBera)

Marepuaia 1o Teme:
Beenenue B muciumminHy

sKoHoMHuueckoro  Qakyinereta PIBOY  BO
[Iporokon Ne 8 ot 29 utons 2017 r. Pexxum nocrymna:
https://www.kubsu.ru/ru/econ/metodicheskie

«KyoI'Y».

2. |IIpopaboTka

(Teoperudeckoro)
Marepua’a 1o Teme:
OCHOBEI
rocyapCTBEHHON
nojautuku P® B obimactu
WH(POPMALMOHHON
0e30ImacHOCTH

y4eOHOTO

Meroanueckue yka3aHusi MO BBIIOJHEHUIO CaMOCTOSITEIbHOU
paboTel oOydaromuxcs. YTBepxkaeHbl Ha 3acenanuun CoBera
skoHoMHuueckoro  (Qakynereta DPI'BOY  BO  «KyOI'V».
[Iporokon Ne 8 ot 29 wurons 2017 r. Pexum npoctyna:
https://www.kubsu.ru/ru/econ/metodicheskie

3. {IIpopaborka

(TeopeTudecKoro)
MaTepuaa 1o Teme:
Wndopmanmonnas

yueOHOro

Metonudeckie yka3aHUs 110 BBIIOJHEHUIO CaMOCTOSTEIbHON
paboTbl oOydaromuxcsi. YTBepxkAeHbl Ha 3acenaHuu CoBetal
sxoHoMuueckoro ¢akyiabrera PI'BOY BO «Ky6I'V».



http://www.kubsu.ru/ru/econ/metodicheskie
http://www.kubsu.ru/ru/econ/metodicheskie

BOifHa. IIpotokon Ne 8 ot 29 wurons 2017 r. Pexxum pnocryna:
https://www.kubsu.ru/ru/econ/metodicheskie
4. |ITpopaboTka ydeOHoro|MeToiM4eckue yKa3aHusi MO BBINOJHEHUIO CaMOCTOATEIbHOMN
(TeoperndecKkoro) paboTbl oOyuatomuxcsi. YTBepxaAeHbl Ha 3acenannu CoBeTa
MaTepHaia fo Teme: skoHoMHu4eckoro  (akymprera ®IBOY  BO  «Ky6I'V».
OcHOBBI 0OecIeueHHs

IIpotokon Ne 8 ot 29 wmions 2017 r. Pexum pocryma:

nH(POPMAITUOHHON . }
6€30MaCHOCTH https://www.kubsu.ru/ru/econ/metodicheskie
KOMIIBIOTEPHBIX CUCTEM
(KO
5. |Bemonnenune Meroauueckue yka3aHUs IO BBIIOJHEHHUIO CaMOCTOSITEIBHON
UHMBHYaJIbHBIX paboTel oOyudarommxcsa. YTBepxkaeHbl Ha 3acemanuu Cosera

sazanuii (IIoAroToOBKa  |sk0HOMHMUeckoro  akymsreta PIBOY BO  «Ky6I'Vy.
JICTIOBO# HIPBI «3aInTa IMpotokon Ne 8 or 29 wmions 2017 r. Pexum pocryma:

uHdOpMaIH https://www.kubsu.ru/ru/econ/metodicheskie
TIPEATPUSITHS)

Y4eOHO-METOMYECKHE MaTepuaibl JUIsi CaMOCTOSTENHPHOW pabOThl OOyUYAIOIMIMXCS W3
qKClia HMHBAJIHJIOB U JIUI] C OTPAaHHYESHHBIMU BO3MOXKHOCTSAMHU 370poBbs (OB3) nmpenocraBistorces
B (hopmax, alanTHPOBAHHBIX K OTPAHHYCHUSAM MX 3IOPOBBS U BOCIIPHUATHS HHPOPMAIIHH:

JIJTst AT ¢ HApYIICHUSIMA 3PEHUS:

—B NI€4YaTHOM popme yBeIMYeHHBIM HIpUPTOM,

— B (hopMe JIEKTPOHHOTO JIOKYMEHTA.

JIyis U1 ¢ HapyILIEHUSAMHU CITyXa:

— B IIe4aTHOU (opme,

— B hopMe 3IIEKTPOHHOTO TIOKYMEHTA.

Jlyis nu1l ¢ HapyIIeHUs MU OTIOPHO-JBUTAaTEIbHOTO anmnapara:

— B IIe4aTHOU (opme,

— B hopMe 3IIEKTPOHHOTO JIOKYMEHTA,

JlaHHbBIN TIepedeHb MOKET ObITh KOHKPETHU3UPOBAaH B 3aBUCUMOCTH OT KOHTHHI'€HTA
00yJaronuxcs.

3. Oopa3oBaTe/ibHbIE TEXHOJIOTIHH.

B nporiecce M3yueHus] QUCHUTUIMHBI UCTIONB3YIOTCSI COBPEMEHHBIE ()OPMBI MPOBEICHUS
3aHATUH. JleMOHCTpallMOHHBICE MAaTepUalbl TPEACTAaBICHBI B  (QOpPME HHTEPAKTUBHBIX
Mpe3CHTAIlMii MO TeMaM JIEKIMOHHOro Kypca. KomriuiekTel cxem Kk Temam «BBeneHue B
TUCIUIUIUHY », «OCHOBBI TOCynapcTBeHHOW mnonutuku P® B obnactu uHGOpMAMOHHON
6e3omacHocTn», «MHpOopManmoHHas BoiHa», «OcCHOBBI oOecnedyeHus HHPOPMAIMOHHOMN
0e30macHOCTH KOMIbIOTEpHBIX cucteM (KC)y,.

Paznmatouynbie MaTepualibl HCIOJB3YIOTCS B TIPOLIECCE JICKIIMOHHBIX M MPAKTUYCCKUX
3aHSATHUH [T HATJISTHOM JEMOHCTPAIIMU TEX MM UHBIX ACTICKTOB MPUKJIAHOTO UCCIICTOBAHMS.

[TpumepHas MoJieIIb CITyXKO MPEIIPUATHS UTS TOJATOTOBKH JICTIOBOM MIPBI.

[IpoekT nenoBoit urpsl «3amuTa nHGOPMALUU TPEATPUITHDY

Jlexmusi-nuanor. CoaeprkaHue MOJAETCS Yepe3 CEPUI0 BOTIPOCOB, Ha KOTOPBIE CITyIIATelNb
JOJKEH OTBEYaTh HEMOCPEJICTBEHHO B Xoje JeKiuu. K SToMy THIy NpHUMBIKAeT JEKIUs C
MIPUMEHEHHEM TEXHUKH 00paTHOMW CBS3H, a TaKXKe MPOrpaMMHUPOBaHHAs JIEKIHA-KOHCYIbTAIINS,

[IpoGnemuasi JeKIMsT HAYUHAETCS C BOMPOCOB, C MOCTAHOBKU MPOOIEMBI, KOTOPYIO B
X0JIe M3NIOKEHUs MaTepuaia HeoOXoauMo pemuTh. [IpolneMHbie BOMPOCH! OTIMYAIOTCSA OT HE
MPOOJIEMHBIX TE€M, YTO CKpBITas B HUX MpobiemMa TpedyeT He OJHOTUIIHOTO PEIIeHUs, TO eCTh,
TOTOBOM CXEMBI PEIIEHHS B MPOIIJIOM OTIBITE HET.

Jlekiuu-1uanord W TMPOOJIEMHBIE JIEKIIUU TO3BOJISIOT BKJIIOYATh WHTEPAKTHBHBIC
AJIEMEHTHI B MPOILIECC MPETNoaBaHusl, CIOCOOCTBYIOT MIPHUOOPETEHUIO HE TOIBKO 3HAHUM 10 TeMe
JIEKIIMH, HO ¥ HaBBIKOB HCCIIEIOBATENILCKON U aHATTMTHYECKOH IeATETHbHOCTH.
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Jlekuun B (opMe mpe3eHTalMHU C HCIOJB30BAaHUEM MYIbTUMEAUHHON ammapaTypbl
oOecrieynBaroT 60jiee BHICOKHN YPOBEHb NMOHUMAHHUS CIOXKHBIX CTPYKTYp, CX€M B3aMMOCBS3EH
OT/IEIbHBIX 3JIEMEHTOB.

JIaGopaTopHbIe 3aHATUS MPEINONAral0T OPraHU3alUIO BBITIOJIHEHHS 3a/1aHUs 110 TIOUCKY
WIM PELIEHUI0 KOHKPETHOM 3a1aun ¢ ucnojp3oBanueM [I19BM 1o oTnenbHBIM BOIpocaM, YTO
crnocoOCTByeT (POpMHPOBAHUIO 0OJiee TIIyOOKHX 3HAHHWM 10 TeMe, a TaKKe Pa3BUTHIO HABBIKOB
MMOUCKA, aHaJTM3a HE0OX0MMOH MH(POPMAITUH, HABBIKOB ITyOJIMYHON 3aIUTHI CBOCH TTO3HIIHH.

NuTepakTrBHBICE 1 WHHOPMAITMOHHO-KOMMYHUKATUBHBIE 00pa30BaTeIbHbIC TEXHOJIOTHH,
UCIOJIb3YEMbIE B ayJUTOPHBIX 3aHATHUSX, B COYETAHMM C BHEAyIUTOPHOH paboToil co3naror
JOTIOJTHATEIbHBIC  yCIOBHS  (JOPMUPOBAHUS M Pa3BUTHSI  TPeOYeMBIX  KOMITCTEHITUI
o0yJaromuxcs, TMOCKOJbKY TO3BOJISIOT OOECIEYHTh AaKTUBHOE B3aHMMOJICHCTBHE BCEX
YYaCTHUKOB. DTU METO/Ibl CIOCOOCTBYIOT JIMUYHOCTHO-OPUEHTUPOBAHHOMY MOJXOY.

JUis MHBAJIMJIOB U JIMI] C OTPAaHUYEHHBIMU BO3MOYKHOCTSIMM 3/I0POBbsI YCTAHABIMBACTCS
0COOBIN TOPSAJIOK OCBOEHHUS YKa3aHHOW JUCHMIUIMHBL. B o0pasoBaTenbHOM mpoliecce
UCIOJIb3YIOTCS COLIMANIbHO-AKTHBHBIE U Ppe(IEKCHUBHBIE METO/Abl OO0Y4YEeHMs, TEXHOJIOTUU
COLIMOKYJIbTYPHON peadMIMTaluU C 1EeNbI0 OKa3aHHs MOMOIIM B YCTaHOBJIEHUM MOJHOLIEHHBIX
MEXJIMYHOCTHBIX ~ OTHOIIEHMH €  JAPYTUMU  CTYIAEHTaMM, CO3JaHUM  KOM(OPTHOTO
MICUXOJIOTMYECKOr0 KIMMaTa B CTyJEHYeCKOM Tpymme. Brleo3HaueHHble 00pa3oBaTelbHbBIE
TEXHOJIOTUU JaroT HauOosiee 3G (EeKTUBHBIE PE3YIbTAThl OCBOCHUS IUCUUIUIMHBI C MO3ULUN
aKTyalIM3allud  COJCP)KaHUS TEeMbl 3aHATHS, BBIPAOOTKHM MPOAYKTUBHOTO  MBIIIJICHUS,
TEPMHUHOJIOTHYECKOH TPaMOTHOCTH M KOMIIETEHTHOCTH OOydyaeMOro B acHeKTe COLMAJIbHO-
HampaBJICHHON MO3ULMU Oyayliero CHerualncTa, W MOTHBAUMKW K HWHHUIMATHBHOMY U
TBOPUECKOMY OCBOEHHIO YydyeOHOro Marepuana. PekoMeHJauuu 10  HUCHOJb30BAaHUIO
MHTEPAKTUBHBIX U WHGOPMAIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTUH OBLIM OCYLIECTBICHbI
COrJIaCHO METOJMYECKHX YKa3aHHsIM K MmoJo0Horo poaa pabortam. Pexum noctyna:
https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya.

WuauBuayanbHble KOHCYABTAllMM OOY4YaloOIIUXCS MPOBOMSTCS €XKEHENeNbHO B (opMme
auanora. Jlyisg aun ¢ OrpaHU4eHHBIME BO3MOKHOCTSMM 37J0POBbs IIPEYCMOTPEHA OpraHU3alus
KOHCYJBTAIMN C UCTI0JIb30BAHUEM BJIEKTPOHHOM MOYTHI.

4. OueHOYHbIE CPEACTBA ISl TEKYIEro KOHTPOJISI YCIIeBAeMOCTH U MPOMeKYTOYHOM
aTTrecTaluu.
DoH/1 OLIEHOYHBIX CPEJACTB /I MPOBeAeHHs TEKYIero KOHTPOJIs.

Paznien 1. BBenenue B IUCHUILIUHY

[Tonsarue HaumoHaIBHOM Oe3omacHocT PO

Bunpl 0e3omacHOCTH

HNudopmanrionHas 6€301acHOCTh B CUCTEME HAIIMOHAJIbHOM Oe3omacHocTH PD

Ponbs nndopmarmonHoit 6€30macHOCTH B 00SCIICYCHUH HAITMOHAIBHOM 0€301acHOCTH
rocyaapcraa

Paznen 2. OcHOBBI rocynapcTBeHHONW noiuTuku PO B obnactu MHPOpMALMOHHOM
0e30MacHOCTH

Hanuonanshelie nuaTepecsl PO B uHGpopMannoHHoi cdepe u ux odecredeHne
Bunst yrpo3 nndopmanonHoit 6ezonacioctu PO
HcTounuku yrpo3 HHPOPMaIMOHHON 0€301aCHOCTH
OcHOBHBIE  HampaBJeHHs obOecriedeHUs MHGPOPMALMOHHOM  Oe30macHOCTH
rocyaapcraa

Paznen 3. UnpopmanrionHas BoiiHa.
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MGTOI[BI " CPCACTBA €€ BeacHus
Nudopmanmonnas 6e30macHOCTh U UH(HOPMAIIMOHHOE TIPOTHBOOOPCTBO
NudopmanronHoe opyxkue, ero Kiaccuukamnusi 1 BOZMOKHOCTH

Obecneuenre MHPOPMAIMOHHOMN 0€30MACHOCTH 00BbEKTOB MH(OPMAIIMOHHOHN chepbl

rocy/lapcTBa B YCIOBHIX MHPOPMAIMOHHON BOWHBI

Pazmen 4. OcHoBbl obecriedeHHs] HHPOPMAITHOHHOM 0€30MaCHOCTH KOMITBIOTEPHBIX

cucrem (KC)

=

16.
17.
18.
19.
20.
21.

22.
23.
24,

25.
26.

Opranu3anroHHO-TIPAaBOBEIE OCHOBBI HH(POpMamoHHoK 6e3onacuoctu KC
OpranunzanuonHo-Texunyeckue ocHoBel Ib KC
AnmnapatHo-niporpammHble cpeactsa ooecneuenust b KC

OcHoBbl komIuiekcHoro odecneuenuss Ub KC

4.2 ®oHJ OLIEHOYHBIX CPEACTB /IS IPOBeIeHHs IPOMEKYTOYHON ATTeCTAIlUM.
Bomnpocsr k 3auety

Nudopmanronnas 6e30nacHOCTh YeJIOBEKa U 00IIeCTBa U TOCyIapCTBa.

YpoBHU 3amuTh HHPOPMAIMOHHBIX pecypcoB. [Ipu3Haku, CBHIETENBCTBYIOIINE O
HaJIMYUU yA3BUMBIX MECT B HH(POPMAIIMOHHOM 0€3011acHOCTH.

KomnsrotepHbie npectymienns. OCHOBHBIC TEXHOJIOTHH, UCTIOIB3YIOIINAECS TPU
COBEPIIIEHUH KOMITBIOTEPHBIX MPECTYIICHUH.

OOBeKTHI 3aTUTHI HHPOPMAILUK. 3aluTa HHPOPMAIIUA OTPAHUYEHHOTO J0CTYIIA:
rocy/lapcTBeHHas TaliHa, KOMMEpYECKasi TalHa.

OcHoBHbIE KaHaJbl YTEUKH HHPOpMAIUH. 3allIKUTa OT yTeYKH HHPOPMALIUU 110
TEXHUYECKUM KaHaJIaM.

MeTo1bl U CpeaCTBa 3aIIUTHI HH(DOPMALIUH.

Coneprkanue crioco00B B CpeCTB obecrieueHns 0€30MacHOCTH HH(popMaIuu.
Peanu3anust METOI0B U CPEICTB 3aIIUTHI HH(DOPMALIUH.

CpencTBa ONO3HAHMS U Pa3rpaHUYEHUs JOCTYIa K HH(POpMAIIHH.

. Kpunrorpadus. CumMeTpudHbIe KPUIITOCHCTEMBI.

. Kpunrorpadus. AcuMmmeTpuyHble KPUIITOCUCTEMBI.

. O630p ¥ KnaccuduKaysa METOI0B MUGPOBaHUS HHPOPMAITIH.

. DNEKTPOHHO-IIU(PPOBasi MOAHKCH.

. OcHoBHble anroputmsl mudpoBanus nanueix: [OCT.

. [IpaBoBbIe cpeacTBa 3alIUTH HHPOPMAIIHH. 3allUTa MPOTPAMMHBIX IPOTYKTOB.

ABTOpPCKOE TPaBo.

3ammuTa TaHHBIX B aBTOHOMHOM KOMITBIOTEPE.

3amuTa JaHHBIX B BBIYMCIUTEIBHBIX CETAX.

Pa3paboTka ceTeBBIX acIeKTOB MOJUTHKH 0€301TacCHOCTH.

3aiuTa TaHHBIX B BRIYUCIUTEIBHBIX CeTAX. MexcereBbie FKpaHbl. CKaHEepHI.
[Tokasarenu o1eHKH AOCTOBEPHOCTH (06€30ITMO0YHOCTH) Mepelaun JAaHHBIX B CETAX.
MeTo b1 B3710Ma KOMIBIOTEPHBIX CUCTEM: aTaKi HAa YPOBHE OMEPALIMOHHBIX CUCTEM,
aTaKy Ha YpOBHE MPOrPaMMHOTO 0OecTieueHus], aTaki Ha YPOBHE CUCTEM YIIPaBIICHUS
0asaMU JaHHBIX.

[TaponpHas 3amuTa ONEPaIIMOHHBIX CUCTEM.

[TaponpHBIE B3TOMIIUKY.

[Tonsitre yrpo3sl. AHanu3 yrpo3 uHGOpMaoHHON 6e30TmacHOCTH. Buibl
«HApYIIUTENeH».

CrpykTypusainus MeTo 0B obecriedeHust HHPpOpPMaMOHHOW OE30TTacHOCTH.
OcHOBHBIE METOBI peaTn3alui Yrpo3 HHPOPMAIOHHOM 0€30acCHOCTH.



27. OCHOBHBIE PUHIUIIBI OOecTieueHrs: HH()OPMAIIMOHHON 0€30TIaCHOCTH B
ABTOMAaTHU3UPOBAHHON CHUCTEME.

28. [IpruuHbI, BUJIBI U KaHAJIBI YTEUYKU UHPOPMALIHH.

29. MeTo/1pl OCTPOCHUS 3AIHUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

30. [NonuTHka 6e3omacHOCTH. OCHOBHBIE THITBI TOJUTUKH O€30MaCHOCTH.

31. [NonmTHka 6e3omacHOCTH. Moenu 0e301macHOCTH.

32. Cranaaptsl HHQOPMATMOHHON 06€3011aCHOCTH.

33. [IpaBoBoe obecnieueHne 3ammThl HHPOpManuu. HopmaTuBHbIE JOKYMEHTHI.

34. Pazpymaroniue nporpaMMHbBIE BO3ICHCTBUS: BUPYCHI U 3aKIIaKH.

35. AHTHBHpYCHBIE CPE/ICTBA.

36. Ilcuxoornueckre acreKThl MHPOPMAITMOHHON 0€30TIaCHOCTH OpraHu3aIlny.

OrneHOYHBIC CpPEICTBA JUISI WHBATUAOB W JIMI[ C OTPAaHHYECHHBIMA BO3MOKHOCTSIMH
3JI0POBbSI BRIOMPAIOTCS C YIETOM MX WHIAMBHIYAITbHBIX MICUX0(DU3NISCKUX 0COOCHHOCTEH.

— TIpU HEOOXOJUMOCTH HWHBAIUAAM W JIMIAM C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH
3JI0POBBSI TPEIOCTABIISICTCS JOMOJTHUTEIFHOE BPEMSI JUISI ITOATOTOBKH OTBETA HA DK3aMEHE;

— MIPH MPOBEJICHUH TPOIICTYPHI OIICHUBAHUS PE3yIhTATOB OOYUSHUSI HHBAIUOB U JIUIT C
OTPaHWYEHHBIMH BO3MOXXHOCTSIMU 3I0POBbsI MPEAYCMATPUBACTCS HCIIOIh30BAaHUE TEXHUICCKHIX
CPEICTB, HEOOXOMMBIX UM B CBSI3M C X HHIUBUIYATBHBIMA OCOOCHHOCTSIMU;

— TIpH HEOOXOMMOCTH TSI OOYJAFOIIUXCS ¢ OTPAaHUYCHHBIMU BO3MOYKHOCTSIMH 3JI0OPOBBS
W WHBAIUIOB TpOICaypa OICHUBAHUSA pPE3yJIbTaTOB OOyYCHHS M0 JWCIHILIANHE MOXKET
MTPOBOJIMTHCS B HECKOJIBLKO JTAIIOB.

[Iponeypa oneHWBaHUS Pe3yIbTATOB OOYYCHUS WHBAIUIOB M JIMI] C OTPAaHUYCHHBIMH
BO3MOJKHOCTSIMH 3/IOPOBBSl 110 JUCIHUIUTMHE (MOIYNII0) TpPEAyCMAaTpPHBAET MPEIOCTaBICHUE
nHbopManui B (GOpMax, aJanTHPOBAHHBIX K OTPAHWYCHHUSM HUX 3J0POBBS U BOCIPHSITHS
nHpOpManuu:

J171s1 T C HApYIICHUSIMHA 3PEHHUSL:

— B IIeYaTHOM (popMe yBEITMUEHHBIM HIPUPTOM,

— B (popMe PIIEKTPOHHOTO TOKYMEHTA.

J1J1s1 JIAIL C HApYIICHUSIMH CITyXa!

— B IIe4aTHOU (opme,

— B popMe IEKTPOHHOTO IOKYMEHTA.

J11st T ¢ HApYIICHUSIMUA OTIOPHO-JIBUTATENILHOTO ariapara:

— B IIe4aTHOU (opme,

— B popMe IEKTPOHHOTO IOKYMEHTA.

JlaHHBII TIEpevYeHb MOXKET ObITh KOHKPETH3HPOBAH B 3aBUCUMOCTH OT KOHTHHI'CHTA
oOyuaromuxcs.

5. IlepeyeHb OCHOBHOW W /IONMOJIHUTEJIbHON Y4e0HOIl JUTepaTypbl, He0OX0AUMOI
JJIs1 OCBOEHMS I CHUILTHHBI (MOIYJIsA).

OcHoBHas smTEpaTypa:

1. Hecrepos, C.A. UHdpopmannonHass 6e30macHOCTh : yueOHMK M mpakTukyMm / C. A.
HecrepoB. — M. : U3natensctBo IOpaiit, 2018. — 321 c¢. — Pexxum noctyna : www.biblio-
online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7

2. ITonos .M. MHdopmarmonHas 6e3omnacHocTsh : yueb. nmocodue / T.JI. IMapteika, ..
[TonoB. — 5-e u3a., nepepad. u gon. — M. : DOPYM : UHDPA-M, 2018. — 432 c. — Pexum
nocryma: http://znanium.com/bookread2.php?book=915902

3. bapanosa E.K. Mudopmarmonnas OezonacHocTh U 3amuTa MHGopMaimu: YueOHOE
noco6ue / bapanoa E.K., babamr A.B., - 4-e u3n., nepepab. u jmon. - M.:ML| PUOP, HUL]
HNH®PA-M, 2018. - 336 c. — Pexum JOCTyna:
http://znanium.com/bookread2.php?book=957144


http://znanium.com/bookread2.php?book=915902
http://znanium.com/bookread2.php?book=957144

Jlj11 0cBOEHUS TUCHUIUIMHBI UHBAIWAMU U JIUI[AMH C OTPAaHUYEHHBIMU BO3MOKHOCTSAMHU
310pOBbsI UMEIOTCS U3JIaHUS B 2JIEKTPOHHOM BUJE B AIEKTPOHHO-OMOIMOTEUYHBIX CUCTEMAX
«YHHUBEpCUTETCKasi OMOIMOTEKA OHIIAWHY.

MHuoroypoBHeBas cuctema HaBurauuu OBC 103BOJIIET ONEPATHBHO OCYILECTBIAThH
IIOMCK HYXHOTO pas3aena. JIMuHbli KaOMHET WHAWBUIYAJIU3UPOBAH, TO €CThb Ka)Ibld
M0JIb30BATEh UMEET JINYHOE MPOCTPAHCTBO C BO3MOXHOCTBIO OBICTPOTO JOCTYIAa K OCHOBHBIM
CMBICJIOBBIM Y3J1aM.

[Ipy dreHum MmacmiTad CTpaHUIBl MOXHO YBEJIWYUTb, MOXHO HCIIOJIb30BATh
[IOJIHO3KPAHHBIM  PEeXUM OTOOpa)K€HUST KHUTUM WJIM BKJIIOYHWTH O3BYYMBAHHE TEKCTa
HEMOCPEJCTBEHHO C caiiTa MpH MOMOIIM IIPOrpaMM 3KPaHHOTO J0CTyla, Harpumep, Jaws,
«Balabolka».

CkaunBaembie (parmenTsl B ¢opmate pdf, comepikamme TOATEKCTOBBIA —CIIOH,
JIOCTaTOYHO BBICOKOI'O KaueCTBa MU MOTYT HCIOJIb30BaThCs TUGIIONPOrpaMMaMu Ui TOJI0COBOTO
03BYYMBAHUSl TEKCTOB, OBITh 3arpy’KeHbl B THQUIOIIEephl (YCTPOUCTB Ui IPOCITYIIMBAHUS
KHHWT), a TAKXK€ CKOIMPOBAHbI Ha JII000€ YyCTPOMCTBO /11 KOM(OPTHOTO YTEHUS.

B OBC mnpencrasnena meauaTeka, KOTopasi BKIIOYAET B CeOsl pa3IMYHbIC TEMATUYECKUE
ayIuo KHUTH pPa3nuuHbix u3natenbeTB. KonrteHT OBC aKTHBHO MOMOJHSETCS KHUTAMH U
yueOHUKaMU B MEXJIyHApOJHOM CTaHIapTU3HpoBaHHOM (opmare Daisy /i He3psUNX, OCHOBY
KOTOPOTO COCTABJISIOT rMOKasi HaBUTAlMsl U 3al[UIIEHHOCTh KOHTEHTA.

JonosHuTe/bHAsI IUTEPATYypA:

1. 'pummna H.B. MudopmanmonHas 6e30macHOCTh Npeanpuatus: YuedHoe mnocodue /
I'pummua H.B., - 2-e m3x., gon - M.:®opym, HULl UTHD®PA-M, 2016. - 240 c. — Pexum
noctyma: http://znanium.com/bookread2.php?book=544554

2. lllanprua B.®. UadpopManmonHas 0€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM M CETeH :
yue6. mocobue / B.®. lllanprun. — M. : Ul «®OPYM» : UHOPA-M, 2017. — 416 c. —
Pexxum noctyma: http://znanium.com/bookread2.php?book=775200

3. Menaryusa M.B. OcHoBHBIE T0JIOKeHUsS HHOOPMAIIMOHHONW Oe30macHOCTH : yueo.
nocobue / B.S. UmeitnoB, M.B. Menatynsa. — M. : ®OPYM : UHOPA-M, 2018. — 208 c. —
Pexxum noctyma: http://znanium.com/bookread2.php?book=927190

4. Hecrepos, C.A. OcHOBBI HH(OPMAITMOHHOM Oe30macHOCTH : yueObHoe nocobue / C.A.

HecrepoB ; MunucrepctBo oOpa3zoBanus W Hayku Poccuiickoit ®enepanmu, CaHKT-
[TerepOyprckuii rocynapcTBEHHBINH MOJHUTEXHUYECKUH yHUBepcutTeT. - Cankrt-IlerepOypr
M3narensctBo Ilomutexnuueckoro ynuBepcutera, 2014, - 322 c. — Pexum pgocryna:

http://biblioclub.ru/index.php?page=book&id=363040
5. Kparkuii sHIMKIIOTIEAMYECKHI CIIOBAaph 10 HHPOPMAIIMOHHON 0€30TIaCHOCTH : CJIOBaph

/ coct. B.I'. ToskxnukoB, M.U. Cantan. - Mocksa : Dueprus, 2010. - 240 c. — Pexxum moctyna:
http://biblioclub.ru/index.php?page=book&id=58393

5.3. llepuoanyeckue U31aHus:
Kypuansr:

- KomnsrorepllIpecc;

- [IporpammHbIe TPOIYKTHI U CUCTEMBI;
- Undopmariust u 6e301macHOCTb;

- UndopmarrionHas 6e301macHOCTb.

6. Ilepeyenb  pecypcoB  HMH(pOPMALMOHHO-TEJEKOMMYHMKAIIMOHHON  ceTH

«I/IHTepHeT», HGOﬁXOIlI/IMbIX AJIF OCBOCHUSA JUCHUITJIMHBI (MO}:[y.]Iﬂ).
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://www.securrity.ru/articles/196-ederal_law_of the _information_security.html
http://www.scrf.gov.ru/documents/5.html
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http://biblioclub.ru/index.php?page=book&id=363040
http://biblioclub.ru/index.php?page=book&id=58393
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://www.securrity.ru/articles/196-federal_law_of_the_information_security.html
http://www.scrf.gov.ru/documents/5.html

https://www.securitycode.ru/products/demo-versions/
https://addons.mozilla.org/ru/thunderbird/extensions/
http://free-vpn.ru/openvpn.htmi

7. Meroauyeckue YKa3aHus s OOYYAKWIIUXCA 1O OCBOEHHIO JUCHHILIMHBI
(Moay.Jsi).

CamocrosiTenpHas paboTa MpeaycCMaTpPUBAET CAMOCTOSITEIbHOE OCBOCHHE OTAEIbHBIX
BOIIPOCOB M MPOOJIEM B pamMKax y4eOHOM AUCHMIUIMHBI. B mpoiiecce caMoCTOSTENbHON pabOThI
CIIYIIIATETH 3HAKOMSTCS C COJICP)KaHUEM HAYYHBIX CTAaTeH M MOHOTpaduii, COCTaBISIFOT TE€3HCHI,
OCYILIECTBIISIOT TOJrOTOBKY K CEMHUHAPCKUM 3aHSTHSM, OMHPASCh HA CHUCOK JHUTEPATYphl H
JOTIOJTHUTEIBHBIE CIIUCKU K TEMaM CaMOCTOSITEILHOM MOJATOTOBKH.

Bompocsl, BEIHOCUMBIE Ha CAMOCTOSATEILHOE U3YUCHHE.

Hoxkrpuna Poccuiickont @enepanum.

OcHOBHbIE HOPMATHBHBIE PYKOBOJIAIIME JTOKYMEHTHI, KaCaloIIHECs TOCyIapCTBEHHOMN
TallHbI, HOPMaTHBHO-CIIPABOYHBIC IOKYMEHTBI.

OO6mme BOMPOCH OpPraHu3alluid MPOTUBOJCHCTBUS TEXHUYECKOW pa3BEIKE; OCHOBHBIC
OpPraHW3aIlMOHHBIC W TEXHUYECKUE MEPOTPHUATHUS, HWCIOJIB3YeMbIC JIJISi TMPOTHBOJCHCTBUS
TEeXHUYECKOMN pa3BeJIKeE.

MeToel W CpeACTBa 3allUTBl PEKUMHBIX OOBEKTOB OT YTEYKH KOHQMHUIACHIIHATHLHON
nHpOpMallUd MO TEXHUYECKHMM KaHaiaMm; (HU3NYECKHE OCHOBBI OOpa3oBaHMsI MOOOYHBIX
AJIEKTPOMArHUTHBIX U3YICHHH OT TEXHUYECKHUX CPEJICTB; KaHAIBI YTEYKH WHPOPMAIIUN

OcCHOBHBIC 3Tallbl JKU3HEHHOTO MHKJIA BUPYCOB. OOBEKTHI BHEAPEHUS, PEKHMBI
(YHKIIMOHUPOBAHUS ¥ CHeNHaIbHbIe (DYHKIIUU BHPYCcOB. CXeMbl 3apakeHHs (aiiioB. CXembl
3apakeHHs 3arpy3uukoB. CrnocoObl MacKUpOBKH, HCIOJIb3yeMble BUpycamu. Kiaccuduxarus
KOMITBIOTEPHBIX BUPYCOB. O0I1as opraHu3anus 3aluThl OT KOMIIbIOTEPHBIX BUPYCOB.

CriocoObl  3alIMTBI  OT  HECAHKIMOHMPOBAHHOTO  HCIOJB30BaHUS  OCTATOYHOM
nHpopmanuu. Vcnosp30BaHue criequaln3upOBaHHBIX MPOTPAMM MO YHHUTOKEHHIO OCTaTOYHBIX
naHHbIX. CrienuanabHble PeKUMBbl U OCOOCHHOCTH IIM(POBAaHUS JAAHHBIX B PEKUME pealbHOIO
BPEMEHH C BOBMOXHOCTh MTHOBEHHOTO YHHUUTOKEHHUS TaHHBIX.

TakcoHoMust HapyiieHH UHPOPMAITMOHHOM 0€30MaCHOCTH BBIUMCIUTEILHOM CUCTEMBI U
MIPUYKHBI, 00yCIaBIMBAIOLIUE UX CYLIECTBOBAHUE

bazoBblie 3Tarbl MOCTPOEHHSI CUCTEMbI KOMIUIEKCHOW 3allIUThl BHIYUCIUTEIbHBIX CUCTEM.
Ananu3 Mozenel HapymuTens. Yrpo3bl MHGOPMalMOHHO-IIPOTPAMMHOMY 00€CIeYeHUIO
BBIYMCIUTEIBHBIX CUCTEM U UX KJIaCCU(PUKALIUAL.

HcnonwszoBanne PGP Desktop 9.5 beta demo, Secret Net demo, Mozilla Thunderbird c
nomonaerrem Enigmail (free), OpenVPN (free)

MeTobl ¥ cpecTBa OTpaHUYCHHS JOCTYyMNa K KoMIoHeHTaM DBM, HaleKHOCTh CpeiCTB
3alUThl KOMIIOHEHT; METOJbl W CpPEICTBAa MPHUBSI3KHM MPOrpaMMHOro oOecmedeHus K
anmnapaTHOMY OKPYXEHHIO U (PU3UUECKUM HOCUTEINISIM; METOJIbl U CPEICTBA XPAHEHUS KIFOUEBON
nHpopMaruu

B ocBoeHUM AUCIUIUIMHBI MHBAIMAAMHU U JIMIIAMU C OrpaHU4YC€HHBIMH BO3MOKHOCTAMU
3A0POBbA OOJIBIIIOE 3HAUCHHE HMEET WHAUBUAYyaAJIbHAA yqe6Ha${ pa60Ta (KOHCYJ’IBTaL{I/II/I) —
AOIIOJIHUTEJIIBHOC Pa3bsACHCHUC yqe6Horo Marepualia.

I/IHI[I/IBI/II[yaJ'IBHHe KOHCYJIbTAllUK 110 TMPEAMCTY ABJIAKOTCA  BaKHBIM CI)aKTOPOM,
CHOCO6CTByIOH_II/IMI/I WHAWBUAYyaJIU3alluU 06y‘leHI/I${ U YCTAaHOBJICHUIO BOCIIUTATCIbHOTO
KOHTAKTa MCXKAY MPCIoaaBaTciicM H 06y11a10m1/1Mc51 HWHBAJIMAOM HUJIH JIMOOM C OTrpaHUYCHHBIMHA
BO3MOKHOCTSAMMU 3J0POBbBAL.

8. IlepeyeHb MH(POPMALMOHHBIX TE€XHOJIOTHIi, HCMOJIb3yeMbIX NMPH OCYLIECTBJICHUH
00pa3oBaTeILHOI0 NPoLecca N0 JUCHUUILUINHE (MOYJIIO).
Ilepeyenb HHGOPMALMOHHBIX TEXHOJIOIHH.


http://www.securitycode.ru/products/demo-versions/
http://free-vpn.ru/openvpn.html

CkopoctHoit noctyn k cetr Mateprer (10 MOuT/C), 94T0 Aa€T BOBMOKHOCTh CTY/ICHTaM U
COTPYZIHUKAM CBOOOJIHO MOJIB30BATHCA MHPOPMAITMOHHBIMHU CETSMH PA3IMYHOTO YPOBHSI.

JlokanbHbIe ceTH (Z1Be), 4 KOMIBIOTEPHBIX Kilacca, BKIoYaromux 67 padbounx mect IBM
PC coBMeCTHMBIX KOMITBIOTEPOB, OCHAIIEHHBIX COBPEMEHHBIM MPOTPAMMHBIX 00ECIICYCHHEM U
BBIXOJIOM B MH(OPMAIIMOHHO-KOMMYHHKAIIMOHHYIO 00pa3oBaTelibHyIO cpeny, B T.4. Moodle.

Ilepeuenn» HE0OXO0AUMOI0 IPOrpaMMHOI0 o0ecreYeHHs.

Microsoft Windows 10 (Ne73—-AD®/223-03/2018 Cornamenue Microsoft ESS
72569510) , GoogleChrome 63.0.3239.84, MicrosoftOfficeProfessionalPlus 2013
15.0.4569.1506 (Ne73—AD®/223-D3/2018 Cornamenue Microsoft ESS 72569510), FoxitReader
6.1.3.321.

Ilepeyenb HH(POPMALIMOHHBIX CIIPABOYHBIX CHCTEM:

1. Onexrponnas oubnuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)/

2.0nexkTpoHHass OuOIMOTEYHAas cuUCTeMa «YHHBEpPCUTETCKassh OMOIMOTEKa OHIIAWH»
(http://www.biblioclub.ru)

3. DnextponHas oudnuoreunas cucrema«tOpaiim» (https://biblio-online.ru)

4. Dnekrponnas oudanoreynas cuctemMa «ZNANIUM.COM» (http://znanium.com)

9. MarepuajibHO-TeXHHYeCKasi 0a3a, HeoOXoAuMasi [JIsl  OCYIIeCTBJIEHHS
00pa30BaTeJIbLHOIONPOLECcCca MO AUCHHUILUIUHE (MOYJII0)

MarepuanbHO-TEXHUYECKOE 00€CTICUeHUE TUCIIUTLTAHBI

Ne Bua pabdot
(MOnyIsT) ¥ OCHAIIEHHOCTH

1. Jlekimonnele 3ansatus | Jlekunonnas aygutopusi 520A, 207H, 208H, 209H, 212H,
214H, 201A, 205A, 4033J1, 4038J1, 4039J1, 5040JI, 50411,
5042J1, 5045J1, 5046JI, ocHameHHass TPE3EHTAMOHHOU
TEXHUKOW  (MPOEKTOP, DKpaH, KOMIIBIOTEP/HOYTOYK) U
COOTBETCTBYIOIIMM  TporpaMMHbIM  obecrieuenueM  (I10)
MicrosoftOffice.

2. CemuHnapckue 3ansatus | CnenupanibHoe nomenienne 2026JI, 2027J1, 4034J1, 4035J1,
HE npenycmotpensl | 4036J1, 5043J1, 201H, 202H, 203H, A203H, ocHameHHoe

y4eOHBIM IIJIAHOM MPE3CHTAIIMOHHON TEXHUKOW (IIPOEKTOp, JKpaH, HOYTOYK) U
NPUKIAAHBIM TIporpaMMHBIM obecniedeHueM (MicrosoftOffice),
a Tarxke aynuropuu A208H, 202A, 210H, 216H, 513A, 514A,

515A, 516A.
3. JlaGopaTopHbIe JlaGoparopuss 201H, 202H, 203H, A203H, 205A,
3aHATHS YKOMIUIEKTOBAaHHAsl  CHEIHAIM3UPOBAHHONM  MeOenblo |

TEXHUYECKUMHU cpelncTBamMu oOyueHus. PabGoume Mecra,
MOJIKIIIOUYEHBI K JIOKAIbHOM ceTu (paKynbTera, UMEIOT JOCTYIl K
riobanpHOM cetn MHTEpHET.

4. I'pynmossie Aynutopus 224
(MHIUBUIyaTbHBIE)
KOHCYJIbTAINH

5. Texkymmuii  koHTponb, | Aynutopuss  520A, 207H, 208H, 209H,212H, 214H,
MIPOMEKYTOYHAs 201A,205A,A208H, 202A, 210H, 216H, 513A, 514A, 515A,
aTTecTaIus 516A,2026J1, 2027J1, 4033J1, 4034J1, 4035J1, 4036J1, 40381,

4039J1, 5040J1, 5041J1, 5042J1, 5043J1, 5045J1, 5046J1, 201H,
202H, 203H, A203H ykoMIUIEKTOBaHHbBIE IPE3EHTALlMOHHON
TEXHUKOM (IPOEKTOp, OKpaH, HOYTOYK) W MPUKIAIHBIM
nporpammHbiM obecrieuerHreM (MicrosoftOffice ).

6. CaMocTosTenbHasS Kabuner IS CaMOCTOSTEIbHOM pa60TBI, OCHAaIIICHHBIH
pa60Ta KOMHBIOTCpHOﬁ TEXHUKON C BO3MOKHOCTHIO IIOJKIIOYEHHS K




cetu «VHTEpHET»,IPOrPaMMOM DKPAaHHOTO YBEJIWYEHUS U
00eCTeYeHHbIH T0CTYIOM B 3JEKTPOHHYIO HH(OPMAIIHOHHO-
00pa3oBaTeNIbHYIO Cpe/ly YHUBEPCUTETA.




10. Ilepeuenr HeoOX0AMMBIX HWHGPOPMANMOHHBIX CHPABOYHBIX CHCTEM H
COBpPEeMEHHBIX NMPO(ecCHOHATBHBIX 623 TaHHBIX

OOyvaromuMcst o0ecTieueH JOCTYI K COBPEMEHHBIM MTPO(eCcCHOHATBHBIM 0a3aM TaHHBIX,
npoQeCcCHOHATILHBIM CIIPABOYHBIM U IIOMCKOBBIM CHCTEMAaM:
Koncynprant [Tntoc - cripaBouHas npaBoBas cuctema http://www.consultant.ru;
basbl nannbix kommnanuu «Mcr Boroy http://dlib.eastview.com;
baza oTkpeiThIX nanHbix Pochuamonutopunra http://fedsfm.ru/opendata;
basa otkpeIThIx qanHbIX PoccTara http://www.gks.ru/opendata/dataset;
baza OTKpbITBIX JaHHBIX YmpasineHus DenepanbHONl CIayKObl TroCyAapCTBEHHOU
CTaTUCTUKH o Kpacnogapckomy Kparo 51 Pecniybnuke Anpires
http://krsdstat.gks.ru/wps/wcm/connect/rosstat_ts/krsdstat/ru/statistics/krsndStat/db/;
6. bBassl qanHBIX MUHHCTEPCTBA SIKOHOMUYECKOTO pazButus PD http://economy.gov.ru;
IMopran oTKpBITHIX JaHHBIX Poccuiickoit denepanuu https://data.gov.ru;
8. Hayunas snextponnas oudiunorexa (HOB) http://www.elibrary.ru/

agbrownNE
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http://www.elibrary.ru/
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