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1. Hesan u 3a1a4M U3yYeHHU S TUCHHUILTHHBI

1.1. Hean u 32124l AMCHUAIINHBI

Hesb TMCHUIUIMHBI, 3aJI0)KUTh METOJUYECKU TMPABWIbHBIE OCHOBBI 3HAHMH, HEOOXOH-
MbIe OYIYIIMM CIIeHAIMCTaM-TIPaKTUKaM B 00J1acTH MH(POPMAIIMOHHON 0e301acHOCTH; (hOpPMHU-
pOBaHME y CTYJICHTOB OakanaBpuaTa MpeACTaBIeHUS 00 0COOEHHOCTAX pekruMa WH(POPMAIIUOH-
HOM 0€30IacCHOCTH B CTPYKTYPHBIX MOAPa3/IeIeHHUSIX BBICOKOTEXHOJIOTHUHBIX (upMm. Kypc noin-
KEeH JaTh NPEACTaBIeHUE 00 OOBEKTHBHBIX BO3MOXHOCTSIX M (DaKTUUECKHUX pe3ysbTaTax HcC-
MOJIb30BAHUS BO3MOKHOCTEH BBICOKOTEXHOJIOTUYHOTO KOMIIBIOTEPHOTO obecreueHus: nHpopma-
[MOHHON 0€30MacCHOCTH; TOKa3aTh 00IIee U crenuduueckoe B MeXxaHu3MaxX, HHPpPaCTpyKType,
nH(popManMOHHOM obOecreueHn HEOOXOIMMOT0 YPOBHSI KOH(PUACHIIMATHHOCTH B (DYHKIIMOHH-
pPOBaHUM (UPMBI; PACKPBITH CHeM(PUYECKIEe OCOOCHHOCTH OIMACHOCTEH MCIOIB30BaHUS JIEMEH-
TOB OOJIAYHBIX TEXHOJIOTUN B JESATEIHOCTH (PUPMBI.

3agauu AUCHMILINHBI:

1.PackpsiTue coaepkaHusi HOHATUS «MHPOPMAIIMOHHAs O€30IaCHOCTh.

2. YCcBOEHHE COBPEMEHHOT0, COTJIACOBAHHOTO C ApyruMH BeTBAMU WUT kaTeropmaibHOTO
Oa3uca.

3. Onmcanue o0 CTPYKTYPHI M OTAEIBHBIX YPOBHEH KOMIUIEKCHOTO TIOJX0/1a B 00JIACTH
uHpopmarnmonHoit 6e3onacuoctu(Mb).

4 VzydeHue  MexXxaHW3Ma  B3aMMOJCHUCTBHS ~ COTPYJHHKOB  BBICOKOTEXHOJIOTMYHO-
r'0/3JE€KTPOHHOTO MPEATIPUSITHSI.

5.Paccmotpenune opranu3anmoHHO-IPaBOBBIX (opM obecrieueHuss HHGOPMAIIMOHHON 0e3-
OMACHOCTH BBICOKOTEXHOJOTUYHOT0/3JI€KTPOHHOTO OM3Heca.

6.13yuenne cnennpuku odecrieueHus: HHHOPMAIIMOHHON O€30MacHOCTH B OOJIACTH TIPO-
MBIIJICHHOH COOCTBEHHOCTH U XO3SMCTBEHHOM  JI€ATENbHOCTH  BBICOKOTEXHOJIOTHYHO-
r'0/3JIEKTPOHHOTO TPEATIPHUSTHS.

1.2. MecTo AucHMILVINHBI B CTPYKTYpe 00pa3oBaTe/bHON NPOrpaMMbl:

Jucnunnuaa umeeT mudp b1.B.06 yueOHOro miiaHa noAroToBKu 0akaiaBpoB
HanpasieHus 38.03.05 busnec-unpopmaruka, npouiab HOATOTOBKU «DJIEKTPOHHBIN OM3HEC) -
BapuaTtuBHnas yacth. Jlornuecku TUCIMIUIMHA YBs3aHa C TAKMMH OCHOBHBIMU 0a30BBIMH Kypca-
M kak «Teoperndeckue OCHOBBI MHGOPMATUKM», «MEHEIDKMEHT» U SIBIISETCS JalbHEUIINM
Pa3BUTHEM MPUKIAIHBIX aCIIEKTOB Ha3BaHHbBIX JUCIUILINH.

J51s 0CBOEHHUS AMCUUIUIMHBI CTY/ACHT JIOJIKEH 001a1aTh:

1. 6a30BBIMU BXOJIHBIMH 3HAHUSIMU B 00JIACTH:

- 0011161 PKOHOMHUYECKOU TEOPUH;

- MUKPO3KOHOMUKH;

- MAKpPO3KOHOMUKH;

2. yMEHMUSIMH B 00JIaCTH:

- OCYILIECTBIIEHUS MOUCKa HH(OPMAIIUH;

- 00pabOTKM JaHHBIX C UCIOJB30BAHUEM COOTBETCTBYIOIIUX KOMITBIOTEPHBIX IIPOrpamMMm;

- JJOTMYECKON YBSA3KHM KapTUHBI COOBITHI B YCIOBUAX HENOJIHON MH(OpMaIuu;

- CTPOUTDH aJI€KBATHBIE CUTYAI[MU BBHIBOJIbI, 3aKIIOUYEHHS Ha OCHOBE aHAJIN3a MMEIOLIUXCS
JTAaHHBIX.

1.3.Ilepevyenn mIaHUpPyeMBbIX pe3yJbTATOB 00y4eHHUs 10 JUCHUILIHHE (MOLYJII0), CO-
OTHECEHHBIX € IVIAHMPYEMbIMHU pe3yJIbTATaAMM 0CBOEeHHsI 00pa30BaTeIbHOM MPOrpaMMbl.

W3yuenne naHHOW ydyeOHOM IUCHMIUIMHBI HarpaBieHO Ha (opMupoBaHHe Yy 00ydaro-
HIMXCS CIENYIOMUX NpodeccruoHanbHbIX komnereHuii: 11K-9; TIK-11.



NoNe | Uapekc | Comepkanue KoM- | B pesynbrare m3ydeHus: ydyeOHON MUCHMIUIMHBI O0Y-
n/m KOMIIE- neTeHUnU(UIn e€ | yaromuecs JOJKHbI
TEHIUU | 4acTH) 3HATh yMeThb BJIA/IETh
1. [1K-9 Opranuzanus B3au- | OCHOBHBIE IPHH- | BUAETh U HaBBIKAMM  CaMo-
MOJIEHCTBMSA C KJIHM- | HUIBI  OpraHu3a- | hopMyJiv- CTOSITEJIBHOTO
CHTaMM W NAapTHEpa- | LMK W alro- | poBaTh Mpo- | YCBOCHUS  HOBBIX
MU B MPOLECCE pe- | pUTMBI  DYHKIH- | Gremy; 3HaHUA B o0nacTu
IIEHMs 3a/a4 YIpaB- | OHUPOBAHUA  CHU- | pujerh KO- | OOECIeYeHHus  MH-
JeHus HUHPOpMAIH- | CTEM KPETHYIO dbopMarmoHHON
OHHOH  6e30macHO- | OE30MACHOCTH B | cyryamio; | OC30MACHOCTH  BBI-
CTBIO WUT- | coBpeMEHHBIX IIPOTHO3H- COKOTEXHOJIOTNY-
UH(PACTPYKTYPHI OTepaIMOHHBIX pOBaTH 1 HOTO/ 3IEKTPOHHO-
MPEANPUSITHSL. cucreMax u 000- npexsuets; | 1O MPEANPHATHS
JI09Kax CTaBUTH IIE-
JIM Y 33/1a491
[IK-11 | Ymenue 3amuiiarh | 3aKOHOJATEIb- BrisiButh TOJIb30BATHCS
mpaBa Ha MHTEIUIEK- | CTBO, KOPPECIO- | YS3BUMOCTH | IPOrPaMMHBIMU
TyaJIbHYIO co0- | nupyromieecss € | ¢ LICJBIO | CPEACTBAMH,  pe-
CTBEHHOCTb nebUHUITUIMEI yhpexie- TA3YIOIUMU
«UHTCJUICKTyallb- | HUsA  HEra- | OCHOBHBIC
Has COOCTBEH- | TUBHBIX KpunTorpaduye-
HOCTBH/HEMAaTepua | TeHACHIUN | CKHC byHKIMY - cu-
JIbHBIE aKTUBBI U 1poiec- | CTEMBbI yOJIMYHBIX
COB KITItouei, nudpoByro
MOJIIHUC,
paszeneHue J10cTy-
na.

2.CTpyKTYypa M coiepKaHue U CUMIIIMHbI
2.1 PacnipenesieHre TPyA0EMKOCTH JUCHHUILIMHBI IO BHAaM padoT
O61mas TpyA0EMKOCTh TUCHUIUIMHBI cocTaBisgeT 3 3ad. ea. (108 vacoB), ux pacnpeneneHue no

BUJAaM paboT MpeAcTaBieHo B Tabauie(0ra cmydenmos OPO).

Bun yuebHoit paboTbl Bcero | Cemectpsi(dachl)

4acoB 4 5 6 | 7
KonTakTHas padora, B TOM 4nciIe
AyIuTOpHBIE 3aHATHS (BCEro) 52 - 52 - -
3aHsTHs JEKIMOHHOTO THIA 18 - 18 - -
JlaGopaTopHble 3aHATHS - - - - -
3aHsTHSI CEMUHAPCKOTO TUIA (CEMUHAPBI, 34 i 34 L
MPAKTUYECKHE 3aHITHSI)
HNHas koHTaKTHas padoTa 2,3 - 2,3 - | -
Kontpons camocrosrensHoil padotsl (KCP) 2 - 2 - | -
[Mpomesxyrounast arrectanus (MKP) 0,3 - 0,3 - | -
CamocrosiTesibHas padoTa (Bcero) 27 - 27 - -
B ToM uucne:
ITpopaboTka yd4eOHOTrO(TeOPETHIECKOT0) MaTepHralia 10 - 10 - -
BrinonHenne MHAMBUYaIbHBIX 3aJaHUN (TIOATOTOBKA 10 i 10 - -
CO00IIeHUH, Mpe3eHTalni)




KypcoBas pabora - - -
Bua npomexyTo4HOM aTTecTaluu 9K3a- 9K3a-
MEH MEH
ITonroroBka K TeKyIeMmy KOHTPOJIO 7 - -
KonTpoan
[ToaroToBka K sK3aMeHy 26,7 26,7 | - -
Yac 108 108 - |-
OGwas TPYI0EMKOCTE B TOM 4HCJIe KOHTAKT- 54.3 54.3 ]
Hasi padora
3au. e11. (3E) 3 - -

2.2 CTpyKTypa AUCUMILIUHBI:

Pacnipenenenue BuioB yueOHOM pabOThI U UX TPYIOEMKOCTH O pasjienaM AUCHUIUIMHBL. Pazne-
J6I(TE€MBbI) TUCHIMIUIUHBI, H3y4aeMbl€ B 5 CEMECTpe

Ne HaumenoBanue pa3nena KomnnuectBo yacos
Bcero AynautopHas pabora Cp
J 113 JIP
Beenenue. [Ipenmer u 3a1aun un-
1. - 8 2 2 - 4
(hopmarmoHHOH 0€30MacCHOCTH
5 KOHuenqu{ 0€30MacCHOCTH B KOM- 5 5 9 i 4
MBIOTEPHON apXUTEKType
3 ApxuTeKTypa HHPOPMALMOHHOM 12 5 6 i 4
0€30MacHOCTH
4. KonTtpons nocrymna 13 4 6 - 3
S. Moienu KOHTPOJIsl JOCTYIIa 12 2 6 - 4
6. YTrpo3bl U ySI3BUMOCTH 14 4 6 - 4
7 OCHOBBI KpUNTOTpaPUUECKON 3a- 12 2 5 i 4
IIUTH HTHPOPMAITUU
Hroro 18 34 - 27

[Tpumeuanue: JI — nexkunu, [13 — npaktudeckue 3aHstus/cemMunapsl, JIP — maboparopHsie 3aHs-
tusi, CP —camocrosTenpHas paboTa CTyAEHTA.

2.3.Coneprxxanue pa3jiesioB (TeM) IMCUUILIHHBI
2.3.1.3aHATHHA JIEKIMOHHOTO THIIA

Ne
pa3 Haumenosanue Dopma TeKyiero
Coneprxanue pasjiena
ne- pasnena (Tembl) KOHTPOJIA
na
1 2 3
1. Beenenue. [Ipeamer u  [HarmmonanbHast 6€30MacHOCTh B COBPEMEHHBIX P, koHTpOINIBHBIE

3aJa4M aKageMHIeCcKOM
muctumuHel «H)Op-
MalMoHHas Oe3orac-
HOCTBY.

0€30IaCHOCTH.

ycnoBusx. Poib u MecTo 6€30MacHOCTH B KH3HEIE-
ATEJIHOCTHU YesoBeKa 1 obmiectBa. O06memeTono-
JIOTHYECKHe MPUHIUIBI o0ecrieueHus: nHpopMalu-
OHHOI1 6e3omacHocTH. [Ipeamer HHPOPMALIMOHHOM

BOIPOCHI

Wudopmannonnas chepa
Kak 0071acTh IPOTHBO-  [THBOOOPCTBA

1. OGmue ocHOBHI TeOpUH UH(OPMAIIMOHHOTO TTPO-

P, koHTpOJIBHBIE
BOITPOCHI




6opctBa B XXI B.

2. Undopmanmonnas Borina. UHpopmannonHbie
orepanuu

P P, xoHTpOIIB-
HBIC BOITPOCHI

3. MadpopManimoHHOE OpYKHE - OOIINE MOTOKEHHUS

P

WNudopmannonnas 6e3-
OIaCHOCTh MH(pOPMAITH-
onnbix cuctem(Mb 1C).

1. Bugsl u xnaccudukanus yrpo3 nHGOpMauoH-
HBIM CHCTEMaM

P

2. Metoapl u cpencTBa obecniedeHus: HHGOpMaIu-
OHHOI 0€3011aCHOCTH.

P, koHTpOJIbHBIE
BOIIPOCHI

3. Yrpo3bl KOH(PUIEHITUAITBHOCTH, LEIOCTHOCTU U
JIOCTYITHOCTHU

3, P, KOHTpOJIb-
HBIE BOIPOCHI

O6mume mpobsieMsl 6€3-
oIacHOCTHU. Pojb u Me-
CTO HH(OPMALMOHHON

0e30I1acHOCTH.

1. HantnonanwsHbIe HHTEPECHI U Oe3011acHOCTh Poc-

P, KoHTpOJIbHBIE

CHH. BOIIPOCHI
2.adopManimioHHOE TPEBOCXOICTBO B OOBIYHBIX M P, KOHTPOJIBHBIE
WH(OPMAIIMOHHBIX BOWHAX. BOIIPOCHI
3.IIpuHuMIBI, OCHOBHBIC 33/1a4l ¥ QyHKIIUU 0Oec- |P

neuyeHusi “HHOPMAIIMOHHON 0€30MacHOCTH.

4.DyHKUMY TOCYJapCTBEHHON CHCTEMBI 110 00ecte-

P, xoHTpOJIBHEIE

YEHUI0 HHPOPMALMOHHOM O€30MTaCHOCTH BOIIPOCHI
3amumra uapopmanuu B |1.Ilpeamer u 06beKThl 3aUTHl HH(pOPMALMU B aB- P, KOHTPOJIbHBIE
aBTOMATHU3MPOBAHHBIX  |TOMAaTU3MPOBAHHBIX cCHUCTEMaX 0OpaOOTKU JaHHBIX |BOIPOCHI
cUCTeMax (ACOJ).

2.I1puunHbI HapyIIEHUS LEIOCTHOCTH HHpopMaIyu |P, KOHTpoIbHBIE

(ITHIIN). Kanansl HECAaHKIIMOHUPOBAHHOTO TIOJIY-  [BOIIPOCHI

yenust unopmanuu B ACOJI (KHIIN).

3.@yHKIMY U 3371a49u 3amuThl HHGopMaruu. Meto- (P, KOHTpoJIbHBIE

JIbl ¥ CUCTEMBI 3alUThl HHPOPMAIIH. BOIPOCHI
Kpunrorpaduueckue 1.®yHKIUY, BBITOJIHAEMbIE KPUIITOJIOTUYECKUM €]

METO/IbI 3aIUThI UH- IPOTOKOJIOM.
dbopmarn 2.DnekrponHas nudpoBas MOANKMCH KaK rapaHTHpo- |P

BaHHOE MMOATBEPXKACHUE MOITMHHOCTH HH(OpMa-
UM, COJIEPKALIEHCS B KOHKPETHOM 3JIEKTPOHHOM
JIOKYMEHTE

3.Kpunrorpadpuyeckue crangaptsl DES u TOCT
28147—389. [Ipobnembl peanu3anuu METO10B KpUIl-
torpaguueckoit 3anmutsl B ACO/I.

P P, xoHTpOIIB-
HBIE BOIIPOCHI

3amura uHGOpMaLUU B
MEPCOHANBHBIX KOMIIbIO-
Tepax

1.0cob6eHHOCTH 3aMThl HH(POPMAIUU B IIEPCO- P
HaJgpbHBIX DOBM
2.3amura ITIK oT HecaHKIIMOHUPOBAaHHOTO focTyna. |P

®dusnyeckas 3amura [1K u HocuTenei nndopmanun

3.3ammTa 1K 0T Bpe1oHOCHBIX 3aKiaioK (pa3py-
IIAIOLIUX TPOTPAMMHBIX CPEJICTB).
Knaccudukanus 3axkiajok 1 Ux o0Iye XxapakTepu-
CTHKH

P, koHTpOINIBHBIE
BOIIPOCHI

KommnsrorepHbie BUPYCHI
U aHTUBHUPYCHBIE IIPO-
IrpaMMBbl

1.Yrpo3bl u ya3BUMOCTH 0€30mMacHOCTH UH(pOopMa-

P, koHTpOINIBHBIE

uu B MC. BOIIPOCHI
2.3ammTa IporpaMm OT HECAaHKIIMOHUPOBAHHOTO  |P, KOHTpOJIBHBIE
KOIHUPOBAHUS BOIIPOCHI
3.AntuBupycnas nporpamma DRWEB. P, koHTpOJIBHBIE
Kaspersky Anti-Virus 2016. BOIPOCHI

[Tpo6eMbI 3a1TUTHI UH-

1.Henn, pynkunu u 3agauun 3auThl HHGOPMAIUH B

P, KOHTpOJIBHBIE




dhopmaruu B ceTsax
OBM.

cersax OBM.

BOTIPOCHI

2.ApXUTEKTYpa MEXaHMU3MOB 3aLIUTHI HH(OPMAIHU
B ceTsix OBM

P, koHTpOJIBHBIE
BOIIPOCHI

3.MeskceTeBble SKpaHbl — OpaHaMay3pb
(FireWall).IIpokcu (Proxy) cepBepbl

P, koHTpOINIBHBIE
BOIIPOCHI

10

TexHuuecKue cpeacTra u
KOMILIEKCHOE oDecrieye-

HHE 0€30I1aCHOCTH

1. KoMIuIeKCHBIN MOAX0/I K 00eCcIIeYeHNI0 Oe30mac-
HOCTH

2.buomeTpudeckue CUCTEMbI UICHTU(PUKAITUN

P, KoHTpOJIbHBIE
BOIIPOCHI
P, koHTpOJIbHBIE
BOIIPOCHI

3.0xpannbie cuctembl MMKKOM

P,O

2.3.2 [IpakTnyecKkue 3aHATHS

Haumenosanue
pazzena (Tem)

TeMarnka npakTUYECKUX 3aHITUH
(cemuHapoB)

®dopma TeKylIle-
ro
KOHTPOJISI

2

3

4

HNnpopmanronnas 0e3-
OIIaCHOCTH: BBEJICHUE B

KypC

[enu, akTyanbHOCTh U OOIIEE COAEPIKaHUE Kypca
oOyuyeHMs. AKTYalbHOCTb IpPOOJEMBl 3aIIUTHI
uHpopmannu. OCHOBHBIE MOHSTHS, TEPMUHBI U
onpenenenus. Kareropuu nnpopmanuu

P, Tect

ITpaBoBbIE OCHOBBI 0O€C-
NICYCHHUS 3AIIUTHI NH-
dbopmariuu.

['ocynapcTBeHHas cuctema 3aluThl HHPOPMAaIUH.
HopMaTuBHBIE aKThl IPaBOBOT0O PEryJIUPOBAHUS
BOMIPOCOB MH(OpMATH3AIMH U 3aIIUTH HH(pOpMa-
uuu B Poccun. CtpykTypa, 3a1aui 1 OCHOBHBIE
¢yHkuu ['ocyaapcTBEHHOM CUCTEMBI 3aLUTHI
uHpopmauuu. Jlunensuposanue. Cepruduxanns
CPEJ/ICTB 3alIUThl. ATTecTalust 00HEKTOB HHPOP-
MaTH3aLUu.

P, Tect

TexHnuyeckue KaHaIbl
yTeuku uH(OpMaLuu

Knaccugukanys TeXHUYECKUX KaHAJIOB YTEUKU
uHpOpMaLnH.

Kanans! yreuku peueBoit unpopmaruu. [Ipume-
PBI, MEXaHU3MBI peaIn3aluu. Y TeUKa PeUeBOu
uHpopmanuu o nposogam [IDMUH. [Tpumepsr,
MEXaHU3MbI peann3aluuu. BeisiBieHrne TexHuye-
CKHX KaHaJIOB yTeuku nHpopManuu. Meroas! 1
CpEIICTBA BBISIBICHUS KaHATIOB YTEUKH HHPOpMa-
ruu. Kiaccudukanus anmnapatypbl BhISBICHUS
KaHaJIoB yTeukd. [IpyHIMIBI GYHKIIMOHUPOBAHUS
¥ 0COOCHHOCTH IKCIUTyaTally anmnaparypsl. Jle-
MOHCTpAIMs BO3MOKHOCTEN. PexoMeHmamu mno
BbIOOPY U IPUMEHEHHUIO.

P, Tect

OcHoBbI HH(OPMALINOH-
HOU 0€30macHOCTH 00b-
€KTOB 00pabOTKH UH-

dopmanuu

WNudpopmanins kak 0ObEKT 3aIUTHI.
ABTOMAaTU3UPOBAHHBIE CUCTEMBI 00OpAOOTKH MH-
dbopmaruu kak 00bekThI 3amuThl. CTpykTypa AC,
XapaKTEPUCTHKHU CPEACTB aBTOMAaTU3alluH, Xapak-
TEPUCTUKHN UH(POpMaIMOHHBIX pecypcoB AC, Ka-
TEropuu 3alluIIaeMoi HHPOpMaLny, Kiaccudu-

kamusg AC.

P, Tect




YTpo3bl 6e30nacHOCTH KOH(GUISHITUATFHON HH-
dbopmanuu, eI U Coco0bl pean3aluu yrpos.

OcHOBBI OpraHu3anuu 1
obecriedueHus paboT 1Mo
TEXHUYECKOH 3aIlUTe
uHpopmanuu

Llenu, 3a1aun 3aMThl HH(GOPMAIIMHU, CTIOCOOBI U
CPEeIICTBA X peallu3alllH.

Knaccugukanus cioco60B U cpesicTB 3aIUThI
uHpopmanuu.

OcHOBHBIE MEXaHU3MBI 3aIIUTHI HH(POPMALIHH.
CTpyKTypa U NPUHIMIIBI TOCTPOSHUSI CUCTEMBbI
TEXHUYECKOH 3aIUTHl HHPOPMAIIUH PEATPUs-
tus. OpraHuzanus moapasaeneHuit (cimyx0) odec-
nevYeHust UHOOPMAIIMOHHON O€30MaCHOCTH, UX
(GYHKIMH U 32/1a4U.

OmnpeneneHue nepeyHs CBEACHUN KOH(HIeHIH-
aIbHOT0 XapaKTepa, MOAJEKAIUX 3allIUTe.
OrneHka OMacHOCTH Yrpo3 MPH MPUMEHEHHH CO-
BPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTUH. Pa3-
paboTka KOHIENIUH (MTOJTUTHKH) HHPOPMAITHOH-
HOM 0€30MacHOCTH MPEANPUATHSI.
[InanupoBaHue padboT Mo 3auUTe UHPOPMALIUHU.
Oo6ocHoBaHMEe TpeOOBAHUHN K CHCTEME 3aLUThI
MH(pOpMaLIUH.

Knaccudukanmst 00beKTOB HH()OPMATU3ALKH 110
TpeOoBaHUsAM 0€30IaCHOCTH MHPOPMALIUH.
[TpoexkTupoBanue, CO3AaHUE U IKCIUTyaTallus CU
cTeMbl 3auThl HHPopManuu. OCHOBHBIE TpeOo-
BaHUs U peajn3anus pyKOBOIAIINX JOKYMEHTOB
110 TEXHUYECKOH 3anuTe KOHPUICHINATBHOMI
uHpopmanuu.

P, Tect

TunoBsle cpeacTBa 3a-
IUTHI UHQOpMAIIUU U
0COOEHHOCTH X IKCILTY-
ataru. OCHOBHBIE Me-
TOJIBI U CPE/ICTBA 3alllU-
Thl UH(OpPMALIUU OT
YTEUKH 110 TEXHUYECKUM
KaHasiaM. TpeOoBaHUs K
IPUMEHSEMBIM Cpe/l-
CTBaM 3alIUThl HHOP-
Maluu

Knaccugukarus cpencTs 3aminThl HHPOpMALUU
0 BHJ1aM 00BEKTOB 00pabaThIBAIOIINX KOHPH-
JICHIIMaIbHYI0 HH(OpMAIHIO (KaHaNbI CBA3H, IO-
METIEHUS [T BeJCHNS KOH(HICHIINATBHBIX TIe-
PEroBOpOB, ABTOMATU3UPOBAHHBIE CUCTEMBI U
T.J.).

CpencTBa 3amuThl HHPOPMAIIUN OT YTEUKH 110
TEXHUYECKUM KaHaJlaM. XapaKTePUCTUKU CPEICTB
3allUThl, HA3HAUEHUE, peanu3yemble QyHKINH,
coctaB. CrucreMbl BHOPOAKYCTHYECKOTO 3alllyM-
nenus. Haznauenue, 0630p Mozenei, TexHu4e-
CKHE XapaKTePUCTUKH, OCOOCHHOCTH IPUMEHE-
Hus. PekoMeHanmm no ycraHoBke (HacTpoiike) u
DKCIUTyaTaIu. PekoMeHaanuu mo BeIoopy.
Cpeactsa 3amuTsl oT yreuku no IIDMHWH.
Haznauenue, 0030p Mojeneit, TeXHUYECKHE Xa-
PaKTEepUCTUKH, 0OCOOEHHOCTH MpUMeHeHus. Peko-
MEH/IAIIMHU 110 YCTaHOBKE (HACTPOMKE) U IKCILTya-
Tanuu. Pexomenganuu no BeIOoOpy.

CpencTBa 3amuThl C1a00TOYHBIX TMHWN. HazHa-

P, Tect




yeHue, 0030p MoJienel, TEXHUYECKHE XapaKTepu-
CTHKH, 0COOEHHOCTH NprUMeHeHus. Pekomenaa-
I[UU 10 YCTaHOBKE (HACTPOMKE) U HKCILTyaTallHH.
PexoMennanmu mmo BeIOODY.

CpenctBa 3amuThl cety nutanus. Haznauenue,
0030p MoJeIel, TEXHUYECKUE XapaKTEPUCTUKH,
0COOCHHOCTH MPUMEHEHUS. Y CTPONCTBA 3alUThI
tenedoHHbIX uHUI. Haznauenue, 0630p Moe-
Jeil, TEXHUYECKHUEe XapaKTePUCTUKH, OCOOCHHOCTH
npUMeHEeHHs. PeKOMEHIaluu 10 YCTaHOBKE
(HacTpolike) U 3KCIuTyaTauuu. PekoMenganuu mo
BBIOODY.

CpenctBa 3alUThl aBBTOMAaTH3UPOBAHHBIX CUCTEM.
[ITaTHbIE CPEACTBA 3ALIUTHI ONIEPAIIMOHHBIX CH-
creMm (aa nmpumepe Windows, Unix u mp.).
HacTtpoiika onepalioHHbBIX CUCTEM, XapaKTepu-
ctuka ysa3BuMbix MecT OC. llltatHbie cpencTBa
3auThl CYBJI. O630p Bo3moxkHOCTEN. CpencrBa
samuThl uHGopmaruu ot HCJI. Pekomenaamuu mo
BBIOODY.

MesxceTeBble SKpaHbI - KaK CPEICTBA 3aIUThI UH-
dbopmanuy Ipu MEKCETEBOM B3aHMOACHCTBHH.
Ux xapakTepucTtuka. JleMoHcTpaius BO3MOKHO-
cred. MexaHu3MBbl I CO3[1aHUsl BUPTYaJIbHBIX
yacTHbIX ceTelt (VPN). MeTonbl opranu3anuu
VPN. OcHOBHbBIE BO3MOKHOCTH U XapaKTE€PUCTU-
k. O030p OTEYECTBEHHBIX U 3apyOEKHBIX aHTHU-
BUPYCHBIX TPOAYKTOB. OCHOBHBIE XapaKTEPUCTH
KU U MeXaHU3Mbl QyHKIIMOHUpoBaHus. OcobeH-
HOCTH MPUMEHEHUS Pa3IMYHBIX aHTHBHPYCHBIX
cpeacTB. PekoMenaanuu no BbIOOPY aHTUBUPYC-
HBIX MTPOJYKTOB.

CpenctBa KOHTpPOJIA 3a-
MIAMIEHHOCTH ABTOMATH-
3UPOBAaHHBIX CUCTEM

MeToabpl KOHTPOIIS 3aIIUIIEHHOCTH aBTOMAaTU3H-
POBAHHOM CUCTEMBI.

00630p CpeacTB KOHTPOJIS.

HNHcTpyMeHTalIbHBIE CPEICTBA I TPOBEIECHUS
KOHTPOJIs 3 (HEKTUBHOCTH HACTPOMKH CUCTEM
3auThl oT HCJ] aBTOMaTH31pOBaHHON CUCTEMBI.
[Tpumeps! pyHKIIMOHUPOBAHMS, TPUHIHUIIBI U
0COOEHHOCTH PabOTHI.

Ckanepsl Oe3onacHocTu. VX Ha3HaveHue.
[Tpunuuns! padotel. [Ipumeps! ckanepos. Cpen-
cTBa oOHapyxeHus arak. X HazHaueHue.
[TpuHIMIIBI pabOTHI.

[Tpumepsl cpeicTB OOHAPYKEHHUS aTaK.

P, Tect

CpencTBa OIIEHKH 3a-
HIUIIEHHOCTU UH(pOpMa-
UM 110 TEXHUYECKUM
KaHaJjam

MeTo/1b1 OIIeHKH 3alUIIEHHOCTH HH(POPMAIIUU OT
YTEUKH 110 TEXHHYECKIM KaHaIaM.

O0630p cpelICTB KOHTPOJIS 3aUIEHHOCTH.
ArnmapaTypa KOHTPOJIS 3aIIUIIEHHOCTH TTIOMeTIe-

P, Tect




HUS 110 aKYCTHUECKUM U BUOPOAKyCTHYECKUM Ka-
HaJIaM.

Arnmaparypa KOHTPOJIS 3aIIUIIEHHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM OT YTEUKH IO KaHaIam
I[ITOMUH.

2.3.3 JlabopaTopHble 3aHATHS

JIaGopaTopHbIe 3aHATHS HE TPEAYCMOTPEHBI YUCOHBIM IIJIAHOM.

2.3.4 IlpumepHasi TeMaTHKA KypPCOBbIX padoT
KypcoBbie paboTsl HE TPETyCMOTPEHBI YU€OHBIM IIIAHOM.

2.4 TlepeyeHb y4eOHO-METOIUYECKOr0 o0ecneyeHHs 1JIf CaMOCTOSITEIbHOI padoThI
00y4YaKIIUXCS 10 JUCHHUILINHE (MOYJII0)

Hepequb yqe6H0-MeToz[quc1<oro obecnieueHus JUCHUITIIMHBI

[TpopaboTka 1 moBTOpE-
HUE JIGKIMOHHOTO MaTe-
puana, marepuaia
y4eOHOW U HAYYHOU JIH-
TepaTyphl, MOATOTOBKA K
MPaKTUYECKUM 3aHSTHU-
sIM, TIOJTOTOBKA pedepa-
TOB (TIpe3eHTAIHH ).

Ne Bun CP I10 BBIITOJIHEHUIO CAMOCTOSITEIIbHON pabOThI
1 2 3
1 Mertoanueckue yka3zaHHsl JUls IOJATOTOBKU 3cce, pedepaTos,

KypcoBbIX pabot (YT1BepxaeHbl Ha 3aceanuu CoBeTa 3KOHO-

muueckoro ¢akyinprera PI'BOY BO «KyOoI'Y». IIporokon Ne

8 ot 29 ntons 2017 r.)
http://docspace.kubsu.ru/docspace/handle/1/1120

MeTOL[I/I‘leCKI/Ie YKazaHusa U1 MOATOTOBKH K 3aHATUSAM JICK-
IIMOHHOI'O 1 CeMI/IHapCKOFO THUIIA

(Y1Bepxknensl Ha 3aceqaHuu CoBeTa SKOHOMHYECKOTO (a-
kynereta OI'BOY BO «KyOI'Y». Ilporokon Ne 8 or
29 urons 2017 r.)
http://docspace.kubsu.ru/docspace/handle/1/1119

Mertoandeckne yKa3aHHs IO BBIITOJHEHHIO CaMOCTOSTENb-
HOMW paboThl 00yUaAIOIIHUXCS

(Y1Bepxnensl Ha 3acenaHuu CoBeTa SKOHOMHMYECKOTO (ha-
kynereta OI'BOY BO «Ky6I'V». IIporokonr Ne 8 or
29 urons 2017 r.)
http://docspace.kubsu.ru/docspace/handle/1/1126

Y4eOHO-MeTOInYeCKHe MaTeprabl Il CaMOCTOSITENbHON paboThl 00YYarOIIUXCsl U3 YHC-
Jla UHBAJIMJOB U JIUIl C OTPaHUYEHHBIMU BO3MOXKHOCTAMHU 3710poBbs (OB3) mpenocrasisiorcs B
dopmax, afanTHPOBAHHBIX K OTPAHUYECHUSM HX 370POBbS M BOCIPUATHS HH(POPMALIHU:
JUig U1 ¢ HapyIIEHUSIMU 3pEHUS:
— B [1€4aTHOW (hopMe yBEIUYEHHBIM HIPUPTOM,
— B (hopMe 3IIEKTPOHHOI O TIOKYMEHTA,
JUia nu1 ¢ HapyLIEHUsIMH CiIyXa:

— B TIeYaTHOM opme,

— B (hopMe 2IIEKTPOHHOTO TOKYMEHTA.
Jljis U1 ¢ HapyIIeHUSIMU OTIOPHO-JBUTATEIBLHOTO amnmapara:

— B I1e4aTHoi (opme,

— B (popMe dJIEKTPOHHOTO IOKYMEHTA,
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JlaHHBIN MepedeHb MOXKET OBbITh KOHKPETU3UPOBAH B 3aBUCUMOCTU OT KOHTUHIE€HTa 00Y-
Yarouuxcsl.

3. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

B nponecce nzyueHust AUCUMILTUHBI JIGKIIMU, TPAKTUYECKUE 3aHATHS, KOHCYJIbTAIIUH SIB-
JSIOTCS BeAymuMu (hopMaMu OOy4YeHHS B paMKax JICKIIMOHHO-CEMHHAPCKON 00pa3oBaTeIbHOM
TEXHOJIOTHH.

Jlexuuu n3nararoTcs B BUJIE IPE3EHTALMM C UCIIOJIb30BAaHUEM MYJIBTUMEIUNHON amnmapa-
Typsl. JlaHHBIE MaTepuabl B 2JIEKTPOHHOI opMe MepeaaroTcs CTyIeHTaM.

OCHOBHOMW LIENBI0O MPAKTUYECKUX 3AHATUN SABISETCA pa3zdop MPaKTHUYECKUX CHUTYaLUH.
JlononHUTEHHON 1ENIbI0 MPAKTUYECKUX 3aHATUN SBJISETCS KOHTPOJIb YCBOCHUS MPOUIECHHOIO
MaTtepuana. Ha mpakTHUeCcKUX 3aHATHSIX TAKKE OCYLIECTBIISIETCS IPOBEPKA BBIIIOJIHEHUS 3a/1a-
HUU.

IIpu mpoBeneHUN NPAKTHUYECKUX 3aHATHI YYaCTHUKHM TOTOBST M INPEACTABIAIOT (C HC-
nmoJsib30BaHrueM mporpammbl Power Point) HeGombIme cooOmieHus mo Hanbosiee BaKHBIM TEOpe-
TUYECKUM aCIEKTaM TEKYILEeH TEMbI, OTBEUAIOT Ha BOIIPOCHI IIPENOAABATEN U IPYIUX ClIylaTe-
neil. B uncio BugoB paboThI, BHIIOIHSAEMOM CIyIIATENIMUA CAMOCTOSITENIBHO, BXOAT: 1) MOUCK U
U3YYEHHUE JINTEPATyphl 10 pacCMaTPUBAEMOI TeMe; 2) MOUCK U aHaJIU3 Hay4HbIX CTaTei, MOHO-
rpaduii mo paccmarpuBaeMoii Teme; 3) MOArOoTOBKa pedepaTuBHBIX 0030pOB; 4) MOATOTOBKA
Ipe3eHTaLUH.

NuTepakTrBHBIE 00pa3oBaTelbHbIE TEXHOJIOTUH, UCIOIb3YEMbIE B ayIUTOPHBIX 3aHSITH-
SX: TIPH peaTu3alyy Pa3INYHBIX BHJOB y4eOHOU paOOThI (JIEKIUH M MPAKTHUYECKUX 3aHSTHIA)
UCIIONIB3YIOTCS ClIeAyIolIne o0pa3oBaTebHble TEXHOJOTHH: JUCKYCCHU, MPE3eHTaluu, KoHpe-
peHuuu. B coderaHun ¢ BHeayqUTOpPHOW pabOTONM OHM CO3JAIOT JIONOJHHUTENIbHBIE YCIIOBUS
dbopMUpOBaHUA U PA3BUTHS TPeOYEMBIX KOMIETCHIIMNA OOYydYarolUXCsi, MOCKOJIBKY MO3BOJSIOT
00ecreynTh aKTHBHOE B3aWMOJICHCTBHE BCEX YYaCTHHUKOB. JTH METOJBI CIIOCOOCTBYIOT JIM4-
HOCTHO-OPHUEHTUPOBAHHOMY IMOAXO/Y.

JUis MHBAJIUJIOB U JIUIl C OPaHUYEHHBIMU BO3MOXKHOCTSIMHU 3JI0pPOBbsl YCTaHABIIMBAETCS
0COOBIN MOPSIIOK OCBOCHUS YKa3aHHOW IUCHUIUIUHBEL. B 00pa3oBarenbHOM IpoIecce UCIOIb3Y-
I0TCS COIIMAJIbHO-aKTUBHBIE U Pe(IIEKCUBHBIE METOJIbI 00yUeHHs (poJieBas Urpa), TEXHOJIOTUU
COLMOKYJIbTYPHOU peaOMIMTAIMM C LIEIbI0 OKAa3aHUs MOMOIIM B YCTaHOBJIEHUH MOJHOLIEHHBIX
MEXJIMYHOCTHBIX OTHOLIEHUM C JPYTMMHU CTYAEHTaMH, CO3JaHUH KOM(OPTHOTO MCUXOJIOrHYe-
CKOT'0 KJIUMaTa B CTy/AE€HYECKOH rpymrne. Brieo3HaueHHble 00pa30BaTeIbHbIE TEXHOJIOTHH Ja-
10T Haubonee 3Q(HEeKTUBHBIE PE3YIbTAThl OCBOCHUS JIUCUUIUIMHBI C MMO3UIUHN aKTyalu3aluu Co-
JIepKaHUsl TEMbl 3aHATHS, BBIPAOOTKM MPOAYKTUBHOI'O MBIIUIEHUS, TEPMUHOJIOTMYECKOM Tpa-
MOTHOCTH U KOMIIETEHTHOCTH O0y4aeMOro B acIEKTE COLIMaJbHO-HAIIPaBJIEHHOHN Mo3uuuu Oy-
JYIIETo CHelHanucTa, 1 MOTHBAllMM K MHULIMATUBHOMY M TBOPYECKOMY OCBOEHHIO Y4e€OHOro
MaTepuaia.

4. OueHo4YHbIe CpeAcTBA JJIsl TeKYLIero KOHTPOJIsl yCIieBaeMOCTH U MPOMeKYTOYHOI
aTTrecTanuu

4.1 ®oHj OLEHOYHBIX CPEeICTB ISl MPOBeAeHHUA TeKyLel aTTecTalun

OneHouHble cpeAcTBa AJIs MHBAJINJOB U JIMI] C OTPAHUYEHHBIMUA BO3MOKHOCTSIMHU 370PO-
Bbsl BBIOMPAIOTCS C YIETOM UX UHIUBUAYAIbHBIX ICUXO(PU3NUIECKUX OCOOCHHOCTEH.

— MIpU HEOOXOIUMOCTH MHBAIUIAM U JIHMIIaM C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3]10pPO-
Bb [IPEIOCTABIISAETCS JOMOJIHUTEIHLHOE BPEMs JIJIsl IOJrOTOBKM OTBETA HA 3K3aMEHE;

— IIpU MPOBEJICHUH TPOLEIYPHI OLIEHUBAHUS PE3yIbTATOB 00YyUEHHsI MHBAJIUIOB U JIUIL C
OTpaHUYEHHBIMU BO3MOXHOCTSIMHU 3/10POBbs MPEAYCMATPUBAETCS HUCIIOJIb30BAHUE TEXHUYECKUX
CpeACTB, HEOOXOIMMBIX UM B CBSI3U C UX WHAWBUIYAIbHBIMA OCOOEHHOCTSAMU;
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— TIpY HEOOXOAUMOCTH JIJIsl O0YJArOIIUXCSI ¢ OTPAHUYCHHBIMUA BO3MOKHOCTSIMH 370POBBS
¥ WHBAJIMJOB MPOLEAypa OICHUBAHUS PE3YJIbTATOB OOYYCHHS MO JUCIUIUIMHE MOXET MPOBO-
JUTHCS B HECKOJIBKO ITAIIOB.

[Ipouenypa oleHUBaHUs Pe3yIbTATOB OOYYCHUS WHBAIUAOB U JIUI[ C OTPAHUYCHHBIMH
BO3MOXKHOCTSIMH 37I0POBbSI 110 TUCIHIUIHHE (MOJYJI0) TPEAyCMATPUBACT MPEAOCTABICHHE HH-
dbopmaruu B popmax, aanTUPOBAHHBIX K OTPAHUYCHUSIM UX 3JI0POBbSI I BOCIIPUATHS UHPOpMa-
UH:

Jis 11 ¢ HapYIICHUSIMH 3PEHUS:

— B Ie4aTHOW (hopMe YBEIMYCHHBIM HIPUPTOM,

— B (hopMe 2IEKTPOHHOTO TOKYMEHTA.

JUJ1st T ¢ HApYIISHHUSIMH CITyXa!

— B mieyaTHoM opme,

— B (hpopMe 3IIEKTPOHHOTO IOKYMEHTA.

Jist 11 ¢ HapyIICHUSIMHA OTIOPHO-JIBUTATEIILHOTO ammapara:

— B IIeYaTHOM ¢opme,

— B (hopMe 2IIEKTPOHHOTO TOKYMEHTA.

JlaHHBII TTIEpeYCHbh MOXKET ObITh KOHKPETHU3UPOBAH B 3aBUCUMOCTH OT KOHTHHIEHTa 00Y-
YAFOIIUXCA.

Ipumepnbie Tembl pedepaton (npesentanmii) (IK-9; IK-11)
1. bezomnacHocTh MUHPOPMALIMOHHBIX TEXHOJIOTUN
2. be3zonacHoCTh HH(GOPMALMOHHBIX TEXHOJIOTHA U paccie0BaHHe KOMITBIOTEPHBIX UHIIH-
JICHTOB

3. beszomacHocTh HH)OPMAIIMOHHBIX TEXHOJIOTHH U CeTei

4. be3zonacHOCTh HH()OPMAIIMOHHBIX TEXHOJIOTHI Ha OCHOBE OIIEPALIMOHHBIX CHCTEM
Windows

5. be3omacHOCTh KOMIBIOTEPHBIX CETEM

6. besomacHocTh ceteii Ha 6a3e Linux (Unix)

7. 3ammra uHbopManuu

8. Tom 10 yrpo3 nnpopmMaoHHOMH 0€30MacHOCTH Ha MPEIIPUATHH

9. Heo6xoauMocTh 3aIUThl HHPOPMALIUU

10. OcHoBHBIE 3aKOHOAATEIbHBIE 1 HOPMATUBHBIE aKThl PETYIHPYIOININE BOPOCHI Oe301ac-
HOCTHU B cepe npodeccrnoHaIbHOMN 1eITeTbHOCTH

11. UndopmannonHas 6€300acHOCTb U MEUa-KyJIbTypa

12. TexHOJOTHH U CPECTBA OOECTIeUeHUsI KOMIIBIOTEPHON O€30MacCHOCTH

13. Cucrema HarmoHanbHOM 6e3omacHocTH Poccutickoit deneparnn

14. Yrpo3a nocTUHAYCTPUATHEHOTO MUPA

15. Cocrasmstoniye nHGpOpMaIMOHHONH O€30MacHOCTH

16. MuaukaTUBHAS CHCTEMA SKOHOMUYECKOM 0€30I1aCHOCTH

17. OcHoBBI HH(OPMALIMOHHON OE30MMACHOCTH

18. CoBpemMeHHBIC METOIOJIOTUN OIICHKH PUCKOB WH(OPMAITMOHHON 0€3011acHOCTH

19. 3amuTa MHTEIUICKTYaIbHOU COOCTBEHHOCTH

20. CriocoObI KOTUPOBAHMS U IEKOANPOBAHMS HH(OpMAIHN

21. OCcHOBBI 3aIIUTHI HHOOPMAIIHH B TEJICKOMMYHHKAITMOHHBIX CHCTEMaX

22. NndpopmanronHas 6€30MacHOCTb MPEIITPUSTHSI

23. Dkoaoruueckast 0€301acHOCTh 1 OCOOEHHOCTh €€ 00eceueHust

24. Vicroprst BOSHUKHOBEHHUS CUCTEM KOMITBIOTEPHOW MaTeMaTHKH U €€ BO3MOXHOCTH B
Hauie Bpems ¥ B 1960 rr.
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26.

27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,

46.
47.

48.
49.
50.
51.
52.
53.
54.
55.

56.
57.
58.

59.
60.
61.

62.
63.
64.

. LleHHOCTH, HOPMBI U IIPaBWJIa B HAYYHOU cpeze. HpaBCcTBEHHAs OTBETCTBEHHOCTh Y4EHO-
ro.

VcTouHnky Hay4HOH MH(pOpMAIMK, TIOUCK €€ IO TeMe UCCIeT0BaHms, 00padoTka
HalJICHHBIX PE3YJIbTaTOB

Bunast u popmel npencraBieHus: nHGOpMaIHH

WNudopmannonnas 6€30macHOCTb

Co3aHne KOMIIJIEKCHON CUCTEMBI 3allUThl HH(MOPMaIUK Ha IPEANPUITHN

TunoBas cTpykTypa TEXHUYECKOIO KaHajla yTeUKH HHPOPMALUU

TexHuueckue acneKTsl 3aluThl HHOpMaLUn

CuMMeTpuYHbIe KPUIITOCUCTEMBI UG POBAHMS

Heo6xoauMocTh 3a1nuThl ”HPOpMALIUU

OOBexT, npenMeT, MEeTOA0I0I U, TEOPUS U MPaKTHKa 0€3011aCHOCTH
WHTeuiekTyanbHas U KaapoBas 0€3011acCHOCTh PePUATUS
TexHuKO-TeXHOJOrnuecKasi 0€301acHOCTb NPEAIPUATHS

Cucrema 3amuThl nH(popManuu aaMuHucTpanuu okpyra N r. Kpacnonapa
HNudopmanmonnas 6ezonacHocts B OBJ]

WNupopmannonHasi 6e30aCHOCTh U €€ COCTaBIISAIOLINE

WNn¢popmannonHast 6e30nacHOCTh JINYHOCTHU, OOIIECTBA, TOCYIapCTBA
WNupopmanronHast 0e30acHOCTb IPEITPUSITUS

Hcnonp3oBanne SEO-onTuMu3auy Ajs OLIEHKH YSI3BUMOCTH MOPTAJIBHBIX PELICHUM
WNupopmanronHast 6e30acHOCTb IPEATPUSITUS

OO0yuenue nonb3oBaresneil Ha atane BHeapeHus MC

3ammTa HHPOPMALIUH B JIOKAJIBHBIX KOMIBIOTEPHBIX CETSIX OT HECAHKIIMOHUPOBAHHOTO
JocTyna

[TpaBoBoe peryaupoBaHue B 001acTH HHPOPMAITMOHHBIX PECYPCOB

MeTtoapl MaTMHHOTO 00y4YeHHs B NH(POPMAIIMOHHOH 0€301macHOCTH HH()OPMAITHOHHBIX
CUCTEM

CoBpeMeHHOE COCTOSTHHE Pa3BUTHS TEOPUU HHPOPMALMOHHON 6€3011acCHOCTH
TpeboBanus1, npeabsBiIsieMble K KOHQUIECHINAIBHOCTH HH(DOpMAITUH

Ontumuzanus web-cepsepa

Opunnyeckne ocoOEHHOCTH U CBOWCTBA MH(OpMAIIH

Co3naHue 10BepeHHBIX HH(POPMAIIMOHHBIX CUCTEM: CIIOCOOBI ITOCTPOCHUS

[Tpo6aembr nHGOPMAIIMOHHON 0€30IaCHOCTH B BBIYMCIUTENBHBIX CETAX

TpeboBaHMs K KOHIENIINY 3aIIUTHl THPOPMALIUT

3aKOHOAATEIbHBIE U HOPMATUBHBIE JOKYMEHTHI 110 3aILUTE aBTOPCKUX
npaB.(METOI0JIOTHs)

[TporpamMmMHBI€ CpeACTBa 3alUTHI HH(OPMALUN

AHanu3 HopMaTUBHOW 0a3bl B 006JaCTH HHPOPMAIIMOHHOM 6e30nmacHOCTH B PO
Buemaue gpakTopsl, BAUSIONINE Ha COCTOSTHUE HAIIMOHAILHOM O6e30omacHocT Poccuii-
ckor Penepanuun

Knaccudukanus u xapakrepucTuka 00beKTOB 3alIUThl THPOPMAIIUU

PbIHOK HH(OPMAIIMOHHBIX TEXHOJIOTUN

CopepxaHuie 1 opraHu3alys npoiecca ayiura HHPOpMaIMOHHON 0€301acHOCTH Opra-
HU3ALUN

Bupycsl 1 aHTUBHUPYCHBIE TTPOTPAMMEI

3amuTa HHQOpPMAIMK B CUCTEMaX PeaibHOTO BPEMEH!U

HcTopus pa3BUTHS 3alIUTH HHPOPMAIUH
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65. Ycranoska [10 Ub Ha npennpustuu

66. CyOBeKThI yrpaBieHus! UH()OPMAIIMOHHON 0€30MacHOCTH OpraHu3alui, UX (QYHKIUH,
npaBa U 00S3aHHOCTH

67. DnexTpoHHas HQPPOBAs MOIIUCH

68. Nndpopmannonnas 6€30MacCHOCTb KOMMEPYECKOTO MPEATIPUITHS

69. OcHOBBI Oe30macHON pabOThl B HHTEPHETE

70. YUro Takoe BupycHas artaka ? OU3n4ecKuii MEXaHU3M pealli3aIiuu

71. AcuMMeTpHUYHbIE KPUIITOCUCTEMBI

72. llenoctHOCTh MH(pOpMAIUU

73. UndopmarmonHas 6e301macHOCTh B chepe roCy1apCTBEHHOT'O YIIPABICHUS

74. Kpunrorpadust 3JIeKTPOHHOTO TOJI0COBAHMS

75. TpeboBanus Kk HHGOPMAITMOHHO-aHATUTHIECKON CHCTEME CITYKObI O€30I1aCHOCTH

76. CtannapThl ”HPOPMAIIMOHHOHN 0€30TIaCHOCTH

77. OCHOBBI 3aIIUTHI HH()OPMALIUY B TEIEKOMMYHHKAITMOHHBIX CUCTEMAX

78. BupycHble aTaku ¥ METO/bI 3alIUTHI OT HUX

79. Cpasuurenbhbiii ananu3 Dr.WEB enterprise security suite 10 u Kaspersky Endpoint Se-
curity 10

80. ABTopckoe npaBo B Internet

81. MexaHu3MbI 3alIUTHI HHPOPMALIUU B BBIYUCIUTEIBHBIX CETAX

82. HopmaTtuBHO-TIpaBOBbIE aCHIEKTHI 3aIIUTHI HHPOPMALIUU

83. Haznauenue 1 0cOOEHHOCTH MPUMEHEHHS TEXHUYECKUX CPEICTB OOHAPYKEHHS TPOHUK-
HOBEHUS TIOCTOPOHHHMX JIUI] HA OOBEKT

84. 3amra nHpOpMaUN

85.BupycHsle ataku 1 MeTOJbI 3AIUTLI OT HUX

86. udopmarioHHbIe CUCTEMBI OPTAHOB UCIIOTHUTEIBHOMN BIACTH

87. YronoBHas 1 aIMUHUCTPATUBHASI OTBETCTBEHHOCTD 32 pa3IJIallieHNe CBEICHUI OrpaHu-
YEHHOT'O JOCTYIa U MpobieMbl HHOOPMALIMOHHON O€30MaCHOCTH

IIpumepHBbIii NepeYeHb KOHTPOJIbHBIX BOIMPOCOB 0 OTAEJIbHBIM TeMaM U CHUIITHHbI
«Undopmanuonnas 6e3onacHocTby AJs1 HanpaJenus 38.03.05 «busnec-ungopmaruka
npoduib «nexrponnblii 6uznec» (IIK-9; MK-11)

1.ITonsaTue "uHpopmManonHas 6e30mMacHOCTh"

2. Cocrapnstoiiye nHPOpMAITMOHHOM 0€3011aCHOCTH

3. Cucrema GopMupoBaHus pexuMa HH(HOPMALIMOHHOHN Ge301macHOCTH

4. HopmaTuBHO-TIpaBOBbIE OCHOBBI HHPOPMaIIMOHHOM Oe3omacHocTH B PO

5.Crannaptsl nHbOpMaLMOHHON O6e3omacHocTH: "O0ue kpuTepun"

6.Ctanaaptel ¥ cienupuKaluy B 00J1acTi HHPOPMAITMOHHOM 0€30TTaCHOCTH

7.011eHOUHbIE CTaHAAPTHI U TEXHUYECKHE criennpukanuy. «OpaHkeBas KHUray Kak OLlEHOYHBIH
CTaHAapT

8.MudopmarrionHast 6e30macHOCTh pacnpenenéHubix cucteM. Pekomennamuu X.800
9.Crangapt ISO/IEC 15408 «Kpurepuu orieHKH 6€301m1acCHOCTH HH(OPMAIIMOHHBIX TEXHOJIOTHIN
10.I'apmonmn3upoBanHble kKpuTepun EBponeickux crpan

11.AnaTepnperanust «OpaHKeBO KHATH» JIJIsl CETEBBIX KOH(HUTypanwii. PykoBonsiye 10KyMeH-
Tl [ ocTexxomuccuu Poccnn

12.I'ocynapcTBeHHas MOJUTHKA HHGOPMAIMOHHOMN 0€30MacHOCTH

13.0Opransl obecrieueHust HH(OPMAIIMOHHOM 0€301MacHOCTH

14.ITpuunHbl BO3HUKHOBEHUS Npodiem ¢ U T-6e3o0macHOCThIO
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15. 3raunmocTh pa3auvHbIX npodsem UT-6e3onacHocTi

16.IIporpaMmmHBIE CpeCTBA KOHTPOJIS 1OCTyIa

17. CpencTBa KOHTpOJISI TOCTyMA K JokymeHTaMm B MS Office

18. KonTponb nocryna k Web-pecypcy

19. Annaparasie cpeicTBa KOHTPOJIS 10CTyIa

20.buomerpuueckue cpeacTBa KOHTPOJIS JOCTyNa

21 .Kpunrorpadus

22 1ludpoBanue ¢ MOMOIIBIO KIF0Ya

23.1lIndpoBaHue C CAMMETPHYHBIM KITFOUOM;

24 . AcummetpudHOe mH(pOBaAHUE;

25.11IudpoBaHne ¢ CHMMETPHUYHBIM U ACUMMETPHUHBIM KIFOUOM.

26.1udpossie ceprudukarel. Kimaccel cepTudukaTos.

27.Cuctema NoANMCaHHBIX MPUITOKEHUMN.

28.be3onacHOCTh IIPU NEPEMHUCKE

29.JIuneH3upoBaHue 1eATeIbHOCTU B 00J1aCTH MHPOPMALIMOHHON O€3011aCHOCTH
30.006mas XxapaKTepruCTUKa TEXHUIECKOT0 KaHala yTeYKH HH()OpMaIiH
31.Knaccudukanus TeXHUUECKUX KaHAJIOB YTeUKHU HHPOpMaLuu, 0OpadaThiBaeMO TEXHUYE-
CKUMHU CpEJICTBAaMH Tiepeadu HH(popMaum

32.Knaccudukanus TeXHUUECKUX KaHAJIOB YTEUKU peueBoil HH(pOpMaLun
33.Knaccuduxanus TeEXHUUECKMX KaHAJIOB [lepexBaTa MHPOpMAIUH Npy €€ repeiade 1o KaHa-
JaM CBSI3U

34.001me npuHIUIBI 1 METO/bI BBISIBICHUS TEXHUUECKUX KaHAJIOB YTEUKU UH(POpMaLluu
35.MlHAMKATOPBI 110JIs1, HHTEPCENTOPBI U U3MEPUTENN YaCTOTHI

36.CnenuanbHble CKaHUPYIOIINE PaiuONpPUEMHUKH

37.00HapyxuTenu AMKTO()OHOB

38.YHuBepcanbHbIe TOUCKOBBIE TIPUOOPHI

39.1IporpamMmMHO-anmapaTHble TOUCKOBBIE KOMILIEKCHI

40.TexHu4ecKHe CpesICTBA KOHTPOJIS IBYXITPOBOAHBIX JTUHUN

41.03 «O06 unpopmaiuu, THPOPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alUTE UH(HOPMALIUN.
42 Viaopmarus, 3anpeménnas K pacnpocrpanennto B CMU, a Takke B KOMIBIOTEPHBIX
CeTsIX.

43.T'ocynapcTBeHHas TaifHa.

44 TIpaBoBoil 0a3uC MHCTUTYTA FOCYIapCTBEHHOMN TaliHBI.

45.PexX1M rocyiapCTBEHHOM TallHBI.

46.I1epeueHb CBEICHUI, COCTABISAIOLIMX TOCYAAPCTBEHHYIO TalHY.

47.CBeneHusi, HE TIOAJIEKAIINE OTHECEHUIO K TOCY/IapCTBEHHON TallHE U 3aCEKPEUHBAHUIO.
48.0Opransl rocy1apCTBEHHO-TIPAaBOBOI'O PEryJIMPOBaHUS MH()OPMAIIMOHHBIX OTHOILIEHHUH B
00J1aCTH TOCYTapCTBEHHOM TalHBI.

49.Jlomyck rpakaH K ToCyJapCTBEHHOM TaliHe.

50.Knaccudukanus TeXHUYECKUX CPEJICTB BBISIBICHNUS KaHAJIOB YTEUKH HH(POpMAITUN
51.Ctenenu CeKpeTHOCTH CBEACHUH.

52.00beKTHBHAsI CTOPOHA COCTaBa rOCY/IaPCTBEHHOW N3MEHHBI.

53.0rnacka cBeieHu, COCTaBIAIONUX FOCYIapCTBEHHYIO TaliHY.

54 Ilousatue 3auuTsl ”HGOPMAIUH.

55.'ocymapcTBEeHHOE peryaIupoBaHHe 3alIUThl HH(OPMAIIHH.

56.Cy0ObeKThI 3aUThl HH)OPMAITHH.

57.00nanarens nHGOpMAIHH.

58.0nepaTop MHPOPMAITMOHHON CHCTEMBI.

59.TpeboBanus o 3ammre nHGopmaruu, coaepxaieiics B 'MC.

60.0OTBETCTBEHHOCTH 3a TIPAaBOHAPYIICHUSI.
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61.JlokymeHTHpOBaHUE HH(POPMAITUH.

62.CeTeBble MOJIENH NEpEAAUN JAHHBIX

63.Moenb B3auMoaecTBUs OTKPHITHIX cructeM OSI/ISO
64.Anpecanys B TJI00AJIbHBIX CETSIX
65.Knaccuduxanus yaaneHHbIX yTpO3 B BHIYUCIUTENBHBIX CETIX
66.Tunosble ynaaeHHbIE aTaKU U UX XapaKTEPUCTUKA

Ipumeps! TecroBbix 3ananuii (IK-9; MK-11)
1.YcranoBure coorBeTcTBHE NeUHMINI € X COIEP:KAHUEM

NeNe | HammenoBanue nepu- | NeNe | Conmeprkanue nqeuHULIIN
/a HULIIHU /o
B Hoktpune undop- 3alUIIEHHOCTh MHPOPMAILIUK U TTOAEP>KUBAIOLIEH
MaIMOHHOM Oe3omac- HHOPACTPYKTYPBI OT CAYyYAHHBIX WM TpeTHAMEPEHHBIX
HocTH Poccuiickoit BO3/ICMCTBUI €CTECTBEHHOTO MJIM UCKYCCTBEHHOI'O Xa-
1. | ®enepanuu TepMuH A. | pakTepa, KOTOpbIE MOTYT HAHECTH HEPUEMIIEMBII
"nuHpopManMoHHas yiepb cyObexkTaM HHGOPMAITMOHHBIX OTHOIICHHIA, B
0e30MmacHoCTb" - 3TO TOM YHCJIE BIaJIE€TbLAM U M0JIb30BaTENIM HH(OpMaLUU
Y TIOJIZIepKUBAIONIEH HHPPACTPYKTYPHI.
B 3akone P® "O06 aKTyaJIbHOCTh U HENPOTHUBOPEYUBOCTH MH(POPMAITUH, €€
uH(pOopMaln, UH- 3alUMIIEHHOCTh OT Pa3pyIllIeHUs U HECAHKIIMOHUPOBAH-
(hOpMaITMOHHBIX TEX- HOTO M3MEHEHHUS.
HOJIOTHUSX U O 3aIINUTe
2. b.
uH(popmanuu" UH-
dbopmarronHas 6e3-
OTaCHOCTh OIpees-
eTCsl KaK
WNudopmanronHas 3TO KOMILJIEKC MEPONPUSATHI, HAIPaBJIEHHBIX Ha 00ec-
3. | 6e3omacHOCTh B yueo- B. | meuenue npopManmoHHO# 6€30MaCHOCTH.
Huke ['amatenko B.A.
3ammra uHPOpMaUn COCTOSTHUE 3aIIHUIIEHHOCTH HHPOPMAITHOHHOMN Cpebl
I r obmiecTBa, obecneunBaroriee ee GopMUpPOBaHUE, HC-
MOJIb30BaHKE M Pa3BUTHE B MHTEPECaxX rpaxiaH, opra-
HU3allUl, TOCYapCTBa.
5 JloCTyITHOCTB - 3TO I OCHOBa COpreMeHHOfI TEXHOJIOTUH IPOTPAMMHUPOBAHUS,
WCIIBITAHHBIA METOJT O0PBOBI CO CITOKHOCTHIO CUCTEM.
LlenocTHOCTS - 3TO COCTOSTHUE 3aIIUIIEHHOCTH HAIIMOHATBHBIX HHTEPECOB
6. E B HH(OpMaLIMOHHOH cdepe, onpeaensieMbIX COBOKYII-
" | HOCTBIO cOaTaHCUPOBAHHBIX HHTEPECOB JIMYHOCTH, 00-
IECTBA M TOCYIapCTBa.
7 KondpuneHnnuansHOCTb | P7eMeHT Kitacca, To ecTh abcTpakiys onpeeIeHHOM
- 9TO CYIIHOCTH.
OOBeKTHO- BO3MOJKHOCTb 32 MPUEMIIEMOE BPEMSI TIOJIYIUTh TpeOy-
OpPUEHTUPOBAHHBIH eMYI0 HH(POPMAIIMOHHYIO YCITYTY.
8. | momxox k mHpOpMa- 3.
[IUOHHOM 0€30macHo-
CTH - 3TO
9 Knacc - aT0 " abcTpakivs MHOKECTBA CYIITHOCTEN pealbHOro MUpa,
] " | oObeMHEHHBIX OOIIHOCTHIO CTPYKTYPHI U TOBEICHHUS.
10. | OOBEKT - 3TO K. | 3ammTa OT HEeCaHKITMOHHUPOBAHHOTO JJOCTYIA K MHPOP-
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| | | Manum.

2 TecToBBIE 321aHUA OTKPHITOI PopMbI

2.1. 3akoHuYNTe NMpeJIoKeHHe.
2.1.1. Yro6s1 paccmarpuBath VIC npenMeTHO, C UCIIOIB30BAaHUEM aKTyaIbHBIX TaHHBIX, CIEIYeT

o0 Yo 213§ P
2.1.2. Pe3ynpTaThl OLIEHKH KPUTUYHOCTH SBIIAIOTCS OTIPABHOM TOYKOW B COCTaBJICHHUH
2.1.3. IlepBbIii mIar B aHATTU3E YTPO3 = MX..uveenreennnannnnnns

2.1.4. YupaBneHrue puckamu, Kak 1 JJIOOYIO APYTYIO ACSITEIBHOCTh B 00J1aCTH HHPOPMAITMOHHOMN
0e30MacHOCTH, HEOOXOAMMO  HUHTETPUPOBATH B KUZHEHHBIA  HHKI.............c.c.....
2.1.5. Ecnu xaxue-n100 puCKU OKA3aJIMCh HEJOMYCTUMO BHICOKUMH, HEOOXOMMO UX HEHUTpaiu-
30BaTh, PEATM30BAB JIOTIOTHUTEIIBHBIC .. .euueneeneentanes vaeneeneanennenaenens

2.1.6. Meps! (pu3HYECKOrO YIpaBICHHUS JOCTYIOM MO3BOJISIOT KOHTPOJIMPOBATh U TPU HEOOXO-
JUMOCTU OTPAHUYUBATD .....vveneennennnnn.. O COTPYJIHUKOB U TIOCETUTENEH
2.1.7. OueHuBasi CTOUMOCTb MEp 3aIIUTHI, MPUXOAUTCS YIUTHIBATH HE TOJIBKO MPSIMBbIE PACXO/IbI
HAa 3aKyNKY 000pYyI0BaHUS W/HIU IPOTPAMM, HO M PACXOABI HA €€ ....eevvennennannnnn.

2.1.8. Ilporpamma 0Ge30macHOCTH, MPUHATAs OpraHMU3alMel, JOJHKHA IpelycMaTpuBaTh Habop
OTIEPATUBHBIX MEPONPHUATHI, HANpaBICHHBIX Ha OOHApY)KEHHE M HEHTpAIM3aLUI0 HAPYIICHUI
017 47 -

2.1.9. Meps! uHGOPMAITMOHHON 0€30MMaCHOCTA MOYKHO Pa3Je/IuTh Ha TPU TPYIIBI, B 3aBUCHMO-
CTH OT TOTO, HalpaBJCHbI JH OHM Ha MpPEIYyNpexacHue, oOHAPY>KEHHE WIH JIMKBHJIAIMIO TO-
CHENCTBUM .oveeeeeeaaeennnn..

2.1.10. Ctpaterusi BOCCTaHOBUTENBHBIX Pa0OT JAOKHA MpeaycMaTpUBaTh HE TOJIBKO paboTy Mo
BPEMEHHON CXEME, HO U BOZBPAIICHUE K ....euueenteneaneens caeeaneennanneanennss

2.2. BimmmTe nponyiieHHoe cJI0BO.
2.2.1. C npakTu4ecKkoil TOUKU 3pEeHHUs] MOJIUTUKY O€30MacHOCTH 1L1e1eco00pa3HO paccMaTpUBaTh

1 R YPOBHSIX JI€TAJIN3aLUHU.
2.1.2. Jlns mONUTHKY BEPXHETO YPOBHS IIEJIM OpPTaHU3allMy B 00iacTv HHGOPMAIIMOHHON 0e3-
OMACHOCTH (POPMYIHPYIOTCS B TEPMUHAX LIETOCTHOCTH, JOCTYITHOCTH U ..'vvenneeneennnnn..

2.1.3. B xu3HEHHOM IMKJIe HH(POPMAITMOHHOTO CEPBUCA MOKHO BBIICIIUTH CIEAYIOIINE JTaIlbl:

WHUIAAINS, 3aKYITKA, YCTAHOBKA, .uvnenennenenne.. Y BBIBEJICHUE M3 DKCIUTyaTaIlHH.
2.1.4. Pe3yabTaThl OHEHKH ......cevenennnnn... SIBJISTFOTCSI OTIIPABHOM TOYKOM B COCTABIIEHUU CIIe-
U pUKaInin.

2.1.5. Ecnmu pnaHHBIE apXUBHPYIOTCS B 3almiMppoBaHHOM BHAE, HEOOXOIUMO COXpa-
15076V ST U CpeICTBa pacHIn(PpPOBKH.

2.1.6. Ilo OTHOmEHWIO K BBISABJICHHBIM pHUCKAM BO3MOJHBI CIEIYIOUIUE JICHCTBHUS:
..................... pHUCKa, yMEHBIIIEHNE PUCKA, IPUHATHE PUCKA, IIEpeapecanus pucKa.

2.1.7. llpu naeHTU(PUKAINA aKTUBOB, TO €CTh T€X PECYPCOB M IIEHHOCTEH, KOTOPHIE OpraHu3a-
IUSl TIBITACTCS 3AlUTHTh, CIEIYET YYUTHIBATH HE TOJILKO KOMIOHEHTHl MH(POPMAIMOHHOMN CH-
CTEMBI, HO U MOJIJIEPKUBAIOIIYI0 HHPPACTPYKTYPY, MEPCOHAI, a TAK)KE HeMaTepualbHbIe IIEHHO-
CTH, TAKAC KAK.......couvenneennn.. OpraHu3aLuu.
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2.1.8. TlpenBapurenbHOE COCTABIICHHWE OINHUCAHUSA JOJDKHOCTH TIO3BOJSIET OLIGHUTh €€
..................... U CIUIaHUPOBATH MPOLEAYPY IPOBEPKU U 0TOOpA KAHAHUIATOB.

2.1.9. [Moxnepskka MOJIL30BATENCH TOIPA3YMEBACT MPEIKIEC BCETO ..uv'nvrnnrennannnnn. U OKa3aHue
MIOMOIIIU TP PEIICHUH Pa3HOTO pojia MpoOIeM.

2.2.10. ITporpamMma. .................... , IPUHSTAsl OPraHU3alie, JOJKHA IIPEeTyCMaTPUBATh
Ha0Op OINEePAaTUBHBIX MEPONPUSATHI, HAIPABICHHBIX Ha OOHAPYKCHHUE Y HEUTPaITH3AIUI0 HApPY-
HICHUH peknMa HHOOPMaIMOHHOW 0€30aCHOCTH.

3.0mnpenesieHne 00bEKTA MO0 KPATKOH XapaKTePUCTHKE, 0TBET HEOOX0IUMO BIUCATH CaAMO-
CTOSITEJILHO

3.1. Crpoutcst Ha OCHOBE aHAJIM3a PUCKOB, KOTOPBIE MPU3HAIOTCS peaTbHBIMU J1J1s HH(OpMaIu-
OHHOM CHCTEMBI OPTAHUBALMH = ..eennreenne weeennneennnnnns

3.2. JIomkHBI OBITH OIpeIeNIeHbl 003aHHOCTH JIOJDKHOCTHBIX JIUI] IO BBIPAOOTKE MPOrpaMMBbl
0€30MaCHOCTH U MIPOBEJCHUIO €€ B JKHUBHD = +.vvvvreiiins eeenieenniennaen eenneennnenns

3.3. OHa BKkJIIOUYaET B ce0s ABa aclieKTa - [eNU U MpaBujla UX JOCTHKEHHUS, TIOITOMY €€ MOpoit
TPYIHO OTJIETTUTEH OT BOIMPOCOB PEATTMBAIIME = «.ouvvenrrare aenveenneeanneee aenneennneenns

3.4. Ha maHHOM 3Tane Hy>KHO OKOHYATEJIbHO C(HhOpMYIUpOBaTh TPEOOBAHHUS K 3alTUTHBIM CPE/I-
CTBaM HOBOT'O CEPBHCA, K KOMIIAHUH, KOTOPAsi MOXKET IIPETCHI0BATh HA POJIb MIOCTABIIHNKA, U K
KBaJTM(UKALMU, KOTOPOU JOJDKEH 0071a1aTh NMEePCOHA, UCTIOIB3YIOIIMM UK 00CITYKUBAIOIINN
3aKYHAEMBIN TTPOIIYKT = oovveeeiiinnes crennnnneeennn. .

3.5. HeobOxoauma 1ij1st KOHTPOJIs 3 (PEKTUBHOCTH ACATEIBHOCTH B 001acTH 0€30MacCHOCTH U JIS
YUICTA U3MEHCHHMIH OOCTAHOBKH = ....vvveiniiee ereeennieeeannn eeraeeennnaans

3.6. IIpakTHYeCcKH BCE ATAIlbI 3TOTO MPOIIecca CBA3aHbI MKy COOOM, U 1O 3aBEPIICHUH TTOYTH
J000T0 U3 HUX MOXET BOSHHKHYTh HEOOXOUMOCTh BO3BpaTa K MPEABIAYIIEMY -..............
3.7. IIpuHIMI, KOTOPBIA MPEANUCHIBACT TAK PACIIPEACIIATH POIH U OTBETCTBEHHOCTD, YTOOBI
OJIMH YeJIOBEK HE MOT HAPYIIUTh KPUTHUYECKU BaXKHBIN AJI1 OPTraHU3AIMH MIPOLIECC - PUHIUT
3.8. CucteMsl 3IeKTPO-, BOJIO- U TETNTIOCHA0KEHHSI, KOHIUITMOHEPHI U CPEACTBA KOMMYHHUKAIIUN
MOYKHO OTHECTH K «vvuveenrienis eevnneennaannnns

3.9. KoMmbroTepsl, IporpaMMBbI U JaHHBIE, HH)OPMAIIMOHHBIC CEPBHUCH BHEITHUX OPTaHU3AIINMN,

JOKYMEHTAITUS SIBIISTFOTCS DTIEMEHTAMHE ....e'veneenieins aaeneeneanennnnn .

3.10. 3nanus1, MHXKEHEepHbIe KOMMYHUKAIIUH, CPEJICTBA CBSA3U, OPITEXHUKA OTHOCATCS K
4.HaiinuTte mpaBUIbHBIN(e) BapuaHT(bl) OTBETA(OB)

4.1. Krpausam BpenonocHoro [10 otHocuTcs(sATcs):

A. BpeoHOCHast (QyHKIUS;

b. crioco6 pacnpoctpaneHus;

B. BHyTpeHHee IIpeaCTaBICHUE;

I'. BHEIIHEE MpeICTaBIEHHUE.

1.Bepno tonsko A u b. 2.Bepro A u b, I'. 3.Bepro Ttonbko b. 4.Bce cyxnenust HeBepHEI. 5. Bee
CYXKICHMSI BEPHBI.

4.2. ITo mexaHu3My pacopOCTPAHEHUS PA3INYALOT:

A. BUpPYCHI ;

b."gepBu" ;

B. Tposiasl.

1.Bepno Tosbko A. 2.Bepro A u b. 3.Bepno Tonpko b. 4.Bce cyx1eHHsI HEBEPHBI.
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4.3. Bupycsl — 3T0:

A. KOJ, CHOCOOHBIN CAMOCTOSITETILHO, TO €CTh 0€3 BHEAPEHUS B JPYrue MPOrpaMMbl, BBI3bIBATH
pacnpoctpaneHue cBoux konuii no MC u ux BblMoSHEHUE (11 aKTUBU3ALUU BUpYyca TpedyeTcs
3aIyCK 3apaXCHHOU IPOTrpaMMBbl

b. xox, obnanaromuil COCOOHOCTBIO K PACIIPOCTPAHEHUIO (BO3ZMOXKHO, C U3MEHEHHSIMH) ITyTEM
BHEJIPEHUS B JPyTrye IporpaMmel;

B. Koa, crioco6HbIi ¢ MOMOIIBIO IPYTHX BCIIOMOTAaTEIbHBIX YCTPONCTB BBI3BIBATH paclpoCTpa-
HeHue cBoux kKonui o MC u ux BBINOTHEHHE.

1.Bepno Tosibko A u b. 2.Bepno b u B.. 3.Bepno tonsko b. 4.Bce cyxaeHnsi HEBEpHBI.

4.4. Bupycel 00bIYHO PaCIIpOCTPAHSIOTCS:

A. JOKaJIbHO

b. B mpenenax y3na cetu

B. B nipenenax o1HOro KOMIIbIOTEpA

1.Bepno tonibko A u b. 2.Bepro b u B.. 3.Bepno tonbko b. 4.Bce cyxeHns HEBEpHBI.

4.5. BpenoHOCHBIN KOJI, KOTOPBIN BHITJISAIUT KaK (YHKIIMOHAILHO TOJIE3HAs MporpamMmma, Hasbl-
BaeTCs:

A. TPOSHCKUM

b. Bpe1OHOCHBIN KOJOM MPSAMOTO JIEHCTBUS

B. Bupycom

1.Bepno tosibko A u b. 2.Bepuo b u B.. 3.Bepno tonbko A. 4.Bce cyxaeHuss HeBEpHbI

4.6. C 1enpto HapyIIEHUSI CTATUYECKON 11EJIOCTHOCTHU 3JIOYMBIIIJICHHUK (KaK MPAaBHIIO, IITATHBIN
COTPYJIHUK) MOKET:

A. BBECTH HEBEPHbIE JAHHBIE;

b. n3MeHuTH TaHHEIC;

B. Ykpactp uadpopmanmro;

I'. oTKpBITH HOCTYM 3-UM JIMIAM K HH()OPMAITHH.

1.Bepno Tosibko A u b. 2.Bepno b u B.. 3.Bepno Tonbko A u I'. 4.Bce cyxneHns HeBepHbI

4.7. IloTeHIIMAJIBHO YSI3BUMBI C TOUKH 3pEHUS HAPYLIEHUS LEJIOCTHOCTU HE TOJBKO JIaHHBIE, HO
u:

A. mporpamMmsl

b. nporpaMMmHBIe JaHHBIE

B. Jlannbie o mporpammax

1.BepHo Tonibko A u b. 2.Bepro A.. 3.BepHo Tosbko A u B. 4.Bce cyxaeHusI HEBEpHBI

4.8. Mackapaj —3T0 :

A. BBINIOJIHEHHE JIEHCTBUI 1101 BUJOM JIMIIA, 00JIaJat0IIero MOJHOMOYHAMU Ul JOCTYIA K JIaH-
HBIM;

b. BeInosiHEeHNe nporpaMM o] BUAOM JIMIA, 00J1a1al0LIero MOJIHOMOYUSAMU IS IOCTyNa K JaH-
HBIM;

B. HeBbinonnenue neldcTBU MoA BUIOM JIMIA, 00Jaal0LMIEr0 MOJTHOMOYMSIMU JUISL IOCTyNA K
JTAHHBIM.

1.Bepno Tosibko A u b. 2.Bepro A u B. 3.BepHo Tonbko A. 4.Bce cyxieHus1 HEBEPHBI

4.9. Yrpo3sl MOKHO KJ1accu(ULIUPOBATH MO HECKOIBKUM KPUTEPUSIM:

A. mo acrekty MH(OpPMalMOHHONW O€30MacHOCTH, MPOTUB KOTOPOIO YIrpo3bl HAIIPaBJIEHbI B

MEPBYIO OUEPE/Ib;

b. mo koMnoHneHTaM nH(OPMAIIMOHHBIX CUCTEM, HA KOTOPBIE YTPO3bl HAIEJIEHbI

B. o cnoco0y ocyiiecTBieHus ;

I'. 1o pacnoaoXkeHN0 UCTOYHHUKA YIPO3;

1.Bepno tonsko A u b. 2.Bepno A u B. 3.Bepno Tonbko A. 4.Bce cyxneHus HeBepHBI. 5. Bee
CYXKIEHHS BEPHBI
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4.10. OOBEKT — 3TO:
A. abcTpakiys MHOXKECTBA CYIIHOCTEH pealbHOro MUpPa, 00BbETUHEHHBIX OOIIHOCTBIO CTPYKTY-
PBI U TIOBEJICHUS.
b. 3170 3neMeHT Ki1acca, TO €cTh a0CTPAKIMS ONPEIEIEHHON CYITHOCTH;
B. cokpbeiTie peanuzanuu 0ObEKTOB (MX BHYTPEHHEH CTPYKTYphl U JleTallell pealu3alul MeTo-
JIOB) C IIPEOCTaBIEHNUEM BOBHE TOJIBKO CTPOIO ONPEICJIEHHBIX HHTEP(HEHCOB;
I'. 3T0 31€MeHT ceMeiicTBa, T.€. ONPEeCHHbIN KJIacC B Pa3BUTHH.
1.Bepno tonsko A u b. 2.Bepuo A u B. 3.Bepno Tonpko b u B. 4.BepHo Toneko b. 5. Bce
CYKICHHS BEPHBI

4.2 ®oH OLIEHOYHBIX CPEICTB ISl MPOBEACHUS MPOMEKYTOUYHOM aTTeCTAllUuM.

Bonpocs! aust sx3amena no aucuuminne (IK-9; MK-11).
1.ITonsTre "uHpOpMaIIIOHHAs OE30MaCHOCTh"
2. Cocrapstomye HHGOPMAITMOHHONW 0€301TaCHOCTH
3. Cucrema GpopMupoBaHUs pexuMa HHPOPMAIIMOHHONW OE30ITaCHOCTH
4.HopmaTtuBHO-IIPaBOBbIE OCHOBBI MH(POPMAIIMOHHON 6e30nacHOCTH B PO
5.Crangaptel nHpOpMannoHHou O6e3omacHocTy: "Oo6mmme kpurepun"
6.Craniaptel U ciequduKaluy B 06JacTi HHPOPMAILIMOHHON 6€3011aCHOCTH
7.011eHOYHBIE CTaHAAPTHI U TEXHUYECKHe criennpukanin. «OpamKkeBas KHATay KaK OLlEHOYHbIH
CTaHJapT
8.MudopmarrionHast 6e30MacHOCTh pacipeneinéHubix cucteM. Pexomernammm X.800
9.Crangapt ISO/IEC 15408 «Kputepuu onieHKHu 6€301MacHOCTH HHPOPMALIMOHHBIX TEXHOJIOTHI»
10.I'apmonu3upoBanHble kputepun EBpornelickux crpan
11.MuTepnperanust «OpaH>keBOW KHUTW» JUIs CETEBBIX KOH(UTrypauuii. PykoBoasiye 10KyMeH-
TbI [ ocTexxomuccnn Pocecnn
12.T'ocynapcTBeHHast OJIMTHKA UH(OPMAIIMOHHON 0€3011acHOCTH
13.0Opranst obecnieueHust “HGOPMAITMOHHONW OE30IMTACHOCTH
14.IIpnunHbl BO3HUKHOBeHUs 11pobiaeM ¢ U T-6e3onacHocTbio
15. 3naunMocTh paznuuHbIX npodiiem U T-0ezonacHocTu
16.IIporpammHbIe cpesicTBa KOHTPOJIS JOCTYIa
17. CpeacTBa KOHTpOJISI TOCTyMa K JokymeHTaMm B MS Office
18. KonTponb noctyna k Web-pecypcy
19. AnnaparHble cpeacTBa KOHTPOJIS JOCTYyIa
20.buomerpudeckue cpeacTBa KOHTPOJI JOCTyIa
21.Kpunrorpadus
22 I1ludpoBaHue ¢ MOMOIIBIO KIIF0Ya
23.1lIndpoBanue ¢ CAMMETPUYHBIM KIIFOUOM;
24.AcummerpuuHoOe MU (pOBaHUE;
25.11luppoBanrie ¢ CAMMETPUYHBIM U ACUMMETPUYHBIM KJIFOUOM.
26.11udpossie ceptudukarsl. Kinaccsl ceptudukaTos.
27.Cuctema oANMUCAHHBIX TTPUIIOKECHHI.
28.be30macHOCTb IIPU NEPENMCKE
29.JlunieH3upoBaHUE IEATETLHOCTH B 00JaCTH HHGOPMAIIMOHHONW 0€30MaCHOCTH
30.001mas XxapakTepuCTHKa TEXHUUYECKOr0 KaHala yTeukd HH(opMaIiuu
31.Knaccuduxaius TeXHHUECKHX KaHAJIOB yTeukd HH(opManuu, oopadaThiBaeMOi TEXHUYE-
CKUMHU CpeJICTBaMHU Nepeadu HHpopMauu
32 Knaccuduxanus TEXHUUECKHX KaHaJIOB YTEUKH peueBOil HHPpOpMaIIN
33.Knaccuduxanus TeXHUUECKUX KaHAJIOB TepexBaTa HH(OpMaIK pu e€ repeaaye 1o KaHa-
JlaM CBSI3U
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34.0011ue NpuHIUIBI U METObI BBISIBICHUS TEXHUUECKUX KaHAIOB yTeYKU MH(OpMaLuu
35.lHAUKaTOPBI TOJIS,, HHTEPCENTOPHI M HU3MEPUTENH YacTOTHI

36.CrienraibHbIE CKAaHUPYIOIIUE PAAUOTTPUEMHUKA

37.006HapyxuTenu TMKTO(GOHOB

38.YHuBepcaabHbIe MTOUCKOBBIC TPHUOOPHI

39.IlporpammHo-anmnapaTHbIe TOMCKOBBIE KOMIUIEKCHI

40.TexHn4eckre cpeacTBa KOHTPOJIS ABYXIPOBOIHBIX JIMHUI

41.®d3 «O06 undopmannu, “HOOPMAITMOHHBIX TEXHOJOTHIX U O 3aIUTe HHPOPMALIUN.
42 Nudopmanus, 3anpemiéaHas K pacrnpocrpanenuto B CMU, a Takke B KOMIBIOTEPHBIX
CeTsX.

43.I'ocynapcTBeHHas TalHa.

44 ITpaBoBoi#i 0a31C HHCTUTYTA TOCYIaPCTBEHHOMN TalHBI.

45.PexxuM rocy1apcTBEHHOM TaiHBI.

46.ITepeyeHb CBEICHUI, COCTABIISIIONINX TOCYIaPCTBCHHYIO TalHY.

47.CBeneHusi, He MOJAJIEKAIME OTHECEHUIO K TOCYIapCTBEHHOM TailHe U 3aCEKPEUHBAHHUIO.
48.0pranbl rOCy1apCTBEHHO-TIPABOBOTO PETYJIUPOBAHUS NH(OOPMAIIMOHHBIX OTHOIIICHUH B
00JacTH TOCYapCTBEHHOW TalHBI.

49.Jlommyck rpax<1aH K TOCYAapCTBEHHOU TaiiHe.

50.Knaccuduxanms TeXHUYECKUX CPEJCTB BBISBICHUS KAHAJIOB YTeUKH HH(OpMauu
51.CreneHu CEeKpEeTHOCTH CBEICHUM.

52.00beKTHBHAs CTOPOHA COCTaBa TOCYJaPCTBEHHON U3MEHBI.

53.0ruacka cBelIeHHi, COCTABIISIONINX TOCY/IaPCTBEHHYIO TaiiHY.

54 ITonsatue 3ammTsl HHOOPMAIUH.

55.I'ocynapcTBEeHHOE PETyIHpPOBaHKE 3aIUTHI HH(DOpMAIUH.

56.Cy0beKThI 3aUThl HHPOPMAIIH.

57.06nanarens nHPOPMAITHH.

58.0nepatop nHPOPMAITMOHHON CUCTEMBI.

59.TpeboBanus o 3amure nHGopMaIuu, coaepxameiics B [UC.

60.OTBETCTBEHHOCTH 32 MPABOHAPYILICHUS.

61./lokymeHTHpOBaHNE HH(DOPMAITUH.

62.CeteBble MOJENH MEPEJAUYH TAHHBIX

63.Mogenb B3auMoaeicTBHs OTKpHIThIX cucteM OSI/ISO

64.Anpecans B r100abHBIX CETSIX

65.Knaccudukanus yaaJeHHbIX YIPO3 B BEIUUCITUTEIBHBIX CETIX

66.TunoBkle yaaneHHbIe aTaKu U UX XapaKTePUCTUKA

S.IlepeyeHb OCHOBHO M JONOJHHUTEIbHON Y4eOHOH JTUTEPATYPBI, HEO0XOAMMOM A
OCBOCHUS TMCHMILUINHBI (MOAYJIs1).
5.1 OcHoBHast 1uTeparypa:*

1. TTapteika, T. JI. Madopmanmrionnas 6e30macHOCTh [DIEKTPOHHBIN pecypc] : yueOHoe
nocobue / T. JI. Ilapteika, 1. U. Tlonos. - 5-e u3n,. mepepad. u non. - Mocksa: ®OPYM : UH-
®PA-M, 2016. - 432 c. - http://znanium.com/bookread2.php?book=516806.

2. Hectepos, C. A. MadopmanrionHas 6e30MacHOCTh [ DJIEKTPOHHBIN pecypc] : yaIeOHUK
U MIPAKTUKYM JUIs akajemuueckoro 6akanaspuata / C. A. Hectepos. - M. : FOpaiir, 2017. - 321
c. - https://www.biblio-online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7.

3.BuykoB, A.A. 3ammra uHbopMaluu: yaeOHoe mocobue ans OakanaBpuara U Maru-
cTpatypbl/A.A.BHYKOB. — 2-€ U311, ucnp. u gomn. — M.: M3narensctBo IOpaiit, 2017. — 261 c.
— (Cepusi: bakanasp u maructp. Akagemuueckuit kypc).— ISBN 978-5-534-01678-9.

4.Buykos, A.A. 3amuTa nuapopmanyu B 6aHKOBCKUX CHUCTeMax: yueOHoe rmocoOue Jist
OakanmaBpuaTta U Maructparypsl / A.A.BHykoB. — 2-e u3a., ucnp. u gon. — M.: U3naTenscTBoO
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FOpaiir, 2017. —246 c. — (Cepus: bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-
534-01679-6.

5.2 JlonoiHUTE/ILHASI JINTEpaTypa:

5.babenko, JI. K. Kpunrorpaduueckas 3amura nHpopMauu: CAMMETPUYHOE MUPPOBa-
Hue: yueOHoe nocobue s By3os / JI.LK.babenko, E.A.MmykoBa. — M.: U3gatenbctBo FOpaiit,
2017. — 220 c. — (Cepusi: YauBepcuretsl Poccun). — ISBN 978-5-9916-9244-1.

6.I'anarenko, B. A. OcHOBBI HHpOPMAIIMOHHOMN 6€30MaCHOCTH: y4eb. mocodue /1y By30B
/ B. A. l'anarenko. — 4-e u3n. — M.: ntepHer-YHuBepcurer MHpopmarmonHsix TexHOIOTHi:
BMHOM. JIa6oparopus 3uanwmii, 2012. — 205 c¢. — (Cep. "OcHOBBI HH(POPMAITMOHHBIX TEXHOJIO-
ruit") . - ISBN 978-5-947748-21-5.

7.T'atunn FO.A., Cyxocrar B.B. Teopust nadpopmarimoHHoi 0€301MacHOCTH U METO0JIO0-
rust 3amuTel nHGopmaru. CII6.: CIIOI'Y UTMO, 2010. - 98 ¢

*J1711 OCBOGHUSI AUCUUIUIMHBI MHBAIUIAMU U JIUIAMH C OTPAaHUYEHHBIMU BO3MOKHOCTSI-
MU 370pOBbSI UMEIOTCS W3JaHHSI B 3JIEKTPOHHOM BHJIE B DJICKTPOHHO-OMOIMOTEYHBIX CHCTEMaX
«JIaab» u «fOpairy.

5.3. llepuoguyeckue u3IaHus:
Bonpocsl 3kOHOMUKH

JleHbru u KpeauT

Computerra.

Pocculickuili 5JKOHOMHYECKHUH KypHaII
DUHAHCOBBIE U3BECTHUS

DKOHOMMKA U KU3Hb

DKOHOMHCT

DKcnepT

LN~ WNE

6. Ilepeyenr pecypcoB HHG(POPMANMOHHO-TEJEKOMMYHMKANMOHHON  CeTH
«HTEpHET», HEOOXOAMMBIX /IJIs1 OCBOCHHSI TUCIMILJIUHBI (MOLYJIsI)

JInst caMOCTOSTEIbHOM paboThI CTYAEHTaM PEKOMEHAYETCsl 00pamarbesi K TeKYIIUM I1y0-
JUKaUsAM U HHPOpMaIIH, TOMEIaeMoi Ha cieayromux caiitax Marepuer:

1. http://www.akdi.ru — AreHTCTBO KOHCYNIbTallUil U IEITOBOM HH(POPMAIIH « DKOHOMHKA.

2. http://www.eeg.ru — MakpoIKOHOMHYECKasl CTaTUCTUKA Poccuu Ha caiTe dKCIEepTHOM
rpynnsl MunucrepcrBa ¢puHaHcoB PO.

3. http://www.nns.rn/analytdoc/anal2.html — ananurtudueckue 1OKIAIbI IO SKOHOMHUYECKUM
npobiaemam Poccun Ha caiite «HanmoHanbHOM 3J1eKTpOHHON OUOINOTEKNY.

4. http://www/libertarium.ru/libertarium/library — 6utbnuoreka Jlubeprapuyma, rae npes-
CTaBJICHBI KHUTH U CTAaThH 110 SKOHOMUYECKHM HayKaM, a TaK)Ke TPY/bl BBIAIOMINXCS SKOHOMHU-
CTOB MPOIILJIOr0 U COBPEMEHHOCTH;

5. http://www.econline.hl.ru — komnekuus ccpiIOK Ha JTydnIe KOHOMHYECKHE PECYpPCHI
CeTH, KaK aHTJIO-, TAK U PYCCKOs3bluHbIC. CalT OXBATHIBACT IIMPOKHN KPYr SKOHOMHYECKUX
JMCUUIUINH: YKOHOMHYECKHE HOBOCTH, MHKPOIKOHOMHKA, MaKpOIKOHOMHKA, MaTeMaTH4ECKUE
METOJIbl B 3KOHOMHKE, METOJOJIOTUS U UCTOPUSI IKOHOMHUYECKON MBICIIH, UHCTUTYIIMOHATbHASI
IKOHOMHKA, IHTEpHET-9KOHOMUKA, MEXITyHApOIHAsi IKOHOMHUKA, IKOHOMHUYECKAsi CTATHCTHKA U

1p.

6. http:// www.beafnd.org — ®onn «bropo s3xkoHOMHUYECKOTO aHanu3a» (T. MockBa).

7. http://www.cbr.ru — Ilentpansusrii 0ank Poccuiickoit deneparium.

8. http://www.imf.org — MexyHapoIHbIil BaTFOTHBINA QOHI.

9. http://www.economy.gov.ru — MUHHCTEPCTBO 3KOHOMHYECKOTO Pa3BUTHSI M TOPTOBJIH

PO.
10. http://www.csr.ru — IleHTp cTpaTerndeckux pa3paboTOK.
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11. http://www.ecsocman.edu.ru — ®enepaibHblii 0Opa3oBarenbHblii mopTan — DKOHO-
MUKA, COINOJIOT YA, MEHEJDKMEHT — yueOHble MaTepuabl.
Kpome Toro, pekomMeHyeTcs moJIb30BaThCS dJICKTPOHHBIMU pecypcamu 0udimoTtekn Ky-
0OaHCKOro TOCYJapCTBEHHOI'O YHUBCPCHUTETA.

7. Mertoauyeckue yKa3aHHUsl JJisi OOY4YalOIIMXCSl IO OCBOCHMIO JWCHMILIMHBI
(MmomyJs).

CamocrosarenbHass  pabota ciaymatenedi mno aucuuiuinHe — «MHpOpManmonHas
0€30MacHOCTbY MPOBOAUTCA C LENbI0 3aKPEIUICHUS U CUCTEMATU3allMi TEOPETHUECKUX 3HAHUMH,
(dbopMHpOBaHUS MPAKTHUYECKUX HABBIKOB MO HMX MPUMEHEHHIO MPU PEIICHHH 3KOHOMUYECKHX
3aja4 B BbIOpaHHOW mnpeaMeTHO oOmactu. CamocTosATenbHas paboTa BKIIOYAET: HU3y4YCHHE
OCHOBHOIl U JIOIIOJIHUTENBHOM JIUTEpaTyphl, IpOpadOTKa U IOBTOPEHUE JIEKIMOHHOIO
MaTepuaia, Marepuasiia yd4eOHOW M Hay4dHOH JHUTepaTyphl, MOATOTOBKY K MPAKTUYECKUM
3aHATUSAM, [OATOTOBKa pedeparoB (mpe3eHTauuii), MNOArOTOBKA K TECTUPOBAHUIO H
uccieaoBarenbekoit padore (UP).

JUisi TOATOTOBKM K JIEKIUSIM HEOOXOJMMO M3YYHUTh OCHOBHYIO M JOMOJHHUTEIHHYIO
JUTEepaTypy IO 3asBJICHHON TeMe u OOpaTHUTh BHHMaHHWE HAa TE€ BOIPOCH, KOTOpHIE
IpeIaraloTcs K pacCCMOTPEHUIO B KOHIIE KaXKJJOW TEMBI.

[Ipy wu3y4eHHMH OCHOBHOH M JONOJIHUTEIBHON JIUTEPATyphbl, CTYIEHT MOXET B
JOCTAaTOYHOM 00BEME YCBOUTH H YCIICIIHO Peain30BaTh KOHKPETHBIC 3HAHUS, YMEHUS, HABBIKH U
KOMIIETEHIIMH MIPH BBHITOJIHEHUH CIEAYIONUX YCIOBUH:

1) cucrematnueckas padoTa Ha y4eOHBIX 3aHATHUSX O] PYKOBOJICTBOM IMPENOaBaTEIs
U CaMOCTOSITeTIbHAs paboTa Mo 3aKPEIICHUIO TTOTYYSHHBIX 3HAHUI U HABBIKOB;

2) 7100pOCOBECTHOE BHITIOIHECHHE 3a/IaHHI TIPEIOIaBaTeIsl Ha MPAKTUYCCKUX 3aHATHUSIX;

3) BBIICHEHHE W YTOYHEHHE OTICIbHBIX MPEANOCHUIOK, YMO3AKIIOUCHUH M BBIBOJIOB,
coJiepKaluxcs B yueOHOM Kypce; B3aUMOCBSA3€H OTIEIbHBIX €r0 pa3/ieioB, UCIOIb3YEMbIX Me-
TOJIOB, XapaKTepa UX UCIIOJIb30BAHMSI B IPAKTUYECKON eI TEIbHOCTH MEHEKEPa,;

4) COMNOCTABICHUE TOYEK 3PCHUS PA3JIMYHBIX aBTOPOB IO 3aTParuBacMbIM B y4eOHOM
Kypce npobiemMam; BBISIBICHHE HETOYHOCTEH U HEKOPPEKTHOTO U3JIOKEHUS MaTepualia B epHo-
JINYECKOMN U CIIEMAIbHOMN JIUTEPATYpE;

5) pa3paboTka NpeIoKEeHUI PEoIaBaTe0 B YaCTH JOPAOOTKH U COBEPIICHCTBOBA-
HUA y4eOHOTO Kypca;

6) MOAroTOBKa HAYYHBIX CTATEH Ui OMYOIMKOBAHUS B MEPUOJMYCCKON IEYaTH, BbI-
CTYIUJICHHE Ha HAYYHO-IPAKTHYECKUX KOH(PEpEeHLUSX, ydacTHe B paboTe CTyIEeHYECKUX Haydy-
HBIX OOIIECTB, KPYIJIBIX CTOJIAX U TUCIYTaX MO aHTUKOPPYIIIMOHHBIM IIpoOIeMam.

B xo1e caMonoAroToBKM K MPakTUYECKUM 3aHATUSAM CTYAEHT OCYIIECTBIsET cOop U 00-
pabOTKy MaTepHajoB MO TEMaTHKE €ro HCCIIEAOBAaHUS, UCIOIb3Yys MPH 3TOM OTKPBIThIE UCTOY-
HUKU UHPOpManuu (TMyOJUKaIMi B HAYYHBIX W3JAHHSIX, aHATTUTHYECKHE MaTEepPHAJbl, PECypChI
ceTu VIHTepHET U T.I.), a TaK)Ke MPAKTUUYECKHUM OIBIT U JOCTYIHbIE MaTepHalibl 00bEKTa Hccie-
noBaHus. KOHTpOSb 3a BBIMOJIHEHHEM CAMOCTOSATEIBHOW pabOThl MPOBOAUTCS NMPU H3YHYEHUU
KaX/101 TeMbl AUCIUIUIMHBI Ha IPAKTUYECKUX (CEMUHAPCKUX ) 3aHATHUSX.

Baxknelmmm 351eMEHTOM CaMOCTOSITENIbHON paboThl SIBJISIETCS MOJTOTOBKA K HAMCAHUIO
UCCIIEIOBATEIbCKONW paboThl. DTOT BUJI CAaMOCTOSATENBbHOM paboThl MO3BOMISET YIIIyOUTh Teope-
TUYECKUE 3HAHUS U PACIIUPUTH MPAKTUUECKUN OMBIT CTY/AEHTA, €ro ClOCOOHOCTh T€HEPUPOBATH
COOCTBEHHBIE HJIEM, YMEHHE BBICIYIIATh aJbTEPHATHBHYIO TOUKY 3PEHUs, apryMEHTHPOBAHHO
OTCTanBaTh CBOIO MO3UIIMIO, CPOPMHUPOBATH KOMaH/IHbIE HABBIKW IPUHATHS PELLICHUH.

Ha ceropnsmHuii 1eHb TECTUPOBAaHHE — OJUH U3 CaMBIX JEHCTBEHHBIX M MOIMYJSPHBIX
Croco0OB MPOBEPUTH 3HAHUS B M3ydaeMou 00sacTh. TecThl MO3BOJIAIOT OYE€Hb OBICTPO TMPOBE-
PHUTH HAJMYUE 3HAHUH Y CTYJIEHTOB IO BbIOpaHHON TeMe. Kpome Toro, TeCThl HE TOJIBKO MpPOBe-
PSIOT 3HAHUSA, HO U TPEHUPYIOT BHUMATEIbHOCTb, YCUIYUBOCTh U YMEHHE OBICTPO OPHUEHTHUPO-
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BaTbCsl M coOOpakarh. [Ipu MOATOTOBKE K PEIICHUIO TECTOB HEOOXOIMMO MPOpadoTaTh OCHOB-
HbIE KaTeTOpHs U MOHATHUS TUCIHUIIMHBI, 00paTUTh BHUMAaHUE HA KITIOUEBbIE BOIPOCHI TEMBI.

ITonroroBka pedepata (Ipe3eHTALUN) — 3aKPEIIEHUE TEOPETUYECKUX OCHOB M MPOBEPKA
3HaHUN CTYAEHTOB I10 BOIIPOCAM OCHOB U NMPAKTUYECKOW OpraHM3allMi Hay4YHbIX MCCIIEA0BAHU,
yMEHHUe MoJ0MpaTh, aHAIM3UPOBATh U 000OINATh MaTepUallbl, PACKPHIBAIOILUE CBA3M MEXIY
TEOpHUe M NpakTUKOM. IIoAroToBKa mpe3eHTanuy npeanoyaracT TBOPUYECKY0 aKTUBHOCTD CIIy-
11aTesis, yMeHue paboTaTh ¢ JIUTEpaTypol, BlIaJeHUe METOAAMHU aHaIu3a JaHHBIX U KOMIIBIOTEp-
HBIMU TE€XHOJIOTHSIMH UX pealu3aliu.

B ocBoeHuM IMCHUIUIMHBI MHBAIUAAMM U JIMLAMH C OFPAaHUYCHHBIMU BO3MOXXHOCTSMHU
3I0pOBbsI OOJIBIIOE 3HAYEHHWE MMEET WHAMBHIyalbHas y4yeOHas paboTa (KOHCYJIbTAllMM) —
JIOTIOJIHUTEIbHOE pa3bsiICHEHNE Y4eOHOro MaTepuara.

WupuBuayanbHble KOHCYJIBTAllMM IO TPEIMETY SIBIAIOTCA BaXKHBIM  (DaKTOPOM,
CHOCOOCTBYIOUIMM MHIMBUAYAIN3aLUU OOyUYEHHs U YCTAaHOBJIEHUIO BOCIIMTATEIbHOTO KOHTAKTa
MEXIy IMpernojaBaTeieM M OO0YyYaomUMCS HHBAJIHIOM WM JIMIOM C OrpaHUYEeHHBIMHU
BO3MO>KHOCTSIMH 37J0POBbS.

8. llepeuenb MHGOPMALMOHHBIX TEXHOJIOTHIl, HCNOJIb3yeMbIX NMPH OCYILIECTBIEHHH
00pa3oBaTe/ILHOIO Mpolecca Mo JMCHUILINHE (MOYII0).

8.1 [lepeuenb HeE0OXOAUMOT0 MPOTPAMMHOTI0 O0ecTedeHusl.

[lpu ocBoeHWHM BceX TeM TUCHHUILNIMHBI HeoOxomumo cienytomiee I[10: Microsoft
Windows 8, 10; Microsoft Office Professional Plus.

8.2 [lepeveHnb HEOOXOAMMBIX HH(OPMAIHOHHBIX CIPABOYHBIX CHCTEM
1. http://www.elibrary.ru)/ - Dnexrponnas 6udarorTeunas cuctema eLIBRARY.RU
2.www.biblioclub.ru Dnextponnas OubaHOTEUHast cucTeMa «YHUBEPCUTETCKas OMOIIMO-
teka ONLINE».
3.www.e.lanbook.com DniekTpoHHast OMOIMOTEYHAsI CUCTeMa M3AaTeNnbCTBa «JIaHby.
4. http://www.biblio-online.ru/ Dnextponnas 6ubnuoreuHas cucrema "FOpaiit".
5. www.znanium.com DnektponHas oudaroreunas cuctema "ZNANIUM.COM".
6. https://www.book.ru Snekrponnas oudanoreunas cucrema "BOOK.ru"

9. MaTepuaJibHO-TeXHHYecKasi 0a3a, HeoOXoauMMasi IS OCylIeCTBJICHUsSI 00pa3oBa-
TeJILHOT0 Npolecca Mo JUCHUIINHE (MOYJII0)

Ne| HaumenoBanue crienMaJbLHBIX TOMeEIIe- Homepa ayauropuii / kaGuHeToB
HHUW ¥ IOMEIIeHUu ! 1JI CAMOCTOATE/Ih-
HOM padoThI

1. | YueGnsbie aynutopuu ans 3anatuit nekiu- | Aya. 201A, 202A, 205A, 520A, 207H,
OHHOT'O THUMA 208H, 209H, 212H, 214H, 2026J1, 2027J1,
4033J1, 4034J1, 4035J1, 4036JI, 4038JI,
4039J1, 5040JI, 5041J1, 5042J1, 5045J1,
5046J1

2. | YueOHbIe ayauTOpHUH IS TIPOBEACHHS 3a- A208H, 210H, 216H, 513A, 514A,
HATUH CEMMHAPCKOTO THUIIA 515A, 516A, 5043J1
201A, 202A, 205A, 520A, 2026J1, 2027J1,

4033J1, 4034J1, 4035JI, 4036JI, 4038JI,
4039J1, 5040JI, 5041JI, 5042J1, 50451,
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5046J1, 207H, 208H, 209H, 212H, 214H,

Aynutopuu JUIsl TPYNIIOBBIX U UHIUBUAY-
QJIBHBIX KOHCYJIbTalui

Kadenpa Teopernueckoii 3KOHOMHU-
ku ayn. 230

Aynutopun JUIsi TPOBEACHUS TEKYIIETO
KOHTPOJISI U TIPOMEXYTOYHOH aTTecTaluu

A208H, 210H, 216H, 513A, 514A,
515A, 516A, 5043J1

201A, 202A, 205A, 520A, 201H,
202H, 203H, A203H, 207H, 208H, 209H,
212H, 214H, 2026J1, 2027J1, 4033J1, 4034JI,
4035J1, 4036JI, 4038JI, 4039JI, 5040JI,
5041J1, 504271, 5045J1, 5046J1

[TomemeHust Aisi CaMOCTOSITENILHON pabo-
ThI, C paGO‘-H/IMI/I MECTaMH, OCHAllICHHBIMH
KOMITBIOTEPHON TEXHHKOM C MMOIKIFOUCHH-
eM kK cetn «MHTepHET» M 00ecreYeHHuEM
HEOTPAaHUYEHHOI0 JIOCTyla B DIICKTPOH-
HYI0 HMH(OPMAIMOHHO-00pa30BaTEIbHYIO
Cpely OpraHu3anuu Uil KaxJIoro odyua-
IOIIErocs,
M3y4aeMbIX TUCHUILIUH

B COOTBETCTBUHM C OOBEMOM

Ayn. 201H, 202H, 213A, 218A
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Ilepeyenbp He00XOAMMBIX HH(POPMANMOHHBIX CIHPABOYHBLIX CHCTEM H

npodeccuoHaNbHbIX 023 JaAHHBIX
OO6yuarommmMcs: 00eCTieueH T0CTy K COBPEeMEHHBIM MPOo(EeCCHOHATBHBIM 0a3aM TaHHBIX,
HpO(i)CCCI/IOHaJ'H:HBIM CIIPpaBOYHbIM N NOMCKOBBIM CUCTCMAM:

1.
2.

NousWw

8.

9.

Koncynprant [Taroc - cripaBovHas mpaBoBasi cuctema http://www.consultant.ru;

ba3za maHHBIX MEXIyHApOIHBIX WHAEKCOB HayuHoro nutupoBanus Web of Science
(WoS) http://webofscience.com/;

basa naHHbIX pedepaToB U MUTHPOBaHKs SCOPUS http://www.scopus.com/;

Basel nanasix komnanuu «Mcr Beroy http://dlib.eastview.com;

Baza oTkpeIThIX JaHHBIX Pochurmonutopunra http://fedsfm.ru/opendata;

baza otkpeiThix nanHbIX Poccrata http://www.gks.ru/opendata/dataset;

baza oOTKpHITBIX naHHBIX YrpaBieHus @DenepaqbHON CIYKObI TOCYIAapCTBEHHOM
cratuctikd 1o KpacHomapckomy — kpailo  u  Pecnybnmke — Ajpires
http://krsdstat.gks.ru/wps/wcm/connect/rosstat_ts/krsdstat/ru/statistics/krsndStat/db/;
Hayunas snekrponnas 6ubnuoreka (HOB) http://www.elibrary.ru/;

Onekrponnas bubnmoreka duccepranuii https://dvs.rsl.ru;

10. Hayunas snektponHas 6ubmnoreka KubepJlenunka http://cyberleninka.ru/
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