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1. Heau u 321244 u3y4yeHUs JUCHUIIMHBI (MOLYJIS)

1.1 Llenp ocBoeHUs IUCUUIUIMHBI — (HOPMHUPOBAHHE Yy OOYyYaIOIIMUXCA
CIIOCOOHOCTH  BBITIOJIHATh KOHIENTYalbHOE, (YHKUMOHAIBHOE U JIOTHYECKOE
IPOCKTUPOBAaHUE NH(HOKOMMYHUKAIIMOHHON CUCTEMBI U 00ECIIeunBaTh TPEOYEMBIii
KayeCTBEHHbIN OecnepeOONHbIM pexxuM €€ padoThl: ONpENeNsTh COCTaB H
CTPYKTYpPY CETH, pa3padaThiBaTh KOHUEHIMIO U TEXHUYECKOE 3aJlaHue Ha CUCTEMY,
HACTpauBaTh U AMATHOCTUPOBATH €€ 3JIEMEHTHI, MPOBOIUTH PETJIAMEHTHbBIE PAOOTHI
¥ BOCCTaHAaBJIMBATh pab0OTOCTIOCOOHOCTD MOCIE COOEB.

1.2 3agaun qUCHUILIAHBI

1) U3YUYCHHE Ha3HAYCHUS, cocTaBa " KJ1accu(uKaIuu
WH(POKOMMYHHUKAIIMOHHBIX CHUCTEM M CETeH, MoJejel B3aMMOJICHCTBUS W CTEKa
IPOTOKOJIOB;

2) Wu3y4YCHHE TEXHOJOTHH (HU3UYECKOTO M KAHAJIBHOTO YpPOBHEH W
IIOCTPOCHMS JIOKAJTbHBIX CETCH;

3) OCBOEHHE METOI0B azpecanuu u MaplIpyTU3aluu B
UH(POKOMMYHHUKAIIMOHHBIX CETSX;

4) uzydyeHue MPOTOKOJOB TPAHCIOPTHOTO YPOBHS M NMPHUKIATHBIX CETEBBIX
CIIy 0, METOJIOB U3MEPEHUS XapaKTEPUCTUK CETH;

5) U3y4YeHHE OCTPOCHUS OecrpOBOIHBIX u rJI00QTBHBIX
MH(POKOMMYHUKAIIMOHHBIX CeTe M CIOCcOOO0B MOAKIIOYEHHUS] K CETSIM OOIIero
MOJIb30BAHMUS;

6) OCBOEHHE METOI0B KOHIENTYaIbHOTO, (PYHKIIMOHAIBHOTO U JIOTUYECKOTO
IPOEKTUPOBAHUSA WH(POKOMMYHUKAITMOHHOW CHUCTEMBI, pa3paOOTKu KOHIEHIUU U
TEXHUYECKOTO 3aJIaHusI, 00pabOTKH 3aIIPOCOB Ha HM3MEHEHHUE TPEOOBAHUI;

7) OcBOEHHE METOJIOB YIPABJICHHS JTOCTYIIOM K MPOTrpaMMHO-amNmapaTHbIM
CpeICTBaM CETH, TMPOBEJACHHS PETIaMEHTHBIX pPabOT W  BOCCTAHOBJICHHS
paboToCTIOCOOHOCTH TTOCHIE COOEB.

1.3 MecTo AucuumJInHbI (MOIYJisl) B CTPYKType 00pa3oBaTeibHOI
NMPorpamMmabl

Hucrmmummaa  « MHQOKOMMYHHUKAITMOHHBIE CHCTEMBI W CETH» SBISETCS
00s13aTeNPHON AUCITUTUTMHON TSl TIOATOTOBKK OakanaBpoB Hampasienus 09.03.02
«MHpOopManIMOHHBIE CUCTEMBI U TEXHOJIOTHM» U M3ydaeTcs B 4 cemecTpe (OuHas
dbopma 0OyueHUS).

JIns1 ycrnemHoro u3y4eHusl AUCHUIIMHBI HEOOXOAUMBI 3HAHMS TUCIUIUIMH
«ndopmatrka u Teopusi anropuTMoBy, « TexHomorun 00paboTK UHPOPpMAITUN,
«Apxutektypa 9BM», «OcHOBBI nporpamMmupoBanus», «lIporpammupoBanue Ha
Python u aHaau3 JaHHBIXY.



JucuumimHa  u3ydaercs — mapajuieabHO ¢ aucuuiuinHon  «Teopus

MH(QOPMAIIMOHHBIX TMPOIECCOB W CUCTeM». B oTnuuume OT AUCIUIUINH,

MOCBSAUIEHHBIX  MPOrPaMMUPOBAHUI0O UM 00paOOTKE  JaHHBIX, HacTosUIas

JUCIUIUIMHA PacCMaTpUBaeT cpeay, 00ecleurnBaronlyl0 OOMEH JaHHBIMU MEXIY
AJIeMEHTaMH HMH(QOPMALMOHHOM CHUCTEMbI, M TOPANOK €€ MNPOEKTUPOBAHUS MU
AKCIUTyaTalHH.
PesynbTaThl OCBOEHMS JOUCHMIUIMHBI HUCIIOJB3YIOTCS IIPU  HU3YyYECHUH
JUCIUIUIMH «MeToAbl U CpelICTBAa MPOEKTUPOBAHUS MH(DOPMALMOHHBIX CUCTEM H
TEXHOJIOTUI», «APXUTEKTypa CUCTEMY,

UH(GOPMAIMOHHBIX «YnpasneHue

JaHHBIMMW)), ((OHepaLII/IOHHBIC CUCTCMBI», ((AI[MI/IHI/ICTpI/IpOBaHI/Ie

uHpopMalMoOHHBIX  cuctem», «OcHOBbI  ympaBiaenus UWT-npoexkramu u
pecypcamMmuy», TpHU MPOXOXKJICHUU YU4eOHON M MPOM3BOJICTBEHHON MPAKTHK U TMPHU

BBIITOJTHCHUH BBIHYCKHOﬁ KBaHH(i)HKaHHOHHOfI pa6OTBI.

1.4 IlepeyeHb NIIAHUPYEMBIX Pe3yJIbTATOB 00yYeHHS M0 JUCHUILINHE
(MoAay/110), COOTHECEHHBIX € IVIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHS
o0pa3oBaTe/IbHOM MPOTPAMMBI

N3yuyenue nanHoW yuyeOHOW AUCIUIUIMHBI HAMIPABJICHO Ha (OPMUPOBAHUE Y
oOyuaromuxcs  npodeccuonanpHbix — KommetreHumi  IIK-5  (uHaukaTopsl

noctmwkenus [1K-5.1, I[IK-5.2, I1K-5.3) u [1K-6 (unaukaTopsr goctmwkenus [1K-6.1,
I1IK-6.2, T1K-6.3), 3akperIéHHBIX 32 AUCITUTUIMHON YU4eOHBIM IIJIAHOM HaIlpaBIICHHS

noarotosku 09.03.02.

Conepixanue
Ne HNHunpekc p
KOMMNeTeHI U (WK 3HATh yMeThb BJIAJIeTh
IL.0. | KOMIEeTeHIHH -
eé yacTu)
[1K-5.2: [1K-5.3: HaBBIKAMU
IIK-5.1: mporteccs
OCYLIECTBIIATh IIPOBEICHUS
YIpaBICHUSA
BOCCTAHOBJICHHE periaMeHTHBIX
JOCTYIIOM K
paborocrocoOHOCTH | paboT, BBOIIA B
IPOrPaMMHO-
IPOrPaMMHO- IKCILTYaTaLHIO
CriocoOGHOCTH arnmapaTHBIM
anmnapaTHbIX anmnapaTHbIX,
o0ecreunBaTh CpelncTBaM
. CpencTB IPOrpaMMHO-
TpeOyeMbIii WH(OPMALIHOHHBIX
[K-5 . WH(OOKOMMYHHUKAITH | alllapaTHBIX U
KadeCTBEHHBIN ciryx0 .
1 (IIK-5.1, TIK- N OHHO CHCTEMBI MIPOTPaMMHBIX
OecriepeOONHBII WH(HOKOMMYHHUKAII
5.2, 1IK-5.3) N A/Wim ee CpencTB
PEKHUM pabOTEI OHHOI1 CHCTEMBI;
COCTaBJIAIOLIHX MH()OKOMMYHHKAIH
HH(POKOMMYHHKAIHO | COCTaB .
N rocjue cOoeB; OHHOM
HHOH CHCTEMBI XapaKTePUCTUKH
HacTpauBaTth U UH(PACTPYKTYPBI
9JIEMEHTOB CETH,
N JIMarHOCTUPOBATH COBMECTHO C
METOJIBI €&
KOMMYTALHIO, MPEICTAaBUTEISIMH
JHarHOCTUKH 1
MapIIPYTH3AIMIO U | HOCTABIMKOB
HaOJFOIEHU S
CETEBBIE CITYKOBI 0bopynoBaHUS




Copep:xanue
Ne Hnapexc ep
KOMIeTeHIuN (WIn 3HATH yMeTh BJIaeTh
ILII. | KOMIETEHIIUH .
eé yacTu)
I1K-6.2:
OCYIIECTBIISATH
IIK-6.1: pa3paboTky y .
MTOCTaHOBKY LieJei
KOHIICTIIIUH U
TeXHIUCCKOrO CO3JIaHUS CUCTEMBI
CriocoGHOCTB B n 00paboTKy [1K-6.3: HaBBIKaMH
BBITIOJHSTh 3aMpoCoB Ha TpeCTaBIeHUS
CHCTEMY; COCTaB U
KOHIIENTYalIbHOE, U3MCHCHHE KOHIICIIIINH,
coJiep)KaHue N
[IK-6 (hyHKIIMOHATTEHOE U TpeOOBaHUH K MTOCTAHOBKH 33J1a4H,
paszenoB
2 (IIK-6.1, TIK- | mormueckoe CHCTEME; TEXHUYECKOIO
TEXHUYECKOTO
6.2, T1IK-6.3) | mpoexTHpOBaHUE S— pa3pabaThIBaTh 3a/1aHus Ha CUCTEMY
CHCTEM CpPEIHETO U ’ JIOTHYECKYFO Y U3MCHEHUH B HUX
MTHOTO MacmTaba TpedoBannus K CTPYKTYPY CETH H 3aMHTEPECOBAHHBIM
Kby JIOTHYeCKON PYKTYPY p
U CJI0)KHOCTH TUTaH ajipecalyy, JULaM
CTPYKTYpE
PacCUUTHIBATH
WH(HOKOMMYHUKAITH
9 Harpy3Ky u
OHHOI1 ceTH
BBIOMpATh
o0opynoBaHue

2. CTpyKTYypa M coaepkaHue TUCHUILIUHbI

2.1 Pacnpenesnienue TpyA0EéMKOCTH JUCHMILUIMHBI 110 BUIaM padoT

O6mmas Tpy10€MKOCTh TUCIUIUIMHBI cOCTaBsIieT 3 3auétHbie equHunbl (108

4acoB), UX paclipe/ielieHre Mo BUAaM padoT MpeCTaBIeHO B TaOIHIIe.

OuHAast 0YHO-
Bcero 3a04HasA
Buas1 pador 4 cemecTp 3a04Has
4acoB (uacnl)
(uacwpi) (uachI)
KoHnTakTHast paboTa, B TOM YHCJIC: 53,2 53,2
AyIUTOpHBIC 3aHATHS (BCETO): 48 48
3aHATHSI TCKIIMOHHOTO THITA 16 16
71a00PaTOPHBIC 3aHATHUS 32 32
3aHATHSI CEMHHAPCKOTO THIA (CEMHHAPBI, B B
MIPAKTUYIECKUEC 3aHITHSI)
WNnas xoHTaKkTHAs padora: 5,2 5,2
KoHTponp camocTosITeTbHON padOTHI 5 5
(KCP)
[Ipomexyrounas arrecranus (KP) 0,2 0,2
CamocrosiTenpHas paboTa, B TOM YHUCIIE: 54,8 54,8
[IpopaboTtka y4eOHOTO (TEOPETHIECKOTO) 20 20
Marepuaia
Texyuwii KOHTPOJIb 18 18
[loaroroBka K TeKymieMy KOHTPOITIO 16,8 16,8
OO0mmas Tpy10eMKOCTh: Yac. 108 108
B TOM YHMCJIE KOHTaKTHas paboTa 53,2 53,2
3a4. ef 3 3




[IpomexxyTouHast aTTecTanus NpoBoIUTCS B hopme 3auéra B 4 cemecTpe.

2.2 CoapepxkaHue TUCHMILIMHBI

Pacnipenenenne BuoB yueOHON pabOThl U UX TPYAOEMKOCTH IO Pa3ieiam
JTUCUUIUTAHBL. Pa3aensl (TeMbl) TUCIUIIIIMHBI, U3y4aeMble B 4 ceMecTpe.

Ne HaumeHnoBaHue pa3iesioB (TeM) Bcero J I3 JP | CPC
WH}pOKOMMYHHUKAIIMOHHBIC CHCTEMBI U CETH:
1. | Ha3HaueHHe, COCTaB, KIaccuUKAIKS, MOJCITH 14 2 - 4 8
B3aMOCHCTBUA
2 ®uU3HYECKUN U KaHAJIbHBIN YpOBHU. TexHomoruu 14 5 4 8
" | TOKAJIBHBIX CeTeH
3 CeteBoll ypoBeHb: ajipecalfis U MapIpyTH3aIus B 14 5 B 4 8
" | ”HPOKOMMYHHKAIIMOHHBIX CETIX
4 TpaHCIIOPTHBIN yPOBEHD U IIPUKIIAJIHBIE CETEBBIE 16 5 _ 6 8
" | cmyxOBbI
BecripoBoHbIe 1 17100aTbHBIC
5. POBOA 14 2 - 4 8
HH(POKOMMYHHKAIIMOHHBIE CETH
[IpoekrupoBane UHPOKOMMYHHKAITHOHHON
6. | cucTeMBI: KOHIIEIIINS, TEXHUUECKOE 3aaHue, 16 4 - 4 8
n3MeHeHne TpeboBaHui
Okcrutyaranyst ”HPOKOMMYHHKAIIMOHHON CHCTEMBI:
7. | ynpaBieHue TOCTYIIOM, periiaMEeHTHBIC pa0OoThI, 14,8 2 - 6 6,8
BOCCTaHOBJICHHE PabOTOCIIOCOOHOCTH
HUTOI'O o pa3aenaM JUCHMUILIAHBI 102,8 16 - 32 54,8
Kontpons camoctosrensHo# padoTsl (KCP) 5
[Ipomexyrounas arrecranus (MKP) 0,2
OOmiast Tpy1I0EMKOCTh TI0 AUCIHUIITHHE 108
[Ipumeuanue: JI — mneknuu, I3 — mnpaktudeckwe 3anatust / cemuHapel, JIP —

naboparopusie 3ausaTusi, CPC — camocrositensHast pabora CTyIeHTA.

2.3 Coneprkanue pa3esioB (TeM) JUCHUIJINHBI

2.3.1 3aHgaTHA JEeKIIHOHHOI0 THIIA

Dopma
HaunmenoBanue
Ne Conepixanue pazieiia (TeMbl) TeKyIIero
pazaeJia (TeMbl)
KOHTPOJIsI
IlonsitTne  WH)OKOMMYHHUKAITMOHHOW  CHCTEMBI W CETH.
WHdpopManmoHHbIe W TENEKOMMYHUKAIIMOHHBIE COCTABJISIONINE,
cnyrd  MH(OKOMMYHHMKAIMOHHOW cHucTeMbl. Kiaccudukanms
HNHuboxoMMyHHUKAITHOHH yeayt b YHiKat uica
ceTed mO wMacmTaly, TOMOJOTHH H CIIOCO0Yy KOMMYTAITHH.
bI€ CHCTEMBI U CETH: o
HASHAYCHIE. COCTAR OtanoHHas MOJeNb B3anMoAeHcTBus OTKpHITHIX cuctem ([OCT P
1. CIaceH @HKa’um ’ HNCO/MDBK 7498-1-99) u crek mportokonoB TCP/IP; dyukmmm JIP, T
MOJIeIH ’ ypoBHeW. MHKancynsuuss JAaHHBIX. XapaKTEPUCTHKH  CETH:
. MIPOITYCKHAsA CIIOCOOHOCTh, 3aJepXKKa, MOTepH, Kod3(dumneHTt
B3aNMOJICHCTBUS .
rotoBHOoCTH. CTaHmapTu3anusi B 007acTH HMH(MOKOMMYHHUKAIUH,
pons ITU-T, IEEE n IETF. HopmaTiBHBIE TOKYMEHTHI B 00IaCTH
CBSI3H.




®opma

HaumeHoBanue
Ne Conep:xanue pasneiia (TeMbl) TEKYLIero
pazaeJia (TemMbl)
KOHTPOJISI
Cpenpl nepeniaun JaHHBIX: MEIHBIC JIMHUH, ONTHYECKOE BOJIOKHO,
paauoKaHai. CrpyKTypupOBaHHas KabembpHas cucrema.
KomupoBanme w Momynsius, TIojioca IPOITYCKaHUSI JTHMHUH.
Dusmucckuii i OyHKIMM KaHAJIBHOTO YPOBHS: KaJpHpOBaHHE, OOHapy>KeHHE
. omuOOoK, yIpaBiIeHHe JOCTYIIOM K cpefe. TeXHOIOTHH JOKAIBHBIX
KaHAIBHBIA YPOBHH. . o .
2. cereid, passutue cemeiictea Ethernet. Kommyranust B nokanbHO# JIP, T
TexHoI0TNH JTOKAIBHBIX o
corcit ceTu:  Tabiuma  KOMMYTallUH,  JIOMEHBl  KOJUIM3HH U
IMIMPOKOBEIIAaHNs. BUpTyallbHbIE JIOKANBHBIE CETH U TETHPOBaHHE
mo |IEEE 802.1Q, maructpanbHble KaHaJbl. YCTpaHCHHUE ICTENb
(STP, RSTP) u arperupoBaHue KaHajioB. IluTaHume Mo ceTH
Ethernet.
Anpecanust IPv4: kmaccel m OeckiiaccoBasi ajpecanysi, MacKH,
TUTaHUPOBaHUE aJIpeCHOTO  TPOCTPAHCTBA  OpraHHU3alUH,
. BhIenieHue mojacereii. Ilpotoxonm IPv6: cTpykTypa ampeca,
CeteBoii ypOBEHB:!
aBTOKOH(UTYpAIlis, MeEXaHU3Mbl cocyllecTBoBanus c¢ IPv4,
ajipecanus u
Crnyxebnbie mpotokosibl: ARP, ICMP. ®parmeHTalus makeToB u
3. | MapmpyTH3anus B JIP, T
MTU. IlpuHnmnel MapmpyTH3anuu: TaOnuila MaplipyTH3allWy,
UH(POKOMMYHHUKAIIOHH
LIX COTIX MpaBUJI0O HauboJiee TOYHOTO COBMAJICHUS, METPHKH, MapLIpyT IO
ymomyanuto. CraTndeckass ¥ JUHAMHYECKas MapUIpyTH3aIus;
nporokonbl RIP u  OSPF. TpaHcnsiims CeTeBbIX  aJpecoB.
JlarHocTrka ceTeBOro ypOoBHSI.
[Mporokonsl TpancnoptHoro ypoBus UDP u TCP: Ha3Hauenwue,
00JIacTH TPUMEHEHHs, CTPYKTYpa 3arojoBKOB. [IOpThI U COKETHI.
YcraHoBnenue u 3aBepiueHue coenunenust 1 CP, moaTBepxaeHus
. U TIOBTOPHBIC TEpelayud, YIpaBIeHHE MOTOKOM M TEperpy3KOil.
TpaHcnOpTHBINA YPOBEHb p P » YT perpy
[Mpuknanueie cerebie cinyxObi: DHCP, DNS, NTP, cnyx6a
4. | v mpuKIagHBIC CETEBBIC . JIP, T
KaTaJIOroB, JJIEKTPOHHAs IMMouTa, nepenayda (aiiioB, BeO-CITyKObI
CITYKOBI
(HTTP/HTTPS). Mogens «KIHCHT-CEPBEP» H  OJHOPAHTOBAS
Mozenb. l3MepeHne — XapakTepHCTUK  CETH:  IPOITyCKHAs
CcrocoOHOCTh,  3aJepikKKa, JDKUTTEP, MOTEpU; HMHCTPYMEHTHI
HM3MEPEHUs U aHAJI3a Tpaduka.
BecripoBoHbIe JIOKaJdbHBIE CETH: CTaHAApTHl cemeirictBa |EEE
802.11, opranM3anus ¥ IUIAHUPOBAHUE DPAIMOMOKPBITHS, 3aIUTa
6ecnpoBopHoro nocryma. CeT MOOWIBHOM CBSI3M Kak cpeja
becnpoBonHsble ]
OBANBHbIC JIOCTyNa K MHQOKOMMYHHKAIIMOHHBIM yciiyraMm. [ 100anbHbIe ceTh:
5. KaHaJIbl CBSI3U, TEXHOJIOTUM JOCTYIIA, MOJKIOYEHUE OpraHu3aluu JIP, T
MH(POKOMMYHUKAIIMOHH
Ll COTH K ceTH oOmero moip3oBaHus. OmepaTop CBS3M M €ro YCIYTH,
JOTOBOp Ha YCIYTH CBA3U. BHUpTyaJbHBIE 4YacTHBIE CETH H
yAan€HHBIA OCTYI COTpyAHUKOB. TexHomorun [P-temedonnn u
00BbeTMHEHHBIX KOMMYHHKAITUH. Pe3epBupoBaHe KaHAIOB CBSI3H.
HNuboxoMMyHHKAITMOHHAS CHCTEMa KaK OOBEKT MPOCKTHPOBAHMUSL.
KonnenryansHoe, (hyHKIMOHATBHOE u JIOTHYECKOe
MPOEKTUPOBAHME: COACP)KAHHE JTAllOB M HUX PE3YIBTATHL.
ITocranoBKka menei CO3MaHHUA CHUCTEMBI, BBISBICHHE H aHAJN3
TpeOOBaHMH 3aMHTEPECOBAHHBIX CTOPOH. Pa3paboTka KOHIEIIHH
IIpoexTupoBanue )
HH(OKOMMYHHKATIHOHH cucteMbl. TexHWYecKoe 3aJaHHMEe Ha CHCTEMY: COCTaB H
o CHCTeMB};H comepkaane pazgenoB (OCT 34.602-2020), tpebGoBaHus K
6. ) cucteMe u K e€ QyHKuusM, TpeOOBaHUS K HAAEKHOCTH U 3aIUTE JIP, T
KOHIICTIIIH,

TEXHHYECKOE 3aIaHue,
M3MEHEeHHe TpeOOoBaHUN

nHpopManmu. Jlormueckass CTPYKTypa CETH: CETMEHTAIWSI, IUIaH
aZipecanny, cxeMa pa3MemieHus o0opynoBanus. Pacuér Harpy3ku
u BbIOOp oOopyzoBaHms. OOpaboTka 3alpocoB HA HM3MEHEHHE

TpeOOBaHMI K CHCTEME: pPErucTpaunus, AaHaJIn3 BIHSIHUS,
COMNIaCOBAHME, BHECEHHUE M3MEHEHHMH B  JOKYMEHTAIMIO.
IIpencraBneHre  KOHLENMIMM U TEXHUYECKOTO  3aJaHUs

3aMHTCPCCOBAHHBIM JIMLIAM.




HaunmenoBanme
pazaeJia (TemMbl)

®opma
Conep:xanue pasneiia (TeMbl) TEKYLIero
KOHTPOJISt

DKCIuTyaTamus
MH()OKOMMYHUKAITUOHH
Ol CUCTEMBI:

7. | ynpaBiieHHE JOCTYIIOM,
periaMeHTHbIe padoThI,
BOCCTaHOBJICHUE
PpaboTOCIOCOOHOCTH

Okcrutyatanusi MH(QOKOMMYHUKAIIMOHHOW cucTeMbl. [Iporecchr
yIpaBleHUs] JIOCTYIIOM K IIPOrpaMMHO-armapaTHbIM CpeAcTBaM
MH(POPMALMOHHBIX CITyXO0: Y4€THbBIE 3alMCH U POJU Ha CETEBBIX
YCTpOHMCTBAaX, pa3rpaHUYEHHE MpPaB, >KypHAJIMPOBAHUE JOCTYIIA,
3alMIIEHHBIE KaHANbl yrpaBieHus. PernmameHTHbIE pabOTHI:
pe3epBHOE KOIMMPOBaHUE KOoH(urypauui, oOHOBIIEHHE
MPOTrpaMMHOTO 00eCTieYeHHs yCTPOWCTB, IPOBEPKA pPE3EPBHBIX
KaHaJIOB, MHBEHTapu3alys. BBOJ B SKCIUTyaTallMIO aIapaTHBIX,
MPOTPaMMHO-ANIAPATHEIX M MPOTPAMMHBIX CPEIICTB COBMECTHO C
MPEJCTaBUTENSIMA TIOCTaBUIMKOB O0OpPYJIOBAaHUS: TPHEMOYHEIC
NIPOBEPKH, aKThl, rapaHTHiiHOE oOciykuBanue. HaOmroneHue 3a
CEeTBIO: OINPOC YCTPOMCTB, METPUKH, >KYpHAJbl, OIMOBEIICHHMS.
JnarHoctrka W JoKanu3alus HeucnpaBHocTeill. BocctaHoBneHue

JIP, T

paboOTOCIOCOOHOCTH ~ TOcie  COOEB:  MOPSIOK
pe3epBUPOBAHNE, (hukcarust BpeMeHHU BOCCTAHOBJIEHHUS.
HNudopmanmonHas 6e30MacHOCTb IPH KCILTYaTalluU CETH.

JICUCTBUH,

2.3.2 3aHATHA CEMUHAPCKOr0 THIA (MPAKTHYECKHE / CEMUHAPCKHUE 3AHATHA)

IPEyCMOTPEHBI.
1a00paTOPHBIX 3aHATHUSX U B XOJI€ CAMOCTOSITEIbHON paOOTHI.

3aHATUS CCMHUHAPCKOI0 THUIla IIO0 JUCHOUIINIMHC yqe6HBIM IIJJTaHOM HC

2.3.3 JlaGopaTopHbIe 3aHATHUSA

CDOpMI/IpOBaHI/IC yMeHI/Iﬁ N HABBIKOB OCYIICCTBIIACTCA Ha

Koa- ®opma TekyLIero
No HaumeHoBaHue 1a0opaTopHbIX padoT BO P y
KOHTPOJIst
4acoB
AHanm3 CTpyKTypsl U Tpaduka nHPOKOMMYHUKAIMOHHOI cetu. [TocTpoeHue Orier 1o
1 | cxemer y4eOHOI ceTH, 3axBaT M pa30op KagpoB M MAaKETOB CPEACTBAMH 4 1260DATODHO
aHanu3atopa Tpaduka, ompeneleHHe COcTaBa CTEKa IIPOTOKOJIOB M OLEHKA a60Tpe 3aI1)JmTa
HaKJIAJHBIX paCcX0JI0B p i
KananpHbli ypoBeHs U KOMMYyTalus. HacTpoiika KoMMyTalluu B 3MYJIATOpE Oraer o
CeTU:  BHUPTyaJbHbIE  JIOKAJIbHBIE  CETH, MaruCTpaJibHble  KaHaJbl, .
2 4 n12a00paToOpHOi
arperupoBaHye KaHAIOB, 3alluTa OT IeTeNb; MPOBEpPKAa H3OJSLUU
pabore, 3amuTa
IIMPOKOBELIATENBHBIX IOMEHOB
CeteBoii ypoBeHb. [lnanupoBanue aapecHoro mpoctpanctBa IPv4 u IPV6, Ot4er o
3 | BblgeNeHUWE ~TOJACETed, HACTpOiiKa CTaTMYeCKOW W JAMHAMHUYECKOU 4 mabopaTopHOIt
MapUIpyTH3ALIH, aHAIU3 TaOIHI MapIIPyTH3AINH, AUAaTHOCTHKA CBSI3HOCTH pa0ore, 3ammTa
TpaHCcOpTHEINA YPOBEHD U MPUKJIATHBIE CETEeBBIE CIy)ObI. HacTpoiika ciryk0
Ot4er o
4 DHCP, DNS, NTP wu BeO-ciyxObl, mpoBepka HX paOOThl; H3MEpEHHE 6 1360DATODHOG
MIPOITYCKHOM CIIOCOOHOCTH, 3aJepKKH M TOTepb; (uibTpamus Tpaduka paTop
pabote, 3ammTa
ME)KCETEBBIM 3KPAHOM
BecnipoBoHOI cerMEeHT U MOAKIIOUEHUE K BHEWHEN cetn. HacTpoiika Touku Oruer o
0ecrpOBOAHOTO JIOCTYNa W 3aIUTHl HOIKIIOYEHHS, TPAHCISIINS CETEBBIX .
5 POBOIH AOCTYI oA $ > TP N 4 mabopaTopHOIt
azpecoB, opraHm3anus ynanéHHoro poctymna corpynauka (VPN), mposepka aGote, 3aTa
JOCTYMHOCTH BHYTPEHHHX CITYKO p ’
Konuenuus n TexHn4eckoe 3aaHne Ha HH(POKOMMYHHUKAIMOHHYIO CHCTEMY.
BrisBnenne TpeOoBaHWI 3aMHTEPECOBAHHBIX CTOPOH, IIOCTAHOBKA IIEJeH Ot4er o
6 | co3maHus CHCTEMBbI, pa3paboTKa JIOTHIECKON CTPYKTYpPHI U TUIAHA aJpecariii, 4 nabopaTopHOH
oopmileHre paznenoB TEXHWYECKOTO 3aJaHusi, oOpaboTka 3ampoca Ha pa0ore, 3ammTa
M3MEeHeHHe TpeOOBaHMH C OLEHKOM BIMSIHUS




Koa-
®opMa TeKyliero

Ne HaumenoBanue 1a00paTOpHBIX padoT BO
KOHTPOJISI
JacoB
Okcruryatanust H(HOKOMMYHHKAIIMOHHON CHCTEMBI. YTIpaBJICHHE JOCTYIIOM K
CETEBBIM  YCTpOWCTBAM, pE3epBHOE KONMUpOBaHHE KOH(UTypamuii U Orer o
OOHOBJIEHHE  IPOTPaMMHOTO  OOECHEUYeHHsT  YCTpPOMCTB,  HacTpoilka N
7 6 nabopaTopHOi

HaOJIONEHNST 3a CeThI0 U OINOBCLICHUM, HMHUTAlWs OTKa3a y3la W
BOCCTaHOBIIEHHE PAa0OTOCIIOCOOHOCTH ¢ (uKcanueil (hakTHIecKoro BpeMeHH
BOCCTAHOBIICHHUSI

JlabopatopHbsie =~ pabOTHI  BBIMOJHSAIOTCA  HAa  €QUHOM  y4ueOHOU

paboTe, 3ammra

MH(POKOMMYHHUKAIIMOHHON CETH: Pe3yJIbTaThl OTACIBHBIX Pa0OT MOCIICIOBATEIIHHO
00pa3ylT OMUCAaHUE OJHOH CeTH — OT €€ CTPYKTYphl M aJPECHOr0 IUIaHa JI0
IKCIUTyaTallMOHHBIX PErJIaMeHTOB. VIcXo/HBIE JaHHBIC (COCTaB MOJpa3/ICiCHUM,
YHUCJIO pabOYMX MECT, NEPEUCHb CIY)KO, TpeOOBaHUSA K JOCTYMHOCTH) BBIIAFOTCS
IperoaBaTeIeM HHINBUIYATBHO.

3amuTa 1adbopatopHoit padotsl (JIP), rectupoBanue (T).

[Tpy M3y4YeHUW MUCHMILIMHBI MOTYT IMPUMECHSTHCS 3JCKTPOHHOE OOy4YCHHE,
JUCTaHITMOHHBIC 00pa3oBaTeabHbIc TeXHOJIOTHH B cooTBeTcTBHH ¢ PI'OC BO.

2.3.4 IlpumepHasi TEeMAaTHKA KYPCOBBIX padoT (IIPOEKTOB)

KypcoBbie paboThl HE IPeyCMOTPEHBI.

2.4 TlepeyeHb y4eOHO-METOAMYECKOTO O0eCIeYeHus ISl CAMOCTOSATEIbHOM
padoThI 00Y4AKOIIMXCS M0 JUCHUILIMHE (MOTYJII0)

Hepeqeﬂb y‘leﬁ]—lO-MeTO)_Il/IquKOFO o0ecnevyeHusl TUCHMUILIHHBI 110

Ne Bup CPC .
BBINOJHEHHUIO CAMOCTOSATEILHON PadoThI
[Ipopabotka yae6HOTO Meroauueckue yKka3aHus 10 OpraHu3aluy ayAUTOPHOU U
1 | (TeopeTmdeckoro) CaMOCTOATENBHOHN PaboT, YTBEP)KICHHBIE Kadenpoi TeopeTHIecKoi
MaTepuana (hM3UKN ¥ KOMIBIOTEPHBIX TEXHOJIOTHIA.
MeTtoaudeckne yKa3aHHs 110 BHITOTHEHHIO TAO0PaTOPHBIX paboT 1Mo
Brinonnenue

mucuuiuinHe «MH(OKOMMYHHKALMOHHBIE CUCTEMBI U CETH,
YTBEp)KICHHBIE Kadenpoil TeopeTnuecKor GPU3NKH U KOMIIBIOTEPHBIX
TEXHOJOIHH. YeK-T1CThl IPUEMKH J1a00PaTOPHBIX PAOOT.

2 | nabopaTopHBIX pabOT U
o opMIIEHHE OTIETOB

MeTtoaudeckne peKOMEHIAIUH IS TIOATOTOBKH K 1a00paTOPHBIM
3aHATHSAM U TEKYIIEMy KOHTPOIIIO, YTBEPKICHHbIE Kadeapoit
TEOPETHUECKON (PH3UKH M KOMITBIOTEPHBIX TEXHOJIOTHI.

IToaroroBka k TeKymemy
KOHTPOJIIO

Y4eOHO-MEeTOIMUECKHEe  MaTepuainbl I CaMOCTOSITEIBHOW  paboThI
OoOyJaromMXCcsd M3 YUCIa WHBAIHMIOB M JIMI[ C OTPAaHUYCHHBIMH BO3MOXXHOCTSMH
3nopoBbst (OB3) nmpenocTasmisitorcss B hopMax, afanTUPOBAHHBIX K OTPAHUYCHUSIM
UX 3JI0pPOBbsI U BOCIIPUATHS UHPOPMALIUHU:

Jist Ut ¢ HApYIIEHUSIMU 3PEHUS

— B TIEYaTHOH (hOopMe YBETUUCHHBIM MIPUPTOM,
— B (popMe 3IEKTPOHHOTO JOKYMEHTA,

— B (popMe aynuodpaiiina,

— B rieyatHol (hopme Ha sa3bike bpaitis.



JUis W11 ¢ HapyIICHUSIMH CITyXa!
— B IleuaTHoU (opme,
— B (popMe DIEKTPOHHOTO IOKYMEHTA.
JUist W11 ¢ HapyIICHUSIMHA OTIOPHO-ABUTaTEIBHOTO amapara:
— B IleuaTHoU (opme,
— B (hOopMe IEKTPOHHOIO JOKYMEHTA,
— B hopme ayauodaiina.
JlaHHBIN TepedyeHb MOXET OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT
KOHTHHTEHTa 00YyJaroIInXxcsl.

3. O0pa3oBare/IbHbIC TEXHOJIOTMH, IPUMEHsIeMbIe IIPH OCBOCHHUH
AUCHUIUINHBI (MOIYJIs1)

B mpomecce  mpemnogaBaHus =~ JUCHUIUIMHBI  JUIS  peaju3aluu
KOMITETEHTHOCTHOTO TOJX0Ja MPEIyCMaTPUBACTCS HCIIOJb30BaHUEC B Y4ECOHOM
IPOIIECCe aKTUBHBIX M MHTEPAKTHBHBIX (DOPM TIPOBEICHUS 3aHATHIA.

[Ipy dYTeHWHM JEKIMA NPUMEHSIOTCS BBOJIHAs, O0030pHAas M MPOOJIEMHAs
JCKIUU, JICKIUSA-TIPE3CHTAlUs, JICKIHS C Pa30opoM KOHKPETHOW CHTYyalluu.
W3noxkeHnue TEOpEeTHUYECKOro MaTepuaja CONpPOBOXKIACTCS pPa3dopoM  CXeM
JEHCTBYIONIUX CETEH M KOJUIEKTHUBHBIM O0CYKIEHHEM MPOCKTHBIX PEIICHUH.

JlabopaTopHbie pabOTBl HOCST TMPOCKTHBIA XapakTep: pe3yIbTaThl
OTIENBHBIX pabOT IMOCIE0BATEIHHO O0pa3ylT OMUCAHWE M HACTPOWKY €IMHOM
yueOHOH WH(POKOMMYHUKAMOHHON ceTH. OTIenbHbIe pabOThl MPEayCMaTPHBAIOT
B3aWMHOE PEICH3NPOBAaHNE aIPECHBIX UIAHOB M KOH(MUTYpAITHii 110 YeK-JIUCTY.

Pa3zpaboTka KOHIIEMIIMK W TEXHUYECKOTO 3aJIaHUs BBIMOIHSACTCS B (opMme
y4eOHON JNUCKYCCUU: MOATPYIIIHI BEICTYNAIOT B POJISX 3aKa3YMKa M UCIIOJHUTEIS,
COTJIACOBBIBAIOT TPeOOBaHUS U 00pabaTHIBAIOT 3aIIPOC HA MX U3MCHECHHE.

VY4eOHble CUTyallud OTKa3a CO3[AI0TCS MpernojaBaTesieM: 00ydarouiuics
BBITIONTHSET JIMarHOCTUKY M BOCCTAaHABIMBaeT pabOTOCIMOCOOHOCTh CETH B
YCIIOBUSAX OTPAaHUYCHHOT'O BPEMEHH, MTOCIIEC YETO MTPOBOJUTCS pa30op JEHCTBUN.

Onenka 3HaHUN OOYYAIOMIMXCSA OCYINECTBISICTCS HAa OCHOBE PE3yJbTAaTOB
TEKYIIETO KOHTPOJIS ¥ MPOMEKYTOYHOU aTTECTAIUH.

JUist U1 ¢ OTpaHUYCHHBIMH BO3MOXXHOCTSIMU 370POBBSI TIPEIyCMOTpPEHA
OpraHu3anys KOHCYJIbTAIUi C UCTIOIB30BAHUEM DJICKTPOHHOM MTOYTHI.

4. OnleHOYHBIE CPeCTBA sl TEKYNIEero KOHTPOJIsl YCIIeBAeMOCTH U
NMPOMEKYTOYHOI aTTecTAIMU

4.1 (I)OHI[ OIICHOYHBIX CPEACTB AJIA IIPOBECACHUA TCKYIIECI0 KOHTPOJISA

Texkymuii KOHTPOJb TMPOBOAMTCA B (OpPME 3allUThl OTYETOB IIO
7a00paTOPHBIM paboTaM U KOMITBIOTEPHOTO TECTUPOBAHMUS.



Kpurepun npueMku otyera no sabopaTopHoit padoTe:

1. paGoTa BBIIOJTHEHA HA BBIIAHHBIX MPEMOAaBATEIEM UCXOIHBIX JaHHBIX;

2. IPUBEACHBI CXeMa CEeTH M KOH(UTYpaIy YCTPONCTB B TEKCTOBOM BUJIE,
TIO3BOJISIOIIME TIOBTOPUTH HACTPOHKY;

3. azxpecHBIi IUIaH MPHUBEIEH MOJHOCTBIO, C YKa3aHUEM MAacCOK, JHAra30HOB
Y Ha3HAYCHUS KaXIO0W MOJICETH;

4. pe3ynpTaThl TPOBEPOK TPHUBEACHBI KOJIWYECTBEHHO (IIPOIMyCKHAs
CIOCOOHOCTb, 3a/lep’KKa, MOTEPU, BPpeMs BOCCTAHOBICHHS) C YKa3aHHUEM YCIIOBH
U3MEPECHHS U SIMHHI] U3MEPEHUS;

5. o0yuaromuiicsi OTBE4aeT Ha JOMOJIHUTENIBHBIN BOIIPOC MpenogaBaTens, He
CoJIep KalUiics B TEKCTE OTYETA.

IIpumepHbIe 321aHUA KOMIIBIOTEPHOI0 TECTUPOBAHMS

Bomnpoc 1. Makancynsuus npu nepeaade TaHHBIX 03HAYAET, YTo:

a) OJIOK TaHHBIX BEPXHETO YPOBHS pa3MeIIaeTCs B MOJIE JTaHHBIX MPOTOKOIA
HUKHETO YPOBHS,

0) MaHHBIC C)KUMAIOTCS MEepe]l epelaueii B KaHal;

B) KaJp pa3lemsieTcs Ha MakeThl GUKCUPOBAHHOM JJIMHBI,

T') JaHHble MUQPYIOTCs HA GU3UIECKOM YPOBHE;

Bomnpoc 2. ®yHkuuei kaHaJIbHOTO YPOBHS 3TAJIOHHOW MOJEIH SBJISETCS:

a) MapIIpyTU3ALUS TAKETOB MEXKIY CETSIMU;

0) KazpupoBaHHe, OOHAPYKEHUE OIIMOOK U YIPABJICHHUE JIOCTYIIOM K Cpene
nepeaayu;

B) YCTAaHOBJIEHUE JIOTUYECKOTO COEAUHEHUS MEXKAY MPUITOKEHUSIMH;

) mpeoOpa3zoBanue GopMaTOB MPEACTABICHUS TaHHBIX;

Bonpoc 3. JlomMeH HIMPOKOBENIaHUS B KOMMYTHUPYEMOM JIOKaJIbHON CETH
OTrpaHUYUBAETCS:

a) HIOPTOM KOMMYTaTOpa;

0) rpaHMIIe BUPTYATbHON JTOKATHHOW CETH WJIM MapIIpyTHU3aTOPOM;

B) JNTMHOM KaOEIHHOTO CETMEHTA;

') pa3MepoM TaOJIUIbl KOMMYTAIUU;

Bompoc 4. TerupoBanue no crangapry |[EEE 802.1Q npumensiercs as:

a) CoKaTHsl 3aroJ0BKOB KaJpOB;

0) mepenaunm TpaduKa HECKOJIBKMX BUPTYAIbHBIX JIOKAIBHBIX CETEH TIO
OJIHOMY KaHaly;

B) OOHapy>KeHUs OMHMOOK B KaApE;

') COrJIaCOBaHUS CKOPOCTU MOPTAa KOMMYTATOPa;

Bormpoc 5. Ilpotoxon STP npennaznauen jis:

a) YCKOpEHHUS Tiepeaadyu KaJpoB B MarucTpajbHOM KaHAJIE,



0) ImpeloTBpAallleHUs NETEeNb HAa KaHAJIbHOM YPOBHE 3a CUET OJIOKHpPOBAHUS
M30BITOYHBIX MTOPTOB;

B) M(poBaHus Tpaduka MEXITy KOMMyTaTOpaMu;

I') pacupeeNieHus: aJpecoOB MEXKIY Y3JIaMU CETH;

Bompoc 6. Cetb 192.168.10.0/26 comepKut aipecoB y3J0B:

a) 14;

0) 30;

B) 62;

r) 126;

Bormpoc 7. [IpaBuno Hamboiee TOYHOrO COBMAJIEHUS MPH MAPUIPYTU3ALUU
O3HAYaeT BBIOOP:

a) MapuIpyTa ¢ HAMMEHbIIEH METPUKOW HE3aBUCUMO OT MpeduKca;

0) MapuipyTa ¢ HanOobIlIEH JIUHON CeTeBOro npedukca;

B) MIEPBOr0 COBIABILIETO MApUIPyTa B TAOJIHIIC;

') MapuipyTa o yMOJI4aHUIO;

Bormpoc 8. Ilpotokon OSPF oTHOCHTCS K TPOTOKOJIAM:

a) IMCTaHIIMOHHO-BEKTOPHON MapIIpyTH3aLIUK;

0) MapIIpyTHU3allUU 110 COCTOSTHUIO KaHAaa;

B) MEXJIOMEHHOIN MapuIpyTH3aIuy;

T') TPYIIIIOBOTO BEIIaHUS;

Bomnpoc 9. Ilporokosn ARP npumenseTcs nmns:

a) OmNpeNeNieHUsl amnmapaTHOTO ajapeca y3jia MO ero CEeTeBOMYy aJpecy B
npenenax CerMeHTa;

0) Ha3HaYeHHUS Y3y CETEBOTO aJipeca IpH 3arpy3Ke;

B) OIpECIICHUs] HMEHH Y3JIa [0 €Tro aapecy;

') CHHXPOHHU3AI[MU BPEMEHH Ha y3JIaX CEeTH;

Bomnpoc 10. Tpancnsimus cereBbix aapecoB (NAT) mpumensiercs npexnae
BCEro JUIS:

a) MOBBILICHUS MPOITYCKHON CIIOCOOHOCTH KaHaua;

0) MOAKIIIOUEHUS y3JI0B C YaCTHBIMU aJpecaMiu K CETH OOILEro MoJIb30BaHUs
4yepe3 OJuH MyOIuIHbIN aapec;

B) ooHapyxenus MTU mytu;

I') IPUOPUTE3AIMH FOJIOCOBOTO TpaduKa;

Bomnpoc 11. [Ipumenenue npotokosna UDP onpasnano, koraa:

a) TpedyeTcs rapaHTHPOBAHHAS JIOCTaBKA KaXI0T0 OaiTa;

0) BakHee MHUHHMAalbHAas 3aJ€pKKa, a TMOTepU JOMYCTUMBI U
00pabaThIBalOTCS MPUIIOKEHUEM;

B) niepeAacéTcsi apXuB OO0JIBIIOT0 00BEMA;

I') HEOOXOAMMO YIIPABJIEHHE IOTOKOM Ha TPAHCIIOPTHOM YPOBHE;



Bompoc 12. Cayx6a DNS B HHPOKOMMYHMKAalIUOHHON cHUCTEME
o0ecIeynBaeT:

a) BbIJAYy y3J1aM CETEBbIX [apaMeTPOB MPH 3arpy3Ke;

0) conocTaBlieHUE JOMEHHBIX UMEH U CETEBBIX aJPECOB;

B) CUHXPOHHU3ALUIO BPEMEHH;

I') LEHTPAIM30BaHHOE XpaHEHUE YUETHBIX 3alKCel Moab30BaTeNei;

Bormpoc 13. Cnyx6a DHCP npumensiercs nms:

a) aBTOMAaTHMYECKOW BbIAuM y3JlaM CETEBBIX MapaMETpOB: aJpeca, MAacCKH,
11JTF03a, CEPBEPOB UMEH;

0) MapHIpyTH3alUKd MEXKy CETMEHTAMU CETH;

B) puibTpauuu Tpaduka 1mno nopram;

I') P€3epBHOTO KOMUPOBAHUS KOH(UTYpaLlUid YCTPOUCTB;

Bonpoc 14. Buptyanbnas wuyactHas cetb (VPN) mnpu opranuzanuu
yAaNEHHOTO A0CTyNa 00ecrneynBaceT:

a) yBEITMYECHHE MPOMYCKHOM CIIOCOOHOCTH KaHalla ONepaTopa CBSI3H;

0) 3amuIEHHYI0 iepenavy Tpaduka yepes ceTb 00IIEero nojab30BaHuUs;

B) OTKa3 OT ayTeHTU(UKAIIMY MOJIb30BaTENeH;

T') IPUOPHUTE3AINIO TpapuKa BHYTPH JIOKAJBbHOM CEeTH;

Bompoc 15. Texnudeckoe 3ajiaHie Ha CUCTEMY B OTIMYHE OT KOHUEMIUU
CUCTEMBI:

a) COJEPKUT TOJIBKO OMUCaHUE OOIIEH UAeH MOCTPOCHUS CUCTEMBI;

0) comepx uT TpeObOBaHUS K cucTeMe U €€ (PYHKIHUSIM B IIPOBEPIEMOM BUJIE,
COCTaB KOTOPBIX OTNPECIEH CTAHIAPTOM;

B) HE MOJJICKUT COTIACOBAHUIO C 3aKa3UUKOM;

I') pa3pabaTbIBaeTCs MOCJE BBOJIA CUCTEMBI B AKCILTyaTaIlHIo;

Bompoc 16. IMoctynuBmmii 3ampoc Ha W3MEHEHHE TpeOOBaHHMI K CHCTEME
MIPEXkKJe BCEro TpeoyeT:

a) HEMEJJIEHHOTO BHECEHUS N3MEHEHUN B HACTPOIKU 000py10BaHUS;

0) perucTpanuu, aHajau3a BIMSHHUS Ha CPOKH, COCTaB pabOT U JApyrue
TpeOOBaHMsI, COTIIACOBAHUS U BHECEHHSI U3MEHEHUM B IOKYMEHTAIUIO;

B) OTKJIOHEHUSI, €CIIU PAa0O0THI YK€ HA4aThL;

I') U3MEHEHUS COCTaBa 3aMHTEPECOBAHHBIX CTOPOH;

Bomnpoc 17. PernmamenTtHbie paboThI npu JKCIUTyaTalluH
MH(POKOMMYHHUKAIIMOHHON CUCTEMBbI BKIIOYAIOT:

a) pa3paboTKy MPUKIATHOTO MPOTPAMMHOT0 0OECTICUCHHS;

0) pe3epBHOE KOMUpPOBaHHE KOH(DUTypanuidl YCTPOMCTB, OOHOBJIEHHE HUX
MIPOrpaMMHOIr0 00eCreYeH ], MPOBEPKY PE3EPBHBIX KaHAJIOB U MHBEHTAPU3ALUIO;

B) COIIACOBAHHME TEXHUYECKOTO 3a/1aHHUS;

I') I000p MepcoHana ciayk0bl MOAACPIKKHY;



Bonpoc 18. Ilpu BBoJe B D3KCIUTyaTallMio CETEBOro OOOPYIOBAHUS
COBMECTHO C MPEJCTABUTEIISIMU MTOCTaBUIMKA O(POPMIISIIOTCS

a) TOJIbKO CU€T M HaKJIaHasl,

0) mporpaMma U TPOTOKOJI NPUEMOYHBIX MPOBEPOK W aKT BBOAA B
AKCIUTYaTalMIO C YKa3aHUEM YCJIOBHI rapaHTUHHOTO 00CTYKUBAHUS;

B) TEXHUYECKOE 3a/laHUE HA CUCTEMY;

I') IJIaH BOCCTAHOBJICHUS MIOCJIE aBapuU;

DTanoHHbIC OTBETH: 1 —a;2—-0;3-06;4—-0;5-0,6—B8;7—-0;8—-0;9—
a;10-06;11-6;12-06;13—a;14-06;15-06;16—-06;17—-0; 18 —0.

4.2 ®oHJ OLCHOYHBIX CPEICTB AJIA MPOBeIeHUs MPOMEKYTOYHOM aTTeCTAlMU

[TpomerxyTouHas aTTecTalys MO JUCIUILUIMHE TPOBOIUTCS B (hopme 3auéTa B
4 cemecTpe.

Bomnpocsl k 3auéry

1. ITonsiTne MHPOKOMMYHUKAITMOHHON cucTeMbl U ceTu. CocTaB U yCIyru
MH()DOKOMMYHUKAITMOHHON CUCTEMBI.

2. Knaccudukamuss cereii mo Macmraldy, TOMOJOTHHM U CHOCOOY
KOMMYTaIIUH.

3. DranoHHas MOJAEIbh B3aWMOJEHUCTBHUS OTKPBITBHIX CHCTEM: YPOBHHU M HX
byHKIIH.

4. Crek mpotokonoB TCP/IP u ero coOTBETCTBHE 3TaJOHHON MOIEIH.
WNHuKkancynsanuys 1aHHBIX.

5. XapakTepuCTUKH CETH: MPOITYCKHAas CIOCOOHOCTh, 3aJepKKa, MOTEPH,
K02()PHUITUEHT TOTOBHOCTH.

6. Crannmapruzamus B ooactu nHpoxkommynukaiuid. Pons ITU-T, IEEE u
IETF.

7. Cpenbl mepefadyd AaHHBIX U UX XapaKTepuCTUKH. CTPYKTypUpOBaHHaS
KaOeJbHas CUCTEMA.

8. KogupoBanue u moaysuus. [lonoca mponyckaHus JIMHUU CBSI3H.

9. ®yHKIMK KaHAJIBHOTO YPOBHS: KaJpUpOBaHUE, OOHApPYKEHHE OIIHOOK,
yIpaBJIeHUE JOCTYIIOM K CpeJie.

10. Texnonoruu JoKanbHEIX ceTeil. Pa3Burne cemeiictsa Ethernet.

11. KomMmyranuss B JIOKQJIBHOM CETH: TaOIWIIa KOMMYTAIMH, JOMCHBI
KOJUTU3UH 1 MIUPOKOBEIIAHUS.

12. BupryansHble JIOKaJbHbBIE CETH. MarucrtpaibHble KaHajdbl W
teruposanue 1o |[EEE 802.1Q.

13. VYcrpanenue meTenb Ha KaHaibHOM ypoBHe (STP, RSTP).
ArperupoBaHue KaHaJIOB.



14. Anpecamus IPv4: wmacku, OeckiaccoBasi ajpecauusi, BbIICICHHE
MOJCETEMN.

15. InanupoBanue aipecHOro NPOCTPAHCTBA OPraHU3ALINH.

16.  Ilporoxon  IPv6:  cTpykTypa  azapeca,  aBTOKOHGUTyparus,
cocymiectBoBanue ¢ |Pv4.

17. Cnyxe6ubie potokoiibl ARP u ICMP. ®parmenTtanus nakeroB u MTU.

18. IlpuHnunel MapumpyTusanuu. Talauna MapuipyTu3aldd U MPaBUIIO
HanOoJIee TOYHOTO COBMA/ICHHUS.

19. Cratnueckas u auHamudeckas mapuipyTtusanus. [Iporoxonst RIP u
OSPF.

20. TpaHcmAnMs ceTeBbIX aApecoB. JMarHOCTUKA CETEBOTO YPOBHSI.

21. IIporokonsl TpancnoptHoro ypoBHs UDP u TCP: na3nauenue wu
00J1aCTH NPUMEHEHHS.

22. YcraHoBiieHue u 3aBepiieHue coeauHenus [ CP. Yopasienue nmorokom
U [Ieperpy3Kou.

23. Ilpuxnannsie cereBbie cyk0b1: DHCP, DNS, NTP, ciy»6a karanoros.

24. BeO-cimyxObl, 0JJIEKTpOHHass TouyTa M mepegavya  (aitioB B
MH(POKOMMYHHUKAIIMOHHOM CHCTEME.

25. V3mepeHue XapakTEpUCTHK CETH W aHaiu3 Tpaduka: METOIAbl U
UHCTPYMEHTHI.

26. becnpoBonmubie JokanbHble cetu: craHmaptel  |[EEE  802.11,
IJIAHUPOBAHUE MOKPBITHUSA, 3alIUTa JOCTYIIA.

27. I'moGanpHbIe CETH M TEXHOJOTUM JocTyna. [loakimroueHrne opraHu3aiuu
K CETH OOIIErO ITOJIb30BaAHUS.

28. Onepartop CBSI3U U €ro yCiIyru. [[oroBop Ha yCIyru CBS3HU.

29. BupryanbHble YacTHBIE CETH W OpraHu3alus yAAJIEHHOTO JOCTyma
COTPYIHUKOB.

30. IP-tenedonnss u o0O0BENMHEHHBIE KOMMYHHKAIMU. PesepBupoBaHue
KaHAJIOB CBSI3H.

31. HudboxkoMMyHUKAIIMOHHAsS CHUCTEMa KaK OOBEKT MNPOCKTUPOBAHUSI.
OTarbl KOHIENTYaTbHOTO, (PYHKIIMOHATBHOTO U JIOTHYECKOTO MPOSKTUPOBAHMUS.

32. IlocraHoBka 1Eened CO3JaHUA CHUCTEMBl. BbIsIBICHHE UM aHaIu3
TpeOOBaHMI 3aMHTEPECOBAHHBIX CTOPOH.

33. Pa3paboTka KOHUENINN NHHOKOMMYHUKAITMOHHON CUCTEMBI.

34. TexHM4eCKOE 3a/IaHUE HA CUCTEMY: COCTAB U COJAEPKaHUE Pa3IECIIOB.

35. Jlormyeckasi CTpyKTypa CETH: CErMEHTalus, IUIaH aJpecaruy, CXema
pa3MenieHus 000pyA0BaHMUS.

36. Pacuér Harpy3ku 1 BBIOOp CETEBOI0 000PYI0BaAHUS.



37. OOpaboTka 3ampocOoB Ha H3MEHEHHE TpeOOBaHUM K CHCTEME.
[IpencraBiieHre KOHLENIMHA U TEXHUYECKOTO 3a/1aHHsI 3aMHTEPECOBAHHBIM JIMIIAM.

38. Ilpoueccel ympaBlieHUST JOCTYIIOM K HIPOrPaMMHO-aNnapaTHbIM
cpelncTBaM MHPOPMALMOHHBIX CIYKO MHPOKOMMYHUKAIITMOHHOW CHCTEMBI.

39. PermamenTHbie  pabOTBHI MpU  DKCIUTyaTalldd  CETH:  COCTaB,
NEPUOJUYHOCTD, JOKYMEHTHPOBAHUE.

40. BBom B OKCIUIyaTalMiO  CpPEACTB  HMH(MPOKOMMYHHMKAIMOHHOU
UH(PACTPYKTYPbl COBMECTHO C MPEJCTABUTEIIMU MTOCTABIIMKOB 000PYJOBaHUS.

41. HaOnioneHue 3a CEThIO: OINPOC YCTPOWCTB, METPUKH, KYpPHAIbI,
OTOBEIEHUS.

42. Jnarnoctuka u JIOKaNnu3auus HEUCITPaBHOCTEH B
MH(POKOMMYHUKAIIMOHHOMN CETH.

43. BoccraHoBieHue  pabOTOCHOCOOHOCTH — MPOrpaMMHO-aNMapaTHbBIX
CpEeJICTB 1ocie cOoeB.

44, Nudopmarmonnas 0e30macHOCTb npu IKCILTyaTaluu
MH(OKOMMYHUKAIIMOHHOMN CETH.

Oo6pa3zen 3a4€THOrO 3aJaHUS

®denepalibHOE rOCYJapCTBEHHOE OI0HKETHOE 00pa30BaTEIbHOE YUPEKICHUE
BBICIIIEr0 00pa30BaHUs
«Ky0OaHCKu#i TOCy1apCTBEHHBIN YHUBEPCUTET)
(®I'BOY BO «Ky6I'Y»)

Kadenpa teopernaeckoii PU3NKH U KOMIBIOTEPHBIX TEXHOJIOTHI
Hamnpasnenue noarorosku 09.03.02 MHbopMaIimoHHbIE CHCTEMBI M TEXHOJIOTHH
®opma o0yueHus: ouHast
2026-2027 yu. rox

Jucnummraa « MTHPOKOMMYHHUKAITMOHHBIE CHCTEMBI M CETH
3AYETHOE 3AJIAHHUE Ne 1

1. IMpuHIMIe MapmpyTH3anuy. Tadauia MapIIpyTU3alMd W MPaBHIIO HauOoee
TOYHOT'O COBIACHUS.

2. TexHuueckoe 3aJaHUC Ha CHCTEMY: COCTAaB M COJCPIKaHHE Pa3/ICiIOB.

3. [IpakTrueckoe 3ajaHue: JIJIs OPraHU3alMK ¢ 3aJJaHHBIM YUCJIOM Pa0OYuX MECT B
TPEX MOJpa3fc/eHUsIX pa3padoTaTh IUIAH aJpecaldyd M yKa3aTh COCTaB CETEBOIO
000pyTOBaHMS.

3aBenyromuii kageapoii TeopeTuIeckon (HU3NKu
Y KOMITBIOTEPHBIX TEXHOJOTHH, J.¢.-M.H., mpodeccop B.B. I'anyuxuit



Onenka 1o aucHUIUIMHE (QOpMHUpPYETCS U3 JBYX COCTABIISIONINX:
BBITIOJIHEHUS 00s13aTEIbHBIX 3JIEMEHTOB Pa0OTHI B CEMECTPE W OTBETA Ha 3a4éTe.

K o6s13aTenbHBIM 37€MeHTaM pabOTHl B CEMECTPE OTHOCSATCS:

1. 3amuIeHs! Bce 1abopaTopHbIe PadOTHI, MPEAYCMOTPEHHBIE MPOrPaMMOi
JTUCITUTUTHHBL

2. BBIOJHEHO W 3alMIIEHO HWTOTOBOE 33JJaHUE — ONUCaHuE Yy4ueOHOM
MHPOKOMMYHHUKAIIMOHHONH  CETH, BKIIOUAIOIIEe CXEeMy, aJpPeCHBId IUIaH,
HACTPOCHHBIE  CETEBbIE€  CIOYXKOBI, pa3lenbl TEXHWYECKOTO  3aJaHus |
AKCIUTYaTAIlMOHHBIA PETJIaMEHT;

3. obecrieueHbl TIOCEUICHUE 3aHATUH M BEJICHUE KOHCIEKTOB JICKIIMOHHOTO
MaTepuana.

OOyyaromuiicsi, BBIOJHUBIINN BCE TpPH DJIIEMEHTa, MOJNydYaeT OICHKY
«3a4TeHO» 0e3 yCTHOTrO OTBeTa Ha 3auére. OO0yUaronuiics, He BHITOJHUBIIHA XOTS
Obl OIMH OJJIEMEHT, OTBEYaeT Ha 3au€Te Ha oO0mmXx ocHoBaHWsX. K 3auéry
JOITyCKAIOTCSl 00yJaroIuecs, 3allUTHBIINE HE MEHEee TISTH JJaOopaTOPHBIX padoT.

OreHka 3HaHUI Ha 3a4€Te MPOU3BOIUTCS IO CICAYIONINM KPUTEPHSIM:

— OIIGHKA «3a4TeHO» BBICTABISETCS OOydYaromeMycsi, KOTOPBIA 3HaeT
Ha3HaYeHUWE M COCTaB WMH(OKOMMYHHUKAIIMOHHOW CHUCTEMbl, (DYHKIHMHU YpOBHEU
MOJIENTM B3aUMOJICUCTBUSI M OTHOCSIIIIMECS K HUM MPOTOKOJIBI, U3JIaraeT Marepuall
MOCJIEJIOBATENIBHO U M0 CYIIECTBY; MPaBUIBHO MPUMEHSET U3yUYEHHBIE TOHITHUS K
KOHKPETHOM CETH: BBIMIOJHSIET pacy€T aJpecHOro IUiaHa, OOBSACHAET MOPSIOK
HACTPOWKH W JHMAarHOCTHKU €€ JJIIEMEHTOB, OIMCHIBAET COCTaB TEXHUYECKOIO
3a/IaHUSl ¥ TIOPSAJIOK 00pabOTKM 3ampoca Ha M3MEHEHHE TpeOOBaHM, Ha3bIBAET
MOPSIZIOK  JISHCTBHM TIPM  BOCCTAHOBJICHHMH PaOOTOCIIOCOOHOCTH TIOCiE COOS;
NPUBOJIUT KOJIMYECTBEHHBIE BEIWYMHBI C YKa3aHUEM €AWHHUI] HW3MEpPEHUS,
JIOMyCKaeMble  OTHEJNbHbIE  HETOYHOCTH B  TEPMHHOJOTUU  HCIPABISET
CaMOCTOSITETILHO WJIM TIOCJE€ HABOJSIIETO BOIPOCA; BBIMOJHUI 00s3aTeIbHBIC
3JIEMEHTHI pabOTHI B CEMECTPE;

— OIICHKa «HE 3a4TE€HO» BBICTABISIETCS 00ydYaroniemMycsi, KOTOPBIM HE 3HAeT
3HAYUTEIBHOM YacTH MPOTPAMMHOTO Marepuaia; JOMYyCKaeT CYIIECTBEHHBIC
om0k B (POPMYIUPOBKAX OCHOBHBIX TOHSATHH, HMCKAXKAIONIUE WX CMBICHT, HE
pasznuvaeT ypOBHHU MOJCIIN B3aMMOJICUCTBHSI U OTHOCAIIUECS K HUM TPOTOKOJIBI U
YCTPOWCTBA; HE CIOCOOEH pPACCUMTATh QAPECHBIM IJIAH W ONUCATh MOPSIOK
HACTPOWKH M TUarHOCTHKHU CETH;, HE MOXET M3JIOKHUTh COACPKaHUE TEXHUYECKOTO
3alaHis M TIOPSJOK AKCIUTyaTallMOHHBIX pPa0OT; HE BBIMOTHWI O0s3aTeIIbHbBIE
AJIEMEHTHI pabOThl B CEMECTpe MO0 HE 3aIUTUI MPETyCMOTPEHHBIE TPOTPAMMOM
nabopaTopHbie pabOTHI.



OneHoyHble cpencTBa [UIsi HWHBAIAAOB M JIMIl C OrPAaHUYCHHBIMH
BO3MOXKHOCTSIMH  37I0POBbSI  BBIOMPAIOTCSI C YYETOM UX HHIUBUAYATbHBIX
MCUXO(PU3NYECKUX OCOOEHHOCTEMH:

— TMpU HEOOXOIMMOCTH WHBAIMAAM W JIMIAM C OTpaHHYECHHBIMU
BO3MOKHOCTSIMH ~ 37I0POBbSI  TPEAOCTABISCTCS JONMOTHUTEIHLHOE BpeMs IS
MOJATrOTOBKH OTBETA Ha 3a4€TeE;

— TpH TPOBEACHHM TPOIEAYpHl OICHUBAHHUA PE3YyJIbTATOB OOyUYCHHUS
WHBAIMJOB W  JMIl C  OTPAaHWMYCHHBIMH  BO3MOXKHOCTSIMH  370POBbS
IpeyCMaTPUBACTCS HCIIOJIb30BAHUE TEXHUYECKUX CPEICTB, HEOOXOIUMBIX MM B
CBSI3M C UX UHINBUIYATBHBIMU OCOOCHHOCTSIMH,

— TpH  HEOOXOAMMOCTH s OOYyYalIIUXCs C  OTpaHHYECHHBIMU
BO3MOKHOCTSIMH 37I0POBbsI M WHBAIHMJOB MpPOLEAypa OICHUBAHUS PE3yJIbTATOB
00y4YeHus TI0 JUCIUILTUHE MOXKET MPOBOJIUTHCS B HECKOJIBKO TAIOB.

[Iporienypa OILIEHWBaHUSI PE3yNbTATOB OOyUYEHUS HWHBAIHMIOB W JIHI[ C
OTPAaHUYCHHBIMU  BO3MOXKHOCTSIMH ~ 3[IOPOBBSl 0  AWCHUIUIMHE  (MOMIYJIIO)
npeaycMaTpuBaeT mpenocraBieHue uHGopmayu B GopMax, aJanTHPOBAHHBIX K
OTPaHUYCHHSIM HX 370POBBbS M BOCHPHATHS HH(POpPMAIMHU, B COOTBETCTBUHU C
[epeYHeM, IPUBEIECHHBIM B MyHKTE 2.4 HAacTOSILENH IPOrpaMMBl.

5. IlepeyeHb OCHOBHOM U JIONMOJTHUTEILHOM Y4e0HOI JIUTEPaTypBhl,
HE00XO0UMOI1 1151 OCBOEHM S INCIUILIMHBI (MOIYJIs1)

5.1 OcHoBHas JuTeparypa:

1. Omudep, B.I'. Kommnbiorepueie cetu. [IpuHIUIBI, TEXHOJIOTHH,
IPOTOKOJIBL: yueOHuK st By3oB / B.I'. Omudep, H.A. Onudep. — 5-¢ uzn. —
CII6.: TTutep, 2016. — 992 c.

2. Tompamreiin, b.C. Cetu cBs3u: yuebHuk s By3oB / b.C. I'onpamreiis,
H.A. Coxomnog, I'.I'. fAnoBckuii. — CII6.: BXB-Iletepoypr, 2014. — 400 c.

3. Tanenbaym, 3. Kommbrotepusie cetu / O. Tanenbaywm, JI. Yazepomn. — 5-
e uzn. — CII6.: [Turep, 2012. — 960 c.

JIns OCBOCHMS IHUCHMIUIMHBI WHBAIMJIAMHU M JIUIAMH C OTPaHUYCHHBIMHU
BO3MOYKHOCTSIMH 37TOPOBbSI HIMEIOTCS U3aHUS B SJICKTPOHHOM BHJIE B DJIEKTPOHHO-
OMOJIMOTEYHBIX CUCTEMAX.

5.2 lonosiHUTEBHAS JIUTEpaTypa:

1. Kypoys, JIx.®. Kommnetorepusie cetu. Hucxomsmmit moaxoxn / JIx.D.
Kypoy3, K.B. Pocc. — M.: Dkemo, 2016. — 912 c.

2. Cromnmunrc, B. KoMmnelooTepHblE CETH, TPOTOKOJBI MU TEXHOJIOTHHU
Nutepnera / B. Crommarc. — CI16.: BXB-Iletepoypr, 2005. — 832 c.



3. Kenun, A.M. Camoyuuteinb cucteMHoro agmMuuauctparopa / A.M. Kenun,
JI.H. Konucanuenko. — 6-¢ uzg. — CI16.: BXB-Iletepoypr, 2022. — 608 c.

4. TOCT P HMCO/MOK 7498-1-99. HHpopmManuoHHAs TEXHOJIOTHS.
B3auMocBs3b OTKpBITHIX cucTeM. ba3zoBas stanonHas mozenb. Yacte 1. basoBas
MOJIETb.

5. TOCT 34.602-2020. Wudopmarnmonnsie TtexHojoruu. Komrieke
CTaH/JApTOB Ha AaBTOMATU3UPOBAHHBIE CHUCTEMBbl. TeXHHYECKOE 3aJaHue Ha
CO37laHUE aBTOMATU3UPOBAHHOW CUCTEMBI.

6. TOCT 34.601-90. Madopmarmonnas TexHosorusi. Komriekc ctaHaapToB
HAa aBTOMAaTH3UPOBAHHBIE CUCTEMbl. ABTOMATH3UPOBAaHHBbIE cucTeMbl. CTaauu
Co37aHusl.

7. TOCT P 53632-2009. IlokazaTenu kadecTBa yciayr JocTyna B MIHTEpHeT.
OG6mue TpeboBaHusl.

8. T'OCT P NUCO/M3K 20000-1-2013. HudopmMannoHHas TEXHOJOTHS.
MenemxmenT yeayr. Yacte 1. TpeboBanus K cuctemMe MEHEHKMEHTa YCIIyT.

9. TOCT P 57193-2016. CucremHas W TMpOrpaMMHas HWHKEHEPUS.
[Ipouecchl )KU3HEHHOTO ITUKIIA CUCTEM.

10. ®enepanbubiii 3akoH oT 07.07.2003 Ne 126-D3 «O cBa3m».

5.3 Ilepuoanyeckue U3IaAHMS:

1. DOnexrpocBsazb. — M.: UH(DO-DneKTpoCBs3h.

2. BectHuk cBsizu. — M.: UadopMcBs3b.

3. Uadopmarmonnsie TexHoJgorHH. — M.: HOBBIE TeXHOJIOTHH.
4. Ilpuknagnas napopmatuka. — M.: Cuneprus.

6. Ilepevyennb pecypcoB MH(POPMALMOHHO-TEJIEKOMMYHHMKAIIMOHHOM CeTH
«/HTEepHEeT», B TOM YHCJ€e COBPeMeHHbIe NpodeccuoHaNbHbIe 0a3bl JaHHBIX H
HHGOpPMaLMOHHBIE CIIPABOYHbIE CHCTEMbI, HEOOXOTUMBbIE /1151 OCBOCHUS
AUCUHMIIMHBI (MOIYJIs1)

1. DIEeKTPOHHO-OMOIMOTEUHAS cucrema «JIlanby. — URL:
https://e.lanbook.com
2. DnexTpoHHO-OMbOMMoTeuHas cucreMa «tOpaiity. — URL: https://urait.ru

3. Hauuonanbubiii oTKpeITHIA  yHUBepcuTeT «MHTYUT». — URL:
https://intuit.ru

4. DnextpoHHbd Katajmor Hayunoit Oubmmorekm Ky6l'Y. — URL:
https://megapro.kubsu.ru/MegaPro/\Web

5. Hokymentst RFC (IETF, RFC Editor). — URL: https://www.rfc-

editor.org



6. Pexomennanuu cextopa crannaptuzanuu snekrpocsssu ITU-T. — URL:
https://www.itu.int/itu-t/recommendations/

7. Jlokymenrauumsa  cereBoro  smyiastopa  GNS3. —  URL:
https://docs.gns3.com
8. Jloxymentanus anaimusatopa Tpadpuka Wireshark. — URL:

https://www.wireshark.org/docs/
9. OduuunaneHplii calT MuHucTepcTBa HUGPOBOIO pPA3BUTHA, CBS3H U
MaccoBbIX KoMMyHHKaIuii Poccuiickoit denepanuu. — URL: https://digital.gov.ru
10. bauk nansbix yrpo3 6e3omacHoctu uHpopmannun OCTIK Poccun. —
URL.: https://bdu.fstec.ru

7. MeToanueckue yKa3aHUus JUIsl 00y4aloIMXCs M0 0CBOEHUIO TUCIIUTIINHBI
(MoayJin)

OcBoeHME AUCIHUIUIMHBI TMPEAIoiaraeT IOoCIeI0BaTeIbHOE TOCTPOCHHE
oOyyJaromumMcsi ONMUCAaHUS OJIHOW HH(POKOMMYHHUKAIIMOHHOW ceTu. Pesymnbrar
KaXJI0H J1a00paTOpHOM pabOThI SBISETCS OYEPETHBIM Pa3/IeioM 3TOTO ONUCAHMS,
MO3TOMY pPaOOTHl BBIMOJHAIOTCS B YCTAHOBJICHHOM TIOPSIAKE;, BBITIOJHEHUE
nocleyome paboTel 6€3 CAaHHOW MPeAbIAYIIeH He JOIMyCKaeTCs.

Bce HacTpolKku BBITIOJIHSAIOTCS TaK, YTOOBI MX MOKHO OBLIO BOCIIPOU3BECTH:
B OTYETE MPUBOMASTCS KOH(PUTYypalMKu yCTPONUCTB B TEKCTOBOM BHUJIE U CXEMa CETH,
a He TOJIbKO CHUMKH dKpaHa.

AnpecHbId TUIaH TPHUBOJIUTCA TOJHOCTBIO: JUISI  KaXION  TOJICETH
YKa3bIBaIOTCS aJpec, Macka, JAuamna3oH aJpecoB Y3J0B, aJpec IUIo3a U
Ha3HaueHue nojceTu. Pacuér uncna aapecoB MpUBOAUTCS B OTUETE.

Pe3ynpTaThl M3MepeHUN XapaKTEpUCTUK CETH MPHUBOIATCS C YyKa3aHHEM
YCIIOBUW M3MEPEHMS, YUCTIA TTIOBTOPOB U €UHUI] u3MepeHus. DopMyIupoBKH Bua
«ceTb paboTaeT HOPMaJIbHO» HE IPUHUMAIOTCS.

3amura mabopaTopHOW pabOTHl MPOBOAMUTCS B (HOpME WHIUBUIYATHHOTO
cobecemoBanus. lloMmumo comepkanust oTdeTa OOydYaroImIeMycCs —3aaercs
JOTIOJIHUTEINIbHBIA BOIIPOC O MOBEJICHUH CETU MPU OTKa3€ €€ OTIEIbHOIO 3JIEMEHTA
WIN TIPU U3MEHEHUHU UCXOJHBIX JAHHBIX.

CamocrosTenbHas paboTa MO JUCIUIUIMHE 3aKI0YaeTCs B IMPOpadOTKe
TEOPETUYECKOI0 MaTepuasa JEeKIH, 3aBeplIeHNH J1a00paTOpHBIX pabOT, HAYATHIX
B ayJUTOPUH, U MOJTOTOBKE K TEKYLIEMY KOHTPOJIIO.

Pa3BepHyThIIl OTBET 00yUarOIIETocs JIOMKEH MPEACTaBIsATh CO00Ml CBI3HOE,
JIOTUYECKHU TOCIIEeIOBATEIFHOE COOOIICHNE Ha 33aJaHHYI0 TEMY, MOKAa3hIBaTh €ro
yMEHUE IPUMEHATH ONPEIeNICHUs] U MpaBuia B KOHKPETHBIX ciydasx. [Ipu onenke
OTBETA YUUTHIBAIOTCA MOJHOTA U MPABUIBLHOCTh OTBETA, CTEIIEHb OCO3ZHAHHOCTH U
MMOHUMAaHMS U3YUYEHHOT0, SI3bIKOBOE 0()OpPMIIEHUE OTBETA.



B ocBoeHWM AUCIUIUIMHBI WHBAIUAAMH M JIMIIAMH C OTPAaHUYCHHBIMHU
BO3MOYXHOCTSIMH 37I0POBBsI OOJIBIIIOEC 3HAYCHHE MMEET WHIWBUIyallbHAs y4cOHas
paboTa (KOHCyJIbTallUM) — JOMOJHUTEIBHOE pa3bICHEHUE YUueOHOro mMarepuana.
NuauBrayaibHble KOHCYJBTAIIMM TI0 TIPEIMETY SBISIOTCS BaKHBIM (DaKTOpOM,
CIIOCOOCTBYIOITUM  HWHIWBHUIYyaTU3aIAN oOy4eHHsI W  YCTAHOBJICHUIO
BOCIUTATEIILHOTO KOHTAKTa MEXIY MPEINoaaBaTesieM  00yJaroIIuMCs HHBATUIOM
WM JIUIIOM C OTPAaHHYEHHBIMH BO3MOYKHOCTSIMH 37J0OPOBBSI.

8. Ilepeuenb uH(POPMANMOHHBIX TEXHOJIOTHI, NCIOJIb3yEeMbIX NPHU
OCYyILIeCTBJIEHHH 00Pa30BaTEJbHOI0 MPOLECCa MO JUCHHUILTIMHE (MOTYJII0)

8.1 IlepevyeHp HEOOXOAUMOIO MPOTPAMMHOIO0 O0ecIeYeHH:

1) omepamuonHas cucrema Microsoft Windows wimu  nuctpuOyTHB
GNU/Linux;

2) oducHslil naket Microsoft Office unu LibreOffice;

3) cpeactea Buptyanuzaiuu Oracle VirtualBox ar6o KVM;

4) smynstopsl cetn GNS3 nmu6o EVE-NG;

5) ananuzarop cereBoro Tpaduka Wireshark;

6) yTWIUTBl JHATrHOCTMKM W W3MEPEHHUs XapaKTepucTuk cetu (ping,
traceroute, mtr, iperf3, nslookup);

7) cereBbie ciyx0Obl B coctaBe auctpuOytuBa GNU/Linux (DHCP, DNS,
NTP, BeO-cepBep, MexceTeBoii akpaH, cepsep VPN);

8) MapuipyTusmpyroiee mporpammuoe obdecrneueHre FRRouting, yTumuts
iproute2;

9) cucrema Habmoaenus Zabbix 6o Prometheus cosmectro ¢ Grafana;

10) cpenctBa mocTpoeHus quarpamm u cxem cetu: draw.io (diagrams.net);

11) kanpKyJISTOp MOJCETEN UM CPEACTBA pacuéTa aJpeCHbBIX IIJIAHOB.

8.2 llepevyeHb NH(POPMAIUOHHBIX CIIPABOYHBIX CHCTEM:

1) DnextpoHHass OuOMMOTEUHAsT cUCTEMa «YHHUBEPCHTETCKas OMOIMOTEKa
ONLINE»;

2) DnekTpoHHass OMOIMOTEYHAs] CUCTEMA M3/IaTeIbCTBa «JIaHbY;

3) DOnexrpoHHas OubnuoreyHas cuctema «lOpaiit;

4) CnpaBouHo-nipaBoBas cucteMma «KoncynbranTlImocy.

9. MaTtepuaJibHO-TeXHUYeCKasi 0a3a, He0OX0AMMAas 1JIsl OCYIIEeCTBJIEHUS
00pa30BaTEeJbHOIO MpPoOLECcca MO JUCHUILIMHE (MOTYJII0)

MaTepHaJILHO-TeXHI/I‘IECKOQ o0ecrnevyeHre U CIUILIHHBI M
OCHAIIICHHOCTDb

Ne Bup pator




MaTepHaJILHO-TeXHI/I‘leCKOC o0ecrmeueHune JUCIUIIIMHBI 1

Ne Bup pabor
OCHALEHHOCTD
VYueOHast ayAuTOpHs U MPOBEICHUS 3aHATHH JIEKIIMOHHOTO THIIA,
3aHATHS JTEKIHOHHOTO . M
1 -, OCHAILlEHHAs] KOMILJIEKTOM yueOHOH MeOenu, TOCKOH 1

MYJIbTUMEINHHBIM TPOEKTOPOM C IKPAHOM.

KommnbroTepHsbIii Ki1acc, OCHAIIEHHBIH MEePCOHANBHBIMU KOMITBIOTEPAMHU C
JOCTYIIOM B ceTh «HTepHeT», cpeacTBaMy BUPTYaTU3aUN 1 SMYJISIIUH

2 JIaGopartopHble ceTell U yCTaHOBJICHHBIM MPOrPaMMHBIM O00ECIICUeHHEM, YKa3aHHBIM B
3aHATHUS pasnene 8, u3 pacyera oJJHO pabouee MECTO Ha 00yJaIOIIerocs; yaeOHbIH

CTEH]I C YIPaBIsieMbIMA KOMMYTaTOPaMH, MapLIPyTU3aTOPaMH B TOYKOH
0eCIPOBOAHOrO JAOCTYIIA JIMOO BUPTyaJIbHAS JIA00PATOPHSI.

3 3aHsTHS VY4eOHast ayAUTOpHsI, OCHAILICHHAs KOMIUIEKTOM Y4eOHOH MeOenH,
CEMHHAPCKOI'0 THIIA MapKEpHOU JTOCKOU U MYJIbTUMENUUHBIM IIPOEKTOPOM C IKPAHOM.
I'pynmnoseie u
WHAUBUAYaIbHBIE

4 | KOHCYIbTAIHH, VYueOHast ayAuTOpHs, OCHAILICHHAs KOMIUIEKTOM y4eOHOI Mebenn u
TEKYIIHH KOHTPOJIb, TEXHUYECKUMH CPEACTBAMH 00yUYCHHUSI.

MIPOMEKYTOUHAS
aTTecTaIys
[TomeneHue I CaMOCTOSITEIBHON PabOThI, OCHAILICHHOE
KOMITBIOTEPHOW TEXHHKOHN ¢ BO3MOYKHOCTBIO MOJIKITIOYECHUS K CETH
CamocrosiTenpHas
) pabota «MHTEpHET» N 0OECTIeueHNEM IOCTYTIa B SJIEKTPOHHYIO

WH(POPMAITMOHHO-00pa30BaTENBFHYIO Cpely YHUBEPCHTETA, YATATHHBIN
3aJ1 Hay9HOU Oubmmorexn Kyol'V.




