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1. Ilestu m 321249 OCBOEHHUSA AUCHUILIMHBI

1.1. Ileab ocBOEHHUS AMCHUILIMHBI:

dopmupoBaHUE y CTYJEHTOB CUCTEMbI 3HAHUI 00 OCHOBAX 3alllUThI HHPOP-
Malliy B JIOKAJIHHOM U TJI00aIbHOM CETH U OCHOBAX 3aIlUTHI 0a3 TaHHBIX.

dopMupoBaHUE TPECTABICHUNA 00 OCHOBHBIX BEKTOpPaX IPOrPAMMHBIX,
KpUnTorpaguueckux M COIUaIbHO-UHKEHEPHBIX aTak; 3P(EKTUBHBIX METOJAaX U
npruemMax UHPOPMaIMOHHON 3aIUTHI.

1.2. 3agaun AMCHMUIIIMHDBI:

— OBJIQJICHUE TPUEMaMU U CTAHJIAPTHBIMHU TPAKTUKAMH 3alIUThl UHGPOP-
Mallnu;

— ¢opMupoBanue 3(PGEKTUBHBIX HABBIKOB HMH(POPMAIMOHHON 3alllUThI
JUYHOM, CITYKEOHOW U BETOMCTBEHHON MH(MOpPMALIHH;

— (QopMupoBaHUE YMEHHMH IO MCHOJIB30BAHHIO 0a30BBIX MPOrPAMMHBIX
CPEIICTB Y MPAKTUK 3aIUTHI JTUYHBIX, CIY>KEOHBIX U BEJOMCTBEHHBIX
MH(OPMAIMOHHBIX PECYPCOB;

— UW3YYCHHE HOMEHKJIATYPbl TEXHOJOTMUYECKUX PEUICHUH, CIyKEOHBIX
MIPOTOKOJIOB M UMEIOLITUXCS METOI0B MH(POPMAITMOHHOM 3aIIUTHI.

1.3. Mecto aucuumiauHbl (MOAYJs) B CTPYKType 00pa3oBaTe/ibHOM
MPOrpaMmbl

Kypc «udopmarnmornHas 0€30MacHOCTh» OTHOCHTCS K (PaKyIbTaTUBHBIM
mucuumunaam (OT/.03). B coorBeTcTBUHM ¢ pabounM yueOHBIM IUIAHOM JIHCITHU-
TUTMHA U3YYaeTCsl Ha TPETheM Kypce Mo O4HOUW dopMe oOyueHus. Bua mpomexy-
TOYHOUW aTTeCTAaMK: 3a4eT. J|JIsi ero 3ydeHus: UCIOJIb3YIOTCS 3HAHUS IIKOJIBHOTO
oO1reoOpazoBaresbHOrO Kypca «udopmatrkay. 3HaHUS U HABBIKU, MTOJTYYEHHbIC
B PE3yNbTaTEe OCBOCHHUS JIAHHOTO Kypca, MOTYT OBITh MCIIOJIb30BaHBI MPH U3YUCHUHN
OOJBIIMHCTBA JTUCIUIUIMH, TaKUX KaK HEOpraHWYeCKas XUMHsI, aHAIUTHYECKas
XUMUS, GU3AUECKasT XUMHUS, CTPOSCHUE BEIICCTBA, XUMUYECKAsT TEXHOJIOTHS U JIPY-
I'MiX, B HAY9HO-UCCJIEI0BATEIILCKOW pab0oTe CTYICHTOB.

1.4 IlepeyeHb IUVIAHUPYEMbIX Pe3yJIbTATOB O0Yy4YeHHSl IO AUCHHUILIMHE
(MoayJIl0), COOTHECEHHBIX ¢ IUIAHUPYEMBIMHM pe3yJbTAaTAMH OCBOCHMA
0o0pa3oBaTeIbHOM MPOrpaMMBbI

N3yyenue nanHoi y4eOHON MUCHUILTMHBI HAMIPaBJiIeHO Ha (popMuUpoBaHUE y
OOy4YaroIIMXCsl CAEAYIOMIMX KOMITETEHIIUMA:



Kon n HaumeHnoBanue nHauKaropa™

PCSYJ'IBTaTBI OGy‘ICHI/IfI IO AMCHUIIIIMHEC
JOCTHXXCHHA KOMIICTCHIIMH

OIIK-5. CriocobeH HCIonb30BaTh CYMIECTBYIOIIME MPOTrpaMMHBIE MPOAYKTHI U HHGOpMAIIH-
OHHBIE 0a3bl JAHHBIX JUISI PEIICHUS 33734 MPOPECCHOHAIBHON NEATEIBHOCTH C YYeTOM OC-
HOBHBIX TpeOOBaHU MHGOPMAITMOHHON O€301TaCHOCTH.

NOIIK-5.2. Hcnonws3yeT coBpeMeH- | 3HAET TEOPETUUYECKUE OCHOBBI CO3JaHMsI JOKYMEHTOB
uele [T-Texnomornu npu cOope, aHa- | A oOpaOOTKM NAHHBIX, BBINOJHEHUS PAcyeTOB U
au3e, 00paboTKe W MPEACTABICHUU | MPEJCTAaBICHUS PE3yJIbTATOB BHIIOJHEHHBIX pabOT
MH(OPMAIMK XMMUYECKOro Tpoduis | YMeeT co3maBath JAOKYMEHTHI Ui 0OpabOTKU JaH-
NOIIK-5.3. CoOmntofaeT HOPMBI HH- | HBIX, BBINOJHEHUS PACUYETOB M IIPEACTaBICHHS pe-
(opManMOHHOM  0€30IaCHOCTU B | 3yJBTATOB BBIIOJIHEHHBIX paboT

PO(HECCHOHATBHOM JIEATENBHOCTH Brageer nporpaMMHBIM 0OecriedeHneM 1J1st paboThI ¢
JIeJI0BOM 1 Hay4yHOU MH(popMmalueil u ocHoBamu MH-
TEpHET TEXHOJIOTHI

2. CTpyKTYypa " coepkaHue TUCHUILTHHBI
2.1 Pacnpenesienue TPy10éMKOCTH IMCHUILIMHBI 10 BUAAM PadoT

OO6mast TpyJ0€MKOCTh JUCIUIUIMHBI cOcTaBisieT 2 3ad. en. (72 yaca), ux
pacrpejiesieHre 1o Bugam padoT MpeCTaBICHO B TAOIHIIE.

Bun yuebHoit paboTbl Bcero CemecTpbl
4acoB (dachrn)
5
KonrTakTHas padora, B TOM 4ncje:
AyauTOpHBIE 3aHATHS (BCEro): 34 34
3aHATHS JIEKIIHOHHOTO THIIA 16 18 - -
JlaGopaTopHble 3aHATHS 18 18 - -

3aHATHSI CEMUHAPCKOTro TUNA (CEMUHAPBI, MPaKTHYe-
CKHE 3aHATHUSA)

HNnas koHTaKkTHas padoTa:

KonTpons camocrositensHoi pabotsl (KCP)

[Ipomexyrtounas arrectanus (MKP) 0,2 0,2
CamocTosiTe/bHAs padoTa, B TOM YHcje: 37,8 | 378
KypcoBas pabora - - - -
[IpopaboTka yueOHOTO (TEOPETHIECKOT0) MaTepuaa 12 12 - -
BrinonHeHne MHANBUAYATIbHBIX 3a1aHUH (TTOJITOTOBKA 5 6 i i
co00IIeHNH, Mpe3eHTalni)
Pedepar 6 6 - -
[ToaroToBka K TEKynieMy KOHTPOJIO 13,8 | 13,8
KontpoJs:
[ToaroroBka K SK3aMeHy
Oo6masi Tpya10eMKOCTh yac. 72 72 - -
B TOM YHC/Ie KOHTAKTHAA | 20, | 705
pabora
3a4. ef1 2 2




2.2 Conep:kanue JTUCHUILINHBI.
Pacnpenenenne BuioB yueOHOU pabOThl U MX TPYAOEMKOCTH IO pasjeiiam

JYCHUIUIMHBL. Pa3fensl qucHUIUIMHBI, U3ydaeMble B 5 cemecTpe (I CTYJE€HTOB
O0DO).

KomuyecTBo yacos
Brea-
No Hamvenosanne pa3nenos (Tem) Beero Ayl};[:ggi):aﬂ };ﬁfgf__
6oTa
JI I3 | JIP | CPC
1 2 3 4 5 6 7
1. OCHOBHBIE TIOHATHS 3aTUTHIMH(DOPMAITUN U UH- 8 4 4
dbopmarmoHHON 0€301aCHOCTH
2. [Tonutrka u cTaHAapTH HHGOPMAIIMOHHOM 0€3- 8 4 ) 4
OIACHOCTH
3.  |[IpuHuuns! kpunrorpadpuyeckon 3amuTsl THPOp- 18 6 6 5
MaIuu
4. |TexHomoruu 3amIMTHl MEKCETEBOTO OOMEHa 8 4 4
JIAHHBIMH
5. |OCHOBBI TEXHOJIOTHUHN BUPTYAIBHBIX 3alTUIICH- 14 4 4 5
HBIXCETeH
6. |TexHonorum oOHapyXEeHUS BTOPKEHHUIMA 318 | 12 6 13.8
UTOI O no pazoenam oucyuniurvl 718 | 16 18 37,8
Konmpono camocmosmenvnoti pabomet (KCP)
IIpomesxcymounas ammecmayus (MKP) 0,2
[lo02omoeka Kk mexywemy KOHmMpO.o
Obwas mpy0oemkocms no OUCYUNJIUHE 72
2.3 Conep:xkanue pa3iejioB JUCHUILIMHBI
2.3.1 3ansaTHS JIEKIMOHHOI0 THIIA
dopma
Haumenoanue pas-
Ne ena Conepxanue paszaena TEKYIIETO
KOHTPOJIS
1 2 3 4
1.| OcHoBHbIe moHsTHs | Da30BbIE MOHSATUS M OCHOBBI HH(POPMAITMOHHON 0e3- K
3amUTHIMHpOpMa- | OMACHOCTH. O6mas cxemMa mporiecca oOecreueHus
1y ¥ nHGOpPMAIH- 6e3omacHoctu. Wnentudukamus, ayTreHTHHUKAIUS,
OHHOIM 0e30macHo- YIIpaBJICHUEC JOCTYIIOM. 3ammra oT HCCAaHKIIMOHHUPO-
CTH BaHHOTO JOCTyIa. BBeneHue B cereBoil nHMOpMAIIU-
OHHBI O00MeH. AHamM3 yrpo3 HWH()OpPMaAIMOHHON
6esonmacHoctu.  OOecrnieyeHne  MHQPOPMALMOHHOM
0e30MacHOCTH ceTei. YTpo3sl U
YSI3BUMOCTH O€CIIPOBOJIHBIX CETEH.
2.| TlomuTuka u OCHOBHBIE TTOHATHS TOTUTUKH Oe3onmacHOCTH. CTpyK- P
CTaHJApTHI NH- Typa NOJIMTUKHA 0e30IacHoCTH OopraHu3anunu. bazoBas




. HaumenoBanue pas-
B zena

Coneprxanue pasjena

®dopma
TEKYIIETro
KOHTPOJIS

2

3

4

(hopMaMoOHHOM
0€30MacHOCTH

U CIEUHUATU3UPOBAHHBIC MOJUTUKH OE30MaCHOCTH.
[Ipouenypst Oe3omacHoctu. Ponb craHgapToB uH-
dbopManmoHHol  Oe30macHOCTH. MexayHapoHbIe
cTanaapTel nHopmanuoHHOU Oe3zomacHocTH. CTaH-
napTel Ass OecnpoBOAHBIX ceTeil. CraHgapTel WH-
dbopmarmonHoit 6e3omacHocTH B MHTEpHETE.
OtedecTBEHHBIC CTaHAAPTHI Oe30MmacHOCTH WHGpOpMa-
IIMOHHBIX TEXHOJIOTUH.

[TpUHIUIIBI KPUTITO-
rpaduyecKoif 3amu-
ThI HHGOPMAITUH

OCHOBHBIE TOHATHS KPUOTOIpapUUECKOW 3alUThI
uHpopmanuu. CHUMMETpPUYHBIE, ACHMMETPHYHBIC U
KOMOMHUPOBaHHAs KPUNTOCUCTEMBl IIHU(POBAHUS.
OnekTpoHHas udpoBasi MOAMUCh, U QYHKIUS XOIITH-
poBaHus. YIpaBlieHHe KpunTokiatodamu. Kpunrorpa-
¢udeckue anropuT™Mbl U UX Kiaccupukanuu. biou-
Hble QJITOPUTMBl MH(PPOBAHUSA JaHHBIX. AJTOPUTM
mmdpoBanuss RSA. TexHonoruu ayTeHTH()HUKAIHH.
AyTteHTH(UKaLMA, aBTOPU3ALUA U aIMUHUCTPUPOBA-
HUE JICHCTBHI moJb30Bareneid. Meroabl ayreHTU(DU-
Kaiuy, ucnoib3yromue napoaud u PIN-koasr. Ctpo-
ras ayreHTH(QuKanui. buomerpudeckas ayreHTH(H-
KalUs0JIb30BATEISL.

.| TexHomorun
3alIUTHI MEXK-
CETEBOro 00-
MeHa JaHHBIMH

ObecnieueHne 0€30MaCHOCTH ONEPALMOHHBIX CHUCTEM
(OC). IIpo6nemsr obecreuenust 6ezomacHoctu OC.
Yrpo3sl 0e30macHOCTH. APXUTEKTYpa MOJCHCTEMBI
3anmThl OC. OcHOBHBIE (YHKIMU TOACHCTEMBI 3a-
Tl OC. Unentuduxanus, ayreHTUGUKAIMS U aB-
TopHu3alys CyObeKToB aoctyna. OyHKIHMH MexXcere-
BbIX 3kpaHoB (MD). OcobGeHHOCTH (PYHKIIMOHUPO-
BaHUs MD Ha pa3nuuHbIX ypoBHsAX moxenu OSI.
Cxembl ceTeBOlM 3amuThl Ha 0Oaze MD. dopmupo-
BaHUE TIOJIMTUKH MEXCETEeBOIO B3aUMOJCHCTBHUS.
[lepcoHanbHBlE W  pacnpeleTUTEeNbHBIE  CETEBbIC
sKkpansbl. [Ipobaemsl 6e3omacHocTH MO.

Ilposepxa
6bINOTHEHUS
pabom. Om-
yemul O Gbl-

NOJIHEHUU.

.|OCHOBBI TEXHO-
JIOTUHU BUPTY-
ATLHBIX 3aIlli-
IIEHHBIX CeTEH

Konnenmus noctpoeHns BUPTYaJbHBIX 3alllUIIEHHBIX
cereii VPN. OcHOBHBIE MOHATHA U (DYHKIUH CETH
VPN. BapuaHTel mocTpoeHuss BHUPTYyalbHBIX 3allU-
HmIeHHBIX KaHanoB. CpencTtBa obecrieueHust Oe3omac-
HocTH VPN. JlocTOMHCTBAa NMPUMEHEHHSI TEXHOJIOTUHI
VPN. IIpoTokossl (pOpMUPOBAaHUS 3aIUIIEHHBIX Ka-
HasioBHa kaHanbHOM ypoBHe (PPTP u L2TP). IIpoto-
KOJIbI (pOPMHUPOBAHUS 3AIIMIICHHBIX KaHAJIOB Ha ce-
ancoBom ypoBHe (SSL/TLS m SOCKS). 3ammra Ha
cereBoM ypoBHe — npotokon IPSEC. UndpactpykTy-
pa 3alUThl HAa NPUKIAAHOM ypoBHE. OpraHuzauus
3alMIIEHHOTO YJAJIEHHOIO JIOCTyHa. YTIpaBJicHHE
JIOCTYIIOM IO CXE€M€ OJHOKPAaTHOIO BXOJa C aBTOPH-




®dopma
HaumenoBanue pas-
° ena Coneprxanue pazzaena TEKYIETO
KOHTPOJIS
2 3 4
sanmeit SingleSign-On (SSO). TIporokon Kerberos.
WNudpacTpyKTypa ynpaBiIeHHs OTKPBHITBIMU KIFOYaMHU
PKI.
| Texnosmoruu Anann3 3amunieHHocTd U oOHapyxeHus atak. KoH-| Kowtokeuym
oOHapyKeHUs [ENIUs  aNalnTUBHOTO YIPaBIEHUs OE30MaCHOCTHIO.| ¢ doknadamu
BTOPKECHUIH Texnonorus ananusa sawuueHHocT. CpencTsa aHa-| g gude npe-
JIM3a 3ALIUIICHHOCTA CETEBBIX IPOTOKONOB M CEPBH-|  senmayuu
coB. TexHomnorun oOHapyxeHus: atak. MeTo/ bl aHaIH-
3a cereBoi mHpoOpMaru. Knaccudukaius cucrem 00-
Hapy>KeHHsI aTak. MeToabl pearupoBaHus. 3aliuTa OT
BUpycOB. KOMIbIOTEpHBIE BUPYCHI U MPOOJIEMBI aHTH-
BUPYCHOH 3amuThl. OCHOBHBIE KaHAJBI PACIPOCTpaHe-
HUSI BUPYCOB U JAPYTUX BPEAOHOCHBIX MPOTpaMM. AH-
TUBUPYCHBIC IPOTPaMMBbl M KOMIUIEKChL.  IlocTpo-
€HHE CHUCTEeMbl aHTHBHUPYCHOM 3aIlUTHI
KOPITIOPATHBHOM CETH.
2.3.2 3aHATHA CEMHUHAPCKOI0 THIIA
[TnaHOM HE MPeyCMOTPEHBI
2.3.3 JlabopaTopHble 3aHATHS
Ne HaumenoBanue nabopatopHbix padboT opwma Tekytuero
KOHTPOJIS
1 3 4
1. |lIpoBoanuk. OcHoBHble nousTHst ®C. Pabota ¢ kOMaHIHOM CTpOKOU. | Omuem no aab. pa-
bome
2. |Cucremsl cuucienus. OcoO0eHHOCTH PabOTHI C YUCITAMH B Pa3HBIX CH- Pewenue 3a0au
CTeMax CUMCIICHHUS.
3. |Microsoft Word. HIpudrt, ab3arn, pazmMeTka CTpaHHUIIEL. Omuem no 1ab6. pa-
bome
4. |Microsoft Word. CtpykTypa JOKyMEHTa, UCIIOIb30BaHUE CTUIIEH. Omuyem no nab. pa-
bome
5. |Microsoft Word. Pabora ¢ Tabnumamu. @opmysisl, pUCYHKH. Omuem no 1ab6. pa-
bome
6. |Microsoft Excel. [Toctpoenue auarpamm. Omuem no nab. pa-
bome
7. |Microsoft Excel. O6paboTka JaHHBIX METOJIOM HAMMEHBIINX KBaapa- | Omuem no 1ab. pa-
TOB. bome
8. [Microsoft Excel. IlocTpoenne nuarpamm, perieHne ypaBHEHU. Omuem no nab. pa-
bome
9. |Pabora ¢ ChemSketch. Co3nanne xumuyeckux Gopmyii, cXeMm  T.J. Omuem no nab. pa-
bome

2.3.4 IlpumepHasi TeMaTHKa KYPCOBBIX padoT




KypcoBsie paboThl — HE TPETYCMOTPEHBI

2.4 IlepeyeHb y4eOHO-METOAUYECKOr0 O0eCHEeYeHUNA IJISI CAMOCTOSITE/b-
HOI padoThl 00Yy4AKOINMXCS MO JUCHUIINHE (MOXYJIIO)

Hepequb y‘le6HO'MeTOI[I/ILIeCKOFO obecnieueHus JUCHUITIIIMHBI I10

Ne Bun CPC BBITTOJIHEHUIO CAMOCTOSITEIBHON paboThI
1 2 3
1 | Teoperuueckas ca- Mertoanyeckue peKOMEHJalUM K OpraHu3ally ayJUTOPHOM U

MOTIO/ITOTOBKA  |BHEAYIUTOPHOH (CaMOCTOSTENbHOM) pabOThl CTYIEHTOB: METOANYE-

2 IToaroroska k JIP |ckue ykazanus / coct. T.I1. Cropoxenko, T.b. [Tounnok, A.B. bec-

3 Pedepar nanoB, H.B. Jlo3a. — Kpacnonap: Ky6anckwuii roc. yu-t, 2018. 89 c.

4 | Jloknazpl, Mpe3eHTa- WNudopmaruka: nporpaMMHpOBaHHE U YHCIEHHBIE METOJIBI: Jia-
0007051 Ooparopublii ipakTukyM / [coct. B. A. Bonsakun, U. B. CyxHo, B.

10. By3bko]; KybOanckuii roc. yn-1. — Kpacuonap, 2010. - 75 c.
WuTepHeT pecypchbl 10 AUCUUILIMHE, B TOM YUCIE YKa3aHHbIC B
1.6.

Y4yeOHO-MeTOANYECKUE MaTepHuasbl I CaMOCTOSTEILHON paboThl 00yua-
IOIIUXCA W3 YHCIa WHBAIHJIOB U JIMII C OTPAaHUYCHHBIMH BO3MOYKHOCTSIMHU 3710PO-
Bbs (OB3) mpenocraBisitorcs B opMax, aAanTUPOBAHHBIX K OTPAHUYEHUSAM HX
3I0POBBSI U BOCHPUSITHS HHPOPMALIUH:

Jist U1l ¢ HApyIIEHUSIMU 3PEHUS:

— B TIeYaTHOU (hopMe YBEITMYEHHBIM MIPUDTOM,

— B (popMe JIEKTPOHHOTO IOKYMEHTA.

JIist U1l ¢ HApYIIEHUSIMA CITyXa:

— B ieyaTHoi (opme,

— B (popMe 2IIEKTPOHHOTO JTOKYMEHTA.

Jlis av1 ¢ HapyIIeHUSMH OTIOPHO-JBUTATEIHHOTO arapara:

— B IeyaTtHou opme,

— B (popMe 2IIEKTPOHHOTO JTIOKYMEHTA.

JlaHHBIN TIEpeYeHb MOXKET OBITh KOHKPETH3UPOBAH B 3aBUCHMOCTH OT KOH-
TUHTEHTa 00y4YarOIINXCS.

3. O0pa3oBare/ibHbIEe TEXHOJIOTUH, IPUMeHsIeMble NIPH OCBOEHUH /1M C-
HMIUIMHBI (MOLYJIsl)

st hbopmupoBanus npodeCcCHOHAIBHBIX KOMITETEHIIMNA B MPOIECCe OCBOE-

HUSl Kypca HCIIOJIb3YETCs TEXHOJIOTHs Mpo¢ecCHOHaIbHO-Pa3BUBAIOIIETO 00yde-

HUS, IPEAYCMATPUBAIOIIAs HE TOJIBKO Mepeaady TeOpEeTUUEeCKOro MaTepualia, HO U

CTUMYJIMPOBAaHUE U PA3BUTHUE MPOTYKTUBHBIX MO3HABATEIBHBIX JEHCTBUHN CTYACH-

TOB (Ha OCHOBE ICHXOJOr0-TEeIarornYecKoi TeOpUH MO3TAMHOIO (OPMUPOBAHUS
YMCTBEHHBIX JIEUCTBUIA).

AKTUBU3alMM W HMHTEHCU(UKAIIMK [MO3HABATEJILHOIO TIpoliecca Crocoo-

CTBYIOT MOJIETMPOBAHUE MPOOJIEMHBIX CUTYalMi, MyJIbTUMEAUNHBIEC TIPE3CHTAIIUN



B JICKIIMOHHOM Kypce. B pamkax 1a0opaTOpHBIX 3aHSATHIA MPUMEHSIOTCS METOIbI
IPOEKTHOTO O0YYCHUSI, HCCIIEAOBATEIbCKHE METO/IbI, TPEHHHTOBBIC (DOPMBI, METO/
KOHKPETHBIX CUTYallWid. B mporiecce caMoCTOSTENbHON AEATETbHOCTH CTYACHTHI
OCBaMBAIOT M aHAJTH3HUPYIOT MEPETOBON OMBIT, HCIOIb3Ysl HMEIOIIYIOCS JINTEpPaTy-
pY ¥ HHPOPMAITMOHHBIE TEXHOJIOTHH, BRICTYIAIOT C MPE3CHTAUSIMH, HAKATLTUBAIOT
nopT¢osino pazpaboToK.

JIsist TUI] ¢ OTPaHWYCHHBIMUA BO3MOYKHOCTSIMU 3/I0POBBSI IIPEyCMOTPEHA Op-
TaHMU3aIUs] KOHCYJIbTAINH C UCTIOJIb30BaHUEM AJICKTPOHHOU MTOYTHI.

4. OueHo4YHbIe CpPeACTBA JJIsl TEKylIero KOHTPOJIS YCIeBAaeMOCTH H
MPOMEKYTOUYHOM aTTeCTAUN
OneHouyHble cpeACTBa NMpeaHa3HAYEHbI JJIsI KOHTPOJISI M OLIEHKH 00pa3oBa-
TEJIbHBIX JOCTHXKEHHM OOy4YaroIMXCs, OCBOMBIIMX IPOrpamMmy Y4eOHOW AMCIIH-
winHbl «MHPOPMaLIMOHHO-KOMMYHUKAIMOHHBIE TEXHOJOTUU U aHAJIU3 JAHHBIX).
OueHouHbIE CPEACTBA BKIIOYAIOT KOHTPOJIbHBIE MaTEpHAIIbI ISl IPOBENCHUS Te-
KyLIEro KOHTpOJIA B (pOpME TECTOBBIX 3aJaHMil, JOKJIaJa-NMPEe3eHTalUU MO IMpo-
OJIEMHBIM BOIIPOCaM, KOHTPOJIBHBIX Pa0dOT U MPOMEKYTOUHOM aTTecTauuu B (op-
M€ BOIIPOCOB K 3a4€Ty.

CTpyKTypa OLIEHOYHBIX CPEACTB ISl TeKylleil U MPOMEe:KYTOUHOM aTTeCTAMHA

Kox n HanMeHOBaHUE WH- HammeHOBaHME OIEHOYHOTO CPENICTBA
Ne Pesynberater 00ydeHus
JKAaTOpa . [Ipomexxyrounas
/T (B cootBeTcTBHU C 1I. 1.4) Texymuid KOHTPOJIb
(B cooTBeTcTBUH C 1. 1.4) aTTeCTalus
HOIIK-5.2. Hcnons3yet Jlabopatopusie pabotbl, Pac- | Bompocer Ha 3a-
Ymeer co3mgaBaTh JJOKY- .
COBPEMEHHBIE IT- YeTHBIE KEeHC 3aaHus yere 1, 11 - 14
MEHTBl Jid  00paboTKH
TEXHOJIOTUH TpH cOope,
JAaHHBIX, BBITIOJTHEHUS
1 aHanmmze, oOpaboTke U
pacueToB U TIIpelCTaBlie-
npencTaBieHnn  UHGOP-
HHUSL PE3YNbTaTOB BBIIOJ-
MaIiu XMMHUYECKOTO
HEHHBIX paboT
npodmis
NOIIK-5.3. Cob0mronaer | Bnageer  mporpammueiM | Pedepar, noknan- | Bompocsl Ha 3a-
HOPMBbI MH(GOPMAIMOHHOW | oOecnieyeHneM sl pa0o- | mpe3eHTalys, BONPOCH s | yere 22-24
2 Oe3omacHocTH B Tpodec- | THI C [IENOBOW W HAYYHOH | YCTHOTO Ompoca.
CHOHAJIFHOW  JIeSTeNbHO- | mH(pOpMaIHei 1 OCHOBAMH
CTH MHTEepHeT TeXHOJIOT il

TunoBble KOHTPOJIbHbIE 3aJaHUSI WM UHbIEe MaTePHAJIbl, HEOOX0AUMBbIE /ISl
OLICHKU 3HAHUMN, YMEHHH, HABBIKOB M (MJIM) ONBITA AeATEJILHOCTH, XapaKTe-
PU3YIOLIUX 3Tanbl (JOPMUPOBAHUA KOMIIETEHIIUI B MpoLecce 0CBOeHUs1 00pa-
30BaTeJIbHOM NPOrpaMMbl

Ilpumepuvie memul peghepamoes, 00K1a008, Icce

1. 3akoH 00 mH(popmanuu, THHOPMALIMOHHBIX TEXHOJOTHUIX U O 3aIlUTE WH-
dbopmanuu.

2. 3aK0oH O 0€30MacCHOCTH KPUTHYECKOW MHPOPMALUOHHON HHEOPACTPYKTYpPHI
Poccuiickon @enepanum.

3. 3aKkoH o cBsA3M U HH(POPMALIMOHHAS] 0€30IaCHOCTb.



4. Bunapl ¥ QYHKIIUN SJICKTPOHHOH TOJIIHCH.

5. 3amuTa nepcoHaIbHBIX JJAHHBIX.

6. ConuaabHO-WH)KHHUPUHTOBBIC aTaku, WX BUABL [IpuMepsl colpaabHO-
WHXUHUPUHTOBBIX aTakK.

7. OUIIYHT U 1[eJIeBON (DUIIIMHT.

8. CeteBble aTaku.

9. IlporpamMMBbI-IpOCITYIIMBATENN CETEBBIX MPOTOKOJIOB. CKaHMPOBAaHUE CeTe-
BBbIX MOPTOB. CETEBbIE CKAHEPBI.

10.ATtaku Bua «0TKa3 B OOCITY>KHBaHUI.

11.ATtaku, UCIIONB3YIOUIUE YA3BUMOCTH IPOTPAMMHBIX CPEJICTB.

12. Y S13BUMOCTH «IIEPETIOIHEHUE CTEKa.

13.VPN-coeaunenus.

14.Ataku, UCMOJIB3YIOLME CKPUNTOBBIE BCTABKH B MHTEPHPETUPYIOLIUE IMPO-
IPaMMHBIE CpEJIbI.

15.Araka SQL-insertion.

16.«Cananus» noab30BaTEIbCKOIO BBOA.

17.ATaka «10aIMeHbI HCTOYHHKAY.

18.Kpunrorpaduueckue aTaku.

19.Knaccuueckue mmdpsr: mudp Lesaps, Buxenepa, Kapnano.

20.1udpoBanbHbIe OJTOKHOTHI.

21.Ycrapemue u aktyanbHble mmdpel. DES-mmdposanwue.

22.TloHaTHe «OTHOCTOPOHHEH» (PYHKITHH.

23.CUMMETpUYHbBIE CUCTEMBI MHU(PPOBaHUsA. ACHMMETPUYHBIE CHCTEMBI MIHUQ-
pPOBaHUA.

24.JnexTpoHHas nu(poBas MOAMUCH.

25.Xo11-yHKIUH.

26.YnpaBneHue KpunrorpadhuuecKuMu KI04amu.

27.Cteranorpaduieckue METO bl IMM(PPOBAHUS TAHHBIX.

28.ATaku, UCTIOJB3YIONINE CJIOBAPU MAPOJICH.

29.ATaku, UCTIOJIB3YIOIINE YSI3BUMOCTH ONIEPALIMOHHBIX CUCTEM.

30.Va3sumoctu Meltdown u Spectre.

31.IIpodunakTuka coruaabHO-UHKUHUPUHTOBBIX aTak.

32.Ilpodunaktuka KpUOTOrpapUUECKUX aTak.

33.1Ipodunaktrka aTak, HICHOJIB3YIOLIKUX YA3BUMOCTH MIPOTPAMMHBIX CPEJ.

34.TlpodunakTruka aTak Ha CETEBYI0 HHPPACTPYKTYPY.

35.1Ipodunaktrka aTak Ha OnepalMOHHbIE CUCTEMBI.

36.IIpsiMble 1 KOCBEHHBIE TIPU3HAKU TPOTPAMMHO-BHPYCHOTO 3apasKECHUS.

37.Buapl BUpPYCHBIX aTak. Bupycel «TposiHbl». 3amuch ¢ kinaBuaTypel (key-
logging). Bupych! mudpoBaibIuKy.

38.1IpodunakTrka MporpaMMHO-BUPYCHBIX 3apPaKCHHI.

39.HeTrpaaumoHHble METO/IbI HECAHKIITMOHUPOBAHHOTO JIOCTYTIA.

40.OpraHu3anust 10CTyna B COBPEMEHHBIX ONEPALMOHHBIX CUCTEMAX.

41.006ecmeuenre 0€30MACHOCTH OMEPAIMOHHBIX CUCTEM. 3aadyd CHCTEMHOTO
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aJIMUHUCTPHUPOBAHHSIL.

42.YmpaBieHrue MoimuTukon OezomacHocTu. Pasrpanmuenue moctyma. M3oms-
1ust iporpamm. M3oms1ust Cpe/bl HCIIOTHEHUSI.

43.BupTyanuzanys omnepanioHHbIX CUCTeM. BUpTyaipHBIE Cpebl UCTIOTHEHHSI
(KOHTEHHEpHI).

3adyeTHO-IK3aMeHALIMOHHbIE MaTepHAJIbI JJIsi NMPOMEKYTOYHON aTTecTauuu
(3auer)
Bonpocwt 0152 noozomosku K 3auemy
. DBOIOIMS KaHAJIOB TIepeaaun nHOpMaIiu.
. [lonsiTrst m onpeenienus o6aacTu HOOPMAITMOHHONW OE30MTaCHOCTH.
. UudopmanrioHHble yrpo3sl U CIOCOOBI 3aIIUThI OT HUX.
. JoxTpuna unpopmanmonnoi o6e3onacuoctu PO.
. 3aKOHOATENIbHBIN YPOBEHD 3aIUTHI HHGOPMAIIIH.
. [IpouenypHsIif ypoBeHb 0OecriedeHHst UH(POPMALIMOHHON O€30MaCHOCTH.
. KomniptoTepHbie BUPYCHl U aHTUBUPYCHBIE TIPOrpamMmbl. 8.MeToibl U TeX-
HOJIOTHH O0OpbOBI C KOMIIBIOTEPHBIMU BUpycaMu. 9. Kpunrorpadusi.
10. buomerpusi.
11. MnquBryalibHast U TOCYJapCTBEHHAs 3allluTa HH(pOpMauu.
12. UndopmaiimonHas BoiHa.
13.0OcobeHHOCTH yripaBiieHus! HH(GOpMaluet B ropoaax.
14.0OcobeHHocTH obecniedeHus THPOpMaLMOHHOM Oe3onacHocTu Poccuiickoii
@denepanyy B pa3IMyHbIX chepax 00IIECTBEHHON KU3HM.
15. Mn(opmanimoHHast 5JKOHOMHUKA.
16.'moGanbHas napopmMaTuzaus oOIIecTBa.
17.Pexsiama KaKk MCTOYHUK MH(GOPMAIIMOHHON OTTAaCHOCTH.
18. Undopmarmonnsie 00pazoBarenbHbie TexHoaoruu X XI Beka.
19.I'eorpaduueckue nHGOPMAITMOHHBIE CUCTEMBI.
20. AIpUOPHBIN aHATU3 HAJIC)KHOCTH.

~N o OBk wWw DN

Kpurtepun oneHnBaHus pe3yjbTaToB 00y4eHH s

OueHKH «3aueT» 3acilyXUBaeT CTYJIEHT, OOHapyKUBIIMKA copMupoBaH-
HOCTh KOMIIETEHILIMH, MPETyCMOTPEHHBIX MPOrpaMMOM TUCUHUILIMHBI, HEOOXOIuU-
MBIX JIJIs1 JaibHenIend yu€Obl U npeacTosieid padoTsl o npodeccuu, CrpaBsio-
LIANCA C BBIMOJHEHUEM 3aJaHUM, ITPETYCMOTPEHHBIX ITPOTrPAMMOMN.

OneHka «He3aueT» BBICTABJISETCS CTYIEHTY, OOHApYXUBIIEMY 3HAYUTEIb-
Hble MPOOEeNbl B 3HAHUSIX OCHOBHOI'O MPOrPAaMMHOr0 Marepuaia, JOIMYCTHUBIIEMY
NPUHLUINUATIBHBIE OIIMOKU B BBIMOJHEHUU MPETyCMOTPEHHBIX MPOrpaMMoOil 3a1a-
Hui. Kak npaBuio, onieHka «He3adeT» CTaBUTCS CTyIEHTaM, KOTOPbIE HE OCBOWIIN
B JIOJDKHOM Mepe (pyHKIMH IpernojaBaTeiss XMMHUU M HE CMOTYT HPUCTYNHUTH K
npo(hecCHOHANBHOM JIEATEIbHOCTH IO OKOHYAHUU By3a 0€3 JIOTOJHHUTEIbHBIX 3a-
HATHUU IO COOTBETCTBYIOLIUM JTACLUIUIMHAM.
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OueHouHbIE CPEJCTBA JIs1 MHBAIUIOB U JIUI C OTPAHUYCHHBIMU BO3MOXKHO-
CTSIMU 37I0POBbSI BBIOUPAIOTCS C YYETOM HUX UHIUMBHUIYAIbHBIX MCUXOPU3UUYECKHUX
0COOEHHOCTEH.

— IpU HEOOXOAMMOCTH WHBAIUJAM U JIUIIAM C OTPAaHUYEHHBIMH BO3MOKHO-
CTSIMU 37I0POBbS TIPEIOCTABISETCS TOMOJHUTEILHOE BpeMs JIJIsi IOJITOTOBKU OTBE-
Ta;

— TIpU TPOBEJCHUH MPOIEAYPHl OIICHUBAHUS PE3yIbTaTOB OOyUYEHUS WHBA-
JUAOB U JIUI ¢ OTPAaHUYEHHBIMUA BO3MOXHOCTSIMHU 3JI0POBbsI IIPEAYCMATPUBAETCS
MCITOJIb30BAHUE TEXHUYECKUX CPENICTB, HEOOXOIUMBIX UM B CBSI3U C UX UHAUBUIY-
aJIbHBIMHA OCOOCHHOCTSIMU;

— IpU HEOOXOJUMOCTH I OOYYaIOIIUXCSl C OrPaHUYEHHBIMH BO3MOKHO-
CTSIMU 3/10pOBbsl M HHBAJIU/IOB MPOIIEypa OLIEHUBAHUS PE3yIbTaTOB O0yUYEHHS T10
JUCLUIIIIMHE MOKET IPOBOJUTHCS B HECKOJIBKO JTAIOB.

[Ipouenypa olieHMBaHUs PE3yIbTaTOB OOyUYEHUS] MHBAJIMJIOB U JIMII C Orpa-
HUYEHHBIMH BO3MOXHOCTSIMHU 370POBbsI 110 TUCLUIUIMHE (MOAYIIO) MpeaycMaTpu-
BaeT MpejocTaBieHne nHhopmaiuu B popmax, alaliTUPOBAHHBIX K OTPAHUYCHUSIM
WX 37I0POBBS U BOCIIPUATHUS UH(DOPMAITUH:

JUist Tl ¢ HApYIIEHUSIMU 3PEHUS:

— B IIEYaTHOU (hOpME YBEJIMYEHHBIM HIPUDTOM,

— B (hOopMe JIEKTPOHHOT'O TOKYMEHTA.

JIns 1 ¢ HapyIIEHUSIMU CITyXa:

— B IeyaTtHou opme,

— B (hopMe JIEKTPOHHOTO TOKYMEHTA.

JIist iun ¢ HapyIeHUsIMUA OTIOPHO-/IBUTATEIBbHOTO anmnapara:

— B ieyaTHoi (opme,

— B (popMe 3JIEKTPOHHOTO IOKYMEHTA.

JlaHHBIN TIepeYeHb MOXKET ObITh KOHKPETU3UPOBAH B 3aBUCHUMOCTH OT KOH-
TUHTEHTa 00yYarOIINXCA.

5. Ilepeyennb yuyeOHOIl JHuTEpPaTypbl, HH(POPMAIUOHHBLIX PECYpPCOB H
TEXHOJIOT UM
5.1 YueOHas iuTeparypa

1. Nudopmaruka. bazosiii kypce [TekcT] : yuebHOE mocoOue sl CTyI€HTOB BTY-
30B / nmox pea. C. B. CumonoBuua. - 3-e uzg. - Cankr-Ilerepoypr [u ap.] : 11u-
Tep, 2018. - 637 c.

2. CyBopoBa, I'. M. UudpopmannonHas 0e3omnacHocTh: yueOHoe nocodue / I'. M.
CyBopoBa. — CapatoB: By3oBckoe oOpazoBanue, 2019. — 214 c.

3. ®umunmos, b. W. Hudopmarmonnas 6e3onacHOoCcTh. OCHOBBI HAJIEKHOCTH
cpenctB cBszu : yueonuk / b. M. ®umunmos, O. I'. lepctHeBa. — Capatos :
Aii ITu Op Menua, 2019. — 227 c.

4. Yepuona E. B. Undopmarmonnas 6e30mMacHOCTh YelioBeKa : ydeOHoe mocobue
TUTS1 BY30B /
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5. E. B. UepnoBa. — 2-¢ u3n., ucnp. u gon. — Mocksa : MzmparensctBo FOpaiir,
2020. — 243 c.
6. llanprun B.®D. MudopmanronHas Oe30mMacHOCT, M 3aluTa WHQOpMAIMM:
yue0. nocobue / B.®. lllanbrun.- Caparos:IIpodobpazosanue, 2017.- 702c.
5.2. Ilepnoanueckas Jureparypa

Vkazviearomesa neuamnvie nepuooudeckue uzoanus us «llepeuns newammvix
nepuooudeckux u3oanull, xpauawuxcsa 6 gounde Hayunou oubauomexu Kyol'Vy
https://www.kubsu.ru/ru/node/15554, w/unu snekmponnvie nepuoouueckue uzoa-
HUs, ¢ YKa3aHuem aopeca cauma 3J1eKmMpOHHOU 8epcull JHCypHaad, U3 6a3 OaHHbIX,
docmyn k komopvim umeem Kyol'y:

1. Baser qanaeix komnanuu «Mcrt Bero» http://dlib.eastview.com
2 Kypnan « MTabopMaTU3aus U CBI3b»

3 Kypnan « MTHHOKOMMYHUKAIIMOHHBIC TEXHOIOTHI

4, Kypnan «I[IporpaMMHBIe TPOTYKTHI U CUCTEMBI

5 Kypnuan «[Tpuknagnas naHbpopMaTHKa»

5.3. UnuTepHeT-pecypchl, B TOM 4YHCJ€e COBpeMeHHbIE NMPOdecCHOHAIb-
HbIe 0a3bl JAHHBbIX M HHPOPMAIIMOHHBbIE CIIPABOYHbIE CHCTEMbI

JJ1eKTPOHHO-0MOMoTeuHble cuctembl (ABC):

1. ABC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAVH»
www.biblioclub.ru

2. OBC «ZNANIUM.COM» www.znanium.com

3. OBC «JIAHDB» https://e.lanbook.com

IIpodeccuonanbubie 0a3bl JAHHBIX:

1. Scopus http://www.scopus.com/
2. ScienceDirect www.sciencedirect.com
3. Havynas JIIEKTPOHHASA oOnoOIMoTEKA (HOB)

http://www.elibrary.ru/
4. zbMath https://zbmath.org/
5. "Jlekropuym TB" http://www.lektorium.tv/

Pecypchbl ¢cBOOOAHOTO H0CTYyHA:
http://www.ixbt.com
http://www.alleng.ru/edu/comp.htm
http://www.computer-museum.ru
https://compress.ru/
https://www.computerra.ru/
https://www.osp.ru/pcworld

7. denepanbHbIi mopTan "Poccuiickoe oOpazoBanue'
http://www.edu.ru/;

o 0k~ wndRE

'

13


https://www.kubsu.ru/ru/node/15554
http://dlib.eastview.com/
http://www.biblioclub.ru/
https://znanium.com/
https://e.lanbook.com/
http://www.scopus.com/
https://www.sciencedirect.com/
http://www.elibrary.ru/
http://www.elibrary.ru/
https://zbmath.org/
http://www.lektorium.tv/
http://www.ixbt.com/
http://www.alleng.ru/edu/comp.htm
http://www.computer-museum.ru/
https://compress.ru/
https://www.computerra.ru/
https://www.osp.ru/pcworld
http://www.edu.ru/

8. Nudopmarmonnas cucrema "EanHoe OKHO JOCTyIa K 006paso-
BaTeIbHBIM pecypcam” http://window.edu.ru/;

9. Enunas xomtekiys nudpoBeIX 00pa30BaTeIbHBIX PECYPCOB
http://school-collection.edu.ru/ .
10. deaepabHBIN IIEHTP HHHOPMAIIMOHHO-00pa30BaTEIbHBIX Pe-

cypeos (http://fcior.edu.ru/);

CoOcTBeHHDBIE )JIEKTPOHHBbIE 00pa3oBaTelbHbie M HH(OPMAIIMOHHbBIE
pecypent Kyol'y:

1. Cpena MonmynpHOTO AMHaMU4eckoro ooyuenus http://moodle.kubsu.ru

2. baza y4eOHBIX IUIaHOB, Y4€OHO-METOJMUCCKUX KOMILIEKCOB, MyOIH-
Karuit 1 koHpepenmwmii http://mschool.kubsu.ru/

3. bubmuoteka nndopmalmoHHbIX pecypcoB kadeapbl nHGOPMAIOH-
HBIX 00pa3oBaTeIbHBIX TeXHOJOTHH hitp://mschool.kubsu.ru;

4. DnexkTpoHHbIN apxuB qokyMeHToB KyoI'Y http://docspace.kubsu.ru/

5. DJCKTpOHHBIC 00pa3oBaTeNbHBIC pPecypchl Kadeapbl WHPOPMAIUOH-

HBIX CHCTEM U TEXHOJIOTHUH B 00pazoBanuu KyOol'Y u HaydyHO-METOJIUYECKOTO
xyprana "[IIKOJIbHBIE TTOJIbI" http://icdau.kubsu.ru/

6. Meroanueckue YKasaHusi MJA O0y4YalOIUMXCHA 10 OCBOCHHIO
AMCHHUIIHHBI (MOIYJIs1)

B.A. Boaemkun, W.B. Cyxno, B.FO. by3bko. HWHpopmaTuka.
[IporpammupoBanrie W 4YuCICHHBbIE MeTONbl. JlabopaTopHBI MPAKTHUKYM.
Kpacnonap, Ky6I'Y, 2010, 76 c.

MeToauueckune PEKOMEHIAIUMA IIpenoJjaBarejiaiM 10 METOAHUKE IIPOBE-
JACHUHA OCHOBHBIX BUI0B y‘l@ﬁHbIX 3aHATHH

Jlexkuyuu

Memoouxa umernus 1ekyuti

Jlekiuu SIBASIIOTCSL OJJHUM W3 OCHOBHBIX METOJOB OOYUEHHS IO JAUCIHU-
IJIMHE, KOTOPBIE JOJKHBI PEIIATh CIEAYIOIINE 3a1a4H:

— U3JI0KUTh BaXKHEUIMN MaTepuan nporpaMmbl Kypca, OCBELIAIOIIUNA OCHOB-

HBIC MOMEHTHI;

— Ppa3BUTh Yy CTYJCHTOB MOTPEOHOCTh K CAMOCTOSITEBHOM paboTe Hal y4eo-

HOW U HAYYHOU JIMTEPATYPOH.

['maBHOM 3a/adeil KaXXIOW JIEKLIUU ABJSETCS PACKPBITUE CYLHIHOCTH TEMBI U
AHAJIU3 €€ TJIABHBIX IMOJIOKEHUN. PeKOMEHyeTCss Ha MEPBOM JIEKIIUUA JOBECTHU 10
BHUMAHUS CTYAEHTOB CTPYKTYpPY Kypca M €ro pasleibl, a B JaJbHEUIIEM YyKa3bl-
BAaTh HA4YaJI0 KXJOr0 pa3zielia, CyTh M €ro 3aJayu, a, 3aKOHYUB U3JIOKEHUE, TO-
BOJIUTH UTOT TI0 3TOMY pa3Jiely, 4UTOOBI CBSI3aTh €r0 CO CIACAYIOITUM.

Cooepoicanue nexyuii

Conepxanue JEKIHM omnpenensercs padodeil mporpammoi kypca. Kpaiine
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JKeaTelIbHO, YTOOBI KaXaas JIeKIUsl OXBaThlBaJIa U MCUEPIBIBAIA ONPEACIICHHYIO
TEMy Kypca M MpeJcTaBisiia coOOil JIOTMYECKH BIIOJIHE 3aKOHYEHHYIO paloTy.
Jlydire COKpaTUTh TEMY, HO HE JOMYCKATh NEPEPHIBA €€ B TAKOM MECTE, KOTJla OC-
HOBHAsI UJiesl €1IE MOJIHOCThIO HE PACKPHITA.

Jlabopamopnbwie 3anamus

Memoouka nposedenust 1a60pamopHvIX 3aHAMUU

[ensimu mpoBeieHus 1a0OPATOPHBIX padOT SBISIOTCS:

— YCTaHOBJICHHE CBSI3€H TEOPUU C MPAKTHKON B (hopMe dKCIIepUMEHTAIb-

HOT'O TIOJITBEPKACHUS MOJ0KEHUI TEOPHH;

— o0yueHue CTYy/ICHTOB YMEHUIO aHAJIM3UPOBATH MOTYYEHHBIE PE3yIbTaThl;

— KOHTPOJIb CAMOCTOATEIBHON PabOTHI CTYJEHTOB [0 OCBOCHUIO KypCa;

— o00yueHue HaBbIKaM NpoecCUOHANBHON JeATEIbHOCTH

[lenu nabGopaTOpHOTO MPaKTUKyMa JOCTUTAIOTCS HAWIydllluM OOpa3oM B
TOM CJIy4ae, €CJIM BBIIOJIHEHHUIO SKCIIEPUMEHTA MPEAIIECTBYET ONpeIeICHHAs MO~
rOTOBHUTEINbHAS BHEAYAUTOPHAs paboTta. [loaToMy npenonasarens 00s3aH JOBECTU
JI0 BCEX CTYJIEHTOB IpaUK BBITOJIHEHUS JIAOOPATOPHBIX pabOT C TEM, YTOOBI OHU
MOTJI 3aHMMAaThCs LEJICHANPABICHHON JOMAalIHEN TOATOTOBKOM.

Ilepen HayanoM O4YEpPEOHOrO 3aHATUS IPENOJABATENb JOJDKEH YAOCTOBE-
PUTBHCSI B TOTOBHOCTU CTYJEHTOB K BBINOJIHEHUIO JTAOOPaTOPHOM pabOThl MyTeM
KOPOTKOTO COOECEel0BaHUsl M NPOBEPKU HAJIWYMUS Y CTYJIEHTOB 3arOTOBJIEHHBIX
IPOTOKOJIOB MPOBEAEHUS PAOOTHI.

Yka3aHnus o caMOCTOATEILHOM padore.

CamocrosiTensHas pabota cocrapiisgieT He MeHee 50% OT BpeMeHH, OTBOIM-
MOT'0 Ha M3y4YeHHE TUCHUIUIMHBL. [Ipu caMocTosTenbHOM paboTe CTYJCHT JOJKEH
O3HAKOMUTBHCSI C OCHOBHBIMU YYEOHUKAMHU M Y4EOHBIMHU TOCOOUSIMHU, JOTOJHU-
TEJLHOW JIUTEPATypOld M HHBIMU JOCTYMHBIMHU JIUTEPATYPHBIMU HCTOUYHUKAMH.
[Ipu pabote ¢ auTEepaTypoi 1Mo KOHKPETHBIM T€MaM Kypca, B TOM YHCJE YKa3aH-
HBIM JIJII CAMOCTOSITENIbHOM TPOPa0OTKH, OCHOBHOE BHHUMAHUE CIEAYET yIEINsATh
BAKHEUIINM TOHSTHUSM, TEPMUHAM, ONPEACICHUSM, HJISI CKOPEWIIEro YCBOCHUS
KOTOPBIX 11€71eC000pa3HO BECTU KPATKUM KOHCTICKT.

7. MaTepuaJIbHO-TeXHHUYECKOe o0ecrevyeHne 1o JUCHUILIUHE (MOYJII0)

HaunmenoBanme cnenu- OCHaH_[eHHOCTB CIICLIMAJIbHBIX ITOMEICHHH HCpC‘-ICHB JIMICH3U-

AJbHBIX TOMEIICHUI OHHOIO IpOrpamm-
HOTO 00eCTIeYeHMsI
VYuebubie ayauropuu | Mebens: yueOHas MeOenn Microsoft Windows,

JUI TIpOBENIeHUS 3aHs- | TexHWueckue cpeacTBa oOydeHus: wHTep- | Microsoft Power-
TUH JeKIMOHHOro THa | akTuBHas gocka SMART Board, xopotko- | Point

(OKYCHBIN WHTEPAKTUBHBIN MPOEKTOp, HO-
yTOyK, MenoBas nocka (ayna. 234C).

Y4yeOubie aymutopuu | Mebenb: yaeOHas MeOenb Microsoft Windows,
JUIS TIPOBEJICHUS 3aHs- | TeXHWYecKue cpeacTBa oOydeHus: wHTEp- | Microsoft Power-
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THU CEMHHAPCKOr0 TH-
na, TPYNIOBBIX U WH-
JUBHUIYAJIbHBIX  KOH-
CyJIbTAllUM, TEKYILEro
KOHTPOJIA U TPOMEXKY-
TOYHOM aTTECTALUU

aktuBHas nocka SMART Board, kopotko-
(OKYCHBIF MHTEPAKTUBHBIA MPOEKTOp, HO-
yTOyK, MenoBas qocka (ayna. 234C).

Point

VueOHbIE  ayIUTOpUHU
JUTSL TIpOBE/ICHUs T1abo-
paropHbIx padot. Kom-
NBIOTEPHBIC KIIACCHI.

MebGenb: yueOHas MeOenb

Texuuueckue cpeacrtsa OOydeHHs: TEPMH-
HAJIBHBIC CTAHIIMU C OTEPAIlMOHHON CHCTe-
Moii Windows 1 HE0OXOAUMBIM MPOrpaMM-
HbIM oOecrieuenueM (aya. 103).

Microsoft Windows,
Microsoft Office
(Word, Excel, Pow-
erPoint), ACD Labs
Chemsketch free-
ware, Free Pascal

Y4eOHble — ayAuTOpUU
JUIE KypCOBOTO TPOEK-
TUPOBaHHS (BBITOJIHE-
HUS KypCOBBIX PaboT)

Mebens: yuebHast MmeOenb

Texuuueckue cpeacTa 00ydeHHsI: KOMITbIO-
TepHasi TEXHUKAa C BO3MOXKHOCTBIO IMOJIKITIO-
yeHus: K cetd «VHTepHET» M JOCTYyIIOM B
ANEKTPOHHYIO MH(pOpPMAIIMOHHO-
00pa3oBaTEeNbHYI0 CpeAy YHHBEpCHUTETa
(TpoBOJHOE COEAMHEHHE U OecrpoBOIHOE
coenunenue mo texuomorud Wi-Fi). (ayx.
428c, 431c)

Microsoft Windows,
Microsoft Office
(Word, Excel, Pow-
erPoint), ACD Labs
Chemsketch free-
ware, Free Pascal
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