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1 Heau u 3a1a4u U3yYeHUsl TUCHUTLTAHBI
1.1 Ileaab ocBOEHHA AUCHUILIHHDBI

Ilean wu3ydeHHMs JOUCLUIUIMHBI OIPEAEIEHBl T'OCYIAapCTBEHHBIM 00pa30BaTEIIbHBIM
CTaHJAapTOM BbICIIEro oOpas3oBaHus. Llenum u3ydyeHHs] NUCUUIUIMHBI COOTHECEHBI C OOIIMMU
uenssmu OOIT BO no nanpasienuto noarotosku «IIpukinannas MatemaTika 1 ”HGOPMATHKAY, B
paMKax KOTOpOH MpernoaaeTcs TUCIUIUIMHA.

JlaHHas OUCLUMIUIMHA CTaBUT CBOEH WeJbI H3YYCHHE HCTOPUM  MOSBICHUS
MH(POPMAIIMOHHON 0€30MacHOCTH, OTEUECTBEHHBIX M 3apyOEKHBIX PEriaMeHTOB, IMOJydYeHHE
onbiTa 3((GEKTUBHOTO HCIIOJIB30BAaHUS TNPUHIMUIIOB HHGOPMAIMOHHOW O€30MacHOCTH B
o0yavHbIX cpenax, GopMupoBaHue MpodecCHoHaNbHBIX HABBIKOB YIPABIECHHE JOCTYIIOM.

[Ipouiecc ocBoeHus NaHHOW TUCHMILIMHBI HAMpaBiIeH Ha MOJY4YEHHUS HEO0OXOAMMOTO
o0bemMa TeopeTHUYecKHUX 3HaHuM, oTBevaromux TpeboaHusM ®PI'OC BO u obecrneynBarommx
YCIEIIHOE NPOBEIEHNUE MAaruCTPOM IPO(HEeCCHOHATBHON AESITEIbHOCTH, BIaJJIEHUE METO10I0THEH
(opMyIHpOBaHUS U pelIeHUs NMPUKIAJHBIX 3a/lay, a TAK)KE Ha BbIPAaOOTKY YMEHUH NPUMEHSTH
Ha [paKTHUKe MPUHLUIIBI MHPOpPMALMOHHONW Oe3omacHocTH. Llenu AMCUMIIIIMHBI COOTBETCTBYIOT
cineayrommm GopmupyembiM komretreHmusam: OITK-3,01TK-1

1.2 3apauy AuCHMIINHBI
OCHOBHBIE 3a1a4YH JUCIUIUINHEIL:

- HAeHTUQUKALUS yrpo3 6e30macHOCTH 001auHON MHPOPMAIIMOHHON CUCTEMBI, a TAaKXKe
0030p OCHOBHBIX METO/I0B 3aLUTHI UH(POPMALIMK B 00JIaYHBIX CUCTEMAX;

- popMupOBaHHE HABBHIKOB OIIGHKHM BO3MOKHBIX Yrpo3 O€30MacHOCTH B OO0JIa4HON
cCUCTEME;

- (hopMUpOBaHUE HABBIKOB MCIOJIB30BAHUS OCHOBHBIX CPEICTB 3aIUThl MH(POPMALUU B
00JIaYHBIX TEXHOJIOTHSIX.

1.3 MecTo AUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM NPOrpaMMbl

HNucnummmaa «MHbopmarnmonHas 0e30mMacHOCTh B OOJIAYHBIX Cpellax» OTHOCHTCS K
BapuaTuBHOW wyact bnoka 1 «/lucuumnuuel (MoaynH)» ydeOHOro IjIaHa MPOrPaMMBbI
MOATOTOBKM MAarucTpoB, Oasupyercss Ha 3HAHUAX, MOJYYEHHBIX [0 CTaHIAPTY BBICIIETO
oOpa3oBaHHs, U SBJISETCS HEOOXOAMMOH ISl TEOPETUUYECKOW MOATOTOBKM MAarucTpoB IO
nporpaMme «MaTteMaTH4eCKOe MOIETUPOBAHUE B €CTECTBO3HAHUN U TEXHOJIOTHSIX).

Mecto kypca B HpodeccCHOHAIbHOW IMOJArOTOBKE MAarucTpa OIpPEAEisIeTcs PpOoJbio
HAaBBIKOB MH(OPMaLMOHHONW 0€e30IacHOCTH B (HOPMHUPOBAHMHM BBICOKOKBAJIU(UIIMPOBAHHOTO
crenyanaucrta B J00OH oONacTH 3HAaHUM, MCHOJB3YHOIEH HMH(OPMAIMOHHBIE CUCTEMBI HU
TexHoJoruu. JlaHHas AMCUUIUIMHA SABISAETCS BaXHBIM 3BEHOM B OOECIIEYEHHMH MarucTpa
3HAHUSAMM, MO3BOJISIONIMMHU YCIHEIIHO BECTH MNPO(EeCCHOHANBHYIO JesaTelnbHOCTh. Hmeercs
JOTUYECKAsT U COJEPHKATEIbHO-METOIUYECKas B3auMOCBsA3b C¢ Japyrumu udactamu OOII BO.
HuciuruimHa «MHpopMaimonHast 6€301macHOCTh B 00JIaYHBIX Cpelax» CBA3aHA C JUCLUIUIMHAMU
6a30BOro UMKIA U APYTMMH JUCLUIUIMHAMH BapUaTUBHOM 4yacTu. JlaHHBIN Kypc Hanbosee TecHO
CBsI3aH ¢ KypcaMu « TeXHOJIOIMH MPOEKTUPOBAHUS U CONPOBOXKICHUS MPOrPAMMHBIX CUCTEM» U
«CoBpeMeHHbIe TPOOIEMbI TPUKIIATHON MATEMATUKU U HHPOPMATUKI.

Heo0xoauMbIM TpeOOBaHUEM K «BXOJHBIMY» 3HAHUSAM, YMEHHUSM U OIBITY 00yYaroIerocs
IpU OCBOGHHMM JIaHHOM  JAMCUMIUIMHBI, HPUOOPETEHHBIM B  pe3yJbTaTe€  OCBOCHUS
MPEAIIECTBYIOMUX TUCHUIUIMH SBJISETCS yBEPEHHOE BIAJCHUS MaTepUaloOM CIEIYIOIINX
KypcoB: OcHOBBI MH(POpPMAIIMOHHOI Oe3omacHOCTH, MeTonbl mporpammupoBaHusi, PazpaboTtka
MIPWIOKEHUH B MHTETPUPOBAHHBIX cpeax, TeXHOJIOTUU NpOTrpaMMHUPOBaHUSL.

1.4 IlepeyeHb IUIAHMPYEMBIX PpPe3yJbTATOB O0yYeHUS] MO JIUCHUIIMHE,
COOTHECEHHBIX C IVIAHUPYEMBIMH pPe3ydbTaTAMHM OCBOEHHS 00pa30BaTeIbLHONH MPOrpaMMbl.



B pesynbrate ocBoenus kypca «MHpopmannonHas 6€30MacHOCTs B 00JIaUHBIX Cpeaax»
oOyyaromuiics 1oJbKeH o0aanaTh npodeccroHaabHbIMU KomMmneTeHusaMu : OITK-3,0I1K-1

OIIK-1

3HATDH

YMmeTn

Baaners

OIIK-3

3HaThH

YmMmeThb

Baanernb

Cnoco0eH HaxoauTh, (POPMYJTHPOBATHL U pelIaTh AKTyaJbHble NPOdJIeMbl
NPHUKJIATHOMN MaTEeMAaTHKH, (pyHnameHTAIBHOM HHpopMaTHKH U
HWH(OPMANMOHHBIX TEXHOJIOTHI

OIIK-1.1 O6namaer ¢pyHAaMEHTAIBHBIMUA 3HAHHSAMHU B 00JIACTH MAaTEMAaTHYCCKUX H
€CTECTBEHHBIX HayK, TCOPUH KOMMYHHKALIUN

3HaeT COBPEMEHHBIC METO/Ibl aHATN3a CETEBBIX YSI3BUMOCTEN, METOIBI U MO IXO/IBI K
MOUCKY U YCTPAHECHUIO YSI3BUMOCTEH.

Metonbl U mpuembl (GopMaM3alliA 3a7ad CETeBOW, CEPBEPHOH, MPOTPaMMHOI
0€30MMacCHOCTH.

OIIK-1.2 VYmeer ocymecTBIsATh MEPBUYHBIA CcOOp M aHAIM3 MaTepuana,
MHTEPIPETUPOBATh PA3IUYHbIE MATEMAaTUYECKUE 0OBEKTHI

[InanupoBaTh aHaNIM3 HCIOJHEHUS TpeOOBaHMII NpPOrpaMMHON 0O€30macHOCTU B
paMKax yCTaHOBJIEHHOW HOPMAaTUBHOM 0a3bl peANpUATHS.

OIIK-1.3 Mmeet nmpakTU4eCKHi ONBIT pabOThI ¢ PELIEHUEM MaTEMAaTHYECKUX 3a1a4
U IPUMEHSIET €ro B IPO(HECCUOHATILHOMN 1eSTEIbHOCTH.

Meronamu u npuemMamu (popmanuzalMy aKTyalbHbIX CETEBBIX U IPOrPaMMHBIX
ySA3BUMOCTEH JUIsl IPOrPaMMHBIX IIPOTYyKTOB B O0JIaYHBIX CpEIax.

Cnoco0eH MNpoOBOAMTH aHAJIM3 MAaTeMaTHYeCKHX Mojeslel, co31aBaTh
HHHOBALMOHHbIC METO/[bl pelIeHHs NMPUKJIAAHBIX 327124 NPO(pecCHOHAIBHOMI
AeATeJbHOCTH B 00/1aCTH HH(POPMATHKH M MATEMaTHYE€CKOI0 MO/IeITHPOBAHUS
OIIK-3.1 3HaeT MeTOIbI TEOPUHU AIITOPUTMOB, METOJIbI CHCTEMHOI'O U MPUKIATHOTO
IIPOTPaMMUPOBAHMS, OCHOBHBIE IOJIOKEHUS M  KOHLUENUMU B  00JacTu
MaTeMaTHYECKUX, MHPOPMALMOHHBIX 1 UMUTALIMOHHBIX MOJIETICH .

B03MOXXHOCTH COBpEMEHHBIX M TIEPCIIEKTUBHBIX CPEACTB B OOJACTH TOHCKAa U
aHaJM3a CEeTEeBBIX, MPOTPAMMHBIX, CEPBEPHBIX YS3BHUMOCTEH B paMKax pa3paOOTKH
MPOrPAMMHOTO 00ECTICUCHUSI.

Metononorun  pa3pabOTKU  MOPOTPaMMHOrO  OOEClEeUeHUuss U  TEXHOJOTHHU
MIPOTPaMMHUPOBAHUS, METO/IbI INTAHUPOBAHUSI U ATATBI BBHIIOJIHEHUS paboT

OIIK-3.2 VYMmeer COOTHOCUTh 3HaHMS B 00JlacTH MPOTpaMMHUPOBAHUS,
MHTEPIPETAllMI0O MPOYUTAHHOTO, OINpeNeNsaTh U co3AaBaTh HH(OpMaIMOHHBIE
pecypchl TII00aIbHBIX ceTel, 00pa30BaTEIbHOIO KOHTEHTA, CPEICTB TECTUPOBAHUS
CHCTEM.

[TpoBoaAUTH aHANIN3 UCTIONHEHUS TPEOOBAHUI CETEBOI U MPOrpaMMHON 6€30MaCHOCTH,
yunTbiBass coBpeMmeHHble omnmcanus CVE, odopmisis OTYeTbl MO BBIABICHHBIM
YSI3BUMOCTSIM.
COCTaBJIATh TEXHUYECKUE OINUCAHUS M MHCTPYKUMU [0 PE3yJIbTaTaM BbISBICHUSA
YSI3BUMOCTEM.

OIIK-3.3 HMmeeT mpakTUYeCKUW OMBIT MPUMEHEHHUs pa3paboTKU MPOrpaMMHOTO
obecrieueHns U TECTUPOBAHUS TPOTrPAMMHBIX MTPOTYKTOB.

[TpaBuaMu pa3pabOTKU PErJIAMEHTAIIMOHHOW JTOKYMEHTAIIMH JUTS PEIICHHs 337a4 110
MIPEJOTBPAIICHUIO TPOTPAMMHBIX  YS3BUMOCTEH pa3pabaThIBAEMOTO IMPOTPAMMHOTO
oOecrieueHs.

Pe3ynpTatel 00ydeHHs MO AMUCLUIUIMHE AOCTUTAIOTCA B paMKax OCYIIECTBIEHHUS BCEX
BUJIOB KOHTAaKTHOM UM C€aMOCTOATENbHOH paboThl OOydaroImuXcsi B COOTBETCTBUU C
YTBEP>KICHHBIM YUEOHBIM TJIAHOM.



[Ipouecc ocBoenus aucruIuMHbl «MHPOpMaoHHas 0e30MacHOCTh B 0OJa4HBIX
cpepax» HamNpaBIeH Ha TOJY4YeHHUS HEOOXOAMMOro o0O0beMa TEOPETHUECKUX 3HAHUU W
MPaKTUYECKNX HaBBIKOB, oTBeuaronmx TpedoBanusm O@I'OC BO u obecrieynBaronux yCcHemHoe
BEJIEHUE MaruCTPOM MPOPECCUOHATBHOMN IEITETHHOCTH.

2. CTpyKTypa M coAep:KaHue AUCHUIINHBI

2.1 PacnpenesieHue TPy10€MKOCTH JUCHUILIMHBI IO BUAAM padoT

O6mrast TpygO€MKOCTh JMCIUIUIMHBI COCTaBIsSeT S5 3aueTHbIX enuHuIb, 180
akajgeMuueckux yacoB (u3 HuX 36 ayautopsbsix). Kypc «Mudopmarmonnas 6e3omacHOCTb B
00Ja4yHBIX CpeJax» COCTOMT W3 JIEKIIMOHHBIX U Ja0OPaTOPHBIX 3aHATHI, CONPOBOXKAAEMBIX
peryisipHON HMHIMBUAyaJIbHONH paboOTONW mpenojaBaTenst coO CTyJEHTaMU B IIpoliecce
CaMOCTOSITENbHOM paboThl. B KoHIIE cemecTpa IpoBoAUTCS K3aMeH. [IporpaMMoi TUCIUILTNHEI
MpeayCMOTPEHBI 18 4acoB JEKIMOHHBIX U 18 yacoB 1ab0paTOPHBIX 3aHATHIA.

Cemectp
Bun yueOHOI paboThI Beero (uacnl)
4acoB 1
KounrakTHas padora (Bcero) 36,3 36,3
B Tom uncie:
3aHATH JTEKIIMOHHOTO THUIIA 18 18
3aHATUS CEMUHAPCKOTO TUIA (CEMUHAPBI, TPAKTUYECKHE
3aHSTHS) B B
JlaGopaTopHbie 3aHATUS 18 18
Nuas koHTaKkTHa"A padora:
KonTpons camoctosarensHoi padotsl (KCP) — —
IIpomexyrounas atrectauus (MKP) 0,3 0,3
CamocrosiTesibHasi padoTa (Bcero) 117 117
B ToMm yncie:
Kypcosast pabora — —
[TpopaboTka yueOHOTO (TEOPETHUYECKOT0) MaTepuaa 90 90
[ToaroToBKa K TEKyleMy KOHTPOJIIO 27 27
KonTpoJib: 3k3amMeH
IoaroroBKa K 3K3aMeHy 26,7 26,7
OO0mas Tpy10eMKOCTh Jac. 108 108
B TOM 4HCIE KOHTAKTHAA | 4 6.3 36,3
paboTa
3a4. efl 5 5




2.2 CTpyKTYpa AUCUUIIMHBI

Pacrnipenenenue Bu1oB yueOHOM paboThl U UX TPYJOEMKOCTH IO pa3zesaM JAUCLUIIIUHBL.

Paznensl (TeMbl) TUCHMIUIMHEIL, H3y4aeMmbie B 1 cemecTpe

KosmuecTBo yacos
No HaumenoBanue paszienos AyautopHas | Breaynutopras
Bcero pabora pabota
JI JI3 CPC
2 3 4 5 7
Brenenue B nHGpOpMaIMOHHYO | B B
0€3011acHOCTb 1
[IpuMeHeHNEe aCUMMETPUYHOTO
4 2 10
mrdpoBaHUs. 16
be3onmacHoCTh KOHTEHHEPOB. 11 1 2 8
MOHUTOPUHT, ayJIUT, BBIIBICHUE
AHOMAaJIUI U pearupoBaHKe HA 1 1 10
WHITUJSHTHI B 00JIAYHBIX Cpeax. 12
5. | WAF, DDoS 14 2 2 10
6. | U1 u conmanbHast HHKEHEPUsI 15 1 — 14
7. | IIpaBOBBIE aCIEKTHI. 12 1 1 10
[MonynsipHble BEO-ySI3BUMOCTH (S3BIKOB
8 1 2 10
MPOrpaMMHUPOBAHUS) 13
[MonynsipHble BEO-ySI3BUMOCTH
9 1 2 10
(MHGPaACTPYKTYPHI) 13
10 [TonynsipHble BEO-ySI3BUMOCTH | ) 10
(pponTEHN) 13
AyTeHTu(UKalKs U yIIpaBIcHUE
11 | mocrynmom: MHOTO(aKTOpHAS 1 2 14
ayrentudukaius u IAM + OAuth/OIDC 17
12 | becripoBoHbIE CETH 16 3 2 11
[Tpomexyrtounas arrectauus (MKP) 0,3 - — -
[TonroroBka K PK3aMeHY 26,7
Hmozo: 180 | 18 | 16 | 117

[Ipumeuanue: JI — nexuum, JIP — maGopaTopHble 3aHATHA,

paborta cTyaeHTa.

CPC - camocrosarennHas

2.3 Coaep:xanme pa3aenaoB (TeM) TUCHUUILTHHBI

2.3.1 3aHgaTus 1eKIIMOHHOIr0 THIIA

No HanmenoBanue Conepsxanite paszeria ®dopma TeKy1ero
pasaena KOHTPOJISI
1 2 3 4
Brenenue B Uctopus nosienenns nHGOPMAIMOHHON 0€30IMacHOCTH.
1. |uHbOpPMAITMOHHYO PernamenTsr GDPR, PCI DSS, HIPAA, -
0€30MacHOCTb. OTeUYeCTBeHHBIE. | pOMKIEe IPeleICHTH U TTOCIEICTBHSI.
[Ipumenenne Hentpsl ceprudukanuu, pazmaunss ECDSA/RSA, TLS Ompoc o
2. |aCHMMETPUYHOIO 1.2/1.3, TOJIITUCH JIpaiiBEpoB, letsencrypt. pesyIbTataM
WHIWBHTY ATGHOTO
mr(poBaHusL. [TocTkBanTOBast KprIITOTpadusL. saaHns




HanmeHnoBanue ®opma Te €ero
Ne Copepxanue pasnena p Ky
paszena KOHTPOJIS
1 2 3 4
Cucrema KOHTEHHEpHU3aIMH. Y TUIIUTHI U TPOBEPKHU U
3 bezonacnocTh aHanmM3a  CIOEB  KOHTeWHep. AHAIM3  METOJOB Ompoc
" |koHTEIHEPOB. HapylieHus O€30MacHOCTH HW3OJSIIUM  KOHTeHHepa p
(mober U3 MecOYHUIIBI)
MOoOHUTOpHHT,
ayJuT, BBISIBIICHHE .
AHOMAIIHH I Cucrtema OpKecTpaMy KOHTEHHEpOB. YTHIMTHI IS
4. BBISIBJIEHUS] aHOMAJIMM, MTOJIMTUKU CETEBBIX JOCTYTOB B Ormpoc
pearupoBaHue Ha || o
VHIUJEHTHI B
00JIauHBIX cpeax.
Ompoc mo
5 |WAF. DDoS [MpuHumer  paboTel  ceTeBoil  Oe3omacHocTH. Web|  pesynbTatam
’ ’ application firewall, 3amura ot DDoS. VHIUBHTY AJIBHOTO
3aJ1aHus;
[Toaroroeka
MertopI HapyIIEHUS! IPUBATHOCTH B CETH HA IpHUMeEpe
NN u coumnanbHas . (3ammra)
6. nunipeiikoB.  ConuanbHas — WHXKCHEpUS,  JIMYHAS OVIIIOBOrO
MHXCHCPHA WHpOpPMAaITMOHHAs 0€30TIaCHOCTb. pyn
3aaHHs
VYromoBHeiii  kogekc P®D B pamkax  cereBo
N [ToaroroBka
6e3onacHocTy. basbl JaHHBIX ys3BUMOCTeEN U 1e(EeKTOB
. MIpE3CeHTAIINH,
oesomacHocty Ha npumepe CVE. Pasnenenue poneii B
7. |IIpaBOBBIE aCNIEKTHI. . 3amuTa
pamkax cereBoii OezomacHocTr (blue team, red team).
o TPYIIIOBOTO
[IporpamMmer  mowcka ysizBuMoctedd (bug bounty), b
12T OPMBI JUTSL TPEHUPOBKH...
[TonynsipHbie BEO-
ySI3BUMOCTH IlonynspHele ySI3BUMOCTH IO KiaccaMm. Y JAJICHHOE Omnpoc no
8. |(3pIKoB BemonHenrne kona (RCE), HempaBomepHBIN JOCTyn K|  pe3yiabTaTtam
’ naHaeiM(SQLi, noSQLi), WcHoNHEeHne BHENIHUX| WHIAHBUIYATEHOTO
;Iporp aMMUPOBAHMA | 1ok xml(XXE) 3aJlaHus
Ilonynsapuele BeO- |Hapymenue — mapumpyrusauuu  (trailing  slash),
9. |ys3BuMocTH ySA3BUMOCTH B 00JIaCTH KOHTPOJISA JOCTyma BeO Ompoc
(I/IH(bpaCTp}IKTypBI) npuinoxxenuit (IDOR)
[TonynspHble BeO- |BpimonHeHne HexkenaTedbHbIX — JelcTBHii B BeO
10. |ys:3BUMOCTH npuwioxxkenun (CSRF), BemonHeHWe BPeIOHOCHOTO Ompoc
(bpoHTeH ) ckpurnta (XSS), nocrymn k BHemHUM pecypcam (CORS).
AyTteHTuduKanusa u
yIIpaBJI€HUE
JTOCTYTIOM: Ompoc no
’ Pazbop paboret OAuth wu OIDC, cranmaptel| pe3yiabTaTam
11. [MHOTO(aKTOpHAS
aBTOPH3ALIMH. WHIUBUTY ATHHOTO
ayTCHTH(QUKALHS 1 -
IAM +
OAuth/OIDC
12 becnipoBozHbIC CCTH |ATakn ma bluetooth m WiFi. Ilepenaua maHHBIX B Onpoc

HEJIOBEPEHHBIX Cpefax.

2.3.2 3aHaTHS CEMHHAPCKOTO THIIA

VueOHEIi I1aH He npeaycmaTpuBacT 3aHATUH CECMHWHAPCKOT'0 THIIA 110 JUCHHUILIINHE
((I/IH(i)OpMaIII/IOHHaSI 0€30I1acHOCTh B 00JIAUHBIX cpeaax»




2.3.3 JIaGopaTopHBbIe 3aHATUA

dopma
Ne HaunmenoBanue 1abopatopHbIX paboT TEKYIIETO
KOHTPOJIS

1 3 4

1 |O3HakomIIeHHE C CHUCTEeMaMM CepTU(UKATOB IMOMJIUHHOCTU Beb-cailTa,
oOecrneunBatoiero Oe3zomacHoe coenuHeHue. Boimyck ceptudukara| Otuer no JIP
letsencrypt u mpoBepka pabOTOCTIOCOOHOCTH.

2 |3HaKOMCTBO C YHUBEpPCAIbHBIMH CKaHEepaMu 0O€30MacHOCTH Ha MpUMEpe
trivy. MeToibl poBepkH 00pa30B KOHTEHHEPOB B OTKPBITOM AocTyne Ha| Otuer no JIP
npumepe docker hub. Hanucanue SBpUCTHK.

3 |Peanuzanus 3ammThl OT CETEBBIX pacnpeaeneHHbIx arak (DDoS) c¢
UCIIONb30BaHMEM s3bIKa lua u BeO cepBepa nginx. Pemenuwe 6azoBbix| Otuer mo JIP
3aj1a4 Ha BeO cepBepax.

4 |PewieHne mpakTUYECKUX 3aJad MO cUCTeMaM Oe30I1aCHOCTU Ha y4eOHBIX Oraer 1o JIP
cepsepax. [Iporpammusble ysa3sumoctu SQLi1, XSS.

5 |PemeHne npakTU4ecKuX 3a4ad MO cUcTeMaM Oe30MacHOCTH Ha Y4eOHbIX

- Otuer no JIP
cepBepax. Ys3BUMOCTH UH(pacTpyKTyphl (trailing slash, IDOR)

6 |Pemenue npakTuyeckux 3ajad 1o cucTeMaM 0€30IaCHOCTH Ha Y4eOHBIX

Otuer no JIP
cepBepax. Beb ysazpumoctr (CORS, XSS)

7. |dmarpamma  mocnemoBatenbHocTeir st OAuth/OIDC. Ananus

Otuer no JIP
6€3011aCHOCTH ¥ BO3MO>KHBIE YT'PO3BI.

2.3.4 IlpumepHasi TeMATHKA KyPCOBBIX padoT

VY4eOHblll MiaH HE MpeaycMaTpUBAaeT 3aHATUH KypcOBBIX paboT

«MadopmanmonHas 6€30MacHOCTb B 00JaUHBIX Cpeaax».

110 JUCHUIIIINHE

2.4 IlepeyeHb y4eOHO-METOANYECKOT0 OOecneyeHUs AJIs1 CaMOCTOATEIbHOI padoThl
00y4aouuXcs Mo JUCHUIIHHE (MOYJTI0)

[Tepedenp yueOHO-METOIUYECKOTO 00ECTICYCHUS TUCITUTUTHHBI
Bun CPC 10 BBIIIOJIHEHUIO CAaMOCTOSITENIbHON pabOThI

2 3

[ToaroroBka k Tekymemy| 1. MeToauuyeckue yka3zaHWs 110 OPTraHHU3ALUU U BBHIMOJIHEHUIO
KOHTPOJIIO, TOJIrOTOBKA|CAMOCTOSTEIbHOM  pabOThl, YTBEP>KICHHBIC
WHJMBUAYATbHBIX 3a/a—Kadeapbl MaTeMaTHUYECKOTO  MOJICIMPOBAaHUS  (PaKyybTeTa
HUM KOMIIBIOTEPHBIX ~ TEXHOJIOTUH W MPHUKIATHON MaTeMaTUKu
OI'BOY BO «Ky6I'Y», mportokos Ne 10 ot 30.03.2018

Ha 3aceJaHuu

Y4eOHO-MeTOAMYECKHE MaTepHabl ISl CAMOCTOSITEIbHOM paboThl OOyYaroumxcs U3
Yyyucia MTHBAIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTAMHU 310poBbs (OB3) npenocraBustoTes
B (popmax, aanTHPOBAHHBIX K OTPAHUYEHUSIM UX 3[I0POBBSI M BOCTIPUATUS HH(DOPMALIUHU:

JUist U1 ¢ HapyLIEHUSIMU 3pEHUS:

— B ieyaTtHoU opme yBeIHUEeHHBIM HIPUPTOM,

— B (hopMe 2TIEKTPOHHOTO TOKYMEHTA.

JUst T ¢ HApyIICHUSIMH CITyXa:

— B medatHoi popme,

— B popMe 3IEKTPOHHOTO JIOKyMEHTA.

JInist U1 ¢ HapyLIeHUSIME ONIOPHO-/IBUTAaTENIbHOTO arnmnapaTa:
— B IIeYaTHOU opme,

— B (popMe 3JIEKTPOHHOTO JTOKyMEHTA.



JlaHHBIN TEepedYeHbh MOXKET ObITh KOHKPETH3UPOBAH B 3aBUCUMOCTH OT KOHTHHICHTA
00yyJaromuxcs.

2.5 CamocTosiTeJIbHOE N3yYeHUE Pa31eJ0B IUCIUNINHBI

Ilenpto caMoOCTOATENBHONW pabOThl sIBiIsSIETCS YriyOsleHWe 3HaHUM, NOJIYy4YEHHBIX B
pe3yibTaTe ayauTOpHBIX 3aHsaTHH. Coaep)kaHWe NPUBEACHHONW OCHOBHOM M JOMOJHUTEIbHOU
JUTEPaTypbl TO3BOJISAET OXBATUTH OOIIMPHBIA KPYT 33/1a4 U METOJIOB CEHCMOJIOTUM I MEXaHUKHU
neGpopMHUPYEMOTo TBEPJIOTO Tela.

3. O0pa3oBaTeibHbIEC TEXHOJIOTUH

[IporpamMma 1o AMCHMILIMHE MpPEeayCMAaTPUBAET HCIOJIb30BaHHME B YueOHOM Mporecce
CIeNyIomMX  Oo0pa3oBaTeNbHBIC  TEXHOJOTMH: 4YTEHHWE JIEKIUH C  HCIOJIh30BAHHEM
MYJIBTUMEINHHBIX TEXHOJIOTHI; paboTa HAJl UHIAUBUAYAIbHBIMH 3aJaHUSIMHU C HCTIOJIb30BaHHEM
MaKeTOB MPUKIATHBIX IPOTrpaMM, pa300p KOHKPETHBIX CUTYyallil Ha MPAKTUYECKUX 3aHATHSIX.

KoMmnpioTepHble TEXHOJOTMH MPEAOCTaBISIOT CPEICTBA Pa3HOIUIAHOBOTO OTOOpaKEHHS
QJITOPUTMOB H IEMOHCTPAIMOHHOT'0 MaTepuana.

[Toaxon pa30opa KOHKPETHBIX CUTYAIMI MIMPOKO UCIIOIB3YETCs KaK MPernoiaBaTesieM, TaK
u OakaJiaBpamMy BO BpeMs JIEKIIMH W aHaIW3a pe3ylabTaTOB CaMOCTOSTENbHOW padoThl. DTO
00yCJIOBJIEHO TEM, YTO B MPOIECCE MOJETHPOBAHUS YaCTO BCTPEUAIOTCS 3a7aud, AJII KOTOPBIX
€IMHBIX MMOJX0/I0B HE cylecTByeT. [Ipu rccienqoBaHuy U peleHnr KaKJI0i KOHKPETHON 3aaun
uMeeTcs, KakK MpaBuio, HECKOIbKO METOAOB, a 3T0 TpeOyeT pa3bopa M OICHKU IIeNOi
COBOKYITHOCTH KOHKPETHBIX CUTYAaIIH.

[Ipu 00yueHnu UCroNb3yI0TCA CIIeAyIOLe 00pa30BaTeIbHbIE TEXHOJIOTUU!

— TexHonoruss KOMMYHUKATUBHOTO OOy4YeHHs — HampaBieHa Ha (opMHUpOBaHHE
KOMMYHHUKATHBHOW KOMIIETEHTHOCTHU CTYJIEHTOB, KOTOpas SABIETCS 0a30BOM, HEOOXOIUMOM ISt
aZlanTaluy K COBPEMEHHBIM YCIOBUSAM MEXKYJIbTYPHOH KOMMYHUKAIMH.

— TexHonorus pasHoypoBHeBoro (nuddepeHMpoBaHHOTO0) O0y4YeHHS — Mperoiaraet
OCYILIECTBJICHUE TO3HABATENbHON JEATEIbHOCTH CTYACHTOB C YUYE€TOM HMX HWHIAUBUIYAIbHBIX
CIOCOOHOCTEHM, BO3MOXKHOCTEH M MHTEPECOB, MOOIIPSSi MX PEAJM30BBIBATh CBOM TBOPYECKHI
MOTEHIHAT.

— TexHonoruss MOAyIbHOTO OOyYeHHUS — TpeAyCMaTpUBAaeT JAeJIEHHE COJACpKaHUS
JTUCIUTUIMHB Ha JOCTaTOYHO aBTOHOMHBIE pPa3zesbl (MOIYIIH), MHTETPUPOBAHHBIC B OOUIUI
KypC.

— HWudopmannonHo-koMmmyHukanmonnsle TexHonorun (MKT) - pacmmpsior pamku
00pa3oBaTeNbHOTO MpoIlecca, MOBBIMAs €ro MPaKTUYECKYIO0 HAlpaBiIe€HHOCTh, CIIOCOOCTBYIOT
UHTCHCU(UKAIIMN CAaMOCTOATEIBHOW pabOThl y4allMXCsi W MOBBIIIEHUIO TO3HABaTENIbHOM
AKTUBHOCTH.

— VIHTEepHET-TEXHOJOTUH — TPEAOCTABIAIOT IMUPOKUE BO3MOXHOCTH JJis TIOHUCKA
nH(popManuu, pa3pabOTKU HAYYHBIX TPOCKTOB, BEACHHS HAYYHBIX UCCIEIOBAHUM.

— TexHonoruss WHANBUAYANTH3aMH OOy4EeHHsS — IMOMOTaeT pPEaTu30BbIBaTh JIMYHOCTHO-
OpUEHTUPOBAHHBIM TMOAXOJ, YYWUTHIBas HMHIWBHIyalbHBIE OCOOCHHOCTH U MOTPeOHOCTH
yYaIIuXCH.

— [IlpoexkTHass TEeXHONOTUS — OpPHEHTUPOBAaHA Ha MOJEJIMPOBAHHE COLMAIBHOTO
B3aMMOJICHCTBUSL yYaIIUXCS C IENbI0 pEeHIeHHs 3a/Jadul, KOTopas OMpeAeNseTcs B paMKax
podecCHOHAIBHOM MOATOTOBKH, BBIACISS TY WIIH HHYIO TIPEIMETHYIO 00IacTh.

— TexHonoruss o0yueHuss B COTPYJHUYECTBE — peali3yeT MJEI0 B3aUMHOr0 OOydeHWs,
OCYIIECTBIISAA KaK WHAWBUAYaJbHYI0, TaK M KOJUICKTHBHYIO OTBETCTBCHHOCTH 3a DEIICHHE
y4eOHBIX 3aj1a4.

— TexHomoruss pa3BUTHS KPUTHYECKOTO MBIIIICHUS — CIOCOOCTBYEeT (HOPMHUPOBAHUIO
Pa3HOCTOPOHHEHW JMYHOCTH, CIMOCOOHOW KPUTHYECKA OTHOCHTHCS K HWHGOPMAIUH, YMEHHIO
oTOMpaTh HHGOPMAIUIO I PEIICHUS TOCTaBJICHHON 3ajauH.



KomMmruiekcHoe HCToNb30BaHHE B y4eOHOM IPOIECCEe BCEX BHINMICHA3BAHHBIX TEXHOJIOTHH
CTUMYJIUPYIOT JIMYHOCTHYIO, HMHTEJUICKTYyalbHYI0 aKTHBHOCTb, PAa3BHBAIOT I103HABATEJIbHBIC
MPOLIECChI, CMOCOOCTBYIOT (OPMHUPOBAHMIO KOMIIETCHIMM, KOTOPBIMH JOJKEH 00J1a/1aTh
OyIyIIHiA CIICIIHAINCT.

Bun Oomee
Cemectp SIS Hcnionb3yemble HHTEpaKTUBHBIC 00pa30BaTEIbHBIC TEXHOJIIOTHH | KOJIMYECTB

0 4acoB

T WHTepakTuBHAs —mojaya MaTepHaia C  MyJIBTHMEIUITHON 18

1 cuctemoit. OOCYKIeHNE CIIOKHBIX M TUCKYCCUOHHBIX BOTIPOCOB.
JIP KomnerorepHble 3aHATHS B peXUMax B3aUMOACHCTBHS 18
«TIpernoiaBaTe’b — CTYJICHT» U «CTYACHT — CTYJICHT»
Hmoezo: 36

Lens exkyuu — npenoCcTaBICHUE CTPYKTYPHUPOBAHHONW TEOPETUYECKOW 0a3bl MaTepuana
Kypca. OCHOBHBIC TIOHSTHS U IIPUMEPHI IPUMEHEHUSI.

Lenb n1abopamopnozo 3amamus — HAYYUTHh NPUMEHATh TEOPETHUYECKUE 3HAHUS TPHU
peIICHMH W WCCIICIOBAaHUM KOHKPETHBIX 3aaad. JlabopaTOpHble 3aHSATHS TMPOBOJSTCA B
KOMITBIOTEPHBIX KJIaccax, IPU 3TOM MPAKTUKYETCs paboTa B rpyIax.

I'pynmnoBele WHIUBUAyATbHBIC 3amaHUus (OPMUPYIOT HABBIKH HCCIIEIOBATEIHCKOM
paboTHI B KOJUICKTUBE.

Bueayautopubie ¢opmbl paboThl: Hamucanue pedepara; pabora ¢ auTepaTypoud u
AIIEKTPOHHBIMH PECYPCaMHU.

Tembl, 3aaHusi U BONPOCHI U CAMOCTOSITEJIbHONH pabOThl mpu3BaHbl CHOPMHUPOBATH
HABBIKM TOWCKAa WH(QOPMAILMU, YMEHHUS CAMOCTOSITEIIBHO PACIIUPATh U YIIyOJIATh 3HAHUS,
MOJIYYCHHBIC B X0JI€ JICKIIMOHHBIX U JJA0OPATOPHBIX 3aHATHH.

Jlist i ¢ OrpaHUYEHHBIMH BO3MOXXHOCTSIMH 3JIOPOBbS TPEAYCMOTpPEHA OpTraHHU3aIlus
KOHCYJIBTAITUH C UCIIOJIb30BAHUEM JICKTPOHHOM ITOYTHI.

4 OueHoOYHBbIE U METOANYECKHE MATEPHAJbI

4.1 OneHo4yHble cpeAcTBAa UIA  TeKyLlero KOHTPOJSI  YCHEBAaeMOCTH H
NMPOMEKYTOYHOM aTTecTalun

VY4yeOHasi AeATeIbHOCTh MPOXOJUT B COOTBETCTBUHM € TpauKoM y4yeOHOro mpolecca.
[Ipouecc camocTosTENbHON pPAOOTHI KOHTPOJUPYETCS BO BpEMs ayJIUTOPHBIX 3aHATHH MU
UHIUBUAYAIbHBIX KOHCyNIbTanuil. CamocTosTenbHast paboTa CTyAEHTOB IPOBOJIUTCS B (popme
U3Y4YEHUs OTAEJbHBIX TEOPETUUECKUX BOIIPOCOB MO IpeajiaraeMoi JuTepaType.

@OHJ OLICHOYHBIX CPEACTB AUCLUUIUIHHBI COCTOUT U3 CPEICTB TEKYIIEro KOHTPOIS (CM.
CIIUCOK J1TabopaTopHBIX paboT, 3a]1a4 ¥ BOIIPOCOB) U UTOIOBOM aTTecTalny (3a4eTa).

B kauecTBe OLIEHOYHBIX CpPEIACTB, HCIOJAb3YEMBbIX M TEKYLIEr0o KOHTPOJIS
yCIEBAaEMOCTH, IpeJjlaraeTcsi MepeyeHb BONPOCOB, KOTOpblE MpOpaldaThIBAIOTCS B MpoLEcce
OocBOeHHUs Kypca. JlaHHBI IepeuyeHb OXBaTbIBAET BCE OCHOBHBIE pa3fielibl Kypca, BKIHOYast
3HAHHUS, TIOJyYaeMble BO BpeMs CaMOCTOSITeIbHOU paboThl. Kpome TOro, BasKHBIM 3JIEMEHTOM
TEXHOJIOTMHM SIBJIAETCS CAMOCTOSATEIbHOE pEIIeHHEe CTyJEeHTaMu U cjJada 3afJaHui. OTo
MOJIHOCThIO MHAMBHAyalbHas (opma oOyueHus. CTyAeHT paccKa3blBaeT CBOE pEIICHHE
Mperno/iaBaTelio, OTBEYaeT Ha JOTIOJIHUTEIbHBIE BOTIPOCHI.

OneHka ycHeBaeMOCTH  OCYLIECTBISIETCS IO  pe3yjbTaTaM: CaMOCTOATEIBHOIO
BBINIOJIHEHUsI  J1aOOpaTOpHBIX  paboOT, YCTHOTO Ompoca TMpH  cAade  BBIIOJHEHHBIX
CaMOCTOSITENIbHBIX 3aJaHUN, UHAWBUIYAIBHBIX Ja0OPaTOPHBIX 3a/JaHUl U 3alIUTHI TPYIIOBBIX
3alaHuil, oTBeTa Ha 3k3aMmeHe. [IpoBepka MHIMBHUAYalIbHBIX 3aJaHUN U YCTHBIM ONpPOC IO HX
pe3yibratam no3poJisget npoBeputh komnereHuun OIIK-1, OIIK-3. CymiecTBeHHBIM 3JIEMEHTOM
0o0pa3oBaTeNbHBIX TEXHOJIOTUNA SBISETCS HE TOJBKO YMEHHE CTyAEHTa HaWTH pelieHue



IIOCTaBJICHHOMN 3aJa4d, HO U JOHECTH €ro 10 BCEH ayIUTOpHM. 3alUTa TI'PYIHIOBBIX 3aJaHUI
MIPOBOJUTCS B BHUJIE MpeAcTaBieHus pe3ynbraToB (cpeactBamu MS Office) u ux oOcyxneHus u
CIIY’KUT KOHTPOJIEM JUIsl IPOBEPKH.

CooTBeTcTBHE KOMIIEeTEHUM i, GOpPMHUPYyeMBbIX PU M3YYEHUW ANCLUMNINHDBI, U BUAOB 3aHATUN

[Iepeuenp Bunel 3aHaTHI DOpMBI KOHTPOII
KOMIETEHIMH JL. Jla6. | Ip. KP CPC
+ + + |- 3ammra rpynmoBOro 3ajaHus

— Omnpoc mo pesyabraraM BbINOJIHEHUS

OIIK-1, + + WHAUBUIY ATBHBIX 3a/1aHUM;

OI1IK-3 —  Omnpoc 1o pe3ynbTaTam ca-
MOCTOSITEIBHON PabOThI;
=+ + - 3aHII/ITa HHIANBUAYAJIBHOI'O 3a/IaHUs

OneHouHble CpeAcTBa JUIsi MHBAJIHIOB W JIHMII C OrPAHUYECHHBIMH BO3MOXHOCTSIMHU
3I0POBBSI BEIOUPAIOTCS C YUETOM X MHAWBUIYAIBHBIX IICUX0()U3NIECKIX OCOOCHHOCTEH.

—Npu HEOoOXOAMMOCTH HWHBAIWAAM M JIMIAM C OrPAHUYEHHBIMH BO3MOKHOCTSAMHU
3JI0POBbSI ITPEIOCTABIISIETCS JOTIOJIHUTENIBHOE BPEeMs AJIsl TIOATOTOBKHM OTBETA HA HK3aMEHE;

— [P NPOBEAECHUH IPOLETYPHl OLICHUBAHUS PE3YIbTaTOB O0YUEHHS MHBAIMIOB U JIUIL C
OTPAaHMYCHHBIMU BO3MOKHOCTSIMH 3/IOPOBBSI IIPEIYyCMATPUBACTCS MCIIOJIB30BAHUE TEXHUIECKUX
CPEICTB, HEOOXOIUMBIX UM B CBS3H C HX HHIUBUAYAITEHBIMU OCOOCHHOCTSAMU;

— IIpY HEOOXOAUMOCTH ISl 00YUAIOIIUXCS ¢ OTPAHMICHHBIMUA BO3MOKHOCTSIMH 3/I0POBBSI
U MHBAJIUIOB NpOIEIypa OLEHHBAHUSA PpE3yJbTaTOB OOyuYeHHUS 10 TUCLHMIIMHE MOXKET
IIPOBOIUTHCS B HECKOJIBKO ATAIIOB.

IIpouenypa olneHUBaHUS PE3yJIbTATOB OO0Y4YEHMS MHBAJIUAOB M JIHII C OIpaHUYCHHBIMH
BO3MOKHOCTSIMH 3JIOPOBBSI 10 TUCIHILIMHE MPEAyCMAaTPUBACT MPEAOCTaBICHHE NHPOPMALIUHU B
¢bopmax, aTanTHPOBAHHBIX K OTPAHWYCHUSM HX 3I0POBBSI U BOCTIPUATHS HHPOPMAIIUH:

JUJist TUTT ¢ HApyIICHUSIMH 3PCHHSL:

— B ieyatHoi opme yBennyeHHBIM HIPUPTOM,

— B (hopMe 2IEeKTPOHHOTO TOKYMEHTA.

JUist TAI] ¢ HApYHICHUSIMH CITyXa:

— B re4aTHo# (opme,

— B popMe IEKTPOHHOTO JTOKyMEHTA.

JUJist TUT ¢ HApYIICHUSIME OTIOPHO-/IBUTATEIBHOTO arnapaTra:

— B IIeYaTHOM opme,

— B (popMe 3IEKTPOHHOTO JOKyMEHTA.

JlaHHBI TIepedeHb MOXET OBITh KOHKPETH3UPOBAaH B 3aBUCHMOCTH OT KOHTHHIEHTA
00yYaromuxcsi.

CTpyKTypa OLleHOYHBIX CPeJCTB JJIsl TeKyIlel U MPOMeKYyTOYHOH aTTecTALHH

Kon HanMeHoBaHNe OLIEHOYHOI0
e Kontpoaupyembie KOHTPOJHPYyeM cpeacTBa
B pa3naeJibl (TeMbl) ol .
n/n Texymmii IIpomexyTouHas
AMCUUTIIMHBI KOMIIETEeHIIUHN
KOHTPOJIb aTrecTauus
(WM ee YACTH)
BBenenue B
1 UHGOPMAIMOHHYIO OIIK-1, OIIK-3 OTIPOC IO TeMe Bx3(1-2)
0e30MMacHOCTh
[Ipumenenue OIIK-1, OIIK-3
OTPOC IO TEME,
2 ACUMMETPUYHOTO JIP I Bx3(3)
HHU(ppPOBaAHUSL.
3 BesorIEUwHOCTL OIIK-1, OIIK-3 OTIPOC TIO TEME, Br3(4-7)
KOHTEHHEPOB. JIP 2
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MOHUTOPUHT, ayuT, OIIK-1, OIIK-3
BBISIBJICHHE AaHOMAIUHN U

4 pearupoBaHKe Ha OTIPOC IO TeMe Bx3(8-9)
UHIUJICHTHI B 00JIaYHBIX
cpenax.

5 WAF, DDoS OIIK-1, OIIK-3 OTIPOC TIO TEME, Bk3(10-14)

JIP 3

6 MW un connanpHas OIIK-1, OIIK-3 OTIpOC 110 Teme Bk3(15-18)
WH)XCHEpUs

7 [IpaBOBBIE aCIIEKTHI. OIIK-1, OIIK-3 OTPOC IO TEME Bx3(19-20)
[Momynsipabie BeO- OIIK-1, OIIK-3

8 YS3BUMOCTH (SI3BIKOB onpo;:j;o 4TeMe’ Bx3(21-25)
IIpOrpaMMHPOBaHMSL)
[lonynsipHble BeO- OIIK-1, OIIK-3

9 YSI3BUMOCTH OTpoc 1O TEME, Bx3(27-30)

JIP 6

(MHPPacTPyKTYpbI)
[TonynspHele BeO- OIIK-1, OIIK-3 OTIPOC TI0 TEME,

10 y}ISBiM(FCTI/I (bpoHTEHN) JIP 7 Br3(31-35)
AyTeHTHDUKAIS | OIIK-1, OIIK-3
yIpaBieHue JOCTYIIOM:

11 | MmHOTOdaKTOpHAS OTIPOC TIO TeMe Bx3(36-37)
ayreHtuukauus u IAM +
OAuth/OIDC

12 | becnpoBOJIHbIE CETH OIIK-1, OIIK-3 OIIPOC IO TeME Bx3(38-39)

IMoka3aTenu, KpUTEPUH U LIKAJIA OLEHKHU ¢POPMHPOBAHHBIX KOMIIECTEH M

Koa u HauMeHoOBaHHe

CooTBeTCTBHE YPOBHEl 0CBOCHHSI KOMIIETEHINH IJIAHMPYEMBbIM
pe3yJbTaTaM 00y4eHHMs M KPUTEPUAM MX OLleHUBAHUS

NOPOTOBbIil 0a30BbIil NPOABHHY ThIi
KOMIICTCHIIMHU OHeHKa
YAOBJCTBOPUTEJIbHO Xopoumo OTJIMYHO

OIIK-1 Cnocoben 3uamon: 3uamo: 3name:
HaXOJUTh, OcHoOBHBIE BUJIBI | AJITOPUTMBI MeTtob1 aHanu3a
(dbopMynupoBaTh U CETEeBBIX, CEPBEPHBIX | MIPOBEPKU OOJAYHOMU | CETEBBIX yIrpo3
pelaTh akTyalbHble | U IPOrPaMMHBIX | HHPACTPYKTYPHI cepBepHOil  oOnayHOI
po0GsIeMbl yIpos3. Ymems: UHOPACTPYKTYPHL.
MIPUKJIATHON Ymemy: Hcnons3oBats Ymemn:
MaTeMaTHKH, Hcnonb3oBath UHCTPYMEHTBI s | CocTaBisATh OTYETHI O
(dyH1aMeHTanbHOU OTKPBITbIE HICTOUHHUKH | aBTOMAaTHYECKON COCTOSTHUH
UHGOPMATHKHU U JUTS MOKCKA | IPOBEPKH M aHanu3a | HHGOPMALMOHHON
MH(pOPMAIMOHHBIX YSA3BUMOCTEH yrpo3 UHPpaCTPyKTypbl  Ha
TEXHOJIOTUI MpOrpaMMHOTO UH(POPMAIMOHHOMN OCHOBE aHanuza
OIIK-3 Cnocoben obecneuenust (CVE) | 6e3omacHOCTH. OTKPBITBIX
MPOBOAUTD aHAJIU3 Braoemu: Braoems: ucrounnkoB (CVE) u
MaTeMaTH4eCKUX Nudpopmanueit no | I[IpaBoBsiMHu nH(pOPMaLIMOHHBIX 0a3
MOJIeeH, co31aBaTh 06a30BBEIM CETEBBIM | aCIIEKTaMU 3HAHUH.
HMHHOBAaIIMOHHEBIC aTakaM Ha | H”HPOPMAIIMOHHON Braoemw:
METO/Ibl PEIICHUS porpaMMHOE 0€30MacHOCTH B | UncTpymenTamu
MPUKIAJIHBIX 33724 obecrieueHue 3aKOHOJATENbCTBE MPOEKTUPOBAHUS
npodeccuoHalbHOM PO. 6e3omacHoil oOnayHON
JeSITEIbHOCTH B UHQPACTPYKTYPBHL.
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obnactu
UH(OPMATUKU U
MaTeMaTHYECKOTO
MO/JICITMPOBAHUS

TunoBble KOHTPOJIbHBbIE 3aJaHUSI WJIM HHbIe MAaTepHaJbl, He00XOAUMBbIE sl
OLlCHKH 3HAHMH, YMEHHiH, HABLIKOB M (WJIH) ONbITA JAeATEJbHOCTH, XapPaKTepPHU3YIOLIHX
3Tanbl GopMUPOBAHNSA KOMIIETEHIIUI B Npolecce 0CBOEHUsI 00pa30BaTeIbHON NPOrpaMMBbl

IIpumepHbIe 3a1aHus HA J1a0OPATOPHbIE PA0OTHI

IIpumeps! 3axanmii:

1 CtyneHTy mpenocTaBisieTcss JOCTYI K y4eOHOM BUPTyalbHOM MallliHEe, HMHTHPYOIIEH
o0yauHy10 BUPTyalbHYyIO cpeay. BupTyanbHas MalvHa COIEpKUT MPOCTOE BEO-MPUIOKEHHUE B
Docker KOHTEHEpe (nginx WA fastAPI demo-app).

Wcnonb3ys unctpymentsl (Trivy, Clair wnu ap.), npoBectu ckaHupoBanue Docker-
obpaza na Hamumume ysa3Bumocter (CVEs) B 0a3oBom oOpa3e wWin 3aBHCUMOCTSX.
Heo0xo011Mo cocTaBUTh OTUET, BKJIFOUAIOIIUII:

- Cnucox HaWJEeHHBIX KPUTHUYECKHX YSI3BUMOCTEH B 0230BOM 00pa3e v 3aBUCUMOCTSIX.

- Pexomenmanmmu 1o wucnpaBineHno  (oOHOBIeHHWE 0a30BOoro  oOpasza, TATYHHT
3aBUCUMOCTEH )

- AHnanu3 xoHuryparuu Dockerfile (mpuBumieruu mojb30BaTeIsl, MUHUMHU3AIMS CIIOCB,
yAaJIeHNe HEHYKHBIX ITaKETOB)

2 CtyneHTy JaeTcsl onucaHue BeO-mpuiiokeHus (Hamp., uHTepHeT-Marasud ¢ API) u ero
apXHUTEKTypa B 0OJIaKe.

HeoOxoaumo pacmucaTh TEXHHYECKHE PELICHHs 10 Pa3BEPTHIBAHUIO IMPHIIOKEHHS C
yuetoM Oe3omnacHoctu. HeoOGxomumo yuuthiBath WAF, DDOS, MOHHTOpPHUHT W peakiud,
Bo3moxHble CVE.

4.2 MetoanuecKkue MaTepHaJibl, ONpeae/siloMe NPoLUeAyPbl OLEHUBAHUS 3HAHMH,
YMEHHUiIl, HABBIKOB MU (WJH) ONbITA [JeATeJbHOCTH, XAPAKTEPU3YWUIMX ITalbl
(¢popMupoBaHus KOMIeTeHUUIA

IlepeyeHb BONPOCOB, BBIHOCUMBIX HA IK3aMeEH:
1 OcnoBnas nens ataku "Otka3 B oocnyxuBanuu” (DDoS)
2 KiroueBoe oTnune yrpo3 B 006J1ake OT TPaaJuIIMOHHBIX
3 IIpoToKo0JI, UCTIONB3YIOIINI acUMMETpUIHOE b poBanue ais 3amuieanoro HTTPS
4 Vs3BUMOCTb KOHTEHHEPU3AIUU
5 Crangapt 6€30MacHOCTH KOHTEHHEPOB
6 MHCTpyMEHTBI CKAaHUPOBAHKS 00pa30B Ha YA3BUMOCTH
7 3amuTa OT MOJAMEHBI peecTpa 00pa3oB
8 NHCTpyMEHT JiJ1s arperaluu JIoroB B o0Jake
9 lleiictBus npu 0OHAPYKEHUH KOMIIPOMETAIMN 00JJaYHOTr0 akKayHTa
10 OcnoBnas 3agaua WAF

11 Tun DDoS-aTaky Ha ypOBEHb NPUIIOKEHUS
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12 O6naynsble cepBUchI 3auThl 0T DD0S

13 IpaBwino WAF s 6nokupoBku SQL-uHBEKIINIMA

14 3ammra ot arak Ha DNS

15 UcnonwzoBanre MU nis reHepanny (pUIIMHTOBBIX MTHCEM

16 Llensb ataku "Pretexting"

17 3amuTa oT eneBoro ¢umuHra (spear phishing)

18 U1 nnst o6HapyxkeHHst aHOMalIuii B IOBE/IEHUU MOJIb30BaTENs

19 KinroueBoit 3akoH PO 0 nmepcoHanbHBIX JaHHBIX

20 Perynstop Wb xputnyeckoit unpactpykrypsl B PO

21 Vs13BUMOCTb BBIIOJIHEHUS IPOU3BOIbHOTO SQL

22 3anyck OC-koMaH[ uepe3 NpUjIoKeHue

23 HenexnapupoBanHas ¢pyHkIMoHanbHOCTh (Backdoor)

24 Vlconb30BaHKUE yCTapeBUIMX/HEOE30MacHbIX OMOINOTEK

25 Hebe3omacHas necepuanu3amus TaHHBIX

26 Hactpoiika npaB goctyna k oonaunomy xpanmminy (S3 Bucket Misconfig)
27 OtkpsiThle opThl yrnpasienus (SSH/RDP) B o6naxe

28 Ysa3BUMOCTH U3-32 HeoOHOBIeHHOT0 [10/OC

29 HezamuieHHbIE KIOYU/TOKEHBI B pEO3UTOPHUSIX

30 OTcyTCTBHE CETMEHTAIIMH CETH B 00JIaKe

31 MexcaiiToBO€ BBITOJHEHNE CKpUTITOB (XSS)

32 Ionnenka mexcaittoBbix 3ampocoB (CSRF/XSRF)

33 Vsa3BumocThb BKioueHUs ctopoHHHX pecypcoB (CORS Misconfig / SSRF)
34 Hebe3omacHoe xpaneHue naHHbIX B Opaysepe (Local Storage / Cookie Flags)
35 O6xox koHTpoJa nqocTyna Ha kiaueHTe (Broken Access Control - KIIMeHTCKas 4acTh)
36 Metoab! 06xoaa 1ByX(paKTOpHOH ayTeHTU(PUKALIUU

37 bezonacHoctb JWT TOKeHOB

38 Metoab! nepexBaTa akeToB OECIPOBOIHON ceT!

39 Anroputmsl 6e30macHocTH OectipoBoiHOM cett WPA/WPA2

OueHouHblE CpeAcTBa [ MHBAIMAOB M JIMI C OTPAaHUYEHHBIMH BO3MOKHOCTSIMHU
3I0POBBSI BEIOUPAIOTCS C YUETOM X MHAWBUIYAIbHBIX IICUX0(U3NIECKUX OCOOCHHOCTEH.

— Npu HEOoOXOAMMOCTH HHBAJIMIAM M JIMLAM C OrPAHUYEHHBIMH BO3MOKHOCTSIMHU
30POBbs IPEAOCTABIACTCA JOMOJIHUTEILHOE BPEMS Ul IOATOTOBKU OTBETA;

— IIpU NIPOBEACHUH MPOLIETyphl OLIEHUBAHUS PE3YyJIbTaTOB O0yUEHUs UHBAIUAOB U JUI] C
OTPAaHMYEHHBIMU BO3MOKHOCTSIMH 3/I0POBBS MPEIYCMATPUBAETCS MCIOJIb30BAHUE TEXHUUECKUX
CPEICTB, HEOOXOAUMBIX UM B CBSI3U C MX UHAMBUAYAIbHBIMH OCOOEHHOCTAMU;

— IIpY HEOOXOAUMOCTH JJIsl 00YUArOIUXCs ¢ OTPAHUYCHHBIMUA BO3MOKHOCTSIMU 3JI0POBBS
U UHBAIUAOB IpOLEAypa OLICHUBAHMS pE3yJibTaTOB OOYUYEHHsS 10 [UCLUIIIMHE MOXKET
MIPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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[Tponienypa oneHMBaHUS PE3yNbTATOB OOYYCHHS MHBAIUAOB M JIHII C OrpaHHYCHHBIMH
BO3MO’KHOCTSIMH 3JI0POBBSI 110 JUCHMIIIMHE MPeaycMaTpUBaeT NpeaoCcTaBlIeHue HHPOPMALUU B
¢bopmax, aTanTUPOBAHHBIX K OTPAHUYECHUSAM X 370POBBS U BOCIIPUATHS HHPOPMALIUU:

JUist TA1 ¢ HApyIICHUSIMH 3PCHHUSL:

— B ie4yaTtHoi opme yBeInueHHBIM HIPUPTOM,

— B popMe 3IEKTPOHHOTO JIOKyMEHTA.

Jlns mun ¢ HapyIIeHUSIMU CllyXa:

— B meyatHoi popme,

— B (hopMe 2IEKTPOHHOTO TOKYMEHTA.

JUist TU1 ¢ HApyIIEHUSIMH OTIOPHO-/IBUTATEIBHOTO allapaTa:

— B IIeYaTHOU opme,

— B opMe 3IEKTPOHHOTO JTOKyMEHTA.

JlaHHBI TIepeYeHb MOXET OBITh KOHKPETH3UPOBAaH B 3aBUCHMOCTH OT KOHTHHI'CHTA
00yyJaromuxcsi.

5. IlepeyeHb OCHOBHON M JONOJIHUTEIbHOW Y4eOHOH JHMTepaTypbl, He00X0IMMOIl
AJIsl OCBOCHHS JHCIUIIAHBI

5.1 OcHoBHas JMTEpaTYpa:

1. TexHonmoruu obecrieueHuss 6€30MacHOCTH MH(POPMAITMOHHBIX CHCTEM : y4eOHOE TIOCOOHe :
[16+]/ A. JI. Mapyxnenko, JI. O. Mapyxienko, M. A. Edbpemos [u ap.]. — Mocksa ; bepnun : Jlupexr-
Memua, 2021. — 210 c. : wn., cxem., T1abn. — Pexumm nocryma: mo moxmmucke. — URL:
https://biblioclub.ru/index.php?page=book&id=598988 (mara obpamenus: 05.06.2026). — bubmuorp.:
c. 196-205. — ISBN 978-5-4499-1671-6. — DOI 10.23681/598988. — TekcT : 371€KTPOHHBIIA.

2. lllepOa, E. B. [IpotuBo/ciicTBHE CETEBBIM aTaKaM B JIOKAJIBHBIX CETX : y4eOHOE Mocooue :
[16+] / E. B. lllepba, M. B. Illepba, A. A. Marazes ; pen. O. B. Maep ; OMckuii rocy1apCTBEHHBII
TeXHUYeCKUi yHuBepcuteT. — Omck : OMCKUM ToCyJapCTBEHHBI TEXHUYECKUH YHHMBEPCHTET
(OMI'TY), 2021. — 119 c. : wn., Tabm., cxem. — Pexxum moctyma: mo mommucke. — URL:
https://biblioclub.ru/index.php?page=book&id=700833 (mara obpamenus: 05.06.2026). — bubmuorp. B
KH. — [ISBN 978-5-8149-3250-1. — TeKcT : 3€KTPOHHBII.

3. Jlapuna, T. b. AIMHUHUCTPUPOBAHUE ONEPALMOHHBIX CUCTEM. YTMPABJICHUE CUCTEMOM !
yueOHOe TocoOue JIsl CTYJCHTOB HarlpaBieHWid moarotoBku «MHQopmaTHka M BBMUCITUTEIBHAS
Texauka» u «MHpopmanmonHas 6e3omacHocTe» : [16+] / T. b. Jlapuna ; Poccuiickuii yHUBEpCUTET
tpancriopta (PYT (MUUT)), MHCTUTYT ynpaBieHus W MHPOPMAIMOHHBIX TexHojoruid, Kadenpa
«BpaucuTenbHbIe CUCTEMBI U ceT». — Mocksa : Poccuiickuii yHuBepcuTeT TpaHcrnopra (PYT
(MUNT)), 2020. — 72 c. : wn, T1ab. — Pexum poctyma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=703233 (mara obpamenus: 05.06.2026). — bubnuorp. B
KH. — TeKCT : 2IIeKTPOHHBI.

I[J'IH OCBOCHHUSA NUCHUIIIMHBI MHBAJIMJAMHU H JIUOAMU C OTPaAHWYCHHBIMH BO3MOKHOCTAMU
3A0POBbS UMCIOTCA U3JaHUS B 3JICKTPOHHOM BHAC B 3J'IeKTp0HHO—6I/I6J'II/IOTe‘IHBIX CHUCTEMaAX.

5.2 JlonoJiHuTeILHAS JIUTEPATypa:

1. lunos, A. K. Ynpasnenue nH(popMalmoHHOM 0e300acHOCTHIO : yueOHoe nmocodue : [16+]
/' A. K. lIunos ; FOxubIi (enepanbHblil yHUBepcUTeT, NHCTUTYT KOMIBIOTEPHBIX TEXHOJOTUH U
nHpopManmonHoii 6e3omacHocTH. — PoctoB-Ha-/lony ; Taranpor : FOxHbI QeaepanbHbINA
yauBepcuter, 2018. — 121 c¢. : wun. — Pexum goctyma: no mnoamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=500065 (mata obpamenwus: 05.06.2025). — bubmuorp.:
c. 81-82. —ISBN 978-5-9275-2742-7. — TekcT : 3NEKTPOHHBIIL.

2. A. C. Ucmaruinosa, . B. Canos, U. A. Hlaranos, A. A. Kopuaunosa, Mudopmarionnas
0e3omacHOCTh B IM(POBOM 00IIIeCTBE : yueOHOe mocodue : [16+] /; bamkupckuit rocynapcTBEHHBIN
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yHUBepcHuTeT. — Yda : bamkupckuil rocynapctBeHHbli yHuBepeutet, 2019. — 128 c. : Tabm., wi. —
Pesxum noctyna: mo noamucke. — URL: https://biblioclub.ru/index.php?page=book&id=611084 (mata
obpartenus: 05.06.2025). — bubauorp. B kH. — TEKCT : 3IEKTPOHHBIH.

1. Cumoposa, H. I1. OnepannoHHble CUCTEMBI, Cpebl U OOOJOUKH : MPAKTUKYM : yueOHoe
nocobue : [16+] / H. II. Cunopona, I'. H. HMcaeBa; Texnomnoruueckuii yHuBepcureT. — Mocksa :
Hupexkr-Menua, 2022. — 51 c. : wmn., cxem. — Pexum pgoctyna: mo mnoamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=693549 (nata obpamenus: 11.11.2024). — bubmuorp.:
c.49.—ISBN 978-5-4499-3324-9. — DOI 10.23681/693549. — TekcT : 3neKTpOHHBIH.

2. Xepunr, M. DevOps 17151 COBpeMEHHOTO TPEANPHTUS : IPpaKTHUeCcKoe nocodue : [16+] /
M. Xepunr ; aBT. npeuci. b. I'owr ; nep. ¢ anri. M. A. Paiitman. — Mocksa : JIMK Ilpecc, 2020. —
234 c. :  cxeMm., wmi. — Pexumm  goctyma: mo  mommucke. —  URL:
https://biblioclub.ru/index.php?page=book&id=596851 (nata obpamenus: 20.06.2024). — bubmauorp.
B kH. — ISBN 978-5-97060-836-4. — TekcT : 21€KTPOHHBIH..

3. OcHOBBI aAIMUHUCTPUPOBAHUSI MH(OPMALIMOHHBIX CHCTEM : yueOHoe nocobue : [16+] / [1.
O. bo6riHLEB, A. JI. Mapyxinenko, JI. O. Mapyxinenko [u 1p.]. — Mocksa ; bepnun : lupekr-Menua,
2021. - 202 c¢. : wn, Tabnm. — Pexum goctyma: mno moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=598955 (nata obpamenus: 20.06.2024). — bubdauorp.
B KH. — ISBN 978-5-4499-1674-7. — DOI 10.23681/598955. — TekcT : 37I€KTPOHHBIIA.

4. Mut, U. Docker Ha mpakTuke : mpaktadeckoe rmocooue : [16+]/ . Mwn, D. X. Celiepc ;
niep. ¢ anra. J[. A. bemukoBa. — Mocksa : JIMK IIpecc, 2020. — 517 c. : cxem., Tabi., wi. — Pexum
noctyma: mo mnoamucke. — URL: https://biblioclub.ru/index.php?page=book&id=686771 (mata
obparenus: 20.06.2024). — ISBN 978-5-97060-772-5. — TekcT : 3neKTPOHHBII.

5. ®opcrpen, H. VYckopsiics! Hayka DevOps : Kak co3gaBaTh M MaclTaOMpOBaTh
BBICOKOITPOM3BOIUTEIbHBIE IM(POBBIE OpPraHW3alMy : NpaKTudeckoe mocodoue : [16+] / H.
@opcrpen, M. Xam6n, . Kum ; pen. E. 3akomypHnas ; mep. ¢ anrn. A. Texnenko. — Mocksa :
Anprvna ITabmumep, 2020. — 224 c. : win., 1abn. — Pexum poctyma: mo mommucke. — URL:
https://biblioclub.ru/index.php?page=book&i1d=599299 (nata ob6pamenus: 20.06.2024). — ISBN 978-
5-6042881-1-5. — TekcT : 3EKTPOHHBIN.

5.3. UuTepHeT-pecypchbl, B TOM 4YHCJIe COBpeMeHHbIe MPo(eccuoHaIbHbIe 0a3bl
AAHHBIX U HH(POPMALHOHHBIE CIIPABOYHbIE CHCTEMBI

J1eKTPOHHO-0ubInoTeuHbIe cuctemMbl (IBC):
1. ObC «KOPAUT» https://urait.ru/

2. DbC «YHUBEPCUTETCKA S BUBJIMOTEKA OHJIAMH» www.biblioclub.ru
3. BBC «BOOK.ruy» https://www.book.ru
4.
5.

9BC «ZNANIUM.COM» www.znanium.com
OBbC «JIAHb» https://e.lanbook.com

IIpodeccuonanbubie 6a3bl JAHHBIX:

1. Scopus http://www.scopus.com/

2. Hayunas snexrporuas 6udimoreka (HOB) http://www.elibrary.ru/
3. Springer Materials http://materials.springer.com/

4. zbMath https:/zbmath.org/

5.4 llepeuenb MHGOPMANMOHHBIX TEXHOJIOTHIA, HCIOJIb3YeMbIX NPHU OCYLIECTBJIEHUU
o0pa3oBaTe/ILHOIO NMpoLecca MO0 JMCUUIINHE

ITepeyeHb HH(POPMALMOHHBIX TEXHOJIOT M

— HpOBepKa JOMalIHHUX SaﬂaHI/Iﬁ N KOHCYJBTHUPOBAHHUEC IIOCPCIACTBOM SHCKTPOHHOﬁ
IIOYTHI.
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— Mcnonp30BaHue 3JEKTPOHHBIX MPE3EHTALUN IPU MPOBEICHUH JIEKIIUI U TPAKTUYECKUX
3aHATUH.

6. MeToanueckue ykasaHus /151 00y4aOUUXCHA 10 OCBOCHUIO U CHUIIINHBI

[lo xypcy mnpenycMOTpPEHO NIpPOBEJCHHME JEKUMOHHBIX 3aHATUN, Ha KOTOPBIX JIAeTCs
OCHOBHOM CHCTEMAaTU3UPOBAaHHBII MaTepual, JabopaTopHbIX padoT, IK3aMeHa.

BaxuelmmM >Tamom Kypca SBISETCS CaMOCTOsATeNbHas paboTa MO AMCLHUIUIMHE C
UCIIOJIb30BAHUEM YKa3aHHbBIX JIMTEPATYypPHBIX MCTOYHUKOB M METOAMYECKUX yKa3aHWH aBTOpa
Kypca.

Bunst u dpopmer CP, cpoku BBITOITHEHUS, GOPMBI KOHTPOJIS IPUBE/ICHBI BBIIIE B JAHHOM
JOKYMEHTE.

Jlnst mydinero ocBOeHUsl AUCHMILIMHBI Mpu 3aumre JIP cTyaeHT JofkeH OTBETUTh Ha
HECKOJIBKO BOIIPOCOB U3 JIEKLIMOHHOM 4acTH Kypca.

B ocBoeHMM AMCHMIUIMHBI MHBAJIUAAMM U JULAMH C OIPAaHUYEHHBIMH BO3MOXKHOCTSIMU
30pOBbsl 0OJBIIOE 3HAUEHHE HMEET WHJIUBHUIyajbHas yuyeOHas paboTa (KOHCYJbTallMH) —
JIONIOJIHUTEIbHOE pa3bsiCHEHUE yueOHOro MaTepuana.

WuauBuayanbHble KOHCYJBTALlMM IO TPEAMETY SBISIOTCS BaXHBIM  (aKTOpOM,
CIOCOOCTBYIOLIMM MHIAUBUAYAJIU3aUU 00YUYEHHS U YCTAHOBJIEHUIO BOCIIMTATEIbHOIO KOHTAKTa
MEXIy I[pernojaBaTesieM M OO0yd4aroIlMMCs WHBAJIMIOM WM JIMIOM C OTpaHUYEHHBIMU
BO3MOKHOCTSIMH 3/I0OPOBBSI.

BeinonHeHHas MarucTpaHToM paboTa ONpeAesseTcs Ha IMPOBEPKY IPENOAaBATENIO0 B
yCTaHOBJICHHbIE CPOKU. Ecim y npenogasaresns ectb 3aMe4aHus, paboTa BO3BPALIAETCS U MOCIIE
UCIPaBIeHUH JIMOO BHOBb OTIPABISIETCS Ha IPOBEPKY, €CIIM UCIPABICHUS CYLIECTBEHHBIE, THO0
IPeIbsIBIIAETCS Ha 3a4eTe, TJ€ IPOUCXOIUT €€ 3allUTa.

7. MarepuajJbHo-TeXHHYeCcKasi 0a3a, HeoOXoAuMasi s OCYHIECTBJIEHUS
00pa30BaTeILHOTO MpPoLECCA MO TUCIHUTINHE

No Bi paGot MartepuaabHO-TEXHUYECKOE 00eCIICUeHHE JUCITUTUTUHBI U
OCHAILIEHHOCTh
1. JlexunoHnHsble 3aHATHS | JIeKIIMOHHAs aynWTOpHS, OCHAIICHHAas MPE3eHTAllMOHHON
TEXHUKON  (IPOEKTOp,  JKpaH,  KOMITBIOTEP/HOYTOYK),
COOTBETCTBYIOIIUM MPOTPAaMMHBIM 00€CIEYeHHEM, a TaKKe
HE00X0 MO MeOenbIo (10CKa, CTOJIBI, CTYJIbS).
(aymuropuu: 129, 131, 133, A305, A307).
2. JlaGopaTopHble KommnbroTepHslil K1acC, yKOMIUIEKTOBAHHBIM KOMIIBIOTEpAMU
3aHATHUS c JTUIEH3UOHHBIM MIPOTrPaMMHBIM obecrieyeHuem,
HE00X0 MO MeOebio (JIOCKa, CTONBI, CTYJIbS).
(aymuropuu: 101, 102, 106, 106a, 105/1, 107(2), 107(3),
107(5), A301).
3. I'pynnossie Ayautopust Il CEMHHAPCKUX 3aHSATUN, TPYNIOBBIX U
(MHAMBUIYAJTBHBIC) MHAUBUAYaJIbHbIX KOHCYJIbTall Ui, YKOMILJIEKTOBAHHbIE
KOHCYJIbTalluH HE0O0X0IUMOM MeOenbIo (JI0CKa, CTOJIBI, CTYJIIbS).
(ayoutopuu: 129, 131).
4. Texymuil KOHTPOIb, | AyAUTOpHUS Il CEMUHAPCKUX 3aHATUM, TEKYILIETO KOHTPOJIS U
MIPOMEKY TOYHAs IPOMEKY TOUHOM aTTecTalyH, YKOMIIJIEKTOBaHHAs
aTTecTanus HE00X0IMMO# MebOenblo (I0CKa, CTOMBI, CTYNbs) (AyIUTOPUN:
129, 131, 133, A305, A307, 147, 148, 149, 150, 100C,
A3016, AS512), KOMITIbIOTEpAMU C  JHIEH3WOHHBLIM
IporpaMMHBIM oOecliedeHrueM M BBIX0J0M B HHTepHeT (106,
106a, A301)
5. CamocTosTenbHas Kabuner a1 caMoOCTOSITeNbHOM  paboThl, OCHAIIEHHBIN
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Bua pabot

MartepuanbHO-TEXHUYECKOE 00ECIICUeHHE JUCITUTUTUHBI U
OCHAIIIEHHOCTh

paboTta

KOMITBIOTEPHON TEXHHKOW C BO3MOXXHOCTHIO TOAKIIIOUCHHS K
cetn «VIHTEpHET», NPOrPaMMON DKPAHHOTO YBEIUYCHUS,
00€CTICUCHHBI JOCTYIIOM B 3JIGKTPOHHYIO WH(OPMAIMOHHO-
00pa3oBaTeNbHYI0  Cpely yHUBEpPCHTETa, HEOO0XOIUMOit
MeOeInbIo (JI0CKa, CTOJBI, CTYJbS).

(Ayautopus 102a, yntanbHbIH 3a1).

[Ipumeuanue: Konkperuszanus ayauropuii 1 ux ocHamenue onpeznensercs OITOIL.
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