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1 Hesu u 3axa4u U3yYeHHsI AUCHUIIMHBI (MOIYJIs1)

1.1 Ilean ocBOeHUsI TUCUHUILIMHBI

[lenpto OCBOCHMSI AUCHMIUIMHBI «MaTeMaTHYeCKHEe MOJENH 3allUThl HHPOPMAIUI)
ABISICTCS. (OPMUPOBAHUE Y OYIYIIMX CIEHIUATUCTOB B 00JIACTH TPUKIATHOW MHPOPMATUKH U
MCKYCCTBEHHOTO MHTEJIJIEKTa CHUCTEMATHU3MPOBAHHBIX 3HAHUUA O MAaTeMAaTHYECKOM aIlrapare,
JIeKAIIeM B OCHOBE COBPEMEHHBIX METOJIOB 3aIUThl HHPOPMAIIMH, W BbIPAOOTKA HABBIKOB €0
MPUMEHEHUS U1 00ecrieueHusT KOH(OUIESHITMATBHOCTH, IIEJIOCTHOCTH M JTOCTYITHOCTH JaHHBIX U
MoOJeJIeH Ha BCeX dTanax KU3HeHHoro nukia Al-cucrem.

1.2 3agauu AUCHUNJIMHBI

1. CdopmupoBars y CTy/I€HTOB MOHUMaHKE (pyHIAMEHTaIbHBIX MATEMAaTUYECKUX MOJICIEH,
UCTIOJIB3YEMBIX B KpUITOrpapuH.

2. Hayuutb (hopMamu3oBbIBaTh yrpo3bl MH(YOPMAIMOHHONW O€30MacHOCTU AJSl AHHBIX U
aJTOPUTMOB B cucTeMax aHanuTuku U U, ucnosib3yss MaTeMaTUYECKUH ammapar.

3. Jate mnpencraBieHue O NOpUHLUINAX pabOThl W OONACTH NTPUMEHEHUS OCHOBHBIX
KpUNTOrpapUUECKUX aIrOpUTMOB (CUMMETPUYHBIX, ACHMMETPUIHBIX, XeII-QyHKIUH) C
TOYKH 3PEHHUS JIeKAIIUX B UX OCHOBE CJIOKHBIX MAaTEMaTHUYECKUX 3a/a4.

4. OcBouTb Ha NMPAKTUYECKOM YPOBHE METOJIbl peaju3aluu 0a30BbIX KPUNTOIpaduUIecKuX
MPUMUTUBOB U IPOTOKOJIOB.

5. Tloxa3aTh B3aMMOCBS3b MEXKIY 3aIUTON HHPopManuu u Texnonorusimu N, B wactHOCTH,
paccMOTpPETh MAaTEeMaTUYECKUE OCHOBBI METOJI0B 0OecriedeHust KOH(UACHIINATbHOCTH PU
oOydeHnn Mojeneit (muddepeHnuanbHas MPUBATHOCTh) W MPOTUBOICHCTBHS aTakaM Ha
ML-cucremsl.

1.3 MecTo AucuunanHbl (MOAYJIs) B CTPYKTYype 00pa3oBaTe/ibHOM NPOrpaMMbl

JucuunnuHa «Martematnyeckue MOAEN 3alluThl MH(OpMalun» OTHOCUTCS K «YacTw,
dopmupyeMas ydacTHUKaMH 00pa30BaTeNIbHbIX OTHOLEHUH» bioka 1 «lucuunianas! (MoLyin )»
y4eOHOro IJIaHa.

JlaHHasi OUCLMIUIMHA TECHO CBs3aHAa C JUCHMIUIMHAMK: «MaTeMaTHUYeCKUi aHaIu3»,
«OcHOBBI NporpaMMmupoBaHusy, «uddepenpansapie ypaBHeHUs», «MaTeMaTHyeckue MOJenu
HEHUPOHHBIX CETEW».

Marepnan  Kypca  SBISETCS  CBA3YIOIIMM  3BEHOM  MEXIy  MaTeMaTHKOH,
IpOorpaMMUPOBAaHUEM M NPUKIIAJHBIMU 3a/ladyaMu oOecrieueHus! 6e30MacCHOCTH JIaHHBIX. 3HAHMS,
MIOJIyYEHHBIE B IAaHHOW JUCLUIUIMHE, SIBISIOTCS OCHOBOM I MPEAAUILNIOMHOMN npakTuku 1 BKP.

1.4 IIpogeccuonanbHBIE POJIM B CTPYKTYpe 00pa3oBaTe/bHONH NPOrpaMMbl

Poas 1: Data Analyst (AHAJIUTHK JaHHBIX)

3amaun:

1. CratucTudeckuil aHaan3, BU3yallu3alus JaHHBIX, IPeABapUTENbHAsS 00paboTKa.
2. Co3nanue MpOTrHO3HBIX MOJIENEn

3. [locTpoeHne aHATUTUYECKUX MOJICTICH JIJIS OJIEPIKKU OU3HEC-PEIICHUN.
Poab 2: MLOps (Cnenuaauct no 3xcniyatanuu UN)

Bagaun:

1. DevOps nnst ML.

2. ABromaTu3zauus, MOHUTOpUHT ML-cucrtem.

3. OnepanoOHHOE YIIPaBJICHHUE )KU3HEHHBIM UKJI0M ML-Moznenen.

Poas 3: AI PM (Menen:xep npoexroB UN)

3amaun:

1. Ynpasnenue UM-ipoextaMu OT UaeH 10 BHEAPEHUS

2. Ananu3 6usHec-TpeOOBaHMI M MOCTAHOBKA 337124



3. Ouenka > dextuBHoctd U ROI NN -pemennit

Nzyuenue
00y4aroIuXcsl CAEAYIOIUX KOMIIETEHIUI:

JIAaHHOM  y4eOHOW  JAMCIUIUTMHBI

HampaBlieHO Ha (opMUPOBaHUE

Nuauxkaropsl

YpoBHH 0CBOEHHS HHAUKATOPOB
KOMIIeTEHIINH

[NIK-1 Cnoco0eH aHaIM3UpOBaTh MPEAMETHYO 00JaCTh JI BBISBJICHUS YTPO3 HHPOPMAIIMOHHON
0e30macHOCTH U (hOPMYITHUPOBATH TPeOOBAHUS K 3aINTE TAaHHBIX.

[IK-1.1 Aranu3upyeT KOMIIOHEHTHI

yrpo3 KOH(PpHUIEHIIMATFHOCTH, IETOCTHOCTH H
JIOCTYITHOCTH.

WHPOPMALUOHHON CUCTEMBI (IaHHBIE, MOJCIIH,
KaHaJIbl CBSA3M) C TOUYKH 3PEHUS TOTEHIUAIBHBIX

IIpoBomuT ananm3 KoHBelepa maHHbIX 1 Al-
MOJIEJIH TSI BBISIBIICHUSI YS3BUMBIX MECT.

paMKax MPOEKTHPYEMOM CUCTEMBI.

[1K-1.2 Beibupaet u 000CHOBBIBAET MPUMEHEHHUE
KOHKPETHBIX KPUIITOrpaUuECKUX aJITOPUTMOB U
METOZAOB JJIs1 IAPUPOBAHUS BBISBICHHBIX YTPO3 B

[IpoBOaUT CpaBHUTEBLHBIN aHATIH3
cryptographic IpUMUTHBOB TSI PEIICHUS
KOHKPETHOHN NPUKIAIHOHN 3a4a4uH.

ML-6 CriocobeH NpUMEHSITh AITOPUTMBI O0YUEHHUSI C

TMMOAKPCIITICHUCM.

ML-6.1 [Ipumenser  MeTOIBI
YCTOMYUBOCTH, Ha/Ie)KHOCTH,

nn.

IIOBBIIIECHUS
0€e3011aCHOCTH
aHFOpHTMOB O6y‘-ICHI/ISI C HOILKpCHJ'ICHI/ICM JJIA
MPOBEPKU Pa3BEJOYHBIX THUIOTE3 M TOATOTOBKH
JAHHBIX K TPUMCHCHHIO COBPEMEHHBIX METOJIOB

[Ipumensier rotoBeie RL-OubOnmmorekn wu
0a30Bble METOIBI KOHTPOJIS HAJISKHOCTH

(orpanuuenue Harpaf, HacTpoiKa
rUrnepnapaMeTpoB)  ans  oOydeHus U
TECTUPOBAaHMA  MOJENeil B IPOCTHIX

CUMYJIMPOBAHHBIX CpElax.

AL S -1 CnocobGeH ynpapisTh puckamu B pa3pabotke cucteM WU, BeicTpanBaTh yrpasieHHe
6e3omacHocThio U B xommanuu ¢ yaerom >Tuku MU

’KU3HEHHOM Inkiie M-cuctem, olicHUBaCT U
MIPUOPUTUUPYET PUCKHU

AIS -1.1 BeisiBIsIeT 1 MOAEIUPYET YIPO3bl HA BCEM

IlonnMaeT OCHOBHBIE KaTErOpUH PHCKOB U
arak Ha VIN. IIpuMeHsieT TUIIOBBIE METOAUKHU
o TOTOBBIM rabiaoHaMm. 3Haer
MeXKIyHapoiHble PpeHMBOPKY M CTAaHIAPTHI.

AI S - 1.2 OGecrieunBaeT COOTBETCTBHE
HOPMATHBHBIM TPEOOBAHUSM U MIPUHITUTIAM
noBepeHHoro/sTIaHOTO UM,

3nakom ¢ Kogekcom atuku B chepe MU PO
(2021), 6a3oBbix mpuanunax Responsible Al,
3akoHOM 152-®3 «O mepc. JaHHBIX» U
ocHoBamu GDPR. Moxer onucaTs npouecc
Data Impact Assessment.

2. CTpyKTYypa 1 coepKaHue TUCUUILTHHBI
2.1 PacnipenesieHne TPYA0EMKOCTH AUCUMIIMHBI IO BUAaM padoT
O61as TpyA0EMKOCTh IUCHUIUIMHBI COCTaBIISIET 2 3a4. €. (72 4acoB), X pacnpe/esieHue

10 BUJaM pa60T MMpEACTaBJICHO B Ta6J'II/II_Ie

y

CemecTpsl
. Bceero
Bun yueonoii padoTsl (4achl)
4acoB
8
KonTakTHasi padoTa, B TOM YHCJE: 30,2 | 30,2
AyauTopHBIe 3aHATHS (BCEro): 28 28
3aHsATHUs JIEKIMOHHOIO TUIIA 14 14
JlaboparopHbie 3aHATHS 14 14
3aHATHA CEMHUHAPCKOTO THTA (CEMUHAPHI,
NPaKTUYECKUE 3aHATHS)
WNnas koHTaKTHAs padoTa: 0,2 0,2
KonTtpons camocrosrensHoi paboTsl (KCP) 2 2




ITpomexyrounas arrecrarms (MKP)

CamocTosiTeJIbHasi pa0oTa, B TOM YHcJIe: 41,8 | 41,8

Kypcosas pabora

[TpopaboTka y4eOHOro (TEOPETUIECKOTr0) MaTepHaia

BrlinonHeHNe HHAMBUAYATBHBIX 3a1aHUN (TIOATOTOBKA
COOOTIICHMH, TPE3eHTAITHI)

Pedepar

IToaroToBKa K TEKYyIIeMY KOHTPOJITIO

Kountpoasb:

IToaroroBka x OK3aMCHY

qac. 72 72

B TOM 4YHCJIC 30.2 30.2

O0mas Tpy10eMKOCTh
= pya KOHTAKTHAas padora

3a4. €] 2 2

2.2 CTpyKTYypa IMCUMILINHBI
Pacnpenenenue Bu1oB yueOHON pabOThl M UX TPYAOEMKOCTH IO pa3jiesiaM JAUCLUILINHBI.
Paznensl (TeMbl) TMCHUILUIMHBI, U3yYaeMble B 8 ceMecTpe

KosmnuecTBo yacoB
Buea
AyautopHast YAUTO
Ne HanmenoBanue pa3aesioB (TeM) Bce pHas
pabora
ro padot
a
JI 3 | JP | CPC
1 2 3 4 5 6 7
1 BBenenune. MareMaTuecKue OCHOBELI M MOJICIIH 16 2 2 11.8
yrpo3.
) MareMarnueckre MOJEIN CUMMETPUYHOIO 10 2 2 6
" | mmdpoBaHHUsL.
3 MareMarnueckre MOJEIN XEIUPOBaHUS U ] 2 2 4
" | ayreHTU(UKALINY.
4 MareMatnueckre MOJEIN aCUMMETPUYHOTO 10 2 2 6
" | mudpoBaHusl.
5 Kpunrorpaduueckue mpoTOKOIIbI: 3 2 2 4
MaTeMaTHYeCKUE MOJIETH JIOBEPHUS.
MareMatuueckre MOJEIH 3alUThI 2 2
6. KOH(pHUACHIIMAIBHOCTH B Al: 12 8
auddepeHnranbHas IPUBATHOCTD.
7 Maremarndeckne MoJienn atak Ha Al-cucteMbl 3 2 2 4
Y 3aIlIUTHI OT HUX.
HUTOI'O no pazgesam IUCUMIIJIMHBI 69,8 14 14 41,8
KonTpons camoctositenpHoi padotsl (KCP) 2
[Tpomexyrounas arrectauus (MKP) 0.2
IToaroroBka K TEKyIIEMY KOHTPOJIIO
OO0masi Tpy10eMKOCTh N0 IMCUMILINHE 72

Ipumeuanue: JI — nexyuu, [13 — npaxmuueckue 3anamus/cemunapul, JIP — nabopamopuvie 3ansmus, CPC —
camocmosmenvHas paboma cmyoeHma

2.3 Conepxxanme pa3aesioB (TeM) IMCHUILIAHBI
2.3.1 3ansATHS JEKIIMOHHOI0 THIA



HanmenoBanmue
pasaeiia (TeMbl)

Conep:xanue pasaesia (TeMbl)

®opma
TeKyllero
KOHTPOJIsI

2

3

4

BBenenue.
Marematnueckue
OCHOBEI U MOJENIHU

yrpos.

Ienmm w 3amayum  JUCIMIUIMHBI B KOHTEKCTE
pa3paboTku 0e30MacHBIX W ITHYHBIX Al-cuctem.
OcHoBHBIE IOHATUS Ub: Yrpo3ssl
KonduaennuanbHOCTH, LenoctHOCTH,
Hoctrymaoctn (KLIJ]) mpruMeHHUTENbHO K IaHHBIM,
ML-monenam u anroputmam. @opManbHble MOACITH
HAPYIIUTEIIS: KJIaCCU(UKAIUSL
(ITaccuBHBIY/ AKTHBHBIN, BHYyTpeHnHMit/BHenHnmit),
Mozaenb Dolev-Yao. Maremarndeckuii  ammapar,
HEOOXOMUMBIH JUIsl KpunTorpaduu: MOIyJbHAs
apudmeruka, anroput™M EBkmuma,  QyHKIuUS
Oiinepa, tect depma Ha mpocToTy. BBenenwe B
TEOPHIO CIIOKHOCTH BEIYHMCIICHNH (Kaaccel P, NP).

Bonpocwi k
3ayemy 1-5

Maremarnueckue
MOJIETIH
CHMMETPHYHOTO
mmdpoBaHus.

[TorokoBbie MUGPHL: MaTeMaTH4eckass MOJENb
raMMHUPOBAHUA, TpeOoBaHUS K I'TICH
(xpunrrorpaduuecku crorikue ['TICH), ysa3BuMOCTH.
brounsie mmdper: Moxens delicTens, CTpyKTypa
AES (0030p). MareMaTH4eCKHUE OCHOBBI: OIIEPALIUU
B mone ['amya (GF(278)). Pexxumer mmdpoBaHus
(ECB, CBC, CTR, GCM): MaTeMaTHYECKHE CXEMBI,
npeuMymeCcTBa M HEAOCTATKH, INMPUMCHCHHC JJIA
mudpoBaHus  Oombmmx — 00BEMOB  JTAHHBIX
(maracetsn).

Bonpocwi k
sauemy 6-10

MaremMaTtuueckue
MOOCIIH
XELIUPOBAHUS H
ayTEeHTU(UKALINH.

OmnpezeneHne W CBOMCTBAa KpUNTOrpadUuecKon
xem-QyHKnuKn  (CTOMKOCTH K TpooOpaszam,
KOJUTU3UAM). Mojenu TOCTpOoeHHs Xem-(OyHKITHi
(urepatuBHas cxema Mepkia-/amrapaa). O630p
anroputMoB (SHA-256). MaremaTnueckrie MOAETH
atak Ha xem-pyHkuumu  ("mapamokc — mHEH
poxnennii"). Kompl ayTeHTHYHOCTH COOOIIEHUH
(MAC): moaens HMAC. Lludporsie moamnucu Ha
OCHOBE CHMMETPUYHBIX PHMHUTHBOB.

Bonpocwi k
sauemy 11-15

Maremarnueckue
MOJIeNTU
ACHMMETPUYHOTO
mudpoBaHus.

Konnenmmuss ~ acummerpudHoro  mud)poBaHUs.
Maremarndeckas 3amada (hakTopu3aluyd M CcXema
RSA: reHepanus  KIIIoueH, mdpoBanue,
pacmmgpoBaHue. Maremarnyeckas 3a/avya
JIUCKPETHOTO Jiorapu(MHUpOBaHUS M cxema OIlb-
l'amana. Beenenue B JJUIMOTUYECKUE KPHBbHIE
(ECC): 0azoBble TOHATHA, Tpydma  TOYEK
SJUIUNITUYECKON KpHUBOH, cxema ECDH.
CpaBHHATETHHBIN aHaIU3 CTOMKOCTH 51
npousBoauTenbHOCTH RSA vs ECC.

Bonpocuwl k
3ayemy 16-20

Kpunrorpaduueckue
IIPOTOKOJIBL:
MaTeMaTU4ecKue
MOJIEH JIOBEPHUSI.

[onsitue KpUITOrpaduuaecKoro MIPOTOKOJIA.
®dopmainbHble MoAenn Oe3onmacHocTd. IIpoTokoin
obmena kmodamu Jupdu-Xemmmana (DH w
ECDH): MmatemaTtnueckast MOJIE€Ib, 3aITa OT aTaKu
"man-in-the-middle". Mopenn MIPOTOKOJIOB
anexkrponnoit nmoamucu (RSA, ECDSA). Beenenune
B 0e30MacHble MHOTOCTOPOHHHE BBIYUCIICHHS
(SMPC) u romomopdHoe mudpoBaHue Kak MOIECIN
JUTs KOH(QUICHIMATBHBIX BRIYMCICHUH Ha ITAHHBIX.

Bonpocut k
sauemy 21-25




®opma

Haumenosanue Conepikanue paszaena (TeMbl) TeKyLIero
pasjena (TemMbl) Hep past o
KOHTPOJISA
2 3 4

[Tonstue npusaTHOCTH NaHHBIX. HedopmanbHoe u Bonpocei k
CTporoe MaremaTHdyeckoe ompenenenue (g, 0)- | 3sauemy 25-30

Matrematuyeckue JudepeHInansHON NPUBAaTHOCTH (DP).
MOZCIn 3alIUThl | YyBCTBUTEIBLHOCTH 3ampoca. MexaHu3Mbl
KOH(UICHIIMATBLHOCT | jobanenus myma: Jlamnaca (s €-DP) u Taycca
u B Al: | (mst (g, J)-DP). KoMmIO3UIIMOHHBIE TEOPEMBI
nuddepeHnranbHas (mocnenoBarenbHasi, mapajuienbHas). [IpuMeHenne
IPUBATHOCTb. DP na stamax >xu3HeHHoro 1ukia Al: oOydenue c

maddepennmmansHoit  mpuBatHOCTEIO  (DP-SGD),
BBINYCK arperupOBaHHON CTATUCTHUKH.

dopmanbHbIe MOJeNH aTak Ha Bonpocui x
KOHQUICHIMAILHOCTh ~ Monenedl:  Membership | sauemy 30-40
Inference Attacks (MIA) u Model Inversion Attacks.
Marematudeckass ocHoBa Adversarial Attacks:
ataku "Oenoro smuka" (Fast Gradient Sign Method
- FGSM) u "gepHoro smmka". Monenu 3aIIHTHI:
adversarial training, perynspuzanus. CBsi3p ¢
o0ecIlieUeHHeM  YCTOWYMBOCTH W HaJCKHOCTH
ANTOPUTMOB.

Maremartnaeckue
mMonenu atak Ha Al-
CHCTEMBI U 3aIUThI OT
HHX.

2.3.2 JlaGopaTopHble 3aHATHUSA

dopma
HaumMeHoBaHue pasaeiia rexyme
(Tembi) HaumeHoBaHue J1a00paTOPHBIX padoT ro
KOHTPO
a9
2 3 4
[lpakTukymM TIO MOAYNBHON apudMeTHKe B
Python. Peanmzanms anroputma EBxmmpa moist
HaxoxeHust HO/JI u pactmpeHHOro anroputmMa
Beenenne. Marematuueckue | Epkiuaa. ['eHepaiiist GONBIINX TPOCTHIX YHCE P
OCHOBBI U MOJIEJIN YIPO3. C HCIOJB30BAaHHEM BEPOATHOCTHBIX TECTOB.
Ananu3 Kkeiica: ¢opMaJbHOE OIUCAHUE YIPO3
KIJJI nmns  xomkperHoro  Al-konBeiiepa
(HampuMep, cucTeMa PeKOMEHIAIHH).
Peanuzanus mmdpa XOR (rammupoBanue) Ha
Python. Hcnonr3zoBanue OubmMoTeKN
Maremarnueckue MOJEIH | cryptography JUTS
CUMMETPUYHOTO mmdpoBanust/pacinGpoBaHUs ¢aiina c JIP
mmdpoBaHus. JaHHBIMU C ucnoiib3oBanueM AES B pexumax
ECB u CBC. Buzyanu3zamus 1 aHaJIn3 pa3Inauit
B pe3yJIbTaTax.
[IpakTuueckas paboTa ¢ Xem-QyHKUHUIMHU B JIP
Python: Beluucienue xemrei s ¢aitio
Maremariaeckne MOICIH | voneneit (pkl, .h5) wm mposepka mx
XCIHUPOBAHUA U | penoctHocTH. Peanm3anmus mpocToi  CXeMbl
ayTeHTH()UKALMH. HMAC. CpaBaenue ckopoctd  pabOTHI
Pa3IUYHBIX XEII-aJTOPUTMOB.




HaumenoBanue pasaesia
(TemMblI)

HaumeHnoBanne 1a00paTopHbIX padoT

®opma

TeKylue
ro

KOHTPO
Js

3

4

MaremaTuueckue MOJIEIN
ACUMMETPUIHOTO
muGpoBaHUSL.

Peanuzanus anroputma RSA nHa Python (6e3
ONTHUMU3AIUHN, JUIs YyYeOHBIX LEleH) M
mudpoBaHUS KOPOTKHX COOOTIICHUT.
Hcnonp3oBanne OMONIHOTEKH cryptography s
reHeparuu  kmouer ECC u  BeINOTHEHUS
obmena mo ECDH. [lemoHcTpartus ya3BUMOCTH
textbook RSA.

JIP

Kpunrorpaduueckue
IPOTOKOJIBI: MaTeMaTU4eCKUe
MOJIETH AOBEPHSL.

MonenupoBanue nporokona duddpu-Xemmmana
Ha Python. Peamuzanus mnpocteiiiedi cXembl
pazneneHus cekpera (Tammpa).
UcnonszoBanue OnbIroTeKN JUTS
JEMOHCTPALIUH paboThI MPOTOKOJIA
3JIEKTPOHHOMW MOJIHUCH.
Keiic 3: 3ammura cBA3M  MeKIY
0eCIUJIOTHUKOM U IIEHTPOM YNPaBJIeHUS
Onucanue: becniunoTHuk nepeaaer
TEJIEMETPUIO B LEHTp ynpasieHus. HyxHo
3al[UTUTh KaHaJl CBSI3H.
eab: PeanmsoBaTh Oe30macHbIii 00MeH
KJIIYAMH MEXIy MAlllMHON U CEPBEPOM.
TexHoJsiornm:
- IIporokon Auddu-Xemimana
- Python OubGmnuotexu: cryptography,
requests
Peasmm3anus:
a) 'eneparust xiroueld Ha CTOpPOHE
aBTOMOOWJIS U cepBepa
b) OOMEH OTKPBITBIMH KITFOYaMHU
c) ludpoBanue maHHBIX OOIIMM
KJIFOYOM
Pesyabrar:
— 3amura TeJIeMEeTpUu OT IepexnBara
- KonduaenmnuanpHOCTh
nepeaBaeMbIX TAaHHBIX

JIP

Maremartuueckue MO/
3aIUTHI
KoHpuIeHmaapbHocTH B Al
muddepeHranbHas
IIPUBATHOCT.

[IpakTuueckoe [IpUMEHEHUE
muddepenumansHol npuBaTHOCTH B Python c
HCTOJIb30BaHHEM oubImoTex
(marmpumep, diffprivlib wmu TensorFlow
Privacy). Brruncnenue arperupoBaHHON
CTaTUCTUKH  (CpeJHee, THCTOrpamMma) ¢
no0aBIIeHIEM uryma Jlanmaca/T"aycca.
CpaBHeHHE TOYHOCTH M YPOBHS IPUBATHOCTH.

JIP

Matemarnueckue MOJIEeIN
atak Ha Al-cucTeMBbI U 3aIUTHI
OT HUX.

Jemonctpanus Membership Inference Attack na
MIPOCTOM KJ1accu(UKAIIMOHHOM MO/IEIIH.
Peammzamuss ataku FGSM  Ha cBepTouHyIo
HEHPOHHYIO CeThb c
ucnone3oBanueM TensorFlow/PyTorch u
Busyanu3anms adversarial mpumepos.

JIP




IHpumeuanue: JIP — omuem/3auwguma nadopamopuoul pabomut, KII - gvinonnenue xypcosoeo npoexma, KP - kypcosot
pabomul, PI'3 - pacuemno-epaghuueckozo 3adanus, P - manucauue pegpepama, O - scce, K - xomnoxeuym, T —
mecmuposanue, P3 — pewenue 3adau.

2.3.3 IIlpumepHasi TeMaTHKa KYPCOBBIX padoT (IIPOEKTOB)
He npenycmotpensl.

2.4 llepeyeHb y4eOHO-METOAMYECKOT0 00eCeYeHUs AJIs1 CAMOCTOATEIbHOH padoThl
00y4aroIUXCcH M0 JUCUMUILIMHE (MOTYJII0)

HepequL y‘l€6HO-MeTO,Z[I/I‘ICCKOFO obecreyeHus JAUCHUITIIMHBI

Ne Bun CPC T10 BBITIOJIHEHHIO CAMOCTOSITEIbHON paboThI
1 2 3
1 IIpopabotka ¥ nOBTOpeHHE|MeTonu4YecKue yKa3aHHus Ul MOATOTOBKHM K JEKIMOHHBIM M CEMHHAPCKUM
JIEKLIHOHHOT'O MaTepHaa,|[3aHATHAM, YTBEpXKICHHbIE Ha 3aceJaHuM KadeIpsl aHaIM3a JaHHBIX U
Marepuana  y4eOHOM U|UCKYCCTBEHHOTO HHTeUIeKTa (DaKynbTeTa KOMIBIOTEPHBIX TEXHOJOTHH U
Hay4HOMU nutepaTypsl (npukiaanod  marematuku DPIBOY BO  «KyoI'Y», mnporokon Ne7 ot

MOATOTOBKAa K cemMuHapckum|22.03.2023 r
3aHATHIM

2 IToaroroBka K TeKymeMy Meroaudeckne yKa3aHUsS Ui TOJTOTOBKH K JICKIIMOHHBIM M CEMHHAPCKUM
KOHTPOJIIO 3aHATHSAM, YTBEp)XKICHHBbIC Ha 3acefaHud Kadenpsl aHaiW3a JaHHBIX |
HCKYCCTBEHHOTO HWHTEIIEKTa (aKyJIbTeTa KOMIBIOTEPHBIX TEXHOJIOTHH U
npuknagaoit marematuku DPIBOY BO «KyoI'Y», mporokonm Ne7 ot
22.03.2023 r

VY4eOHO-MeToIMYeCKUe MaTepualibl JUIsl CaMOCTOSTEIbHOM pPabOThl OOydaroLIMXCS M3
YHUCila MHBAJIUAOB M JIMI C OTPAHUYECHHBIMH BO3MOKHOCTSIMH 3710poBbsi (OB3) npenocrasisitorcs
B (hopMax, aJalTHPOBAHHBIX K OTPAHUYEHUSAM UX 3/J0POBbS U BOCHPUATHS UH(DOPMAIIH:

JUig au1 ¢ HapyLIeHUSIMU 3PEHUS:

— B [1€4aTHON (hopMe yBEIUYEHHBIM HIPUPTOM,

— B (popMe dJIEKTPOHHOT'O IOKYMEHTA,

— B (opme ayauodaiina,

— B ieyaTHOM (popme Ha si3bike bpaiins.

Jlnist a1 ¢ HapyIIEeHUsIMU CiTyXa:

— B TIe4aTHOM opme,

— B (popMe 2IIEKTPOHHOT O IOKYMEHTA.

Jljig au1 ¢ HapyLIeHUsIMA OIIOPHO-BUTaTEILHOTO ammapara:

— B I1e4aTHOM (opme,

— B (popMe dJIEKTPOHHOT'O IOKYMEHTA,

— B (opme ayaunodaiina.

JlaHHBIN TIepeYeHbh MOXET OBITh KOHKPETH3HPOBAaH B 3aBHCHMOCTH OT KOHTHHTEHTA
00ydaronuxcs.

3. Oo0pa3oBare/ibHbIE TEXHOJOTMU, NPUMeEHsieMble TPH OCBOCHHUU
AUCHUNIHHBI (MOIYJINA)

B coorBerctBun ¢ TpeboBanusimu OI'OC mporpaMma AMCLUUIUIMHBI MpeLyCMaTpUBAET
UCIOJIBb30BaHUE B Y4eOHOM IIpolecce CIEAYIOLMX 00pa30BaTelIbHbIE TEXHOJOTHH: UYTCHHE
JEKIHHA C UCIIOb30BaHUEM MYJIbTUMEAUUHBIX TEXHOJIOTUH; TAO0OpaTOPHBIE 3aHATHUS.

C TOYKM 3peHusi MPUMEHSEMbIX METOJOB HCHOJB3YIOTCS KaK Tpaaul[MOHHBIE
UH(POPMALIMOHHO-00BSACHUTENbHbIE JIEKIIMM, TaK M WHTEpaKTUBHAs I0Jlaya Marepuaiga ¢
MyJbTUMEANIHON cucTeMoil. KoMnbploTepHble TEXHOJOTMU B JAHHOM Cily4ae OOecnequBarOT



BO3MOXHOCTbh Pa3HOIUIAHOBOI'O OTOOpPa)K€HUs aJrOPUTMOB M JE€MOHCTPAIMOHHOI'O MaTepuaa.
Takoe coderaHue IO3BOJIAET ONTHUMAJIBHO MCIOJIL30BaTh OTBEICHHOE BpEMsl U PACKpbIBaTh
JIOTUKY U COAEPKaHUE JUCLIUILINHBI.

JIaGopaTopHOe 3aHATHE MTO3BOJISICT HAYUYUTH CTYJICHTAa IPUMEHATh TEOPETUIECKHE 3HAHUS
IOpU PELIEHUH U MCCIEJOBAHUM KOHKPETHBIX 3ajau. JlabopaTopHble 3aHATHs MPOBOJAATCS B
KOMITBIOTEPHBIX Kiaccax. Iloaxon pazdopa KOHKPETHBIX CHUTYAIMi IIUPOKO HCIIOJB3YETCS Kak
IpenojasaresieM, TaK U CTYIACHTAMHU IIPU IPOBEACHUH aHAIM3a PE3yJIbTaTOB CaMOCTOSTEIBHON
paboThl. ITO 0OYCIOBIEHO TE€M, YTO B IPOLIECCE UCCIEIOBAHUS YAaCTO BCTPEYAIOTCS 3a/1a4H, IS
KOTOPBIX €IMHBIX IIOAXONOB He cymecTByeT. Kaxknas KOHKpeTHass 3ajada IpU  CBOEM
UCCJIEOBAaHUM HMMEET MHOXECTBO IIOAXOJOB, a 3TO0 TpedyeT pa3bopa M OLIEHKU LENoH
COBOKYITHOCTH KOHKPETHBIX CUTYyaLUi.

— Jlns aun ¢ OrpaHMYEHHBIMH BO3MOYKHOCTSMHM 370POBbsSI IIPEyCMOTPEHA OpraHU3aLus
KOHCYJIbTallMi C NCIIOJIb30BAHUEM DJIEKTPOHHOM IOYTHI.

— HMudopmanmonHo-kommyHuKanonusle TexHojgoruu (MKT) - pacmumpsitor  pamku
00pa30BaTEILHOrO IPOLIECCa, MOBBIMIAS €r0 INPAKTUYECKYI HANPaBIEHHOCTb, CIOCOOCTBYIOT
UHTCHCU(UKALIMM CaMOCTOATEIbHOM padOThl ydalllMXCsl W IOBBILIEHUIO I103HaBaTEIbHON
aktuBHOCTH. B pamkax VKT BoiensatoTcs 2 Buja TEXHOJIOTUI:

— TexHomorusi MCIOJNB30BaHMSI KOMIBIOTEPHBIX HPOTpaMM — IMO3BOJISIET 3(P(HEKTUBHO
JIOTIOJIHUTD IIpoLiecc 00yUeHHUsI A3bIKY Ha BCEX YPOBHSX.
— VHTepHET-TEXHOIOTMH — MPENOCTABIIAIOT ILIUPOKUE BO3MOXKHOCTU JUIA  IIOMCKA

uH(popMalnu, pa3pabOTKU HayYHbIX IPOEKTOB, BEICHUS HAYYHBIX UCCIEA0BAHUM.

— TPOEKTHAsl TEXHOJOTHS - HHIUBUAYaTbHAS WM KOJUICKTHBHAS JIEITEIBHOCTH 0 0TOOPY,
pacnpeesIeHUI0 U CUCTEMAaTU3allii MaTepuaa 1o ONPEIEIIEHHON TeMe, B pe3yJbTaTe KOTOPOu
COCTaBIISIETCS POEKT;

— aHaJIU3 KOHKPETHBIX CUTYyallMil - aHaJINU3 peaJIbHbIX MPOOJIEMHBIX CUTyallud, UMEBIIUX
MECTO B COOTBETCTBYIOIIEH 00sacTH Mpo(ecCHOHANbHOM NeATeNbHOCTH, U MOMCK BapUaHTOB
JY4YIIUX PEIEHUN;

— pPa3BUTHE KPUTUYECKOTO MBIIIJICHUS — 00pa3oBaTebHas 1eATeIbHOCTh, HalIpaBICHHAs Ha
pasBUTHE Y CTYJIEHTOB pa3yMHOTr0, pe(IeKCUBHOTO MBILIEHHS, CTIOCOOHOTO BBIIBUHYTH HOBBIE
UJIEN U YBUJIETh HOBBIE BO3MOXKHOCTH.

[Tonxon pa3bopa KOHKPETHBIX 3afad M CHUTyalMil IIMPOKO MCIIOJB3yeTcs Kak
npenojaBaTesieM, Tak W CTYJEHTaMHM BO BpeMs JIEKLUH, JaOOpaTOpHBIX 3aHITHH W aHaIu3a
pe3yJIbTaTOB CAMOCTOSATENBbHOM paboThl. DTO OOYCIOBIEHO TEM, YTO MPH PEIICHHH KaxI0H
KOHKPETHOM 3a]1a4ul UMEeTCs, KaK IPaBUIIO, HECKOJIIBKO METOJIOB, a 3TO TpeOyeT pa30opa U OLleHKH
L[E€JI0O¥ COBOKYITHOCTU KOHKPETHBIX CUTYyalUH.

4. OueHoOYHbIE U METOAHYECKHE MATEPHAJIBI

4.1 OueHouyHble cpeAcTBAa UIS TeKYUIEr0o KOHTPOJIS  YCNEeBAeMOCTH H
NMPOMEKYTOYHOM aTTeCTAllUN

OreHOuHBIE CpelCcTBa MpeJHAa3HAYeHbl Ui KOHTPOJII M OLEHKHM 00pa30BaTeNbHBIX
JOCTHKEHHUI 00y4aroIIKXCcsi, OCBOUBIINX MTPOrpaMMy y4eOHOM TUCIUILTMHBI «MaTteMaTndeckue
MOJIENIN 3AIIUTHI HHPOPMALIUN.

OHCHO‘IHBI@ Cp€ACTBA BKIKOYACT KOHTPOJIBHBIC MaTCpHabl IJId NPOBCACHHUA TEKYLIETro
KOHTPOJIsl B (hopMe TECTOBBIX 3a/laHUI, KECOB M MPOMEKYTOYHON aTrTecTanuu B (dopme
BOITPOCOB U 3a/IaHUM K 3a4eTy.

OneHouHble CpeAcTBa JUIsl MHBAJIMAOB M JIMII C OIPAaHUYEHHBIMH BO3MOXHOCTSAMU

3I0POBBSI BEIOMPAIOTCS C YYETOM MX WHIWBUIYATHHBIX TICUXO(PH3NIECKUX OCOOEHHOCTEH.

— IpY He0OXOAMMOCTH UHBAIM/IAM H JIULIAM C OTPaHUYE€HHBIMU BO3MOKHOCTSIMH 37I0POBbS

MIPEIOCTABIISAETCS JOMOJHUTENBHOE BpEMs IS TOATOTOBKH OTBETA HA 3a4eTe;



— TIpH TPOBENICHUH TPOILIEAYPHI OIICHUBAHUS PE3yIbTATOB 00yUEHHSI HHBAIUIOB H JIUIL C
OTPaHUYEHHBIMU BO3MOXHOCTSIMH 3/10pOBBS IPEAyCMATPUBAETCS UCIIONb30BAHUE TEXHHUUYECKUX
CpeICTB, HEOOXOIUMBIX UM B CBSI3U C X WHAUBUIYAIBHBIMH OCOOCHHOCTSIMH,

— IIpU HEOOXOAUMOCTH JJIsl 00YHAIOIIUXCS ¢ OTPAHUYCHHBIMUA BO3MOKHOCTSIMH 370POBBS
U WVHBAIWAOB TIPOIEAypa OICHUBAHUS pPE3YJbTaTOB OOYYEHHUS 1O JUCIUIUIMHE MOXKET
IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[Iponienypa oneHUBaHUsI PE3yJIbTATOB OOYYCHHS WHBAIUIOB M JIUI[ C OTPaHUYCHHBIMU
BO3MOXHOCTSIMH 3JI0POBbSI 10 JUCHUIUIMHE (MOJIYJIO) MperycMaTpUBaeT Ipel0CTaBICHUE
uHpopMmanuu B (opMax, aJaNTUPOBAHHBIX K OTPAHHYCHHSM WX 3J0POBbS U BOCIPHSITHS
uHpOpMaLUu:

J1J1st JIT C HApYIICHUSIMH 3PEHHSL:

— B [1€4aTHOW (hopMe YBEIUYCHHBIM HIPUPTOM,

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.

JUist a1 ¢ HapyIIEHUSIMH CITyXa:

— B IIeYaTHOM ¢opme,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

J1J1s1 JIU1 C HApYIICHUSIMH OTIOPHO-JIBUTATEIBHOTO arapara:

— B mieyaTHOU hopme,

— B (hpopMe 3JIEKTPOHHOTO IOKYMEHTA.

JlaHHBIN TIepeYeHbh MOXET OBITh KOHKPETH3MPOBAH B 3aBHCHMOCTH OT KOHTHHTEHTA
00y4aromuxcs.

CTpyKTypa OLICHOYHBIX CPEACTB AJIsl TEKYyIIell U MPOMEKYTOUYHOH aTTeCTANMHU

Ne Koz HaunmenoBanue

H/' KonTtpoaupyemsie pasiensl (TEMbI) KOHTPOJIUPYEMO OLICHOYHOI'O CPEJICTBA

. JUCLIATIAHBL 1 KOMIIETCHLIUU Texymuii IIpomexxyTounas

(nu ee yacTH) KOHTPOJIb aTTecTanus

| Brenenue. Matemaruyeckue OCHOBBI HK-1.1, JlaboparopHast Bompocs! k
1 MOJIEJIH yIPO3. AIS-1.1 padota Nel 3auery 1-5
MaTeMaTHIeCKIe MOLENH [K-1.2 JlabopaTopuas Bormpocs! k

2 CUMMETPHYHOTO IU(PPOBAHHS. pabora Ne2 sauety 6-10

3 MaremaTudecKue MOJIEIU IK-1.2, JlabopatopHas Bompocs! k
XEUIMPOBAHUS U ayTeHTH()UKAIIHH. AIS-1.2 pabora Ne3 sauery 11-15

4 MaremaTHuecKue MOICTH IK-1.2 Jlaboparopuas Bomnpocsr k
ACMMMETPUYHOT0 IH(pOBaHHMSI. pabota Ned 3auety 16-20

5 Kpurrrorpadhuaeckue ImpoTOKOJIbL: IK-1.2, JlaGoparopHas Bompocsr x
MaTeMaTHYECKHUE MOJIENH TOBEPHL. ML-6.1 pabota Ne5 3auery 21-25
MaremaTHueckue MOJIEIH 3aIIUTh AIS-1.1, JlabopaTopuas Bormpocs! k

6 | xoHOpuUIeHIAaTHHOCTH B Al: Al S-1.2 pabota Ne6 3aueTy 25-30
JuddepeHraIbaas IPUBATHOCTb.

7 Maremaruueckue mojenu atak Ha Al- ML-6.1, JlabopaTopHas Bormpocs! k
CHCTEMBI U 3aIlIUThI OT HUX. AIS-1.1 pabora Ne7 3avery 30-40




Ioka3aTesu, KpUTEPUH M HIKAJA OLEHKH C(POPMUPOBAHHBIX KOMIIETEH NI

/o

Ko n naumenoBaunue
MHJIUKATopa

Pe3ynbTarsl 00yueHus

HaumenoBanue
OIICHOYHOTO CPE/ICTBA

Texymun
KOHTpPOJIb

[IpomexyT
O4Has
aTTecTanus

CooTBeTCTBHE OCBOCHUSI KOMITETCHIIMH TUIAHUPYEMBIM pe3yjIbTaTaM 00yUCHUS U KPUTEPHUAM UX
OlICHMBaHUsI (OIICHKA: YA0OBJIETBOPUTEIbHO /3a4TEHO)

Ha IMTOPOroBOM VYPOBHE:

ITK-1.1 Anammzupyer | I[lonumaer 0a3zoBbIe JIP Bonpocsl k
KOMITOHEHTBI npuniunsel KIJ[. Moxer 1o 3ayery 1- 3,
UH(POPMALMOHHON CUCTEMBI | MIa0JIOHY HACHTH(PHUIMPOBATH 31-34, 38-39
(1aHHBIE, MOAENW, KaHaisl | 1-2 OYEBUJIHBIE  YTPO3bI
l.| cBa3m) ¢ Toukm 3pennms | (mampumep, "HemmM(ppOBaHHOE
HNOTEHIMATIbHbBIX yIpo3 | XpaHeHHe JAHHBIX",
KOH(pHICHIIMATIBHOCTH, "oTCcyTCTBUE IPOBEPKU
LIEJIOCTHOCTH U | IEeJOCTHOCTH  Mozenu") B
JOCTYITHOCTH. ynpoieHHoM Al-koHBeliepe.
[TK-1.2 Bri6upaer U | 3HaeT Ha3HAYEHUE OCHOBHBIX JIP Bomnpocs! k
00OCHOBBIBACT MPUMECHEHHE | THUIIOB AJITOPUTMOB 3auery 4-25,
KOHKPETHBIX (mmdpoBanue, XeMIHMPOBaHUE, 36
7 | Kpurrorpapudeckux OUIT). Moxer  BbIOpaTh
QITOPUTMOB M METOJOB JUISl | MOAXOASAIINNA THUIl QJITOpUTMa
NapUpOBaHMs BbBISBICHHBIX | A CTaHJAPTHOM 3aJaydl IO
yrpo3 B paMKax | IpeJOCTaBICHHON
MPOEKTUPYEMOI CUCTEMBI. | HHCTPYKIUH.
ML-6.1 IIpumensier Mmetons! | [loHnMaeTr Ha mpumepax, 4To JIP Bomnpocsl k
NOBBILIEHNS] YCTOMYMBOCTH, | JaHHble U cpena B RL Moryt 3auety 14,
HaJEXHOCTH, 6E30MaCHOCTH | OBITH CKOMIPOMETUPOBAHBI, 25,33-35,
QITOPUTMOB  OOy4YeHHUS C | 3TO TMOBIMSET Ha paboTy 38
3. | nomxpereHnem JUISl | areHTa. 3Haer 0
MIPOBEPKHU pa3BeOYHBIX | cyliecTBOBaHuM  adversarial-
TUIOT€3 W TOJATOTOBKH | aTak.
JaHHBIX K TMPUMEHEHHIO
COBpPEMEHHBIX MeTo10B M.
Al S -1.1 BeisBaser u | 3HaeT OCHOBHBIE TUIIBI ATAaK Ha JIP Bomnpocsl k
monenupyer yrpo3sl  Ha | UM (MIA, Data Poisoning). 3auerty 3,
BCEM KM3HEHHOM IuKie | Moxer Ha3BaThb 26- 29, 31-
4. NH-cucTteM, OLIEHUBAET U | COOTBETCTBYIOIINIA METOJI 34,39
PUOPUTU3UPYET PUCKU 3anuThl (qUQQ. MPUBATHOCTS,
MpOBEpKa JaHHBIX).
AIS -1.2 ObecnieunBaet 3HaeT o cymiecTBoBaHUU 152- JIP Bompocsr k
> COOTBETCTBUE @3, GDPR wu mnpuHnuMnos 3a4ety 23,




HOPMAaTUBHBIM
Tpe6OBaHI/I$IM U IpUHIUIIaM
noBepeHHoro/a3tuaHoro NN.

stuku HNU. Ilonmmaer, dYTO

TEXHUYECKUE MepBbI
(oGe3nmunBaHue,
mmdpoBanue) IIOMOTaloT

BBIITIOJIHATH 3THU TpCGOBaHI/IH.

30, 35, 37,
39-40

CoOTBEeTCTBHE OCBOCHHUSI KOMIIETEHIIMN TUIAHUPYEMBIM Pe3yJIbTaTaM OOy4eHUs M KPUTCPHUSIM UX
OllcHUBaHMUsI (OIICHKA: XOPOIIO /3a4TEHO)

Ha 0230BOM VPOBHE:

[K-1.1 Ananuzupyer | Moxer CaMOCTOSATENBHO JIP Bomnpocsl k
KOMIOHCHTBI NPOBECTH aHAIM3 MPOCTOrO 3ayery 1- 3,
UH(POPMALIMOHHON CUCTEMBI | KOHBEiiepa, BBISIBUTD 31-34, 38-39
(1aHHBIE, MOJEIM, KaHAJbl | HECKOJIBKO  YIpo3  pa3HbIX
cBsa3u) ¢ Touku 3peHus | tumnos (K, I, 1) u mpeanoxuTs
NOTEHLUAIbHBIX yrpo3 | K HUM O0IIue KJIacchl Mep
KOH(HICHIIMATIBHOCTH, 3aLUTHI.
LIEJIOCTHOCTHU u
JOCTYITHOCTH.
[TK-1.2 Bribupaer u | Moxer o00ocHOBaTh BBIOOp JIP Bonpocs! k
00OCHOBBIBAaCT MPUMEHEHHE | alTOPUTMA, CPABHHUB 0a30BbIC 3auery 4-25,
KOHKPETHBIX CBOMCTBA (CKOPOCTS, 36
KpUNTOrpaduyecKux CUMMETPUYHOCTh). YBEPEHHO
QITOPUTMOB M METOJOB JUISl | UCIIOIb3YET rOTOBBIE
[apUpOBaHMs BbISBICHHBIX | OMONMOTEKN Ui  TUIOBBIX
yIpo3 B paMKax | 3aaad.
IIPOEKTUPYEMOI CUCTEMBI.
ML-6.1 [Ipumensier meroas! | MoxeT NpuBECTH KOHKPETHbHIE JIP Bomnpocs! k
MOBBILIICHUS] YCTOMYMBOCTH, | IPUMEPBI, KaK HCKaKEHUE 3auerty 14,
HaJEKHOCTH, 0E30IaCHOCTH | IAHHBIX JIOMAeT HOIUTHKY 25, 33-35,
aIropuTMOB OOyueHus c | areHTa. [loHnmaer u MoxeT 38
MOAKPEIUICHUEM JUISL | OOBSICHUTh  posib  0a30BBIX
IIPOBEPKU Pa3BEOUHBIX | KPUIITOTPAPUUECKUX
TUIOTE€3 W TOATOTOBKHM | IPUMUTHBOB B 3amuTe RL.
JaHHBIX K TMPUMEHEHUIO
COBpPEMEHHBIX MeTo10B M.
Al S -1.1 BeiBaser u | Moxker  npoaHaJIU3UpPOBaTh JIP Bomnpocsl k
MOJIEJIMPYET  YIpOo3bl Ha | KOHKPETHBIN Clly4al YTE4KH 3auerty 3,
BCEM JKM3HEHHOM IuKie | naHHbiXx B HMM-cucreme wu 26- 29, 31-
NU-cucreM, OLEHMBAET W | MPEUIOKUTH MATEMATHYECKYIO 34, 39
MPUOPUTUZUPYET PUCKU Mozenb (nudd. MpuBaTHOCTD)

JUISL €€ TIPEeOTBPAILCHHUS.
Al S -1.2 OobecneuuBaer | Moxer OIHUCaTh, KaK JIP Bomnpocsl k
COOTBETCTBHUE KOHKpeTHass  mepa  (qudd. 3a4ety 23,
HOPMaTUBHBIM MPUBATHOCTh) OOECHeunBaeT 30, 35, 37,
TpeOOBaHUAM M NMPHHLUIAM | COOTBETCTBHE 152-@3. 39-40
nosepenHoro/atuyHoro UU. | [lonumaer CBSI3b MEXITY




TCXHUUYCCKUMU PCHICHUAMU U
OTUYCCKHUMU IMPUHIIUIIAMH.

CoOTBETCTBHE OCBOCHUS KOMIICTCHIINH IIaHUPYEMBIM pE3yJibTaTaM 06y‘IeHI/I${ H KpUTCPUAM UX

OIICHUBaHUSI (OIICHKA: OTJIMYHO /32a4TEHO)

Ha NPOABUHYTOM YPOBHE:

IK-1.1 Ananmusupyet | CiocoOeH  IpemIokuTh | JIP Bomnpocsl k
KOMIIOHEHTBI 000CHOBAaTh KOMIUIEKC Mep 3auerty 1- 3,
MH(POPMALIMOHHOM CUCTEMBI | Ul 3alluThl peanpHOro Al- 31-34, 38-39
(1aHHBIE, MOJENM, KaHajbl | KOHBeWepa, YUHTHIBAs
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3auyeTHO-3K3aMeHALIHOHHbIE MaTepuaJibl 1Jid HpOME)KyTO‘lHOﬁ arrecranumn

IIpumepHBbIH epeyeHb BOMPOCOB /ISl 3a4eTa

Bomnpocel 3auera Ilepeuennb
KOMIIEeTeHI M il
(yacTu
KOMIIETEHIIMH)

1. Yto Takoe mMojenb HapymuTelns B uHpopMaimonHoi 6e3omnacaoctu? | [1K-1.1

2. Yrto moHMMAaETCs MO yrpo3aMu KOHGUAEHIIMaIbHOCTH, iesocTHocTr | [TK-1.1
u pocrynHocty (KIJI) npumenutenpHo Kk Al-cuctemam?

3. Kakue ocHOBHBIE 3TAIIbI )KU3HEHHOTO IMKIIa Al-cucTeMEbl IIK-1.1, AI S-1.1
HE00X0IMMO aHAJIM3UPOBATh HA MPEAMET YSA3BUMOCTEH?

4. Yro Takoe MoayJIbHas apu(METHKA U TIOUYEMYy OHA BayKHA IS [K-1.2
Kpunrorpaguu?

5. Uro Takoe anroput™ EBKIIMIA U KaK OH UCIIOJIB3YETCS B I1IK-1.2
Kpunrorpaguu?

6. Yro Takoe cummeTpuvHOE mudpoBanue? B ueM ero oCHOBHBIC IK-1.2
IPEUMYLIECTBA U HEAOCTATKU?

7. Yro Takoe 6109HBIC IIMPPBI U YEM OHHM OTIMYAFOTCS OT MOTOKOBBIX? | ITK-1.2

8. Uro Takoe pexumsl mudpposanus (ECB, CBC, CTR)? B uem I1K-1.2
HenocTatok pexkuma ECB?

9. UYro Takoe anroput™m AES? Kakue kiroueBbie 0COOCHHOCTH €T0 [K-1.2
MaTeMaTUYECKOU CTPYKTYpbI?

10. Kak cummeTpuvHOe UG pOBaHUE MOXKET MPUMEHAThCS s 3amuThl | [1K-1.2
nmanHbeix B Al-cucremax?

11. Yro takoe kpuntorpadpuueckas xem-¢pynkuus? Kakue cBoiictBa ona | [1K-1.2
J0JKHA 0071a1aTh?

12. Yo takoe HMAC u 11151 Kakux 1eneil OH UCOoIb3yeTcs? IIK-1.2

13. B ueMm pa3Huiia Mexay xeni-QyHKIHEeH 1 SJIEKTPOHHOM MOIMTUCHI0? IK-1.2

14. Kak xem-¢pyHKIMH MOTYT 00€CIEeUnTh 1IETOCTHOCTh JaHHBIX B I1IK-1.2, ML-6.1
cUcTeMax 00y4YeHUs C MOAKPEIIEHuEM?

15. Yto Takoe "mapanokc aHel poxaeHui" B koHTekcTe xem-pynkiuii? | [1K-1.2

16. B ueM OCHOBHOE paziuiue MeX1y CUMMETPUYHBIM U IK-1.2
ACHMMETPUYHBIM IHudpoBaHuem?

17. Yrto Takoe anroput™m RSA u kakas Mmaremaruueckas 3agava jexutT B | [1K-1.2
€ro OCHOBE?

18. Yro Takoe anroputm duddu-Xemmmana u 1ist 4ero o [K-1.2
ucrnonb3yercs?

19. Yto Takoe smuuntuyeckue kpusble B kpunrorpadun? Kakue [IK-1.2
npeumyniectsa y ECC nepen RSA?

20. Yro Takoe ruOpuIHbIE KPUIITOCUCTEMBI U TOUYEMY OHU ILIHPOKO [IK-1.2
HCIOJIB3YIOTCS HA IIPAKTHUKE?

21. Yro takoe kpuntorpadpudeckuit nporokon? [Ipusenure npumepbl I1IK-1.2
MIPOTOKOJIOB ayTeHTU(HUKALIUH.

22. YTo Takoe MpOTOKOJ 3JIEKTPOHHON MOANNCH U KaKU€ CBOMCTBA OH I1IK-1.2

oOecrieunBaer?




23.

Yro takoe nuHppacTpykTypa oTKpbIThIX Kitouer (PKI) n kak ona
CBsI3aHa c joBepeHHbIM NI?

IIK-1.2, AI S-1.2

24. Yro Takoe araka "dgenoBek nocepeaune” (Man-in-the-Middle) u kax | T1K-1.2
OT Hee 3alUTUThCA?

25. Kak xpunrorpadudeckue mpoToKosl MOTyT obecrieunts 6e3onacuoe | [TK-1.2, ML-6.1
B3aMMO/JICHCTBUE B pacnpeiesieHHbIX Al-cuctemax?

26. YUro takoe nuddepennpanbHas npuBatHocts? Jlaiite HepopmansHoe | AIS-1.1
u dhopMabHOE ONpeiesieHuE.

27. Uto 03Ha4ar0T mapamMeTpsl € U O B 1uddepeHrnaaTbHON AIS-1.1
MPUBATHOCTHU?

28. Yto Takoe mexaHu3M Jlamiaca 1 Kak OH UCIIOJIb3YETCs B AIS-1.1
muddepeHnaTbHON TPUBATHOCTH ?

29. Yto Takoe 4yBCTBUTEIBLHOCTD 3alPOCa U KaK OHa BIIMSET Ha Al S-1.1
no0aBiieHue myma?

30. Kak nuddepennnanbHas MpUBaTHOCTH CBSI3aHa C BHIMOJIHEHHEM Al S-1.2
tpeboBanuiit GDPR u 152-@3?

31. Uro takoe Membership Inference Attack u kak ona yrpoxaet IIK-1.1, AI S-1.1
KOH(UICHITMATLHOCTH JAHHBIX ?

32. Uto Takoe Model Inversion Attack? Kakas nndopmarust MoxeT IIK-1.1, AI S-1.1
OBITh BOCCTaHOBJICHA?

33. Uto Takoe Adversarial Attacks Ha MOAeNTH MAIIMHHOTO O0y4YeHus? IIK-1.1, ML-6.1,
[IpuBenuTe npuMepsl. Al S-1.1

34. Yrto Takoe aTaka Ha OCHOBE TPEHUPOBOUHBIX JaHHbIX (Data IIK-1.1, ML-6.1,
Poisoning)? AIS-1.1

35.

Kakwue MeTo1bl MOBBIIICHUsT YyCTOWYMBOCTH Al-Moieseii k aTakam Bbl
3Haere?

ML-6.1, AL S-1.2

uHpopmanuu Haubosee akTyasibHbl 17151 Al-cuctem Oyayiiero?

36. Kakue kpunrorpaduueckie NpUMUTUBBI Bbl BEIOEpETE JUTS 3aLIUTHI IIK-1.2
KOHBelepa JaHHbIX B Al-cucteme u nmouemy?

37. Kak obecnieunth cooTBeTCTBHE Al-CCTEMBI TPUHIIUTIAM AIS-1.2
orBeTcTBeHHOr0 MU ¢ momouipio Kpuntorpaguueckux MeToaoB?

38. Kakue yrpo3sl 0€30MmacHOCTH HanboJiee KPUTUYHBI JIJIsi CUCTEM IK-1.1, ML-6.1
00y4yeHHUs ¢ MOAKPEIUIEHHEM U KaK uX mitigate?

39. Kak poBecTH O11eHKY pUCKOB st Al-cuctembl 00paboTKH IK-1.1, AT S-1.1,
IIEPCOHAJIBHBIX JaHHBIX? AIS-1.2

40. Kakue TeHaeHIIMN B Pa3BUTHU MaTEMaTUYECKUX MOJIETIEH 3aIUThI AIS-1.2

4.2 MetoanuecKkue MaTepuaJibl, ONpeAesiioMe NpoueAypbl OLCeHUBAHUS 3HAHUIA,

YMEHHid,

HABBIKOB M (WIN) ONbITA [JeSTeJbHOCTH,

(popMupoBanus KomMneTeHI U

XapaKTepu3yIHX

3Tallbl

Memoouueckue pekomenoayuu, onpeoeaaruiue npoyeoypsvl OUEeHUBAHUA OMEema Ha

3aueme:

ITIkana oneHWBaHMA 3a4eTa

«3aumeno»: CTyleHT NEMOHCTPUpPYET NOHUMaHHE (YHIAMEHTAIBHBIX MaTeMaTUYeCKHX
Mojiene 3amuTel MHGopMauuMu M MX cBs3u ¢ npaktukod Al. Jlaer TouHble ompezneneHus
kmoueBbix noHstui (KL, moxens HapymuTens, cBOMcTBa Xeml-(GYHKUMHA, TPUHIUMIBL TU.
MPUBATHOCTH U T.1.). OOBACHAET, KaK KpUntorpapuyeckue MeTo/ibl IPUMEHSIOTCS B KOHTEKCTE
Al (namp., «AES ucnons3yercs ams mmdpoBaHus 1aTaceToB Ha auckey», « SHA-256 npumenseTcs



JUIS KOHTPOJISL IENOCTHOCTH (haitnoB Monenei», «Iuddepennmanbaas TpuBaTHOCTD 3alIUIIACT
ot Membership Inference Attack»). Mosxet cpaBuuth anroputmsl (RSA vs ECC, cummerpuuHoe
VS acMMMETpU4HOe mudpoBaHHUEe) U OOOCHOBATh BBIOOP [JISI MPOCTOTO CIICHApHs. OBICHICT
KOHKpeTHbIe yrpo3bl i Al-cucrem (MIA, Data Poisoning, Adversarial Attacks) u Ha3piBaer
COOTBETCTBYIOIIME MATEMATUYECKHE MOCTH 3aIlIUTHI.

«He 3aumeno»: OTCyTCTBHE KIIOYEBBIX IMOHATUHA WM TpyOble OMIMOKW; HM3Y4YEHHBIC
MaTeMaTU4eCKUe MOJEIN MPUMEHSIOTCS Ul PeIleHHs 3aaad 3ammThel mHpopmanuu B Al; He
MOYET pa3o0path KObI U3 1a00paTOPHBIX, IPOOIEMbI HAWTH CBA3b B TeMaxX. He MoXeT 00bsACHUTD
Pa3HHUIly MEXJY OCHOBHBIMHU KJIaCCaMM aJTOPHUTMOB WJIM NPHBECTH IPUMEP YIPO3bl M METOJa
3aIUTHI.

Memoouueckue  pexomenoayuu,  onpeoenAwuiue - NPOUEOypvl - OUECHUBAHUSA
aadopamopuuix padom:

OneHka 3aBUCHUT OT:
- KauecTBa peajqu3annu (paboTocrocoOHOCTh Koaa, 3PPEKTUBHOCTD)
- AHaJam3a pe3yJbTATOB (MHTEPIpPETALUs, CPABHEHUE METOOB)
- Odopmiennust 1 0TYETHOCTH (YETKOCTh, COOTBETCTBHUE CTAHAAPTaM)

YpoBennb TpebdoBanus

Teopernueckass moaroroska (20%)

Bbazosble onpeneneHus 1 Gopmyisl 63 TITyO0KOTO OOBSICHEHHS UX

Iloporossiii (3/5)
POJIH B 3alIMTE UHPOPMALIUH.

OO6ocHOBaHHE BLI60pa AJITOPUTMOB U MECTOAOB 3allIUTHI, CCBIJIKU Ha

basosblii (4/5
(4/5) TEOPETUICCKHE OCHOBEI.

CpaBHeHHE aIbTEPHATUBHBIX KPUNITOTPAPUUECKUX MOJX0A0B, aHAIIN3

IIpoaBunyThIii (5/5) . .
CTOMKOCTH M OTPaHUYEHUN METO/I0B.

IIpakTnyeckas peamnsanus (40%)

Kon pabotaet, HO 6€3 00pabOTKH UCKITFOYEHHI; UCTIOJIb30BAHUE

IToporossiii (3/5) TOTOBBIX (PYHKLHMIA 110 aGJI0HY.

YucThlit KOJI ¢ KOMMEHTApHUSIMU, 00pabOTKON OIIUOOK,

ba3zoBblii (4/5
(4/5) TECTUPOBAHUEM Ha PA3JTUYHBIX TaHHBIX.

Peanuzarust 7OIOTHUTENBHBIX QYHKIIANA, OMTUMHU3AIIHS

IIpoaBuHyTHIii (5/5)
MPOU3BOAUTEILHOCTH, CPABHEHHE alITOPUTMOB.

Anaun3 pe3yabtTatos (30%)

bazoBbie BEIBOABI oe3 HUHTCPpIPETAllUN B KOHTCKCTC Oe3omacHocTu Al-

IMoporossiii (3/5) cHOTeM




ba3oBblii (4/5)

CpaBHeHHE METOJIOB ¢ 000CHOBaHHEM BBIOODPA, aHATIN3
KOMITPOMHCCOB.

IIpoaBunyThIii (5/5)

AHanuz BIUSIHUS mapaMCeTpoOB Ha 6630HaCHOCTB, OLICHKAa PUCKOB,
OpCAJIOKCHUS IO YIYUIICHUIO 3allIUTHI.

Odopmienue otuera (10%)

Iloporossiii (3/5) EcTth BBeneHue, Ko 1 BBIBOJKI.

ba3oBnblii (4/5) CTpyKTypHpOBaHHBIN OTUYET C TpadyuKaMu U TaOJIUIIAMH.

IIpoaBuHyTHIi (5/5)

LaTeX-nokymenT wim Jupyter Notebook ¢ HHTEpaKTHUBHBIMU

BI/I3yaJII/I3aIII/I$[MI/I.
IIIxana oneHUBaHUA
Yposenn
Bbann CooTBeTCTBHE KPUTEPHUAM
BBIINOJIHEHUSA

5 (Otnuuno) | ITpoaBuHyTHII

Bce xputepun BBIIIOIHEHBI HA BBICOKOM YPOBHE +
VUHHOBALIUH.

4 (Xopomo) | ba3osblit [TosnHOE cooTBeTCTBHE €3 CEPHE3HBIX HEJOUETOB.

3 (Yosin.) [Toporossrii

MunanManbHBIE Tp€6OBaHI/I$I BBITIOJIHEHBI, HO €CTh
HCIOYCTHI.

2 (Heyn.) Hwuxe nopora Kputnueckue ommOku B TCOPUU/TIPAKTHKE.

JlonoJIHUTe/IbHbIE KPUTEPUH M0 TEMATHKAM
Ananu3 yrpo3 u moaeau napymurens (ITK-1.1)

IToporosslii: Beisinenue oueBuansix yrpo3 KIJI B 3amanHoM Al-xoHBeiepe 1o
mabJIonHy.

Ba3zoBblii: CamocTOSTENbHBIN  aHAaMM3  KOHBeiepa, kimaccudukamuss  yrpo3 C
HCITOJIb30BAaHUEM MOJEIIEH HAPYIIUTEIS.

IIpoaBunyThIii: [locTpoeHNE KOMIUIEKCHOM MOJENM yIrpo3 A pacnpeneineHHou Al-
CHCTEMBI C OLICHKOW PUCKOB.

Kpunrtorpapunueckne meroasi 3ammrsl (I1K-1.2)

IToporoseliii: KoppekTHOe HCNOIB30BaHUE TOTOBBIX KpPUNTOTrpapUuecKux QYHKIHMA
(AES, RSA, SHA-256) o mpegocTaBiIeHHBIM IPUMEpaM.

Ba3osslii: CpaBHUTEIBHBIN aHanu3 aJITOpUTMOB I (PPOBaHUS/XEILIUPOBAHNUS,
000CHOBaHUE BBIOOPA /I KOHKPETHOM 33a/JauM 3allUThl JaHHBIX.

IpoaBunyThIii: Peanu3anusa cXxembl 3alllUThl C ONTUMHU3AILMEN MapamMeTpoB IS
3a/laHHBIX TPeOOBaHMI O0E30TaCHOCTH.

Be3onacHocTh cucrem o0yuenus ¢ noakpenesuem (ML-6.1)

IMoporosslii: [Tonnmanwne ys3pumocTeil RL-cructeM 1 cmoco0oB 3alIuTh Ha
KOHIIENTYaJIbHOM YPOBHE.



ba3oBbiii: Peanuzanusa MeXaHM3MOB TPOBEPKH LIEJIOCTHOCTH TAHHBIX CPEJIbI C
ncrnoip3oanueM HMAC.

IIpoaBunyThliii: PazpaboTka u TecTupoBaHUEe MeTO/1a 3aIUTHI OT adversarial-aTak Ha
(YHKLHIO BO3HATPAXKACHUSI.

MaremaTudeckue mojaeju npuBatHoctu (Al S-1.1)

IMoporoselii: [Ipumenenne quddepeHnaTbLHON TPUBATHOCTH C 33JaHHBIMU
napameTpamH (&, d) 1o madJIoHy.

Ba3zoBblii: AHau3 KOMIIPOMHUCCA MEXTy TOUYHOCTHIO MOJIENH U YPOBHEM IPUBAaTHOCTH,
BBIOOP ONTHUMAJIbHBIX TAPaMETPOB.

IpoaBuHyThIii: PazpaboTka aganTHBHOTO MEXaHU3Ma MPUBATHOCTH JIJIS
JUHAMHUYECKOI0 J1aTaceTa.

JTHUKa 1 HOpMaTUBHOe cooTBeTcTBHE (Al S-1.2)

IHoporoselii: 3Hanue ocHOBHBIX nonoxkeHui 152-®3, GDPR u Konekca stuku M.
Ba3zossbiii: An IIpoBenenne Data Impact Assessment 17151 IpoeKTa ¢ IEPCOHAIbHBIMU
JAaHHBIMHU.

IIpoaBunyThIii: PazpaboTka opraHN3allMOHHBIX MEP U TEXHUYECKUX CTAHIIAPTOB IS
obecrieuenus nosepeHHoro M.

4.3 MeToanuyecKkue YKa3aHUs 110 OPraHU3alMu JAa00PATOPHBIX PA0OT MO AMCHUIIJIMHE

" MaTemaTu4yecKkue Mo/eJIM 3alUThl HHpopManun''

1)

2)

3)

1. O0mue cBereHust
Oo6pa3oBartenbHas nporpamMma: «VcKyCcCTBEHHBIM HHTEIIEKT U aHAJTIUTHKA JAHHBIX)»
Jucuuniauna: «MaremaTHuecKie MOJIENN 3alIUThl HH(POPMAIIHN)
Bua o6ecnneuenus: [IpoBenenue nabopaTopHbix padoT
YcioBus IPUMEHEHHSA:
J1J1s yCTIenHOro BBIMOJIHEHUS JTa00paTOPHBIX paboT HE0OXO0UMO 00ECTICUUTh:
IIporpammHoe o0ecnieueHue:
- Python 3.8+ (¢ 6ubnmorexkamu: cryptography, pycryptodome, hashlib, numpy,
pandas, matplotlib, jupyter)
- TensorFlow/PyTorch (mns pabot mo adversarial attacks)
- CnenuanusupoBannbie Oubanorexu npuarHoctu: diffprivlib, tensorflow-privacy,
opacus
- Jlonmomuurensubie uHCTpYMeHTH: OpenSSL, Wireshark (st ananmuza ceteBoro
Tpaduka)
AmnmnapaTtHoe obecneyenue:
- Kowmmerotepsr ¢ OC Windows/Linux, nognepxxusaromue Python u Heobxonnumeie
OoubIMoTEKN
- Hocratounsie BeruucnurenbHbie pecypcesbl (CPU/GPU) ans paboTel ¢ MoaensiMu
MaIIMHHOTO O0yUYeHus
O0sauHas nHPpACTPYKTypa (ONIIHOHAIBHO):
- Hocryn k Yandex Cloud / AWS st pa3BepThIBaHUS 3aIUIICHHBIX PEIIEHUN
- Google Colab Pro / Kaggle nns padotst ¢ GPU

2. lenu, 3a1a4M M 0’KUAeMble Pe3Y/IbTATHI BINOJHEHHS J1a00PaTOPHBIX PadoT

2.1. O6ocHOBaHMe HEOOXOAMMOCTH J1a00PATOPHBIX padoT

JIaboparopHblie pabOThI B JAaHHOW JUCIUILTHHE HEOOXOIUMBI, TOCKOIBKY:

a) IlpakTnyeckoe 3akpemnsienue Teopum: Kpumnrorpapuueckue MeToAbl U MOJIENU

3allIUThI Tpe6YIOT HC TOJIBKO TCOPCTUYCCKOIO ITOHMMAHHUA, HO W MPAKTHUYCCKUX HABBIKOB
peanu3aium.

b) dopMHupoOBaHNe CUCTEMHOI0 MbllJIeHUs: CTyI€HTBI yUaTCsl aHAIM3UPOBATh YIPO3bI

n BI)I6I/IpaTB aZICKBATHBIC METOABI 3alllUTHI AJIs1 Al-cucrem.



c) IloaroroBka Kk peajbHbIM NpoekTam: PaboTa ¢ COBpeMEHHBIMU OMOIHMOTEKAMHU U
UHCTpyMEHTaM# (POPMHPYET KOMITETEHITH, BOCTPEOOBAHHBIE B HH]IyCTPHUH.
2.2. 3ajauu 1a00paTOPHBIX PadoT
1. OcBoeHue KpUNTOrpapuyecKuX NPUMMHUTHBOB:
- Peanmuzanus cMMMETPUYHOTO U ACUMMETPUYHOTO MHU(PPOBAHUS.
- Palora ¢ xem-QyHKIUSIME U AIEKTPOHHBIMHU TIOIITUCSIMHU.
2. AHaan3 yrpo3 0e301acHOCTH:
- Wpentnduxanus yszsumocteii B Al-koHBeiepax
- MonenupoBanue atak Ha KOHGUICHIIMAILHOCTD JAHHbBIX
3. IIpuMeHeHre METOI0B 3aIIUTHI:
- Peanuzanus quddepenunanbHONR TPUBATHOCTH
- 3ammra ot adversarial attacks

2.3. Oxkuaaemble pe3yabTaThl
[Tocre BhIONHEHHS TAOOPATOPHBIX PadOT CTYICHTHI CMOTYT:

v/ AHaM3UpOBaTh YIPpo3bl Oe3omacHoCTH B Al-cucremax

v BeiOMpath v IPUMEHATH KPUIITOrpapHIECKHE arOPHUTMBI JIJIS 3aIMThI JaHHBIX
v Peann3oBbIBaTh MeXaHU3MbI AU epeHInaTbHON MTPUBATHOCTH

v Bamumars ML-mozenu ot adversarial attacks

v ObecnieunBath coOTBeTCTBHE TpeboBanusaM 152-d3 u GDPR

2.4. Yto HeoOX0AUMO VISl peajiu3auuu JJ1adopaTopHbIX padoT?
1) MeTtomuueckne MaTePUAJIbI:

- IlomaroBsle MHCTPYKLNH 110 KaXKJOU TEME.

- IIpumeps! xona (Python).

- T'oToBBIC HaTacETHI Il YKCIEPUMEHTOB.

2) TexHuueckas mogAepxKKa:

- Hacrpoiika [10 Ha komMnbrOTEpaXx.

- Hoctyn k 061auHbIM pecypcam (Ipu HEOOXOTUMOCTH).
3) KOHTpPOJIb BBINOJHEHHS:

- Ortuersl N0 Kax 101 padore.

JIaGopatopHble pabOThl B JAHHOM JUCLUIUIMHE TIO3BOJIAIOT CTYAEHTaM MepeTH oT
TeOpUHU K NMPAKTHKe, OCBOMB KJIIOYEBbIE KPUNTOrpaUUECKUe METOAbI U MOJIEIH 3alllUThl. ITO
dopMHpyeT HABBIKH, He00XoAuMblIe I PadoTbl B o0jacTM KpunTorpagum, BKIHOYas
pelIeHts PaKTUYEeCKUX 3a]a4 3aluThl nHGopManuu B Al-cucremax.

dopmar:

. Kaxnas pabora BKIIOYAaET TEOPeTHYECKYI0 CIIPABKY, NOLIAT0OBOE PYKOBOACTBO
U 3aJaHHS VIS CAMOCTOSITEIbHOI0 BBINIOJTHEHHS.

. PexoMeHayercs coyeTaHue MHANBHAYAJIBHOM W IPYNIIOBOIl PadOTHI.

Takum oOpa3om, nperIOXKEeHHBIH IUIaH J1a00paTOPHBIX PadOT 00ecreyUT CHCTeMHBbIH
MOAXO0J K 00y4eHHI0 U TIOJITOTOBUT CTYJEHTOB K PELICHUIO PEAJIBHBIX 33/1a4 B MaTEMaTHYECKHUX
MoJieJIel cucTeM 3aluThl HHPOpMaIUH.

3. ITopsinok peajsu3anuu J1a060paTOPHbIX padoT

3.1. 3agaya Nel: IIpoBecTn anaam3 yrpo3 0e3onacHocTH s npocroro Al- konseiiepa

Hean: Hayuntbcst aHamM3uMpoBaTh KOMIOHEHTHI Al-KOHBedepa ¢ TOYKM 3pEHUS
UH(POPMALIMOHHOM 6€30MMacHOCTH, KiIaccu(puIpoBath yrpo3sl mo mojenu KIIJI.

Tema 1: Ananu3 yrpo3 6e30nacHoCTH 11 mpocToro Al- konBeiiepa

IHomaroBast MHHCTPYKIUSA:



Jlana cxema xonBeiepa: "Ilonp3oBarens 3arpyskaer naHHble yepe3 BeO-popmy ->
JlanHble XpaHsTcs B 6aze JaHHbIX -> Moaens ML aenaet nporuos".

Jlnist KaKAoro sjeMeHTa cxeMsl (BeO-popma, 0aza TaHHBIX, MOJAEIH) MPEATOKUTH
1o 1-2 BO3MOXHbIE YIpo3bl (HaIlpuMep, NepexBaT AaHHBIX IPH 3arpy3Ke, yTeuka
u3 bJl, mogmena mozaenu).

KnaccupumupoBarp  KakIyr0  yrposy IO  HapylmlaeMoMy  CBOWCTBY
(Kondunennuansaocts, LlenoctHocTs, JlocTymHOCTB).

Cnenatp BBIBOABI O TOM, JJIsI KaKOro 3JE€MEHTa KOHBeWepa yrpo3bl KaKyTCs
HanboJiee KPUTHYHBIMU H [TOYEMY.

3.2. 3apaya Ne2: OcBoeHre CHMMETPHYHOIO IKU(POBAHUSA
Heanb: M3yunts npakTrdeckoe NMPUMEHEHNE CUMMETPUYHOTO MH(PPOBAHUS IS 3aIIUTHI

JAHHBIX.

Tema 2: MaremaTnyeckne MOieJ I CHMMETPUYHOI0 MG poBaHuA
IMomaroBast HHCTPYKUMSA:

B3sate HEOOMBIIOE YepHO-0enoe n3oopaxkenue (Hampumep, 100x100 mukceneii).
Hcnonp3ys roToByro GyHKIMIO U3 OMOIMOTEKH, 32 (poBaTh STO H300paKEeHUE C
nomonipio AES B pexxumax ECB u CBC.

OTo0pa3uTh ucxoaHoe U 00a 3aU(POBAHHBIX U300pAKEHHUS.

Omnwucatp Bu3yasbHbie pazimuuus. O0bsICHUTE, HoyeMy B pexkume ECB npoctymaror
KOHTYPBHI.

Cnenatp BBIBOJBI O TOM, moueMy pexkuM ECB cuurtaercs HeOGe30macHbIM ISt
CTPYKTYPUPOBAaHHBIX JIaHHBIX, M B KaKWX CLEHApUSAX MPEINOYTHTEIbHEEe
ucnoinb3oBath pexkum CBC wnu apyrue.

3.3. 3agaua Ne3: OcBoeHHE METO/10B XeIIMPOBAHUSA

Hean: Hayuutbest npuMeHSTh Xemi-()yHKITUH 1J11 KOHTPOJIS LIETOCTHOCTU JAHHBIX.
Tema 3: Coznanue "undponoro ornevyarka' aJas1 Moaen

IHomaroBast MHCTPpYKIUSA:

Coxpanuth B (aitn Beca MPOCTOW MoJEnu (Hampumep, JIMHEHWHOW perpeccuu
u3 scikit-learn).

Boraucnute xem-cymMmmy atoro ¢aita ¢ nomosto anropurMa SHA-256.
MMuTHpOBaTh MHLUAEHT: U3MEHUTH OJIHY LIU(PY B COXpaHEHHOM d(aiisie BecoB ¢
ITOMOLIBIO0 TEKCTOBOT'O PENAKTOPA.

BoruncnuTh Xeu-cymMmMy U3MEHEHHOTO (aiiyia U CpaBHUTD C UCXOJAHOM.

Cnenatp BBIBOJIBI O TOM, KaK XeUI-QYHKIIMH MO3BOJSIOT OOHAPYKUTh Mayeniee
M3MEHEHUE JTAaHHBIX W MPUTOJAHBI JJI NMPOBEPKH IEIOCTHOCTH U ayTEHTUYHOCTHU
MOJIENEN U JaHHBIX.

3.4. 3apaua Ne4: OcBoeHne aCHMMETPHYHOI0 IIM(POBAHUA

Heawb: N3yunts npuniuns! padots! anroputMa Juddu-Xennimana.

Tema 4: MaremaTnyeckue MoOJeJM ACHMMETPHMYHOro mU(POBaHUS (AJITOPUTM
Tupdpu-Xenimana)

ITomaroBasi HHCTPYKIUS:

Hcnonb3ys OMOIMOTEKY, CreHepupoBaTh IJs JBYX IMoOJb30oBaTenei (Anucel u
bo6a) ux mapbl Kiarodei (3aKpbITbIH M OTKPBITHIA) a1 mpoTokoia duddu-
Xennmasa.

ITponemoHcTpupoBath, uTo Annca U boO, OOMEHABIINCH OTKPHITHIMHU KIIIOYaMH,
MOTYT HE3aBUCHUMO BBIUUCIUTH OJUH U TOT e OOLIUI CeKpeT.

[Tokazatp, YTO 3TOYMBINUICHHUK, EPEXBATUBIINNA TOJBKO OTKPBITHIE KIIIOUH, HE
MOJKET JIETKO BBIYUCIUTB ATOT OOLIHIA CEKpET.



Cnenatb BBIBOIBI O (yHIaMEHTAIBHON POJIM CIOXKHOCTH 3a7add AMCKPETHOTO
norapuMupoBaHUs B 0€30MaCHOCTH MPOTOKOJA U €r0 3HAYCHUU Il YCTAaHOBKHU
3aIIUILIEHHBIX COCUHEHUMN.

3.5. 3apauya NeS: OcBoeHne 2JIEKTPOHHOI MOANMCH

Hesb: V3yunTs NpUHLIUIBI pAOOTHI 3JIEKTPOHHOH MOANUCH.

Tema 5: Kpunrorpaguueckue npoToKoJibl: MaTeMaTHYeCKHe MO/IeJIH J0BEpPHUsi
ITomarosast HUHCTPYKIMS:

CrenepupoBath napy Kitouei (3aKpbIThI U OTKPBITHIN) A1 anroputMa RSA.
Co31ath KOPOTKOE TEKCTOBOE COOOIIeHHe (Hanmpumep, ""PesyibpTaT ananusza: 5.04").
[Toanucate 3TO COOOIIEHUE CBOUM 3aKPBITHIM KITHOYOM.

[IpoBepuTh NOAMUCH C TOMOIIBIO OTKPBITOrO Kitoua. YOETUThCs, YTO MpPOBEpKa
MIPOXO/IHUT.

N3menuts coobienune u yoeauThesl, 4TO MPOBEPKa MOMICH TENEPh HE MPOXO/IUT.
Craenatb BBIBOJIBI O TOM, KaK 3JIEKTPOHHAS TIOJMUCH 00ECTIEUnBAET IIEIIOCTHOCTh U
AyTEeHTHUYHOCTh JIAHHBIX, YTO IO3BOJISIET, HANPUMEP, MPOBEPSATH MOIMHHOCTD
KOH(UTypaIuii Mozeneit Wik BXOIHBIX JaHHBIX.

3.6. 3agaua Ne6: OcBoenue nuddepeHIUATbHOI IPUBATHOCTH

Hean: U3yuuts npumeHenue auddepeHunanbHol TpUBATHOCTH JIJIS 3alTUTHI IAHHBIX.

Tema 6: MaremaTnyeckne MoOJeJIH 3aMUTHI KoOHpUIAeHHHANbHOCTH B Al:
au¢pdepeHuHaTbHAA IPUBATHOCTD

ITomarosasi HHCTPYKUMSL:

Co3znath HEOOIBIIIONH HAOOP JAHHBIX C OJTHOM KOJIOHKOM "3apriiaTa'.

BbruncnuTe ¥ BEIBECTH pealbHOE CpeHee 3HaUeHUeE 3apIiar.

Hcnonb3ys npocroit Mexanusm Jlamnnaca, 106aBUTh IIyM K BBIYHCICHHUIO CPEIHETO
3HaUYeHUSs, 4TOOBI 0OecreunTh MU GepeHmaIbHYI0 TPUBaTHOCTH (€=1.0).
[loBTOpUT, NYHKT 3 HECKOJIBKO pa3, uTOObI YBHJETh, KaK MEHSETCS
"3alIyMIIEHHBIN" pe3yJbTar.

CnenaTtb BBIBOJIBI O TOM, Kak auddepeHnnanbHas NpUBATHOCTH '‘pa3mbiBaet”
TOYHBII OTBET, 3alllMIlas MNPUBATHOCTb OTIEJIBHBIX JIIOJIEH, HO COXpaHss

MOJIC3BHOCTH JAHHBIX HA I'PYHIIIOBOM YPOBHC.

3.7. 3agaua Ne7: OcBoenue 3a1uThI OoT adversarial-arak
Hean: N3yunTs MeTOBI CO37aHUs U 3alUTHI OT adversarial-atak.
Tema 7: JleMoHcTpanusi ya3BUMOCTH MoJesu K Adversarial
IHomaroBast MHHCTPpYKIHUSA:

3arpy3uth MpenoOydYEeHHYI0 MOJENb IS KiIacCU(pUKAIUU HW300paXeHUH U
TECTOBYIO KapTHHKY.

Hcnone3ys roroByro peanuzanuio ataku FGSM, coznats adversarial-mpumep.
VY6enuthes, 4To Mojenb Teneps kKiaccuuiupyert adversarial-nmpumep (KOTOpbIi
BBITJISLANT TSI YeIOBeKa Kak "MmaHja'") HempaBUiIbHO (Hampumep, Kak "TuO0oH").
BusyanuzupoBarh pazHUIly Mexay UCXOAHBIM U adversarial-uzo0paxeHneMm.
Cnenate BBIBOJBI O XPYNKOCTH COBpeMeHHbIXx Mozeneid WU u BaxHOCTH
TECTUPOBAHUSA WX HAa YCTOMYMBOCTh TIEPENl pPa3BEPTHIBAHUEM B PEATbHBIX
CUCTEMaX.

HTorosas cTtpykTypa Ka:x10i JJabopaTopHoi padoThI:

I.

2.
3.
4

Teopernueckas 4acTh (KpaTKoe ONKUCAHUE METO/OB).

ITomaroBpie HHCTPYKI UM (KO + TIOSCHEHUS).

NuauBuayaibHble 3a1aHus (3a7a4d HA CAMOCTOSTEIBLHOE BBITIOJTHEHHE).
KoHTpoJibHbBIE BONIPOCHI.
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Pa3sHBIX TEM.

CooTBeTcTBHE JIA0OPATOPHBIX PA0OOT U MHAMKATOPOB KOMIIETEHIIM A
B Ttabnuie Hmke TpPENCTaBICHO, KaK Kaxkaas JadopaTopHas paboTa CIocoOCTBYET
(GbOpMUPOBAHHUIO 3asIBJICHHBIX KOMIETEHITHIH.

BbIAABJICHHBIX YI'pPO3 B

MOACIM ACUMMETPUYHOTO

Komnerennus CooTBercTRYylIOMMHE Oo0ocHoBanue
JabopaTopHbie padoThl
I[K-1.1  Ananuzupyer
EZEE;I;;I;T;(I)HHOIZ Pabota (bOpl\:[I/IpyeT HaBBIKHU aHAJIN3a
CHCTEML — VS3BUMOCTEH W KJIacCUpUKALUU
MOJIC/H, KAHATHI CBA3H) Tema 1 (Anam3 yrpo3 | yrpos o mozaenu KL/ B koHTekcTe
. TOUKIL speHus 0€e30I1aCHOCTHA } mist | Al-cucrem. CrygeHTtsl  yuarcs
HOTEHIMANbHbIX  yIpO3 npoctoro Al- koHBeiiepa) UACHTU(PHUIIUPOBATD TOYKHU
KoM ICHIHATEHOCTH, yS3BUMOCTM Ha  BCEX  JdTamax
JKU3HEHHOTO IMKJIA JaHHbBIX.
11€JI0OCTHOCTU u
ITOCTYITHOCTH.
[1K-1.2 BeiOupaer wu | Tema 2 (OcBoenue
00OCHOBBIBAET CUMMETPUYHOIO
MIPUMEHCHUE mudpoBaHus)
KOHKPETHBIX Tema 3 (Coznanue
KPUTITOTpapUIECKUX "mudpoBoro  ormeyarka" PaGOTLL LO3BOJSLIOT —
QITOPUTMOB U METOJOB | JJISl MOJEIIN)
ISt napupoBanus | Tema 4 (MaremaTnueckue HpaKTHIACCrOe VPHMEHCIHHE

KpunTorpaguueckux NpuMHUTHUBOB U

IMPOBCPKHU PA3BCIOYHBIX
TUIIOTE3 W IOJATIOTOBKH
MaHHBIX K MPHUMCHCHUIO
COBPEMECHHBIX METOJ0B
12048

. o0ocHOBaHME UX BbIOOpa A
pamMKax MpoeKTHpyemMon | mu@poBaHUs  (AITOPUTM
3alUThl  KOH(MUICHINATFHOCTH U
CUCTEMBI. Hudou-Xennmana))
LEIOCTHOCTH  JaHHbBIX B Al-
Tema cucreMax
5 (Kpuntorpaduueckue '
MIPOTOKOJIBL:
MaTEMaTHYECKHE  MOJEIIH
JIOBEpHS)
ML-6.1 [Ipumensier
METOIBI MOBBIIIEHHS
YCTOMYMBOCTH,
HaCKHOCTH, Pabota neMoHCTpUpYeT YSA3BUMOCTH
0e30MacHOCTH Tema 7 (Aemonctpanust | ML-moneneit k arakaM W METOJIbI
QITOPUTMOB OOYYEHHUS C | YA3BUMOCTH MOJENH K | oOecrneyeHus YCTOMYMBOCTH, YTO
MOJKPETIICHUEM st | Adversarial) KPUTHYECKH BAKHO I HAJEAKHOCTH

RL-anroput™moB B
CHUCTEMAX.

PCAIbHBIX




CooTtBercTBYIOIIME

BCEM JKU3HEHHOM IIMKIIC

npoctoro Al- koHBeliepa)

Komnerennus O0ocHoBaHMe
JabopaTopHbie padoThI
Al S -1.1 BosBnsier u | Tema 1 (Ananu3 yrpos
MOJICIIUPYET yrpo3bl Ha | O€30MacHOCTH s | PaGotel  popMupyroT  cucTeMHOE

IIOHUMaHHuE Yyrpos 0e30macHOCTH

MN-cuctem, omenuBaeT | Tema 7 (demonctpanus | throughout >kxu3HeHHOTO TIMKIa Al-
izt MPUOPUTUZUPYET | YSI3BUMOCTU  MOJACIM K | CHCTeM -  OT  JaHHBIX  JIO
PUCKH Adversarial) Pa3BEPHYTHIX MOJICIICH.

AL S -1.2 OGecrieunBaer

COOTBETCTBUE Tema 6 (Marematnueckue | Pabora Hampsimylo cBsi3aHa ¢
HOPMAaTHUBHBIM MOJIETIU 3aIIUTHI | BBITIOJIHEHHEM TpeboBaHui 152-03
TpeOOBaHUSIM u | kxoHpuaeHmuaapbHoctTh B | 1 GDPR wuyepes wMaremarmdeckue
MPUHIUIIAM Al:  muddepeHnuanbias | METOJBI obecrieueHus
TOBEPEHHOTO/3THYHOTO MIPUBATHOCTH ) KOH(UICHIIMATILHOCTH JTAHHBIX.

.

JeTanu3zanus mo reMam
1. IIK-1.1 (AHaIM3 KOMIIOHEHTOB HHGOPMAMOHHOM CUCTEMBI C TOYKH 3pPEHHsI YIPO3)
Tema 1 (Anauau3 yrpo3 6e3onacHocTH Jjs npocroro Al- konseiiepa):
— MHWnentuduxanus ys3BUMOCTEH TOUEK MEpenayd JaHHBIX — HEOOXOIUMO IS
MIOCTPOCHUS KOMITJIEKCHOM cucTeMbl Oe3omacHocTu Al-cuctem
— Knaccuduxamnus yrpos no monenu KI[JI — momMoraer mpuoputu3upoBaTh MEpHI
3alIUThI HA Pa3HbIX dTaNax >KU3HEHHOTO LHUKJIA JaHHBIX
2. I1K-1.2 (Bp100op 1 000CHOBaHME MPUMEHEHUS KPUNTOTPaGuUEeCKUX AJITOPUTMOB)
Tema 2 (OcBoeHre CMMMETPUYHOTO IU(POBAHNS):
- CpaBHeHue pexUMOB IUppoBaHus — oOocHoBaHue BbIOOpa AES-CBC mns
3alIUTHI CTPYKTYPUPOBAHHBIX JTAHHBIX
- Anamm3 ys3Bumocteid ECB — moHuManue TpeOOBaHUU K 3alllUTe JaTaceTOB H
MOJIEIIEH.
Tema 3 (Co3nanue "ungponoro ornevyarka' 1jsi Moaen):
— KoHtponb nenoctHoctu mMozeneir — npumenenne SHA-256 nns Bepudukanuu
(haiioB BecoB
— OOHapyxeHH€ W3MEHEHHUU [aHHBIX — OCHOBa JUIsl CHCTEM MOHHUTOPHHTA
nenoctHoctu Al-koHBeliepa
Tema 4 (MaremaTnyeckue MoOJeJH ACHUMMETPHUYHOr0 mudpoBanus (aJropuTm
JAuppu-Xeniamana)):
- besonacHblii 00OMEH KIIFOYUaMHM —> OCHOBa I 3aIUILEHHOTO B3aUMOJECHCTBUS
KOMIIOHEHTOB paclipesieieHHON Al-cuctemsl
- MaremaTnyecknue OCHOBBI CTOMKOCTH — MOHMMAaHUE POJIU 33Ja4d JTUCKPETHOTO
J0rapu(pMHPOBAHUS.
Tema S (Kpunrorpadpuueckue nporokoJibl: MaTeMaTHYECKHE MO/JEIH 10BEpHs):
- AyTeHTH(UKAIMS HMCTOYHUKOB MAHHBIX — 3alllUTa OT TMOJIMEHBl MOJENIeH |
BXOJIHBIX JTAHHBIX
- T'apaHTus 1€TO0CTHOCTH KOH(Urypaluii — obecrieueHue JT0Bepusl K HacTpoKam
Al-cucrem.

3. ML-6.1 (IlpumeHeHHe METOAOB NOBBILIEHHS YCTOHYMBOCTH U 0€30IMaCHOCTH

aJITOPUTMOB)



Tema 7 (lemoHcTpanus ysi3BuMocTH Moaesu K Adversarial):
- 3ammra RL-anropuTMoB OT MaHMIYISAUUH — oOOecleYeHue YCTOWYHBOCTH
MIOJINTHK areHTa
- Meronbl oOHapy>KeHUSI AaHOMAJIMA B TaHHBIX CPEIbl — OCHOBA Il 0€30MacCHOTO
00y4eHHUs C TIOJIKPEIICHUEM.
4. Al S-1.1 (BpisiBJIeHHe H MOJeJTMPOBAHME YTPO3 HA )kM3HeHHOM nukiae UM -cucrem)
Tema 1 (AHanu3 yrpo3 6e30nacHoOCTH 1Jis1 pocToro Al- konBeiiepa):
— MogaenupoBanue yrpo3 Ha Bcex 3Tanax Al-koHBeliepa — KOMIUIEKCHBIN MOAXO]T K
0e30MacHOCTH
— OlweHKa pUCKOB YTEUKHU JAHHBIX — OCHOBA JIJI1 IOCTPOEHUSI CUCTEMBI YIIPABICHUS
pucKkaMu
Tema 7 (lemoHcTpanus ysi3BuMocTH MoJesu K Adversarial):
— MopenupoBanue arak Ha pa3BepHyThle Al-cucTeMbl — MPOAKTUBHBIN MOAXOM K
0e30macHOCTH
— AHaiu3 nocieacTBUN KOMIIPOMETALUU MOJIENed — OlleHKa OU3HEC-PUCKOB
5. AI S-1.2 (O0ecnieyenne COOTBETCTBUSI HOPMATHUBHBIM TPeOOBAHUSIM)
Tema 6 (MaremaTnyeckue MoAeqH 3alIMThl KOH(QHUIeHHHAJbLHOCTH B Al:
auddepeHnuaIbHaAsi NPUBATHOCTD):
— Peamuzarus TpeboBanmit 152-d3 k 00€3MMUYMBAHUIO JAHHBIX —> IPABOBOE
000CHOBaHHE TEXHHUUYECKUX Mep
— bananc ToyHOCTH M NMPUBATHOCTU — COOJIOJEHHE MPHUHIIUIIOB OTBETCTBEHHOTO
WU npu 06paboTke nepcoHAIbHBIX JaHHBIX

IIpemioskenHble mabopaTopHble PaOOTHI MOKPHIBAIOT BCe 3asiBJEHHbIEe HHAUKATOPHI
KOMIIeTeHIHii, o0ecrieunBas:

1) IlpakTrueckue HaBBIKK aHANIKM3a yrpo3 U Beioopa mep 3ammthl (I1K-1.1, [TK-1.2)

2) Ilonunmanue yszsumocteit Al-cuctem u MeTo10B odecriedenust ycroitunsocta (ML-6.1,

AIS-1.1)

3) CooTBeTcTBHME HOPMATUBHBIM TPEOOBAHUSM U ATHUECKUM NpuHIMIaM (Al S-1.2)

Pexomenanusi: BKitounTh B 0TUETHI 110 J1a00paTopHbIM padotam paszen "O0ocHoBaHME
BbIOpaHHBIX METOJIOB 3aIIMUTHI", UTOOBI IBHO OTpaxkaTh GopmupoBanue kommnereHuil [1K-1.2 u
AT S-1.2.

Yek-JMCT 1718 NPOBEPKH BBINOJIHEHHA J1a00paTOPHBIX padoT
DTOT YEK-TUCT OMOXKET MPENOoIaBaTeNI0 U CTyIeHTaM yOeIUThCsl, 4TO BCE ATarbl padboT
BBITIOJIHEHBI KOPPEKTHO.

OO0mmii YeK-JIMCT AJ1s BeeX J1a00paTOpHbIX padoT

1) IloaroroBka k padore

- YcranoBineno Heobxoaumoe 1O (Python ¢ Oubnmorekamu kpunrtorpad@uyeckuMu U
Ju1st MamuHHOTO 00yuenusi, OpenSSL, Git).

- TlpoBepena paboTOCIIOCOOHOCTH CpebI (3aMTyCK MPUMEPOB U3 IOKYMEHTAIINN ).

- HByd4eHbl METOIMUECKUE YKa3aHUSI K TEOPETUIECKAsT YacTh.

2) BoinosiHeHue 3a1aHuii

- Kon nanucan 0e3 CHHTaKCHYECKUX OIIHNOOK.

- Pe3ynbrarel BBIUMCIEHUIl COOTBETCTBYIOT OXKHJaeMbIM (TIpOBEpKa Ha TECTOBBIX
JAHHBIX ).

- JIng cUMBOJIBHBIX BBIYUCICHUH MTPOBEICHA aHATUTUYECKAs TPOBEPKA.

- Jlg 9uCNIeHHBIX METOJIOB MPOBEJICHA OIICHKA TOYHOCTH (CpaBHEHHE C aHATTUTHYECKIM
pelLIeHUEM, €CIH BO3MOKHO).

3) OTueTHOCTH

OT4er coepKuT:



[ens paboTHI.

- JIMCcTUHTH KOJJa ¢ KOMMEHTAPHSIMH.

- Pesynbrarel Berunciennii (rpaduku, TaOIHUIIBI, BEIBOJIBI).
— OTBeTHI HA KOHTPOJILHBIE BOMIPOCHI.

OdopmieHre coOTBETCTBYET CTaHAapTaM (TUTYJIbHBIHN JIUCT, HyMEpalus CTPAHHULL).

Yek-1UCThI 10 TEMAM
Tema 1: Ananus yrpo3 juig npocroro Al-konseiiepa
Kpurepun npoBepku:

BerlsiBrieHBI yrpo3sl AJis BCeX 3 KOMIIOHEHTOB CHUCTEMBI.
KoppekTtnas kimaccudukanus mo moaemu KL/,
O06ocHOBaHME KPUTUYHOCTH YIPO3.
CTpyKTYpUpOBAaHHOCTH OTUETA.

IIpumep npoBepku:

Yrpo3ssl 11st BeO-popMbI:

- KondunenuuanbHOCTh: epexBar JaHHBIX NIPU Iepeayde

- LlesiocTHOCTB: BHEpEHUE BPEAOHOCHOTO KOJa

- JoctynHocts: DDoS-araka Ha popmy

HawubGonee kputrunble: yreuka nanHbXx u3 b/ (Hapymenue 152-03)

Tema 2: MatemMaTH4yeckne MOeJIM CHMMETPUYHOI0 M (ppoBaHUus
Kpurepun npoBepku:

KoppektHoe mudpoBanue B AByX pexumax
Busyanuzanusa paznnyui

Oo6wbscuenue ys3sumocteit ECB
[TpakTHueckue BbIBO/IbI

IIpumep npoBepku:

python

# TecmoBbili kKOO 014 npoBepKu

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

import numpy as np

# lpoBepka koppekmHocmu wugpoBaHus

def test_encryption():

test_data = b'test _data for_encryption’
# llugppoBaHue ECB
cipher_ecb = Cipher(algorithms.AES(key), modes.ECB())

encryptor_ecb = cipher_ecb.encryptor()

encrypted_ecb = encryptor_ecb.update(test_data) + encryptor_ecb.finalize()

# JlosmkHel 6bimb pa3Hele pe3ysabmamel 019 PA3HLIX pexumoB

assert encrypted_ecb != encrypted_cbc

return True

Tema 3: Coznanue "undposoro orneyarka' s Moaean
Kpurepun nposepku:

— Co3naHue u COXpaHeHUuEe MOJEIN
— KoppekTHOE BBIUUCICHUE XEII-CYMM



— OOHnapy>xeHue n3MeHeHu B Qaiine
— AHanu3 NpuMEHEHUsI B PealibHbIX CHCTEMaX

IIpumep npoBepku:
python

# [lpoBepka xewupoBaHusa
def test_hashing():

original_hash

'alb2c3d4e51678901234567890123456789012345678901234567890123456"
'f6e5d4c3b2a198765432109876543210987654321098765432109876543210"

modified_hash

# Xewu OO/MKHBI paA3au4amMbCA Npu U3MEeHeHuu ¢alna
assert original_hash != modified_hash
print("v LenocTHOCTb AaHHbIX MpoBepeHa ycnewHo")

return True

Tema 4: MaremaTnyeckue MOJeJd ACHUMMETPUYHOr0 muppoBanus (AJropuT™M
Judpdpu-Xenimana)
Kpurepun npoBepku:
- T'eHepanus kiro4eBbIX nap
- KoppekTthblit 0OMeH 1 BEIYHCIEHUE CEKpeTa
- Ananu3 CTOMKOCTH MPOTOKOJIA
- IloHnmaHue MaTeMaTUYECKUX OCHOB
IIpumep npoBepku:
python

# [poBepka npomokona [Jugpu-XennmaHa
def test _diffie_hellman():
# Cekpembl GomxHbI coBnadame
assert alice_secret == bob_secret
# Omkpbimeie KA4YU He OOskHbl bbimb paBHbl
assert alice_public != bob_public
# Cekpem He 0OosnxeH 6bimb paBeH OMKPLIMbIM KAYAM
assert alice_secret not in [alice_public, bob_public]

return True

Tema 5: Kpunrorpadpuueckne nporokosbl: MaTeMaTHYeCKHe MOJCTH 10BepHs
Kpurepun npoBepku:
— T'enepanus ximroueBoit mapel RSA
— KoppekTHoe noanucanue cooOmeHus
— YcneuiHas npoBepKa MoAIUCH
— OO0Hnapy>xeHue NoJAIKH COOOIICHUS
IIpumep npoBepku:
python
# [lpoBepka 3UM
def test_signature():
try:
public_key.verify(signature, original_message)

print("v Moanucb BepHa")

# MMoneimka npoBepKu U3MeHeHHO20 CcoobueHus



public_key.verify(signature, modified_message)
print(" X Owubka: nmoanuMcCb Mpowna nNpoBepKy ANA U3MeHeHHOro coobuweHua")
return False
except InvalidSignature:
print("v MoAnucb KOppeKTHO OTKJIOHEHA [ANIA U3MEHEeHHOro coobueHuna™)

return True

Tema 6: MaremaTnyeckne MoOJeJIH 3aMUTHI KOHpUIAeHHHAJIbHOCTH B Al:
audpdepeHunaNbHAA IPUBATHOCTD
Kpurtepun npoBepku:
— Peanuzanusa mexanusma Jlamiaca
— AHanu3 BIMSHUS TapaMeTpa €
— IlonuManue KOMIpPOMHUCCa TOUHOCTh-IIPUBATHOCTh
— Ilpaktuueckue BbIBOIBI 11t Al-cuctem
IIpumep npoBepku:
python

# MpoBepka JugpepeHyuanseHol npuBamHocmu
def test _differential privacy():
original_data = [50000, 55000, 60000, 45000, 70000 ]

true_mean = np.mean(original_data)

# Heckosnbko 3anyckoB c¢ oduHakoBem &

results = [laplace_mechanism(original_data, 1.0) for _ in range(5)]

# Pe3ynomamsl G0MkHbI pasaudamscsa (U3-3a wyma)

assert len(set(results)) > 1

# CpedHee 3auymneHHbIX pe3yaomamoB O0omkHO 6bimb 6AU3KO K UCMUHHOMY
assert abs(np.mean(results) - true_mean) < 10000

return True

Tema 7: JlemoncTpanusi ya3BUMOCTH Mojiesu K Adversarial
Kpurtepun nposepkmu:
— Co3znanue adversarial-npumepa
— JleMoHCTpanusi ”3MEHEHUs NpeCKa3aHNus MOIETN
— Busyanusanus paznuuuit
— AHanu3 METO/I0B 3allUThI
IIpumep npoBepku:
python

# MpoBepka adversarial -amaku
def test _adversarial_attack():
# WcxodHoe npedckazaHue

original pred = model.predict(original_image)

# MpedckasaHue 0n14 adversarial -npumepa

adversarial_pred = model.predict(adversarial_image)

# [pedckazaHusa OGO0MXHbI pA3au4YambCA



assert np.argmax(original_pred) != np.argmax(adversarial_pred)

difference = np.mean(np.abs(original_image - adversarial_image))
assert difference < 0.1

return True

HTorosniii KOHTPOJIb

- Bce 3a1aH1s BBINOJIHEHBI B CPOK.

- Ortuer 3amuiieH (CTyICHT MOKET OOBSICHUTH JIFOOYIO YacTh KOJIA).

- PesynbTarhl BOCIPOU3BOAMMBI (3aIIyCK HAa IPYrOM KOMIBIOTEPE JAET TOT K€ BBIBO).

[IpenonaBaTesnb MOXET HCIOIB30BATH ITOT YEK-JIUCT MPU MPOBEpPKE PabOT, a Takxke
PEKOMEHIOBaTh CTYJIEHTAM INPUMEHSATHh €ro s CAMOKOHTPOJIA. DTOT MOAXOJ MHUHHUMHU3HUPYET
OIIMOKY ¥ 00ECTICUUT CUCTEMHOE OCBOCHUE KOMITETEHITUH.

5. IlepeyeHb OCHOBHOM M [JONMOJHUTEJBHOM Y4YeOHOHM JHUTEpPaTypbl,

He00X0AUMOI1 1JI1 OCBOCHUS IUCHMILIMHBI (MOYJIA)

5.1 JInteparypa:

1. 3enkos, A. B. Undopmarimonnas 6€30macHOCTb U 3a1uTa UHGOPMALIUY ;| YIeOHUK
1utst By30B / A. B. 3eHKOB. - 2-¢ u3j., nepepad. u qom. - Mocksa : FOpaiit, 2025. - 107 c. - URL:
https://urait.ru/bcode/567915 (mara obpamenus: 05.03.2025). - Pexum noctyna: sl aBTOpHU3.
[10JIb30BATENEH. - ISBN 978-5-534-16388-9. - Tekcr : AIIEKTPOHHBIH.
URL:http://megapro.kubsu.ru/MegaPro/UserEntry?Action=Link FindDoc&id=281310&idb=0

2. WNndpopmammonnsiii mup XXI Beka : kpunrorpadus - ocHOBa HH()OPMAITHOHHON
Oe3omacHocTH / moa pemakuueit J. A. benoBa ; MOCKOBCKHIA TOCYJapCTBEHHBIN TEXHUYECKUIN
YHHUBEPCUTET I'PAXKJAHCKON aBUaLMU. - 7-€ u31. - Mocksa : M3narenbcko-Topropasi KOprnopamus
"Mamxos u K°", 2024. - 125 c. : un. - (bubnuoteka "Kuura Oynymero unxenepa"). - bubauorp.:
c. 124-125. - ISBN 978-5-394-05556-0 : 162 p. - Tekcr : nHenocpenctBeHubii. URL:
http://megapro.kubsu.ru/MegaPro/UserEntry? Action=Link FindDoc&id=271915&idb=0

3. Uepnsimes, C. A. OcHoBbl nporpammupoBanus Ha Python : yue6Hoe mocoOue st
By30B / C. A. UepnbimeB. — Mocksa : M3natensctBo Opaiit, 2022. — 286 c¢. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-14350-8. — Texkcr : anextponnsii // OOpa3zoBarenbHas

mwiatpopma IOpaiit [caiir]. — URL: https://urait.ru/bcode/496893. (nmara oOpamieHus:
19.07.2025).

4. [Tnaronos, A. B. MamunHoe obydyenue : yueOHoe mocodue /s By3oB / A. B.
[TnaTonoB. — Mocksa : M3natensctBo FOpaiit, 2022. — 85 c¢. — (Bricmiee oOpa3zoBanue). —

ISBN 978-5-534-15561-7. — Texkct : anexrponHslid // OOpa3oBarenbHas miatgopma HOpaiit
[caiiT]. — URL: https://urait.ru/bcode/508804 (nara obpamenus: 19.07.2025).

3. PabueBckuii, A. H. CuHrermueckue JaHHbIE M pa3BUTHE HEHPOCETEBBIX
TEXHOJIOTuHl : yuyeOHoe mocobue ans By3oB / A. H. PabueBckuit. — MockBa : M3narenscTBo
FOpaiit, 2024. — 187 ¢. — (Bsicuiee oo6pazosanne). — ISBN 978-5-534-17716-9. — Teker :
anexkTpoHHBM  //  OOpasoBarenvHas  1argopma  FOpait  [caiit]. —  URL:
https://urait.ru/bcode/545036 (nara obpamenus: 19.07.2025).

6. Canomaa A. Kpunrorpadust ¢ oTKpeITeIM Ki1H0490M: [lep. ¢ anrin. — M.: Mup, 1995.
—318c.

7. Hesuun II.LH. Mogenu Oe3o0macHOCTH KOMIBIOTEPHBIX CHCTEM. YTpaBieHHE

noctynoMm u uHopmanronHbiMu notokamu. / [LLH. [eBsuun. M.: 'opsuas nunus - Tenexowm,
2012. 320 c.

8. C.0O. Kpamapos Kpunrorpaduyeckas 3amura napopmanuu : yauedHoe nocoodue /
C.O. Kpamapos, O.1O. Mutscosa, C.B. Coxoinos [u ap.] ; mox pea. C.O. Kpamapoa. — MockBa
: PUOP : UH®PA-M, 2023. — 321 c.



0. CyBopoga, I'. M. UadopmarnimorHas 6€30MacHOCTh : Y4eOHOE MocoOue I By30B
/ T. M. CyBopoBa. — 2-¢ u3J., nepepad. u gorn. — Mocksa : M3garensctBo KOpaiit, 2024. — 277
c.

10. Epémenko, B.T. Maremarnueckue OCHOBBI 3amiuThl HH(pOpMammu: ydeOHOe
nocoOue 15 BeIciero npodeccruonansuoro oopazosanus / B.T. Epemenko, M.H. Opemmna, H.T'.
[TenpkoB — Opén: ®I'BOY BIIO «I'ocynusepcurer - YHIIK», 2015. - 210 c.

1. Pocenko A.Il. Bayrpennue yrpo3sl 0e30macHOCTH KOH(HIACHIMAIbHON
unpopmanuu / A.Il. Pocenko. Merononorust u Teoperuueckoe uccienopanne. — M: Kpacann. —
2010. - 560 c.

12. Sun, X., Li, J., Kovalenko, A.V., Feng, W., Ou, Y. Integrating Reinforcement
Learning and Learning From Demonstrations to Learn Nonprehensile Manipulation //IEEE
Transactions on Automation Science and Engineering, 2023, 20(3), 1735-1744, DOL:
10.1109/TASE.2022.3185071, Q1

13. Petukhova, A.V.; Kovalenko, A.V.; Ovsyannikova, A.V. Algorithm for
Optimization of Inverse Problem Modeling in Fuzzy Cognitive Maps. Mathematics 2022, 10,
3452. DOI: 10.3390/math10193452, Q1

14. Kirillova, E.; Kovalenko, A.; Urtenov, M. Study of the Current—Voltage
Characteristics of Membrane Systems Using Neural Networks. AppliedMath 2025, 5, 10.
https://doi.org/10.3390/appliedmath5010010,

5.2. [lepuoauyeckue u3naHusi: u3ganus U KoHPpepeHuun (A*):
1. Ba3sl nagunix kommanun «Mct Brroy http://dlib.eastview.com
2. DnextponHas 6ubmoreka GREBENNIKON.RU https://grebennikon.ru/

5.3. UuTepHeT-pecypchbl, B TOM YK cJ/Ie COBPeMeHHbIe NPo¢ecCHOHATbHBIE 0a3bl
AAHHBIX U HH(POPMAILIMOHHBIE CIIPABOYHbIE CUCTEMbI
Onexmponno-oubnuomeynwvle cucmemst (I6C):

IBC «IOPAUT» https://urait.ru/
IBC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/

9BC «BOOK.ru» https://www.book.ru

OBbC «ZNANIUM.COM» www.znanium.com

. OBC «JIAHb» https://e.lanbook.com

Ilpogheccuonanvuvie 6azvl OaHHbIX

Scopus http://www.scopus.com/

ScienceDirect https://www.sciencedirect.com/

Kypnans! uznarenscrsa Wiley https://onlinelibrary.wiley.com/

Hayunas snextponHas 6ubnanorexa (HIbB) http://www.elibrary.ru/

[TonHOTEKCTOBBIE apXUBBI BEAYIIUX 3alIaHBIX HAYYHBIX )KypHAJIOB Ha Poccuiickoi
iatdopme HayuHbIX KypHaoB HOMKOH http://archive.neicon.ru

6. HauuonanbHas anexkTpoHHass OuOMMoTeka (IOCTYNm K DJEKTpOHHOW  OmOimoTexe
muccepranuii Poccuiickoit rocynapcteennoit ouonuoreku (PI'B) https:/rusneb.ru/

7.  Ilpe3unentckas 6ubnunorexa um. b.H. Enbuuna https://www.prlib.ru/

8. baza mannbix CSD KemOpumkckoro nentpa kpucramiorpapudeckux nanisix (CCDC)
https://www.ccdec.cam.ac.uk/structures/

9.  Springer Journals: https:/link.springer.com/

10.  Springer Journals Archive: https:/link.springer.com/

11. Nature Journals: https://www.nature.com/

12.  Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols

13.  Springer Materials: http://materials.springer.com/

14.  Nano Database: https://nano.nature.com/

15.  Springer eBooks (i.e. 2020 eBook collections): https:/link.springer.com/

16.  "Jlekropuym TB" http://www.lektorium.tv/
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17. Yuauepcuterckas nHpopmanronHas cuctema POCCUS http://uisrussia.msu.ru

HHd)OpMCIL}MOHHble CnpasovHble Cucmembsl

1. Koncynwrant [Intoc - cipaBouHast mpaBoBasi CUCTEMa (JJOCTYT IO JIOKAJTLHOU CETH C
KOMITBIOTEPOB OMOITMOTEKH )

Pecypcor c6o600n020 0ocmyna

1. KubepJlenunnka http://cyberleninka.ru/;

2. AmMepuKaHCKas IMaTeHTHas 0a3a MaHHBIX http://www.uspto.gov/patft/

3. MuHuCTEepCTBO HayKH | BbIciiero oopa3osanus Poccuiickoit @eneparuu
https://www.minobrnauki.gov.ru/;

4. ®@epnepanbuslii noptan "Poccuiickoe oOpasoBanue" http://www.edu.ru/;

5. Hudopmanuonnas cucrema "EnuHoe OKHO AocTyna K 00pa3oBaTelIbHBIM pecypcam”
http://window.edu.ru/;

6. Enwnas xomtekius nudpoBbIX 00pa3oBaTeIbHBIX pecypcoB http://school-collection.edu.ru/ .

7. IIpoext ['ocynapcTBeHHOro HHCTUTYTa pycckoro sa3bika uMeHu A.C. Ilymkuna
"O6pa3oBanue Ha pycckoM" https:/pushkininstitute.ru/;

8. CnpaBoyHO-MH(POPMALMOHHBINA TIOpTai "Pycckuit si3p1Kk" http://gramota.ru/;

9. Cnyx0a TeMaTH4YeCKHX TOJIKOBBIX ClIOBapei http://www.glossary.ru/;

10. CnoBapu u sHIMKIONEUH http://dic.academic.ru/;

11. OOGpa3zoBarenbHbIi nmopran "Yueba" http://www.ucheba.com/;

12. 3akonomnpoekT "O06 o6pazoBanuu B Poccuiickoit @enepaunn". Bonpocs! 1 0TBETHI http://xn--
273--84d1f.xn--plai/voprosy_i_otvety

Cobcmeennbie 21eKmporHble 00pazoeamenvHvle U UHGopMmayuoHusie pecypcovl Kyol'V

1.  OnextponHslii katanor Hayunoit 6ubanorexu Ky6I'VY http:/megapro.kubsu.ru/MegaPro/Web
2. DnextpoHHas OubinoTeka Tpy10B yueHbix KyOol'Y
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6

3. Cpena MOAYIBHOTO AUHAMUYECKOTO 00ydeHus http://moodle.kubsu.ru

4. ba3a y4eOHBIX MJIAHOB, Y4€OHO-METOINYECKUX KOMILJIEKCOB, IyOIUKaIMi 1 KOH(epeHni
http://infoneeds.kubsu.ru/

5. bubnnotexa HHPOPMAIIMOHHBIX pecypcoB Kadeapsl THHOPMAIIMOHHBIX 00pa30BaTeNIbHbIX
TEeXHOJIOTUH http://mschool.kubsu.ru;

6. DneKTpoHHBIN apxuB qokymMeHTOB KyOI'Y http://docspace.kubsu.ru/

7. DnekTpoHHbIE 00pa3oBaTeNbHbIE pecypchl Kadeapbl HH(HOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIM
B oOpazoBanun KyOI'Y wu mnHayuno-meronuueckoro xypHana "IIKOJIBHBIE T'OJbI"
http://icdau.kubsu.ru/

6. MeToanueckne YyKa3zaHusi JIA OOYYAKOIIUXCH IO OCBOCHUIO

TUCHMILTHHBI (MOYJIs1)

ITo JUCIHUIIIINHE «MaTtemaTuueckue MOJICIIN 3alllUuThI I/IH(I)OpMaLII/II/I» npeayCcCMOTpCHO
MPOBEJCHNE JIEKIMOHHBIX 3aHATHI, Ha KOTOPBIX (QOpMHUpPYETCS CHCTEMaTU3UPOBAHHOE
MMPEACTAaBJICHHUC O MAaTEMATUYICCKHUX OCHOBAX COBPEMCHHBLIX MECTOAOB 3allIUThI I/IH(I)OpMaI_II/II/I n Ux
HpI/IMeHeHI/II/I B CUCTEMaAX I/ICKYCCTBeHHOFO HNHTCJIIJICKTA. B Xoae HeKHI/Iﬁ CTy,ZICHTI)I 3HAKOMIATCA C
(I)YH,Z[aMCHTaHLHBIMI/I KOHIOCIIIUAMU KpI/IHTOl“pa(I)I/II/I (CI/IMMeTpI/I‘-IHOC nu ACUMMCTPUIHOC
m@poBanue, Xen-QyHKINUU, 3JeKTPOHHBIE MOANUCH), MATEMAaTHYECKUMH MOJENSIMU yIpo3 U
Hapyn.HdTeJ'Ieﬁ, a TaKXC CICHUAIM3UPOBAHHBIMU MCETOAAMU 3alIUTHI AI-CI/ICTCM. OCOGOC
BHUMAHHC YﬂeﬂﬂeTCﬂ aHa.]'H/I3y KpI/IHTOFpa(bI/I‘-IeCKI/IX aHFOpI/ITMOB C TOUKH 3peHI/ISI JIC)KAIIUX B UX
OCHOBE€ CJIOKHBIX MATEMAaTHUYCCKUX 3ada4d (,Z[I/ICKpCTHOe JIOFapI/I(bMI/IpOBaHI/IC, (I)aKTOpI/IBaL[I/IH,
JJUIMNITUYECKHE  KpHUBbIE). J[eMOHCTpUPYIOTCA  NpPaKTUYECKHWE MPUMEpPhl  MPUMEHEHUs
MATCMATHYCCKUX MOI[CJ'ICFI IJIg 3alIUThl JAHHBIX HAa PA3JIMYHBIX 3TallaX JXU3HCHHOTO IUKJIA Al-
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cucTeM — OT cOOpa JaHHBIX 10 pa3BepThiBaHUA Mojenel. OOCyXIaroTCs KIIIOUEBbIE aCIEKThI
muddepeHmanbHOi  mpuBaTHOCTH, — adversarial atak M MeTONOB  oOecredyeHus
KOH(QUIEHIIMAIBbHOCTY B MAalIMHHOM o00ydeHuu. Ilociae KaxIoW JieKUMH CTyJeHTaM
PEKOMEHIYEeTCSl BBINOJHUTh pAacueTHblE 3aJaHus — I[POAHAIU3UPOBATH MaTEMaTUUYECKUE
CBOWCTBA QJITOPUTMOB, PELIMTh 3aJa4d [0 MOJYJbHOW apu(MeTHKe, OLEHUTb CTOHKOCTh
KPUNTOTPaQUUECKUX CXEM.

JIaGopaTtopHble 3aHATUS HalpaBieHbl Ha (OpPMUPOBAHHE MPAKTHUUYECKHX HaBBIKOB
peanu3ay MaTeMaTHYECKUX MOJIeNel 3auThl HH()OPMAIUH C HCIIOJIb30BAaHUEM COBPEMEHHOTO
nporpaMMHoro obecnedeHus. CTyneHTBl IOCIEI0BAaTEIbHO OCBAMBAIOT METOJbl pabOThI €
kpuntorpadpuueckumu  Ombmmorekamu  Python  (cryptography, hashlib, pycryptodome),
BBIIOJIHAIOT ~ 33/laHUsl 1[I0  peanu3alid AJIrOpUTMOB  IH(POBAHUA, XEIIUPOBAHUS U
ayreHTH(UKanuu. PaccMaTpuBalOTCs MPaKTUYECKUE aCIIEKTHl MHTETPAIMN MEXaHU3MOB 3aIIUTHI
B Al-xoHBelepbl: U(PpPOBaHHE TPEHUPOBOUYHBIX JAHHBIX, 00eCIeueHHe LEIOCTHOCTH MOAENEH,
peanu3anus 0ezomacHoro ooMeHa KirouaMu. B xozie 1abopaTOpHBIX 3aHATHI CTYAEHTHI TaKXke
U3y4alOT  METOAbl  NpUMEHeHMs  JudQepeHuHanbHO  MPUBATHOCTH IS 3allUThI
KOH(HICHIIMATHLHOCTH JaHHBIX, IPOBOJAT SKCIIEPHUMEHTHI 10 TeHeparun adversarial mpumepoB u
UCCIIEYIOT METO/bl 3aIlUThl OT HUX. BBINOJIHAIOTCA MPOEKTHI 10 KOMIUIEKCHOH 3amute Al-
CUCTEM — OT aHaju3a yrpo3 J0 peaju3allid COOTBETCTBYIOLIMX MaTEMAaTHUYECKUX MOjesei
3amuThl. [locie Kakaoro 3aHATUS BBLAIOTCS 3aJaHUs ISl CaMOCTOSITENIBHOM OpabOTKU —
ONTUMM3ALMS PEAIM30BAHHBIX AJITOPUTMOB, AHAIM3 HMX IPOM3BOAUTEIHLHOCTH, HCCIIEI0BAaHUE
KOMIIPOMHUCCOB MEX/y 6€3011aCHOCTBIO U 3 (HEKTUBHOCTBIO.

CamocrosiTenbHass pabora oOydaroluxcsl HampaBieHa Ha YyriayOn€HHOe U3ydeHue
TEOPETUYECKMX OCHOB M MPUKIAJHBIX AaCIHEKTOB MaTeMaTHYeCKHX MOJENIeH  3aIluThl
uHpopmanuu. PekomeHayercss peryisipHo oOpamaTthcs K (yHIAMEHTAIbHBIM y4eOHUKaM 110
KpUNTOrpaduu, HayyHbIM CTaThsIM 110 Oe30macHoCTH Al-cucTeM 1 JOKyMEHTAIMH UCII0JIb3YEMbIX
6ubmotek. CTyIeHTHI TOJDKHBI HAYYUTHCS aHATH3UPOBATh apXUTEKTYypy Al-cucrem Ha mpeamer
ysi3BUMOCTeH, (popMann30BbIBaTh TPeOOBAHUS K 3aILUTE JAHHBIX, BHIOUPATh U MaTeMaTHYECKU
000CHOBBIBaTh NMPUMEHEHNE KOHKPETHBIX KpUnTorpapuiyeckux airoputMon. Ocoboe BHUMaHUE
yzensieTcsi pa3padoTKe KOMIUIEKCHBIX PELIEHUI — OT MOCTPOSHMSI MOZIEIIEH yIpo3 /10 pean3aiu
IPOTOTUIIOB 3aIIMIIEHHBIX MojacucTeM. YMeHuss B oOnactu Python-nporpammupoBanus u
MaTEMaTHYECKOTO MOJIETTUPOBAHUS aKTUBHO IPUMEHSIOTCS pu peanusanuu
KpUnTorpaguueckux NpuMHUTHUBOB, aHAJIN3€ X CTOMKOCTU U MHTETpalliu B cyllecTByomue Al-
npuioxeHus. CaMmocTosTenbHas padoTa BKIIIOYAET TaKKe M3yueHHEe HOPMATUBHBIX TPeOOBaHUM
K 3amute uHpopmanuu (152-®3, GDPR) u npunnunos orsercreHHoro MU, yro nossosnser
CTyAeHTaM (OpMHUPOBATh KOMIUIEKCHOE TOHUMaHKE BOIPOCOB OE€30MaCHOCTH B COBPEMEHHBIX Al-
CUCTEMaX.

JUI1 yCTIeIIHOro OCBOEHMSI IUCLUIUIMHBI PEKOMEHTYETCS:

e AKTHBHO y4acTBOBaTh B OOCYKJICHHM MaTepHala Ha JIEKIHAX U 3a/1aBaTh BOIPOCHI

o CucremMaTu4ecKy BBINOJIHATH JJAOOpPaTOPHBIE pAaOOTH M CBOEBPEMEHHO CIaBaTh OTYEThI

e CamoCTOSTENbHO U3yUYaTh IONOJHUTENbHBIE MaTEPUAJIBI [0 TEMaM Kypca

o IIpumeHnsTh MOMyUYEHHBIE 3HAHUS IPU pabOTe HAJl KYPCOBBIMU MPOEKTAMU U BBIITY CKHBIMH
KBaJIM(DUKAIIMOHHBIMU paboTaMu

e VYyacTBOBaTh B HAYYHBIX CEMHHApax U KOH(EPEHLUAX, CBA3aHHBIX ¢ Oe3omacHocThIo Al-

CHUCTEM.

HtoroBoii popmoii ocBoeHMs Kypca sSBIsIeTCs 3a4eT.

JUis  CTYOEHTOB C OrpaHUYEHHBIMH BO3MOXHOCTSIMU 370POBbSl  IPEITyCMOTPEHBI
UH/IMBU/yallbHble KOHCYJIbTAllMM W aJalTHPOBaHHbIE MaTepuaibl. llpenongaBarens momoraer
ocBamBaTh MHTEpdelch B3aumojeicTBust ¢ MM, oObsicHsAET KiTtoueBble MOHSTHS B JOCTYITHON
dopme, TpeAOCTaBIsE€T MHCTPYKUMH C  aJbTE€PHATUBHBIM  (QopmarupoBaHueM. llpu
HEOOXOJMMOCTH HCHOJb3YIOTCS TOJIOCOBBIE MHTEpQEiCchl, YyBEIMYEHHBIM MaciTad 3KpaHa,
COIIPOBO’KJICHHUE MPU BHIMOJIHEHUH 337aHuil. MHIUBUIyalbHBINH OJX0 00eCrieuuBaeT paBHbIE



YCIIOBHS Y4acTUsl B 00pa30BaTeIbHOM IIPOLECCE U TOCTHIKEHUS 3aIJIaHUPOBAHHBIX PE3yJIbTaTOB
o0ydeHusl.

PaccmoTpuM npumepbl KEHCOB.

Ilonxon, ompexpensrommii ycraHosieHue coorBeTcTBus keiicoB UII u YIT (5-7),
IO3BOJISIET YETKO COOTHOCHTH ATallbl PAa3BUTHUS TEXHOJOI'MH C BOBJICYEHHOCTBIO MapTHEpa U
CHIDKATh PUCKH IIPH MEPEXOE OT Ja0OPATOPHBIX HUCTIBITAHUH K IPOMBIIIUIEHHOMY BHEJIPEHUIO.

A. IlpuMeHeHHe MaTeMaTHYeCKUX Mojesel 3aluThl HHpopMannu B keiicax ITAO
«CoepoaHK»

Keiic 1. 3ammTa Tpan3akuuoHHbIX JaHHbIX B API nepeBoaa cpencrs
Onucanue: Ilpum ocymiecTBIeHUM TIEPEBOJOB MEXKAY CUETaMH  HEO0OXOIUMO
rapaHTUPOBATh KOH(PUACHIIMAIBHOCTD U IIEJIOCTHOCTD JaHHBIX.

Hean: Peasm3zoBarb MeXaHM3M JIEKTPOHHOM MOANUCH U TPAH3AKIUH.
TexHoJ0rNM:

- Acummerpuysoe mudponanue: RSA-2048

- Onektponnas noanuck: 'OCT P 34.10-2012

- Python 6uGmmoreku: cryptography
Peanuzanmsn:

a) ['enepanus KIIOYEBOM Maphl AJIs1 KAKIOTO MOJIH30BATENS

b) Iloanucanue qaHHBIX TPaH3AKIUHU TIEPeT OTIPABKON

c) Ilposepka nmoamnucu Ha CTOpOHE OaHKA
PesyabTar:

— 3ammTa OT MOJAMEHBI JaHHBIX TPAH3AKIIUI

- CootBerctBue cTanaaptam banka Poccuu

Keiic 2 3amuTa naHHbIX B MOOMIIbHOM Kotenbke Coeplleit.
Onucanue: Mojenn peKOMeHAATeIbHOW CUCTEMbl O0aHKa JOJKHBI OBITh 3aIMIIEHBI OT
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS.
Heab: Peanm3zoBarsh mu@poBaHme JIOKAJILHON 0a3bl TaHHBIX TPUTIOKEHUS.
TexunoJsornm:
— Cummerpuunoe mudposanue: AES-256-GCM
— KiroueBas gepuarnusi: PBKDF2
— Python 6ubmmoreku: cryptography, sqlite3
Peanuszauus:
a) llludposanue nokanpHOU B/ npunoxxenus
b) 3ammra Kirouel muppoBaHUs Ha YCTPONCTBE
c¢) Peanuzanus 6e30macHOro 10CcTymna K JaHHbIM
Pesyabrar:
— 3ammTa JaHHBIX IPU yTEepe YCTPOHCTBA
- CoortsercrBue PCI DSS crannapram

Keiic 3 3ammuTa napoJieil KJIMeHTOB B 0a3e JaHHBIX.
Onucanue: B 6a3e nanabix Coepa xpaHaTcs Mapoiu KineHToB. HyKHO 3allUTUTh UX OT
YTEUKH.
Heab: XemmpoBanue napoJiei nepen coxpaienuem B bJI.
TexHosornu:
- Xem-¢ynkuus SHA-256
- bubmuorteka hashlib B Python
Peanusaumus:
a) Bzsare napons nosab3oBaTens
b) Ilocuutats ero xem yepe3 SHA-256



¢) CoxpaHHUTh TOJIBKO XeII B 0a3y JTaHHBIX

Pesyabrar:
- Jaxe npu yTeuke 0a3bl 3JI0YMBIILICHHUK HE Y3HACT HACTOAIINE TAapOJIn
— CootBercTBHE 0230BBIM TPEOOBAHUAM 0€30MACHOCTH

Keiic 4 llludpoBanne Homepa KapThbl B CMC-YBeAOMJICHHUSX.
Onucanue: B cMc-yBeIOMIIEHUSAX HY’)KHO CKPBITh YaCTh HOMEpPa KapThl.
Heab: PeanuzoBath npoctoe mudpoBaHue isl MACKUPOBAHUS TAHHBIX.
TexHnosornu:

— BriOpanHblil anroput™ muppoBaHUs

- Python, crangaptabie OMOIMOTEKH
Peanuszaumus:
a) Bzsate HOMep kapThl "1234567812345678"
b) 3ammdposaTh B Buje: "S67 KKK FH*KESHTR"
¢) OTmpaBUTh 3aMacKUPOBAHHBIN HOMED B CMC
Pesyabrar:

— KuneHTsl BUIAT TOJNBKO YaCTh HOMEPA CBOEH KapThl

— CHukeHHe pucka nepexBaTa JJaHHbIX

Keiic S Co3nanne un¢poBbIX NPONYyCKOB /Jisl COTPYAHUKOB.
Onucanue: HyxHo crenars 3JieKTPOHHbBIE MPoIycka 1 goctyna B opuc Coepa.
Iean: Peann3oBaTe cucTeMy 3JIEKTPOHHBIX MOAIUCEH.
TexunoJsornm:

- ONII na 6a3ze RSA

- Python 6uGmmoTteka cryptography
Peanusauus:
a) CrenepupoBaTh KJIIOYHU VI KaKJIOTO COTPYIHUKA
b) [loanuceIBaTh 37E€KTPOHHBIE TPOITYCKa
¢) [IpoBepsATs moAMMCH Ha BXOJE B 0pHC
Pe3yabrar:

— 3ammTa OT NOJAEIKH IPOIyCKOB

- KonTtpons nocryna B nomenieHus

Hror:

Kaxneiit kelic coueTaert:

Martemaru4deckyo moaeab (1uddypsl, rpadbl, TEHETUYECKHE aJITOPUTMBI).
HNucrpymenTtanbnyio peaausannio (MATLAB, Maple, Python).
Ipuxknagnyro nouan3y st Coepa (3KOHOMHUSI IEHET, CHIY)KEHNUE PUCKOB).

b. IlpumeHeHue MaTeMaTHYeCKHX MoJeseill 3amuTbl MHOpMANUM B Kelcax
komMmanuu AVA Lab

Keiic 1: 3ammura 1aHHBIX CEHCOPOB 0eCIMJIOTHBIX AaBTOMOOM 1€l
Onucanue: becmmioraeie aBToMoOmm AVA Lab coOuparoT qaHHBIE ¢ JTHIapOB U KaMep.
Heo6xoa1Mo 3aluTUTh 3TH JaHHBIE OT IepexBaTa U MOIMEHBI.
Hean: Peann3oBars cucteMy muQppoBaHus JaHHBIX CEHCOPOB B PEaTbHOM BPEMEHH.
TexHosornu:
- Cummerpuunoe mugposanue: AES-128 B pexxume CTR
- Python 6ubanorexu: cryptography, numpy
Peanusaumus:
a) lludpoBaHre MOTOKOBHIX JAHHBIX C KaMep U JINAAPOB
b) IlpoBepka 11eTOCTHOCTH TaHHBIX Tepe; 00paboTKOM



¢) 3aluTa KaHajla epeiadyd MexX1y CEHCOpaMu 1 OOPTOBBIM KOMIIbIOTEPOM
PesyJabrar:

— 3amuTa OT MOJMEHBI JaHHBIX CEHCOPOB

— IlpenorBpaieHue atak Ha CUCTEMY YIIPABJICHUS

Keiic 2: AyrenTnduxanus o0HOBJIEHHII MPOIIUBKHA aBTOMUIOTA
Onucanue: Ilpu oOnoBiaeHuu [IO0 OecnmUIOTHUKOB HEOOXOAMMO YyOEIUTHCS B
MO/JIMHHOCTHU TIPOLIUBKH.
eab: PeanuzoBaTh cucTeMy NPOBEPKHU 3JIEKTPOHHOM MOANUCH OOHOBJIEHHH.
TexnoJsiorum:
— OnektponHas noanuck: ECDSA Ha s1IuMnTHYeCKuX KpUBBIX
- Xem-¢pynkmun: SHA-256
Peanu3zauus:
a) [loanucanue NpommBKY Mepes paclpoCcTpaHEHUEM
b) IIpoBepka nmoanucu Ha yCTPOHCTBE Mepes] yCTaHOBKOM
c¢) Benenue xypHana oOHOBICHUI
Pe3yabTat:
— 3ammTa OT yCTaHOBKHU BpeaoHocHoro [10
— TapanTys NOJIMHHOCTH MPOIIMBKU

Keiic 3: 3ammura cBs3n Mexay 0eCIMJIOTHUKOM M HEHTPOM yIPABJICHUS
Onucanne: becUIOTHUK MEpeaaeT TeJIEMETPUIO B LIEHTP ynpasieHus. HyXHo 3auTUT
KaHaJl CBS3H.
Henab: PeannzoBath 0e30macHbIi 00MeH KIIOYAMH MEX/ly MAIIUHON U CEPBEPOM.
TexHnosornu:
- IIporoxon Juddu-Xemmmana
-~ Python 6ubmmoreku: cryptography, requests
Peanusaumus:
a) ['eneparus kimroueil Ha CTOpoHe aBTOMOOWIISI U cepBepa
b) OGMeH OTKPBITHIMU KITIOYaMHU
c¢) ludpoBanue JaHHBIX OOLIUM KIIFOUOM
Pe3yabrar:
— 3amuTa TeleMeTpuu OT MepexBaTa
- KoHpuaeHnmanbHOCTh Iepe1aBaeMbIX TaHHBIX

Keiic 4: 3amura JaHHBIX HCHLITAHUN 0€CMUIOTHHKOB
Onucanue: Pe3ynbTaThl UCTIBITAHUN COAEPKAT KOMMEPUECKYIO TallHy W HOy-Xxay AVA
Lab.
Henb: PeanuzoBats cucreMy mugpoBaHusi 0a3bl JaHHBIX HCIIBITAHUI.
TexHogorum:
- udposanue Ha ypoBHE 0a3bl TaHHBIX
- Python 6u6mmoreku: cryptography, sqlite3
Peanmzanusi:
a) [lludpoBanne 4yBCTBUTEILHBIX TTONIEH B B/]
b) Pasrpanudenue qocTyna K JaHHBIM UCIIBITAHUN
c) Benenue aynura nocrymna
Pesyabrar:
- 3ammTa HHTEIIEKTYaJIbHOW COOCTBEHHOCTH
- Kontponb 1ocTyna Kk KpUTHYECKUM JaHHBIM

Keiic 5: O0napy:xenune anomaauii B padore aBTONMIOTA



Onucanue: HeoOxoaumo BBISBIATH TMOMBITKHM BMEIATENbCTBA B PabOTy CHUCTEMbI
yIpaBIEHUS.
Hean: PeanusoBars cMCTeMy MOHMTOPHHIA AHOMAJILHOI'O IIOBEACHHA.
TexHosornu:
— CratucTuyeckuii aHaJIu3 1apaMeTPOB CUCTEMBbI
- Python 6ubnmnorexu: numpy, scikit-learn
Peanu3zanus:
a) MOHUTOPHUHT KPUTHUUYECKUX TapaMETPOB aBTONUIIOTA
b) O6Hapyx’eHue OTKIOHEHUH 0T HOPMaJIbHOTO TIOBEACHUS
¢) ABTOMaTHYECKOE OIOBEIICHUE O MT0JA03PUTENBHON aKTUBHOCTU
PesyabTar:
- Pannee oOHapy:xeHue kubeparak
— IloBblmieHME yCTOMYMBOCTH CUCTEMBI YIIPABICHHUS

Hror

Kaxnpiii kelic pewaet 3a1auu HHPopMamoHHo# 6e3onacHocTu s AVA Lab:
— 3amura JaHHBIX;
— AyrenTudukaius 0OHOBIICHUN;
— KonTpous nienmoctHOCTH.

7. llepeyeHb WH(POPMALNMOHHBIX TEXHOJOIMH, HCIOJb3yeMbIX HPH
OCYyILECTBJIEHHMH 00Pa30BATEJIbHOI0 MPOIeCcca MO JUCHUIINHE (MOTYJIIO)

7.1 Ilepeyenb MHGOPMATMOHHO-KOMMYHHKAMOHHBIX T€XHOJIOTHH

HNHcTpymMeHTBI M OMOJMOTEKHM: MCIIOJIB3YIOTCS COBPEMEHHbIE KpUIITOrpaduueckue
Ooubmorekn W (QpeldMBOpPKM Ui 3ammThl WHpopMmammu. B wactHocTH, cryptography,
pycryptodome u hashlib mas peanuzanuu ajiropuTMOB CHMMETPUYHOTO U ACUMMETPUYHOTO
MUQpPOBaHUs, XCIIUPOBAHUS U AEKTPOHHOU noanucu. s obecrieueHus auddepeHnnaibHon
NPUBATHOCTH B MallIMHHOM 00yueHuH npumMenstorcs oubnuoreku diffprivlib, tensorflow-privacy
u opacus. s TectupoBanus yszBumocted Al-cucrem ucnosbiyrorcs adversarial-robustness-
toolbox u cleverhans. UncTpymenTapuii Taxoke Bkitodaetr Jupyter Notebook u Google Colab s
MHTEPAKTUBHBIX SKCIIEPUMEHTOB, a 17151 opopmiienust oruetoB — MS Word unu LibreOffice.

Hcxoanble faHHBIE: 1715 SKCIIEPUMEHTOB U 33JJaHUI UCIIONB3YIOTCS yueOHBIE 1aTaceThl U
KpunTorpaduueckue 3agadu. ITo MOTyT ObITh cTaHiapTHbIE Habopel JaHHbIX MNIST, CIFAR-10
JUI TECTUPOBAHUS 3aIlUTHl MOJENIe KOMIIBIOTEPHOTO 3pEHUs, CUHTETUYECKHE HaHHBbIE s
NPOBEPKH METOJIOB TU(PEepeHINaTbHON TPUBATHOCTH, MPHUMEPHl YI3BUMBIX Al-cuctem s
aHanmu3a yrpo3 OezomacHOCTU. JlaHHBIE MOAOUPAIOTCS MpenojaBaTeieM € YYeTOM H3YydaeMbIX
MaTeMaTHYECKUX MOJIENIeH 3alIUThl HHPOPMAIIUH.

IIporpammuoe obecneyenne 1 UKT: HeoOXoquM JOCTYIl K MHTEPHETY M OOJIauyHBIM
rutatopmMam JIsl pa3BepPTHIBAHUS 3alUIIEHHBIX PEIIeHNH. PEKOMEHIyeTcsl HCTIOIb30BaTh CPEIbI
pa3pabotku Jupyter Notebook mnu Google Colab, a Takxke mpodeccnoHanbHbIe KOA-PEIaKTOPHI
(Visual Studio Code, PyCharm). [lns XpaHeHUSs ¥ COBMECTHOM pabOThI €O CTyJeHTaMHU
ucronb3yercst ydeOHas uHpopMmanuoHHas cuctema Moodle. Jlns aHanmu3a pe3ynbTaToB U
Busyanuzanuu npumensitorest Excel, Google Sheets u ciennanusupoBannbie 6ubanorexku Python.

1. O6naunble MIATHOPMBI H CEPBUCHI

cloud.ru,YandexCloud,AWS/GCP/Azure— 00ja4HbIe BEIYMCIICHUS

2. CucteMmbl ynpaBJeHUs BEPCUSMH U KOJTabopariu

Git/GitHub/GitLab — koHTpob Bepcuil Kofa U COBMECTHas pa3padoTka

4. Cuctema yrpaBiieHUs] 00y4eHUEM

Moodle — cmaua pabot

7.2 TlepeyeHb JMIEH3HOHHOIO M CBOOOJHO PACIPOCTPAHSEMOr0 INPOIPaMMHOIO
obdecrieyeHust



1. JInnteusuonnoe I1O
VSCode — IDE st Python (cBoGogHOpacpocTpanseMoe)
LibreOffice— odopmiienne oT4eToB (CBOOOIHOPACTIPOCTPAHIEMOE)

2. Ceoboanoe 1O (Open Source)

OpenSSL, GnuPG, Libgcrypt - kpunrorpaduyeckuii ”HCTpYMEHTapUH
GitLab, GIT, MLFlow, Docker, Kubernetes, Terraform.®petimBopku miist ML:
PyTorch/TensorFlow — pa3zpaboTka HelipoceTeit

scikit-learn — kimaccuueckue anroput™Mbl ML

WucTpyMeHTHI AJ1 BU3YyaIH3aIiu:

Streamlit/Gradio — cozmanue BeO-unTEephECcoB ISl MOJIEICH
Matplotlib/Seaborn — rpadguku 1 aHamTU3 JaHHBIX

CVB/I:

SQLite/PostgreSQL — xpaHeHue CTPYKTYPHPOBAHHBIX TAHHBIX
FAISS/Annoy — BEeKTOpHBI orck

8. MarepuajibHO-TeXHUYECKOE o0ecevyeHue Mo JUCUMILIMHE (MOTYJII0)
Bupryaneusie Mammsbsl, kiactep Managed Kubernetes u pecypcst GPU B obnake

MpeoCcTaBIsAeTCs MHAYCTpUaibHbiM napTHepoM [TAO «Coepbank»:

Ne

Koa-Bo En.

IIponyxr [Tapametpsl npoaykra Kon-Bo KoHHrypawii 1M,

Bupryanenas BuptyansHas mamuHa 10%

MallliHa vCPU 2 vCPU 4 RAM ! 60 I
OC Ubuntu 22.04 1 116,

Cucremnslii nuck SSD 1 It

10 I'

Apenna nyonuynoro [P 1 It

Bupryanpnas mammza ¢ GPU
NVIDIA® Tesla® V100 2 GPU 1 1 I
8 vCPU 128 I'b RAM

Bupryanbnas

mamaa ¢ GPU

OC Ubuntu_24.04 1 116,
Cucremuslii nuck SSD 1 T
2000 I'c
Juck SSD 1 It
4096 I'c

Huck SSD 1 It
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K8S

ML Inference
Instance Type
GPU

LLM

4096 I'o
Apenna nyonuynoro [P 1 It
Master node 8 vCPU 16 RAM 1 1 116
Worker node 10% nons 4 vCPU 5 1
32 RAM T
Worker node SSD-NVME 64 I'o
Apenna nyoauynoro IP 1 [t
Bpemst paboThI B MecsIIl 40 1 4
Nucranc § x NVIDIA® H100
NVLink PCIe 160 vCPU 1520 1 It
GB RAM
Komunyectso 3anpocoB k ML- 1 Min.
MOJIEIISIM T
Ko ML-moneneit 160 I'o
) MuH.
Tokensr GigaChat 2 Max 50 It
. Mun.
Toxenst Embeddings 400 T

JlononHuTenbHbIE 00TaUHBIE PECYPCHI IPEJOCTABIAIOTCA TEXHOJIOIMUYECKUM apTHEpOoM Y andex

Cloud.
No Brt paGor HanmenoBanue yueOHOM ayuTOpUHU, €€ OCHAIIIEHHOCTh
000pYyIOBaHUEM U TEXHUYECKUMHU CPEJICTBAMH 00yUEHHs
1. JleKumoHHBIE 3aHATUS | AyAUTOpUS, YKOMIIJIEKTOBAHHAs CHELUaIN3UPOBAHHON
MeOeNbl0 U TEXHUUYECKUMH CPeJICTBAMU 00yUYEeHHSI
2. JlaGoparopHble 3aHATHS | AyAUTOpPHUS, YKOMIIJIEKTOBAHHAs CHELUaIN3UPOBAHHON
MeOenbl0 M TEXHHUYECKUMHM  CPEICTBaMU  OOy4YeHHH,
KOMIIBIOTEPaMH, TPOEKTOPOM, MPOTPaMMHBIM 00ecrieueHueM
3. [IpakTnueckue 3anatus | Aynuropus, YKOMIUIEKTOBAHHAs CHeUaIu3UPOBAHHOMN
MeOeNbl0 U TEXHUYECKUMU CPeJICTBAMU 00yUeHHsI
4. I'pynmoBeie Aynuropwus, YKOMIUIEKTOBAHHAs CHeUaIu3UPOBAHHOMN
(MHIUBHTyaJIbHBIE) MeOenbl0 M TEXHHYECKUMH  CPEICTBAMU  OOYy4YeHMH,
KOHCYJIbTaIlH1 KOMIIBIOTEPaMH, TPOrPaMMHBIM 00ecrieyeHuEM
5. Texymuii ~ KOHTposb, | Ayauropus, YKOMILUIEKTOBaHHAs CHeUalIn3upOBaHHON
MIPOMEXKYTOUHAS MeOenpl0 M TEeXHUYECKUMH  CpEeICTBaMU  OOydeHHs,
aTTecranus KOMITbIOTEPAMH, IPOTPAMMHBIM 00ecTiedeHuEM
6. CamocTosTenpHas Kabuner gns camocTosTenpbHOM pabOTHI, OCHAIICHHBINA
pabora KOMIIBIOTEPHON TEXHMKOH € BO3MO>KHOCTBIO HMOJKIIIOUEHHUS K

cetu «MHTEpHET», MPOrpaMMOl SKPAHHOTO YBEJIMYEHUS U




00ECTEYeHHBIM JAOCTYIIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-
00pa30BaTeNIbHYIO Cpely YHUBEPCUTETA.




