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1 Leau u 3a1a4u U3y4YeHUs TUCHUIJIMHBI (MOTYJIs)

1.1 Ileab ocBoOeHUSI TUCHHUILIAHBI

Henp muctmmiuHbl — CcPOpMHUPOBATH y OOydYAIOMUXCS CHCTEMHOE IMOHUMAHHE
npuHUIUIOB uH(opmanmoHHo Oe3zomacHocty (MB) u mpakThueckux METOJOB 3allUTh
COBPEMEHHBIX HWH(OPMAIMOHHBIX cHcTeM, BiiModas WH-cuctemsl, d9ar-00ThI, OoJbIIHE
s3pikoBble Monenn (LLM) u Retrieval-Augmented Generation (RAG), Ha 6a3e craHmapTos,
(peMBOPKOB U JIYUYIIIHX MTPAKTHK.

1.2 3agayu AUCUMIINHBI

1. Usyuenue ocunoB Ub: croiicTBa 6€30MacHOCTH, YrpO3bl U YSA3BUMOCTH, MOJCIU
HapyIIUTENS, YIPaBJIeHUE PUCKAMHU, MTOJIUTUKA O€30MaCHOCTH.

2. OcBoeHue  CpeACTB  3alIUTBL:  Kpunrtorpagus,  KOHTPOJIb  JOCTYyIa,
ayTeHTH(UKalus/aBTopu3aius, cereBbie 3kpansl, IDS/IPS, STIEM.

3. bezomacHocth mporpammuoro obecmneuenus u Secure SDLC (SAST/DAST,
yIpaBieHHE 3aBUCUMOCTsIMU/cekperamu), DevSecOps.

4.  bezomacHOCTh 00JIauHBIX U KOHTEHHEpHBIX cpen (IAM, monuTuka ceTH, peecTp
00pa3oB, CKaHUPOBAHHE YI3BUMOCTEN).

5.  CneumanbHblii Monaynab: Oe3omacHocth WMU-cuctem u LLM/RAG: yrpo3ssl
(prompt-injection, jailbreak, model/RAG poisoning, model-DoS, insecure output handling),
3amuThl (guardrails, mpoBepka HMCTOYHHUKOB, KOHTEHT-(QWIbTpAlMsi, ayJUT W TPACCHPOBKA,
Bepudukanus uurar), coorserctBue OWASP LLM Top-10 u ¢ppeiimBopkam NIST Al RMF 1.0,
ISO/IEC 23894:2023.

1.3 MecTo qucuunnHbl (MOAYJisl) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMmMbl
Hucuunnuna «be3omacHOCT MHPOPMALIMOHHBIX CHCTEM» OTHOCHTCS K 0a30BOM yacTu
b1.0.36.
JucuuninuHa B 3HAYUTEIBHOM CTENEHH B3aMMOJAEHCTBYET I (POPMHPOBAHUS
KOMIeTEeHI Uil C TUCIUTUTMHAMU:
1. AnreOpa u reomeTpus
2. MLOps&DevOps
3. [MapanenbHoe U HU3KOYPOBHEBOE MPOTPAaMMUPOBAaHUE
4. TexHOJOTUH TECTUPOBAHUS TPOTrPAMMHOTO OOECTIeUeHuUs
5. AnMuHUCTpUpOBaHUE MH(POPMAIIMOHHBIX CETEH
6. TexHosoruu ynpasieHus qanHHbIMU NoSQL
TpeboBaHreM K «BXOJHBIM» 3HAHHSM SBJISETCS IOHUMAaHHE OCHOB CeTel H
OTIEPAllMOHHBIX ~CHCTEM, HaBBIKM mporpammupoBaHuss Ha Python, 3nanume 06a3oBoit
BE0-apXUTEKTYPHI U 00JTAUYHBIX TEXHOJIOTUA.

1.4 IIpodeccuoHanbHBIE POJIHM B CTPYKTYpPe 00pa3oBaTe1bHOM NPOrpaMMbl

Ponp 1: Data Analyst (AHAJIUTHK TaHHBIX)

3anayu:
e CrartucTUyecKuil aHau3, BU3yalu3alus JaHHBIX, IpeABapUTEIbHas 00padoTKa
e (Co3naHue MPOTrHO3HBIX MOJIENEH
e [locTpoeHune aHATUTHYECKUX MOJIENEH IS TIOIICPKKU OM3HEC-PEIICHHIA

Ponp 2: MLOps (Cnenuanuct no sxcniayaranuu UN)
3agaun:

e DevOps ms ML

e ABTomaruzaius, MOHUTOpUHT ML-cucrem



e OrnepaliOHHOE YIpaBJIEHUE )KU3HEHHBIM HIUKIOM ML-Mozneneit

Ponp 3: AI PM (Menexxep npoextos UN)

3anauu:
e Vmpasinenue NM-npoekTamMu OT UlIeH 10 BHEAPECHUS
e AnHanu3 Ou3Hec-TpeOOBaHMI U TIOCTAHOBKA 3a7a4
e Ouenka 3¢pdexruBHoctr U ROI NU-pemenmii

1.5 IlepeuyeHb MIaHMpPYeMBbIX pe3y/JbTATOB O0y4eHHUs] MO JMCHHUILIMHE (MOAYJIIO),
COOTHECEHHBIX € IVIAHNPYEeMBbIMH Pe3y/JbTATAMH OCBOEHHS 00pa30BaTeIbHON MPOrpaMMbl

N3yuenne paHHOW y4yeOHOW MUCHMIUIMHBI HAmpaBiIeHO Ha (QOpMUpPOBAHUE Y
oOyuaroumxcs CaeayoIX KOMIETeHINH:

YK-3 Cnocoben ocyuwjecmename coyuanbHoe 3aUMOo0eiicmeue u peaiu3o6bléams 600
DOJ1b 8 KOmamnoe
YK-3.1 [ToHnMaeT OCHOBHBIE ACTIEKTHI MEKIMYHOCTHBIX M TPYMIOBBIX KOMMYHUKAIIHH;

co0JTI0/1aeT HOPMBI U YCTAHOBJICHHBIE TIPaBuUJIa MOBEJICHUS B OPraHU3aIlun
3HaeT MOXO/IbI K JINICPCTBY/ IeTIETHPOBAHUIO.

YMeeT ynpaBisiTh KOMaH/I0M B HHIIUJEHT-CLICHAPHSX.

Brageet myOau9yHOM 3aIIUTON ¢ TEXHHUKO-PUCKOBBIM 000CHOBAHHEM.

IIK-4 Cnocoben nnanuposams Heo0X00uUMble pecypcbl U IMAnsvl 6bINOJIHEHU PAOOm 6
odracmu uHGOPMayUOHHO-KOMMYHUKAUUOHHBIX MEXHOI02UIL, COCABIAMb
coomeemcmeyoujue mexuuyecKkue ONUCAHUA U UHCMPYKYUU

[1K-4.1 Hcnons3yeT coBpeMeHHBIE HHCTPYMEHTAIIbHBIC CPEICTBA pa3pabOTKu 0a3 TaHHBIX,
MIPUKJIATHOTO POTPaMMHOTO 00ECTIEYeHHS U CUCTEM Pa3IMYHOTO
(YHKIIMOHATILHOTO Ha3HAYEHUS
3naeT ocHOBBI DevSecOps-110/1x0/1a pu BEIOOPE HHCTPYMEHTATIBHBIX CPE/ICTB.
YMeeT UHTerpupoBaTh UHCTPYMEHTHI CTATHUECKOTO U IMHAMUYECKOTO aHaIHn3a B
mporiecc pa3paboTKH.

BiageeT HacTpoiiKoi aBTOMaTU3UPOBAHHBIX MAKUIIIAHHOB I 00CCIICUCHHS
6e3omacHocTH 1 kayectBa [10.

[1K-4.2 [IpumensieT coBpeMeHHbIE TPUEMbl PabOThl C HHCTPYMEHTAIBHBIMU CPEJICTBaAMHU,
MOJIEP>KUBAIOIIMMU CO3/IaHUE IPOTPAMMHBIX MPOTYKTOB U MPOrPAMMHBIX
KOMILJIEKCOB Ha 0a3e sS3bIKOB MPOTpaMMUpPOBaHus, 0a3 TaHHBIX U ITAKETOB
MPUKJIAIHBIX IPOrpaMM
3naet Tonkoctu KpuntokoHpuroB TLS/SSH u supply-chain pucku.

YmeeT nucath coOcTBeHHBIE MpaBmiia Semgrep/IDS.
Bnageer noctpoenueM «kpacHoit iuaun» B Cl ¢ SLA Ha ucnpaBieHus.

I1K-4.3 Crioco0eH UCrnoap30BaTh METOAbI APPEKTUBHOTO YIIPABICHUS KOMAaHION MIPH
pa3paboTke, BHEAPEHUH U COIIPOBOKICHUH MPOTPAMMHBIX ITPOTYKTOB
3HaeT npakTHKH policy-as-code.

YMeer BHEAPATh PUCK-OPUEHTUPOBAHHOE MJIAHUPOBAHUE PEITU30B.
Brnaneer nactpoiikoit security-gates u KPI mporiecca.

SS-1 Cnocooen ocywyecmenamso c6010 mpyoosyro 0eamenbHoCHb ¢ YUemom
onpedenenusn Koppekmnou poau HH ¢ paznuunvix npoyeccax, Kpumuieckozo
ananu3a nocieocmeuii npumenenus HH-mexunonozuil, ImuyecKkux nPUHYUNOE

SS-1.1 Ornpezenser LEeHHOCTHBIE NPENOChUIKH, KOTHUTUBHBIE UCKAKEHUSI, KyJIbTYPHO-
00yCIOBJICHHBIE MPEAB3ATOCTH B JaHHBIX, alTOPUTMAX, TOCTaHOBKE 3a1au st M.
CaMOCTOATENHHO aHATM3UPYET 00YYAOIIYIO BEIOOPKY Ha MPEIMET
penpe3eHTaTUBHOCTH, BO3MOKHBIX UCKaXKEHUH, CKPBITBIX MPEAB3SITOCTEMH.
COOTHOCHUT TEXHUYECKUE XaPAKTEPUCTUKU MOJEIIN C MOTEHIIMATbHBIMHU PUCKaMU €€
MPUMEHEHHUs (HarpuMep, HU3Kasi yCTOMYMBOCTh K IIIYMY — PUCK B MEIUIIUHCKON



SS-3

SS-3.1

LC-15

LC-1.3

ML-5 IT

ML-5.1

ML-5.2

ML-5.3

Al S-1 b

Al S-1.1

JTMAarHOCTHKE).

Cnocoben ocywecmenamsp c6010 mpyoosyro )YHKYUIo ¢ y4emom
HeonpeoeneHHOCMU KaK CYWHOCMHOU Yepmbl )YHKUUOHUDPOBAHUA
UCKYCCHEEHHO020 UHMEIIeKma

Y4uTeIBaeT B pab0Te KOTHUTUBHBIE NCKAKCHUS YETOBEKA U BBISIBIISICT
npeas3siToctu cucteMm MM, apryMeHTHPOBAHHO OLICHUBAET HAJC)KHOCTD JAHHBIX U
Bergayu MU

OcyIiecTBIIsSIeT PEryIsIpHYI0 PeICKCHIO CBOUX MBICITUTEIIBHBIX MTPAKTHK U
npakTuku padotel ¢ MU; ananu3upyer MHOKECTBEHHbBIE YPOBHH MOCIIEACTBUI
BHeapenus MU (TexHoIoTH4ecKuii, OpraHn3alioOHHbIN, HOPMATUBHBIHN, 3TUYECKUN);
dbopmymupyer crieHapuu BiausiHUS MU B cBoelt o0mactu u 3a e€ mpejenamu.
Cnocoben npoeooums ananus ousnec-npodiem ¢ OYeHKol nepcneKmueHoCmu
npumenenus HH ona ux pewenus, ocywiecmeiims nOCMAanosKy 3a0aqu
MAWUHHO20 00yueHnus, hopmynuposame mpedosanusa Kk cucmeme HH

['oTOBUT M BeeT TOKYMEHTHI JUIsl peaiu3alu NpoeKkToB B obmactu MU

OneHuBaeT TexHUYECKHE TpeOOBaHUS Ha OCHOBE (DOPMaIM30BaHHOM MOCTAHOBKU
Cnocoben pazpadbamuieams u (Uiu) nPUMEHAMb MEMOObl HOBLIUIEHUSA
ycmoutyugocmu, Hadexicnocmu, dezonacnocmu anzopummos MO

O060CHOBBIBAET CIOCOOBI M BAPUAHTHI MPUMEHEHHSI METOIOB TTOBBIIIICHHS
YCTOMYMBOCTH, HaJIEKHOCTH, Oe30macHocTy anroputMoB MO 3amadax VU,
BKJIIOUasi UX MpeoOpa3oBaHue U aJanTaluio K criennduke 3a1a4u

OO60CHOBBIBaET BHIOOP U MPUMEHEHNE METOI0B MOBBIIIIEHUSI YCTOWYUBOCTH U
HAJEKHOCTH MOJieiel ¢ yuéToM crielpuKH 3a7a4uu, BKIKOYAs aJanTaluio MoJenei
Y HCTIOJIB30BaHKE MOAX0A0B 00bsicauMoro UM u nosepernoro M. YuuteiBaer
PHUCKH aTaK U METOJIbl UX NPOTUBOACUCTBUS.

[IpumeHsieT MeToAbI MOBBIIIEHUS YCTOMYUBOCTH, HAJIS)KHOCTH, 0€3011aCHOCTH
anroputMoB MO 111 MpoBEPKHM pa3BeIOYHBIX TUIIOTE3 U MOATOTOBKH JAHHBIX K
MPUMEHEHHUIO COBPEMEHHBIX MeTo10B N

Hcnonb3yeT npoABUHYTHIE METOIbI T000YUIEHHsI MOJIENIel P MOATOTOBKE JTaHHBIX,
MIPUMEHSIET METO/bI ITOBBIIIEHUS] YCTOMYMBOCTH MOJIENIEH K aTakaM U UCKaKEHUSIM
JAHHBIX

OueHuBaeT pe3ynbTaTUBHOCTh IPUMEHEHNS METOI0B IMOBBIIIEHUSI YCTOMYUBOCTH,
HaJEeKHOCTH, Oe3onacHoCcTH anroputMoB MO B 3anagax U Ha ocHOBe
COIIOCTABJICHUS C aHAJIOTaMU

[IpoBOIUT KOMILJIEKCHBIHM aHATN3 Pe3yJIbTATUBHOCTH C YUETOM OOBSICHUMOCTH
MO/IeNIeH, yCTOMUMBOCTHU K aTakaM, UCIOJIb3yeT MeTO bl JoBepeHHoro MU ais
OLICHKHU.

Cnocooen ynpagname puckamu ¢ pazpaoomxe cucmem UH, evicmpausams
ynpaenenue 6ezonacuocmuio HU 6 komnanuu c yuemom smuxu HH

BrrsaBisieT 1 MmoaenupyeT yrpo3sl Ha BCEM )kU3HEHHOM Lukie M -cucrem,
OLICHUBAET U IPUOPUTUZUPYET PUCKHU

[Tonumaet ocHOBHBIE KaTeropuu puckoB u atak Ha MU (data poisoning, model
stealing, evasion). [Ipumenser Tunossie Mmetoauku (STRIDE, MITRE ATLAS) no
rotoBbIM mabioHam. Caenyet B pabote I'OCT P ISO/IEC 27005-2010; ITHCT 836-
2023 «MU. dyaknuonanbHas 6e3omnacHocTb»; Metoauku @CTIK mo orenke yrpos
(2024); 3naet mexayHapoansie (ppeiimBopku u ctanaaptsl NIST AI RMF 1.0;
ISO/IEC 27005 (risk); MITRE ATLAS; STRIDE/PASTA.

2. CTpyKTYypa H coAepKaHUe IUCHUIIHHbI
2.1 PacnipeaesieHne TPyA0EMKOCTH AMCUMIIMHBI IO BHAaM padoT



OOmast Tpygo€MKOCTh ITUCHMIUIMHBI cocTtaBisier 3 3a4. en. (108 wacoB), wux
acrpeieNieHue 1o BUAaM paboT MPECTaBICHO B TAOIHUIIE
CemecTpsl
Bua yueOHo#i paGoThl Beero (4ach)
4acoB 7
KonTakTHas padora, B TOM 4ucJje: 52,3 52,3
AyauTOpHBbIE 3aHATHSA (BCEro): 50 50
3aHATHS JTEKIIMOHHOTO TUTIA 16 16
JlabopaTopHble 3aHITHS 34 34
3aHATHS] CEMUHAPCKOTO TUIA (CEMUHAPBI,
MIPaKTUYECKHUE 3aHSTHSI)
HNuas koHTakTHas padora: 2,3 2,3
KonTposas camoctoarensHoi padotsl (KCP) 4 4
[Tpomexxyrounas arrecranus (MKP) 0,3 0,3
CamocrosiTeJibHast paboTa, B TOM YHUCJIE: 20 20
KypcoBast pabota
BrinonHenne nHANBUyaTbHBIX 3aaHUI 20 20
Pedepar
[ToaroToBka K TeKymemy KOHTPOJIIO
KoHTpoJib: 35,7 35,7
IToaroToBKa K 9K3aMeHY 35,7 35,7
qac. 108 108
B TOM 4YHcJIe
OO0masi Tpy10€eMKOCTh KOHTAKTHasi 52,3 52,3
padora
3a4. eI. 3 3

2.2 CTpyKTYypa QM CHUTIIAHBI

Pacnpenencnue BuaoB yueOHOM pabOThI M KX TPYAOEMKOCTH IO pa3/ieiaM JUCIUTLIAHBIL.
Paznenbl (TeMbl) AUCIUTUIMHBI, H3y9aeMbI€ B / CEMECTpe

KonunuyecrBo yacos

Bueayn
Ne HaunmenoBanne pa3jesnos (Tem) Beero AynuTopHasi padora HT(;IpHa
padora
J 113 JIP CPC
1 2 3 4 5 6 7
1. | Ocunossl Ub u ympaBneHnue pruckamu 22 5 11 6
2 bezonacunocts [10, nndpactpykrypsl 1 o0naka 22 5 11 6
Beszonacnocts MM-cucrem, yat-60otoB, LLM u 24 6 12 6
3.
RAG
HUTOI'O no pa3agenam AMCOMIIMHBI 68 16 34 18
KonTpons camoctoarensHoii pabotsl (KCP) 4
ITpomexxyrounas arrectrauus (MKP) 0,3
IToAroToBKa K TEKYIIEMY KOHTPOJIIO 35,7
OO0masi TpyA0eMKOCTh 1O IMCHUILIHHE 108

Hpumeuanue: JI — nexyuu, 113 — npaxmuueckue saumamus/cemunapul, JIP — nabopamopusie saumamus, CPC —

camocmosamenvHas paboma cmyoeHma

2.3 Coneprxanue pa3iesioB (TeM) THCHUNTHHBI




2.3.1 3auaTuda JeKINOHHOr0 THIIA

®opma
Ne HaumenoBanue pa3jeJia (TeMbl) Conep:xanue pa3zjiea (TeMbl) TEKYLIEero
KOHTPOJISI
1 2 3 4
Ocnossl Ub u ynpaBnenue Beenenue B Ub: nenu, 3agauu, yrpo3sl, JIP
1. | puckamu CTaHJApPTHl U PUCK-OPUEHTUPOBAHHBIN
MOJXO/.
Ocnossl Ub u ynpasiienue Kpunrorpadust s naxenepa: JIP
o | puckamu Xem-(yHKITUH, TTOIHCH,
CUMMETPUYHOE/aCHMMETPHYHOE
mmdposanue, TLS.
Ocnossl Ub u ynpasnenue WNnentudukanus u ayreHTUPUKAIHS. JIP
3. | puckamu Kontpons nocryna. [lomutukn
0€30MacHOCTH.
bezonacuocts 110, ApxuTekTypa 6€30MacHbIX ceTel, JIP
4. | unpacTpyKTypsl U oOnaKa cermenrauus, IDS/IPS, xypuanupoBanue u
MOHUTOPHHT.
bezonacuocts I10, besonacnas pazpabotka [10: Secure SDLC, JIP
5. | uHpPACTPYKTYypHI U 0bOJaKa SAST/DAST, ananu3 3aBUCUMOCTEHH,
CEKPETOB.
bezomacuocts 110, Ob6nayHasi/koHTelHepHas 6€30MacHOCTb U JIP
6. | uHMPACTPYKTYpPHI U 00JIaKa DevSecOps: 1AM, nonutika o0pa3oB u
KJ1acTepa.
besonacuocts MN-cucteMm, VYrpossl LLM u yar-601o0B: jailbreak, JIP
7. | war-60T0B, LLM 1 RAG prompt-injection, insecure output handling.
0630p OWASP LLM Top-10.
besonacuocts MN-cucteMm, RAG: apxurexTypa 1 yrpo3sl — poisoning, JIP
8. | war-6otoB, LLM u RAG JUKaMMUHT, YT€UKH; 3al[iTa UCTOYHUKOB U
BekTOpHBIX b/l; Bepubukamms urar.
be3zonacnocts UM-cuctem, MonenupoBanue yrpo3 jisi M1-cepBucos: JIP
9. | yar-6otoB, LLM u RAG STRIDE/LINDDUN, periamMeHTbI OTBETOB,
3alpeT OMACHBIX JTEHCTBHIL.
be3zonacnocts UM-cucrem, ®peliMBOpKHU yrpaBiaeHus puckamu UIN: JIP
10. | yar-60toB, LLM u RAG NIST Al RMF 1.0, ISO/IEC 23894,
COOTBETCTBHUE U Ay/HUT.
beszomacnoctes UM-cucrem, CounanbHbIe ¥ 3STUYECKHUE ACTIEKTHI JIP
11. | vat-60T0B, LLM 1 RAG NH-6e30macHOCTH: IPEAB3SITOCTH, 3alTUTa
paB ¥ CBOOO/I, MPUBATHOCTb.
bezonacnocte MU-cucrem, IIpakTuka pearnpoBaHus U paccieJOBaHUN JIP
12 yar-60otoB, LLM u RAG WHIUIEHTOB (B T.4. 1yt M -cepBuCOB):
YKypHAJIbI, TPACCHPOBKA,
BOCIIPOM3BOJJUMOCTb, OTYETHOCTb.

Hpumeuanue: JIP — omuem/3awuma nabopamopnoti pabomei, KII — evinonnenue Kypcogozo npoexma, KP —
Kypcosoti pabomel, PI'3 — pacuemno-epagpuuecxozo 3aoanus, P — nanucanue pegpepama, 3 — scce, K — xonnoxeuym,
T — mecmuposanue, P3 — pewenue 3a0ay.

2.3.2 3aHATHA CEMHUHAPCKOI0 THIIA

He npegycMoTpeHsl.

2.3.3 JlabopaTopHble 3aHATHSA




®opma
Ne HaumenoBanue pa3jeJia (TeMbl) HaumenoBanue 1a60paTOpHBIX padoT TEKYLIero
KOHTPOJISI
1 2 3 4
1. Ocnosbl Ub u ynpaBnenue [Tonutrka 6€30MaCHOCTH OpPraHU3aINK: JIP
puckamu MOJIeNb yrpo3, 0a30BbIE MEPHI, peecTp
PHUCKOB.
2. Ocnossl Ub u ynpasienue KpunronpuMurussl: JIP
puckamu xem/moanuck/mudposanne, TLS-konpur
cepBepa, aHalIu3 cepTudukara.
3. Ocnossl Ub u ynpasienue AyTteHTH(UKaIUA ¥ KOHTPOJIb AOCTYIA: JIP
pUCKAMH npoekt RBAC/ABAC, MFA, cekpeTsbl.
4. Ocnossl Ub u ynpasnenue Jlorn 1 MOHUTOPHHT: HACTPOKKA )KypHAIOB, | JIP
pUCKaMH pazbop apTedakToB WHIIUJEHTOB.
5. | bezonacnocrts I10, Hactpoiika mexcereBoro skpana u IDS JIP
HH(PpaCTPYKTYpHI U 00JIaKa (Suricata/Zeek): 6a3oBbie CUTHATYPHI U
aJIepTHI.
6. | bezomacuocts I10, SAST/DAST: nactpoiika JIP
nH(ppacTpyKTypsl U obaKa ZAP/Semgrep/Trivy, aHanu3 ys3BUMOCTeN
BEO-NPUIIOKEHHUSL.
7. be3zomacnocts 110, KonteitHepHas 6€30MacHOCTh: MOJTUTHKA JIP
nH(ppacTpyKTypsl U obaKa 00pa3oB, CKAHUPOBAHUE, CEKPETHI,
PSA/PSP.
8. Beszomnacnocts 110, Oo0maunas Oe3omacHocTh: IAM-nonutuky, | JIP
nHPpacTPyKTYypsI B 0OIaKa cermeHTanus, 6azosas KMS/mmdpoBanue.
9. bezonacuocts MU-cuctem, OWASP LLM Top-10 (LLM0O1-LLMO04): JIP
gaT-60TOB, LLM 1 RAG MojenupoBanue u ¢pukcarus 3GpHeKToB,
pa3paboTKa KOHTpMED.
10. | besomacuocts MU-cuctem, Prompt-injection u jailbreak: mocTaHoBKa JIP
gaT-60TOB, LLM 1 RAG SKCIIEPUMEHTOB, METPUKH yCII€Xa aTaKu,
KaHapeeuHbIe MPOBEPKH.
11. | besomacHocts MU-cuctem, RAG-poisoning 1 ;JpkaMMUHT: aTakKd Ha JIP
yaT-60TOB, LLM 1 RAG uHJEKC/BeKTOpHYIO BbJl; dunbTpanus u
POBEPKA UCTOYHUKOB.
12. | besomacuocts MU-cuctem, Structured/guarded prompting u JIP
yaT-60TOB, LLM 1 RAG «HEUCIIOJHSIEMBbIE» MHCTPYMEHTHI: 3allluTa
OoT completion-aTax.
13. | bezomacuocts MU-cucrem, LLM B Ge30macCHOM OKPYKEHUU: ayuT, JIP
yar-60toB, LLM u RAG TPacCUpPOBKA, OTPAHUYEHUS TOKEHOB,
KOHTPOJIb crouMocTd 1 model-DoS.
14. | besonacuocts UM-cuctem, Threat-modeling nns M-cepBuca: JIP
yar-6otoB, LLM u RAG STRIDE/LINDDUN; yrpo3bl/KOHTPMEpHI;
yek-1ucT cootBercTBusi NIST Al RMF 1.0.
15. | be3zonacnocts NU-cuctem, SOC-npakTuKyM: IpaBuiIa KOPPEALUH, JIP
yar-601oB, LLM 1 RAG aJIepThl, MHIMIEHT-penopT no LLM-6oTy.
16. | besonacuocts UM -crucTeMm, Urorosas JIP/munu-npoext: 3amuménnpii | JIP
yar-601oB, LLM 1 RAG RAG-uat-00T ¢ QpunpTparueil KOHTEHTa,
BeprUKaIuel IUTAT U )KypHATHUPOBAHUEM.

Ipumeuanue: JIP — omuem/3awuma nabopamopHoii pabomel, KII — evinoanenue xypcogozo npoexma, KP —
Kypcoeoti pabomul, PI'3 — pacuemno-epaguueckoeo 3adanus, P — nanucanue pepepama, 3 — scce, K — konnokeuym,
T — mecmuposanue, P3 — pewenue 3a0au.



2.3.4 IIlpumepHasi TeMaTHKa KypCOBBIX padoT (IIPOEKTOB)
KypcoBas paGora He mpenycMoTpeHa. B kauecTBe NpoekTa Ha 3K3aMEH CTYICHTBI
BBITOJIHAIOT IPOEKT 10 WH(OPMAIIMOHHOM 0€301MacHOCTH 10 KeHCY MHYCTPUAIBHOTO MapTHEPA.

2.4 TlepevyeHb y4eOHO-METOAMYECKOTO ODecTedeH s I CAMOCTOSITEIbHOH PadoThI
00yYaIOUIMXCS 10 TUCHUHILTHHE (MOLYJII0)

[lepeuenp yueOHO-METOIMYECKOTO 00ECTICUEHMS] TUCIIUTLINHBI
Ne Bun CPC TI0 BBITIOJTHEHUIO CAMOCTOSITEIbHON paboThI
1 2 3
1 |U3yuenue Metonuyeckre yKazaHHs IO OpraHM3allMi CaMOCTOSITENIbHOMN
TEOPETUYECKOTO paboThl CTYJICHTOB, YTBEPK/IEHHBIE Ka(eIpoil BHIUUCIUTEIbHBIX
Marepuana TexHOoJI0TuH, mpoTokoJ Ne7 ot 07.05.2025
2 Pemenue 3amau Meroanueckue yKa3zaHHs 1O OpraHU3aldd CaMOCTOSITEIbHOMU
paboThl CTYJICHTOB, YTBEPKIECHHbIE Kapenapoil BHIUNCIUTEIbHBIX
TeXHOJIOTu, poTokoJ Ne7 ot 07.05.2025

Y4eOHO-METOMYECKHE MaTepuaibl I CaMOCTOATEIBbHON paboThl OOyJaroOmIMXcs W3
qKCJia MHBAIHJIOB U JIUI] C OTPaHUYCHHBIMH BO3MOXKHOCTSIMU 3710poBbs (OB3) npenocrapistores
B (popmax, alanTUPOBAHHBIX K OTPAHHYEHUSAM HX 37IOPOBBS M BOCIIPUATHS HH()OPMAIIHH:

JJIst AT ¢ HApYIICHUSIME 3PCHHUS

— B ITIeYaTHOU (popMe yBEIIMUECHHBIM HIPUPTOM,

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA,

— B popme aynuodaiina,

— B IeyaTHOM opmMe Ha s3bike bpaiis.

JIyig 11 ¢ HapyIIEHUSMH CIyXa:

— B IIe4aTHOM opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jljig 11 ¢ HapyIIeHUSMH OTIOPHO-BUTATENILHOTO anmnapara:

— B IIe4aTHOU opme,

— B (hopMe 3IIEKTPOHHOTO JOKYMEHTA,

— B popme ayamodaiina.

JlaHHBIN TepevyeHb MOXKET OBITh KOHKPETU3HPOBAaH B 3aBUCUMOCTH OT KOHTHMHI€HTA
oOyuaromuxcs.

3. O6pa3oBare/ibHbIE TEXHOJIOTHU
B cootBetcTBuM ¢ TpeboBanusmMu GI'OC B mporpamMmMa TUCIUIUTMHEI TPEAYCMaTPUBACT
UCIIOJIb30BAHUE B yI€OHOM IPOIIECCE CIEAYIOIUX 00pa30BaTeIbHbIC TEXHOJIOTUU: YTCHUE
JIEKIUH C UCTIOJIb30BAHUEM MYJIbTHMEANNHBIX TEXHOJIOTHIT; METOI MAJIBIX TPYIII, pa3doop
MPAKTUYECKUX 3a/1a4 U KEHCOB.

ITpu oOyueHHnH UCTIOIB3YIOTCS CIeNyIONe 00pa30BaTeIbHbIE TEXHOJIOTHH:

1 TexHONOrMs KOMMYHHMKaTHBHOTO OOydeHHMs — HampasieHa Ha (OopMHUpOBaHUE
KOMMYHUKAaTUBHON KOMIIETEHTHOCTH CTYJ€HTOB, KOTOPas sIBJIsieTCsl 6a30BOM, HEOOXOIMMOMN IS
aJlanTalyi K COBPEMEHHBIM YCIOBHSAM MEXKYJIBTYPHOH KOMMYHHUKAIIHH.

2 TexHonorus pa3sHOYpoBHEBOTO (Au(p(depeHIUPOBaHHOT0) OOyYeHHsI — MpeArnoJaraer
OCYIIECTBIICHHE TO3HABATEILHONW NEATENPHOCTH CTYACHTOB C YYETOM HMX HHAMBHIYaIbHBIX
CMOCOOHOCTEH, BO3MOXKHOCTEH M WHTEPECOB, IMOOIIPSS UX PEaM30BBIBATH CBOIM TBOpUECKUH
noreniuan. Co3aHue M HCHOJIb30BAHUE JTUATHOCTHYECKUX TECTOB SIBIISETCS HEOTHEMIIEMOM
YaCThIO JAHHOM TEXHOJIOTHH.



3 TexHonorus MOIYIBHOTO OOydeHUs — TIpeaycMaTpuBaeT JEJICHUE COAEpKaHUs
JUCUMIUIMHBL HA JIOCTaTOYHO ABTOHOMHBIE pa3ieibl (MOAYIH), WHTETPHUPOBAHHBIE B OOMIMN
Kypc.

4  HudopmannonHo-koMmyHuKanuonusle TexuHojorun (MKT) — pacmmpsior pamku
00pa30BaTEJILHOTO IPOILIECCa, MOBBIIMIAS €ro MPAaKTHUECKYI HAIpPaBIEHHOCTb, CIIOCOOCTBYIOT
MHTCHCU(UKAIIMH CAMOCTOATENBHON pabOThl ydYalIMXCs W TOBBIIICHUIO T03HABATEIBHON
aktuBHOCTH. B pamkax UKT Beiaenstorcs 2 Buaa TEXHOIOTH:

5 TexHoyorHsl HCIOJIB30BAHUSI KOMIIBIOTEPHBIX HpOrpaMM — IM03BOJSET 3((HEKTUBHO
JIOTIOJTHUTB MPOLECC 00YUEHHUSI SI3bIKY HA BCEX YPOBHSX.
6 VIHTepHET-TEeXHOJOTUH — TMPENOCTABISIIOT IIMPOKHE BO3MOXKHOCTH ISl TIOMCKA

nH(popMannH, pa3padOTKH HAYIHBIX MIPOSKTOB, BEICHUS HAYYHBIX UCCIICIOBAHUH.

7 TexHoyioTHsl WHAMBUIyATU3allMH OOYYEHUS — TIOMOTAeT pPEaTH30BBIBATH JIMYHOCTHO-
OPUEHTHUPOBAHHBIA TOJXOJ, YYUTHIBAS WHIAWBHAYAJIbHBIC OCOOCHHOCTH U TOTPEOHOCTH
YUaIIHAXCS.

8 IlpoexkTHas TEXHOJOTHS — OpPHUEHTUPOBAHA HA MOJCIMPOBAHUE  COIHMAIHHOTO
B3aMMOJICHCTBHS y4aIIUXCS C MENbI0 PEIIeHHus 3aJadd, KOTopas OMIpEeNeNsIeTcsl B paMKax
npoheccHoOHATFHON TIOJATOTOBKH, BBIAETSS Ty WIM HHYIO IPEMETHYIO 00J1acTh.

9 TexHonorus oOy4eHHsT B COTPYAHWYECTBE — pEANM3yeT HICI0 B3aMMHOTO OOYyYeHHS,
OCYIIECTBJISAST KaK WHIAWBUAYAJIBHYIO, TaK W KOJUICKTUBHYIO OTBETCTBCHHOCTh 3a pEIICHUE
y4eOHBIX 3a/a4.

10 WrpoBasi TEXHOJIOTHS — ITO3BOJISIET Pa3BHBATh HABBIKK PACCMOTPEHUS Psjia BO3MOMXKHBIX
Coco0O0B penieHus MpoOiIeM, aKTUBU3UPYSI MBIIUICHUE CTYACHTOB W PAcKpbIBasi JTMYHOCTHBIN
MOTEHINAJ KQKJIOTO yJaIerocs.

11 TexHonorus pa3BUTUS KPUTHYECKOTO MBINUICHUS — CIOCOOCTBYeT (HOpMUPOBAHUIO
Pa3HOCTOPOHHEN JIMYHOCTH, CIOCOOHOM KpPUTHUYECKH OTHOCUTHCA K HH(OpMAalUU, YMEHHIO
oTOMpaTh MH(POPMAITHIO IS PEIICHUSI IOCTABIICHHOM 3a1a4H.

KowmmnekcHoe ucmnonbp3oBaHHe B y4eOHOM MpOIECCE€ BCEX BBIIMICHA3BAHHBIX TEXHOJIOTHMA
CTUMYJIHUPYIOT JUYHOCTHYIO, WHTEUIEKTYaJlbHYI0 aKTUBHOCTb, Ppa3BHBAIOT I103HABAaTEJIbHbIC
MPOIIECChI, CHOCOOCTBYIOT (OPMHPOBAHUIO KOMIETCHIIMH, KOTOPHIMH JOJKEH 00J1anaTh
OyIyIIUNA CIICIIHAIINCT.

OcHoBHbIE BUIbl HHTEPAKTUBHBIX 00pa30BaTeNIbHBIX TEXHOJIOTHI BKIIIOYAIOT B ce0sl:

12 pabota B ManbIx rpynmnax (KOMaHIE) — COBMECTHasl JIEATEIbHOCTh CTYJCHTOB B TPYIIIE
M0/l PYKOBOJCTBOM JIMZEpa, HallpaBJICHHAs Ha pelieHue oOIed 3ajayu MyTéM TBOPYECKOTO
CIIOEHHSI PEe3y/IbTaTOB UHIMBUIYAIbHONU paOOThl YJICHOB KOMAH/IbI C ACJICHUEM MOJHOMOYHUI U
OTBETCTBEHHOCTH;

13 mpoekTHas TEXHOJIOTUS — UHAMBUAYaJIbHAS WU KOJJIEKTUBHAS JESITEILHOCTH IO 0TOODY,
pacmpeieNieHUIo0 U CUCTeMAaTH3allui MaTepuaia 1o ONpeesieHHO TeMe, B pe3ylbTaTe KOTOPOon
COCTaBIISICTCS MPOCKT;

14 aHanu3 KOHKPETHBIX CUTYallMil — aHallu3 pealbHBIX MPOOIEMHBIX CUTYyallUd, UMEBIIUX
MECTO B COOTBETCTBYIOIIEH 00JIacTH MpodeccCHoHaIbHOM NeATENbHOCTH, U MOUCK BapUAHTOB
JIYYLIUX PELICHUM;

15 pa3BuTHE KPUTHYECKOTO MBIILIEHUSI — O0Opa3oBareibHasl AEATEIbHOCTh, HalpaBICHHAs
Ha pPa3BUTHE Y CTYJIEHTOB Pa3yMHOTO, Pe(IEKCHBHOTO MBIIIJIEHUS, CIIOCOOHOTO BBIABHHYTH
HOBBIE UJICH U YBUIETH HOBBIE BOZMOKHOCTH.

[Toaxon pa3dopa KOHKPETHBIX 3a7ad U CUTYallMid IUPOKO UCTOIb3YeTCs KaK MpenoaBaresiem,
TaK U CTyJI€HTaMH BO BpeMs JICKIIHA, Ta00paTOPHBIX 3aHATHI U aHAJHM3a Pe3yIbTaTOB
CaMOCTOSITENILHOM pabOThL. DTO 0OYCIOBIEHO TE€M, UTO MPH HCCIEAOBAHUN U PEIICHUH KaXKION
KOHKPETHOM 3a/1aui UMEEeTCsl, KaK MPaBUIIO0, HECKOJIBKO METOOB, a 3TO TpedyeT pazdopa u
OIICHKH II€JI0M COBOKYITHOCTH KOHKPETHBIX CUTYAIIH.



KOJIH4€eCTBO
Hcnoab3yeMble HHTEPAKTHBHbIE
Cemectp |Bua 3ansrus HHTEPAKTHBHBIX
o0pa3oBaTe/IbHbIC TEXHOJIOTMHU
4acoB
[IpakTuueckue 3aHATHSA B pEeKUMAX
4 JIP B3aMMOJICHCTBUS «IIPENOAABATENb — CTYIAEHT» U 16
«CTYJCHT — CTYJCHT»
4 J JlexIOHHbIE 3aHSTHS 34
Hroro 50

Ipumeuanue: JI — nexyuu, 13 — npaxmuueckue sawsamus/cemunapul, JIP — nabopamopusie samamus, CPC —
camocmosmenvras paboma cmyoenma

Tembl, 3a1aHUg U BOIPOCHI Ul CaMOCTOSITENbHOM paboThl MpHU3BaHbl CHOPMHUPOBATH
HaBbIKM MOHWCKa HMH(OpPMAalMM, YMEHHUS CaMOCTOSITENbHO PACHIMPATH W YIIyOJIsITh 3HAHUS,
MIOJTyYCHHBIE B XOJI€ JICKIIMOHHBIX U MPAKTHYECKUX 3aHSATHA.

[Toaxon pa3dbopa KOHKPETHBIX CUTyallUHd HIMPOKO MCIIOJIB3YETCSl KakK IpernojaBaTesieM,
TaK U CTyJI€HTaMH MPHU MPOBEACHUN aHAIN3a PE3yJIbTaTOB CaMOCTOSITEIbHOM pabOTHI.

JUisg Ui ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 370POBbS MPEIYCMOTPEHA OpraHu3alus
KOHCYJIbTAIMH C UCIOJIb30BAHUEM AJIEKTPOHHOM MOYTHI.

JIjis i1 ¢ HapyIIEHUSIMH 3pEHUS:

— B IIe4aTHOU Gopme yBeIMYEHHBIM HIPUPTOM,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

JInst man ¢ HapylmeHusIMM CITyXa:

— B IIe4aTHOU opme,

— B (JopMeE AIIEKTPOHHOT'O TOKYMEHTA.

Jlnis U1 ¢ HapyIeHUsIMM OTIOPHO-/IBUTaTEIbHOTO anmapara:

— B IIe4aTHOM opme,

— B (JopMeE AIIEKTPOHHOT'O TOKYMEHTA.

JUis I ¢ OrpaHUYEHHBIMH BO3MOXHOCTSIMM 370POBBSl MIPEIYCMOTPEHA OpraHHU3aLus
KOHCYJIbTAllMH € UCIOJIb30BAaHUEM HJIEKTPOHHOM MOYTHI.

JlaHHBIM TepeueHb MOXKET ObIThb KOHKPETH3HPOBAH B 3aBUCUMOCTH OT KOHTHHI'€HTA
00yJaronuxcs.

4. OneHOYHbIE U MeTOAUYECKHE MaTepHaJIbI

OueHouyHble CcpeAcTBA IS TEKYUIero KOHTPOJS YCIHEeBAeMOCTH M HPOMEKYTOUYHOM
aTTrecTaluu

OneHouHble CpeAcTBa IpeaHa3HaueHbl Ul KOHTPOJIS M OLEHKHM 0O0pa30BaTeNbHBIX
JOCTIDKEHUM 0OyJaroluxcs, OCBOMBIIMX IporpamMMmy Yy4eOHOW JMCLUIUIMHBI «Ha3BaHUE
JMCLUTUTHHBD.

OneHouHble CpeACTBA BKIKOYAET KOHTPOJBHBIE MAaTEPHUAIbl JJIsl IPOBEACHHUS TEKYyLIero
KOHTPOJIsl B (OpME OLIEHKHU JTa00PATOPHBIX paboT K MPOEKTa K IK3aMeHY.

OneHouHble CpeACcTBa Ul WHBAJIMAOB M JIMII C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU

3JI0pOBbsI BEIOUPAIOTCS C YUETOM UX MHAWBUIYAbHBIX MCUX0(U3NIECKUX OCOOCHHOCTEH.

— Npu HEOOXOAMMOCTH HHBAJIWAAM M JIMIAM C OTPaHUYEHHBIMH BO3MOXKHOCTSIMU

3J10pPOBbS ITPENOCTABIIAETCS AOMOJHUTEIBHOE BPEMs JUIsl IOATOTOBKHM OTBETA HA DK3AMEHE;

— IIpU TIPOBEICHUH MPOLIEYPhl OLICHUBAHUS PE3YIbTATOB 00YyUEHHsI HHBAINIOB U JIUI] C

OTPaHMYEHHBIMH BO3MOXHOCTSAMHU 3/I0POBbs NIPENYCMATPUBAETCSA MCIOJIb30BAHUE TEXHUYECKUX
CpeACTB, HEOOXOIUMBIX UM B CBSI3U C UX UHAUBUAYATbHBIMU 0COOEHHOCTIIMH;



— TP HEOOXOIUMOCTH ISl 0OYJAIOIIUXCSl ¢ OTPAaHUYCHHBIMUA BO3MOKHOCTSIMH 37I0POBbS
U UHBAIMAOB TMpPOIEAypa OLEHHBAHUS pPE3YJIbTaTOB OOYUEHHsS MO AUCHUIUIMHE MOXKET
MIPOBOJIUTHCS B HECKOJIBKO ITAIIOB.

[Ipouienypa oueHHBaHUs PE3yIbTaTOB OOYUYEHUS WHBAIMIOB U JIUI] C OTPAaHUYCHHBIMU
BO3MOJKHOCTSIMH 3/IOPOBBSl 110 JUCHMIUIMHE (MOJYJIO) TPEeNyCMaTpUBAET IPEIOCTABICHHUE
uHpopmanuu B (opmax, amanTUPOBAHHBIX K OTPAHMYCHHSIM WX 3I0POBBS U BOCHPUSTHS
UHpOpMAIIHH:

JUist U1 ¢ HApYIIEHUSIMUA 3PSHHS:

— B Ie4aTHOM (hopMe yBeTUUIEHHBIM MIPUPTOM,

— B OopMe AIIEKTPOHHOTO JIOKYMEHTA.

JInst AL ¢ HapyleHUs MM ClIyXa:

— B Ile4aTHOM opme,

— B JOopMe DIIEKTPOHHOTO JIOKYMEHTA.

JUi1st UL ¢ HapyIIEHUSIMHA OTIOPHO-/IBUTATEIBHOTO ammapara:

— B IIe4aTHOU opme,

— B JopMe DIIEKTPOHHOTO JIOKYMEHTA.

JlaHHBIA TIepedeHb MOXKET OBITh KOHKPETH3MPOBAH B 3aBUCHUMOCTH OT KOHTHHICHTA
00yJaronuxcs.

CTpyKTYypa OLIEHOYHBIX CPEICTB IS TeKYyleld U MPOMEKYTOYHOM aTTecTaluu

Ne Kontponupyemsie Kon xoHTponupyemoit Haumenosanue

n/ pa3zaensl (TeMbl) KOMIIETEHIIMH (WIH ee OLIEHOYHOI'O CpesiCTBa

Il JUCLUIUINHBI® 4acTH) Texymuii KOHTPOJIb ITpomexyroynas
aTTecTalys

1. | Ocuossr B n AIS-1.1; VK-1.2 JIP 1. [Tonumuxa -
yIpaBJICHUE PUCKAMHU besonacnocmu.
Modenb yepos,
bazoevle mepul,
peecmp puckos.
(omuém+3awuma)

2. | OcHoBsl b n OIIK-4.2; YK-1.2 JIP 2. -
YITPaBJIEHUE PUCKAMU Kpunmonpumumue
bl
Xeut/noonucv/uiugh
posanue;
TLS-xoughue;
aunanus
cepmuguxama.
(omuém-+zawuma)

3. | OcHoBel B u OIIK-4.2; AIS-1.1; | JIP3. -

yIIPaBJICHUE PUCKAMH VK-1.2 Aymenmugurayus
u docmyn: npoexm
RBAC/ABAC,
MFA, xpanenue
cexpemoe.
(omuém-+szawuma)

4. | OcHoBbl b u OIIK-4.2; AIS-1.2; | JIP4. Jloeu u -
yIpaBJIECHUE PUCKAMU VK-1.2 MOHUMOPUHE:
Hacmpouxa
JACYPHANIO8, pa3zbop
apmegaxkmos
UHYUOCHMA.
(omuém+zawuma)




5. | besomacuocts I10, OIIK-4.2; AIS-1.1 | JIPS.
UH(PACTPYKTYpHI U Mediccemesoti
o0aka oxpatn u IDS

(Suricata/Zeek):
bazosvie
cuenamypul u
anepmol.
(omuém+3auuma)

6. | Besomacuocts I10, OIIK-4.2; AIS-1.2; | JIP 6. SAST/DAST:
HHDPACTPYKTYPHI U OIIK-8.1; YK-1.2 ZAP/Semgrep/Trivy
o0Omaka ; aHanu3

yA38UMOcmell
8e0-NPUNOIICEHUSL.
(omuém+3awuma)

7. | Besomacnocts I10, OIIK-4.2; AIS-1.2 | JIP7.
UH(PaCTPYKTYpHI U Koumeiinepnas
o0Oaka bezonacHocmo:

ROAUMUKA 00pA308,
CKaHUposaHue,
cekpemol,
PSA/PSP.
(omuém+3awuma)

8. | besomacuocts I10, OIIK-4.2; AIS-1.2 | JIP 8. Obnaxko:
UHQPACTPYKTYPHI U IAM-nonumuxu,
o0Oyraka cecmenmayusl,

bazoeas
KMS/wmugposanue.
(omuém+3auuma)

9. | Be3omacHOCTh ML-5.1; Al S-1.1 JIP9. OWASP LLM
HHU-cuctem, Top-10 (LLMO1-
yar-60TOB, LLM N LLMO4):

RAG Mooenuposanue
aghghexmos,
KOHMPMEDDI.
(omuém+3awuma)

10. | Be3omacHOCTb ML-5.1; AI S-1.1 JIP 10.
HNH-cucrem, Prompt-injection u
yar-001OB, LLM 1 jailbreak:

RAG 9KCHepuMenmul,
Mempuxu,
KaHnapeeunvie
npoGEpPKU.
(omuém-+szawuma)

11. | Be3omacHOCTb ML-5.1; AIS-1.2; | JIP11.
HNU-cucrem, SS-1.1 RAG-poisoning/0axc
qaT-60TOB, LLM N1 AMMUHE: amaKu Ha
RAG UHOEKC/6eKMOPHYIO

B/I; punempayus
UCMOYHUKO8.
(omuém-+sawuma)

12. | Be3omacHOCTb ML-5.1; AI S-1.2 JIP12.
NH-cucrem, Guarded/structured
yar-6010B, LLM 1 prompting u
RAG KHEUCNOTIHSIEMble»

UHCMPYMEHMbL.

(omuém+zawuma)




13. | be3omacHOCTh ML-5.1; AL S-1.2; | JIP 13. Fezonacnoe | —
WH-cuctewm, OIIK-8.2 oxpyacenue LLM:
yar-60tos, LLM u ayoum,

RAG mpaccuposxa,
JUMUMDBL, 3auUma
om model-DoS.
(omuém+3awuma)

14. | Be3omacHOCTH AIS-1.1; AIS-1.2; |JIP14. -
NH-cucrem, OIIK-8.2; VK-1.2 Threat-modeling
4ar-601oB, LLM u ons MH-cepsuca
RAG STRIDE/LINDDU

N; uex-mucm NIST
Al RMF 1.0.
(omuém+3awuma)

15. | Be3omacHOCTH OIIK-4.2; AIS-1.1; | JIP15. -
NU-cucrewm, OIIK-8.2 SOC-npakmurym:
gar-6otoB, LLM 1 KOppenayusi
RAG cobvimuil, anepmul,

UHYUOEHM-Penopm
no LLM-60omy.
(omuém+unyuden
m-penopm,)

16. | be3omacHOCTH ML-5.1; AIS-1.1; | JIP 16. Hmozosas | Dxzamen:
NHN-cucrem, Al S-1.2; OIIK-4.2; Munu-JIP/munu-np | nucomennas wacme +
yaT-60TOB, LLM 1 OIIK-8.1; OIIK-8.2; | oekm. 3awuma
RAG VK-1.2 3AWUUEHHBLU MUHU-NPOEKMa

RAG-uam-60m (JIP-16)
(punempayus,

sepughuxayus

yumam,

JHCYPHATUPOBAHUE).
(Oemo+3awuma)

IToka3zaTeu, KpUTEPHH M MIKAJA OLEHKH C(POPMUPOBAHHBIX KOMIIETEH NI

COOTBETCTBUE

IHOoporoBoMy  YPOBHIO

OCBOCHU

KOMIIETEHIINI

TUTAHUPYEMBIM

pe3ysibTataM OOydeHHs U KPUTEPHUSIM MX OIICHUBAHUS (OI[CHKA: YIOBJIETBOPHTEIHLHO/324TEHO):

YK-1

OIIK-4

Cnocooen ocyuiecmeisimsb NOUCK, Kpumuqecmu? anaau3z u cunmes

uHgopmayuu, npumenaAmMb CUCMEMHBLIL NOOX00 0J15 peuleHUs ROCM AB/1eHHBIX

3a0au

Ocy1ecTBisieT HOUCK HE0OX0AMMOM HH(POPMALINH, ONTUPASICh HA PE3YJIbTAThI
aHaJIM3a MMOCTaBJICHHOW 3a1a4n
3HaeT 6a30BbIe HICTOYHUKH (CTaHIAPThI, JOKYMEHTAIIUH, HAYYHbIC 0a3bl),
MIPUHIIUATIBI CHCTEMHOTO TTOAX0/A.
YMmeet chopMynupoBaTh 3ampochl U 0A00paTh 1-2 peeBaHTHBIX UCTOUHHUKA
1oJ 3a71a4y, KpaTKO CBEPUTDH IOCTOBEPHOCTb.
Bnaneer 6azoBbiMu npuéMamu pukcanuu HaieHHOW HHPOpMauK (CIIUCOK
CCBIIIOK, BBITTUCKH).

Cnocooen Haxodumb, anaiusupoeamas, peailu3loevleamsb NPOCPAMMHO U

UCROIb306aMb HA NPAKMUKE Mamemamu4ecKue aji20pummsl, 6 mom qucie ¢
HpUMEHeHueMm COBPEMEHHBIX 6bIYUCTITUMENbHBIX CUCIEM

TecTupyeT 1 BHEIPSAET aIrOPUTMBI B pEaIbHBIE 33]1a4M, OLIEHUBAs UX TOYHOCTh
U IIPOU3BOIUTEIILHOCTD



OIIK-8

SS-1

ML-5

Al S-1

3HaeT Ha3HaYEHUE OCHOBHBIX anroputMos/cpeacts Wb (xem, moamnwuce,
mudpoBanne, ayrTeHTU(PUKALKSA, KOHTPOJIb TOCTYTIA).

YMeeT BHIIMOTHUTh MUHUMAJIbHBIE TECThI U HHTETPUPOBATH PEIICHUE B YI€OHBIN
CTEH/I.

Braneer 6a30BbIME HHCTPYMEHTAMHU TECTHPOBAHUS/CKAHUPOBAHUS

(pytestt OWASP ZAP/Semgrep/Trivy Ha ypoOBHE 3aITycKa 10 HHCTP YKI[HH).
Cnocooben ucnonvb3oeams 0CHO6bL NPABOEHIX 3HAHUIL 6 PAIUUHBIX Chepax
HCU3HeOeaAmeabHOCmU

Cobmro1aeT HOPMBI aBTOPCKOTO MTpaBa M JIMIEH3UPOBAHUS TIPH UCITOJIb30BAHUH
1 pa3pabOTKe MPOrpaMMHOTO 0OecTIeueHus

3naet tunsl gunen3uit (MIT/BSD/Apache/GPL) u o6mme 006s3aHHOCTH 110
YBEIOMIICHUSIM/ATPHO YITHH.

YMeeT BBISIBUTH JIMIIEH3UIO Y 3aBUCUMOCTEH U KOPPEKTHO COCTIAThCS B OTUETE.
Bianeer MmuanmanbabIME HacTpolikamu SCA/SBOM miisa pukcanmu TUIICH3UH.
[TornmaeT ropuauvecKie OCHOBBI KHOEPOE30MacCHOCTH U OTBETCTBEHHOCTH 32
HapyIIeHus B IUPPOBOH cpere

3nHaet 6a30BbIe MpaBoBbie TpeOoBaHus B chepe b/nepconanbHbIX
JTAHHBIX/MHIIUICHTOB.

YMeeT yka3aTh MpaBOBBIE PUCKH B YI€OHOM KEiCe U MPEIOKUTH MPOCTHIC
Mepbl (MUHUMU3ALUs JAHHBIX, YBEJIOMIICHHUS).

Braneer mabmonaMu 4eK-THCTOB COOTBETCTBHSI/MHIIUICHT-PETIOPTA.
Cnocoben ocywiecmenams ceoro mpyooeyro 0esamenbHOCHb ¢ YUenom
onpeoenenusn Koppekmuoiu poau MU ¢ paznuunslx npoyeccax, Kpumuuecko2o
ananu3a nociedcmeuii npumenenus UH-mexnonozuil, smuueckux
NPUHUUNOG

[Tonnmaert, yTO KauecTBO 0OyUaroIIei BHIOOPKH CYIIECTBEHHO ONpPEeseT
STHKO-COIMAJIbHBIE aCIeKTHl pyHKIHOHUpoBaHus NU.

MoxeT BBISIBUTh OUEBUIHBIE HECOOTBETCTBUS MeX Ay 3anauei s U u
oOyuatoieii BEIOOPKOH.

3HaeT BUJIbI IPEAB3ATOCTEN JaHHBIX M IOCTAHOBKY 3ajau.

YMeeT OTMETUTH SIBHBIE HECOOTBETCTBHS HAO0Opa JaHHBIX LIETISIM.

BrnazgeeT npocTeiMu IpOBEpKaMU Ha MEPEKOCHI BHIOOPKH/(POPMYITHPOBOK.
Cnocooen pazpabamuieams u (uiu) RPUMEHANb MENOObL NOGLIUIEHUA
ycmouiuugocmu, Haoexcrocmu, oesonacnocmu anzopummos MO
O060CHOBBIBAET BHIOOP M MPUMEHEHUE METOJIOB MOBBIIIEHNUS YCTOMYUBOCTU U
HAJIe)KHOCTH MoJiesiel ¢ y4ETOM celupuKy 3a/1a4u, BKIKOYast aJanTaliio
MOJIeJIe U UCTIOIb30BaHuE M01X0/10B 00bsicHumoro MU u nosepennoro M.
VY4uuThIBae€T PUCKH aTaK U METO/bI X IPOTUBOACUCTBHUSL.

Wcnonb3yeT npoABMHYTHIE METOABI J000YUEHUS MOJIENIEH MPU MOATOTOBKE
JAHHBIX, IPUMEHSIET METO bl OBBILIECHUS! YCTOMUYNBOCTH MOJIENIEH K aTakaM U
HCKa)KEHUSIM JaHHbIX

[IpoBOIUT KOMIJIEKCHBIN aHAINM3 PE3yJIbTaTUBHOCTH C YUETOM OOBSICHUMOCTHU
MojIeiel, yCTOMYMBOCTH K aTakam, UCIIOJIb3yeT MeTo1bl toBepeHHoro MU ans
OLICHKH.

3Haet TUNOBBIE aTaku (prompt-injection/jailbreak, poisoning) u 6a30Bbie MEpHI
(guardrails, punbTpanus).

YMeeT npuMeHUTh XOTs Obl OJIMH METO/I 3aIHUThI U IT0Ka3aTh €ro BIUSHUE Ha
puMepe.

Brnaneer npocreiinieit onenkoii apdexra (1o/mocne no 1-2 metpukam).
Cnocoben ynpasname puckamu ¢ pazpaoomke cucmem HH, evicmpaueamp



ynpaenenue dezonacnocmoio HHU ¢ komnanuu ¢ yuemom smuxu HH

3naet atamsl XK1 M-cuctem u tunst yrpo3 (Bkimrovas gt LLM/RAG).
VYmeer cocraButh ykpynHEHHBIH DFD 1 peectp puckos (severityxlikelihood).
Brnaneer ma6monom STRIDE/LINDDUN Ha 6a30BOM ypOBHE.

3naer Haznauenue NIST Al RMF 1.0 u ISO/IEC 23894:2023.

YmMmeet cooTHecTH MephI Kypea ¢ 1-2 paznenamu GppeiiMBOPKOB.

Braneer 3anomHeHnEM MpOCTOTO YEK-JTMCTA COOTBETCTBUS.

CootBercTBHE 0230BOMY YPOBHIO OCBOEHUSI KOMIIETEHUUH IUIAHUPYEMBIM pe3yJibTaTaM
0Oy4eHHsI U KPUTEPHUSIM UX OLICHUBAHHS (OIICHKA: XOPOII0/32a4TEHO)

YK-1

OIIK-4

OIIK-8

SS-1

Cnocoben ocywjecmenamep noucK, KpUmu4uecKuili anaaiu3 u cunmes ungopmayuu,
HPUMEHAMb CUCHEMHBLIL NOOX00 0/15 peuieHusl NOCMAB/IEHHBIX 3a0ay
OcymiecTBiseT MOUCK HEOO0X0oAMMOM HWH(GOpMaluu, ONUPasCh Ha PE3YyIbTATh
aHaJM3a MOCTaBJICHHOW 3aauu

3HaeT TUIBI ICTOYHUKOB U KPUTEPUHU UX KA4eCTBa; OCHOBBI TPACCUPYEMOCTH.
YMeeT cTpouTh CTpaTeruio IMoucka (omepaTopbl/CHHOHUMBI), MOAOUpaTh 3-5
KaueCTBEHHBIX UCTOYHHKOB, COTTOCTABIISATH MO3UIINH.

Brnageer mHCTpyMeHTamMu (UKCAlUM W IUTUPOBAHHS (aHHOTUPOBAHHBIM CIHCOK,
CCBIJIKM Ha CTaHJApThI/JA0KH).

Cnocoben naxoOumsv, aHATUZUPOBAMb, PeAIU30BLIGAMb NPOZPAMMHO U
UCNOIb308aMb HA NPAKMUKE MameMamuiecKue aazopummsl, 6 MOM Hucie ¢
npUMeHeHUEeM COBPEMEHHBIX GbIYUCTUMETbHBIX CUCHEM

Tectupyer u BHeApsSeT alrOpUTMbI B pealibHbIE 3a7adyu, OLEHUBAas UX TOYHOCTh U
MIPOU3BOIUTEIBHOCTD

3Haer METPUKHI KOPPEKTHOCTH/TIPOU3BOAUTEIHHOCTH U METOIUKU
AKCIIEPUMEHTAIBHON MTPOBEPKH.

YMeeT NpoeKTUpOBaTh M MPOBOJUTH TECThI/CKAaHUPOBAHUS; HHTEPIPETUPOBATH
OTYETHI HHCTPYMEHTOB.

Bnaneer Cl-npaktukamu BromroueHuss SAST/DAST/SCA u usmepenus sddexra
HCTIPABJICHUM.

Cnocoben ucnonv3oeams OCHO8bl NPABOGLIX 3HAHUIL 6 PA3IUYHBIX Chepax
JHcuzHeoeamenbHoCmu

CobmoiaeT HOPMBI aBTOPCKOTO TpaBa M JIMIIEH3UPOBAHUS MPU UCIOJIB30BAHUU U
pa3paboTke mporpaMMHOro oOecreueHus

3HaeT paznuyusg  KONWiIe(T/TIEPMUCCUBHBIX JIMIIEH3UH W TpeboBaHUsA K
notice/redistribution.

YMeeT BBISBIATH JHUIICH3UOHHBIE KOHQIMKTBI 3aBUCUMOCTEH M KOPPEKTHO HX
JOKYMEHTUPOBATb.

Bnaneer nactpoiikoii SCA/SBOM B maiinaiiHe W BEACHUEM peecTpa JIUICH3HUM
MIPOEKTA.

[ToHumaer mopuaMYECKHEe OCHOBBI KHOEpOE30MacHOCTH M OTBETCTBEHHOCTH 3a
HapylieHus B iuQpoBoii cpene

3naet kitoueBbie chepbl perynupoBanus Wb (mepconanbHble NaHHBIC, HHIIUICHTHI,
KPHUIITOCPEICTBA).

YMmeeT yBsI3pIBaTh TEXHUUECKHE MEPHI (JIOTHpOBaHUE, MU(PPOBAHUE, pa3TpaHUUYCHHE
JIOCTYTIa) C MPAaBOBBIMH 00s3aHHOCTSMHU.

Brnageer moAroToBKo# pa3ienoB MOMUTUKH/TIPOLIETYD A y4eOHOTO CepBHCa.
Cnocoben ocywiecmensamo Cc60l0 mMpyooeylo 0eAmeabHOCHb C  YUemom
onpeodenenusn koppekmuou poau HH ¢ paznuunvix npoyeccax, Kpumuueckozo
ananuza nocieocmeuit npumenenus HU-mexnono2uii, smuyeckux NPUHYUNOe
[Tonumaer, 4yTo KauecTBO 0Oydaroleil BHIOOPKU CYIECTBEHHO OMPEAETSET ITHKO-



ML-5

Al §-1

COLIMANbHBIE aCTIeKThl (pyHKIMOHUpoBanus NI.

Moer BBISIBUTH OYEBUAHBIE HECOOTBETCTBUSA MeExay 3anaded g MU u
oOyyaromieii BBIOOPKO.

3HaeT UCTOYHWKHM I[IEHHOCTHBIX TPEANOCHUIOK B JTAHHBIX/aTOPUTMAX M METPUKU
CIpaBeUTMBOCTU HA 0230BOM YpOBHE.

YMeeT MpoBOUTh CKPUHUHT JaTaceTa/TI0JICKa30K Ha SBHBIE MEPEKOCHI; MPeiararh
KOPPEKTHPOBKHU cOOpa/IpenporiecCuHra.

Biageer YEK-JIUCTaMU " mab10HaMu JOKYMEHTUPOBAHUS
MPEIOCHUIOK/OTpaHIYCHHH.

Cnocoben paszpadbamoieamv u (uiu) npUMEHAMb MEMOObl NOGLIUIEHUS
ycmoutuugocmu, Hadexcnocmu, de3onacnocmu aneopummos MO

OO6OCHOBBIBa€T BBHIOOP W TMPUMEHEHHE METOJOB IMOBBIIICHUS YCTOMYMBOCTH U
HaJISKHOCTH MOJIENIeH ¢ yIETOM crielu(PUKY 3a7aud, BKITIOUas alaliTalluio MOJIEeNen
¥ UCIOJIb30BaHUE MOIX00B 00BsichHumoro MU u moepernHoro UW. YuurteiBaer
PHUCKH aTaK ¥ METOJIbI UX MPOTUBOICUCTBUSI.

Hcnonws3yeT mpoIBUHYThIE METOIBI JOOOYUEHUSI MOJIEJICH MPU MOATOTOBKE TaHHBIX,
MIPUMEHSIET METO/IbI TIOBBIIIIEHUSI YCTOMUMBOCTU MOJIEJIEH K aTakaM M MCKaXEHUSIM
JTAHHBIX

[IpoBOANT KOMIUIEKCHBIM aHAW3 PE3YJIBTATHBHOCTH C YU4ETOM OOBSICHUMOCTH
MO/JIeNIeld, YCTOMYMBOCTH K aTakam, MCIOJIb3yeT MeToAbl AoBepeHHoro MU s
OTICHKH.

3HaeT TMOJXOJbI TOBBIMICHUS  YCTOWYMBOCTH  (ayrMEHTanuH, QUIbTpaIus
HMCTOYHUKOB, TPOBEPKA CCHUIOK, Canary-mpoBEPKH ).

Ymeer KoMOuMHUpOBaTH >2 Mepbl M OIEHHBAThb KOMIIPOMHUCC «TOYHOCTb-
0€30MacHOCThY.

Bnaneer MIPOTOKOJIOM OLICHUBAHUS «ao/mocie» c MUHHUMAJIbHON
BOCIPOU3BOIUMOCTBIO.

Cnocoben ynpasnams puckamu 6 pazpadomke cucmem HH, evicmpausamv
ynpaenenue dezonacnocmoto MU 6 komnanuu c yuemom smuxu UH

3naer Meroapl MozenupoBanus yrpo3 mis M (STRIDE/LINDDUN), Ttunossbie
cuenapuu atak Ha LLM/RAG.

YmMmeer coctaBisate DFD, maTpuily yrpo3/pucKOB ¢ MpUOpHUTH3AIMCH U 0a30BBIMH
KOHTPMEpaMH.

Biageer BeneHueM peectpa pucKOB M TPACCUPOBKOM «yIpo3a — Mepa — METPUKay.
3naet crpykrypy NIST Al RMF 1.0, npunamunsr ISO/IEC 23894:2023.

YMeeT Manmuth MNPaKTUKU Kypca K JoMeHaM (pelMBOpPKOB, TOTOBHTH
J0Ka3aTeNbHYIO 623y COOTBETCTBHUS.

Brnageer yek-nuctamu ayaurta u mabjioHaMy OTYETHOCTH.

CootBeTcTBHE HNPOABHHYTOMY VPOBHIO OCBOCHHSI KOMIICTEHIMH MJIAHHPYEMbIM
pe3ysibTataM OOydeHHs U KPUTEPHUSM MX OILICHUBAHUS (OI[CHKA: OTJMYHO/324TEHO):

VK-1

Cnocoben ocyuwjecmenamo noucK, KpUmu4uecKuili Anaaiu3 u cunmes uHgopmayuu,
HPUMEHAMb CUCIEMHBLIL NOOX00 0113 PeuleHUs NOCMABIEHHbIX 3a0ay
OcymecTBiseT MOUCK HEOOXoAWMON WHGOpPMAIMK, OMUPasCh Ha PE3YIbTAThI
aHaJIM3a IIOCTaBJIECHHON 3a1a4u

3HaeT MeTOAbl KPUTUYECKOW OILIEHKH J0Ka3aTeIbCTB U CHHTE3a PAa3HOTUITHBIX
HCTOYHUKOB.

YMeeT  BBICTpauWBaTh  CHCTEMAaTHYECKH  0030p  TEeMbBI,  COIMOCTABIISTH
CTaHJIaPTHI/UCCIIEIOBAHUS 1 000CHOBBIBATH BHIOOD.

Brnageer moJHBIM IUKIIOM TPAaCCHPYEMOCTH: OT TIOCTAHOBKH 3aJa4uu JI0 PEIICHHH ¢
HMCTOYHHUKAMHU U OTPAHUYEHUSMHU.



OIIK-4

OIIK-8

SS-1

ML-5

Cnocoben HaxoOumbv, aHATUIUPOBAMb, PEANAU30BLIGAMb NPOSPAMMHO U
UCNOIb306aMb HA NPAKMUKE MameMamuiecKue aazopummbvl, 6 MOM Hucie ¢
npuMeHeHueM COBPEMEHHBIX GbIUUCAUMEIbHBIX CUCHIEM

Tectupyer u BHEAPSET AITOPUTMBI B pealIbHBIC 3a7au, OICHUBAS WX TOYHOCTh U
MIPOU3BOIUTEIBHOCTD

3HaeT TOHKOCTH MPOM3BOJUTEIHHOCTHA/HAAEKHOCTH U METOJ0B MX BepU(UKAIIUU B
poJe.

YMeeT MpoeKTUPOBATh HKCIEPUMEHTHI, ABTOMATH3UPOBATh TECTUPOBAHHE W
WHTETPUPOBATH METPUKH B MOHUTOPHHT.

Bnageer mnpakrukamu DevSecOps st ycToiumBbeiX penm3oB (quality gates,
«KpacHas JTUHUS).

Cnocoben ucnonv3zoeams OCHO6bI NPABOGLIX 3HAHUIL 6 pPA3IUYHBIX cpepax
JHcuzHeoeamenpbHocmu

ColmroaeT HOPMBI aBTOPCKOTO TMpaBa W JIMIIEH3UPOBAHUS TIPU HCIIOIB30BAHUU U
pa3paboTKe MPOrpaMMHOTO 00eCTIeUeHUS

3HaeT IOPUINYECKUE HIOAHCHI COBMECTUMOCTH JIMIIEH3UH, TIEPEepacpOCTPAHECHUS U
JIEPUBATHUBOB.

Ymeer paspemiath JIMLIEH3UOHHBbIE KOJUIM3UM U O(QOPMIIATH KOPPEKTHOE
yBeaomieHne/NOTICE B penuzax.

Bnageer ynpasnenuem nuueHsusimu Ha ypoBHe CI/CD (mosmTuky OTKIOHEHHS,
oTuéTHOCTH SBOM).

[Tonnmaer ropuaAUYECKHE OCHOBBI KHOEpPOE30MacHOCTH M OTBETCTBEHHOCTH 3a
HapylieHus B 1UGpoBoii cpene

3HaeT B3aMMOICUCTBUE TEXHUUECKUX U MPaBOBBIX TpeboBanuii B b (siorupoBanue,
XpaHEHUE, PACKPBITUE UHIUICHTOB).

YMeeT npoeKTUpoBaTh MEPbl COOTBETCTBUS, YUUTHIBAIOLINE ApXUTEKTYpPY CEpBHCA U
PUCKU U1 CYOBEKTOB JaHHBIX.

Bnageer moAroToBKOW KOMIUIEKCHBIX MaTepHalOB  ayIuTa/KOMIUIaeHCa IS
y4eOHOTO Keiica.

Cnocoben ocywecmenams C6010 mMpPYoo8yIH) O0€AMENbHOCHb C  YUeHnoM
onpedenenusn Koppekmuoit ponu HU 6 paznuunvlx npoueccax, Kpumuueckozo
ananuza nocieocmeuii npumenenus HH-mexuonozuil, I)muyecKux nPUHYUNOE
[Tonumaer, 4yTOo KauecTBO 0Oydarolel BHIOOPKU CYILIECTBEHHO ONPEAEIseT ITHKO-
collMaNibHbIE acneKThl (pyHKImoHUpoBaHus M.

MoeT BBISIBUTH OYEBUAHBIE HECOOTBETCTBUS Mexay 3amaded i MU u
oOyuaroleil BBIOOPKOI.

3Haer OTpaHUYCHUS METpPUK CIPaBEeUINBOCTH, UCTOYHUKHU
KYJIBTYPHO-OOYCIIOBJIEHHBIX MPEAB3ATOCTEH.

YMeeT  apryMEHTUPOBAHHO  BBISABISTH M CHIDKATh  NPEIB3STOCTH B
JAHHBIX/TIpOMITTax/uHpepeHce.

Bnageer nmoxymeHTtanumedt garaceroB/mozeneil  (assumptions, intended use,
OTpPaHHYEHUS) © MOHUTOPUHIOM bias-pHCKOB.

Cnocooen paszpadbamoieamv u (uau) npumMeHAmMb Memoobl NOBLIUEHUA
ycmouuugocmu, HadexicHocmu, dezonacnocmu anzopummos MO

OO6ocHOBBIBaeT BHIOOP M MPHUMEHEHHWE METOJO0B TOBBIIIEHHUS YCTOMYHMBOCTH U
HAJEKHOCTH MOJIeNel ¢ yuéToM crienuuKy 3aa4u, BKII0Yas aJanTaiuio MoJenen
U HCMOJb30BaHUe NOoaX010B oObsicaumoro MW u nosepenHoro MU. YuuteiBaet
PHUCKH aTaK U METOJbI UX MMPOTHUBOACHCTBHUSI.

Hcnonb3yeT mpoABUHYTHIE METOAbI JOOOYyUEHUST MOETIEH MPU MOATOTOBKE JTaHHBIX,
MIPUMEHSIET METO/Ibl TIOBHIIICHUS YCTOWYMBOCTU MOJIENEeH K aTakaM M HCKaKEHUSIM
TTAHHBIX

[TpoBOIUT KOMIUIEKCHBIM aHallU3 pPe3yIbTATUBHOCTU C YYETOM OOBSICHUMOCTH



MOJIENIEH, YCTOMYMBOCTU K arakaMm, HCIOJIb3yeT MeToabl noBepeHHoro WM mis
OIICHKH.

3HaeT METOJbl IMOBBINIEHUS YCTOWYMBOCTH M HX orpanudenus (trade-offs c
TOYHOCTHIO/CTOMMOCTBIO).

Ymeer coyerarb HECKOJIbKO TEXHUK
(guardrails+dunbpTpanus+kaHapeiku+Bepuukanus UTaT) W 0O0OCHOBBIBATH
BBIOOD.

Biageer BOCIpon3BOIMMOM METONMKOW OLIEHKH YCTOMYMBOCTH C OTYETHOCTBIO U
IJIAHOM peMeInaluu.

Al S-1 Cnocoben ynpasename puckamu 6 pazpadomke cucmem HH, evicmpausamp
ynpagnenue dezonacnocmoro MU ¢ komnanuu c yuemom smuxu UH
3naet manamadt yrpo3 UM-cucrem (B T.4. RAG/LLM) u cuieHapuu Ux 3BOJIIOITUH.
YMeeT mnoanepKuBaTh JKMBYIO MOJENb YIpO3 M CBSI3aHHBIM pEecTp pPHUCKOB,
YBSI3bIBaTh C MOHUTOPUHIOM HHIIU/IEHTOB.
Biageer nmpakTukod pUCKa-OPHMEHTHPOBAHHOTO NMPOEKTHpoBaHus cepucoB MU n
MIOATOTOBKOM MaTepuaioB JUIsl paccie0BaHUM.
3naer kak ¢peitmBopku NIST Al RMF/ISO 23894 cooTHOCSTCS ¢ MpaKTHKaMU
SDLC/DevSecOps.
YMeeT neMOHCTpUpPOBaTh COOTBETCTBUE Ha apTedakTax (MOJUTUKHU, JIOTH, OTUETHI
TECTOB, YEK-JIUCTHI).
Brnageer mocTpoeHHEM «CKBO3HOW» JOKa3aTelbHOW 0a3bl COOTBETCTBHUS IS
MUHHU-TIPOEKTA.

TunoBbie KOHTPOJIbHbIE 3aJaHHSl WJIM HHble MaTepHasbl, Heo0XoaAMMbIe IJs
OLEHKU 3HAHMH, YMEHUI, HABBIKOB M (HJIHM) ONbITA [eATEJbHOCTH, XapPaKTePHU3yIOUIUX
Tanbl GOpMHUPOBAHUA KOMIIETEHIMH B NpoLecce 0CBOEHUs 00pa30BaTe/ILHON NPOrPaMMbl

Ilpaxkmuueckue 3a0anus 0141 1a0OpamopHvIX padom

JIP-1. IlosiuTuka 0€301aCHOCTH: MOeJIb YIP03, 0a30Bble MePbl, peecTP PUCKOB
3ananue. BeiOpaTh yueOHbIN cepBHC (BeO-Tipuioxenue niu LLM-060T), mpoBecTn
MHBEHTapH3auio aktTuBoB U1 DFD, onucars Moienb HapyHIIUTels, COCTABUTh PEECTP
PHUCKOB (BEPOATHOCTH/YIIEpO/ypOBEHB ), TPEAJIOKHUTH Oa30BBIC MEPHI
(maposu/MFA/RBAC/xxypHaitsr).

Cnatse. [Tomutuka Ub (1-2 ctp.), DFD-cxema, peectp puckoB (TabnuIa), 4eK-ITucT 6a30BbIX
Mep.

Komnerenmuu. Al S-1.1; YK-1.2.

JIP-2. Kpunronpumutussl 1 TLS-kondurypanus: xem/noanucs/mudposanue,
ceprupuKaTsl

3anmanue. CrenepupoBats Kioun (RSA/ECDSA), noanucats u npoBeputs (haiin;
HactpouTh TLS s TectoBoro cepsepa (self-signed), mpoBepuTh 1enoyKy U HaOOP
¢ poB, 3ahUKCHPOBATH PYKOTIOKATHE.

Cnate. Habop kiroueit/ceptudukar, KoHGUTr cepBepa, KOMaHbl IPoBepKH (openssl),
CKPHHILIOTHI PYKOTIOKATHS, KPATKHI OTUET.

Komnerenmuu. OITK-4.2; YK-1.2.

JIP-3. Ayrentudgukanus u focryn: RBAC/ABAC, MFA, ynpasiieHne cekperamMu
3aganue. Cnpoextupoath npoctyio RBAC/ABAC-nonutuky s yueOHOTO CepBuUCa;
noakmounte TOTP-MFA; opranu3oBath XpaHeHUE CEKPETOB (BapUaHTHI:
env-(ailyl/XpaHWIUIIE CEKPETOB) U POTALIUIO.



Cnarte. Ilomutuka gocryna, nemoncrpauus MFA (ckpun), apredakTsl HACTPOWKH CEKPETOB,

OTUET.
Kommnerenmun. OIIK-4.2; AIS-1.1; YK-1.2.

JIP-4. Jloru ¥ MOHMTOPHHT: )KYPHAJIbI M apTe()aKThl HHIHN/ICHTOB

3amanue. Bximounts cTpykTypupoBanHoe soruposanue (JSON), HacTpouTh
ypoBHU/(HOpMATEI; COOpaTh 0OPA3IIBI KYPHATIOB MPU HOPME/OMUOKAX; BEIACITUTE
apTedakThl MHITUICHTA U COCTABUTH TAMIIAIH.

Cnatb. Kordur norupoBanusi, IpUMepHI JIOTOB, TAWMIIAHH WHIMICHTA, OTYET.
Kommnerenmun. OIIK-4.2; AIS-1.2; YK-1.2.

JIP-5. MexcereBoii 3kpaH u IDS (Suricata/Zeek): curnatypsl u ajiepTbl

3amanne. Hactpouts 6a3oBbie paBmia Gruibtpanuu (fw); pazBepHyTh Suricata/Zeek,
CO37aTh >2 KaCTOMHbIE CUTHATYpbl, CTeHEPUPOBATh TpaduK U 3a(pUKCUPOBATH AJIEPTHI.
Cnats. Konduru, npasuia, pcap/noru, OT4ET.

Komnerenmnun. OIIK-4.2; AI S-1.1.

JIP-6. Secure SDLC: SAST/DAST/SCA (ZAP, Semgrep, Trivy)

3ananue. [Iporaare Semgrep no yueoHomy penozutopuio, OWASP ZAP Baseline no
creHay, Trivy mo oOpa3y; chopMupoBaTh IIaH UCIIPABICHUN C TPHOPUTHU3AINCH.
Crnate. OTY€TEI HHCTPYMEHTOB, CBOJIHAS TAOIUIIA YA3BUMOCTEH, TIJIaH peMeIUaIIiHI.
Kowmmerenmuu. OITK-4.2; AI S-1.2; OIIK-8.1; YK-1.2.

JIP-7. KonTteiiHepHasi 0€30IaCHOCTh: 00pa3bl, CKAaHMPOBaHHe, cekpeThbl, Pod Security
3ananue. CobpaTh MUHUMAJIbHBIN 00pa3 (non-root, drop caps), MpoOCKaHUPOBATH €T0;
MPOIEMOHCTPUPOBATH XpaHEHHE ceKpeToB; HacTpouTh Pod Security (PSA) manudecr.
Cnate. Dockerfile/manudecTsl, OTYET CKAHUPOBAHUS, OTIMCAHUE CEKPETOB.
Komnerenmuu. OITK-4.2; AI S-1.2.

JIP-8. O0saunas 6e3onacHocTh: IAM-nosiuTuku, cermenranus, KMS/mmdpoBanue
3ananue. Co3aaTh NPUHIMI MUHUMAIBHBIX TIpaB (IAM), HACTPOUTH CerMeHTAITHIO
cetu/SG, BKIOUUTH M poBanue oobekra/Toma (KMS) 1 mpoBepUTh TOCTYII.

Cnatb. [ToIMTUKI/CKPUHIIOTH HACTPOEK, OTYET O MIPOBEPKE.

Komnerenmuu. OITK-4.2; AI S-1.2.

JIP-9. OWASP LLM Top-10 (LLM01-LLM04): 3kcriepuMeHTbl 1 KOHTPMepPbI
3ananue. CoctaBuTh 4ek-nucT TectoB o LLMO1-LLMO04, BBINOTHUTH aTaku Ha Y4eOHBIi
LLM-60t, 3adukcupoBaTh 3(HEKThI, MPEUIOKUTH U IPOBEPUTH KOHTPMEPHI.

Cnatb. Tect-1u1aH, Joru/npuMepsl, Tadnuia «ataka—3¢hHeKT—KOHTpMEpay.
Komnerennuu. ML-5.1; AI S-1.1.

JIP-10. Prompt-injection u jailbreak: meTpuku aTaku u KaHapeiKHu

3ananue. CnpoeKTHpOBATh U MPOBECTH ceputo prompt-injection/jailbreak-arak; BBectn
METPUKHU yCIeXa; peajln30BaTh «KaHApEeUHbIe» IPOBEPKU M CPABHUTH J10/TIOCIIE.
Cnate. HaGop npoMnToB, METPUKHU U PE3yIbTaThl, OTYET.

Kommnerenmun. ML-5.1; AI S-1.1.

JIP-11. RAG-poisoning u J'KAMMHHI: aTAKH HA HH/AEKC/BeKTOPHYI0 B[
3ananue. [IoaroToBUTE Masblil KOPITYC, BHEAPUTD «SJIOBUTHIE» JOKYMEHTBI, OLICHUTH
HCKa)XKEHUE OTBETA; Pean30BaTh GHIBTPALUIO HCTOUHUKOB/BXOIHOM MOJIEpaAIIH.
Cnate. Kopniyc/unnekc, oT4€T ¢ mpuMepaMu U MoKa3aTessiMH.

Kommnerenmun. ML-5.1; AI S-1.2; SS-1.1.



JIP-12. Guardrails u structured prompting: 3amura ot completion-atak
3amanue. HactpouTs npaBuiia/mabioHbl CTPYKTYPHPOBAHHOTO OTBETA, 100aBUTH
NOCT-(UIBTPHI BBIIAYH U IIPOBEPKU CCBHUIOK; H3MEPHUThH BIMSHHUE HA
TOYHOCTB/0€30I1aCHOCTb.

Cnate. KoHpUTypauu/moIUTUKH, OTYET C METPUKAMH.

Kommnerenmuu. ML-5.1; AL S-1.2.

JIP-13. Ayaut u TtpaccupoBka LLM: joru, IMMUTBHI TOKEHOB, 3amuTa oT model-DoS
3ananue. LleaTpann3oBaTh JOTH 3aIIPOCOB/OTBETOB, BBECTH KBOTHI U rate-limit, OIICHUTH
CTOMMOCTB/TOKEHBI, cMoienupoBaTh model-DoS u mokazats 3amury.

Cnatb. Konduru, npumeps! J1I0roB/qamobopoB, OTYET.

Kommnerenmun. ML-5.1; AI S-1.2; OIIK-8.2.

JIP-14. Threat-modeling nass U-cepBuca: STRIDE/LINDDUN, NIST Al RMF
3ananue. [Toctpouts DFD, npoectu STRIDE nmu LINDDUN, copmupoBaTh MaTpuily
puckoB u uyek-nuct coorserctBus NIST AI RMF 1.0.

Cnate. DFD, TaGnuirsl yrpo3/pucKkoB, YeK-JIMUCT COOTBETCTBUS.
Komnerenmuu. Al S-1.1; AI S-1.2; OIIK-8.2; YK-1.2.

JIP-15. SOC-npakTHKyM: KOppe/sinusi coObITHI U MHIUAEeHT-penopT no LLM-06oTy
3ananue. ChopMynupoBaTth MpaBuiia KOppessiuu Uit TUIoBbIX coOpiTuit MH-cepBuca,
CBIMUTHPOBATh MHIMJCHT U MMOJATOTOBHUTH OTUYET MO CTAHJAPTHON CTPYKTYpE.

Cnats. [IpaBuna/3anpockl, OTYET 00 MHITUACHTE.

Komnerenmuu. OITK-4.2; AI S-1.1; OIIK-8.2.

JIP-16. UTOroBbiii MUHH-IPOEKT: 3alIMINEHHBIN RAG-yaT-00T

3ananue. PeanmzoBats mpotoTiin RAG-60Ta ¢ puiibTpanueii KOHTeHTa, Bepudukamen
[ATAT, KypHATHPOBaHUEM M 0a30BbIMH guardrails; mpoBecTH IEMOHCTPAIIMIO U CAMOAYIHT.
Cnate. Kon/manudectsi, 1emo-Buaeo (10 3 MUH), OTUET 110 O€30MMaCHOCTH.

Komnerenmuu. ML-5.1; Al S-1.1; Al S-1.2; OIIK-4.2; OIIK-8.1; OIIK-8.2; YK-1.2.

Ilpumep nabopamopnoit padomuoi
Jlabopamopuas paboma Ne 2: « Kpunmonpumumuest u TLS-konue: xew/noonucv/muugpposanue,
cepmuuxamol »
Tema. IIpakTuka 6a30BbIX KPUIITONPUMUTHUBOB M HACTPOMKa 3aUIIEHHOTO KaHana cBsi3u (TLS)
JUIs yueOHOTo cepBuca.

Llenw

OcBouTh XemHUpOBaHUE/TOANUCH/IU(PPOBAHIE HA MPHUKIATHBIX IPUMEPAX U KOPPEKTHO
Hactpouth TLS-coenunenue (kitouu, cepTudukatel, mudpocuites, mpoBepka).

Obopyoosanue u I10
INIK (Windows/Linux), OpenSSL, mo60#i nokanbHbIi BeO-cepBep (nginx/Apache) wnu
npocroe npuioxkenue Ha Python/Node.js, Wireshark (o xenanuto).

Hcxoomnvie oanuvle
TexkctoBeiii  Qaitn  (>1 Kb) 11 ngemMoHcTpanuu — XelIa/TIOANKCH;,  JIOKaIbHBIN

DNS-annac/localhost mist TecroBoro cepsepa.

3aoanue



1. Xem-¢pyuxuuu. Beraucnuts SHA-256/512 ot wucxomnoro (paitna; mokasaTh
YCTOHYMBOCTH K MaJIbIM U3MEHEHUsIM (OUT-QIIniI).

2. Hudposas noamuck. CrenepupoBars mapy kiatodeir (RSA wnmu ECDSA), noanucats
(aiin u mpoBepuTh MOANKUCH. OOBSICHUTH PA3HUILY «ITOAMHUCH Vs. xemr vs. HMACy.

3. Cummerpuunoe mudpoBanue. 3amudpoBats ¢aiin anroputMoMm AES-256-GCM,
KOPPEKTHO COXpaHHUTh/Tiepenarsb [V u Ter ayrTeHTHIHOCTH; pacuIngpoBaTh U CBEPHUTb.

4. TLS-ceptudukar. Boimyctuts self-signed ceptudukar (wmm yepe3 nokansHbl CA),
Hactpouth TLS Ha yueOHOM cepBepe.

5. IlpoBepka coeaunenus. C momompio openssl s_client mpoBepuTh 1EMOUYKY, BEPCUIO
MIPOTOKOJIa, HAOOp MK (PPOB; TPOAESMOHCTPUPOBATH OTKA3 OT cladbIX mudpoB u TLS < 1.2.

6. HaGmromenme pyxomokatusi (omuuoHanbHO). CHATH pcap ©W  OTMETUTH
ClientHello/ServerHello, Be16op mmudpa, oOMeH Kiroyamu.

7. besonacHas koH¢purypauus. Kpatko o0ocHoBaTh BbIOpaHHBIE KpHUBBIE/mIHU(pocuites,
napameTpsl session resumption/OCSP stapling (eciu mpumMeHUMoO).

Ilopsiook evinonnenus

1. IToaroToBKa cpenbl ¥ KIIOUEBBIX MaTEPUAIIOB.
2. Onepanuu Xem/moAnucs/mudppoBaHue.

3. Beimyck ceprudukara u Bximodenue TLS.

4. TIpoBepka u (ukcanus apTeaxkToB.

5. toru u pekoMeHJaluu.

Koumponvnvie sonpocwi

1. Uem otmmuatorcs SHA-256, HMAC-SHA-256 u nudposas moanucs?

2. Kak o6ecneunBaercst PFS 8 TLS 1.2/1.3 u modyemy 3T0 BakHO?

3. Yto Bxoaut B mpoBepky ceprtudukara (CN/SAN, cpok, nenouka, 1osepue)?

4. ITouemy Hebe3omacHs! ycrapepmue mudpocuites (RC4/3DES), u kak ux 3anpetuts?
5. I'me XpaHuTh NpUBATHBIE KIFOUYHM M KaK OPraHU30BaTh UX POTALAIO?

Omuém

1. Llens/cpena.

2. KoMaH1p1/CKpUIITEL ¢ KOMMEHTapUSIMHU.

3. Aprtedakrtbl (xem-3HaueHus, noanucH, mupporekct/IV/tags, ceprudukar/kondwur,
BBIBOJ S_client, pcap-dhparMeHThI).

4. Utoru u pexomenaamnuu no hardening.

Kpumepuu npuéma

3auTeHo. BrinonHeHb! Bce MyHKTHI 3aqanusi; TLS HacTpoeH u mpoBepeH; MpeaCTaBICHbI
KITFOYEBBIE apTePaKThl U KOPPEKTHO UHTEPIPETUPOBAHBI, OTUYET CTPYKTYPHUPOBAH.

He 3aureno. OtcyrcTByeT n1000i 00s13aTeNbHbIN Iar (Hamp., BepuUpUKAIUS TTOIIHCH
wiu nposepka TLS), omuOku B KOHGUTYpaluy, HET OTYETA WK apTe(PaKTOB.

3ayeTHO-IK3aMEHALMOHHbIE MaTepuaJibl I NPOMEXYTOYHOH  aTTecTalMu
(3x3amen)
Ilpumepot 6onpocos 013 nOO20MOBKU K IK3AMEHY

1. Tpuana CIA u puUCK-OpHEHTUPOBAHHBII MOJXO/: aKTUBbI, HAPYIIUTEIH, MaTpUIla
impactxlikelihood.

2. Kpunronpumutussl s umwkeHepa: xem, HMAC, mudpoBas nmoanuce; oTianyue
«moamnuck vs. xem vs. HMAC».

3. TLS 1.2/1.3: pykonoxatue, PFS, BbIOOp HmIM(POCHIOTOB; MOYEMY OTKIOYAIOT
ycTapeBLINe alrOpPUTMBI.



4. Ayrentudpukamms u pocrym: RBAC vs. ABAC, MFA/TOTP; npunmumns
XpaHEHUs U POTALUN CEKPETOB.

5. Secure SDLC / DevSecOps: SAST/DAST/SCA, cekper-ckaH; «KpacHasi JUHUN) B
CI/CD u nmoporu «fail the build».

6. CeteBoil mepumerp u MoHuUTOpHHT: cermeHTamms, WAF/IDS (Suricata/Zeek),
KYpPHAIMPOBAHUE U TPACCUPOBKA.

7. KonreitHepHass M oOiayHas 0€30MMaCHOCTh: MHHHMAJLHBICE OOpasbl, Non-root,
nonutruka o0paszos; IAM least privilege, cermenranus cetu, KMS-mudposanue.

8. OWASP LLM Top-10: LLMO1-LLMO04 (prompt-injection/jailbreak, insecure
output handling) u 6a3oBsie guardrails.

9. RAG-yrpo3sl:  poisoning//pkaMMHHT, — 3allUTa  HWHAEKca/BeKTOopHOUW  BJI,
BepUUKalUs LUTAT.

10. NIST AI RMF 1.0, ISO/IEC 23894: na3HaueHue, apTedakThl COOTBETCTBHS,
CBSI3b C ayIUTOM.

11. HImuaeHT-MeHEDKMEHT:  00s13aTeNbHbIE COOBITHUS JIOTUPOBAHUS, KOPPEIAIHS,
CTPYKTypa MHIIUJCHT-PEMOPTA.

12. Threat modeling s M -cepsuca: STRIDE/LINDDUN, npuoputH3anus mep.

Hepeueub Komnemeuuuﬁ (ttacmu Kwnnemelmuu), npoeepaemoblx OUeHOYHbIM cpedcmeom:
VK-1.2; OIIK-4.2; OIIK-8.1; OIIK-8.2; SS-1.1; ML-5.1; Al S-1.1; Al S-1.2.

B paMKax MOoArOTOBKH K 3K3aMCHY CTYACHTBI BBIIIOJIHAIOT B KOMaHAaX OT 2 0 3 4yeJoBeK
IIPOEKT, COCTABJICHHBIN HA IPUMEPE 3a74a4 NHIYCTPUAIBHBIX TAPTHEPOB

1. Ilpoekt 1. DevSecOps-maitmuiaiia ¢ «kpacHo# mHuei» 6e3onacHoct: SAST/DAST/SCA,
secret-scan, moporu critical/high = fail, oTuér u man pemenuanuu.

2. IIpoekt 2. O6maunas/KoHTeHEpHAs 6e30macHOCTh yueOHoTO cepBuca: IAM least privilege,
cermenTanus cetu, KMS-mmdpoBanue, moautuka o00pa3oB, MpoBepKa
YKYpHAJUPOBAHUS/aJIePTOB.

3. IIpoexrt 3. 3ammra LLM/RAG-60Ta: guardrails, kaHapeedHble TPOBEPKH, METPUKH yCIiexa
aTak J10/mociie, ayIuT U BepuuKaIys muTar.

PeajibHble BADHAHTHI T€M HHAYCTPHAJILHBIX NAPTHEPOB

1. MAO «Coepb6ank» — «Security-gate s CI/CD yuedHoro Beo-cepBuca». Semgrep
(SAST), OWASP ZAP Baseline (DAST), Trivy/Grype (SCA/SBOM), secret-scan; apredaxTsl 1
noporu «fail the build».

2. 000 «ABA JIAB» — «KLLM/RAG-00T: guardrails, kanapeiiku u Bepuukanus qurar:
yek-nucT 1o OWASP LLM Top-10, kanapeeunble 3anpocChl, CHIKEHUE J0JIH HeOe30MacHbIX
OTBETOB.

3. 000 «Casa3bPecypc-Kybanb» — «O0J1ako u cetb: IAM, cermenTanus u 6azoBbiii SOC»:
IAM least privilege, VPC/SG/ACL, Brmouenre KMS-mudposanus, 6a3ossie npasuia IDS u
MHIUJIEHT-PETopT.

4.2 MeroanuyecKkue MaTepHaJibl, OoNnpeAe/sole Npoueaypbl OHeHUBAHNS 3HAHUIA,
YMeHHMH, HABBIKOB H (MJIHM) ONBITA JAeATEJbHOCTH, XAPAKTEPU3YIOIIMX 3Talbl
(¢GopmMupoBaHUs KOMIIETEHUMH

MeToau4yeckue PEeKOMEHAAIUH, ONpeaAcadaomue mnpoueaypbl OHCHUBAaHUA Ha
IK3aMeEHe:



[Ipoueaypa nmpoMexyro4Ho aTrrecTallyd IPOXOJUT B COOTBETCTBUM C IlonokeHueM o
TEKYIIEM KOHTPOJIE U MPOMEeXKyTOouHOU arrectanuu ooyqarmuxcsi ®I'BOY BO «Kyol'Y».

HtoroBoit (opmoii KOHTpOISE CHOPMHPOBAHHOCTH KOMIIETEHIIMH y OOYYaIOIIMXCS IO
TMCUUIUIMHE SBJsieTcss 9k3aMeH. CTyaeHThl 00s3aHbl ClIaTh 3K3aMEH B COOTBETCTBUH C
pacnucaHueM U y4eOHBIM IUIaHOM.

®OC npoMEeKyTOYHON aTTeCTalldd COCTOUT W3 3aJaHUil U Pe3ylbTaTOB TEKYIIETO
KOHTPOJISL.

dopma NpoBeACHUS IK3aMEHA: MMCbMEHHO.

[IpenonaBaTento npenoCTaBiIsAe€TCd IIPaBO 3a7aBaTh CTYAEHTAaM JOIOJHUTEIbHBIE
BOIIPOCHI 10 BCEH yueOHOU MporpaMMe AUCLUILIUHBI.

Pesynprar cnaum sK3aMeHa 3aHOCUTCS IIPENOAABATEIEM B IK3AMEHAIMOHHYIO BEIOMOCTh
U 3aYETHYIO KHUXKKY.

OneHuBaHuE YpOBHSA OCBOEHHS AMCLUILJIMHBI OCHOBBIBAETCSI Ha KAa4E€CTBE BBINIOJHEHUS
CTYJIEHTOM 3aJIaHUM TEKYIIErOo KOHTPOJIS ¥ IIPOEKTA.

Kpurepuu onenkn:

OrneHnBaHue YpPOBHS OCBOCHUS JWMCIMILIMHBI OCHOBBIBAETCS HAa KA4Ye€CTBE BBITOJHECHUS
CTYJICHTOM 3aJJaHU{ TEKYIIET0 KOHTPOJIS U MPOEKTa, a TAKXKE Ha pe3yJbTaTax MUChbMEHHOTO
sk3ameHa. [IpumMensercs OanpHO-peiiTuHroBas cucrema B soruke PIIJ] XKyka (50 6amioB 3a
CEMECTp: MOCENIaeMOCTh JICKITUH — 710 5 0.; MOCEeNaeMocTh JJabopaTopHbIX — A0 S5 0.; 3amura
JIP — o 32 6.; midterm-arrecranus — 70 8 0.). B cepennne cemecTpa MpoXoIUT aTTECTAIUS;
CTYJIEHT aTTECTOBAaH, €CJIM HaIMMCcal MIChbMEHHYIO pabOTy Ha OIEHKY «3» W BBIIIEC U HAOpam
>15 6. K MOMEHTY aTTecTali. MexaHu3M JIOMyCcKa K K3aMeHY: K KOHITYy 3a4€THON Heaenu
CTYJIEHT JOJDKEH UMETh aTTecTaruio «3» u Boiie u >30 0. 3a padoTy B cemectpe. IlepeBon
OamnoB: 35 0. — «3», 40 6. — «4», 45 6. — «5». DTa olleHKA YUUTHIBACTCS HA DK3aMEHE Kak
OJIHA U3 YETBIPEX/TISITH COCTABIISTFOIIHX.

Htoro Ha 3x3aMeHe CTyAeHT noy4daet: (1) orneHky 3a paboTy B cemecTpe (1o peuTHHry), (2)
OIIEHKY 3a MPOEKT (3amuTa keiica), (3) omneHky 3a arrectanuto (midterm), (4) muCEMEHHBIN
Ouser: J1Ba OTBETa, YYUTHIBACMble KaK JIBE OTICIbHBIC OICHKH. Bwrumcisiercs cpemHee
apu(MeTHYECKOe, OKpYIJICHHE — IO mpaBmwiaM Kadeapbl. Bo3MoxkHa IOMOJHUTEIbHAS
Oecema/noI. 3a1aHus IO AUCIUTILTAHE JUTsl IOBBIIICHUS OLICHKH.

Memoouueckue  pekomenoayuu,  onpeoenAwuiue  NPoyeoypvl - OUEHUBAHUSA
aadopamopuvix padom:

[Ipouenypa oueHuBaHusl J1aOOPATOPHBIX pPAOOT MPOXOAUT B COOTBETCTBUU C
[TonoxeHneM 0 TEKyIeM KOHTPOJIE U MPOMEXYTOUHOH arTecTauuu odyyatomuxces PI'bOY BO
«KyoI'Y».

[To xaxpmoit nmabopatopHoil paboTe odopmissercs otueT. OTUETH CAAIOTCS Ha MPOBEPKY
PYKOBOJMTENIO B TEYEHHE Kypca IO MEpEe UX BBINOJHEHUS, W 3allUIIAITCS CTYACHTAMHU B
YCTaHOBJICHHOM IOPSIKE.

IIpu 3amuTe oT4eTa CTYIEHTY MOT'YT OBITh 33]aHbl BOIIPOCHI M IOMIOJHUTEIbHBIEC 3a/IaHHs
o cyTu jabopaTopHO paboThl, B TOM YHCIIE W3 CHUCKAa KOHTPOJIbHBIX BOINPOCOB K JAaHHOU
nabopaTopHo#t pabote. [Ipu HeyIOBIETBOPUTENBHON OLIEHKE 3HAHUM CTY/IEHTa 110 TEME JaHHOTO
OTuYeTa, CTYJIEHT BO3BpAIACTCA K IMOBTOPHOMY M3Y4YEHHMIO COOTBETCTBYIOIIMX MaTEpHAaJIOB,
IIOCJIE Yero JIOIYCKaeTcsl K MOBTOPHOM 3ammre. HeynoBIETBOPUTENBHO BBIIOJHEHHBIH OTUET
TaKXe BO3BpAILlaeTCs Ha JI0PabOTKYy.

OTueT MOKEH COAEp)KaTh 3aroJIoBOK, TeMy J1abopaTOpHOM paboOThI, LeNb, 3ajaHue,
WHMBUIYAIbHYIO TEMY, ONMCAaHHE XOJa BBHIMOJHEHHUS PabOThl, HEOOXOAMMBIE NPHUKIATHBIE
MaTepuasibl (CXeMbl, MakeThl JOKYMEHTOB M T.I.), B COOTBETCTBUM C TpeOOBaHUSAMHU K
COJIepKaHUIO, M BBIBOJIBI IO paboTe.



OneHoYHBIE CpEeACTBA Ui HMHBAJIUIOB W JIMII C OrPAaHUYECHHBIMH BO3MOXKHOCTSIMH
3JI0pOBBSI BEIOUPAIOTCS C YUETOM X MHAWBUIYAIBHBIX MICUX0(U3NIECKUX OCOOCHHOCTEH.

— Tpu HEOOXOAMMOCTH HHBAJIUAAM M JIMIAM C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMHU
3J10pOBbSI [IPENOCTABIIAETCS JONOJHUTEIBHOE BPEMs JUIsl IOATOTOBKHM OTBETA HA AK3AMEHE;

— IIPH TIPOBEICHUH MPOLEAYPhl OIICHUBAHUS PE3YIbTATOB 00YyUCHHSI MHBAINIOB U JIUI] C
OTPaHUYECHHBIMU BO3MOXHOCTSIMH 3/I0POBBSI TPEIYCMATPUBAETCSI UCTIOJIH30BAHNUE TEXHHUYECKHX
CpeACTB, HEOOXOTUMBIX UM B CBSI3U C X UHAWBUAYAIbHBIMUA 0COOCHHOCTSIMH,

— TP HEOOXOIMMOCTH ISl 0OYJArOIIUXCSl ¢ OTPAaHUYCHHBIMUA BO3MOKHOCTSIMH 37I0POBBS
U UHBAIMAOB MpOIEAypa OLEHHBAHUS PE3YJIbTaTOB OOYYEHHsS TIO JUCHUIUIMHE MOXKET
MIPOBOJIUTHCS B HECKOJIBKO ITAIIOB.

[Ipouienypa oneHMBaHUs PE3yIbTaTOB OOYYEHHsI WHBAIMIOB W JIMI] C OTPaHUYCHHBIMHU
BO3MO’KHOCTSIMH 3/I0POBBSI 110 TUCIHIUIHHE TPEAyCMaTpUBaeT NMpeAoCTaBlIeHNe nH(OpMAUU B
(bopmax, aTanTUPOBaHHBIX K OTPAHUYCHHSM HX 3A0POBBS M BOCIPUATHS HH(POPMAITUH:

JUist TUT] ¢ HApYIISHUSIMHA 3PSHHS:

— B IIeYaTHOU opme yBeTMYeHHBIM HIpUPTOM,

— B (hopMe JIEKTPOHHOTO JOKYMEHTA.

JInst man ¢ HapylmeHUs MM CITyXa:

— B IIeUaTHOM opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

J171st T C HapyIIEHUSIMHA OTIOPHO-IBUTATEIBHOTO amapara:

— B IIe4aTHOU opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

JlaHHBI TIepedeHb MOXKET OBITh KOHKPETH3MPOBAH B 3aBUCHUMOCTH OT KOHTHHICHTA
00yJaronuxcs.

4.3. MeroanyecKkue YyKa3aHHUSI 10 OPraHM3alUM  BbIYUCJIHUTEJIbHOH
HH(PPACTPYKTYPbI

YcaoBusi npuMeHeHMsI:

-  Kypc paccuntan Ha cTyeHTOB 4 Kypca.

- Hanuumne nepcoHambHBIX KOMIBIOTEPOB WM HOYTOYKOB C YCTaHOBJICHHOM
onepanronHoi cuctemoit Linux (pekomenayercs Ubuntu 22.04+) 6o Windows ¢
MOJIEP’KKON BUPTYaJIU3alIUH.

- Hannume ycranoBnenHoro uatepnperaropa Python Bepcun 3.9+ u 6a30BbIX
WHCTPYMEHTOB pa3pabOTKHU.

- Joctyn k cpenctBam BupTyanusanuu u koureinepusanuu (Docker, Docker Compose), a
TaKXe K TecTOBbIM 001auHbIM pecypcaM (Yandex Cloud, nHble yueOHbIE aKKayHTBHI).

— B03MOXXHOCTb HCIOIB30BaHUS YAAIEHHBIX BBIYUCIUTEIBHBIX PECYPCOB U BUPTYAIbHBIX
MaliH, MPEI0CTABISIEMbIX HHIYCTPUATbHBIMU TAPTHEPAMH, B TOM UUCIIE IS
BBITIOJTHEHHSI TA00PATOPHBIX paboT Mo ceTeBoid, oOnayHoit u UN-6e3omacHoCTH.

Hean, 3a1a4n U 0kUaeMble pe3yIbTaThl:
Henn:
— ObecreynTh €MUHOOOPA3HYIO M KOHTPOJIUPYEMYIO YIEOHYIO HHPPACTPYKTYPY A
BBITIOJTHEHHSI TA0OPATOPHBIX PabOT MO 6€30MaCHOCTH UH(POPMALIMOHHBIX CUCTEM.
—  CdopmupoBaTh y 00y4Jaronuxcsi MpakTHUECKUe HAaBBIKK PA0OTHI C HHCTPYMEHTAMHU
3alllMThl, aHAIN3a YA3BUMOCTEM, MOHUTOPUHTA U ayJUTa.

3anaum npenogaBaTes:
— TloaroroBka METOIUYECKHX PEKOMEH AN O Pa3BEPTHIBAHUIO YIEOHBIX CTEHIOB
(JIOKaJbHBIX, BUPTYATbHBIX U OOJAYHBIX).



— Hactpoiika 6a30BbIX m1a0710HOB Ja00PATOPHBIX OKPYKEHUN IS paboT 110
Kpunrorpaduu, cereBoit 6e3onacHocty, Secure SDLC, koHTeliHepHO# 1 001a4HON
0€30IaCHOCTH.

—  @opMupOBaHME THIIOBBIX KOH(MUTYpAIHiA U1 BOCIIPOU3BOAUMBIX SKCIIEPHUMEHTOB B
obmactu Ub u 6ezonacuoctu MU-cuctem.

O:xunaemble pe3yJbTaThl CTYACHTOB:
- YMeHHe caMOCTOSTEIbHO pa3BOpAaYMBaTh U HACTpauBaTh y4eOHBIN CTEH] 171 3a7a4
MH(GOPMAIIMOHHOH 0€301TacHOCTH.
— HaBbiku paboThl ¢ HHCTPYMEHTAMHU KYPHAIUPOBAHUS, CKAHUPOBAHUS YSI3BUMOCTEH,
KOHTPOJIA J0CTyIla U aHAJIM3a HHIOUACHTOB.
- IloHnMaHMe IPUHLIMIIOB MOCTPOEHUS 3AIUIEHHON BEIYUCIUTENIbHON HHPPACTPYKTYPBI
1 0€30I1aCHOr0 BBIYUCIIUTENIBHOTO MIpoIecca.

Iopsinok peanuzanum:
Hacrpoiika okpy:kenus:

- Jlns nokanbHOM paboThl: McHoNb30BaHue Linux-cucremsl ¢ ycranoBieHHbIMH Docker,
OpenSSL, Git, Python, a Taxke cpenctBamu ananmsa 6e3omacHoctu (Semgrep, Trivy,
OWASP ZAP B yueOHOM pexkume).

- Jlns ynanénHoit u 061a4HON paboThI: MOJKIOYEHNE K BUPTYaIbHbIM MalllMHAM C
MIPEAHACTPOECHHOM ceTeBOM u3omsinuen, [AM-possiMu 1 )KypHAIUPOBAHHUEM.

— s 3amau mo 6e3onacHocty MN-cuctem: ncnonp3zoBanue TectoBbix LLM-cepBucoB u
RAG-cTeHI0B ¢ BKITIOYEHHBIM JIOTUPOBAHUEM W OTPAaHHUYEHHSIMH JOCTYTIA.

HIa6aoubI pador:

Tunosas cTpykTypa 1a00paTopHOTO CTEHA!
Onucanne yueGHOTo cepBuca WK ClieHapus
Moiens yrpo3 u akTUBOB
Konduryparmus nappactpykTyps
Hactpoiika cpenct 3amurhbl
[IpoBenenne FKCIIEpUMEHTOB (aTaKH/TIPOBEPKH )
AHanu3 pe3ynbTaToB U BBIBO/IBI

ogakrwdE

Ilopsinok npoBepKH KOPPEKTHOCTH:
Yexk-ucT paboTOCIOCOOHOCTH OKPYKEHHUS:
— JlocTynmHOCTh BUPTYaIbHOM MAITUHBI UJIM KOHTEHHEPHOTO OKPYKEHUS
-~ KoppekrHas paboTa ceTeBbIX HHTEP(HENHCOB U CEPBUCOB
— Hanuuue xxypHanoB u apredakToB 0€301MacCHOCTH
—  OTcyTCTBUE KPUTUUYECKUX OMIMOOK MPH BHIIOJHEHUH 0Aa30BbIX CIIEHAPUEB 3aLUTHI U
TECTHUPOBAHUS

4.4. MeTonnueckue yKa3aHus 10 OPraHU3anum JadopaTOPHBIX padoT

YciaoBus NpUMEeHEeHH:
o Hanuune y oOyuaromuxcst HACTPOSHHOT0 y4e€OHOT0 CTeHAa WM JOCTYNA K 00JauHbIM

pecypcam.
e JlocTyn K METOJIMYECKHM MaTepHaliaM, CIIEHApUsIM JIa0OpaTOPHBIX paboT U mabioHaM
OTYETOB.
e lcnonws3oBaHue cucTeMbl KOHTPOJIS Bepeuit (Git) ams pukcanuu KoHGUTypanuii u
pe3yJabTaTOB.

He.]'ll/l, 3aa4YM U O)KuaaeMble Pe3yjabTaThbl:



Henu:
° 3aerHI/ITB TCOPCTUYICCKHUC MMOJIOKCHUA JUCHUIIIIMHBL «be3oracHoCTb I/IH(bOpMaI_II/IOHHBIX
CHUCTEM» Ha MPAKTUYECKUX MMPUMEpax.
e CdopmupoBaTh HABBIKU aHAIH3A YTPO3, HACTPOUKH CPEJICTB 3aIIUTHI U OLIEHKH PUCKOB.

3agaum npenojgaBaTeJisi:
e Pa3zpaboTka 1abopaTOpHBIX padOT, OTPAKAIOIINX KITFOUEBBIC pa3/IeIibl JUCIUTUIHHEL: 1B,
Secure SDLC, o6maunas u U1-6e30macHOCTE.
e [loaroroBka yueOHBIX KEHCOB, NPUOIMKEHHBIX K PEaIbHBIM CIIEHAPHUSM HKCILTyaTalluu
ncC.
e Opranusaiys nporeaypbl IPOBEPKH OTYETOB U 3aIUTHI JJAOOPATOPHBIX PabOT.

O2xupaembie pe3yabTaThl CTYICHTOB:
e YMeHHE NPUMEHSTh CPE/ICTBA 3alIUTHl U aHaIM3a 0€30MaCHOCTH Ha IPAKTHKE.
o HaBbIkM MHTEpIIpETALIMN PE3YIbTATOB CKAHUPOBAHMS, )KYPHAIIMPOBAHUS U
TECTUPOBAHUS.
e Cnoco6HOCTh OQOPMIIATH OTUETHI U ApTYMEHTHUPOBATh NPUHATHIE pemienus o Ub.

IHopsiaok peanu3anmnu:
Ilian sadbopaTopHbIX padoT:

JIP1: Tlonmutrka 6€30TaCHOCTH U MOJICITb YTPO3

JIP2: Kpunrorpaguueckue npumMuTuBsl U1 TLS

JIP3: AyreHTuduKanus, KOHTPOJIb AOCTYIA U CEKPETHI

JIP4: )XypHanupoBaHue U MOHUTOPUHT UHIIUJICHTOB

JIP5: CeteBas 0ezonacHocTh U IDS

JIP6: Secure SDLC u aHanu3 ya3BUMOCTEN

JIP7: KonTelinepHas 6€3011aCHOCTh

JIP8: OGnaynas 6e3omacHocTs u [AM

JIP9-15: be3zonacaocts MU-cuctem, LLM 1 RAG

JIP16: UtoroBbiit Munu-mipoekT 1o 3amure MC nim MN-cepBuca

IMpumep nnauBuayanbHoro 3aganus (JIP4):

3agaua: HacTpouTs xypHanupoBaHue y4eOHOTO CepBUCA, BBISIBUTH U IPOAHATU3UPOBATH
MPU3HAKY UHIUACHTA OE301aCHOCTH

KpnTeplm OICHKMU: II0JIHOTA JIOTUPOBaHUA, KOPPEKTHOCTh aHAJIM3a, 000CHOBAHHOCTb BBIBOIOB

KoHTpoJibHbIE BOIPOCHI:
- Haznauenue xxypHaimpoBanus B Ub
—  Tunel coOBITHI 0€30ITaCHOCTH
— Ponp noroB npu paccienoBaHUM UHIMIEHTOB

Kputepun onenkn:

3a4TeHo: BCe Tallbl BBHIIIOJHEHBI KOPPEKTHO, BHIBOBI apIyMEHTHPOBAHBI.

He 3auTteHo: jomymieHbl NPUHIMNHAIbHbBIE OIIUOKH WM OTCYTCTBYET TOHUMAHNE MEXAaHU3MOB
3aIUTHI.

4.5. MeToanueckne yKa3aHus 10 OPraHU3aIuu NPOEKTHOM
AeATeJIbHOCTH CTYICHTOB



YciaoBus NpUMEHEHH:
- Kypc paccuntan Ha cTyneHTOB 4 Kypca.
- TpynoémkocTs mpoekTHOU padoThl - 10—15 gacoB Ha KOMaHTYy.
— Hanuuune 6a30BBIX HABBIKOB a/IMUHUCTPHPOBAHUS, IPOTPAMMHUPOBAHUS M IOHUMAHUS
ocHoB Ub.

Hean, 3a1a4n U 0KUJaeMble pe3yJbTaThl:
Menn:
- IlpumennTs 3HaHHS IO 6€30MACHOCTH MH(POPMALIMOHHBIX CUCTEM JUIS PELICHHUS
KOMILJICKCHOTO IMTPAaKTUYCCKOI0 Kelica.
- CdopmupoBath HaBBIKM KOMaHTHON paOOTHl M PUCK-OPHEHTHPOBAHHOTO MOIXOA.

3agauu npenogaBares:
— @opMHUPOBAHKE TEM IPOEKTOB, COOTBETCTBYIOIINX pa3jieiaaM AUCIUIUIMHBI U YPOBHIO
00yJaronuxcs.
— IloaroroBka TEXHUYECKUX 3aJJaHUM C YUETKUMHU KPUTEPUSMU OE30MIaCHOCTH.
- OpraHmauI/m MPOMCIKYTOUYHOI'O 1 UTOTOBOT'O KOHTPOJIA.

O2xupaembie pe3yabTaThl CTYI€HTOB:
—  OmnbIT MPOEKTUPOBAHUS U aHAIM3A 3AIUIIEHHON HH(MOPMAIIMOHHOM CUCTEMBI.
— YMeHHe Npe3eHTOBATh Pe3ybTaThl AYAUTA U MPEJIOKEHHBIE MEPHI 3AIUTHI.
- Haspixku xomanHO# paboTs! Hag Mb-nipoexTom.

IMopsinok peannzanuu:
IIpumepbl NPOEKTOB:
- DevSecOps-naiimiaiiH ¢ KOHTPOJIEM YSI3BUMOCTEH
- BammménHas o0nmavyHas HHPPACTPYKTypa yaeOHOTO cepBUca
- Amnamus yrpos u 3ammuta LLM-gar-6oTa
— IlpoekTupoBaHue CUCTEMBI )KYPHATUPOBAHUS U pearupoBaHUs HA MHIUACHTHI

Mpumep T3 nas npoekra «3amuménnpiii LLM-001»:
- Onucarp apxXUTEKTYpy CepBHUCa
-~ BrImomHUTE MOACTMPOBAHUE YIPO3
-~ PeanuzoBaTh 6a30BBIC MEPHI 3aITUTHI
- IloaroroBuTh OTYET 1O COOTBETCTBUIO TpeOoBaHusIM b
— IlpencraBuTh pe3ynbTaThl B BUAE MPE3CHTALIMH

Kpurepun oneHku:

3a4TeHo: IPOEKT COOTBETCTBYET T3, MPOIEMOHCTPUPOBAHO OHMMaHUE TpUHIMIOB b,
BBIBOJIbI 00OCHOBAHBI.

He 3auTeHo: MpoeKT HE COOTBETCTBYET TPEOOBAHUSAM WM OTCYTCTBYET OHUMAaHUE
MPUMEHEHHBIX Mep 0€30MacHOCTH.

IMopsaaok MpoBepKH KOPPEKTHOCTH:
— CoOTBETCTBHE NPOEKTA TEXHUYECKOMY 3a/IaHHIO
— OOOCHOBaHHOCTb APXUTEKTYPHBIX U 3aIIUTHBIX PEIICHUI
— KadecTBO OTYETHBIX MaTepHaIOB U MPE3EHTALUH

5. IlepeyeHb OCHOBHOW M /JOINOJHUTEJNbHOW Y4eOHONl JUTEepaTyphl,

HEe00XO0AUMOi 1JIsl OCBOEHHUS JUCIHHUIUIMHBI (MOLYJIA)
5.1 OcHoBHast JIMTepaTypa:



1. Cupnak, A. A.; Bacunenko, B. B.; Peikenxko, C. B. HMuHdopmanmonHas 06€30macHOCTS.
Ou3NYeCKUe OCHOBBI TEXHUYECKHX KAHAJIOB YTeUkH HWHGpOpManuu: ydeOHoe mocobme. —
Mocksa: [upekr-Memma, 2022. — 128¢c. — DOI: 10.23681/694670. — ISBN
978-5-4499-3327-0. — URL: https://biblioclub.ru/index.php?id=694670&page=book (mara
obpammenus: 25.08.2025).

2. I'puninenko, H. B.; Yedpanosa, A. O.; VYpusckuii, A. B.; Anabuna, 0. ®. Cucrema
3amuTel uHGopMarnuu ViPNet: ygeOHoe mocobue. 2-¢ u3n.; mox pea. A. O. UedpaHnoBoit. —
Mocksa: JMK [IIpecc, 2023. — 385c. — ISBN 978-5-89818-458-2. — URL:
https://biblioclub.ru/index.php?id=703655&page=book red&razdel=10487 (mata oOpameHus:
25.08.2025).

3. 3aites, A. I1.; Memepsikos, P. B.; lllenynanos, A. A. Texuuueckue cpeacTBa U METOJIbI
3amuThl MHpopmaruu: ydyeOHuk. — MockBa: Topsiuas nunusg —Tenekom, 2021. — URL:
https://biblioclub.ru/index.php?id=713902&page=book red (mara o6pamenus: 25.08.2025).

4. Buykos, A. A. 3amura uapopmanuu : yaebHoe nocoodue ans By3oB / A. A. BHykoB. —
3-e u3n., nepepad. u gom. — Mocksa : M3marensctBo HOpaiit, 2023. — 161 ¢. — (Bricmiee
obpaszoBanue). — ISBN 978-5-534-07248-8. — URL.: https:// urait.ru/ bcode/512268.

5. [ernos, A. ¥O. 3ammura uHGOpMaMK: OCHOBHI TeOpuH : yueOHHMK 11 By30B / A. HO.
[lernos, K. A. IllermoB. — Mocksa : UznmarenasctBo FOpaiit, 2023. — 309 c¢. — (Bsiciiee
obpazoBanue). — ISBN 978-5-534-04732-5. — URL.: https://urait.ru/bcode/511998.

5.2 lonosiHMTE/IbHAS JIATEPaTypa:

1. Webb, G.1.; Hyde, R.; Cao, H.; Nguyen, H. L.; Petitjean, F. Understanding Concept Drift
[DnexTpoHHBIH pecypc]. — arXiv:1704.00362, 2017. — URL:
https://arxiv.org/pdf/1704.00362 (nata obpamenwus: 25.08.2025).

2. Machine learning-based detection of concept drift in business processes [DIeKTpOHHBIN
pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s44311-025-00012-w. — URL:
https://link.springer.com/article/10.1007/s44311-025-00012-w (mata oOpareHus:
25.08.2025).

3. Adversarial machine learning: a review of methods, tools, and critical industry sectors
[DnexTponHsiii pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s10462-025-11147-4. —
URL: https://link.springer.com/article/10.1007/s10462-025-11147-4 (mata oOpareHus:
25.08.2025).

4. A Comprehensive Guide to Explainable Al: From Classical Models to LLMs
[DnexTpoHHbIT pecypc]. — arXiv:2412.00800, 2024. — URL.:
https://arxiv.org/pdf/2412.00800 (mata obpamenus: 25.08.2025).

5. Al Development Life Cycle: A Comprehensive Guide [Dnexktponsnsiii pecypc] // SmartDev.
— URL: https://smartdev.com/ai-development-life-cycle-a-comprehensive-guide/ (nara
oOpamenus: 25.08.2025).

6. ATLAS — Adversarial Threat Landscape for Artificial-Intelligence Systems [ D1eKTpOHHBI#
pecypc] // MITRE. — URL: https://atlas.mitre.org/ (nata obpamenus: 25.08.2025).

5.3. llepuoguyeckne U3IaAHUA:
IEEE Transactions on Big Data — HayuHble cTaThu 110 00pabOTKe OOJBIINX TAHHBIX.
2. Journal of Big Data (SpringerOpen) — oTKpbITHI# %K ypHAJ ¢ HCCIASIOBaHUSAMHU B 001acTH Big
Data.
3. Big Data Research (Elsevier) — myonukarmu mo aHanu3y, yIpaBiICHUIO U BU3yalTU3aUH
JIAHHBIX.
Data Science Journal (CODATA) — MeXIUCIUILTMHAPHBIC UCCIICIOBAHUS TAaHHBIX.
ACM Transactions on Knowledge Discovery from Data (TKDD) — MeTo1p1 U3BJIcUeHHMSI
3HAHUH U3 OOJIBIIUX JTAHHBIX.
6. https://openreview.net/forum?id=FMMF1a9ifL
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7. https://openreview.net/forum?id=EIUrNM9U8c#discussion

8. https://openreview.net/forum?id=JoO6mtCLHD

9. https://aclanthology.org/2024.findings-emnlp.760/

10. https://aclanthology.org/2020.coling-main.588/

11. https://link.springer.com/chapter/10.1007/978-3-030-72113-8_30
12. https://link.springer.com/chapter/10.1007/978-3-031-42448-9_10
13. https://aclanthology.org/2024.findings-naacl.288/

5.4. UnTepHeT-pecypchl, B TOM YHCJIe COBPpeMEeHHbIe MPo(ecCHOHAIbHBIE 0a3bl
JAHHBIX H HHPOPMAIMOHHbIE CIPABOYHBIE CHCTEMbI
Dnexmponno-oubnuomeynwvle cucmemot (I6C):
3BC «HOPAWT» https://urait.ru/
9BC «YHUBEPCUTETCKA S BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
3bC «BOOK.ru» https://www.book.ru
3BbC «ZNANIUM.COM>» www.znanium.com
3BC «JIAHb» https://e.lanbook.com
Hpoqbeccuonaﬂbnble 6azvl OaHHbIX
Scopus http://www.scopus.com/
ScienceDirect https://www.sciencedirect.com/
Kypuaner uzgarenscrea Wiley https://onlinelibrary.wiley.com/
Hayunas snextponnas oudiuoreka (HIb) http://www.elibrary.ru/
TTonHOTEKCTOBEIE APXHWBbI BEAYIIUX 3allaJIHBIX HAYYHBIX )XYPHAJIOB Ha Poccuiickoit
nnaT(bopMe Hay4HbIX xypHasioB HOMKOH http://archive.neicon.ru
6. HammonanmpHass 27meKTpoHHas  OMOMMOTEKa  (IOCTYNm K DJIEKTPOHHOM  OMOIHMOTEKe
nuccepranuii Poccuiickoit rocymapeteennoi ouomunoreku (PI'B) https://rusneb.ru/
7. Tlpesunmentckas oudnanoreka uM. b.H. Ensiiuna https://www.prlib.ru/
8. baza mannpix CSD KemOpumkckoro nienTpa kpuctrammiorpadpudeckux manabix (CCDC)
https://www.ccdc.cam.ac.uk/structures/
9. Springer Journals: https:/link.springer.com/
10. Springer Journals Archive: https://link.springer.com/
11. Nature Journals: https://www.nature.com/
12. Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols
13. Springer Materials: http://materials.springer.com/
14. Nano Database: https://nano.nature.com/
15. Springer eBooks (i.e. 2020 eBook collections): https:/link.springer.com/
16. "Jlextopuym TB" http://www.lektorium.tv/
17. VYuusepcuterckas nnpopmannonnas cucrema POCCUS http://uisrussia.msu.ru

I
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FBecniamnvie obpasosamenvivie pecypcol
1. Jupyter Notebook — nHTepakTHBHBIC BHIYHUCIIEHUS
2. Visual Studio Code — pemaktop koja ¢ moiepxkoii Python
3. Google Scholar/arXiv — moctyn k Hay4HbIM MyOIUKAIUSAM

Pecypcuvl c6o600H020 docmyna

1. KwubepJlenunka http://cyberleninka.ru/;

2. AmepukaHcKas naTeHTHas 0a3a jgaHHbIX Nttp://www.uspto.gov/patft/

3. MunucrepcTBO HayKH U Bbicuiero oopasosanus Poccuiickoit @enepanuu
https://www.minobrnauki.gov.ru/;

4. ®enepanbHblii mopran "Poccuiickoe oopazosanue” http://www.edu.ru/;

5. Mudopmarmonnas cuctema "Equnoe okHO AocTyna K 00pa3zoBaTeiIbHbIM pecypcam”
http://window.edu.ru/;
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6. Enunas koyutekuus nupoBbIXx 0Opa3oBaTenbHBIX pecypcoB http://school-collection.edu.ru/ .

7. llpoekr 'ocynapcTBeHHOTO MHCTUTYTA pyccKoro si3bika uMeHu A.C. Ilymkuna
"Oo6pa3oBanue Ha pycckom" https://pushkininstitute.ru/;

8. CmpaBouHo-uH(popMannoHHbIi mopTai "Pycckuii si3p1k" hitp://gramota.ru/;

9. Cauyx0a TeMaTHYECKHX TOJIKOBBIX cioBapei http://www.glossary.ru/;

10. CnoBapwu u suImKIOnexuu http://dic.academic.ru/;

11. O6pa3oBarenbHblil mopTai "Yueda" http://www.ucheba.com/;

12. 3axonomnpoekT "O6 oOpazoBanuu B Poccuiickoit @enepanun". Bonpock! u oTBeTs hitp://xn--
273--84d1f.xn--plai/voprosy_i_otvety

Cobcmeennvle d1eKmpoHHble 00pazosamenbHble U UH@GopmayuonHvle pecypcol Kyol'y

1. DOnexrtponHsIil kaTanor Hayunoit Oubnuorexku Kyol'y
http://megapro.kubsu.ru/MegaPro/Web
2. DnektpoHHas 6ubnuoTeka TpyaoB yueHbix Kyol'y
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6
3. Cpena monynbpHOTO AMHAMHYECKOro oOydeHus http://moodle.kubsu.ru
4. ba3za yueOHBIX IJIAHOB, y4€OHO-METOIMUECKNX KOMIUIEKCOB, IyOJIUKAIui U KOH(epeHInii
http://infoneeds.kubsu.ru/
5. bubnuoteka MHPOPMAIIMOHHBIX pecypcoB Kadeapsl HH(GOPMAIMOHHBIX 00pa30BaTEIbHBIX
texHosorui http://mschool.kubsu.ru;
6. DnexkrpoHHbIit apxuB qokymentoB KyoI'Y_http://docspace.kubsu.ru/
7. DnexTpoHHbBIE OOpa3oBaTenbHBIE pecypchl Kadeapbl HHDOPMAIMOHHBIX CUCTEM U
TexHosioruii B oOpaszoBannu KyOl'Y wum HayuHo-merommdeckoro >xypHaina "LIIKOJIBHBIE
I'OJIbI" http://icdau.kubsu.ru/

5.5 lly6aukanuu kondepenunii A*

1. Tim Menzies, Oussama Elrawas, Jairus Hihn, Martin Feather, Ray Madachy, and
Barry Boehm. 2007. The business case for automated software engineering. In Proceedings of
the 22nd IEEE/ACM International Conference on Automated Software Engineering (ASE '07).
Association  for  Computing  Machinery, New  York, NY, USA, 303-312.
https://doi.org/10.1145/1321631.1321676

2. Farzana Ahamed Bhuiyan and Akond Rahman. 2021. Characterizing co-located
insecure coding patterns in infrastructure as code scripts. In Proceedings of the 35th IEEE/ACM
International Conference on Automated Software Engineering (ASE '20). Association for
Computing Machinery, New York, NY, USA, 27-32. https://doi.org/10.1145/3417113.3422154

3. Michael Hilton, Timothy Tunnell, Kai Huang, Darko Marinov, and Danny Dig. 2016.
Usage, costs, and benefits of continuous integration in open-source projects. In Proceedings of
the 31st IEEE/ACM International Conference on Automated Software Engineering (ASE '16).
Association  for  Computing  Machinery, New  York, NY, USA, 426-437.
https://doi.org/10.1145/2970276.2970358

6. MeToanueckue YyKazaHus I O0Yy4YaWINMXCH 10 OCBOCHHIO

AMCHMIVIMHBI (MOIYJIs)

B paMKax Kypca HNpCeAyCMOTPCHO MHNPOBCACHUC JICKIIMOHHBIX 3aHHTPII>i, Ha KOTOPBIX
n3jaracrcs CI/ICTCMaTI/ISI/IPOBaHHHﬁ MaTrcpurall 10 pa3pa60TI<e KpOCCHJIaT(I)OpMCHHBIX
JCCKTOIIHBIX HpHHO)KCHHﬁ. Ha JICKIIUAX paccMaTpuBarOTCA OCHOBHBIC KOHIICIIINHY,
COBPCMCHHBIC MOAXOJAbl W HWHCTPYMCHTBI, HCIHOJB3YCMbIC [UIA CO3OaHUA HpHJ’IO)KCHHfI,
pa60Ta}0me Ha PAa3/IMYHBbIX ONCPALMOHHBIX CHUCTCMaAX. Tlocne Ka)KHOﬁ JICKOUHU PCKOMCHAYCTCA
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BBIIIOJIHEHUE TPAKTUYECKUX 3aJaHUM Ul 3aKpeIUICHUS M3yYEHHOIO MaTepuaja U OCBOEHHS
KJIFOYEBBIX TEXHOJIOTHM.

JlabopaTopHble 3aHATHS HampaBJCHbBl Ha TPAKTHUYECKOE OCBOCHHE METOJIOB U
MHCTPYMEHTOB Pa3pabOTKH KPOCCIUIAT(POPMEHHBIX JECKTONMHBIX NpWiIokeHuil. B xone
na0opaTOpHBIX pabOT CTYAEHTHl peaTu3yloT OCHOBHBIE KOMIIOHEHTHI I0JIb30BATEIBCKUX
uHTEpPECcoB, 00ECIICUNBAIOT B3aMMOJICHCTBHE C (PAJIOBOM CHCTEMOM, HCIIOJIB3YIOT CPEICTBA
st paboTHI € CeThI0 M 0a3aMu AaHHBIX. J{J1s1 BBITOTHEHUS 3aIaHUH MCIIONIB3YIOTCS TTOMYISPHBIE
(bpeiiMBOpKH U cpenbl pa3padboTku, Takue kKak Qt, Electron mim ananoruyHsle.

B camocrosrensHOi paboTe CTyIeHTaM pPEKOMEHAYeTCs H3y4arbh O(HIHATBHYIO
JOKYMEHTAIlMI0 K BBIOpaHHBIM (ppeiiMBOpKaM M HMHCTPYMEHTaM, a TaKXe JOMOJIHUTEIBHYIO
JUTEPaTypy M0 NPOEKTUPOBAHUIO U ONITUMHU3ALIUU AECKTOITHBIX IPUIIOKEHUI.

BaxxHoll yacThl0 Kypca SIBISIETCS CaMOCTOSATEIbHAs MPOEKTHas paboTa, B paMKax
KOTOPOH CTYZIEHT pa3padaTbIiBaeT 3aBEpIIEHHOE KPOCCIUIAT(POPMEHHOE AECKTOTHOE MTPUIIOKEHUE
JUI pelIeHns] KOHKPETHOM 3ajaun (kelica), MpeasioskeHHOM MHTyCTpUATbHBIMHU apTHEPAMU UITH
npenojaBaTeneM. Jlomyckaercs BBINOJIHEHUE TPOEKTOB NHIUBUIYAIIbHO WM B KOMaHAAX 10 3-X
YeJI0BEK.

Keiic Nel (ABA JIADB — Fastboard desktop-kJmenT):

3aganme: kpoccmaropmennsiii desktop-kinuent (Qt/PyQt/GTK) mis ecTeCTBEHHO-S3BIKOBBIX
3anpocoB K Fastboard; Busyanuzaums otuéroB (Tabnuimsl/rpadukn); skcnopt PDF/PNG;
nokanu3anust; penaussbl o 2 OC; nanmnnain CI.

Munumym k 3auéry: Ul + Buzyanuzauus + jokanuzanus + nakersl Win/Linux + apredakrsl
Cl.

Keiic Ne2 (CBsizbPecypc-Ky0anb — desktop-renepaTop 10KyMeHTOB):

3aganme: mnpunoxenune (Tkinter/PyQt) ¢ mapamerpuueckoit (HOpPMOM, MPEATPOCMOTP
DOCX/PDF, norupoanue; nokanuzarmus; peanssl 2 OC; CI-cOopka.

MuHumMyM K 3a4éTy: paboTOCIOCOOHBIH MPEANPOCMOTP M IKCIopT; aBe cOopku; CI +
WHCTPYKIIUS TIOJTb30BATEIIS.

JIns  CTYIeHTOB C OrPaHMYECHHBIMH BO3MOKHOCTSMH 370POBBSI  IPEITYyCMOTPEHBI
JONOJHUTEIbHbIC MHIUBHIyaJbHbIC KOHCYJBTAI[MH, HAa KOTOPBIX IIPErojaBaTelb IOAPOOHO
Pa3bACHSIET CIOXKHBIC aCHEKThI TUCIUIUIMHBI, TOMOTACT aAaNTHPOBATh MPAKTHUYECCKUE 3a1aHUS U
oOecrieunBaeT CHEUUATbHBIC YCIOBUS JJIsI OCBOCHHMS METOJOB palbOThl € CHCTEMaMH
UCKYCCTBEHHOTO HHTEIUIEKTa. VIHAMBUAYalbHBIH IOJIXOJ TMO3BOJISIET TAaKUM CTyIEHTaM
MOJIHOIIGHHO Y4YacTBOBaTb B Y4eOHOM TIpolecce W JOCTHraTh TpeOyeMbIX pe3yIbTaToB
oOyueHusl.

7. MaTepuajibHO-TeXHUYECKOe o0ecreyeHue 1o JMCIuIInHe (Moay o)

Bupryaneubsle mamunbl, kinactep Managed Kubernetes u pecypecst GPU B obGnake
npenocTaBisercss HHAycTpuanbHbIM napTHepoM [TAO «Coepbank»:

Koz-
BO
Ne IIponykr [Tapamerpsl npoaykra Kon-Bo xoudp Ex. musm.
urypa
AN70%1



BupryansHas ~ Buprtyanenas mammuna 10% vCPU 2

. MalHa VCPU 4 RAM 1 60 i
OC Ubuntu 22.04 1 I
CucreMmublii quck SSD 1 It
10 I'o
Apenna myommasoro IP 1 116,
B Bupryansnas mamnna ¢ GPU
Maglpgaaf’g;’{] NVIDIA® Tesla® V100 2 GPU 8 1 1 Ir
vCPU 128 'b RAM
OC Ubuntu_24.04 1 106y
Cucremuslii guck SSD 1 It
2000 o
Huck SSD 1 T
4096 o
Huck SSD 1 T
4096 I'o
Apenpaa myonmanoro [P 1 It
3 K8S Master node 8 vCPU 16 RAM 1 1 It
Worker node 10% mois 4 vCPU 32
RAM 5 T
Worker node SSD-NVME 64 I'o
Apenpaa nyonuanoro [P 1 116
ML Inference
4 Instance Type  Bpems paGoThl B MecsIl 40 1 |
GPU
HMucranc 8 x NVIDIA® H100
NVLink PCle 160 vCPU 1520 GB 1 T
RAM
KonunuecTtBo 3anpocoB k ML- 1 MiH.
MOEIIIM It
Ko ML-mopenei 160 I'o
. MiH.
5 LLM Toxens! GigaChat 2 Max 50 e
. MiH.
Toxenst Embeddings 400 It
JlononHUTENbHBIE 00JAUYHBIE PECYPCHI MPEIOCTABISAIOTCA TEXHOIOTHUYECKUM MapTHEPOM
Yandex Cloud.
No Bi paGot HauMenoBanue yueOHON ayIUTOpUH, €€ OCHAILIEHHOCTh
000pyIOBaHUEM M TEXHHUUYECKHUMU CPEJICTBAMH O0yUYeHUs
1. Jlek1MOHHBIE 3aHATUS Aynutopus, YKOMILJIEKTOBaHHAs CHEeIHATN3UPOBAHHOMN
MeOEIbI0 U TEXHUYECKUMU CPEJICTBAMH O0YICHHUS
2. JIaGopatopHble 3aHATHS | AyIUTOPUS, YKOMILJIEKTOBaHHAs CHEIMATN3UPOBAHHON
MeOeNnpl0 M TEXHUYECKMMH  CpeJACTBaMH  OOyuyeHwus,
KOMITBIOTEPAMH, TPOEKTOPOM, IPOTPaAaMMHBIM 00eCTieueHnEM
3. [TpakTudeckue 3aHsITH | AyIUTOPUS, YKOMILJIEKTOBaHHAs CHEIMATN3UPOBAHHON




MeOeNIbI0 ¥ TEXHUYECKUMH CPEJICTBAMH 00yUCHHSI

4, I'pynnosslie

Aynuropus, YKOMIUIEKTOBAHHAas CHEeLUaIU3UPOBAaHHON

(MHIMBUTyaIbHbIE) MeOenpl0 M TEXHHYECKUMH  CpEACTBAMH  OOyueHWHs,
KOHCYJIbTallU1 KOMIIBIOTEpPAMHU, TPOrPAMMHBIM 00ECIIEUEHUEM

S. Texymuit ~ KOHTpOJIb, | AyauTopus, YKOMILUIEKTOBAHHAas CHEeUaIU3UPOBAHHON
IIPOMEXKYTOYHAs MeOeNnpl0 M TEXHUYECKMMM  CpeicTBaMH  OOyuyeHwus,
aTTecTanus KOMIIBIOTEpPaMHU, TPOrPAMMHBIM 00eCIIeYeHUEM

6. CamocTrosTenbHas Kabuner s camocTosiTensHOH — paboOTHI, OCHAIIECHHBIN
pabota KOMITBIOTEPHON TEXHUKOW C BO3MOYKHOCTBIO MOJKIIOYEHHUS K

cetu «lHTEpHET», NPOrpaMMON HKPAaHHOTO YBEIHWYEHUA U
00€eCIeYeHHbIN JIOCTYIIOM B JIEKTPOHHYIO MH(OPMALMOHHO-
00pa30BaTEIIbHYIO CPEAy YHUBEPCUTETA.

Ilpumeuyanne: KoHkperuzanmusi ayauTopuii M HX OCHALICHHE

onpeneasiercsa OITOIL.
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