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1 Hean 1 3a0a4u M3YyYeHHUs TUCHUILIMHBI (MOAYJIs1)

1.1 Ileab ocBoOeHUSI TUCHHUILIAHBI

Henp muctmmiuHbl — CcPOpMHUPOBATH y OOydYAIOMUXCS CHCTEMHOE IMOHUMAHHE
npuHUIUIOB uH(opmanmoHHo Oe3zomacHocty (MB) u mpakThueckux METOJOB 3allUTh
COBPEMEHHBIX HWH(OPMAIMOHHBIX cHcTeM, BiiModas WH-cuctemsl, d9ar-00ThI, OoJbIIHE
s3pikoBeIe Mozenn (LLM) u Retrieval-Augmented Generation (RAG), Ha 0a3e craHmapTos,
(peMBOPKOB U JIYUYIIIHX MTPAKTHK.

1.2 3agayu AUCUMIINHBI

1. Usyuenue ocunoB Ub: croiicTBa 6€30MacHOCTH, YrpO3bl U YSA3BUMOCTH, MOJCIU
HapyIIUTENS, YIPaBJIeHUE PUCKAMHU, MTOJIUTUKA O€30MaCHOCTH.

2. OcBoeHue  CpeACTB  3alIUTHL:  KpunTorpadusi,  KOHTPOJIb  JOCTYIIa,
ayTreHTU(UKalus/aBTopu3anus, cereBbie s3kpanbl, IDS/IPS, SIEM.

3. bezomacHocth mporpammuoro obecmneuenus u Secure SDLC (SAST/DAST,
yIpaBieHHE 3aBUCUMOCTsIMU/cekperamu), DevSecOps.

4.  bezomacHOCTh 00JIauyHBIX U KOHTeWHEpHBIX cpen (IAM, monmuTuka cetu, peectp
00pa3oB, CKaHUPOBAHKE YI3BUMOCTEN).

5.  CneumanbHblii Monaynab: Oe3omacHocth WMU-cuctem u LLM/RAG: yrpo3ssl
(prompt-injection, jailbreak, model/RAG poisoning, model-DoS, insecure output handling),
3amuThl (guardrails, mpoBepka HMCTOYHHUKOB, KOHTEHT-(QWIbTpalMs, ayIuT U TpacCUpPOBKa,
Bepudukanus uurar), coorserctBue OWASP LLM Top-10 u ¢ppeiimBopkam NIST Al RMF 1.0,
ISO/IEC 23894:2023.

1.3 MecTo qucuunnHbl (MOAYJisl) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMmMbl
Hucuunnuna «be3omacHOCT MHPOPMALIMOHHBIX CHCTEM» OTHOCHTCS K 0a30BOM yacTu
b1.0.36.
JucuuninuHa B 3HAYUTEIBHOM CTENEHH B3aMMOJAEHCTBYET I (POPMHPOBAHUS
KOMIeTEeHI Uil C TUCIUTUTMHAMU:
1. AnreOpa u reomeTpus
2. MLOps&DevOps
3. [MapanenbHoe U HU3KOYPOBHEBOE MPOTPAaMMUPOBAaHUE
4. TexHOJOTUH TECTUPOBAHUS TPOTrPAMMHOTO OOeCTIeUeHUs
5. AnMuHHCTpUpOBaHUE MH(OPMAITMOHHBIX CETEH
6. TexHosoruu ynpasieHus qanHHbIMU NoSQL
TpeboBaHreM K «BXOJHBIM» 3HAHHSM SBJISETCS IOHUMAaHHE OCHOB CeTel H
OTIEPAllMOHHBIX ~CHCTEM, HaBBIKM mporpammupoBaHuss Ha Python, 3nanume 06a3oBoit
BE0-apXUTEKTYPHI U 00JTAYHBIX TEXHOJIOTUH.

1.4 IIpodeccuoHanbHBIE POJIM B CTPYKTYpPe 00pa3oBaTeIbHOM NPOrpaMMbl

Ponp 1: Data Analyst (AHAJIUTHK TaHHBIX)

3anayu:
e CrartucTUyecKuil aHau3, BU3yalu3alus JaHHBIX, IpeABapUTEIbHas 00padoTKa
e (Co3naHue MPOTrHO3HBIX MOJIENEH
e [locTpoeHune aHaTUTHUECKUX MOJIENEH s IOIICPKKH OM3HEC-peIIeHHA

Ponp 2: MLOps (Cnenuanuct no sxcniayaranuu UN)
3agaun:

e DevOps ms ML

e ABTomaruzaius, MOHUTOpUHT ML-cucrem



e OrnepaliOHHOE YIpaBJIEHUE )KU3HEHHBIM HIUKIOM ML-Mozneneit

Ponp 3: AI PM (Menexxep npoextos UN)

3agaun:

e Vnpasnenue MM-npoekramu OT uaeu 10 BHEAPEHUS
e AnHanu3 Ou3Hec-TpeOOBaHMI U TIOCTAHOBKA 3a7a4
e Ouenka 3¢pdexruBHoctr U ROI NU-pemenmii

1.5 IlepeuyeHb MIaHMpPYeMBbIX pe3y/JbTATOB O0y4eHHUs] MO JMCHHUILIMHE (MOAYJIIO),
COOTHECEHHBIX € INIAHNPYEMbIMH Pe3YJIbTATAMM OCBOCHHUSI 00pa30BaTe/bHOH MPOrpaMMbl

N3yuenne panHOW yueOHOM AMCHUIUIMHBI HampaBieHO Ha (GOpMHpPOBaHUE §
oOyuaroumxcs CaeayoIX KOMIETeHINH:

YK-1

YK-1.2

OIIK-4

OIlIK-4.1

OIIK-4.2

OIIK-6

OIIK-6.2

Cnocoben ocywiecmenams ROUCK, KpUMUYECKUIl AHAIU3 U CUHME3 UHpopmayuu,
HPUMEHAMb CUCIEMHbBLIL NOOX00 0114 PeUleHUA NOCMABIEHHbIX 3a0ay
OcymiecTBiseT MOUCK HEOOXOAUMON HH(OPMaIUK, ONTUPASICh HAa PE3YIbTAThI
aHaJIM3a MMOCTaBJIECHHOM 3a1a4n

3HAEeT METO/IbI KPUTHYECKOM OIEHKH J0KAa3aTEIhCTB U CHHTE3a PA3HOTUITHBIX
HWCTOYHHUKOB.

YMeeT BrICTpanBaTh CUCTEMATUUECKUI 0030P TEMBI, COTIOCTABIIATH
CTaH/IapThI/UCCIIEIOBAaHUS U 000CHOBBIBATH BHIOOD.

BrageeT motHBIM IUKIJIOM TPaCCUPYEMOCTH: OT MOCTAHOBKH 3aa4d JI0 PEUICHUH C
HMCTOYHUKAMH W OTPAHHYCHUSMHU.

Cnocoben naxooumso, anaiu3upoeams, peaiu308bléams NPOZPAMMHO U
UCROIb308aMb HA NPAKMUKE MAMeMAMUu4ecKue aizopummol, 8 MOM YUce ¢
npUMEHEHUEM COBPEMEHHBIX GbIUUCTUMETbHBIX CUCEM

OO6mamaer 3HaHUSAMHU 00 OCHOBHBIX CTaHJApPTaX, HOpMaxX W MpaBuiI pa3padOTKU
TEXHUYECKOM TOKyMEHTAIllMU IPOrPaMMHBIX IPOAYKTOB U MPOTPAMMHBIX
KOMILJIEKCOB

3HaeT TpeOOoBaHUA K TIOKYMEHTAIIUHU JUTsl pa3HbIX cTaanid XK1
(TIpoeKTHPOBaHKE/IKCILTYaTAIIMs/COMPOBOXKICHHE) U K JIOKa3aTeIbHOU 0aze
COOTBETCTBUS.

YMeeT apryMeHTHpOBaTh BEIOOP CTaHAAPTOB/1IA0IOHOB 1O KOHKPETHBIN Kelc U
BBICTPOUTH €UHYIO CTPYKTYPY MaKeTa JOKYMEHTOB.

Brnageer penieH3upoBaHneM/ayIMTOM TOKYMEHTOB U YIIPaBJIEHUEM U3MEHEHUSIMU
(peBblo, MPaBKU, TPOTOKOJIUPOBAHUE PELICHUI).

Crioco0OeH nNpUMEeHSTh CTaHIaPThl, HOPMBI U MpaBuiIa Mpu 0GopmIeHUN
TEXHUYECKOM TOKYMEHTAIlMU Ha PAa3INYHbIX CTAAUSIX IPOSKTUPOBAHUS U
MOAJEPKKU KUZHEHHOTO LUKIIA IPOTPAMMHBIX MPOJIYKTOB U MPOTrPAMMHBIX
KOMILJIEKCOB

3naet npakTuku «docs-as-code» v MHTErpaluu JOKYMEHTAIUU B MPOLECCHI
pa3pabOTKH/IKCIUTyaTall|H.

YMeeT peann3oBaTh CKBO3HOM JOKYMEHTOOOOPOT MUHU-TIPOEKTA: OT TPEOOBaHUN U
DFD g0 oTtuéra ayaura ¢ TpacCUpyeMOCThIO «TpeOOBaHUE — Mepa — METPUKay.
Brnageer unterpanueit noxkymenranuu B CI/CD (penosutopuii, Bepcuu, peBblo,
apTedaKThI-10Ka3aTeNbCTBA).

Cnocoboen ucnonv3oeams 6 nedazoZuieckoi 0eameabHOCmu HaAyYHble 0CHOBbL
3HAHUIL 6 chepe UHPOPMAUUOHHO-KOMMYHUKAYUOHHBIX MEXHON02UT
O6ocHoBBIBaeT BbI0Op KoHKpeTHOM MK T-TexHomoruu st penieHus
MeJarornyeckom 3a1aumn

3HaeT ocHOBbI negarornueckoro auzaiiHa UKT-pemennit 1 moaxoasl OLEHKH
addextuBHOCTH (learning outcomes, KPI, 6e30macHOCTE/IPUBATHOCTS ).



SS-1

SS-1.1

ML-5 11

ML-5.1

Al S-1 5

Al S-1.1

Al S-1.2

Ymeer obocHoBaTh BeIOOp 1 KoHurypanuto UKT-perienns Ha OCHOBE TaHHBIX
nuioTa (METPUKU, PUCKH, OTPAaHHUYEHUS ), COTIIACOBATh ¢ TPEOOBAHUSIMU
0€30IaCHOCTH.

Brnaneer pa3paboTkoil 1OpOKHON KapThl BHEAPEHUS (3TAIbI, POJIU, PUCKH, OIOJKET)
Y TUTAHOM MOHUTOPHUHTA/YITyqIIEHUH.

Cnocoben ocywiecmenams ceoio mpyoogyio 0esimeabHOCHb C yuemom
onpedenenun koppekmuoi poru MU ¢ paznuunsix npoyeccax, Kpumuuecko2o
ananu3a nocieocmeuii npumenenus HH-mexunonozuil, 3muyecKkux nPUHYUNOE
Ornpezenser eHHOCTHBIE MPEINOChUIKH, KOTHUTHBHBIC UCKAKEHUS, KYJIbTYPHO-
00YyCJIOBJICHHBIE TIPEAB3SITOCTH B JAHHBIX, AITOPUTMAX, TOCTaHOBKE 3aa4 st M.
CaMOCTOSTENBHO aHAIU3UPYET 00YUAIOIIYI0 BEHIOOPKY Ha IIPEIMET
pernpe3eHTaTUBHOCTH, BO3MOXKHBIX UCKKEHUH, CKPBITHIX MPEIB3ATOCTEH.
COOTHOCHUT TEXHUYECKUE XaPAKTEPUCTHUKN MOJIENIN C MOTEHIINATLHBIMU pUCKaMU €&
MIPUMEHEHHUsI (HarpuMep, HU3Kask YCTOWIMBOCTH K IITYMY — PUCK B MEIUITUTHCKON
JTUATrHOCTHKE).

Cnocoben pazpadbamoieams u (uiu) RPUMEHAN b MM OObl HOGLIUEHUSA
ycmoutuugocmu, Hadexcnocmu, dezonacnocmu anzopummos MO

OG0CHOBBIBAET CIOCOOBI M BAPUAHTHI MPUMEHEHHSI METOJIOB TTOBBIIIICHHS
YCTOMYMBOCTH, HAJISKHOCTH, Oe30macHOCTH anroput™MoB MO 3amauax 1,
BKJTIOYAsT UX MPEe0Opa3oBaHNe U aJaNTaIMIO K Crieln(pUKe 3a1a91

OO60CHOBBIBaET BHIOOP U MPUMEHEHHUE METOIOB TOBBIIIIEHUSI YCTOWYUBOCTH U
HAJEKHOCTH MOJieiel ¢ yuéToM crieliMpUKH 3a7a4uu, BKIKOYAs aJanTaiuio Moaenei
Y UCTIOJIB30BaHMe MoAx0A0B 00bsicauMoro UM u nosepernoro M. YuurteiBaer
PHUCKHU aTaK ¥ METObI UX MTPOTUBOACHCTBUS.

Cnocooen ynpasnams puckamu 6 pazpavomxe cucmem HH, esicmpausamsp
ynpaenenue dezonacnocmoto MU 6 komnanuu c yuemom smuxu UH

BrisBiisieT u MoAenupyeT yrpo3sl Ha BCEM kU3HEHHOM I1ukiie M -cucrewm,
OIICHUBAET U IPUOPUTUZUPYET PUCKHU

[TonrMaeT OCHOBHBIE KaTeropuu prckoB u atak Ha MU (data poisoning, model
stealing, evasion). ITpumensier Tunossie metoauku (STRIDE, MITRE ATLAS) no
rotoBeiM mabsonam. Cienyer B pabore T'OCT P ISO/IEC 27005-2010; ITHCT 836-
2023 «MU. ®dynkimoHanbHas 6e3o0macHocTh»; MeToaukn @CTOK 1o oreHke yrpos
(2024); 3naet mexayHapoaubie ¢ppeiimBopku u ctangaptel NIST Al RMF 1.0;
ISO/IEC 27005 (risk); MITRE ATLAS; STRIDE/PASTA.

Ob6ecrieynBaeT COOTBETCTBHE HOPMATUBHBIM TPEOOBAHUSAM U MPUHLUIIAM
noBepeHHoro/>Tuanoro MM

3nakom ¢ Kogexkcom stuku B chepe U PO (2021) , 6a30BbIX MPUHLIAIIAX
Responsible Al, 3akorom 152-®3 «O mniepc. nanubix» u ocHoBamu GDPR. Moxer
onucarth npoiecc Data Impact Assessment.

2. CTpyKTypa M coaep:kaHue TUCHHIIUHBI

2.1 Pacnipeaesnienne TpyA0EMKOCTH JMCIMILIMHBI IO BHAAM padoT

OO6mass Tpyoo€MKOCTh JNUCHUIUIMHBI cocTaBnseT 3 3ad. ea. (108 wacoB), wux
aclpeieNIeHue 1o BU1aM paboT MpeICTaBIeHO B TA0IUIIE

CemecTpsl
. Bcero
Bup yuyeOHo# padoTnl (4ach)
4acos 7
KonrakTtHas pabora, B TOM yncie: 52.3 52,3
AyIMTOpHBIE 3aHATHS (BCEro): 50 50
3aHATUS JTEKIIMOHHOTO TUTIA 16 16
JIaGopaTopHble 3aHATHS 34 34




3aHATHS] CEMMHAPCKOTO TUIA (CEMUHAPBHI,
IIPAKTUYECKHUE 3aHSTHSI)
Nuas koHTaKkTHa"A padora: 2,3 2,3
Kontpons camocrositensHoit pabotsl (KCP) 4 4
[Tpomexyrounas arrecranus (MKP) 0,3 0,3
CamocrosiTesibHasi paboTa, B TOM YHcJIe: 20 20
KypcoBast paboTa
BrinosiHeHue MHIMBUyalIbHbBIX 3a/1aHUN 20 20
Pedepar
IloaroroBka K TEKyIeMy KOHTPOJIIO
KonTpoJib: 35,7 35,7
IToaroToBKa K 3K3aMeHy 35,7 35,7
yac. 108 108
B TOM 4YHCJIe
OO0masi Tpy10eMKOCTh KOHTAKTHAasi 52,3 52,3
pabora
3a4. el 3 3

2.2 CTpyKTYypa QM CHHUILINHBI

Pacrnipenenenne Bu1oB yueOHOM pabOThI U UX TPYAOEMKOCTH IO pa3zesiaM AUCHUTIINHBI.
Pa3nensl (TeMbl) TMCHUIUIMHBI, H3y4aeMble B / CEMECTpe

KonuyecrBo yacoB

Bueayn
Ne HaumeHnoBaHue pa3esioB (TeM) Beero AynaurtopHasi padora HT(;pHa
padora
J 113 JIP CPC
1 2 3 4 5 6 7
1. | OcuHoBsl b u ynpaBieHue puckamu 22 5 11 6
2 bezonacuocts 10, undpactpykrypsl u obmaka 22 5 11 6
Beszonacnocts MM-cucrem, yat-60otos, LLM u 24 6 12 6
3.
RAG
HUTOI'O no pa3aenam auCHUNIHMHBI 68 16 34 18
KonTtponb camocrositensHO# padotsl (KCP) 4
[Tpomexxyrounas arrectamus (MKP) 0,3
[ToaroToBKa K TeKyIeMy KOHTPOJIIO 35,7
OO0masi TPyA0eMKOCTh 10 TMCHUILIHHE 108

Ipumeuanue: JI — nexyuu, 13 — npaxmuyeckue sawsamusi/cemunapwl, JIP — nabopamopuvie 3ansmus, CPC —

camocmoamenvras paboma cmyoeHma

2.3 Conep:xaHue pa3iesoB (TeM) THCIHIIINHBI

2.3.1 3ausaTuga JeKINOHHOr0 THIIA

Ne HaumeHnoBanue pa3jeJia (TeMbl) Conep:xanue pa3zjesia (TeMbl) T:BII)C(;’II)IIIZ?O
KOHTPOJIA
1 2 3 4
Ocnossl Ub n ynpasienue Bsenenue B Ub: nienu, 3anauu, yrpossi, JIP
1. | puckamu CTaHJAPTHI U PUCK-OPUEHTUPOBAHHBIN
MOAXOJ.
Ocnoss! Ub n ynpasienue Kpunrorpadus mis nxxenepa: JIP
2. | puckamu xem-(yHKITUH, TTOHICH,
CUMMETPUYHOE/aCHUMMETPUYHOE




®opma
Ne HaumenoBanue pa3jeiia (TeMbl) Conep:xanue pa3zjiea (TeMbl) TEKYLIero
KOHTPOJISI
1 2 3 4
mmdpoanue, TLS.
Ocnossl Ub u ynpasienue Wnentudukanys u ayTeHTUDUKAIHS. JIP
3. | puckamu Kontpons nocryna. [lomutukn
0€30MaCHOCTH.
bezonacuocts 110, ApxuTekTypa 0€30MacHbIX ceTel, JIP
4. | ua(pacTpyKTypHsl U oONaKa cermenTanus, IDS/IPS, xypHanupoBanue u
MOHUTOPHUHT.
bezonacuocts I10, besonacnas pazpabotka I[10: Secure SDLC, JIP
5. | uHpPACTPYKTYpHI U 0bOJIaKa SAST/DAST, ananu3 3aBUCUMOCTEHH,
CEKPETOB.
bezonacuocts 110, Ob6nayHasi/koHTeHepHas 0€3011aCHOCTh U JIP
6. | uH(MpPACTPYKTYpHI U 00JIaKa DevSecOps: IAM, nonutrka 06pa3oB u
KJ1acTepa.
bezonacrocts MU-cucTem, VYrpo3el LLM u gat-60T0B: jailbreak, JIP
7. | gar-60TOB, LLM 1 RAG prompt-injection, insecure output handling.
0630p OWASP LLM Top-10.
bezonacuocts MU-cuctem, RAG: apxutekTypa U yrpo3sl — poisoning, JIP
8. | gar-6otoB, LLM u RAG JDKAMMUHT, YTEYKH; 3alIATa UCTOYHUKOB U
BekTopHbIX bJl; Bepudukanus nurar.
be3zomacnocts UM-cuctem, MonenupoBanue yrpo3 misi M1-cepBucos: JIP
9. | yar-6otoB, LLM u RAG STRIDE/LINDDUN, perimamMeHTsI OTBETOB,
3alpeT OMAaCHbIX ICUCTBUI.
be3zonmacnocts UM-cuctem, ®peliMBOpKH yrpaBiaeHus puckamu UIN: JIP
10. | yar-60toB, LLM u RAG NIST Al RMF 1.0, ISO/IEC 23894,
COOTBETCTBUE U AYAHUT.
Besomacnocts MU-cucTeMm, ConmanbHble U STHYECKHE aCIEKTEI JIP
11. | var-60T0B, LLM 1 RAG NHN-6e3011acHOCTH: IPEAB3ATOCTH, 3alUTa
paB ¥ CBOOO/I, MPUBATHOCTb.
be3zonacnocts UM-cucrem, [IpakTuka pearupoBaHus U paccie0BaHUI JIP
12 yat-6otoB, LLM u RAG UHIUEHTOB (B T.4. 1yt M-cepBuCOB):
YKypHAJIbI, TPACCUPOBKA,
BOCIIPOM3BOJMMOCTD, OTYETHOCTb.

Ipumeuanue: JIP — omuem/3awuma nabopamophoii pabomoel, KII — evinoanenue kypcogoco npoexma, KP —
Kypcosoti pabomet, PI'3 — pacuemno-epagpuuecxozo 3aoanus, P — nanucanue pegpepama, 3 — scce, K — xonnoxeuym,
T — mecmuposanue, P3 — pewenue 3a0ay.

2.3.2 3aHATHSA CEMHHAPCKOI0 THUIIA

He npenycMoTpeHsI.

2.3.3 JlabopaTopHble 3aHATHSA

®opma
Ne HaumeHnoBanue pa3aea (TeMbl) HaumenoBanue 1a60paTOpHBIX padoT TeKyLIero
KOHTPOJIA
1 2 3 4
1. Ocnoss! Ub u ynpasienue [TonuTHka 6e30MacHOCTH OpraHU3alyu: JIP
pUCKaMH MOJIeJNIb yIpo3, 0a30BbIE MEPHI, peecTp
PHUCKOB.
2. Ocnossl Ub u ynpasienue KpunronpumMuTtussl: JIP
pucKkamu xem/moanuck/mudposanue, TLS-konpur




®opma
Ne HaumenoBanue pa3jeJia (TeMbl) HaumenoBanue 1a60paTOpHBIX padoT TEKYLIero
KOHTPOJISI
1 2 3 4
cepBepa, aHAII3 cepTudHKaTa.
3. Ocnossl Ub u ynpasienue AyTteHTH(]UKaLINA ¥ KOHTPOJIb AOCTYIA: JIP
puckamu npoekt RBAC/ABAC, MFA, cekpersl.
4. Ocnossl Ub u ynpasienue Jlorn 1 MOHUTOPHHT: HACTPOMKA )KypHAIOB, | JIP
puckamu pa36op apreakToB MHIIUICHTOB.
5. | bezonacuocrts 110, Hactpoiika mexcereBoro skpana u IDS JIP
nHDpacTpyKTYypHI U oOIaKa (Suricata/Zeek): 6a30BbIe CUTHATYPBI U
aJIepTHI.
6. | bezomacuocts I10, SAST/DAST: nactpoiika JIP
nH(ppacTpyKTypsl U o0aKa ZAP/Semgrep/Trivy, aHanu3 ys3BUMOCTEN
BEO-TIPUIIOKEHHUSL.
1. bezonacuocts I10, KonteitnepHas 0€30MacHOCTh: MOJUTHKA JIP
nH(ppacTpyKTypsl U oOaKa 00pa3oB, CKAHUPOBAHUE, CEKPETHI,
PSA/PSP.
8. Bbeszomnacnocts 110, Oo0mmaunas Oe3omacHocth: IAM-nonutuku, | JIP
nHQPacTpyKTyphl U oOIaKa cermeHTanus, 6azoas KMS/mudpoanue.
9. | bezonacnocte UHN-cuctem, OWASP LLM Top-10 (LLMO1-LLMO04): JIP
gaT-60TOB, LLM 1 RAG Mo ienupoBanne u puxcarus 3hPexTos,
pa3paboTka KOHTpMED.
10. | besomacuocts MU-cuctem, Prompt-injection u jailbreak: mocTaHoBKa JIP
gaT-60TOB, LLM 1 RAG SKCIIEPUMEHTOB, METPUKH yCII€Xa aTaKu,
KaHapeeyHbIe MPOBEPKH.
11. | besomacuocts MU-cuctem, RAG-poisoning 1 ;JpkaMMUHT: aTakKd Ha JIP
yaT-60TOB, LLM 1 RAG uHJeKC/BeKTOpHYIO bJl; dunbpTpanus u
POBEpPKa UCTOYHUKOB.
12. | besomacuocts MU-cuctem, Structured/guarded prompting u JIP
yaT-60TOB, LLM 1 RAG «HEUCIIOJHSIEMbIE» HHCTPYMEHTBI: 3allUTa
OoT completion-aTax.
13. | besomacuocts MU-cucrem, LLM B 6e3011aCHOM OKPY)KCHHUU: ayJIUT, JIP
yaT-60TOB, LLM 1 RAG TPacCCUPOBKA, OTPAaHUYECHHUS TOKEHOB,
KOHTPOJIb crTouMocTH ¥ model-DoS.
14. | bezomacHocts MU-cuctem, Threat-modeling ayis MH-cepBuca: JIP
yar-6otoB, LLM u RAG STRIDE/LINDDUN; yrpo3bl/KOHTPMEpHI;
yek-1ucT cootBercTBusi NIST Al RMF 1.0.
15. | bezomacuocts MU-cucrem, SOC-npakTukyMm: paBuia KOppesuu, JIP
yar-60toB, LLM u RAG anepTsl, HHIMAEHT-penopT no LLM-60Tty.
16. | besonacuocts UM -cuctem, Hroroas JIP/Munu-tipoekT: 3amuiménnsii | JIP
yar-60toB, LLM u RAG RAG-yat-60T ¢ ¢punbTpainueil KOHTEHTa,
BepuUKaIuel UTAT U )KypHATHUPOBAHUEM.

Hpumeuanue: JIP — omuem/3awuma nabopamopnoti pabomei, KII — evinonnenue kypcogozo npoexma, KP —
Kypcosoti pabomel, PI'3 — pacuemno-epagpuuecxozo 3a0anus, P — nanucanue pegpepama, 3 — scce, K — konnoxeuym,
T — mecmuposanue, P3 — pewenue 3aday.

2.3.4 IlpumepHasi TeMATHKA KYPCOBBIX padoT (IPOEKTOB)
KypcoBas pabota He mpenycmMoTpeHa. B KkayecTBe NHpoeKkTa Ha 3K3aMEH CTYAEHTHI
BBITOJIHAIOT IPOEKT 10 MH(OPMAIIMOHHOH 0€30MacHOCTH MO KeiCy MHYCTPUAIBbHOTO MapTHEPA.



2.4 llepeyeHb yueOHO-METOAMYECKOT0 OOeceUyeHus1 AJIsl CAMOCTOATEIbHOH pPadoThl
o0yyaimuxcsi Mo JUCHUILINHE (MOIYJIIO)

[lepedyenp yueOHO-METOINIECKOTO 00ECTICUEHUS TUCIIUTLITHHEI
Ne Bun CPC 10 BBITIOJIHEHUIO CAMOCTOSITETILHON paboThI
1 2 3
1 |Uzyuenue Metonuyeckre ykKazaHus IO OpraHM3allMM CaMOCTOSITEIbHOMN
TEOPETUYECKOTO paboThl CTYJICHTOB, YTBEPK/IEHHBIE KaeIpoil BHIYUCIUTENbHbIX
Marepuana TexHoorui, mporokos Ne7 ot 07.05.2025
2 Pemenue 3anau Meroauueckue yKa3zaHHs O OpPraHu3aldd CaMOCTOSITEIbHOM
paboThl CTYJICHTOB, YTBEPKIECHHbIE Kapeapoil BHIUNCIUTEIbHBIX
TeXHOJIOTHH, MpoToKoJ Ne7 ot 07.05.2025

Y4eOHO-MeTOAMUECKNE MaTepHalibl s CaMOCTOSITENbHON padoThl oOydarolmuxcs W3
YHUCJIa UHBAJIUIOB M JIUI] C OTPAaHUYECHHBIMH BO3MOXKHOCTSIMU 3710poBbst (OB3) mpenocraBistoTcs
B (hopMmax, alalTHPOBAHHBIX K OTPAHHUYCHHSIM UX 37I0POBBS U BOCHIPUATHS HH(OPMAIIHH:

JIjis U1 ¢ HapyIIEHUSIMH 3pEHUS:

— B IIe4yaTHOU opme yBeTnYeHHBIM HIpUdTOM,

— B (hopMe FIIEKTPOHHOTO JOKYMEHTa,

— B (hopMme ayauodaiina,

— B mieyaTHOU Gopme Ha si3bike bpaiins.

JInst man ¢ HapymeHus MM CITyXa:

— B IIe4aTHOM opme,

— B (JopMe AIIEKTPOHHOTO T0OKYMEHTA.

Jlnis U1 ¢ HapyleHUsIMM OTIOPHO-/IBUTATEIbHOTO amnmapara:

— B IIe4aTHOU opme,

— B (popMe AIIEKTPOHHOI'0 JOKYMEHTA,

— B popme ayamodaiina.

JlaHHBIM TepeuyeHb MOXET ObIThb KOHKPETH3MpPOBaH B 3aBUCUMOCTH OT KOHTHHICHTa
00yJaronuxcs.

3. O0pa3oBaTejibHbIC TEXHOJIOTHHU
B cootBercTBuM ¢ TpeboBanusmMu PI'OC B mporpaMmMa JTUCHUTLTAHBI PETyCMAaTPHUBACT
UCIOJb30BAHUE B yUEOHOM IpOLIECcCe CIENYIOUIMX 00pa30BaTe/IbHbIE TEXHOJIOIUU: YTEHUE
JIEKIMH ¢ UCTIOJIb30BaHUEM MYJIbTUMEIMUHBIX TEXHOJIOTUI; METOA MAJIbIX TPYII, pa3dop
IIPAKTUYECKUX 3a/1a4 U KEHCOB.

ITpu oOyyeHHnH UCTIOB3YIOTCS CIEAYyIOIUEe 00pa30BaTEeIbHbIE TEXHOJIOTUH:

1 TexHonorusi KOMMYHHMKaTHBHOTO OOydeHMs — HampaBieHa Ha (OopMHUpOBaHUE
KOMMYHUKaTUBHON KOMIIETEHTHOCTH CTYIEHTOB, KOTOpas sBJIsgeTCsl 6a30BOM, HEOOX0AUMOM IS
aZlanTalli K COBPEMEHHBIM YCIOBUSAM MEKKYJIbTYPHOH KOMMYHUKALIUH.

2 TexHonorus pa3sHOypoBHEBOTO (Au(p(depeHIUPOBaHHOT0) OOyYeHHsI — MpeArnoJaraer
OCYIIECTBJICHHE TO3HABATEIbHONW NEATEIbHOCTH CTYAECHTOB C Y4ETOM HX HHJIUBUAYaJTbHBIX
CIOCOOHOCTEHM, BO3MOXKHOCTEH M WHTEPECOB, IMOOIIPSS MX PEain30BBIBATH CBOI TBOpUECKUH
noteHiuan. Co3aHMe M HCHOJIb30BAHUE JTUATHOCTHYECKUX TECTOB SIBJISETCS HEOTHEMIIEMOM
YaCThIO JAHHOM TEXHOJIOTHH.

3 TexHomorus MoAylpHOTO OOy4YeHUsT — TIpeAyCMaTpUBAaeT JIEJIEHUE COJIepKaHU
JMCUMIUIMHBL HA JIOCTaTOYHO ABTOHOMHBIE pa3fieibl (MOIYIH), WHTETPUPOBAHHBIE B OOIMIMN
Kypc.

4  HudopmannoHHo-KOMMyHUKaMoHHble TexHojorun (MKT) — pacmmpsior pamku

O6p2[30BaTCJ'ILHOFO mnmponecca, mnoBbIlIasg €ro MHNPAaKTUYCCKYIO HAIIPaBJICHHOCTD, CHOCO6CTBYEOT



MHTCHCU(UKAIIMK CaMOCTOSITEIbHON pabOThl ydYallMXCsi M IOBBIMICHUIO TO3HABATEIHLHOU
aktuBHOCTH. B pamkax KT Beiaensdrorcs 2 Buaa TEXHOIOTH:

5 TexHonorus WCHIONB30BaHUS KOMIBIOTEPHBIX MpPOTpaMM — TMO3BOJISIET 3(dexkTuBHO
JIOTIOJTHUTB MTPOLIECC 00YUEHHUSI SI3bIKY HA BCEX YPOBHSX.
6 VIHTEepHET-TEeXHOJOTUH — TMPENOCTABISIOT IIMPOKHE BO3MOXKHOCTH IS TIOMCKA

nHpopManuy, pa3paboTKA HAYIHBIX MPOCKTOB, BECHHUS HAYYHBIX UCCIIETIOBAHHIA.

7 TexHonorus WHAMBHIyaTH3allMd OOYYEHHS — IMOMOTAaeT pealM30BBIBATH JHYHOCTHO-
OPUEHTUPOBAHHBIN TIOJXOJ, YYWTHIBas WHIUBHIyaJIbHbIE OCOOEHHOCTH M TOTPEOHOCTH
yUalXxcs.

8 IlpoexkTHas TEXHOJOTHS — OpPHUEHTUPOBAHA HA MOJEIMPOBAHUE COLMAIBHOTO
B3aUMOJICHCTBUS yYalllUXCsl C ILIEJIbI0 PEUICHMs 3a/ayd, KOTOpas OIpeleNsieTcs B paMKax
npodeccrnoHaIbHOM MOATOTOBKHY, BBIAEISASA Ty WINM HHYIO IPEAMETHYIO 00JIacTh.

9 TexHonorus oOy4eHUsT B COTPYIHHYECTBE — pEANM3YyeT HICI0 B3aMMHOTO OOYydYeHHS,
OCYIIECTBIISII KaK WHAWBHIYAIbHYIO, TaK W KOJUIGKTHBHYIO OTBETCTBEHHOCTh 3a pEIICHHE
yueOHBIX 3a/a4.

10 UrpoBasi TEXHOJIOTHS — TIO3BOJISIET Pa3BUBATh HABBIKM PACCMOTPEHUS psiia BO3MOKHBIX
Croco0O0B pelIeHns MpoOiieM, aKTUBU3UPYSI MBIIIICHUE CTYJICHTOB M PAaCKphIBasi JIMYHOCTHBIN
MOTEHIIMAJ KaX/I0TO yJallerocs.

11 TexHonorus pa3BUTUS KPUTHYECKOTO MBINUICHUS — CIOCOOCTBYeT (DOPMUPOBAHUIO
Pa3HOCTOPOHHEN JIMYHOCTH, CIOCOOHOM KpPUTHMYECKH OTHOCHUTHCA K HH(OpMalUU, YMEHHIO
oTOMpaTh HH(OPMALINIO [T PEIICHUS TOCTABJICHHOM 3a/1a4H.

KommnekcHoe ucnonbp3oBaHHe B y4eOHOM MpOIIECCE€ BCEX BBHIIMICHA3BAHHBIX TEXHOJIOTHM
CTUMYJHUPYIOT JHYHOCTHYIO, HHTEUIEKTYyaIbHYI0 aKTHBHOCTh, Pa3BHUBAIOT IIO3HABATEIHLHBIE
MPOIIECChI, CHOCOOCTBYIOT (POPMHPOBAHUIO KOMIETCHIIMH, KOTOPHIMH JOJKEH 00J1anaTh
OyIyIui CIIeIUAINCT.

OcHoOBHbIE BUIbl HHTEPAKTUBHBIX 00pa30BaTeNIbHBIX TEXHOJIOTHM BKIIIOYAIOT B ce0sl:

12 pabota B ManbIx rpynmnax (KOMaHIE) — COBMECTHasl IEATEIbHOCTh CTYJCHTOB B TPYIIIE
MO/l PYKOBOJCTBOM JIMZEpa, HallpaBJIeHHAs Ha pelieHue oOIed 3aaayu MyTéM TBOPYECKOTO
CIIOEHHSI PEe3y/IbTaTOB UHIMBUYATbHOW pabOThI YICHOB KOMaH/bI C JEIEHUEM MOJHOMOYHUHN U
OTBETCTBEHHOCTH;

13 nmpoekTHas TEXHOJIOTUS — UHAUBUAYaAJIbHAS WU KOJUIEKTUBHAS JIEATEIILHOCTH IO 0TOODY,
pacnpeieNieHUI0 U CUCTeMaTH3alui MaTepuaia Mo ONpeesIeHHON TeMe, B pe3ysbTaTe KOTOPOon
COCTaBJISICTCS MPOCKT;

14 aHanu3 KOHKPETHBIX CUTYallMil — aHalu3 peajbHBIX MPOOJIEMHBIX CUTYyallud, UMEBIIUX
MECTO B COOTBETCTBYIOIIEH 00JacTH Mpo(decCHoHaIbHOW NEATENbHOCTH, U MOUCK BapHaHTOB
JIYYILIUX PELICHUM;

15 pa3BuTHE KPUTHYECKOTO MBIILIECHUS — OOpa3oBareibHasl AEATeIbHOCTh, HalpaBICHHAs
Ha Pa3BUTHE Y CTYJIEHTOB Pa3yMHOTO, pe(IEKCHBHOTO MBIILJIECHHUS, CIIOCOOHOTO BBIABHHYTH
HOBBIE UJICH U YBUIETH HOBBIE BOZMOKHOCTH.

[Toaxon pa3dopa KOHKPETHBIX 3a7a4 U CUTYallUi IIUPOKO UCTOJIb3YeTCs KaK MpernoiaBaresem,
TaK U CTyJI€HTaMH BO BPEMS JICKIIMIA, Ta00paTOPHBIX 3aHATHH U aHANT3a PE3YyIbTaTOB
CaMOCTOSATENILHON PabOThl. TO 0OYCIOBIEHO TEM, YTO IIPU MCCIEIOBAHUN U PEILICHUH KaX 101
KOHKPETHOM 3aJjauil UIMEeeTCs, Kak MPaBUJI0, HECKOJIBKO METOJI0B, a 3TO TpeOyeT pazbopa u
OLIEHKH I1eJI0 COBOKYITHOCTH KOHKPETHBIX CUTYaLIUH.

KOJIHYECTBO

Hcnosb3yeMble HHTEPAKTUBHbIEC
Cemectp |Bua 3ansiTus HHTEPAKTHBHBIX
o0pa3oBaTe/ibHbIE TEXHOJIOT UM
JaCcoB
[MpakTrueckue 3aHATUS B peKuMax
4 JIP B3aMMOJICUCTBHS «IIPEMOAaBaTeNb — CTYACHT» U 16
«CTYIEHT — CTYJECHT»




KOJIMYECTBO
Hcnonb3yeMble HHTEPAKTHBHBIE
Cemectp |Bua 3ansrus HHTEPAKTHBHBIX
o0pa3oBaTejibHbIE TEXHOJIOT MU
4aC0B
4 JI JIeKMOHHbBIE 3aHATHUSA 34
Hroro 50

Tpumeuanue: JI — nexyuu, 13 — npaxmuueckue sawsamus/cemunapul, JIP — nabopamopusie samamus, CPC —
camocmoamenvras paboma cmyoenma

Temsbl, 3aganuss U BOMPOCHI ISl CAaMOCTOSTEIILHOM pabOTHl MpHU3BaHBI CHOpMUPOBATH
HaBBIKM TOWCKAa WH(POPMALNU, YMEHHUS CAMOCTOSITENIbHO DPACHIMPSATh W YIIyONsiTh 3HAHUS,
MIOJTyYCHHBIE B XOJI€ JICKIIMOHHBIX U MPAKTHYECKUX 3aHATHIA.

[Monxox pa3dopa KOHKPETHBIX CHUTYallMi IIMPOKO MCHOJIB3YeTCS KaK IMPEIoaaBaTeleM,
TaK ¥ CTyJICHTaMHU NIPY TIPOBEICHIH aHAIN3a PE3YJIbTATOB CAaMOCTOSTEIIEHONW PaOOTHI.

JUist Il ¢ OTpaHUYEHHBIMH BO3MOYKHOCTSIMU 3/I0POBBSI MPETYCMOTPEHA OpraHHU3alus
KOHCYJIbTAIM C UCTIOJIb30BAaHUEM DIICKTPOHHOH ITOYTHI.

JUist TUT] ¢ HApYIISHUSIMHA 3PEHHS:

— B IIe4YaTHOU opme yBeTnYeHHBIM HIpUdTOM,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

JInst man ¢ HapylmeHusIMM CITyXa:

— B IIe4aTHOU opme,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

J171st T C HapyIIEHUSIMHA OTIOPHO-IBUTATEIBHOTO ammapara:

— B IIeUaTHOM opme,

— B (JopMe AIIEKTPOHHOTO TOKYMEHTA.

JUis U1 ¢ OrpaHUYEHHBIMH BO3MOXHOCTSIMU 3/10POBbsSI IIPEAYCMOTPEHA OpraHU3alUs
KOHCYJIbTAllMH € UCIOJIb30BAaHUEM HIEKTPOHHOM MOYTHI.

JIaHHBIM TepeuyeHb MOXKET ObITh KOHKPETH3HPOBAH B 3aBUCUMOCTH OT KOHTHHI'€HTA
00yJaronuxcs.

4. OneHOYHbIE U MeTOAUYECKHE MaTepHaJIbI

OueHouyHble cpeacTBA IS TEeKyNIero KOHTPOJS YCIHEeBAeMOCTH M IPOMEKYTOUYHOM
aTTecTaluu

OneHouHble CpeACTBa MpEAHA3HAYEHBI JJIS KOHTPOJS M OLEHKH 00pa30BaTelbHBIX
JNOCTHKEHHM 00YydJaroluXcsi, OCBOMBIIMX TMpPOTrpaMMy Yy4eOHOW AHMCUUIUIMHBI «HA3BaHHE
JUCIUILTAHBD.

OneHouHbIe CpeACTBA BKIIOYAET KOHTPOJbHBbIE MaTepUaibl ISl MIPOBEACHUS TEKYIIero
KOHTPOJIs B GopMe OLIEHKH TaO0PATOPHBIX PabOT K MPOEKTa K IK3AMEHY.

OueHouHble cpeacTBa Uil MHBAJIUAOB W JIMI] C OTPAHUYEHHBIMH BO3MOXKHOCTAMHU

3JI0POBbSI BHIOUPAIOTCS C YUETOM UX WHAMBUAYAITbHBIX ICUXO(U3MUECKUX 0COOEHHOCTEH!.

— TpU HEOOXOJUMOCTH HWHBAJIWAAaM U JIMIAM C OrPAHUYEHHBIMU BO3MOKHOCTSIMH
310POBBS MIPEAOCTABIISAETCA TOTIOJHUTEIBLHOE BPEMs AJIs MOATOTOBKU OTBETA HA DK3AMEHE;

— NP MPOBEICHUU MPOIIETYPhl OIICHUBAHMS PE3yIbTATOB 00yUEHHUSI MHBAIHUJIOB U JIUI] C
OTPAaHUYEHHBIMH BO3MOKHOCTSIMU 3I0POBBSI MPEAYCMATPUBAETCS UCIOIb30BAHNE TEXHUUYECKUX
CPEICTB, HEOOXOAUMBIX UM B CBSI3M C UX UHIUBUAYAILHBIMU 0COOCHHOCTSIMU;

— MPU HEOOXOAUMOCTH I 00YUAIOIIUXCS C OTPAHUYEHHBIMUA BO3MOXHOCTSMU 3I0POBbSI
M WHBAUAOB TMpOLEAypa OICHUBAHMUS PE3YyIbTaTOB OOyUeHHUS MO0 JAUCIHUILUTUHE MOXKET
MPOBOJIUTHCS] B HECKOJIBKO ATAIOB.



[Ipouenypa oueHMBaHUS PE3Yy/IbTATOB OOYyYeHHS WHBAIHMJIOB U JIML C OTPAHUYCHHBIMU
BO3MOJKHOCTSIMH 3/IOPOBBSl 110 JUCHMIUIMHE (MOJYJI0) TPEeIycCMaTpUBAET IPEIOCTABICHHUE
uHbopmanuu B (opMax, aganTUPOBAHHBIX K OTPAaHMUYCHHSIM WX 370POBbS U BOCIPHUATHUSA
UH(pOpMAIINHU:

JUist U1 ¢ HApYIISHUSIMU 3PCHHS:

— B Ie4aTHOM (hopMe yBeTUIeHHBIM HIPUPTOM,

— B opMe AIIEKTPOHHOTO JIOKYMEHTA.

JInst AL ¢ HapyleHUs MM CIIyXa:

— B miedaTHou (opme,

— B OopMe AIIEKTPOHHOTO JIOKYMEHTA.

JUiist U1 ¢ HapyIIEHUSIMHA OTIOPHO-/IBUTATEIBHOTO amnapara:

— B Ile4aTHOM opme,

— B JopMe DIIEKTPOHHOTO JIOKYMEHTA.

JlaHHBI TIepedeHb MOXKET OBITh KOHKPETH3MPOBAH B 3aBUCHUMOCTH OT KOHTHHI'CHTA
00yJaronuxcs.

CprKTypa OLICHOYHBIX CPEACTB AJidA TeKleIeﬁ Hu l'lpOMe)KyTO‘IHOﬁ aTrrecranmumn

Ne Kontponupyemsie Kon xoHTpOnupyemoit Haumenosanue

n/ pa3zaensl (TeMbl) KOMITETEHIIMH (WIH ee OILIEHOYHOT'O Cpe/icTBa

I JMCIUTUTAHBI® JacTH) Texkymuii KOHTPOIb ITpomexxyrounas
aTTecTalus

1. | Ocuoser Ub u AIS-1.1; YK-1.2 JIP 1. Ilonumuxa
yIpaBJICHUE PUCKAMHU besonacnocmu.
Modenb yepos,
bazoevle mepul,
peecmp puckos.
(omuém+3awuma)

2. | Ocuossl b u OIlK-4.2; VK-1.2 | JIP2.

yIpaBJIeHUE PUCKAMHU Kpunmonpumumue
bl

Xewt/noonucv/uiugh
posanue;
TLS-xoughue;
aunanus
cepmughuxama.
(omuém+3zawuma)

3. | Ocuoeel B n OIIK-4.2; AIS-1.1; | JIP3. —

yIIPaBJICHUE PUCKAMH VK-1.2 Aymenmugurayus
u docmyn: npoexm
RBAC/ABAC,
MFA, xpanenue
cexpemoe.
(omuém+3awuma)

4. | OcHoBbl b u OIIK-4.2; AIS-1.2; | JIP4. Jlocu u -
yIpaBJIECHUE PUCKAMU VK-1.2 MOHUMOpUHR!
Hacmpouxa
JHCYPHANO8, PA3OOP
apmegaxkmos
UHYUOCHMA.
(omyém+3awuma)

5. | besomacuocts I10, OIIK-4.2; AIS-1.1 | JIPS. -

UHDPACTPYKTYPHI U Meswccemesori
o0Oraka okpan u IDS
(Suricata/Zeek):

bazoewle




cueHamypbl u

anepmul.
(omuém+3awuma)
6. | Besomacuocts 10, OIIK-4.1; OIIK-4.2; | JIP 6. SAST/DAST:
MHPPACTPYKTYPHI U AIS-1.2; VK-1.2 | ZAP/Semgrep/Trivy
oOiaka s ananus
yazeumMocmen
6€0-NPUNOINCEHUSL.
(omuém+3auuma)
7. | Besomacnocts I10, OIIK-4.2; AIS-1.2 | JIP7.
UH(PACTPYKTYPHI U Konmeiinepnas
o0Oaka OezonacHocme.:
noOIUMuUKa 06pazos,
CKaHUuposaHue,
cexpemul,
PSA/PSP.
(omuém+3awuma)
8. | Besomacuocts I10, OIIK-4.2; AIS-1.2 | JIP 8. Obnaxko:
HHPPACTPYKTYPHI 1 IAM-nonumuxu,
o0Oaka cecmenmayus,
bazoeas
KMS/wugposanue.
(omuém+3auuma)
9. | bBe3onmacHOCTb ML-5.1; AI S-1.1 JIP9. OWASP LLM
NU-cucrem, Top-10 (LLMO1-
yar-60TOB, LLM N LLMO4):
RAG MoOdenuposarue
aghghexmos,
KOHmMpMepbl.
(omuém+3awuma)
10. | Be3zomacHOCTb ML-5.1; AI S-1.1 JIP 10.
HNH-cucrem, Prompt-injection u
yar-00TOB, LLM 1 jailbreak:
RAG IKCNEPUMEHMb,
MempuK,
Kanapeeunvle
nPOBEPKuU.
(omuém+3awuma)
11. | BesomacHoCTh ML-5.1; AIS-1.2; | JIPI1.
HHU-cuctem, SS-1.1 RAG-poisoning/ooxc
qaT-60TOB, LLM N1 AMMUH2: AMaKu Ha
RAG UHOEKC/BEKMOPHYIO
B/, punempayus
UCMOYHUKO8.
(omuém+3awuma)
12. | Be3omacHOCTH ML-5.1; AI S-1.2 JIP12.
HNH-cucrem, Guarded/structured
yar-60toB, LLM u prompting u
RAG KHEUCNONIHSIeMbLED
UHCMPYMEHMbL.
(omuém-+szawuma)
13. | Be3omacHoOCTh ML-5.1; Al S-1.2; JIP 13. BezonacHoe
HNU-cucrem, OIIK-4.2 oxpyarcenue LLM:
yaT-00TOB, LLM 1 ayoum,
RAG mpaccuposxa,

JIUMUMBL, 3aUUMa
om model-DoS.




(omuém+3zawuma)

14. | Be3omacHOCTh AIS-1.1; AIS-1.2; | JIP14. -
NH-cucrem, OIIK-4.1; VK-1.2 Threat-modeling
4ar-601oB, LLM u ons MH-cepsuca
RAG STRIDE/LINDDU

N; uex-nmucm NIST
Al RMF 1.0.
(omuém+3awuma)

15. | Be3omacHOCTh OIIK-4.2; AIS-1.1; |JIP15. -
NU-cucrewm, OIIK-4.1 SOC-npakmuxym:
gat-6otoB, LLM n KOppenayusi
RAG cobvimuil, anepmol,

UHYUOEHM-PENnopm
no LLM-6omy.
(omuém+unyuden
m-penopm,)

16. | Be30omacHOCTb ML-5.1; AL S-1.1; JIP 16. Umozosas | Dxzamen:
NU-cucrem, AIS-1.2; OIIK-4.1; | munu-JIP/munu-np | nucemennas uacmeo +
yaT-60TOB, LLM 1 OIIK-4.2; OIIK-6.2; | oekm. 3awuma
RAG VK-1.2 3auuéHHbLI MUHU-NPOEKMA

RAG-uam-60m (JIP-16)
(purempayus,

sepughuxayus

yumam,

JACYPHATUPOBAUE).
(Oemo+3awuma)

IToka3aTenu, KpUTEPHH M MIKAJIA OLEHKH C(POPMUPOBAHHBIX KOMIIETEH NI

COOTBETCTBHUE

IHoporoBoMy  YPOBHIO

OCBOCHUA

KOMIIETEHITN I

TUIAHUPYEMBIM

pe3ysibTataM OOydeHHsI U KPUTEPHUSIM HX OIICHUBAHUS (OI[CHKA: YIOBJIETBOPHTEIHLHO/324TEHO):

YK-1

OIIK-4

Cnocooen ocyuiecmeiszimsd NOUCK, KpumuueCKuﬁ anaau3 u cunme3s

uHgopmayuu, npumenaAmMb CUCMEMHBLIL NOOXO00 015 PeuleHUs ROCM AB/1eHHbIX

3a0au

OcymiecTBisieT MOUCK HE0OX0AUMOI HH(OPMAINH, OTIUPAsICh HA PE3YIbTaThI
aHaJM3a MOCTaBJICHHOM 3a1aun
3Haetr 0a30BbI€ HCTOUYHUKHU (CTAaHAAPTHI, JOKYMEHTAIMH, Hay4Hble 0a3bl),
MPUHLUIIBI CUCTEMHOTO MOIXOA.
YMmeeT copMynupoBaTh 3apockl U 1o100paTh 1-2 peneBaHTHBIX UCTOYHUKA
MoJI 331a4y, KPaTKO CBEPUTH IOCTOBEPHOCTb.
Bnaneer 6azoBbiMu npuéMamu pukcanuy HaiieHHOW HHPOpMaLUK (CIIUCOK
CCBLJIOK, BBIITUCKH).

Cnocooen HaXOOMmb, anaiusupoeamas, peaiu3loevleamsb NPOCPAMMHO U

UCNOIb306aMb HA NPAKMUKE MAMEMAMUYECKUe an20pummal, 6 MOoM Hucie ¢
NPUMEHEHUEM COBPEMEHHDBIX GLIYUCTIUM ENbHBIX CUCHIEM

Ob6nagaer 3HaHUSIMU 00 OCHOBHBIX CTaHJIapTaX, HOPMaxX M MpaBuJl pa3pabOTKH
TEXHUUYECKOHN TOKYMEHTAIMH POTrPAMMHBIX MPOAYKTOB U MPOTPaMMHBIX
KOMILJIEKCOB
3HaeT Ha3HaYeHUE U HaOOp OCHOBHBIX JOKYMeHTOB (T3/monuruku/onucanus
aApXUTEKTYPBI/PYKOBOICTBA), 0a30BbIe TPEOOBAHUS K CTPYKTYpE U 0(DOPMIICHHUIO.
YMeeT HaX0AUTh U IPUMEHATh MUHUMYM 1—2 peneBaHTHBIX
pernamenTa/madnoHa kadeapbl/opraHu3alyy Ipy MOArOTOBKE OTYETA



OIIK-6

SS-1

ML-5

JIP/vHUMIEHT-penopTa.

Brnaneer 6a30BbIME 1m1a010HAMH (TUTYJABHBIN JTUCT, OTJIABJICHUE, IEPEYCHb
MCTOYHUKOB) U MPAaBUIIAMU HyMEPALUH PUCYHKOB/TaOIHII.

Crnioco0OeH NpUMEHATh CTaHAAPThI, HOPMBI U TPaBUiIa MPU 0POPMIICHHH
TEXHUYECKON TOKYMEHTAIMH Ha PA3IMYHbIX CTAJAUSIX IPOSKTUPOBAHMS U
MOAJEPKKH KUZHEHHOTO IMKJIA TPOTPAMMHBIX MPOJIYKTOB M MPOTPAMMHBIX
KOMIIJIEKCOB

3HaeTt 00s3aTeNbHbBIE pa3ienbl/aTpuOyThl JOKYMEHTOB s oTuéTa JIP/mnana
peMeTuaIn/9eK-JIucTa.

Ymeet koppekTHO 0hopMuTh 1 moxkymeHT (0TuéT JIP mimm MHIMACHT-PENopT) 1o
mabJIoHy, 00eCTIeYnTh MUHUMYM JTOKa3aTeIbCTB (JIOTH/CKPUHIIIOTHI/BEPCHUN).
Bnaneer npocteimu rpadudeckumu Hotarusimu (DFD/UML Ha ypoBHe
OJI0K-CXEM) JJIs1 WJUTFOCTPALMK PELLICHUH.

Cnocooen ucnonv3oeams 6 ne0az02UYECKoll 0eameabHOCMU HayYHble OCHOGbL
3HaHUIL 6 chepe uHPOPMAUUOHHO-KOMMYHUKAYUOHHBIX MEXHOI02UIL
O6ocHoBBIBaeT BbIOOp KOHKpeTHOH MK T-TexHOMOTHI TSI penIeHus
eIaroruueckoil 3agaqn

3Haet 6a30BbIe KPUTEPHUH BHIOOPA (IOCTYIMTHOCTH, COBMECTUMOCTb,
0€301MacHOCTh, CTOUMOCTD, ITPOCTOTA OCBOCHHMSI JIJISI 00 yJaIOIITIXCS ).

Ymeet npeioxkuTh 1-2 nHCTpyMeHTa/aTdopMBbl O] y4eOHBIN Keic 1
KOPOTKO 000CHOBATh BBIOOD MO 2-3 KPUTEPHUSM.

Brnaneet npocroii Tabnuiel cpaBHEHUS albTepHATUB U (UKcalei TpeOboBaHui
y4eOHOM 3a1a4H.

Cnocooben ocyujecmenamso c6010 mpyoosyro 0essmenabHOCmy ¢ y4emom
onpeoenenusn Koppekmuoiu poau MU ¢ paznuunslx npoyeccax, Kpumuuecko2o
ananu3a nociedcmeuii npumenenus UH-mexnonozuil, smuueckux
NPUHUUNOG

[TonnmaeT, 4yTO KauecTBO 0OyUaromIei BHIOOPKH CYIIECTBEHHO ONpPEesieT
TUKO-COLMAJIbHBIE acleKThl (pyHKUHOHUpoBanus NN.

MoskeT BBISIBUTh OUYEBHJIHbIE HECOOTBETCTBUA Mex Yy 3afaueit g MU n
oOyuatoreii BEIOOPKOH.

3HaeT BUJIbI IPEAB3ATOCTEN JaHHBIX M IOCTAHOBKY 3ajau.

YMeeT OTMETUTH SIBHbIE HECOOTBETCTBHSI HA0OpA JAHHBIX LEISIM.

BrnazneeT npocTeiMU IpOBEpKaMU Ha NMEPEKOCHI BEIOOPKH/(HOPMYITHPOBOK.
Cnocoben pazpabamuieams u (uiu) RPUMEHANb MENOObl NOGLIUICHUA
ycmouuugocmu, HaoexcHocmu, desonacnocmu anzopummos MO
O060CHOBBIBAET BHIOOP M MPUMEHEHUE METOJIOB MOBBIILIEHUSI YCTOMYUBOCTU U
HAJIe)KHOCTH MoJiesiel ¢ y4ETOM ceupuKy 3a/1a4u, BKIKOYast aJanTaliio
MOJIeJIe U UCTIOIb30BaHuE M01X0/10B 00bsicHumoro MU u nosepennoro M.
VY4uuThIBaeT PUCKH aTak U METO/bI X IPOTUBOACUCTBHUSL.

Wcnonb3yeT npoABUHYTHIE METOABI 1000Y4YEeHUS MOJENIeN IPU MOATOTOBKE
JAHHBIX, IPUMEHSIET METObl OBBILIECHUS! YCTOMUYNBOCTH MOJIEJIEH K aTakaM U
HCKaKEHUSIM JaHHbIX

[IpoBOIUT KOMIJIEKCHBIN aHAIN3 PE3yJIbTaTUBHOCTH C YUETOM OOBSICHUMOCTH
Mojieiel, yCTOMYMBOCTH K aTakam, UCIOJIb3yeT MeTo 1kl toBepeHHoro MU ans
OLICHKU.

3Haet TunoBbIe aTaku (prompt-injection/jailbreak, poisoning) u 6a3oBbie MEpHI
(guardrails, punbTpanus).

YMeeT NpuMeHUTh XOTs Obl OJIMH METO/I 3aIUTHI U IT0Ka3aTh €ro BIMSHUE Ha
puMepe.



Al S-1

Bnaneer npocreiimieit onenkoii apdexra (mo/mocne mo 1-2 metpukam).
Cnocoben ynpasname puckamu 6 pazpaoomke cucmem HH, evicmpaueamu
ynpasnenue dezonacnocmoio HH ¢ komnanuu ¢ yuemom smuxku HH

3naet stansl XKL UN-cuctem u tunst yrpos (Bkimrodas it LLM/RAG).
VYmeet cocraButh ykpynHEHHBIH DFD 1 peectp puckos (severityxlikelihood).
Bmaneer ma6monom STRIDE/LINDDUN Ha 6a30BOM ypOBHE.

3naet HaznaueHue NIST Al RMF 1.0 u ISO/IEC 23894:2023.

YmMmeet cooTHecTH MephI Kypea ¢ 1-2 paznenamu GppeiiMBOPKOB.

Braneer 3anomHeHrEM MPOCTOTO YEK-JTMCTA COOTBETCTBUS.

CootBercTBHE §230BOMY YPOBHIO OCBOEHUS! KOMIIETEHLUHN IUIAHUPYEMBIM pe3yJibTaTaM
0Oy4eHHsI U KPUTSPHUSIM UX OIICHUBAHHS (OIICHKA: XOPOLIO/32a4TEHO)

YK-1

OIIK-4

OIIK-6

Cnocoben ocyujecmenamsp noucK, KpUmuy4ecKuili aHanu3 u cunmes uHgopmayuu,
HPUMEHAMb CUCEMHBLIL NOOX00 0114 PEUleHUs NOCMABIEHHbIX 3a0ay
OcymiecTBiseT MOUCK HEOOXOAWMON HHGpOpMAIMK, ONUpasChb Ha pPE3yJIbTaThl
aHaJIN3a MMOCTABJIEHHOM 3a1auH

3HaeT TUMBl HCTOYHUKOB U KPUTEPHUH MX Ka4eCTBA; OCHOBHI TPACCUPYEMOCTH.
YMeeT cTpouTh CTpaTeruio IMoucka (omepaTopbl/CHHOHUMBI), MOAOUpaTh 3-5
KaueCTBEHHBIX UCTOYHHKOB, COMTOCTABIISATH MTO3UITUH.

Brnaneer mHCTpyMeHTamMu (QUKCAlMM W IUTUPOBAHUS (aHHOTUPOBAHHBIM CIHCOK,
CCBUJIKM Ha CTaHJApThI/JA0KH).

Cnocoben naxoOums, aHATUIUPOBAMb, PeaAIU30BbIGAMb NPOZPAMMHO U
UCNOIb306AMb HA NPAKMUKE MAMEMAMU4ecKue aazopummsl, 6 MOM Hucie ¢
npUMEHEHUEM COBPEMEHHBIX GbIYUCTUMEIbHBIX CUCHIEM

OOGmamaer 3HaHUSAMH 00 OCHOBHBIX CTaHAApTaX, HOPMax W MPaBUJI Ppa3pabOTKH
TEXHUYECKOM JOKyMEHTallUd TMPOrPAMMHBIX MPOAYKTOB M  MPOrPAMMHBIX
KOMILJIEKCOB

3HaeT CTPYKTYpY M TEPMHHOJOTHIO HCIOJIb3YyEMbIX CTaHIApTOB/pPErIaMeHTOB,
TUTIOBBIE Pa3Aeibl U TPEOOBAHUS K TPACCUPYEMOCTH.

YmMmeer cootHOocuTh apredakTthl Kypca (momutuka Wb, DFD, nnan pemenuanuun) ¢
TpeOOBaHUSAMU 111a0JIOHOB, KOPPEKTHO LIUTHUPOBATH UCTOUHUKH.

Brnageer cpencrBamu MOATOTOBKH JOKYMEHTAIMH: OGOPMIISET MakeT JOKYMEHTOB
0 11a0JIOHaM, CTPOUT MOHATHBIE CXEMBbI/AHAarpaMMBbl.

Croco0eH TpUMEHATH CTaHAAPThl, HOPMbI M TpaBuia nOpu 0GOpPMICHUU
TEXHUYECKOM JOKYMEHTAIlMM Ha pa3IUYHbIX CTaAUAX [POCKTHPOBAHUS U
MOJJIEP)KKH  JKU3HEHHOTO IMKIJIA TMPOTrPAMMHBIX MPOAYKTOB U IMPOrPAMMHBIX
KOMILJIEKCOB

3Haer MpaBmIia CCBIJIOYHOCTH/BEPCHOHUPOBAHUS, 0a3oBbie HOTAIlUU
(DFD/UML/BPMN) u TpeGoBaHus K A3bIKY JOKYMEHTA.

YMeeT mNOArOTOBUTH KOMILJIEKT JOKYMEHTOB Ui MHUHHU-TIPOEKTa (OMUCaHUE,
MOJIUTUKA, TUTaH paboT/peMenualyu) ¢ BHyTPEHHUMH MEePEKPECTHBIMH CCHUIKAMH.
Brnageer mpuémamu aBToMartusamuu odopmieHus (1IIaOIOHBI, €IUHBIE CTUIIH,
skcniopT B PDF/DOCX, opranuszanus penosutopus docs).

Cnocoben ucnonv3oeamv 6 ne0azoUYECKoU O0eAmenbHOCMU HAYYHble OCHOGbL
3HAHUL 6 chepe UHPOPMAUUOHHO-KOMMYHUKAUUOHHBIX MEXHON02UT
O6ocHoBeiBaeTr  BeIOOp  KoHKpeTHOW — UKT-texHomormm — s perneHus
MeJarornyeckom 3a1auu

3HaeT METOJOUKH COTOCTaBlieHHs TpeOoBaHWI U (DYyHKIUN (BECOBbIE KPUTEPHH,
MoSCoW) u 6a30BbIe pUCKH BHEJPEHUs B y4eOHBIN MpoIiecC.

YMmeer cpaBHUTH 2-3 ajbTepHATUBBI, OOOCHOBAaTH BHIOOpP dYepe3 MaTpHUIly
Kkputepues, olieHuTh TCO Ha ypoBHE YKPYMHEHHBIX PAaCU€TOB.



SS-1

ML-5

Al S-1

Brnaneer moaroToBkoil MUHH-KOHLEIUH: CICHApUN 3aHATHS/IPAKTUKyMa, IUIaH
BHEPEHMSI, METPUKHU pe3ynbTara (yCBOCHHE/0e30M1acCHOCTh/3aTPaThl).

Cnocoben ocywiecmenamos Cc60l0 MpPyooeyl0 0eAmelbHOCHb C  YUemom
onpedenenusn Koppexmuoil ponu HHU 6 paznuunvix npoueccax, Kpumuueckozo
ananuza nocieocmeuit npumenenus HU-mexuono2uii, smuieckux NPUHYUNOE
[Tonumaer, uTto kKauecTBO OOy4aroiel BHIOOPKU CYIIECTBEHHO OMPEAEISET dTHUKO-
CoLIMaJIbHbIE acleKThl (pyHKIMoHUpoBaHus 1U.

MoeTr BBISIBUTH OYEBUAHBIE HECOOTBETCTBUS MeExay 3amaded i MU nu
oOyyaromieii BBIOOPKO.

3HaeT UCTOYHUKHU IIEHHOCTHBIX NPEINOCHUIOK B JaHHBIX/AITOPUTMAX M METPHKHU
CIPaBeUIMBOCTU HA 0a30BOM YPOBHE.

YMeeT mpoBOIUTH CKPUHUHT JITaTAaCeTa/T0ACKAa30K Ha SIBHBIE MEPEKOCHI; MpeyiaraTh
KOPPEKTUPOBKHU COOpa/MpenpoLeccHHra.

Bnageer YEeK-JTUCTaMU u mabJoHaMu JNOKYMEHTUPOBAHUS
MIPEANOCHIIOK/OTpaHUYEHUI.

Cnocoben paszpadbamoieamv u (unu) HPUMEHAMb MemoObl HOBGLIUIEHUS
ycmoutuugocmu, Hadexicnocmu, dezonacnocmu anzopummos MO

OOGOCHOBBIBaCT BBHIOOpP W TMPHUMEHEHHE METOJOB TMOBBLIIICHUS YCTOMYMBOCTH U
HaJIS)KHOCTH MOJeNIel ¢ yIETOM crienuuKy 3a71a9d, BKITIOYas alaliTalluio MOJeNen
M UCIOJIb30BaHUE MOIX0/0B oO0BsicHumoro UM u nmosepennoro MU. YuutsiBaeT
PHUCKH aTaK ¥ METOJIbI UX MPOTHUBOICUCTBUSI.

Hcnons3yeT mpoIBUHYTHIE METOIBI JOOOYIEHUST MOJIENICH MPU MOATOTOBKE TaHHBIX,
MIPUMEHSIET METOIbI TIOBBIIIIEHUSI YCTOMUYMBOCTA MOJIEJICH K aTakaM M MCKaXEHUSIM
JAHHBIX

[IpoBOIUT KOMIUIEKCHBIH aHalW3 pPe3yJbTaTUBHOCTH C YUYETOM OOBSICHUMOCTH
MOJIeNIeld, YCTOMYMBOCTH K aTakam, MCIOJIb3yeT MeToAbl AoBepeHHoro MU mis
OLICHKH.

3HaeT TMOJXOAbl TOBBIIEHUS YCTOWYMBOCTH (ayrMeHTaluu, (GuibTpanus
HCTOYHUKOB, IPOBEPKA CCHIIOK, canary-IpoBepKH).

Ymeer KOMOMHUpOBaTH >2 Mepbl M OLEHUBAaTh KOMIIPOMHCC «TOYHOCTh-
0€30MacHOCTbY.

Bnaneer MIPOTOKOJIOM OLICHUBAHUS «ao/mociue» c MUHHUMAaJIbHOU
BOCIIPOU3BOIUMOCTBIO.

Cnocoben ynpasnams puckamu 6 pazpadomke cucmem HH, evicmpausamp
ynpaenenue dezonacnocmoro MU 6 komnanuu c yuemom smuku UH

3naer Meroabl moaenupoBanus yrpo3 mis MU (STRIDE/LINDDUN), tunoBbie
cuenapuu atak Ha LLM/RAG.

Ymeer coctaBisate DFD, mMatpuily yrpo3/puckoB ¢ MpUOpUTH3ALMEH U 0a30BBIMU
KOHTpMEpaMH.

Bnageer BeneHueM peectpa pucKOB M TPACCUPOBKOM «yIpo3a — Mepa — METPUKay.
3naet ctpyktypy NIST Al RMF 1.0, npunuunst ISO/IEC 23894:2023.

YMeeT wManmuth MNPaKTUKU Kypca K JoMeHaM (pelMBOpPKOB, TOTOBHTH
JOKa3aTeNbHYIO 023y COOTBETCTBHUS.

Brnageer yek-nmuctamu ayaurta u mabjioHaMu OTUYETHOCTH.

CooTBeTcTBHE HNPOABHHYTOMY YPOBHK OCBOCHUS KOMIETEHIMH IUIaHUPYEMBIM
pe3yibTataM OOydeHHs U KPUTEPHUSIM MX OIICHUBAHUS (OI[CHKA: OTJMYHO/3a4TEHO):

YK-1

Cnocoben ocywiecmename ROUCK, KpUMUYECKUI AHAIU3 U CUHME3 UHopMayuu,
RPUMEHAMb CUCIEMHBLI NOOX00 0113 PeUleHUs NOCMABIEHHbIX 3a0ay
Ocy1ecTBiseT MOUCK HEOOXOAWMON WH(GOPMAIIMU, OMHUPAsCh Ha PE3YIbTATHI
aHaJlM3a MOCTABJICHHOW 3a/1a4n



OIIK-4

OIIK-6

SS-1

3HaeT METOJIbl KPUTUYECKOW OILICHKM JI0KA3aTeIbCTB M CHUHTE3a Pa3HOTHUITHBIX
HMCTOYHHUKOB.

YMeer  BbICTpauBaTh  CHUCTEMATHYECKUW  0030p  TEMbl,  COIOCTAaBIATH
CTaHJapTHI/UCCIIEIOBaHUS U 000CHOBBIBATH BBHIOOD.

Bnageer noJIHBIM LIMKIJIOM TPAaCCUPYEMOCTH: OT IIOCTAHOBKHU 3a[auu J0 PELICHUH ¢
HWCTOYHUKAMU U OTPAHUYCHUSMU.

Cnocoben HaxoOumsv, aHATUIUPOBAMb, PeANIU30BLIGAMb NPOSPAMMHO U
UCNOb306aMb HA NPAKMUKE MaAmMeMamuiecKue anzopummbsl, 6 MOM HUcie ¢
NpUMEHEHUEM COBPEMEHHBIX GbIUUCTUMETbHBIX CUCTEM

Ob6nagaer 3HaHUSAMU 00 OCHOBHBIX CTaHJApTax, HOpMax W IpaBWJl pa3pabOTKu
TEXHUYECKOM  JOKYMEHTAIlMH IMPOTPaMMHBIX MPOJAYKTOB U  IMPOTrPaMMHBIX
KOMILJIEKCOB

3Haer  TpeOoBaHMS K  JOKyMEHTauMh i pasHbix  craauid XKL
(IpOEeKTUPOBAaHNE/IKCILUTYaTallUsI/COIPOBOXKACHUE) M K JIOKa3aTesJbHOM  0aze
COOTBETCTBUS.

YMeeT apryMeHTUpOBaTh BBHIOOP CTAHIAPTOB/IIA0IOHOB IMOJ] KOHKPETHBIN KEUC U
BBICTPOHTH €IMHYIO CTPYKTYPY MaKeTa JOKYMEHTOB.

Brnageer pernieH3upoBaHHMEM/ayUTOM JTOKYMEHTOB M YIPABICHUEM W3MEHEHUSIMH
(peBblo, MPaBKU, TPOTOKOJIUPOBAHUE PELICHUI).

CrocobeH TPUMEHSATh CTaHAApPThl, HOPMBI MW TpaBuja Tmpu  0GOPMIICHUU
TEXHUYECKOW JIOKYMEHTAllMd Ha PAa3UYHBIX CTAJUSIX TMPOCKTUPOBAHUSI W
MOJUICPKKH KU3HEHHOTO IMKJAa TMPOTPAMMHBIX TIPOJYKTOB U IPOTPaAaMMHBIX
KOMILJIEKCOB

3naer mnpakTuku «docs-as-code» UM UHTErpanMu JOKYMEHTAIlMd B IPOLIECCHI
pa3pabOTKH/IKCTUTYaTaIUH.

YMeer peain3oBaTh CKBO3HOM JOKYMEHTOOOOPOT MHUHH-TIPOEKTA: OT TPEOOBAHUH U
DFD 5o otuéra aynura ¢ TpacCCUpPYEMOCTBIO «TpeOOBaHHE — Mepa — METPUKay.
Bnaneer unterpamueit moxymentanmuu B CI/CD (peno3urtopuii, BEpCHH, PEBBIO,
apTedaKkThl-10Ka3aTEILCTBA).

Cnocoben ucnonv3oeams 8 nedazou4eckou O0esAmenbHOCMmU Hay4yHble OCHOGbL
3HaHUIl 8 chepe UHPOPMAUUOHHO-KOMMYHUKAYUOHHBIX MEXHOT02UTL
O6GocHoBbiBaeT  BbIOOp  KoHKpeTHOH — MKT-texnomormm  mnsg  pemieHus
MearoruyecKoil 3a1aun

3HaeT OCHOBBI mnegarormyeckoro auzaiiHa WMKT-pemiennii ¥ moaxonbl OLIEHKH
addextuBHOCTH (learning outcomes, KPI, 6e30macHOCTE/IPUBATHOCTH ).

Ymeer obocHoBath BeIOOp M KOoHGurypauuto MKT-pemeHuss Ha OCHOBE JaHHBIX
nuiota (METPUKH, PpHUCKH, OTPaHWYEHHUs), COrJacoBath C TpeOOBAHUAMU
0€30MacHOCTH.

Brnageer pa3zpaboTkoit JOPOKHOM KapThl BHEAPEHUS (ITAIbI, POJIU, PUCKH, OFOJIKET)
Y TUTAHOM MOHUTOPUHTA/YITyqIlIeHUH.

Cnocoben ocywecmenams Cc60I0 MpPYOOEYI0 OeAMENbHOCHb C  Y4emoMm
onpeodenenusn koppekmnou poau HH ¢ paznuunvix npoueccax, Kpumuyeckozo
ananu3a nocieocmeuii npumenenus HH-mexunonozuil, ImuyecKkux nPUHYUNOG
[Tonumaer, 4yTo KauecTBO 0Oydaroleil BHIOOPKU CYIIECTBEHHO OMPEAENSeT ITHKO-
CoIMaNibHbIE acneKThl (pyHKIIMOHMpOoBaHus 1.

MoxeT BBISIBUTH OUYEBHUJIHBIE HECOOTBETCTBHS Mexay 3amaded ana WU u
oOyyaromieii BBIOOPKOIA.

3Haer OTpaHUYEHUS METPHK CHPaBEAJIMBOCTH, UCTOYHUKHU
KYJIBTYPHO-00YCIOBICHHBIX MTPEIB3STOCTEH.

YMeer  apryMeHTUpPOBAaHHO  BBISBIATH M CHWXKATh  NPEIB3ATOCTH B
JTaHHBIX/TIpoMTITaX/uH(pepeHce.

Bnageer nmoxymeHTtanmedt naraceroB/mMopeneil  (assumptions, intended use,



OTpaHUYEHUS) U MOHUTOPHHIOM bias-pUCKOB.

ML-5 Cnocoben paszpadbamovieamv u (uiu) npUMEeHAmMb MeEMOObl NOGLIUIEHUS
ycmoiiuueocmu, nadedxcnocmu, desonacnocmu anzopummos MO
OO0ocHOBBIBa€T BBHIOOP M TPUMEHEHHE METOJOB IOBBIIICHUS YCTOMYMBOCTU U
HA/IKHOCTH MOJIeNIel ¢ yu€ToM crienuuKy 3a1auu, BKIIOYas aanTaliio Moenei
U HCNOJb30BaHUE N0JX0J0B oObsicHumoro MW u nosepenHoro MU. VuuteiBaer
PHUCKHU aTaK ¥ METOJbl UX IPOTUBOAECHCTBUSL.
Hcnonb3yeT npoABUHYThIE METOAbI 1000YyUEHUSI MOAETIEH NPU OATOTOBKE JaHHBIX,
MIPUMEHSIET METO/Ibl TOBBIIIEHNUS YCTOMYMBOCTU MOJENEN K aTakaM U MCKaKEHUSIM
JAHHBIX
[IpoBOAUT KOMIUIEKCHBIA aHaIHM3 PE3YJIbTAaTHBHOCTH C YYETOM OOBSICHUMOCTH
MOJIENEN, YCTOMYMBOCTH K aTakaM, HMCIOJIb3yeT MeToabl JoBepeHHoro MM mis
OIICHKH.
3HaeT MeTOJbl TOBBIIIEHHUS YCTOMYMBOCTM M UX orpaHuuyeHus (trade-offs c
TOYHOCTHIO/CTOMMOCTHIO).

YmMmeer COYeTaTh HECKOJIBKO TEXHHK
(guardrails+dunprpanusa+kanapeiikutsepudukanus 1UTaT) U 0O0OCHOBHIBATH
BBIOOD.

Brnaneer BOCHpOM3BOIMMON METOJAMKONW OLEHKA YCTOWYMBOCTH C OTYETHOCTHIO U
MJIAHOM PEeMEIUAIIHH.

Al S-1 Cnocoben ynpasnams puckamu 6 pazpadomke cucmem HH, evicmpausamb
ynpaenenue dezonacnocmoto MU 6 komnanuu c yuemom smuxu UH
3naet nmanamadt yrpo3 U-cucrem (B T.4. RAG/LLM) u cuieHapuu Ux 3BOJIIOITHH.
YMeer noanepkuBaTh JKMBYIO MOJENb YIPO3 M CBSI3aHHBIA PEECTpP PHUCKOB,
YBSI3bIBATh C MOHUTOPUHIOM MHIIMJICHTOB.
Brnaneer mpakTuKO#l pUCKa-OpUEHTUPOBAHHOIO MpoeKTHpoBaHUs cepBucoB MU u
MOJITOTOBKOM MaTepHUaIOB ISl pacclieIOBaHUM.
3naet kak ¢peiimBopku NIST Al RMF/ISO 23894 cooTHOCSTCSA ¢ MpaKTHKaMU
SDLC/DevSecOps.
YMeeT neMOHCTPUpPOBATh COOTBETCTBUE HA apredakrax (MOJUTUKH, JIOTH, OTYETHI
TECTOB, YEK-JIUCTHI).
Bnageer mnocTpoeHMeM «CKBO3HOW» JIOKa3aTeabHOM 0a3bl COOTBETCTBUS JUIA
MHHH-TIPOEKTA.

TunoBble KOHTPOJIbHbIE 3aJaHUA WM HHbIe MaTepHajbl, HeOOXOAMMbIEe sl
OLCHKHM 3HAHWIl, YMEHUI, HABBIKOB U (MJIH) ONbITA JEATEJIbHOCTH, XapaKTepPU3YIOIIUX
Tanbl GOpMHUPOBAHNUS KOMIIETEHUMH B Mpoliecce 0CBOCHUS 00pa30BaTeIbHON MPOrpaMMbl

Ilpaxkmuueckue 3a0anus 014 1a0OpamopHvix padom

JIP-1. IMosmnTHKa 0€301aCHOCTH: MOJIeJIb YIPO3, 0a30Bble Mepbl, peecTp PUCKOB
3ananue. BeiOpaTh yueOHbli cepBuc (BeO-npuinoxkenue uiu LLM-60T), mpoBecTu
MHBeHTapu3auio aktTuBoB 1 DFD, onucars Mojienb HapyluTens, COCTABUTh PEECTP
PUCKOB (BEpOSATHOCTH/YIEpO/ypOBEHB), MPEITIOKUTH Oa30BbIE MEPHI
(mapomi/MFA/RBAC/xxypHaisl).

Cnate. [Tomutuka Ub (1-2 ctp.), DFD-cxema, peectp puckos (Tabnuua), 4eK-IucT 6a30BbIX
Mep.

Kommnerenmun. Al S-1.1; YK-1.2.

JIP-2. Kpunronpumutusbl 1 TLS-koHpurypanus: xem/noanucs/mmdposanne,
cepTUPUKATHI



3ananue. Crenepuponars kaoun (RSA/ECDSA), moanucars U IpoBEepUTh (aidl;
Hactpouth TLS mis TectoBoro cepsepa (self-signed), mpoBeputs 1ienoyky u HabOp
mdpoB, 3ahUKCUPOBATH PYKOTIOKATHE.

Cnate. Habop xiroueit/ceptudukar, KoHGUT cepBepa, KOMaH bl TpoBepkH (openssl),
CKPUHIIOTBI PYKOIIOKATHUsA, KPATKUM OTYET.

Kommnerenmun. OIIK-4.2; YK-1.2.

JIP-3. Ayrentudguxanus u gocryn: RBAC/ABAC, MFA, ynpasiieHne cekperamMu
3ananue. CrpoekrupoBath nmpoctyio RBAC/ABAC-onuTuky ajisi yaeOHOTO CepBUCa;
noaxmounte TOTP-MFA; oprann3oBaTh XpaHeHUE CEKPETOB (BapHAHTHI:
env-(aiiy/XpaHWIHIIE CEKPETOB) U POTAIHIO.

Cnarts. [lomutuka nocryna, nemoncrpauust MFA (ckpus), apredakTsl HACTPOWKH CEKPETOB,
OTYET.

Kommnerenmun. OIIK-4.2; AIS-1.1; YK-1.2.

JIP-4. Jloru ¥ MOHUTOPHHT: ’KYPHAJIbI H apTe()aKThl HHIUICHTOB

3amanue. Bximounts cTpykTypupoBanHoe sorupoBanue (JSON), HacTpouTh
ypoBHU/(hopMaThI; COOpaTh 00PA3IIHI )KYPHATIOB IIPH HOPME/OIMHOKAX; BBIICTUTh
apTedakThl HHIIUJEHTA U COCTABUThH TalMITaiH.

Cnatb. Kondur norupoBanusi, IpuMepsbl JIOTOB, TaHMJIalH HHIUJEHTA, OTYET.
Kommnerenmuun. OIIK-4.2; AI S-1.2; YK-1.2.

JIP-5. MexcereBoii 3kpaH u IDS (Suricata/Zeek): curnatypsl u ajiepTbl

3ananue. Hactpouts 6a3oBbie mpaBmiia punbtparnuu (fw); pasBepHyTh Suricata/Zeek,
cO37aTh >2 KaCTOMHbIE CUTHATYpbl, CTeHEPUPOBATh TpapuK U 3aUKCUPOBATH AJIEPTHI.
Cnate. Konduru, npasuma, pcap/iaoru, OT4€T.

Komnerenmuu. OIIK-4.2; AI S-1.1.

JIP-6. Secure SDLC: SAST/DAST/SCA (ZAP, Semgrep, Trivy)
3ananue. [Iporaars Semgrep mo yue6HOMy penosuroputo, OWASP ZAP Baseline no
cTenny, Trivy mo obpa3y; copMupoBaTh IIaH UCTIPABICHHUH ¢ TPHUOPUTU3AIUEH.

Cnatb. OTY€THI HHCTPYMEHTOB, CBOJIHAS TaOJIUIA YA3BUMOCTEH, TJIaH peMEIUAIINH.
Komnerenmuu. OIIK-4.1; OIIK-4.2; Al S-1.2; YK-1.2.

JIP-7. KonrteiinepHasi 0e30IaCHOCTh: 00pa3bl, CKAaHMPOBaHUe, cekpeThbl, Pod Security
3ananue. CoOpath MUHUMANBHBIN 00pa3 (non-root, drop caps), IPOCKaHUPOBATH €r0;
MIPOJIEMOHCTPUPOBATH XpaHEeHUE ceKpeToB; HacTpouTh Pod Security (PSA) manudecr.

Cnate. Dockerfile/MmanudecTsl, OTUET CKAHUPOBAHUS, OITUCAHUE CEKPETOB.
Komnerenuu. OITK-4.2; AI S-1.2.

JIP-8. Ob6saunas 6e3onacHoctb: IAM-nosiutuku, cermenranus, KMS/mudposanne
3ananue. Co31aTh NPUHLIKI MUHUMANIBHBIX 1TpaB (IAM), HaCTpOUTh CETMEHTAIUIO
cetu/SG, BKIIOUNTH UdppoBaHue o0bekTa/Toma (KMS) 1 mpoBepuTh AOCTYII.

Cnatp. [TonUTUKI/CKPUHIIIOTH HACTPOEK, OTYET O MPOBEPKE.
Komnerenmmu. OITK-4.2; AI S-1.2.

JIP-9. OWASP LLM Top-10 (LLMO01-LLM04): 3xcriepuMeHTbI H KOHTPMeEpbI
3ananue. CoctaBUTh YeK-1uCT TecToB noag LLMO1-LLMO04, BbIOJHUTS aTaku HAa y4eOHBIN
LLM-60T, 3apukcupoBaTh 3 (HeKThl, IPEIIOKUTh U TPOBEPUTH KOHTPMEPHI.

Cnate. Tect-mnaH, J0ru/mpuMepsl, Tadbauma «ataka—3(pQekT—KoHTpMepay.
Kommnerenmuu. ML-5.1; AL S-1.1.



JIP-10. Prompt-injection u jailbreak: meTpuku ataku u KaHapeiKku

3amanne. CpoeKTHPOBaTh U MPOBECTH CepHI0 prompt-injection/jailbreak-arak; BBecTn
METPUKHU yCIeXa; peain30BaTh «KaHAPEEUHbIE» MPOBEPKU M CPABHUTH JI0/TIOCIIE.
Cnarte. Habop mpoMInToB, METPUKHU U PE3yIbTAThI, OTYET.

Kommnerenmun. ML-5.1; AL S-1.1.

JIP-11. RAG-poisoning u J>KAMMHHI: aTaKi HA HHAeKC/BeKTOpHYI0 BJ]
3ananue. [1oaroToBUTh Majblii KOPILYC, BHEIPUTD «SIIOBUTHIE» JOKYMEHTBI, OLIEHUTh
MCKa)XKCHUE OTBETA; PEaTM30BaTh (QMIBTPALNIO HCTOUHUKOB/BXOIHOM MOJICPAIIIH.
Cnate. Kopriyc/mHzeke, OT4€T ¢ MpuMepaMu U MoKa3aTessiMH.

Komnerenmun. ML-5.1; AI S-1.2; SS-1.1.

JIP-12. Guardrails u structured prompting: 3ammura ot completion-arak
3ananue. Hactpouts npaBmiia/mabaoHbl CTPYKTYPHUPOBAHHOTO OTBETA, 100aBUTh
MOCT-(QUIBTPHI BBIIAYH U TIPOBEPKU CCHUIOK; H3MEPHUTH BIIMSHHUE HA
TOYHOCTH/0€30MaCHOCTb.

Cnatb. KoHpurypanun/noauTuku, OT4ET ¢ METPUKAMH.

Komnerenmuu. ML-5.1; AI S-1.2.

JIP-13. Ayaut u tpaccupoBka LLM: jioru, JMMHTHI TOKEHOB, 3amuTa oT model-DoS
3ananue. lleHTpann30BaTh JOTH 3aPOCOB/OTBETOB, BBECTH KBOTHI U rate-limit, OlleHUTH
CTOMMOCTB/TOKEHBI, cMoJienupoBath model-DoS u noka3zats 3amury.

Cnate. Kordurn, npumeps! J10roB/namodopaoB, OTIET.

Kommnerenmmu. ML-5.1; AI S-1.2; OIIK-4.2.

JIP-14. Threat-modeling piass UU-cepsuca: STRIDE/LINDDUN, NIST Al RMF
3ananue. [Toctpouts DFD, npoBectrn STRIDE i LINDDUN, chopmupoBats MaTpuiry
puckoB u yek-1ucT coorBeTcTBUsI NIST Al RMF 1.0.

Cnate. DFD, TaGnuiisr yrpo3/pucKkoB, 4€K-JIMCT COOTBETCTBUSI.

Komnerenmuu. Al S-1.1; AI S-1.2; OIIK-4.1; YK-1.2.

JIP-15. SOC-npakTuKyM: KOppeasiuus coObITHIA 1 HHIUAeHT-penopT no LLM-6oty
3ananue. ChopMynrpoBaTh MpaBUIa KOPPEISAIUHU I TUTIOBBIX coObITHii M -cepBuca,
CBIMUTHUPOBATH MHIUACHT U MOJATOTOBUTH OTYET MO CTAHIAPTHOM CTPYKTYpE.

Cnarts. [IpaBuna/zanpocel, OT4ET 00 UHIIUJICHTE.

Kommnerenmun. OIIK-4.2; AI S-1.1; OIIK-4.1.

JIP-16. UTOroBblii MUHH-IPOEKT: 3alIUINEHHBIN RAG-yaT-00T

3ananue. PeanmsoBats npotoTiin RAG-60Ta ¢ puiibTpanueii KOHTeHTa, Bepudukaiyen
LUTAT, )KypHATUpOBaHUEM U 0a30BbIMHU guardrails; mpoBECTH AEMOHCTPALIUIO U CAMOAYIUT.
Cnate. Kon/manudectsi, 1eMo-Buaeo (10 3 MUH), OTUET 110 O€30MMaCHOCTH.

Kommerenmuu. ML-5.1; Al S-1.1; Al S-1.2; OIIK-4.1; OIIK-4.2; OIIK-6.2; YK-1.2.

Ilpumep nadopamopnoi pabomuol
Jlabopamopnas paboma Ne 2: « Kpunmonpumumuewvt u TLS-kongue: xew/noonucwv/wiugposanue,
cepmughuxamoi »
Tema. IlpakTuka 6a30BbIX KpUNTONPUMUTHBOB U HACTpOiika 3amuinéHHoro kanana cassu (TLS)
JUIs y4eOHOTO cepBuCca.

Lenv

OcBouTh XeMHPOBAHUE/TIOANUCH/IU(PPOBAHIE HA MPUKIAIHBIX TPUMEpPaX U KOPPEKTHO
HacTpouTh TLS-coenunenue (kitouu, cepTUdUKATHI, Udpocuites, MPoBepKa).



Obopyodosanue u I10
I[NK (Windows/Linux), OpenSSL, mo00ii JlokanbHBIH BeO-cepBep (nginx/Apache) wnm
npocroe npuwioxkenue Ha Python/Node.js, Wireshark (o xenanuto).

Hcxoonvie oannvle
TexkcroBeiii  Qaitn  (>1 Kb) i 1geMoHCTpanuy — XemIa/TIOANKCH;  JIOKATbHBIN
DNS-anmmac/localhost mist TecroBoro cepsepa.

3aoanue

1. Xem-dyaknun. Beraucnute SHA-256/512 ot wucxomnoro (haitna; mokasarb
YCTOMYMBOCTH K MaJIbIM U3MEHEHUAM (OUT-(uini).

2. ludposas noanucek. CrenepupoBats mapy kiroueit (RSA unu ECDSA), noanucars
¢aiin u npoBepuTh NoANKUCh. OOBSICHUTD Pa3HULLY «ITOANHUCH vs. Xeml vs. HMACy.

3. CummerpuyHoe mudpoBanue. 3amudposaTth ¢aitn amroputmom AES-256-GCM,
KOPPEKTHO COXpaHHUTh/Tiepenarh [V u Ter ayrTeHTHIHOCTH; pacin(poBaTh U CBEPUTH.

4. TLS-ceptudukar. Boimyctuts self-signed ceprtudukar (i uepe3 nokanbHbiii CA),
HactpouTh TLS Ha yueOHOM cepBepe.

5. IlpoBepka coenunenus. C momourpio openssl s client mpoBepuTh 1ENOYKY, BEPCHIO
MIPOTOKOJIa, HAbOp MHUPPOB; IPOAEMOHCTPUPOBATh OTKa3 OT cialbiX mudpos u TLS <1.2.

6. HaOmonenune pykonoxatuss (onuuoHansHO). CHATH pcap W OTMETUTh
ClientHello/ServerHello, Be16op mmudpa, oOMeH Kirogamu.

7. beszomacHas xoHdwurypamus. Kpatko 060cHOBaTh BhIOpaHHBIE KpHUBBIE/MmHdpocuites,
napameTpsl session resumption/OCSP stapling (ecu mpuMeHUMO).

Tlopsiook evinonnenus

1. IloaroTroBka cpebl M KIFOUYEBBIX MAaTEPUATIOB.
2. Onepanuu Xem/moAnucs/muppoBaHue.

3. Beimyck ceptudukara u Brirouenue TLS.

4. IlpoBepka u ¢pukcanus apredaxkToB.

5. toru u pekoMeHJaluu.

Koumponvnvie sonpocwi

1. Yem otnuuarorcss SHA-256, HMAC-SHA-256 u mudpoBast moanuch?

2. Kak o6ecneunBaercst PFS 8 TLS 1.2/1.3 u modemy 3T0 BakHO?

3. Urto Bxoaut B mpoBepky ceptudukarta (CN/SAN, cpok, nenouka, 1osepue)?

4. TTouemy HebGe3omnacHbl ycrapesiuue mudpocuites (RC4/3DES), u kak ux 3anpetuts?
5. I'me xpaHuTh NpUBaTHBIE KIIOYHM U KaK OPraHU30BaTh UX POTAIHIO?

Omuém

1. Lens/cpena.

2. KomaH1pl/CKpUNTEI ¢ KOMMEHTapUsSMHU.

3. Aptedakthl (xem-3HadeHus, noxamucH, mudporekcr/IV/tags, ceprudurar/kondwur,
BbIBOJ s_client, pcap-hparMeHTsI).

4. Utoru n pekomenaiuu no hardening.

Kpumepuu npuéma

3aureHo. BeimonHens! Bce myHKTHI 3aaanust; TLS HacTpoeH u npoBepeH; MpeaAcTaBIeHbI
KJIIOUEeBbIe apTe(akThl U KOPPEKTHO MHTEPIIPETUPOBAHBI; OTUET CTPYKTYPHPOBAH.

He 3aureno. OtcyrcTByeT J1t000H 00s3aTeibHbIM Iar (Hamp., BepuUKALMS MOANUCH
i npoBepka TLS), omuOku B KOH(UTypaluy, HeT 0TYETa WK apTe(aKTOB.



3a‘leTHO-3K3aMeHaHI/IOHHLIe MaTepuaJbl AJIsA HpOMe)KyTO‘{HOﬁ aTTeCTalluu

(3x3amen)
Ilpumeput 6onpocoé 014 n0020mo6Ku K IK3aMeHy

1. Tpuana CIA u pucK-OpMEeHTHUPOBAHHBIN MOJXO/: aKTUBBI, HAPYLIUTENIN, MaTpULA
impactxlikelihood.

2. Kpunronpumutusl s umwkeHepa: xemr, HMAC, mudpoBas moAnuce; oTianyue
«moanuck vs. xem vs. HMAC».

3. TLS 1.2/1.3: pykonoxatue, PFS, BbIOOp mIM(POCHIOTOB; MOYEMY OTKIIOYAIOT
yCTapeBIINE aJrOPUTMBI.

4. Ayrentudpukamms u gocrym: RBAC vs. ABAC, MFA/TOTP; npunmmms
XpaHEHUS U POTALlUU CEKPETOB.

5. Secure SDLC / DevSecOps: SAST/DAST/SCA, cexper-ckaH; «KpacHas JUHHS» B
CI/CD u noporu «fail the build».

6. CereBoit mepumerp u moHutopuHr: cermentamus, WAF/IDS (Suricata/Zeek),
KYpPHAJIMPOBAHUE U TPACCHPOBKA.

7. KonreiiHepHas u oOmauHas 0€30MacHOCTb: MUHUMAaJbHBIE 00pa3bl, NON-root,
nonutuka oopa3os; [AM least privilege, cermenrtanus cetu, KMS-mudposanue.

8. OWASP LLM Top-10: LLMO1-LLMO04 (prompt-injection/jailbreak, insecure
output handling) u 6a3zoBsie guardrails.

9. RAG-yrpo3sl:  poisoning/;pkaMMHHT, — 3allUTa  HHJAEKca/BekTopHo  BJI,
BepUUKalUs UTAT.

10. NIST AI RMF 1.0, ISO/IEC 23894: na3HaueHue, apredakTbl COOTBETCTBUS,
CBSI3b C ayJIUTOM.

11. UHImMaeHT-MEHEDKMEHT:  00s13aTeNIbHbIE COOBITHS JIOTHPOBAHUS, KOPPEIISIIHS,

CTPYKTYypa UHIMIECHT-PENOpPTa.

12. Threat modeling mst U-cepuca: STRIDE/LINDDUN, npuoputuzarus mep.
Ilepeuens komnemenyuil (vacmu KomnemeHnyuu), RPOBEPAEMbIX OUCHOUHBIM CPEOCMEOM:
YK-1.2; OIIK-4.1; OIIK-4.2; OIIK-6.2; SS-1.1; ML-5.1; Al S-1.1; Al S-1.2.

B pamkax moAroToBKH K 3K3aMeHY CTYJIEHThI BBIIIOJIHSIOT B KOMaHAax OT 2 710 3 4eloBeK
MIPOEKT, COCTABJICHHBIN HAa MpUMEpE 3a/1a4 UHTyCTPHAIbHBIX TapTHEPOB

1. IIpoekt 1. DevSecOps-maitmuiaiia ¢ «kpacHo# JmHuei» 6e3onacHoct: SAST/DAST/SCA,
secret-scan, moporu Critical/high = fail, oTuér u an pemeauaum.

2. Ilpoekr 2. O6mayHas/KoHTEHHEpHAss 0e30MmacHOCTh yueOHoro cepBuca: IAM least privilege,
cermenTanus cetu, KMS-mudposanue, nonuruka o0pa3os, mpoBepka
KypHAIIUPOBAHHUSI/AJIEPTOB.

3. [Ipoekr 3. 3amura LLM/RAG-60Ta: guardrails, kanapeeunble MpOBEPKH, METPUKHU ycIeXa
aTak J0/mocle, ayauT U BepuuKanus 1uTar.

PeasibHble BADHAHTHI TeM HHAYCTPHAJIBHBIX NAPTHEPOB

1. ITAO «Coepbank» — «Security-gate 1iisi CI/CD yueGHoro Bed-cepBuca»: Semgrep

(SAST), OWASP ZAP Baseline (DAST), Trivy/Grype (SCA/SBOM), secret-scan; aprehakThl U

noporu «fail the build.

2. 000 «ABA JIAB» — «KLLM/RAG-60T1: guardrails, kanapeliku 1 BepupuUKaIUsa HUTAT
yek-muctT o OWASP LLM Top-10, kanapeeuHble 3aIpoCchl, CHUKEHHE J10JIM HEOE30MaCHBIX
OTBETOB.

3. 000 «Caa3bPecype-Kybdanb» — «Obi1ako u cetb: IAM, cermenTanus u 6a30Bbiii SOC»:

IAM least privilege, VPC/SG/ACL, Bximtouenne KMS-mmmdposanus, 6azossie npasuia IDS u
WHIIUJIEHT-PETopT.



4.2 MeroanuecKkue MaTepHaJibl, oNpeaesolue Npoueaypbl OLeHUBAHUS 3HAHUIA,
YMEHHUIi, HaBbIKOB W (MJIH) ONBITA [IEATEJbHOCTH, XAPAKTEPU3YIOIIMX 3TaMbl
¢dopmMupoBaHus KOMIIETEHUNH

MerToauyeckue peKOMEHIALUH, ONpeAeIsiolue MpoueAypbl OLECHUBAHUS Ha
JK3aMeHe:

[Iponeaypa nmpoMexyro4HOM aTrTecTalllyd IPOXOJUT B COOTBETCTBUM ¢ IlonokeHueM o
TEKYIIIeM KOHTPOJIE B MMPOMEXyTOoUHOH artectaruu oOydarommxcs PI'BOY BO «KyoI'Vy.

HroroBoit ¢opmoii KOHTpOJST CHOPMHPOBAHHOCTH KOMIIETEHIIMH Y OOYYaOIIMXCS IO
TUCUMIUIMHE sBNIseTCS dKk3amMeH. CTyIneHTbl 00s3aHbl cIaTh HSK3aMEH B COOTBETCTBUU C
pacnycaHueM U y4eOHBIM IUIaHOM.

®OC npoMEKYTOUHOM aTTeCTalldd COCTOUT W3 3aJaHUN M PE3yJbTATOB TEKYILETO
KOHTPOJISL.

dopma NpoBEAECHUS IK3aMEHA: MMCbMEHHO.

[IpenogaBaTento nIpenoOCTaBIAECTCA IPaBO 337aBaTh CTYAEHTAaM JOIOJHUTEIbHBIE
BOIPOCHI 10 BCEH yueOHOU MporpaMMe AUCIUILITHHBIL.

Pesynprar cnaum 5K3aMeHa 3aHOCUTCS IPETOJABaTENEM B DK3aMEHALIMOHHYIO BEIOMOCTh
Y 3a4ETHYIO KHHXKKY.

OueHnBaHuE YpPOBHSI OCBOCHMS JHMCIMIUIMHBI OCHOBBIBAETCS HA KAa4ECTBE BBINOJIHEHUS
CTYJIEHTOM 3aJIaHUM TEKYIIEro KOHTPOJISI M TPOEKTA.

Kpurtepun ouenku:

OrneHuBaHUEe YPOBHS OCBOCHUS JMCIMILIMHBI OCHOBBIBACTCS HAa KA4YeCTBE BBITOJIHCHUS
CTYJCHTOM 3aJ]aHWI TEKYIIETo KOHTPOJIA M MPOEKTa, a TAKKE Ha Pe3y/bTaTax MHUCbMEHHOTO
sk3ameHa. [Ipumensiercs 6anbpHO-periTuHTrOBas cuctema B yoruke PIT/] XKyka (50 6amnos 3a
CEMECTp: TOCEMIaeMOCTh JICKITUN — 710 5 0.; MOCEeNaeMocTh JJabopaTopHbIX — A0 S5 0.; 3amura
JIP — o 32 6.; midterm-arrectranust — 10 8 0.). B cepenune cemecTpa MpoXoauT aTTECTAIUS;
CTYJCHT aTTECTOBAH, €CJIM HAIKCcal MMCbMEHHYI0 pa0d0OTy Ha OIEHKY «3» M BBIIIC U HaOpas
>15 0. K MOMEHTY aTTecTalui. MeXaHu3M JOIyCcKa K 9K3aMCHY: K KOHITY 3a4€THOHN HeIeIn
CTYJCHT JIOJDKCH MMETh arTectaiuio «3» u Bbimie u >30 0. 3a padoty B cemectpe. [lepeBon
6amnoB: 35 6. — «3», 40 6. — «4», 45 6. — «5». DTa olleHKA YUUTHIBACTCS Ha DK3aMEHE Kak
OJIHA U3 YETBIPEX/TATH COCTABJISIONIMX.

Hroro Ha sx3ameHe cTyAeHT noiy4daeT: (1) oneHky 3a paboty B cemecTpe (1o peuTHHrY), (2)
OIICHKY 3a MPOEKT (3ammuTa Kkeiica), (3) oneHky 3a arrectamnuio (midterm), (4) muCbMEHHBIN
Ouser: J1Ba OTBETa, yYUTHIBACMble KaK JIBE OTICIbHBIC OICHKH. Bbrumcisercs cpemHee
apu(METHYECKOe, OKpYIJICHHE — IO mpaBwiaM Kadeapbl. Bo3MmoxkHa IOMOJHUTEIbHAS
Oecema/nor. 3a1aHus IO AUCHUILTAHE 1Sl TIOBBIIICHHSI OTICHKH.

Memoouueckue  pekomenoayuu,  onpeoenaruiue  npoueoypbLl  OUEHUBAHUA
nabopamopuvix padom:

IIponenypa oueHuBaHusl JaOOPaTOPHBIX pabOT MPOXOJUT B COOTBETCTBUHM C
[TonoxeHreM 0 TEKyIleM KOHTPOJIE U MPOMEXYTOUHOM arTecTanuu odyyatomuxcs PI'bOY BO
«KyoI'Y».

ITo xaxxnoit nmaboparopHoil padore odopmisiercss otyeT. OTUETHI CHAIOTCS HAa MPOBEPKY
PYKOBOJUTENIO B TEYEHHE Kypca 0 MEPE UX BBIIOJHEHUS, M 3aILMLIAIOTCS CTYACHTAMH B
YCTaHOBJIEHHOM HOPSJKE.

[Ipu 3amuTe oT4eTa CTyI€HTY MOT'YT OBITh 33[aHbl BOIIPOCHI M IOTIOJHUTEIbHBIC 3a/IaHHs
1o cyTu JabopaTopHOil pabOTHl, B TOM YHWCIIE€ W3 CHUCKA KOHTPOJIBHBIX BOIIPOCOB K JAHHOU
nabopaTtopHoit padote. [Ipr HeyIOBIETBOPUTENBHON OLIEHKE 3HAHUHM CTY/IEHTa 10 TeME JaHHOTO



OTYeTa, CTYJICHT BO3BpAIACTCd K MOBTOPHOMY H3YYEHHIO COOTBETCTBYIOIIMX MAaTEpUAJIOB,
MOCJIE YEero JIOMyCKaeTcsi K MOBTOPHOM 3amure. HeymoBIeTBOPUTEIBLHO BBIMOJIHEHHBIH OTYET
TaK)K€ BO3BpAILlAeTCs Ha 10padOTKYy.

OTueTr MOKEH COAEP)KaTh 3aroJIoBOK, TeMy J1abopaTOpHOM paboOThI, 1eNb, 3aJaHue,
WHIMBUIYAIBHYIO TEMY, ONMCAaHHE XOJa BBHIMOJHEHHUS PaOOThl, HEOOXOAMMBIC NMPHUKIATHBIC
MaTepualibl (CXeMbI, MakKeThl JOKYMEHTOB M T.I.), B COOTBETCTBHH C TPEOOBAHUSAMHU K
COJIEp’KaHHI0, U BBIBOJIBI 10 paboTe.

OneHoYHBIE CpEACTBA Ui HMHBAJIHIOB W JIMII C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH
3JI0POBBSI BEIOMPAIOTCS C YUETOM UX WHAWBUIYAIBHBIX MICUX0(DU3NIECKUX OCOOCHHOCTEH.

— Tpu HEOOXOAMMOCTH WHBAIWAAM M JIMIAM C OTPAHWYCHHBIMH BO3MOXXHOCTSIMH
3JI0POBBSI MIPEIOCTABIISIETCS IOTIOTHATENFHOE BPEMsI JJIsl TIOATOTOBKM OTBETA HA SK3aMEHE;

— P TIPOBEJICHUH TPOLIEYPHI OIICHUBAHUS PE3yIbTaTOB OOyUSHHsSI HMHBAINIOB H JIUI] C
OTPaHUYECHHBIMH BO3MOXXHOCTSIMH 3/I0POBbBsI TPETyCMATPUBACTCS MCIIOJIb30BAaHIE TEXHUIECKUX
CpeACTB, HEOOXOUMBIX UM B CBSI3U C X WHAWBUAYAITLHBIMUA 0COOCHHOCTSIMH,

— TIpA HEOOXOIUMOCTH ISl OOYJArOIIUXCSl ¢ OTPAHUICHHBIMUA BO3MOYKHOCTSMU 3JI0POBbSI
U WHBAIMAOB TMpOIEAypa OLEHUBAHUS PE3YJIBTaTOB OOYUeHHsS TIO IUCHUIUIMHE MOYXKET
MIPOBOJIUTHCS B HECKOJIBKO ATAIIOB.

[Mponiemypa oreHMBaHUS PE3yIbTAaTOB OOYYEHHsI WHBAIMIOB W JIUI] C OTPaHUYCHHBIMHU
BO3MO’KHOCTSIMH 3/I0POBBSI 110 JTUCIUITIMHE TPEAyCMaTPUBAET MPEJOCTaBICHHEe HHPOPMAITUH B
dbopmax, aTanTHPOBAHHBIX K OTPAHHMYCHHUSM X 370POBbS U BOCIPUSATHS WH(OPMAIIHN:

J171st TUT] ¢ HApYIICHUSIMHA 3PSHHS:

— B IIe4YaTHOU opme yBeTnYeHHBIM HIpUdTOM,

— B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jlnist U1 ¢ HapyIIeHUSIMU CITyXa!

— B IIe4aTHOM opme,

— B (JopMe AIIEKTPOHHOTO T0OKYMEHTA.

Jlnis U1 ¢ HapyleHUsIMM OTIOPHO-/IBUTATEIbHOTO amnmapara:

— B IIe4aTHOU opme,

— B (JopMeE AIIEKTPOHHOTO T0OKYMEHTA.

JlaHHBIM TepeuyeHb MOXKET ObIThb KOHKPETH3HPOBAH B 3aBUCHUMOCTH OT KOHTHHI'€HTA
00yJaronuxcs.

4.3. Meroauueckue YyKa3aHHUS 10 OPraHU3allMUd  BbIYHMCJIUTEIbHOI
HH(PPACTPYKTYPbI

YciaoBusi npuMeHEeHMS:

- Kypc paccunran Ha cTyneHTOB 4 Kypca.

- Hanuuue nepcoHabHBIX KOMIIBIOTEPOB UM HOYTOYKOB C YCTAHOBJICHHOM
onepanuoHHo# cucremoii Linux (pekomenayercs Ubuntu 22.04+) nu6o Windows ¢
MOJIICPYKKON BUPTYaJIA3aIINH.

Hannuue ycranoBneHHoro unteprperatopa Python Bepcun 3.9+ u 6a3oBbix
MHCTPYMEHTOB Pa3pabOTKH.

- Joctyn x cpeactBam BupTyanuzauuu u koureitnepusanuu (Docker, Docker Compose), a
TaKXXe K TeCTOBbIM 00mayHbIM pecypcaM (Yandex Cloud, nHble yueOHbIE aKKayHTBHI).
B03MOKHOCTB MCTI0JIb30BAaHUS YIAIEHHBIX BHIYUCIUTEIBHBIX PECYPCOB U BUPTYAIBbHBIX
MaIlI}H, MPEeI0CTABISEMbIX HHYCTPUAIbHBIMY MapTHEPAMU, B TOM YHCIIE JUIs
BBITOJIHEHHS JTa0OpAaTOPHBIX paboT 1o ceTeBoi, oonaunoit u MM-6e3onacHocty.

esn, 3a1a4n 1 02kM1aeMble pe3yJabTaThl:
Hean:
- OGecneunTh eAMHOOOPA3HYIO U KOHTPOJIMPYEMYIO yueOHYI0 MHQPACTPYKTYpy ISt
BBITIOJTHEHUS JTAOOPATOPHBIX PadOT MO 6€30MaCHOCTH MH(POPMALIMOHHBIX CUCTEM.



—  CdopmupoBaTh y 00y4aroNIuXcsi IPAKTHUECKUE HABBIKK PAOOTHI ¢ HHCTPYMEHTAMHU
3aIUThI, AaHAIM3A YSI3BUMOCTEH, MOHUTOPHHTA U ay/IUTA.

3agauu npenogaBares:

— TloaroroBka METOIMYECKUX PEKOMEHIALNHI IO pa3BEPTHIBAHUIO YUCOHBIX CTEHIOB
(JIOKaJIbHBIX, BUPTYAIbHBIX U 00JAUHBIX).

— Hactpoiika 6a30BbIX m1a0770HOB Ja00PATOPHBIX OKPYKEHUN ISl pabOT I10
Kpunrorpaduu, cereBoit 6e3omacHocty, Secure SDLC, koHTeliHEpHOH 1 001a4HOM
0€30MaCHOCTH.

—  ®opMUpOBaHHE THIIOBBIX KOHMUTYpAIHA U1 BOCIIPOU3BOAMMBIX 3KCIIEPUMEHTOB B
obmactu b u 6ezonacaoctu MU -cucrem.

O:xunaembie pe3yJbTaThl CTYACHTOB:
- VYMeHHe caMOCTOSITEIbHO pa3BOpaYMBaTh U HACTpauBaTh y4eOHBIN CTEH] 171 3a7a4
MH(}OPMaLlMOHHON OE30MaCHOCTH.
— HaBpixu paGoThl ¢ HHCTPYMEHTAMHU KypHAJIMPOBAHUSI, CKAHUPOBAHUSI YSI3BUMOCTEH,
KOHTPOJIA JOCTyIIa U aHAJIM3a HHOUACHTOB.
— IloHnMaHMe IPUHLIUMIIOB MOCTPOEHUS 3AIMIIEHHON BEIYUCIUTENIbHON HHPPACTPYKTYPHI
1 0€30I1aCHOT0 BBIYHUCIIUTENIBHOTO MIpoIiecca.

IHopsiaok peanu3anmnu:
Hacrpoiika okpyxeHus:

- Jlns nokanbHOM paboThl: cHoNb30BaHue Linux-cucremsl ¢ ycranoBineHHbIMU Docker,
OpenSSL, Git, Python, a Taxke cpenctBamu ananmsa 6e3omacHoctu (Semgrep, Trivy,
OWASP ZAP B yueOHOM pekume).

— s ynan€HHOUM u 00J1auHOM paOOTHhI: MOAKIIOYEHUE K BUPTYaIbHBIM MaIIMHAM C
MPETHACTPOCHHOM ceTeBOM n3oJisiuen, [AM-posiMu 1 )KypHaTUPOBAHUEM.

— s 3amad o 6e3onacHocTy MU-cuctem: ncnonbs3zoBannue TectoBbix LLM-cepBucoB u
RAG-cTeH10B ¢ BKIIFOUEHHBIM JIOTHPOBAHUEM W OTPAaHUYCHHUSIMU JOCTYTIA.

HIab6aoubI pador:

Tunosas cTpykTypa 1a00paTopHOro CTEH !
Onucanne yueGHOTo cepBuca WK ClieHapus
Monenb yrpo3 u akTUBOB
Kondurypamus nadpactpykrypsl
Hactpoiika cpeAcTB 3ainThI
[IpoBeneHne FKCIIEpUMEHTOB (aTaKH/TIPOBEPKH )
AHanu3 pe3ynbTaToB U BBIBO/IBI

ogarwnE

ITopsiiok NpoBepKH KOPPEKTHOCTH:
Yek-m1cT paboTOCIIOCOOHOCTH OKPYKEHHUS:
— JlocTynmHOCTh BUPTYalnbHON MalIMHBI MM KOHTEHHEPHOTO OKPY)KEHUS
— KoppekrtHas paboTa ceTeBbIX HHTEP(HEICOB 1 CEPBUCOB
— Hanuuue xxypHanoB u apredakToB 6€30MaCHOCTH
— OrcyTcTBHE KPUTHUECKUX OLIMOOK MPH BBHINOJIHEHUH 0A30BBIX CLIEHAPUEB 3aAILUTHI U
TECTUPOBAHUS

4.4. MeToanueckue yKa3aHus 10 OPraHu3anum JadopaTOPHBIX padoT

YciaoBus NpUMEeHEHH:
e Hanuune y oOyyarommxcsi HACTPOSHHOT0 Y4eOHOTO CTEHa WK JOCTYNa K 00JauHbIM
pecypcam.



e JlocTyn K METOAMYECKHM MaTepHaiaM, CLeHApHsIM Ja00opaTOpHBIX paboT U M1abioHaM
OTYETOB.

e Hcnonw3oBanue cucreMbl KOHTpOJIst Bepeuid (Git) st pukcanum koHUrypanuii u
PE3yJIbTaTOB.

Henn, 3a1a4n U 0’kuaeMble pe3yJibTaThl:
Menn:
[ 3aerHI/ITI) TCOPCTUYCCKHUC MMOJIOKCHUA JUCHUIITIMHBL «be3onacHocCTh I/IH(l)OpMaIII/IOHHI)IX
CUCTCM» Ha IMPAKTUYCCKUX ITPUMCPaAX.
e CdopmupoBaTh HABBIKM aHATIN3a YTPO3, HACTPOHKU CPEICTB 3aIUTHI U OLCHKH PUCKOB.

3agaum npenogaBaTes:
e Pa3paboTka mabopaTopHBIX pabOT, OTpAXKAIOIMIKUX KIIOUYEBbIE pa3aebl AucuuIumHb: Ub,
Secure SDLC, o0maunas u MMM-6e30macHOCTb.
o TloaroroBka y4eOHBIX KeHCOB, MPUOIMKEHHBIX K pealbHBIM CLEHAPUSM KCILTyaTalluu
ncC.
e Opranu3anus Iporeayphl MPOBEPKH OTYETOB M 3AIMUTHI TAOOPATOPHBIX PadoT.

O2xupaembie pe3yabTaThl CTYI€HTOB:
e YMeHHE MPUMEHSTh CPEICTBA 3alIUThl U aHalIM3a 0€30MMaCHOCTH Ha MIPAKTHKE.
o HaBbIkM MHTEpIIpETALIMN PE3YIBTATOB CKAHUPOBAHMS, )KYPHAIIMPOBAHUSA U
TECTUPOBAHUS.
e CnocoOGHOCTh OQOPMIIATH OTUETHI U APTYMEHTUPOBATh MpUHATHIE perienus o Ub.

IMopsinok peannzanuu:
Ili1an sadbopaTopHbIX padoT:

JIP1: ITonmutrka 6€30MaCHOCTH U MOJICINTb YTPO3

JIP2: Kpunrorpaduueckne mpuMuTUBEI 1 TLS

JIP3: AyreHTuduKanus, KOHTPOJb JOCTYIAa U CEKPETHI

JIP4: )XypHanupoBaHue 1 MOHUTOPUHT UHIIUJICHTOB

JIP5: CeteBas OezonacHocTh U IDS

JIP6: Secure SDLC u ananu3 ya3BUMOCTEN

JIP7: KonTelinepHas 6€3011aCHOCTh

JIP8: OGmnaynas 6e3omacHocts u [AM

JIP9—-15: bezonmacnocts MH-cucrem, LLM u RAG

JIP16: Utoroseiit Munu-npoekt no 3amure MC nim NN-cepBuca

Ipumep nnanBHAYaTbHOTO 3a1aHus (JIP4):

Baz[aqa: HaCTpOI/ITL KYPHAJIIMPOBAHUC yqe6H0r0 CCPBHCA, BLISIBUTH U ITPOAHAIIM3UPOBATDH
MPpU3HAKW UHIUJACHTA 0e30IMacHOCTH

KpnTeplm OICHKH: TIOJTHOTA JIOTUPOBaHHA, KOPPEKTHOCTL aHaJIN3a, 000CHOBAaHHOCTh BBIBO/JIOB

KoHnTpoJsibHbIE BONIPOCHI:
— Hasnauenue xxypHanupoBanus B 11b
—  Tunsl coOBITHI G€30M1aCHOCTH
— Poub 110r0B IIpM paccie0BaHUM HHIUAECHTOB

Kpurepun onenkn:
3a4TeHo: Bce 3Tallbl BHIIIOJIHEHBI KOPPEKTHO, BHIBOBI apIyMEHTHPOBAHBI.



He 3auTeHo: HoMyICHB! TPUHIMITHATIBHBIC ONTUOKH WM OTCYTCTBYET TOHUMAaHNUE MEXaHU3MOB
3aIUTHL.

4.5. Meroanyeckue yKasaHHUs 110 OPraHU3alMU NIPOCKTHOM
NeSITeJIbHOCTH CTY/ICHTOB

YciaoBust NpUMEHEHHS:
- Kypc paccuntan Ha cTyneHTOB 4 Kypca.
- TpynoémkocTs mpoekTHOU padoThl - 10—15 gacoB Ha KOMaHTy.
— Hanmuune 6a30BBIX HABBIKOB aIMUHUCTPUPOBAHHS, IPOTPAMMHUPOBAHHS U TIOHUMAHUS
ocHoB Ub.

Hean, 3a1a4n U 0’kuaeMble pe3yJibTaThl:
Menn:
— IlpumeHuTh 3HaHUA 10 6€30MACHOCTH MHPOPMAIIMOHHBIX CUCTEM ISl pEILICHUs
KOMILJICKCHOTO IMTPAKTUYCCKOI0 Kelica.
- CdopmupoBaTh HaBbIKM KOMaHTHOW paOOTHI U pUCK-OPHUEHTHPOBAHHOTO MOIXO0A.

3anayu npenogaBaTeisi:
- q)OpMI/IpOBaHI/Ie TEM IIPOCKTOB, COOTBCTCTBYIOIIUX pasjaciaM JUCHUIIJIMHBI U YPOBHIO
00yJaronuxcs.
— TloxaroroBka TEXHUYECKUX 3a/JaHUM C YUETKUMU KPUTEPUSMU OE30MaCHOCTH.
—  Opranuzanys npoMeXyTOYHOTO U HTOTOBOTO KOHTPOJIS.

O:xunaemble pe3yJbTaThl CTYAEHTOB:
—  OmbIT TPOSKTUPOBAHKS M aHAJIM3A 3alTUIIEHHON HH(DOPMAITMOHHON CHCTEMBI.
— YMeHHe NMPe3eHTOBATh PE3yAbTaThl ayUTa U NMPEAT0KEHHbBIE MEPhI 3aLUTHI.
- HaBwiku koMmaHHO#M paboThl Hag Mb-poekTom.

IMopsinok peannzanuu:
IIpumepbl NPOEKTOB:
-~ DevSecOps-naiimiaiiH ¢ KOHTPOJIEM YSI3BUMOCTEH
— Bamuménnas obnaunas nHGpacTpyKkTypa yueOHOro cepBuca
- Awnamus yrpos u 3amurta LLM-gar-6oTa
— IIpoekTupoBaHue CUCTEMBI )KYPHATUPOBAHUS U pearupoBaHUs HA MHIIUICHTHI

Mpumep T3 pas npoekra «3amuménnpiii LLM-001»:
— Onucarb apxXUTEKTypy CepBHUCca
— BbinonHuTe MOAENMpPOBAHUE YIPO3
— PeanmuzoBaTh 6a30BbIC MEPHI 3aITUTHI
— IloAroToBUTH OTYET MO COOTBETCTBUIO TpeboBaHusM b
— IlpencraButh pe3yabTaThl B BUAE NPE3CHTALIUU

Kputepun onenkn:

3a4TeHo: IpoeKT COOTBETCTBYET T3, MPOAEMOHCTPUPOBAHO NTOHMMaHue npuHunos Mb,
BBIBO/Ibl 00OCHOBAHBI.

He 3auTeHo: npoeKT HE COOTBETCTBYET TPEOOBAHUAM UM OTCYTCTBYET IOHUMaHHE
PUMEHEHHBIX Mep 6€30IacHOCTH.

IMopsaaok MpoBepKH KOPPEKTHOCTH:
— CoOTBETCTBHE NPOEKTA TEXHUYECKOMY 3a/IaHHIO
— OO0OCHOBaHHOCTb APXUTEKTYPHBIX U 3aIIUTHBIX PEIICHUI



— KadecTBO OTYETHBIX MAaTEPUAIIOB U IIPE3CHTALUN

S. IlepeyeHb OCHOBHOW M [JONOJHUTEJBHOH Y4YeOHOH JIHUTEpPaATyphl,

HEe00X0AUMOi1 1151 OCBOCHU S ANCIUILIMHBI (MOIYJIs1)
5.1 OcHoBHasi 1MTEpaTypa:

1. Cupnak, A. A.; Bacunenko, B. B.; Peikenxko, C. B. MuHopmanmonHas 06e301macHOCTS.
®u3nyecKkue OCHOBbI TEXHHUYECKHUX KAHAJIOB YyTEUKH HH(oOpManuu: ydeOHoe mocodue. —
Mocksa: [upekr-Memma, 2022. — 128¢c. — DOI: 10.23681/694670. — ISBN
078-5-4499-3327-0. — URL: https://biblioclub.ru/index.php?id=694670&page=book (mara
obparmenus: 25.08.2025).

2. I'punmenko, H. B.; UYedpanona, A. O.; VYpusckuii, A. B.; Anabuna, FO. ®. Cucrema
samuTel uHGopManuu ViPNet: yuebnoe mocobue. 2-e uszf.; mon pend. A. O. UedpanoBoil. —
Mocksa: JMK [IIpecc, 2023. — 385c. — ISBN 978-5-89818-458-2. — URL:
https://biblioclub.ru/index.php?id=703655&page=book_red&razdel=10487 (mata oOpateHus:
25.08.2025).

3. 3aiiues, A. I1.; Memepskos, P. B.; [llenynanos, A. A. TexHuueckue cpelcTBa U METObI
3amuThl WHpopmaruu: ydyeOHuk. — MockBa: Topsiaas munus —Temekom, 2021. — URL:
https://biblioclub.ru/index.php?id=713902&page=book_red (nata obpamenus: 25.08.2025).

4. Buykos, A. A. 3amura unpopmaiuu : yaebHoe nocodue ans By3oB / A. A. BHykoB. —
3-e u3n., nepepad. u gom. — Mocksa : M3marensctBo FOpaiit, 2023. — 161 ¢. — (Bricmiee
obpasoBanue). — ISBN 978-5-534-07248-8. — URL.: https:// urait.ru/ bcode/512268.

5. [erno, A. }O. 3amura uHGOpPMAaNMK: OCHOBBI T€OpHUH : y4eOHHMK 11 By30B / A. HO.
[ernos, K. A. IllermoB. — Mocksa : U3marensctBo IOpaiit, 2023. — 309 c¢. — (Bricuiee
obpasoBanue). — ISBN 978-5-534-04732-5. — URL.: https://urait.ru/bcode/511998.

5.2 JlonoJiHUTeIbHASI JIUTEpaTypa:

1. Webb, G.1.; Hyde, R.; Cao, H.; Nguyen, H. L.; Petitjean, F. Understanding Concept Drift
[DnexTpoHHbIT pecypc]. — arXiv:1704.00362, 2017. — URL:
https://arxiv.org/pdf/1704.00362 (nata obpamenus: 25.08.2025).

2. Machine learning-based detection of concept drift in business processes [DIeKTpOHHBIN
pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s44311-025-00012-w. — URL:
https://link.springer.com/article/10.1007/s44311-025-00012-w (mara oOpaleHus:
25.08.2025).

3. Adversarial machine learning: a review of methods, tools, and critical industry sectors
[DnexrponHslit pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s10462-025-11147-4. —
URL: https://link.springer.com/article/10.1007/s10462-025-11147-4 (mata oOpareHus:
25.08.2025).

4. A Comprehensive Guide to Explainable Al: From Classical Models to LLMs
[DneKTpOHHBII pecypc]. — arXiv:2412.00800, 2024. — URL.:
https://arxiv.org/pdf/2412.00800 (nata obpamenus: 25.08.2025).

5. Al Development Life Cycle: A Comprehensive Guide [Qnektponnslit pecypc] / SmartDev.
— URL: https://smartdev.com/ai-development-life-cycle-a-comprehensive-guide/ (nara
obpamenus: 25.08.2025).

6. ATLAS — Adversarial Threat Landscape for Artificial-Intelligence Systems [DnexTpoHHBII
pecypc] // MITRE. — URL: https://atlas.mitre.org/ (nata oopamienus: 25.08.2025).

5.3. llepuoguyeckue U3IaAHUA:
IEEE Transactions on Big Data — HayuHble cTaTbu 1o 00paboTKe OOJIBIINX JaHHBIX.
2. Journal of Big Data (SpringerOpen) — oTKpBITHIH ) ypHAJI ¢ UCCIETOBaHUSIMHU B oOnacT Big
Data.
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3. Big Data Research (Elsevier) — nyonukanuy mo aHanu3y, YIpaBJIeHHIO U BU3YaTH3aLUH
JaHHBIX.

4. Data Science Journal (CODATA) — MeXIUCIUIUTMHAPHBIC UCCIICIOBAHUS JaHHBIX.

5. ACM Transactions on Knowledge Discovery from Data (TKDD) — meToibl n3B/Ic4eHUs
3HAHUU U3 GOHBH_II/IX JaHHBIX.

6. https://openreview.net/forum?id=FMMF1a9ifL

7. https://openreview.net/forum?id=EIUrNM9U8c#discussion

8. https://openreview.net/forum?id=JoO6mtCLHD

9. https://aclanthology.org/2024.findings-emnlp.760/

10. https://aclanthology.org/2020.coling-main.588/

11. https://link.springer.com/chapter/10.1007/978-3-030-72113-8_30

12. https://link.springer.com/chapter/10.1007/978-3-031-42448-9_10

13. https://aclanthology.org/2024.findings-naacl.288/

5.4. UuTepHeT-pecypchbl, B TOM YHCJIE COBpeMeHHbIe MPogecCHOHAbHbIE 0a3bl
JAAHHBIX M HHPOPMAIIMOHHBIE CIIPABOYHbIE CHCTEMbI
Onexmponno-oubruomeynvie cucmemol (Ib6C):
3BC «HOPAWT» https://urait.ru/
ABC « YHUBEPCUTETCKA I BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
3bC «BOOK.ru» https://www.book.ru
3BbC «ZNANIUM.COM>» www.znanium.com
. OBC «JIAHb» https://e.lanbook.com
IIpogheccuonanvnvie 6azvi OanHbIX
1. Scopus http://www.scopus.com/
2. ScienceDirect https://www.sciencedirect.com/
3. Kypuansr uzgarenscrea Wiley https://onlinelibrary.wiley.com/
4. Hayunas snekrponnas oubnuorexa (HOB) http://www.elibrary.ru/
5. ITlomHOTEKCTOBBIE apXHMBHI BEAYIINX 3aMaJHBIX HAYUHBIX )KYpHaJIOB Ha Poccuiickoi
miargopme HaydHbIx xypHaaoB HOMKOH http://archive.neicon.ru
6. HammonanmpHass 2JeKTpoHHas  OWOMMOTEKa  (IOCTYN K DJIGKTPOHHOM  OMOIHMOTEKe
muccepTanuii Poccuiickoit rocynapctenHou ouomoteku (PI'B) https://rusneb.ru/
7. Tlpesunentckas oubaroreka uM. b.H. Enpriuna https://www.prlib.ru/
8. baza ganneix CSD KemOpumkckoro nentpa kpuctamiorpadpuueckux ganasix (CCDC)
https://www.ccdc.cam.ac.uk/structures/
9. Springer Journals: https:/link.springer.com/
10. Springer Journals Archive: https://link.springer.com/
11. Nature Journals: https://www.nature.com/
12. Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols
13. Springer Materials: http://materials.springer.com/
14. Nano Database: https://nano.nature.com/
15. Springer eBooks (i.e. 2020 eBook collections): https:/link.springer.com/
16. "Jlextopuym TB" http://www.lektorium.tv/
17. VuuBepcurerckas nHpopmarmonnas cuctema POCCHUS http://uisrussia.msu.ru

NN

FBecnnamuvie obpazoeamenvivie pecypcol
1. Jupyter Notebook — nHTepakTHBHBIEC BEIYMCICHHUS
2. Visual Studio Code — pemgakrop koaa ¢ moyiepxkoi Python
3. Google Scholar/arXiv — goctyn k Hay4HBIM ITyOIUKAIHSIM

Pecypcovl c6o600H020 docmyna

1. KwubepJlenunka http://cyberleninka.ru/;



https://urait.ru/
http://www.biblioclub.ru/
http://www.book.ru/
https://znanium.com/
https://e.lanbook.com/
http://www.scopus.com/
https://www.sciencedirect.com/
https://onlinelibrary.wiley.com/
http://www.elibrary.ru/
http://www.elibrary.ru/
http://archive.neicon.ru/
https://rusneb.ru/
https://rusneb.ru/
https://www.prlib.ru/
https://www.prlib.ru/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://www.ccdc.cam.ac.uk/structures/
https://link.springer.com/
https://link.springer.com/
https://www.nature.com/siteindex/index.html
https://experiments.springernature.com/sources/springer-protocols
http://materials.springer.com/
https://nano.nature.com/
https://link.springer.com/
http://www.lektorium.tv/
http://uisrussia.msu.ru/
http://cyberleninka.ru/

2. AmepukaHcKas naTeHTHas 0a3a jgaHHbIx hitp://www.uspto.gov/patft/

3. MuHHCTEpPCTBO HAyKH H BBICIIETro 00pazoBanus Poccuiickoii deaepanuu
https://www.minobrnauki.gov.ru/;

4. ®enepanbHblii mopran "Poccuiickoe odpazoanue" http://www.edu.ru/;

5. Mudopmanmonnas cucrema "Equnoe okHO AOCTyNHa K 00pa3oBaTeiIbHBIM pecypcam”
http://window.edu.ru/;

6. Enunas xoyutekius nudpoBbIx 00pa3oBaTenbHBIX pecypcos http://school-collection.edu.ru/ .

7. llpoekr 'ocynapcTBeHHOT0 HHCTUTYTA pyccKoro s3bika uMeHu A.C. Ilymkuna
"Oo6pa3oBanue Ha pycckom" https://pushkininstitute.ru/;

8. CmpaBouHo-uH(popMannoHHbIi mopTai "Pycckuii si3p1k" hitp://gramota.ru/;

9. Caiyx0a TeMaTHYECKHX TOJIKOBBIX cioBapei http://www.glossary.ru/;

10. CnoBapwu u suImKIOne MK http://dic.academic.ru/;

11. O6pa3oBarenbHbIi mopTai "Yueda" hitp://www.ucheba.com/;

12. 3akonompoekT "O6 oOpazoBanuu B Poccuiickoit ®enepanuu". Bompock! u oTBeTs hitp://xn--
273--84d1f.xn--plai/voprosy_i_otvety

Cobcmeennvie 21eKkmpoHHble 0Opazosamenvhvie U UHGopmayuorHvle pecypcol Kyol'y

1. DOnexrtponHsblil kaTanor Hayunoit oubnuorexu Kyol'y
http://megapro.kubsu.ru/MegaPro/Web
2. DnektpoHHas OubnuoTeka TpyaoB yueHbix Kyol'y
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6
3. Cpena MoayapHOTO AMHaMUYecKoro ooyuenus http://moodle.kubsu.ru
4. baza yueOHBIX IJIAHOB, y4eOHO-METOIMUECKUX KOMIUIEKCOB, IyOJIUKAIUi U KOH(epeHIInii
http://infoneeds.kubsu.ru/
5. bubnuortexa nHPOPMAIMOHHBIX PeCypcoB Kadeapbl HHOOPMAITMOHHBIX 00pa30BaTEIbHBIX
texHosorui http://mschool.kubsu.ru;
6. DnexTpoHHbIN apxuB gokymenToB KyoI'Y _http://docspace.kubsu.ru/
7. DIEeKTpOHHBIE 00pa3oBaTelIbHBIE pecypchl Kadeapbl HHGOPMAITMOHHBIX CUCTEM |
TexHoyioruii B oOpaszoBanuu KyOl'Y u Hayuno-merommdeckoro >xypHaina "IIIKOJIBHBIE
I'OAbI" http://icdau.kubsu.ru/

5.5 lly6aukanuu kondepeHunii A*

1. Tim Menzies, Oussama Elrawas, Jairus Hihn, Martin Feather, Ray Madachy, and
Barry Boehm. 2007. The business case for automated software engineering. In Proceedings of
the 22nd IEEE/ACM International Conference on Automated Software Engineering (ASE '07).
Association  for  Computing  Machinery, New  York, NY, USA, 303-312.
https://doi.org/10.1145/1321631.1321676

2. Farzana Ahamed Bhuiyan and Akond Rahman. 2021. Characterizing co-located
insecure coding patterns in infrastructure as code scripts. In Proceedings of the 35th IEEE/ACM
International Conference on Automated Software Engineering (ASE '20). Association for
Computing Machinery, New York, NY, USA, 27-32. https://doi.org/10.1145/3417113.3422154

3. Michael Hilton, Timothy Tunnell, Kai Huang, Darko Marinov, and Danny Dig. 2016.
Usage, costs, and benefits of continuous integration in open-source projects. In Proceedings of
the 31st IEEE/ACM International Conference on Automated Software Engineering (ASE '16).
Association  for  Computing  Machinery, New  York, NY, USA, 426-437.
https://doi.org/10.1145/2970276.2970358
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6. Merognueckue YyKasaHus JIA O0y4YalOIIUXCH IO OCBOCHHUIO
AUCHUIUIMHBI (MOIYJIs1)

B pamkax kypca NpeayCMOTPEHO NPOBEACHUE JIEKUMOHHBIX 3aHATHH, HA KOTOPBIX
U3JaraeTcs  CHCTEMAaTH3MpPOBAHHBIA  MaTepuan 1o  pa3paboTke  KpoccutaThOpMEHHBIX
JCCKTOIIHBIX HpPIJ'IO)KCHPIfI. Ha JICKIIUAX paccMaTpruBarOTCA OCHOBHBIC KOHICIIITUH,
COBPCMCHHBLIC MOAXOJAbI W HWHCTPYMCHTBLI, HCIOJB3YCMBIC [Jid CO3JaHUsA HpI/IJIO)KeHI/If/'I,
paboTarmx Ha pa3IMYHBIX ONEPALMOHHBIX cucTeMax. llocie Kaxka0i JIEKIUH PEKOMEH/TyeTCs
BBIIIOJITHCHHUEC HNPAKTHYCCKHUX 3aI[aHI/H>'I AJIg 3aKpCIICHUA HM3Y4YCHHOI'0 Marcpuajia U OCBOCHUA
KJIFOYEBBIX TEXHOJIOTHM.

JlabopaTopHble 3aHATHS HANpaBICHBl Ha TPAKTHUYECKOE OCBOEHHE METOJ0OB U
MHCTPYMEHTOB pa3pabOTKH KpOCCIUIATOPMEHHBIX JAECKTONMHBIX HpuioxeHuil. B  xone
na0opaTOpHBIX pabOT CTYAEHTHl pEaTu3yloT OCHOBHBIE KOMITOHEHTBI IOJIb30BATEILCKUX
uHTepdercoB, 00eCIeUYnBaOT B3aUMOJICUCTBUE ¢ (DAMIIOBON CHUCTEMOM, UCIOJIB3YIOT CPEJCTBA
Ui pabOThI C CeThIO U 0a3aMu NaHHBIX. J1Jig BBIOJIHEHUS 3a/1aHUN UCIIOJIb3YIOTCS MOMYJISIPHbIE
(dbpeitMBOpKH U cpeibl pa3paboTku, Takue kak Qt, Electron win anamoruuseie.

B camocrostensHOl paboTe CTyleHTaM pPEKOMEHIyeTCs U3ydaTb OQUIHaIbHYIO
JOKYMEHTAIMI0 K BBIOpaHHBIM (peliMBOpKaM M HMHCTPYMEHTaM, a TaKXkKe JOMOJHUTEIbHYIO
JIUTEPATYPY IO MPOCKTUPOBAHHUIO U OIITUMU3AIINU JECKTOITHBIX HpHHO)KeHHﬁ.

BaxxHo#l wacThl0 Kypca SBISETCA CaMOCTOSITETbHAsT TPOEKTHas paboTa, B paMKax
KOTOPOH CTYIIEHT pa3padaThiBaeT 3aBepPIIEHHOE KPOCCIUIATPOPMEHHOE JIECKTOITHOE TPHIIOKEHHUE
JUI pelIeHns] KOHKPETHOM 3a7aun (kelica), MpeasiosKeHHOW MHTyCTPUATIbHBIMU NapTHEPAMU UITH
mpernoaaBaTcICM. HOHyCKaCTCH BBIITOJTHCHUE IMTPOCKTOB MHAWBUAYAJIBbHO HUJIM B KOMaHAax 10 3-x
9eJIOBEK.

Keiic Nel (ABA JIAB — Fastboard desktop-kJmneHr):

3aganme: kpoccmiarpopmennsiii desktop-kmment (Qt/PyQt/GTK) mis ecTeCTBEHHO-S3BIKOBBIX
3anpocoB K Fastboard; Busyamuzamums otuéroB (Tabmuiel/rpadukn), skcriopT PDF/PNG;
nokanu3zanust; penaussl nof 2 OC; naimnnaiin CI.

MunumymMm k 3adérty: Ul + Busyanmzanus + nokanmsanusa + nmaketsl Win/Linux + apredakTsl
Cl.

Keiic Ne2 (CBsizbPecypc-Ky0anb — desktop-renepaTop 10KyMeHTOB):

3aganme: npunoxenue (Tkinter/PyQt) ¢ mapamerpuueckoit (HOpPMOM, MPEAIPOCMOTP
DOCX/PDF, norupoanue; nokanuzamus; peanssl 2 OC; CI-coopka.

MuHuMyM K 3a4éTy: paboTOCIOCOOHBIH MPEANPOCMOTP M IKCIOpPT, aBe coopkm; CI +
MHCTPYKIHS MOJIb30BaTEIs.

JInst CTYIEHTOB C OrPAaHMYCHHBIMH BO3MOYKHOCTSMH 370POBbSI  IPEIYCMOTPEHBI
JIONIOJTHUTEIIbHBIC HHIMBHyaJbHbIC KOHCYJIBTAI[MM, HAa KOTOPBIX IMPEMoaaBaTeib MOAPOOHO
Pa3bACHSET CIIOKHBIC aCTICKThI AUCIUIUIMHBI, IOMOTACT aalITHPOBATh MPAKTUYCCKUE 3aJaHUs U
oOecrieyrBaeT CHEIHUAIbHBIE YCIOBUS JUII OCBOCHHS METOJIOB pPa0OTBI C CHUCTEMaMu
HCKYCCTBEHHOTO HHTEIUICKTa. VIHAMBHIYyallbHBIM TOAXOJ TMO3BOJISIET TaKUM CTYJICHTaM
MOJTHOIIEHHO YYacTBOBaThb B Yy4eOHOM IIpollecce M JOCTHUTaTh TpeOyeMbIX pe3yabTaToOB
oOyueHusl.

7. MaTepuajibHO-TeXHUYECKOe o0ecreyeHue 1Mo JMCIUuIInHe (MOIYJa10)

Bupryaneubsle mamunbl, kinactep Managed Kubernetes u pecypecst GPU B obGnake
npegocTaBisgeTcss HHAycTpuanbHbIM naptHepoM [TAO «Coepbank»:



Koi-

BO
Ne IIpoaykr [Tapamerpsl npoaykra Kon-Bo xoudp Ex. uzm.
urypa
87071
Bupryansnas ~ Buprtyanenas mamuna 10% vCPU 2
1 mamusa  VCPU 4 RAM 1 60 M
OC Ubuntu 22.04 1 T
CucrteMHubIi auck SSD 1 [T
10 o
Apenpa nyonuanoro [P 1 116,
BUDTVaILHAS Bupryansnas mamnna ¢ GPU
MaH})I/IIZa ¢ GPU NVIDIA® Tesla® V100 2 GPU 8 1 1 T
vCPU 128 T'b RAM
OC Ubuntu_24.04 1 T
CucremHbIi guck SSD 1 T
2000 o
Huck SSD 1 T
4096 o
Huck SSD 1 It
4096 I'o
Apenpaa nyonuanoro [P 1 116
3 K8S Master node 8 vCPU 16 RAM 1 1 T
Worker node 10% noinst 4 vCPU 32
RAM 5 T
Worker node SSD-NVME 64 I'6
Apenpaa nyonuanoro 1P 1 116
ML Inference
4 Instance Type  Bpems paboThl B MecsIl 40 1 |
GPU
HNucranc 8§ x NVIDIA® HI100
NVLink PCle 160 vCPU 1520 GB 1 T
RAM
KonunuecTBo 3anpocoB k ML- 1 Mus.
MOJIETISIM it
Ko ML-moneneit 160 o
5 LLM Tokens! GigaChat 2 Max 50 MUJH;I
. MiH.
Toxensl Embeddings 400 It

I[OHOJ'IHI/ITCJ'ILHLIC 06J'Ia‘-IHBIe pecypcm HpCILOCTaBJISIIOTCSI TCXHOJOTHNYCCKUM l'[apTHCPOM
Yandex Cloud.

HaunmeHnoBanue yqe6H0171 ayJuTopuun, €€ OCHAIICHHOCTb

Ne Bun pabot
000py/I0OBaHUEM U TEXHUUYECKUMU CPEJICTBAMH 00YUeHHUS




onpeneasiercs OITOIL.

JlexuuoHHbIE 3aHATUS | AyauTopus, YKOMILJIEKTOBaHHAsI CHEeLMAIN3UPOBAHHON
MeOeNIbI0 ¥ TEXHUYECKUMH CPEJICTBAMH 00yUCHHSI

JlaGopaTopHble 3aHATUS | AyTUTOPHS, YKOMILJIEKTOBaHHAsI CHELMAIN3UPOBAHHON
MeOenpl0 M TEXHHYECKUMH  CpEACTBAMH  OOyueHWs,
KOMIIBIOTEPaMHU, TPOEKTOPOM, IPOrpaMMHBIM 00ECIICUEHUEM

[IpakTnueckue 3ansaTust | Aynauropus, YKOMILJIEKTOBaHHAasI CHeLMaIU3UPOBAHHOM
MeOEJIbI0 U TEXHUYECKUMU CPEJCTBAMU 00YUEeHHUSI

['pynnossie Aynuropus, YKOMILJIEKTOBaHHAasI CHEeLMaIU3UPOBAHHOM

(MHIMBUTyaTbHBIC) MeOeNnbl0 M TEXHUYECKUMU  CPEACTBAaMU  OOy4YeHUS,

KOHCYJIbTaIlUH KOMIIBIOTEpaMHU, TPOrPAMMHBIM 00eCIIeYeHUEM

Texymuit ~ KOHTpOJIb, | AyauTopus, YKOMIUIEKTOBAHHAas CIIEHMAaIN3UPOBAHHOMN

MIPOMEXKYTOYHAs MeOenpl0 M TEXHUYECKMMM  CpelAcTBaMH  OOy4yeHwus,

aTTecranus KOMIIBIOTEpaMHU, TPOrPAMMHBIM 00eCTIeYeHUEM

CamocrositenbHas Kabuner g1t camocToATENbHOM pabOThl, OCHAIEHHBIN

pabora KOMIIBIOTEPHOM TEXHHUKOM C BO3MOXXHOCTBIO MOJKIIOYEHUS K
cetu «/HTEpHET», NPOrpaMMON SKPAHHOTO YBEIWYEHUA U
00€eCIeYeHHbIN JIOCTYIIOM B AJIEKTPOHHYIO HH(OPMAIMOHHO-
00pa30BaTeNIbHYIO CPEAY YHUBEPCUTETA.

Ipumeyanune: Koukperuzaumss ayaiuToOpuii M HUX OCHAIIECHUE
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