AHHOTAIUs padoyeil MPOrpaMMbl AU CHHUIIHHbI

b1.B.02 «OcHOBbI HHPOPMANIMOHHOI 0€30IACHOCTH

Kypc 4 Cemectp 8 Konmmuectso 3.e. 3

O0bem TpyaoemkocTH: 3 3aueTHbIX enuHUI (108 4., u3 HuX — 42 yac. ayuTOPHOM HATpy3KH:
JIEKIMOHHBIX 28 4., mabopatopHbIX padboT — 14 1., 8 wacoB camocrosTensHOM padboTsl, 4uacoB KCP,
0,3 waca KP.), popma KOHTPOJIST — dIK3aMEH.

Heas aucuMmiauHbl: cPopMHUPOBaTH Yy OOYYAIONIUXCS CHCTEMHOE MOHMMAaHHE MPHUHIUIIOB
nHpopmanmonnoit 6ezonmacHoctd (MB) w mpakTHYeCKUX METONOB 3allUThl COBPEMEHHBIX
nH(pOpPMaLMOHHBIX cucTeM, BKitouas MM -cucremsl, 4at-60Thl, OoJiblne s3b1K0BbIe Moaenu (LLM) u
Retrieval-Augmented Generation (RAG), Ha 6a3e cTanapToB, (HPEMMBOPKOB U JTyUIINX IPAKTHK.

3agaun AMCUMILJIAHDI;

1. N3yuenne ocHoB Ub: cBolicTBa 6€301MacCHOCTH, Yrpo3bl U YA3BUMOCTH, MOJEIU HapyLIIUTENs,
yIpaBieHUE PUCKAMHU, IOJUTHUKA OE30MaCHOCTH.

2. OcBoenne CpencTB 3alIUTHI: Kpunrorpadus, KOHTPOJIb JIOCTYTIa,
ayreHTH(UKaIMs/aBTopu3anus, cereBbie 3kpansl, IDS/IPS, STIEM.

3. besonacnocts mporpammuoro obecneuenuss u Secure SDLC (SAST/DAST, ympasienue
3aBUCHMOCTsIMH/cekpeTamu), DevSecOps.

4. besonacHocTs 0OmayHbIX M KOoHTeWHepHBIX cpen (IAM, monuTuka cetu, peectp oOpasos,
CKaHMPOBAHUE YSI3BUMOCTEH ).

5. CrnennanbHblii MOyNb: 6e3omacHocTh MM-cuctem n LLM/RAG: yrpo3ssl (prompt-injection,

jailbreak, model/RAG poisoning, model-DoS, insecure output handling), 3amuter (guardrails,

MpOBEpKa HMCTOYHHUKOB, KOHTEHT-(QUIbTpALUs, ayIuT MU TPAaCCUPOBKA, BEpU(PHUKAIUS LUTAT),
cootBercTBUE OWASP LLM Top-10 u ppeiimBopkam NIST Al RMF 1.0, ISO/IEC 23894:2023.

Mecto mucuumianabl B ctpykrype OOII BO:
Jucrtunnuaa «OcHOBBI HHPOPMAITMOHHOM 0€301TacCHOCTH» OTHOCUTCS K 0a30Boi yactu b1.B.02.
JucuuniuHa B 3HAYUTEIBHOW CTENEHH B3auMOAeWcTBYeT it (POPMHPOBAHUS

KOMIIeTeHIINIi C JUCITUTIIINHAMM

1. MynbTHAareHTHbIE CUCTEMBI

2. OnepaioHHbIE CUCTEMBbI

3. HelipoceTeBbie TEXHOJIOTHH
TpeGoBaHMEM K «BXOJAHBIMY 3HAHUSAM SIBJISCTCS IOHUMAHHUE OCHOB CETEH M OTEPALMOHHBIX CHCTEM,
HaBBIKU NporpaMMupoBanus Ha Python, 3Hanue 6a30Boii BeO-apXUTEKTYpbI U 00JIaUHBIX TEXHOJIOTUH.

Pe3yabTarsl 00yuyeHusi (3HAHUS, YMEHHS, ONIIT, KOMIIETECHIIUM):

CoaepikaHue M CTPYKTYpa JMCHUIIIHHBI:
N3yuenune naHHOM y4eOHOW JMCLUIUIMHBI HApPaBIeHO Ha (popMUpOBaHHE y 0OYYaIOLIMXCS
CJIEYIOINX KOMIIETEHIIU:

YK-3 Cnocoben ocywecmenams coyuanbroe 63aumooeiicmeue u peanu3o8bléanms co0
POb 8 Komanoe




YK-3.1

[TornmaeT OCHOBHBIE ACHIEKTHI MEKJIMYHOCTHBIX U TPYIIIOBBIX KOMMYHUKALUN;
coOroaeT HOPMBI M YCTaHOBJICHHBIC TIPABHJIA TIOBEJCHMS B OPraHU3alluN
3HaeT MOAX0/IbI K JHJICPCTBY/AETIETUPOBAHUIO.

YMeeT ynpaBiasiTh KOMaHI0M B HHIIUAEHT-CLICHAPUSX.

Brnageer myOaudHOM 3aIIUTON C TEXHUKO-PUCKOBBIM 00OCHOBAHHEM.

IIK-4

Cnocooben nnanuposamo HeoOX00UMBbLE PECYPCHL U IMANBL 6bINOJIHEHUA pAdom 6
odracmu UHGOPMaAyUOHHO-KOMMYHUKAYUOHHBIX MEXHOI02UIL, COCMAGIAMb
COOmeemcmeayoujue mexuHuyecKkue ONUCAHUs U UHCMPYKYUU

IK-4.1

Hcnonp3yeT coBpeMEeHHbIE HHCTPYMEHTAIIBHBIE CPECTBA Pa3pabOTKU 0a3 TaHHBIX,
MIPUKJIATHOTO MPOrpaMMHOI0 00ECIIEUEHUSI U CUCTEM Pa3IU4YHOTO
(YHKIIMOHAJILHOTO Ha3HAYEHUs

3Haet ocHOBBI DevSecOps-1no1xoa npu BeI0OpEe HHCTPYMEHTAIbHBIX CPE/ICTB.
YMeeT UHTEerpupoBaTh HHCTPYMEHTHI CTATUUECKOTO U IMHAMUYECKOTO aHaIu3a B
rporiecc pa3paboTKH.

Braneet HacTpoiikoil aBTOMaTU3MPOBAHHBIX MAKUTIIANHOB I 0OECTICUSHMS
6e3omacHocTH U KauecTna [10.

IK-4.2

[Ipumensier coBpeMeHHbIE TpUeMbl pabOThl C HHCTPYMEHTAIbHBIMU CPEJCTBaMHU,
MOAJIEP>KUBAIOIIMMU CO3/IaHUE IPOTPAMMHBIX MPOTYKTOB U MPOrPAMMHBIX
KOMILJIEKCOB Ha 0a3e S3bIKOB MPOrpaMMUPOBaHus, 0a3 JaHHBIX U [TaKETOB
MPUKJIAIHBIX IPOrpaMM

3naer ToHkoctu KpuntokoHpuros TLS/SSH u supply-chain pucku.

VYmeet nucath coOcTBeHHBIE MpaBmiia Semgrep/IDS.

Bnaneer noctpoenueM «kpacHoit iuHun» B CI ¢ SLA Ha ucnpaBieHus.

IK-4.3

Crioco6eH MCoIb30BaTh METOIbI APPEKTUBHOTO YIIPaBICHUS KOMaHAON TTPH
pa3paboTke, BHEAPEHUH U COIIPOBOXKICHUH MPOTPAMMHBIX ITPOTYKTOB

3HaeT npakTHKH policy-as-code.

YMmeeT BHEAPATh PUCK-OPUEHTUPOBAHHOE TJIAHUPOBAHUE PETU30B.

Bnageet nacTpoiikoii security-gates u KPI mporecca.

SS-1

Cnocoben ocywiecmenams ce010 mpyooeyro 0esameibHOCHb C y4emom
onpeodenenusn koppekmnou poau HHU ¢ paznuunvix npoyeccax, Kpumuueckoz2o
ananuza nocieocmeuii npumenenus HH-mexuonozuil, ImuiecKux NPUHYUNOG

SS-1.1

OnpenenﬂeT HEHHOCTHBIC IPCANOCHIIKH, KOTHUTUBHBIC UCKAXXCHUA, KYJIIBTYPHO-
O6YCJ'IOBJ'IGHHBIG MNPCAB3ATOCTH B NAHHBIX, AJITOPUTMAX, IIOCTAHOBKE 3a1a4 IJIA 414!

SS-3

Cnocoben ocywiecmenams ce0r0 mpyooeyr PyHKuuwo ¢ yuemom
HeonpeoeneHHOCMU KaK CYWHOCMHOU Yepmul )YHKUUOHUDPOBAHUSA
UCKYCCMEEHHO020 UHM eJLTIeKma

SS-3.1

YuuThiBaeT B pab0Te KOTHUTUBHBIC MCKAYKEHHUS YEIIOBEKA M BBISBIISCT
npeas3saToctu cucteMm MM, apryMeHTHpOBAaHHO OLICHMBAET HAJEKHOCTh JAaHHBIX U
BeLmaun 1IN

LC-15

Cnocooden npoeooums ananus duHec-npoodaem ¢ OUeHKou nepcneKmueHoOCmu
npumenenua HH ona ux pewrenus, ocywiecmenams nOCmaHogKy 3aoauu
MAWUHHO20 00yuenus, hopmynuposames mpedosanusn Kk cucmeme HH

LC-1.3

TI'otoBHUT U BeneT JAOKYMCHTBI U peajin3aliuu IPOCKTOB B obmactu MU

ML-5 1T

Cnocooen pazpadamuieams u (uiu) npuUMeHAN b MEMoObl NOGLIUIEHUS
ycmouiuusocmu, nadexcnocmu, dezonacnocmu anzopummos MO

ML-5.1

O60CcHOBBIBaET CIIOCOOBI M BAPUAHTHI IPUMEHEHUSI METO/IOB TOBHIIICHUS
YCTOWYHMBOCTH, HAIEKHOCTH, Oe3omacHocTH anroputMoB MO 3amadax MU,
BKJIIOUAsl UX MpeoOpa3oBaHue U aJanTaluio K crieuuKe 3a1auu




ML-5.2 [TpuMeHsieT MeTOAbl OBBINICHUST YCTOMYUBOCTH, HAJIC)KHOCTH, 0€30TTaCHOCTH
anroputMoB MO 11 IPOBEPKU pa3BEJOYHBIX TUIIOTE3 U MOATOTOBKH JaHHBIX K
IIPUMEHEHHIO COBpeMEHHBIX MeTo10B MU

ML-5.3 OneHuBaeT pe3yJbTaTUBHOCTh IPUMEHEHHS] METO/I0B IIOBBILIEHUS YCTOMYMBOCTH,
HaJCKHOCTH, Oe3omacHoCcTH anroputMoB MO B 3amagax M Ha ocHOBE
COIIOCTABJICHHS] C AHAJIOTAMU

Al S-1 5 | Cnocoben ynpasnams puckamu 6 pazpadbomxke cucmem HH, svicmpausamso
ynpasnenue dezonacnocmoio HU ¢ komnanuu ¢ yuemom smuxu HH

Al S-1.1 BrisBiiieT u MmoAenupyeT yrpo3sl Ha BCEM )KU3HEHHOM 1ukie M -cucrewm,
OIIEHUBAET U MIPUOPUTUZUPYET PUCKHU

Al S-1.2 | ObecrieunBaeT COOTBETCTBHE HOPMATUBHBIM TPEOOBAHUSAM U MPUHLUIIAM
noBepeHHoro/>Tuaroro M1

Pacripenienenne BuIOB y4eOHOM pabOThI M UX TPYAOEMKOCTH TI0 pa3zeliaM JUCIUTIINHEL.
Paznensl qucnuIuinHbl, U3ydaembie B8 cemecTpe (ounas ¢hopma)

KoJsmn4yecTBo 4acoB
Bhea
TUTO
Ne HaunmeHnoBanue pasaesioB (Tem) Bcer AymuTopHas );)Haﬂ
padora
0 padot
a
JI n3 | JP | CPC
1 2 3 4 5 6 7
1. | OcHoBsl b u ynpaBieHue puckamu 15 9 4 2
2. | bezonacHocts [10, nadpacTpykTypsl 1 oO1aka 17 9 5 3
Bbeszonacnocte MM-cucrem, yat-60otoB, LLM u 18 10 5 3
3.
RAG
HUTOI'O no pa3nenam auCHUNINHBI 50 28 14 8
KonTtpons camocrositensHOi# pabotsl (KCP) 4
[Tpomexxyrounas arrectamus (MKP) 0,3
[ToaroroBka K TEKyIeMy KOHTPOJIFO 53,7
OO011asi TPY10€eMKOCTh 1O JIUCHUIIIIHHE 108

Ipumeuanue: JI — nexyuu, KCP — konmpoavhvle u camocmosmenvhsie pabomsi, JIP — nabopamophsie
sanamus, CPC — camocmosmenvHas paboma cmyoeHma

KypcoBbie npoekTbl U1 padoThI.

He npenycMoTpeHb! yueOHBIM MJIaHOM

Bun arrectanuu: JIP, mpoekT no keiicaMu MHYCTpUaIbHBIX IAPTHEPOB, SK3aMEH.
Asrop B.M.Iuss, ct. npen. KBT
Astop T.A.Ilpuxonsko, nou. KBT, k.1.1., nou.



