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1 Hean 1 3a0a4u M3YyYeHHUs TUCHUILIMHBI (MOAYJIs1)

1.1 Ileab ocBoOeHUSI TUCHHUILIAHBI

Henp muctmmiuHbl — CcPOpMHUPOBATH y OOydYAIOMUXCS CHCTEMHOE IMOHUMAHHE
npuHUIUIOB uH(opmanmoHHo Oe3zomacHocty (MB) u mpakThueckux METOJOB 3allUTh
COBPEMEHHBIX HH(OPMAIMOHHBIX CHUCTeM, BKIodas WMU-cucrtembr, 4aT-00THI, OOJNbBIIHE
s3pikoBeIe Mozenn (LLM) m Retrieval-Augmented Generation (RAG), na 6a3e craHmapTos,
(peMBOPKOB U JIYUYIIIHX MTPAKTHK.

1.2 3agayu AUCUMIINHBI

1. Usyuenue ocunoB Ub: croiicTBa 6€30MacHOCTH, YrpO3bl U YSA3BUMOCTH, MOJCIU
HapyIIUTENS, YIPaBIEHNE PUCKAMHU, TTOJIUTHKA O€30TTaCHOCTH.

2. OcBoeHue  CpeACTB  3alIUTHL:  KpunTorpadusi,  KOHTPOJIb  JOCTYIIa,
ayTeHTH(UKalus/aBTopu3aius, cereBbie 3kpansl, IDS/IPS, STIEM.

3. bezomacHocth mporpammuoro obecmneuenus u Secure SDLC (SAST/DAST,
yIpaBieHHe 3aBUCUMOCTsIMU/cekperamu), DevSecOps.

4.  bezomacHOCTh 00JIauyHBIX U KOHTeWHEpHBIX cpen (IAM, monmuTuka cetu, peectp
00pa3oB, CKaHUPOBAHHE YI3BUMOCTEN).

5.  CneumanbHblii Monaynab: Oe3omacHocth WMU-cuctem u LLM/RAG: yrpo3ssl
(prompt-injection, jailbreak, model/RAG poisoning, model-DoS, insecure output handling),
3amuThl (guardrails, mpoBepka MCTOYHUKOB, KOHTEHT-QUIbTpalus, ayAUT U TPacCHUPOBKA,
Bepudukanus uurar), coorserctBue OWASP LLM Top-10 u ¢ppeiimBopkam NIST Al RMF 1.0,
ISO/IEC 23894:2023.

1.3 MecTo qucuMn/iMHbI (MOIYJisl) B CTPYKTYpe 00pa3oBaTeibHO MPOrpaMmMbl
Jucrtunnuaa «OcHOBBI MHPOPMAIIMOHHON 0€30MaCHOCTH» OTHOCHUTCS K 0a30BOW 4YacTh
b1.B.02.
JucuuninuHa B 3HAYUTEIBHOM CTENEHH B3aMMOJAEHCTBYET I (POPMHPOBAHUS
KOMIeTEeHI Uil C TUCIUTUTMHAMU:
1. MynbTHUareHTHbIE CUCTEMBbI
2. OnepallMOHHBIE CUCTEMBI
3. HeiipoceTeBbie TEXHOJIOTHH
TpeGoBaHreM K «BXOJHBIM» 3HAHMSIM SBJISIETCS [OHMMAaHHME OCHOB CeTel H
OTEPAllMOHHBIX CHCTEM, HAaBBIKM MporpaMMupoBaHusi Ha Python, 3nanme 6a3oBoil Be6-
ApPXUTEKTYPhl U 00JAUHBIX TEXHOJIOTHA.

1.4 IlpodeccuonanbHbIEe POJIM B CTPYKTYpPe 00pa30BaTe/IbHOM MPOrPpaMMbl

Pons 1: Data Engineer (MH:keHep 10 JaHHBIM)
3ajauun:
e IIpoextupoBanue u nocrpoenue ETL-mpoueccos
Co3naHue ¥ ONTUMU3ALMS XPAaHUIIUIIL JAHHBIX
ObecnieueHne KayecTBa U TOCTYITHOCTH JAHHBIX
Hacrpoiika nnppacTpykTypsl 1uis 06paO0TKH OOJIBIINX JaHHBIX
WuTerpanus pa3po3HEHHBIX HCTOUHUKOB JaHHBIX
PaboTa ¢ JaHHBIMU B 00JIACTH MTPUPOIOIIOIB30BAHUS, METULIMHBI, CBA3H U
TEJIEKOMMYHHKAIIUH

Ponb 2: ML Engineer (Un:xenep MO)
Bagaun:
e Peamusanus ML-Mozenel B IpOAYKTUBHBIX CUCTEMAX



OnTuMu3anus MPOU3BOJUTEIBHOCTH U MACIITAOMPOBAHUE MO/IENICH
PazpaboTtka ML-naiituiaiiHOB 1 aBTOMaTH3aLUs IPOLIECCOB
MOHUTOPHHI KauecTBa MOJIENIEH B IIPOLYKTUBE

Wuterpanus ML-pemienuii ¢ 6u3Hec-TIPUI0KESHUIMHI

Pons 3: MLOps (Cnenuanauct no sxcruryaranuu UN)
3anauu:
e ABTOMAaTHu3aLus IPOLECCOB 00YUEHUS U Pa3BEPThIBAHUS MOJENIEN
MonuTtopuHr npoussoautesbHoct ML-cucrem
VYnpasiieHue BepcusiMU MOJIeIEN U TaHHBIX
Ob6ecneuenne CI/CD nns ML-nipoekToB
OnTuMu3aLus BEIYMCIUTEIBHBIX PECYPCOB

1.5 IlepeyeHb MIAaHMpYeMbIX pe3y/JbTATOB O0y4YeHHUs] MO JMCHHILIMHE (MOAYJIIO),
COOTHECEHHBIX € INIAHNPYEMBbIMH Pe3yJbTATAMHU 0CBOCHHS 00pa30BaTeIbHOI MPOrpaMMBbl

N3yuenne paHHOW y4yeOHOW MUCHMIUIMHBI HAmpaBiIeHO Ha (QOpPMUpPOBAHUE Y
oOyyarouuxcs caeayonnX KOMIeTeHIN:

YK-3 Cnocoben ocywiecmenams cOyuanbHOE 63AUMOO0CICMEUE U Pealu306bl6AMb CEOI0
POJIb 8 KOManoe
VK-3.1 [ToHnMaeT OCHOBHBIE aCTIEKThI MEKJIMYHOCTHBIX M TPYIIIOBBIX KOMMYHHUKAIIHN;

co0JTI0/1aeT HOPMBI U YCTAHOBJICHHBIE TIPaBUJIa MIOBEJICHUS B OPraHU3aIluN
3HaeT NOJAX0/Ibl K JTUACPCTBY/ICIETUPOBAHUIO.

YMeeT ynpaBisiTh KOMaHI0M B MHIIUJEHT-CLICHAPUSX.

Brageet myOaudHOM 3aIIUTON ¢ TEXHUKO-PHUCKOBBIM 00OCHOBAaHHEM.

IIK-4 Cnocoben naanuposamsp HeoOX00uMble pecypcobl U IMansvl 6bINOAHEHUS pAdOm 8
oonacmu UHGOPMAUUOHHO-KOMMYHUKAUUOHHBIX MEXHON02UIL, COCIABNAMDb
coomeemcmaeyioujue mexHu4ecKkue ONUCAHUs U UHCMpPYKYuu

[IK-4.1 Hcnonb3yeT coBpeMeHHbIe MHCTPYMEHTaJIbHbIE CPEJICTBA Pa3pabOTKH 0a3 JaHHBIX,
MIPUKJIATHOTO MPOrPaMMHOI0 00ECIIEYeHUSI U CUCTEM PA3IMYHOTO
(YHKIIMOHATILHOTO Ha3HAYEHUS
3naet ocHOBbI DevSecOps-1oaxoa rmpu BIOOpE HHCTPYMEHTAIBHBIX CPEJICTB.
YMeer HHTEerpupoBaTh HHCTPYMEHTBI CTATUYECKOT0 U IMHAMUYECKOTO aHAJIN3a B
MpoLecc pa3paboTKH.

Brnazgeer HacTpoiikoit aBTOMaTU3UPOBAHHBIX MANWTUIAWHOB 171 00ecreueHus
6e3omacHocTH U kauectna [10.

[1K-4.2 [IpumensieT coBpeMeHHbIE TPUEMbl PabOTHl C HHCTPYMEHTAIBHBIMU CPEJICTBAMH,
MOIEPKUBAIOIIMMH CO3/1aHHE MPOTPAMMHBIX MPOJAYKTOB U IIPOTPAMMHBIX
KOMILJIEKCOB Ha 0a3e S3bIKOB IPOTpaMMUPOBaHus, 0a3 JaHHBIX U [TaKETOB
MPUKIIAJHBIX TPOrpamMMm
3naet Tonkoctu KpuntokoHpuroB TLS/SSH u supply-chain pucku.

Ymeet nucath coOcTBeHHBIE MpaBmia Semgrep/IDS.
Bnageer nocrpoenneM «kpacHol sinHun» B CI ¢ SLA Ha ncripaBieHus.

I1K-4.3 Crnioco6eH UCnob30BaTh METO/IbI 3PPEKTUBHOTO YIPaABICHUs KOMaHJI0H pu
pa3paboTke, BHEAPEHUH U COTIPOBOKICHUH MPOTPAMMHBIX MTPOTYKTOB
3HaeT npakTukH policy-as-code.

YMeer BHEAPATh PUCK-OPUEHTUPOBAHHOE MJIAHUPOBAHUE PEITU30B.
Brnaneer nactpoiikoit security-gates u KPI mporecca.

SS-1 Cnocooen ocywgecmenamso c6010 mpyoogyro 0esamenbHOCmy ¢ y4emom
onpeodenenusn koppekmnou poau MU ¢ paznuunvix npoyeccax, Kpumuuecko2o
ananu3a nocieocmeuit npumenenus HH-mexunonozuil, ImuyecKkux nPUHYUNOG

SS-1.1 Ornpezenser LEHHOCTHBIE NPENOChUIKH, KOTHUTHBHBIE UCKAXKEHUS, KYJIbTYPHO-



SS-3

SS-3.1

LC-15

LC-1.3

ML-5 IT

ML-5.1

ML-5.2

ML-5.3

Al S-1 5

Al S-1.1

Al S-1.2

00yCIIOBJICHHBIE MPEB3SITOCTH B JAHHBIX, aITOPUTMAX, MOCTAHOBKe 3aaa4 s M
Cnocoben ocywecmenamsp c6010 mpyoosyro )YHKYUIo ¢ y4emom
HeonpeoeneHHOCMU KaK CYWHOCMHOU Yepmbl )YHKUUOHUDPOBAHUA
UCKYCCHEEHHO020 UHMEIIeKma

Y4uTeIBaeT B pab0Te KOTHUTUBHBIE NCKAKCHUS YEITOBEKA U BBISIBIISICT
npeas3siToctu cucteMm MM, apryMeHTHPOBAHHO OLICHUBAET HAJC)KHOCTD JAHHBIX U
Bergayu MU

Cnocoben npoeooums ananus oOusHec-npodiem ¢ OUeHKoil nepcneKmueHoOCmu
npumenenus HH ona ux pewrenus, ocyuyecmeiams nOCIMaHo6Ky 3a0aiu
MAWUHHO20 00yueHus, hopmynuposams mpedosanusa Kk cucmeme HH

['oTOBHT ¥ BeZIeT JOKYMEHTHI JUIsl peaTn3ainuy IpoeKkToB B oonactu N
Cnocoben pazpadbamoieams u (uiu) NPUMEHAN b MeMOObl HOGLIUEHUSA
ycmoutuugocmu, Hadexcnocmu, dezonacnocmu anzopummos MO
OO60CHOBBIBAET CIOCOOBI M BAPUAHTHI PUMEHEHHSI METOJIOB TTOBBIIIICHUS
YCTOMYMBOCTH, HAJIEKHOCTH, Oe30macHOCTH anropuTMoB MO 3amauax UU,
BKJIFOYAs UX MPe0oOpa3oBaHUE U aANTAIMIO K ClIeU(PUKE 3a1auu

[IpuMeHsieT METO b TOBHITIIEHUSI YCTOWYMBOCTH, HAJIEXKHOCTH, O€30TTaCHOCTH
anroputMoB MO a1 MPOBEPKH pa3BeIOYHBIX TUIIOTE3 U MOATOTOBKH JTAHHBIX K
MIPUMEHEHHIO COBPEMEHHBIX MeTo10B U

OreHuBaeT pe3yIbTaTUBHOCTH MIPUMEHEHUS METO/I0B MOBBIIIIEHUS YCTOWYHUBOCTH,
HaJIeKHOCTH, O0e3omacHocTy anroputMoB MO B 3agadax UM Ha ocHOBE
COTIOCTABJICHUS C aHAJIOTaMHU

Cnocoben ynpasnamo puckamu 6 pazpavomxe cucmem HUH, epicmpausamsp
ynpaenenue dezonacnocmoto MU 6 komnanuu c yuemom smuxu UH

BrisBiseT u MoAeupyeT yrpo3bl Ha BCEM KkU3HEHHOM I1ukiie M -cucrewm,
OIICHUBAET U IPUOPUTUZUPYET PUCKU

ObecrieunBaeT COOTBETCTBHE HOPMATUBHBIM TPEOOBAHUSAM U MPUHLUIIAM
noBepeHHoro/>TuaHoro M

2. CTpyKTypa M coaep:kaHHe TUCHHUILINHBI

2.1 Pacnipenesienne TPyaA0EéMKOCTH IMCIUILIMHBI 110 BUJAaM padoT

O6mass Tpyno€MKOCTh AMCHUIUIMHBI coctaBisier 3 3ad. en. (108 wacoB), wux
pacrpeesieH|e 1Mo BIIaM paboT MPEJCTABICHO B TAOIUIIC

CeMmecTpsl
Bup yuyeOHo# padoTnl Beero (4ach)

4yacos 8
KonrakrHasi pa6ora, B TOM 4HcJIe: 46,3 46,3
AyIUTOpPHBIE 3aHATHS (BCEr0): 42 42
3aHATUS JEKIIMOHHOTO TUIA 28 28
JlaGopaTopHble 3aHATHS 14 14
3aHATUS CEMUHAPCKOTO TUIA (CEMHHAPBI,
MIPAKTUYECKHUE 3aHATHS)
HNnas koHTakTHas padora: 4,3 4,3
KonTposs camocrositrensHoit paboTs! (KCP) 4 4
ITpomexyrounas arrectanus (MKP) 0,3 0,3
CamocrosiTesibHasi padoTa, B TOM 4HucJIe: 8 8
Kypcogas pabora
BrinosHeHe HHIMBUYaIbHBIX 3aJaHUN 8 8
Pedepat




[TonroToBKa K TEKynieMy KOHTPOJIIO
KoHTpoJib: 53,7 53,7
IloaroroBka K 3K3aMeHy 53,7 53,7
yac. 108 108
B TOM 4YHCJIe
OO0masi Tpy10€eMKOCTh KOHTAKTHAasl 46,3 46,3
pabora
3a4. el 3 3

2.2 CTpyKTYypa TUCHUILINHBI

Pacnipenenennie BUIOB yd4eOHOM pabOTHl U MX TPYTOEMKOCTH IO pa3zesiaM TUCIUTITUHBI.
Pazensl (TeMbl) TUCIUTUIMHEI, H3y9aeMbIe B 8 ceMecTpe

KosmmyecTBo yacos
Bueayn
Ne HaumenoBaHue pa3zesoB (Tem) Beero AynurtopHasi padora "T(;pHa
padora
J 3 JIP CPC
1 2 3 4 5 6 7
1. | OcuHossl Ub u ynpaBneHue puckamu 15 9 4 2
2. | besonacuocts 10, nH(MpacTpyKTYpHI 1 0OIaKa 17 9 5 3
besomacnocts UM-cucrem, gyar-60toB, LLM 1 18 10 5 3
3.
RAG
HUTOI'O no pa3nenam aAuCHUNINMHBI 50 28 14 8
KonTtponb camocrositensHO# padoTsl (KCP) 4
[Tpomexxyrounas arrecramus (MKP) 0,3
IToaroroBka K TEKyIeMy KOHTPOJTIO 53,7
OO011asi TPy10€eMKOCTh 1O JTUCHUTIIHHE 108

Ipumeuanue: JI — nexyuu, 113 — npaxmuyeckue sanamusi/cemunapwl, JIP — nabopamopuvie 3ansamus, CPC —

camocmosAamesltoHas pa6oma cmydeHma

2.3 ConepxxaHue pa3iesoB (TeM) THCIHHIINHBI

2.3.1 3ausaTHa JeKINOHHOI0 THIIA

®opma
Ne HaumeHnoBanue pa3aea (TeMbl) Conep:xanue pa3sjesia (TeMbl) TeKyIL)uero
KOHTPOJIsA
1 2 3 4
OcHosbl Ub u ynpaBnienue Beenenue B b: nenu, 3anauu, yrpossl, JIP
1. | puckamu CTaHJapThl U PUCK-OPUEHTUPOBAHHBIN
HOJAXOI.
Ocuobl Ub u ynipaBnenue Kpunrorpadus ans unxenepa: JIP
o | puckamu Xeu-(QyHKIUH, TOIMUCH,
CUMMETPUYHOE/aCUMMETPUYHOE
mudposanue, TLS.
Ocnoss! Ub n ynpasnenune Wnentudukanys u ayTeHTUDUKALHSL. JIP
3. | puckamu Kontpons noctyna. [lomuruku
0€30IaCHOCTH.
besonacuocts 110, ApxuTekTypa 6e30macHbIX CeTeH, JIP
4. | uHdpacTpyKTypsl U oOaka cermenTauus, IDS/IPS, xypHanupoBanue u
MOHHUTOPHHT.
5 besonacuocts 110, bezonacnas paspadotka I10: Secure SDLC, JIP
" | uadpacTpyKkTyphl U o0naka SAST/DAST, ananu3 3aBUCUMOCTEH,




®opma
Ne HaumenoBanue pa3jeJia (TeMbl) Conep:xanue pa3zjiea (TeMbl) TEKYLIero
KOHTPOJIsAA
1 2 3 4
CEKPETOB.
bezonacuocts [10, Ob6nauynasi/koHTElHEpHAs 0€30TTaCHOCTH U JIP
6. | uH(ppaCTPYKTYpHI U 0OJIaKa DevSecOps: IAM, nonutuka 06pa3oB u
KJ1acTepa.
bezonacuocts MU-cucrem, VYrpo3sel LLM u gat-60To0B: jailbreak, JIP
7. | gar-6otoB, LLM u RAG prompt-injection, insecure output handling.
0630p OWASP LILM Top-10.
Bbezonacuocts MU-cucrem, RAG: apxurtekTypa 1 yrpo3sl — poisoning, JIP
8. | uar-6otoB, LLM u RAG JUKaMMUHT, YT€UKH; 3alllMTa UICTOYHUKOB U
BeKkTOpHbIX b/I; Bepudukaius nurar.
bezonacnocts UM-cucrem, MopenupoBanue yrpo3 mia M-cepucos: JIP
9. |uar-6otoB, LLM u RAG STRIDE/LINDDUN, periameHTsI OTBETOB,
3aIpeT ONACHBIX ACHCTBUI.
bezonacnocts UN-cucrem, ®peiiMBOpKH yripaBiieHus puckamu NU: JIP
10. | gar-60otoB, LLM u RAG NIST Al RMF 1.0, ISO/IEC 23894,
COOTBETCTBHUE U AY/HUT.
Bbesomacnocts MU-cucTeMm, CommanabHbIe B dTHYECKHE aCIEKThI JIP
11. | yar-60otoB, LLM 1 RAG NH-6e3omacHOCTH: IPEAB3SITOCTH, 3alIUTa
paB ¥ cBOOO/I, MPUBATHOCTb.
be3zomacnocts UM-cuctem, [IpakTuka pearupoBaHus U paccie0OBAHMI JIP
12 yar-60otoB, LLM u RAG UHIUIEHTOB (B T.4. 1yt M-cepBuCOB):
YKypHAJIbI, TPACCUPOBKA,
BOCIIPOM3BOJMMOCTh, OTYETHOCTb.

Ipumeuanue: JIP — omuem/3awuma nabopamopnoii pabomui, KII — evinonnenue xypcosozo npoexma, KP —
Kypcoeoti pabomul, PI'3 — pacuemno-epaguuecrkoeo 3adanus, P — nanucanue pepepama, 3 — scce, K — konnoxeuym,
T — mecmuposanue, P3 — pewenue 3a0ay.

2.3.2 3aHATHS CEMMHAPCKOT0 THUIIA

He npenycMoTpeHsl.

2.3.3 JlaGopaTopHble 3aHATHS

Ne HaumeHnoBanue pa3aesa (TeMbl) HaumeHnoBanue 1a60paTOpHbIX padoT T;Il)c(;fll):leio
KOHTPOJIsA
1 2 3 4
1. Ocuobl Ub u ynipaBnenue [Tonutrka 6€30MacHOCTH OpPraHU3alNu: JIP
puckamu MO/JieJb yIpo3, 0a30BbIE MEPHI, pEecTp
PHUCKOB.
2. Ocuobl Ub u ynipaBnenue KpunronpuMutussl: JIP
puckamu xem/moanucy/mudposanue, TLS-koHdur
cepBepa, aHaJIN3 cepTUdUKara.
3. Ocnossl Ub n ynpasiienue AyTreHTH(]UKALUSA U KOHTPOJIb AOCTYIA: JIP
pUCKAMH npoekT RBAC/ABAC, MFA, cekpeTsl.
4. Ocnossl Ub n ynpasiienue Jlorn 1 MOHUTOPHHT: HACTPOMKA KypHaIIOB, | JIP
pUCKAMH pa36op apreakTOB HHIIMJICHTOB.
S. besonacuocts 110, Hactpoiika MexcereBoro skpana u IDS JIP
UHOPACTPYKTYpPHI U 00JaKa (Suricata/Zeek): 6a3oBble cCUTHATYpHI U
aJIepTHIL.
6. besonacuocts 110, SAST/DAST: nactpoiika JIP
UHQPACTPYKTYPHI U 0OJaKa ZAP/Semgrep/Trivy, aHaln3 ysa3BUMOCTEH




®opma
Ne HaumenoBanue pa3jeJia (TeMbl) HaumenoBanue 1a60paTOpHBIX padoT TEKYLIero
KOHTPOJISI
1 2 3 4
BEO-TTPUIIOKECHHSL.
1. bezonacuocts I10, KoHrelinepHast 6€30MacCHOCTh: TOJTUTHKA JIP
UHPPACTPYKTYPHI B 00JaKa 00pa3oB, CKAHUPOBAHUE, CEKPETHI,
PSA/PSP.
8. beszonacnocts 110, Oo6maunas 0e3omacHocth: IAM-nonutuku, | JIP
WHOPACTPYKTYPHI B 00J1aKa cermenTanus, 6azoBas KMS/mmdpoanue.
9. | bezonacuocte UN-cucrem, OWASP LLM Top-10 (LLMO1-LLMO04): JIP
yaT-60TOB, LLM 1 RAG MojenupoBanue u pukcarus 3¢HeKTos,
pa3paboTKa KOHTPMED.
10. | bezomacnocts MU-cuctem, Prompt-injection u jailbreak: moctanoska JIP
yar-60toB, LLM n RAG JKCIIEPUMEHTOB, METPUKH YCIIEXa aTaKH,
KaHapeeyHble MPOBEPKH.
11. | be3onacuocts MU-cucrem, RAG-poisoning 1 J)kKaMMUHT: aTaki Ha JIP
yar-60toB, LLM u RAG nHaeKkc/BekTopHyto bJI; dbunbrpanus u
MIPOBEpPKa HCTOYHUKOB.
12. | be3omacuocts MH-cucrem, Structured/guarded prompting u JIP
yar-60toB, LLM u RAG «HEUCIIOJIHAEMBbIE» UHCTPYMEHTBI: 3alliuTa
oT completion-arak.
13. | bezomacunocts NU-cuctem, LLM B Ge30macHOM OKPYKE€HUU: ayIUT, JIP
yaT-60TOB, LLM 1 RAG TPaCCUPOBKA, OTPAaHUYEHHUS TOKEHOB,
KOHTpPOJIb cTouMocTH ¥ model-DoS.
14. | bezomacHocts MU-cuctem, Threat-modeling nns UM-cepBuca: JIP
yaT-60TOB, LLM 1 RAG STRIDE/LINDDUN; yrpo3sl/KOHTpMEpHI;
yek-1ucT cootBercTBust NIST Al RMF 1.0.
15. | besomacHocts MU-cuctem, SOC-npakTuKyMm: TIpaBuiIa KOPPEISIUH, JIP
yaT-60TOB, LLM 1 RAG ajsepThl, HHIUACHT-penopT mo LLM-6oTy.
16. | besonacHocts MM-cucTeM, Hrorosas JIP/munu-npoekt: 3anuménasii | JIP
yaT-60TOB, LLM 1 RAG RAG-4ar-60T ¢ ¢puibTpanueit KOHTEHTA,
BepUUKauel UTAT U )KypHATUPOBAHUEM.

Ipumeuanue: JIP — omuem/3awuma nabopamopnoii pabomui, KII — evinonnenue xypcosozo npoexma, KP —
Kypcoeoti pabomul, PI'3 — pacuemno-epaguuecrkoeo 3adanus, P — nanucanue pepepama, 3 — scce, K — konnokeuym,
T — mecmuposanue, P3 — pewenue 3a0ay.

2.3.4 IlpumepHasi TeMaTHKa KYPCOBBIX padoT (IIPOEKTOB)
KypcoBast pabora He mpemycmoTpeHa. B kadecTBe mpoekTa Ha SK3aMEH CTYACHTHI
BBITIOJTHSAOT IPOEKT MO WH(DOPMALIMOHHON 6€30MaCHOCTH 10 KeHCy MHAYCTPUAIbLHOTO MapTHEPA.

2.4 Ilepeyenb y4eOHO-METOANYECKOr0 o0ecnedeHHus AJIsl CAMOCTOSITEIbHOH PadoThI
o0yyamuxcst Mo AUCHHUILINHE (MOIYJIIO)

IlepeyeHp yueOHO-METOIMUECKOTO 00ECTICUeHUS TUCIIUITIIHHEI
Ne Bun CPC 0 BBITOJIHEHUIO CAaMOCTOSITEIbHON paboThI
1 2 3
1 |U3yuenue Meroauueckue yKazaHHs II0 OpPraHU3allMM CaMOCTOSITEIbHOU
TEOPETUYECKOTO paboThI CTYJECHTOB, YTBEPKIACHHBIE Kadeapoil BEIYUCIUTETbHBIX
Marepuana texHoJsiorui, mpotokos Ne7 ot 07.05.2025




2  |Pemenwue 3amau Meroauueckue yKa3zaHHs II0 OpPraHU3alMM CaMOCTOSITEIbHOU
paboThl CTYJEHTOB, YTBEP)KJIEHHbIE Ka(eaIpoli BEIUMCIUTEIbHBIX
TexHosorui, nporokoi Ne7 or 07.05.2025

Y4eOHO-MeTOAMUECKNE MaTepHhalibl JJIs CaMOCTOSITENbHON paboThl oOydarolmuxcs H3
YHUCJIa MHBAJIUAOB M JIUI] C OTPAHUYEHHBIMHU BO3MOKHOCTIIMU 3710p0oBbsi (OB3) npenocrasnstorcs
B (hopMmax, alalTHPOBAHHBIX K OTPAHMUYCHHUSIM UX 37I0POBbS U BOCHPUATHS HH(OPMAIIHH:

JUist U1 ¢ HApyIISHUSIMUA 3PSHHS:

— B Ie4aTHOM (hopMe yBeTUUIEHHBIM HIPUPTOM,

— B OpMe AIIEKTPOHHOTO JTOKYMEHTA,

— B ¢popme ayamodaiina,

— B nieyaTHOU gopme Ha s13bike bpaiins.

JInst man ¢ HapylmeHUs MM ClTyXa:

— B Ile4aTHOM opme,

— B (hopMe JIEKTPOHHOTO JOKYMEHTA.

JUi1st UL ¢ HapyIIEHUSIMHA OTIOPHO-/IBUTATEIBHOTO ammapara:

— B Ile4aTHOU opme,

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA,

— B (hopMme ayauodaiina.

JlaHHBII TIepedeHb MOXKET OBITh KOHKPETH3MPOBAH B 3aBUCHUMOCTH OT KOHTHHICHTA
00yJaronuxcs.

3. O6pa3oBaresibHbIE TEXHOJIOTHHU
B cootBercTBuM ¢ TpeboBanusmMu OI'OC B mporpaMMa ITUCIUATUIMHBI PETyCMaTPUBACT
WCIIOJIb30BaHUE B YUEOHOM TIPOIIECCE CIEAYIONINX 00pa30BaTeIbHbIC TEXHOJIOTHH: YTCHUE
JIEKIMH C UCTIOJIb30BaHUEM MYJIbTUMEINHHBIX TEXHOJIOTHUI; METOJT MAJIBIX TPYIII, pa3oop
MPAKTUYECKUX 32/1a4 U KEHCOB.

[Tpu 0Oy4yeHNN UCTIOIB3YIOTCS CIIEeIYIONINE 00pa30BaTEIbHBIC TEXHOJIOTHH:

1 Texnonorus KOMMYHHUKATHBHOTO OOYy4YeHHS — HampaBjieHa Ha (OpPMHpPOBAHUE
KOMMYHUKATHBHON KOMIIETEHTHOCTH CTYICHTOB, KOTOpasi SBIsieTcss 0a30BOM, HEOOXOIUMOM st
aJlanTallii K COBPEMEHHBIM YCIIOBUSM MEKKYJIbTYPHOH KOMMYHUKAIIUH.

2 Texnoyorusi pasHOypoBHEBOro (mauddepeHIIMpoBaHHOT0) OOYyYEeHHS — TIpearojaraet
OCYIIECTBIICHHE TIO3HABATEIILHOW NEATEILHOCTH CTYJICHTOB C YY4ETOM HMX WHIWBHIYAIbHBIX
CIOCOOHOCTEH, BO3MOXKHOCTEH W WHTEPECOB, IMOOMIPSST UX PEaIM30BBIBATH CBOM TBOPYECKUH
noteHian. Co3aHHe W HCIOJIb30BAHUE JTUATHOCTHYECKUX TECTOB SIBIISECTCS HEOTHEMIIEMOMN
YaCThIO JJAHHOM TEXHOJIOTHH.

3 Texuomoruss MOAYIBHOTO OOy4eHHS — TpeayCMaTpUBAEeT JEJIEHUE COJEpKaHUs
JUCHUIUIMHBI Ha JOCTaTOYHO aBTOHOMHBIE pa3fenbl (MOAYNH), MHTETPUPOBAHHBIE B OOIIUI
Kypc.

4 HWudopmannonHo-KOMMyHUKalMOHHbIe TexHojoruu (MKT) — pacmmpsaoor pamku

00pa30BaTeNLHOTO MpoIlecca, MOBBIIIAs €ro MPAaKTUYECKYI HAMpaBICHHOCTH, CIOCOOCTBYIOT
WHTEHCU(UKAIMU CaAMOCTOSITENIbHOM pabOThl y4YalIUXCsd U TOBBIIMIEHUIO IM03HABATEIHHON
aktuBHOCTH. B pamkax UKT BeiaenstoTcs 2 BuAa TEXHOJIOTHI:

5 TexHOIOTUS HCHOJIB30BAHUS KOMIIBIOTCPHBIX IIPpOrpaMM — IIO3BOJISICT 3(1)(1)GKTI/IBHO
JAOIIOJIHUTB IIpOLECC 06Y‘IeHI/I}I A3BIKY Ha BCCX YPOBHMAX.
6 I/IHTepHeT'TeXHOHOFI/II/I — M[PEAOCTaBJIAKOT MIHUPOKHUE BO3MOXHOCTHU JUIA TIOUCKaA

uHpopManuu, pa3paboTKU Hay4YHBIX IPOEKTOB, BEICHHUS HAyYHbIX UCCIIEIOBaHHM.

7 TexHonorus HMHAMBHIyaIH3allUd OOYYEHHs] — IOMOTaeT pealn30BBIBATh JMYHOCTHO-
OpUEHTUPOBAHHBIN TOJXOJl, YYWUTHIBas HHIUBUAYaJIbHbBIE OCOOEHHOCTH M TMOTPEOHOCTU
yJanuxcs.



8 IlpoexkTHas TEXHOJOTHSA — OpPUCHTUPOBAHA HA MOJEIMPOBAHUE COLMAIBHOTO
B3aUMO/JICHCTBUS yYalllUXCsl C ILIEJIbI0 PEUICHMs 3a/add, KOTOpas OIpeleNsieTcs B paMKax
npodeccuoHaTbHON OATOTOBKH, BBIACTSSA Ty WK HHYIO IPEAMETHYIO 00J1acTb.

9 TexHonorus oOy4eHUsT B COTPYAHHYECTBE — pEANM3YyeT HICI0 B3aUMHOTO OOYydeHUs,
OCYILECTBIAS KAaK HMHAMBUAYAJIBHYIO, TaK W KOJUIEKTUBHYIO OTBETCTBEHHOCTh 3a pELIEHUE
y4eOHBIX 33/1a4.

10 UrpoBasi TEXHOJOTHS — MO3BOJISIET Pa3BUBATh HABBIKM PACCMOTPEHUS Psifia BO3MOMKHBIX
Croco00B peleHus: npoOieM, aKTUBU3UPYS MBIIUIEHUE CTYJEHTOB M PAcKpbIBasl JTMYHOCTHBIN
MOTEHLIMAJ KaX/I0TO YJallerocs.

11 TexHonorus pa3BUTHS KPUTUYECKOTO MBIIUICHUS — CIIOCOOCTBYET (HOPMHPOBAHHIO
Pa3HOCTOPOHHEN JINYHOCTH, CIOCOOHOM KpPUTHMYECKM OTHOCUTHCA K HH(OpMalUU, YMEHHIO
oTOupath HH(OPMALINIO [T PEIICHUs TOCTaBIEHHON 3aJauu.

KoMmmnnekcHoe ucnonp3oBaHHe B y4€OHOM MpOIIECCE BCEX BBIIMICHA3BAHHBIX TEXHOJIOTHM
CTUMYJIUPYIOT JIMYHOCTHYIO, WHTEJUIEKTYaJbHYI0 AaKTHUBHOCTb, DPa3BUBAIOT IIO3HABATEJIbHBIE
MPOLIECCHI, CMOCOOCTBYIOT (POPMHPOBAHUIO KOMIIETEHIMI, KOTOPHIMHU JOJDKEH 007aaaTh
OyIyIuN CTICIHAIIUCT.

OcHOBHbIE BU/Ibl HHTEPAKTUBHBIX 00pa30BaTENIbHBIX TEXHOJIOTUH BKIIIOYAIOT B ce0sl:

12 pabota B MajbIX rpymmax (KOMaH/e) — COBMECTHAs JEATEIbHOCTh CTYJCHTOB B T'PYIIIE
Mo/ PyKOBOJCTBOM JIMJEpa, HallpaBji€HHAas Ha pelieHue oOmed 3aaayu MyTéM TBOPYECKOIO
CIIOXEHMSI Pe3y/IbTaTOB UHIMBUIYaIbHONU paOOThl YJIEHOB KOMAH/Ibl C ACJICHUEM MOJHOMOYHUI U
OTBETCTBEHHOCTH;

13 mpoekTHas TeXHOJOTHS — MHIUBUIyaIbHAs MM KOJUIGKTUBHAS JIEATEIILHOCTH MO 0TOOPY,
pacnpe/ieNieHUIo U CUCTeMaTU3allui MaTepuaia Mo ONpeJesIeHHON TeMe, B pe3ylbTare KOTOpOi
COCTaBJISIETCS IPOEKT;

14 ananu3 KOHKPETHBIX CUTyallUd — aHaJIM3 peallbHbIX IMPOOJIEMHBIX CUTYaIUi, UMEBIINX
MECTO B COOTBETCTBYIOLIEH 0OJacTH NPO(PECCHOHAIBHOM NESATEIbHOCTH, U MOWCK BapUaHTOB
JIYYIINX PEUICHUI;

15 pa3BuTHE KPUTHUYECKOIO MBIIUIEHUS — 00pa3oBaTelibHas AEATEIBHOCTb, HalpaBlIeHHAs
Ha pa3BUTHE Yy CTYAEHTOB pa3yMHOro, Pe(IeKCHMBHOTO MBIIUIEHUS, CIOCOOHOTO BBIIBUHYTb
HOBBIE UJIEH U YBUJIETb HOBbIE BO3MOKHOCTH.

ITonxoxn pa3dopa KOHKPETHBIX 33aJa4 U CUTYallMi IIMPOKO UCIOJIb3YeTCs KaK MIPENoaaBaTeseM,
TaK U CTyJIEHTaMU BO BpeMsl JICKIMi, 1a00paTOpHBIX 3aHATUI U aHAIU3a Pe3yIbTaTOB
CaMOCTOATEJILHON PaboThl. TO 0OYCIOBIEHO TEM, YTO IIPU MCCIEIOBAHUN U PELLICHUH KaX 101
KOHKPETHOM 3aJjauil UMEEeTCsl, Kak IIPaBUJI0, HECKOJIBKO METOJIOB, a 3TO TpeOyeT pazbopa u
OLIEHKH I1€JI0 COBOKYITHOCTH KOHKPETHBIX CUTYaLIUH.

KOJIMYEeCTBO
Hcnoab3yemMble HHTEPAKTHBHBIE
CemecTp |Bua 3ansitust HHTEPAKTHBHBIX
o0pa3oBaTejibHbIE TEXHOJIOT MU
4acoB
[IpakTrueckue 3aHATUSA B peKIMaXx
4 JIP B3aUMOJICHCTBUSI «TIPENoJiaBaTelb — CTYyIECHT» U 14
«CTYJICHT — CTYJICHT»
4 JI JIekInoHHbBIE 3aHATHS 28
HToro 42

Hpumeuanue: JI — nexyuu, 113 — npaxmuueckue saumamus/cemunapul, JIP — nabopamopusie saumamus, CPC —
camocmosnmenvHas paboma cmyoeHma

TeMLI, 3alaHusl U BOIIPOCHI JJIA CaMOCTOSTEIbHOM pa6OTLI IIPpHU3BaHbI C(I)OpMI/IpOBaTB
HaBbIKM ITIOHMCKa I/IH(I)OpMaI_II/II/I, YMCHHUA CaMOCTOATCIIbHO PACIIUPATL H yTJ'IYGJ'IHTL 3HaHWA,
IMOJIYYCHHBIC B XOC JICKIUOHHBIX U IMPAKTUYCCKUX 3aHATHUH.



[Tonxox pa3dopa KOHKPETHBIX CHTYalUd MIMPOKO MCHOJIB3YeTCS KaK IMPEroaaBaTelieM,
TaK ¥ CTyJCHTaMU MPH MPOBEICHUN aHAJIN3a PE3yIbTaTOB CAMOCTOSTEIBHON pabOTHI.

Jis a1 ¢ OrpaHUYEHHBIMH BO3MOXHOCTSIMH 370POBBSI MPEIYCMOTPEHA OpraHU3aLus
KOHCYJIbTAIMH C UCTIOJIb30BAaHUEM AJICKTPOHHOM IOYTHL.

JUist U1 ¢ HApYIISHUSIMU 3PCHHS:

— B Ie4aTHOM (hopMe yBeTUIEHHBIM HIPUPTOM,

— B opMe AIIEKTPOHHOTO JIOKYMEHTA.

JInst AL ¢ HapyleHUs MM CIIyXa:

— B miedaTHou (opme,

— B OopMe AIIEKTPOHHOTO JIOKYMEHTA.

JUiist U1 ¢ HapyIIEHUSIMHA OTIOPHO-/IBUTATEIBHOTO amnapara:

— B Ile4aTHOM opme,

— B JOopMe DIIEKTPOHHOTO JIOKYMEHTA.

JUist Il ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBSI TIPEAYCMOTPEHA OpraHU3aIUs
KOHCYJIbTAIMH C UCTIOJIb30BaHUEM DIIEKTPOHHOM TTOYTEHI.

JlaHHBI TIepedeHb MOXKET OBITh KOHKPETH3MPOBAH B 3aBUCHUMOCTH OT KOHTHHI'CHTA
00yJaronuxcs.

4. OieHOYHBbIEe U METOAMYECKUE MATEPHUAJIBI

OueHouyHble cpeacTBa IS TeKyHIero KOHTPOJS YCIHEeBAeMOCTH M HPOMEKYTOUYHOMH
aTTecTaluu

O1neHOYHBIE CpeICTBA MpeTHAa3HAueHBl Ui KOHTPOJISE M OIEHKH 00pa3oBaTEebHBIX
JTOCTIDKEHUH OOyJaroluXcsi, OCBOMBIIUX TNpOrpaMMy Yy4eOHOW JHMCIUILTAHBI «HAa3BaHHUE
JMCIUTUTHHBD.

O1eHOYHBIE CPENICTBA BKJIFOYACT KOHTPOJIBHBIC MaTEPHAIIBI IS MPOBEIACHUS TEKYIIero
KOHTPOJIsA B (hOpMe OIIEHKH JTabOPaTOPHBIX PabOT K MTPOCKTA K IK3AMEHY.

O1eHOYHBIE CpEICTBA Ui HMHBAJIHIOB W JIMII C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH

3I0POBBSI BEIOUPAIOTCS C YUETOM UX WHANBUIYAITBHBIX IICUX0(YU3NICCKUX OCOOCHHOCTEH.

— Tpu HEOOXOAMMOCTH WHBAIWAAM M JIMIIAM C OTPAHMYCHHBIMH BO3MOXXHOCTSIMH
3II0POBBSI MIPEIOCTABIISIETCS IOTIOJIHUTEILHOE BPEMsI ISl TIOJATOTOBKU OTBETA HA SK3aMECHE;

— P TIPOBEJICHUH TPOIIEYPhI OIICHUBAHUS PE3yIbTATOB 00YyUCHHSI WHBAIUIOB H JIUI] C
OTrPaHUYCHHBIMU BO3MOXHOCTSIMH 3JI0POBbSI IPEIyCMATPUBACTCS MCIIOJIb30BAHHE TEXHUYCCKUX
CpeACTB, HEOOXOMMBIX UM B CBSI3U C X UHAUBUAYAIbHBIMU 0COOCHHOCTSIMH;

— TIpHU HEOOXOIMMOCTH ISl OOYYAFOIIUXCSl C OTPAaHUYCHHBIMUA BO3MOKHOCTSIMH 37I0POBbSI
U UHBAJIKIOB MpOIEAypa OLCHUBAHUS PE3YJIBTaTOB OOYYCHHS TIO JIMCHUIUIMHE MOXKET
MIPOBOJIUTHCS B HECKOJIBKO ATAIOB.

[Ipouenypa oleHUBaHUs PE3YyJIbTATOB OOYYCHHS WHBAJIHMJIOB W JIAI[ C OTPAHUYCHHBIMU
BO3MOJKHOCTSIMU 3JIOPOBBSI 110 JUCIHMIUIMHE (MOJYJII0) MPEAyCMaTPUBACT MPEIOCTABICHHUE
uHpopmanuu B (opMax, aganTUPOBAHHBIX K OTPAHHYCHHSIM WX 370POBbS W BOCIPHSITHUS
UH(pOpMAaIIUHU:

Jlnist U1 ¢ HapyIIEeHUSIMU 3pSHMSL:

— B 11e4aTHOM hopMe yBenTu4YeHHBIM HIPUPTOM,

— B (JopMe FIIEKTPOHHOTO JIOKYMEHTA.

JUist U1 ¢ HapyLIeHUSIMU CITyXa!

— B re4atHoi (opme,

— B JopMe PIEKTPOHHOTO JTOKYMEHTA.

JUnist U1 ¢ HapyIeHUsIMHA OTIOPHO-/IBUTATEIBHOTO anmapara:

— B re4atHoi ¢opme,

— B JOpMe AIIEKTPOHHOTO JTIOKYMEHTA.



I[aHHBIfI MNEpCUCHb MOXKCT OBITH KOHKPCTHU3UPOBAH B 3aBHUCHUMOCTH OT KOHTHUHI'CHTA

00yJaromuxcs.

CprRTypa OLCHOYHBIX CPEACTB IJIsA Telcymei/i H l'lpOMC)KyTO‘lHOﬁ arrecranmuu

Kontpomupyemsie
pa3zaensl (TeMbl)
JIACLIUTIIAHBI®

Kon xonTpOonupyemoii
KOMITCTCHIINY (MJTH e¢
YacTH)

HaumenoBanue
OIICHOYHOI'0 CPEJICTBA

Texymui KOHTPOJIb IIpomexyrounas
aTTecTalnus

Ocuossl Ub u
yIpaBICHUE PUCKAMHU

AIS-1.1; LC-1.3;
SS-1.1; VK-3.1

JIP 1. Ilonumuxa —
beszonacrocmu:
MOOenb yepo3,
b6azoevle mepul,
peecmp puckos.
(omuém+3awuma)

OcuHossl Ub u
yIpaBlieHUE PUCKAMHU

[1K-4.1; [1K-4.2

JIP 2. -
Kpunmonpumumue
bl
Xew/noonucv/wug
posanue;
TLS-xoughue;
aunanus
cepmuguxama.
(omuém+3awuma)

OcuoBel b u
yIpaBJICHHE PUCKAMHU

[1K-4.1; 11K-4.2;
AIS-1.1

JIP 3. -
Aymenmughuxayus
u docmyn: npoexm
RBAC/ABAC,
MFA, xpanenue
cexpemos.
(omuém+3awuma)

OcuoBrl Ub u
yIpaBJICHHE PUCKAMHU

I1K-4.1; 11K-4.2;
LC-1.3

JIP 4. Jlocu u -
MOHUMOPUHE:
HAcMpouKa
JHCYPHANO8, PA3OOP
apmecghaxkmos
UHYUOEHmMA.
(omuém+3awuma)

bezonacnocts 110,

UHPPACTPYKTYPHI U
o0Oiraka

[1IK-4.1; I1K-4.2;
AIS-1.1

JIPS. -
Meosiccemesoti
oxpan u IDS
(Suricata/Zeek):
bazosvle
cueHamypwl u
anepmol.
(omuém-+sawuma)

bezomnacnocts 110,

UHPPACTPYKTYPHI U
oOiaka

[1K-4.1; I1K-4.2;
AIS-1.2; LC-1.3

JIP 6. SAST/DAST: | —
ZAP/Semgrep/Trivy
; aHanu3
yA38UMOCmell
8€0-NPUNONCEHUS.
(omuém+zawuma)

beszonacnocts 110,

UHPPACTPYKTYPHI U
o0Oiaka

[1K-4.1; I1K-4.2;
AIS-1.2

JIP 7. -
Konmeiinepnas
be3onacHocme:
ROIUMUKA 00pA308,
CKAHUPOBAHUe,




cekpemal,

PSA/PSP.
(omuém+3awuma)
8. | Besomacuocts 10, ITK-4.1; TIK-4.2; JIP 8. Obnaxo:

UHPPACTPYKTYPHI U AIS-1.2 IAM-nonumuxu,

obOJaka cecmMeHmayusl,
bazosas
KMS/wugposanue.
(omuém+3auuma)

9. | Be3omacHOCTh ML-5.1; AI S-1.1; | JIP9. OWASP LLM

NH-cucrem, SS-3.1 Top-10 (LLMO1—

gar-6otoB, LLM 1 LLMO4):

RAG MoOenuposanue
aghghexmos,
KOHMpMepbl.
(omuém+3awuma)

10. | be3omacHOCTH ML-5.1; ML-5.2; JIP 10.

NHU-cuctewm, AIS-1.1 {Dr_ompt-injection u

qar-6otos, LLM n jailbreak:

RAG OKCNepuMenmol,
MempuKi,
Kanapeeunvle
npoOGepKuU.
(omuém+3awuma)

11. | Be3omacHOCTB ML-5.1; ML-5.2; JIP11.

HNU-cucrem, AIS-1.2 RAG-poisoning/0xc

qaT-60TOB, LLM N1 AMMUH2: AMAKU HA

RAG UHOEKC/6EKMOPHYIO
B, punempayus
UCMOYHUKOE.
(omuém+3awuma)

12. | Be3omacHOCTH ML-5.1; ML-5.3 JIP12.

HNH-cucrem, Guarded/structured

yar-60toB, LLM 1 prompting u

RAG KHEUCNONHAEMbLE»
UHCMPYMEHMbL.
(omuém+3zawuma)

13. | Be3omacHOCTh ML-5.3; AIS-1.2; | JIP 13. besonachoe

HNU-cucrewm, LC-1.3 oxpyoicenue LLM:

yar-60T0B, LLM 1 ayoum,

RAG mpaccuposxa,
JUMUMBL; 3AUUMA
om model-DoS.
(omuém-+zawuma)

14. | Be3omacHOCTb AIS-1.1; AIS-1.2; | JIP14.

HNH-cucrewm, LC-1.3 Threat-modeling

yar-601oB, LLM n ons MH-cepsuca

RAG STRIDE/LINDDU
N; uex-mucm NIST
Al RMF 1.0.
(omuém-+szawuma)

15. | Be3omacHOCTh I1K-4.1; TIK-4.2; JIP 15.

NH-cucrem, ML-5.3; AIS-1.1 SOC-npaxmukym:

yaT-00TOB, LLM 1 KOppensiyus.

RAG

cobvimuil, anepmul,
UHYUOEHM-penopm
no LLM-6omy.




(omuém+unyuden
m-penopm,)

16. | be3omacHOCTH ML-5.1; ML-5.2; JIP 16. Umozosas | Dxzamen:
HUH-cucrem, ML-5.3; AI S-1.1; munu-JIP/munu-np | nucomennasn vacmo +
yaT-060TOB, LLM 1 Al S-1.2; T1K-4.3; oexm. 3awuma

RAG

YK-3.1 3AUUUYEHHBL MUHU-NPOEKMA
RAG-uam-6om (JIP-16)
(Ppunompayus,
sepugpuxayus
yumam,
ACYpHATUPOBAHLUE).
(Oemo+3awuma)

HOK333Te.l'll/l, KPUTEPHUH M IIKAJIA OUECHKHA C(l)OpM]/IpOBaHHbIX KOMIIeTeHInii

CooTBeTCTBHE IHoporoBomMy YPOBHIO OCBOCHUA KOMHGTGHIII/II\/JI IIaHUPYCMbIM

pe3yibpTataM OOyUeHHUsT U KPUTEPHUSAM MX OICHUBAHUS (OIICHKA: Y/I0BJIETBOPHUTEIbHO/3a4TEHO):

YK-3

TIK-4

SS-1

Cnocoben ocywiecmenams coyuaibHoe 63aumooelicmeue u peaiu3oevléamsp
C68010 POl 8 KOMAHOeE

[ToHnMaeT OCHOBHBIC ACTIEKTHI MEKJIMYHOCTHBIX U TPYIITIOBBIX KOMMYHUKAIINH;
COOTIOIaeT HOPMBI M YCTAaHOBIICHHBIC MTPaBUJIa MIOBEICHUS B OPraHU3AI[UN
3HaeT poJIM U IpaBUIa KOMMYHHUKAIIHA.

YMeeT BBIOJHATE POJIb B IIOATPYIIIIE.

Brnaneer 6a30BbIMU MpaBHIIaMH ITPOTOKOJIMPOBAHUS IOTOBOPEHHOCTEH.
Cnocoben nnanuposamsp Heo0X00uMble Pecypcvl U IMAansvl 6bINOJIHEHUS
paodom ¢ od1acmu UHGOPMAYUOHHO-KOMMYHUKAYUOHHBIX MEXHON02UIL,
COCMAg/IAMb COOMEEHCMEYIOU{Ue MeXHUYEeCKUe ONUCAHUA U UHCIMPYKYUU
Hcnonp3yeT coBpeMeHHbIE HHCTPYMEHTANIbHBIE CPEACTBA pa3padboTku 0a3
JAHHBIX, TPUKIIATHOTO MPOrPAMMHOT0 00ECTIEUEHUSI U CUCTEM Pa3IMYHOIO
(YHKIIMOHAIILHOTO Ha3HAYCHHUS

[IpumMensieT coBpeMeHHbIE TPUEeMbl Pa0OThl C UHCTPYMEHTAIBHBIMU CPEJICTBAMH,
NOAJIEP>KUBAIOIIMMHE CO3JaHUE MPOrPAMMHBIX MTPOAYKTOB M MPOrPAMMHBIX
KOMIUIEKCOB Ha 0a3e S3bIKOB MPOrpaMMUPOBaHUSs, 0a3 JaHHBIX U ITAKETOB
NPUKIAIHBIX TPOrPaMM

3naet ocHoBbI Secure SDLC; tunsl ysizpumocteit; uro tTakoe SAST/DAST u
aHaJIN3 3aBUCUMOCTEH/CEKPETOB.

VYmeer 3anyctuth TunoBoit SAST/DAST, npountaTh OTYET Ha ypOBHE
«KPUTUYHO/BBICOKO/HIKE.

Bnaneer MunuManbHOM HacTpolikoi mpoBepku 6e3omnacHocTu B CI.

Cnoco6eH 1cnoib30BaTh METOIbI A(HPEKTUBHOTO YIIpaBICHUS KOMAHI0N TTPH
pa3paboTKe, BHEAPEHUHU U COITPOBOXKACHUH MTPOTPAMMHBIX MPOJTYKTOB

3naet ponu B DevSecOps, apTedakTsl penusa.

YMeeT cocTaBUTh YEK-JIUCT OE30MACHOTO pen3a.

Brnaneer BeneHueM npocToro puck-peecrpa.

Cnocoben ocywecmenams c6010 mpyoogyio 0esame1bHOCHb C y4emom
onpeoenenusn Koppekmuoii poau UH ¢ paznuunvlx npoyeccax, Kpumuueckozo
ananuza nocinedcmeuii npumenenus MU-mexnono2uii, smuueckux
NPUHUUNOG

[Tonumaer, 4yTo KauecTBO 00yYaroIIe BHIOOPKU CYILIECTBEHHO OIpeNesieT
9TUKO-COIMAJIbHBIE acTIeKThl (yHKIMOHUpoBaHus NU.

MoeT BBISIBUTh OUE€BUJIHBIE HECOOTBETCTBUS MEXy 3anauei s U u



SS-3

LC-1

ML-5

Al §-1

o0Oydaroreit BRIOOPKOH.

3HaeT OCHOBHBIE BU/IbI IIPEB3SITOCTEN U PUCKOB KOHTEHTA.

VYmMmeer onucath pucku PII u «nebezonacubix» orBeToB LLM.

Brnageer 6a30Boii mporeypoid SCKaIau COMHUTEIBHBIX CITy4acB.

Cnocoben ocywecmenamos ceoo mpyoosyio PyHKyuIo ¢ yuemom
HeonpeoeneHHOCMU KAK CYUHOCMHOU Yepmbl (YYHKUYUOHUPOBAHUA
UCKYCCHI8EHHO20 UHM el/IeKma

Pacrioznaér oueBrIHBIC KOTHUTUBHBIC UCKAXKEHUS B pa0OTE YeIOBEKa
(Hampumep, MOATBEPKACHUE CBOEH TOUKHU 3PEHMUS, CIIETIOE JOBEPUE AITOPUTMY)
oOparaeT BHUMaHuE Ha BO3MOXKHYIO npeaB3sTocts UU; BocpuarMaet
HE0OXOIMMOCTh KPUTUYECKH OTHOCUTHCS K JJaHHBIM U pe3ynbratam NU.
3HaeT OCHOBHBIE BHUbI HpeI[BSHTOCTefI " PUCKOB KOHTCHTA.

VYmMmeer onucats pucku PII u «nebezomnacupix» orBeToB LLM.

Brnazneer 6a30Boii nporieypoii ScKanalui COMHUTEIbHBIX CITy4aeB.

Cnocoben nposooums ananu3 ouznec-npoodiem ¢ OUYeHKoI nePcneKmusHoCmu
npumenenus HH ona ux pewrenus, ocyuiecmenams nOCMAano6Ky 3a0auu
MAWUHHO20 00yYeHus, popmynuposams mpeodosanusn Kk cucmeme HH
OrneHuBaeT TeXHUYECKHE TPEOOBaHHS Ha OCHOBE (DOPMaTM30BAHHOM
MMOCTAaHOBKH

3HaeT cocTaB MUHH-Ha0Opa JOKYMEHTOB 0€301aCHOCTH.

Ymeer opopmuts kpatkyto nonutuky Mb/LLM-use.

Bianeer ma6iaonamu otuéra JIP/unuuaeHra.

Cnocoben pazpadbamvieams u (unu) nPUMEHAMb MEMOObl NOGLIUIEHUS
ycmouuusocmu, HadeHcHocmu, dezonachocmu anzopummos MO
OO60CHOBBIBAET BHIOOP M MPUMEHEHUE METOJIOB MOBBIIICHUS YCTOMYUBOCTH U
HAJIC)KHOCTH MOJIeNIeH C yIETOM CelMUKH 3a/1a4H, BKITIOYasl aJanTaIiio
MOJIeTIEH M HCIIONIb30BaHUE TIOX0A0B 00bsicHnMoro MU u nosepennoro NU.
Y4uThIBa€T PUCKU aTaK U METOJIbI UX IPOTUBOACUCTBUS.

Hcnonp3yeT npoaBUHYTHIE METOIBI 1000 YUEHHUS MOJIETIEH TTPU MOJArOTOBKE
JAHHBIX, TPUMEHSET METO/IbI MOBBIIIEHUSI YCTOWUYUBOCTH MO/JIENEH K aTakaM U
HCKKEHUSIM JaHHBIX

[TpoBOIUT KOMIIEKCHBIN aHAIN3 PE3YJIbTATUBHOCTH C YUETOM OOBSICHUMOCTH
MojieNiel, YCTOMUMBOCTHU K aTakaM, UCIIOJIb3YeT MeToIbl JoBepeHnHoro UM nms
OLICHKHU.

3naer 6a3oBbie yrpo3sl LLM/RAG (prompt-inj., poisoning, model-DoS).
YMeeT BOCTIpOU3BECTH IPOCTYIO aTaky U 3auKCUpoBaTh 3PGEKT.

Bnaneer anemeHTapHbIMM MEpaMK CHHXKEHHS pUCKa (U€pHBIE CIIMCKU, Oa30BbIe
guardrails).

Cnocooen ynpasnamo puckamu 6 paspadomxe cucmem HUH, epicmpaueamso
ynpaenenue oezonacnocmuvito HU ¢ komnanuu c yuemom smuxu UH

3naer ctpykrypy NIST AI RMF u ISO/IEC 23894.

Ymeet HaOpocats MunuManbHbii threat-model (STRIDE-kapToukn).

Brnageer conocraBieHueM pUCKOB U IPOCTHIX KOHTPMED.

CooTBercTBHE 0230BOMY VPOBHIO OCBOCHHSI KOMIETEHUUN MIAHUPYEMBIM PE3YJIbTaTaM
00yYeHHsI U KPUTEPHUSIM UX OI[CHUBAHHMS (OIIEHKA: XOPOII0/32a4TEHO)

YK-3

Cnocooen ocyuiecmeisims couuaibHoe e3aumooeiicmeue u peaiusoecosleamsp
C6010 pOoJib 6 Komanoe

ITonnMaeT OCHOBHBIE aCHEKThI MEKIIMYHOCTHBIX M TPYHIIIOBBIX KOMMYHPIKaHHfI;
CO6JHOII3.€T HOPMBI U YCTAHOBJICHHBIC ITIpaBUJjid ITOBCIACHUA B OPraHrU3aluu



IIK-4

SS-1

SS-3

LC-1

3HaeT (hacUIUTALMIO U CTIOCOOBI pa3pelieHus KOH(INKTOB.

YMeer pacnipeaenaTh poJii U CHHXPOHHU3ALMIO B KOMaH i€ 2—3 Yell.

Bianeer komannHo# 3amuroi JIP/mpoekra.

Cnocoben nnanuposams HeodXo00uMmble pecypcsl U IManvl 6bINOTHEHUS
paoom ¢ od1acmu UHGOPMAUUOHHO-KOMMYHUKAUUOHHBIX MEXHON02UIL,
COCMAgIAMb COOMEEH CMEYIOU{Ue MeXHUYEeCKUe ONUCAHUA U UHCMPYKYUU
Hcnonp3yeT coBpeMeHHbIe HHCTPYMEHTAIbHBIE CPEICTBA pa3paboTku 6a3
JAHHBIX, MPUKIIAJTHOTO POTPAMMHOTO 00ECIICYCHHSI H CHCTEM PA3JIMIHOTO
(YHKIIMOHATILHOTO HA3HAYCHHUS

[IpumensieT coBpeMeHHBIE TPHUEMBI PA0OTHI C HHCTPYMEHTAIBHBIMU CPEICTBAMU,
MOAICPKUBAIOIIMMU CO3JaHUE TPOTPAMMHBIX MPOAYKTOB M MPOrPAMMHBIX
KOMIIJIEKCOB Ha 0a3e sS36IKOB MMPOTrPAMMHUPOBaHUS, 0a3 TaHHBIX U TTAKETOB
MPUKJIAIHBIX TTPOTPaMM

3naer OWASP Top-10 u OWASP LLM Top-10; monenu noctyna RBAC/ABAC.
VYmeer HactpauBaTh Semgrep/ZAP/Trivy ¢ UCKITIOUEHUSIMU U TIOPOTAMHU;
aHAJM3UPOBATH 3aBHCUMOCTH/CEKPETHI.

Braneer unrerparueii npoepok B CI/CD ¢ apredakramu u moporamu «fail the
build».

Crioco0eH Ucnoabp30BaTh METOABI 3(PPEKTUBHOTO YIpaBIeHUS KOMaHA0N pu
pa3paboTke, BHEAPEHUHU U COTIPOBOKIECHUH MPOTPAMMHBIX ITPOTYKTOB

3nHaer meTpukH npouecca (coverage, MTTR).

YMeeT CriaHupOBaTh peiin3 ¢ KOHTPOJIbHBIMU TouKamMu Ub.

Bnaneet perpocnekruBamu 1o uHIuAeHTaM (lessons learned).

Cnocoben ocywecmenams ceoro mpyooeyro 0esamenbHOCHb ¢ yUenom
onpeoenenusn Koppekmuoiu poau MU ¢ paznuunslx npoyeccax, Kpumuuecko2o
ananu3a nocieocmeuii npumenenua UH-mexnonozuil, smuueckux
NPUHUUNOG

[TonnmaeT, 4TO KauecTBO 0OyUaroIeil BHIOOPKH CYIIECTBEHHO OMpPEesieT
ATUKO-COLMAJIbHBIE acleKThl (yHKUMOHUpoBaHus NU.

MoskeT BBISIBUTh OUYEBHJIHbIE HECOOTBETCTBUA Mex Ay 3afaueit g MU n
oOyuatoreii BEIOOPKOH.

3Haer privacy-by-design, MUHUMHU3AIMIO JaHHBIX.

YMeeT BBISABIATH NPOSIBICHUS MPEIB3ATOCTEN U MpeAIaraTb CMITYeHUSL.
Brnaneer KOHTEHT-NIOJIUTUKAMU U PYYHOM BaJIUIAIUEH.

Cnocoben ocyuiecmenams ceoro mpyooeyio (pyHKyuio ¢ yuemom
HeonpeoeneHHoCmu KaKk CyuyHOCMHOU Yepmaul )YHKYUOHUPOBAHUS
UCKYCCMBEHHO20 UHMeN/1eKma

Pacnio3znaér oueBuHbIE KOTHUTHBHbBIE UCKAXKEHUS B pabOTe YesloBeKa
(Hanpumep, MOATBEPKACHUE CBOCH TOUKHU 3PEHMUS, CIENOE JOBEPUE AITOPUTMY)
oOpalliaeT BHUMaHue Ha BO3MOXKHYIO npeas3stocts MU; BocpuHuMaer
HE00XOIMMOCTh KPUTUYECKU OTHOCUTHCS K JJaHHBIM U pe3ynbratam UN.
3Haert privacy-by-design, MUHUMH3AIIMIO JaHHBIX.

YMeeT BBISBIISATH MPOSIBICHHUS TIPEIB3ATOCTEH U MpeAIaraTh CMTYEHHSL.
Brnaneer KOHTEHT-NIOJIUTUKAMHU U PYYHOU BAJIUIALIUEN.

Cnocooen npoeooums ananu3 oOuznec-npoodnem ¢ OUeHKoU nepcneKmueHocCmu
npumenenus HH ona ux pewienus, ocyuiecmenams nOCMAaHoBKy 3a0adu
MAUWIUHHO020 00yuenus, popmyauposams mpedosanusn Kk cucmeme HH
OneHuBaeT TeXHUYECKUE TPeOOBaHMS HA OCHOBE (hOpPMaTM30BaHHOMN
MMOCTAaHOBKH

3HaeT CTPYKTYPY PErIaMeHTOB/UHCTPYKLUH.

VYmeet roroButh paznens! T3/pernamentoB no Ub.



ML-5

Al S-1

Brnaneer Benenuem xxuBoii nokymenraruu (ADR, risk register).

Cnocoben pazpabamuieams u (uiu) NPUMeHANMb MM 00bl NOBLIULIEHU
ycmouyugocmu, Hadexxcnocmu, 6ezonacnocmu anzopummos MO
O060CHOBBIBAET BHIOOP M MPUMEHEHUE METOJIOB MOBBIMICHUSI YCTOMYUBOCTH U
HAJC)KHOCTH MOJIeNIel ¢ y4ETOM crienu(UKH 3a/1a9H, BKIFOUas aAanTalnko
MOJICJICH U UCIIOIb30BaHUE 110,1X010B 00bsicHuMoro MU u nosepernoro M.
Y4YuThIBa€T PUCKU aTaK U METOJIbI UX TPOTHUBOAECUCTBUS.

Hcnonp3yeT mpoABUHYTHIE METOABI T000YICHUS MOEIICH TIPH MOATOTOBKE
JAHHBIX, TPUMEHSAET METO/IbI MOBBILIEHUSI YCTOMYUBOCTH MOJIEJIEH K aTakaM U
HCKaXEHUSM JaHHBIX

[IpoBOANT KOMITJIEKCHBIHN aHAIU3 Pe3YAbTATUBHOCTH C YIETOM 00BICHUMOCTH
MOJIENIEN, YCTOMYMBOCTH K aTakaM, UCIOJIb3YET MEeTO bl JoBepeHHoro MU mns
OLICHKHU.

3naet 3amuThl RAG (pumsTparyst HCTOYHUKOB, BEpUPUKALINS [TUTAT).

YMeeT npoeKTUPOBaTh KaHAPEEUHbIE TPOBEPKU U METPUKU YCTOMUHUBOCTH.
Brnapmeer guarded/structured prompting u «HEHCIIOTHSIEMBIMI» HHCTPYMCHTAMHU.
Cnocooen ynpaename puckamu 6 paspabomke cucmem HHU, epicmpausams
ynpaenenue dezonacnocmoio UH ¢ komnanuu ¢ yuemom smuxu UH

3Haet npuopuTH3anuio puckos (impactxlikelihood).

VYmeet hopMupoBaTh MaTpHIly pUCKOB U KapTy coorBeTcTBUsI RMF/ISO.
Bunaneer aynur-tpeinom pemenui LLM.

CootBeTcTBHE HNPOABHHYTOMY VPOBHIO OCBOCHHSI KOMIIETEHIMH MJIaHHUPYEMbIM
pe3ysibTataM OOydeHHs U KPUTEPHUSM HX OIICHUBAHUS (OI[CHKA: OTJIMYHO/3aYTEHO):

YK-3

IIK-4

SS-1

Cnocoben ocyujecmenamsy coyuaibHoe 63aumooeiicmeue u peaiu3oevléams
C6010 pOJib 8 KOMAHOe

[ToHnmMaeT OCHOBHBIE ACHIEKTHI MEKIMYHOCTHBIX U IPYNIIOBBIX KOMMYHUKALIU;
coOII0aeT HOPMBI M YCTaHOBJIEHHBIE ITpaBUja MOBEJCHUS B OpraHU3auU
3HaeT MoAXO/bI K JIUJIEPCTBY/ IENETUPOBAHHIO.

YMeeT ynpaBisiTh KOMaHI0M B MHIIUJICHT-CLIEHAPUSIX.

Brnazgeer myOnnuHOM 3alIUTON C TEXHUKO-PUCKOBBIM 0O0OOCHOBAHHEM.
Cnocoben nnanuposamo HeodOX00uMble pecypcvl U IMansvl 6bINOTHEHUA
padom 6 obnacmu UHGOPMAYUOHHO-KOMMYHUKAYUOHHBIX MEXHOI02UIl,
COCMagAmMs COOMEEMCMaEyIoujue mexHu4eckue ONUCAHUA U UHCMPYKYuu
Hcnonb3yer coBpeMeHHbIE HHCTPYMEHTAIbHBIE CPEICTBA pa3paboTKu 6a3
JAHHBIX, IPUKJIAJHOTO MPOrPAMMHOI0 OOECIIEUEHUS U CUCTEM Pa3InYHOrO

(G YHKIIMOHATILHOTO HA3HAYECHHUS

[IpumensieT coBpeMeHHbIe TpUEMbl Pa0OThl C THCTPYMEHTAJIbHBIMU CPEICTBAMH,
MOAJEPKUBAIOIIKMMHU CO3JaHUE MPOTrPAMMHBIX MPOAYKTOB U MPOTPAMMHBIX
KOMILJIEKCOB Ha 0a3e s3bIKOB MTPOrpaMMUpOBaHUs, 0a3 JaHHBIX U ITAaKETOB
MPUKIAIHBIX IPOrpaMM

3Haet ToHKOCTH KpuntokoHpuros TLS/SSH u supply-chain pucku.

VYmeer nucatb codcTBeHHbIC paBuina Semgrep/IDS.

Brnaneet moctpoenuem «kpacnoii muaun» B Cl ¢ SLA Ha ucnpasieHusl.
Cnoco0eH UCTIoIb30BaTh METOAbI Y(PPEKTUBHOTO YIIPaBICHHUS KOMAaHI0H pH
pa3paboTKe, BHEPEHUU M COMIPOBOXKICHUH MTPOTPAMMHBIX IIPOYKTOB

3HaeT npakTHkH policy-as-code.

YMeeT BHEeAPSATh PUCK-OPUSHTUPOBAHHOE INIAHUPOBAHUE PEITH30B.

Brnaneer nactpoiikoit security-gates u KPI mporecca.

Cnocoben ocywecmenams c0t0 mpyoogyro 0esameibHoCHb C y4emom



SS-3

LC-1

ML-5

Al S-1

onpeodenenusn koppekmuoii poau UH 6 paznuunvix npoueccax, Kpumu4ecko2o
ananuza nocieocmeuii npumenenus HH-mexunonozuii, ymuyeckux
RPUHUUNOG

[Tonumaet, 4To KauecTBO 00yYarOIIe BHIOOPKU CYIIECTBEHHO OIMpPENesieT
ATUKO-COIMAIbHBIE acTIeKThl (yHKIIMOHUpoBaHus NU.

MoeT BBISIBUTh OUYEBHUIHBIE HECOOTBETCTBUS MEx) Ay 3anadent st U u
o0ydJarorei BRIOOPKOH.

3HAaeT CIIOXKHBIC CITy9an MPEAB3ATOCTEH U UX BIMSIHHUE HA O€30MaCHOCTb.
VYwmeet opranuzossiBath HUM-in-the-loop koutpons LLM.

Brnaneer KOMOMHUPOBAHHBIMU CMITYEHUSMU (TIOJTMTHKH, MOACPAITHS,
BepuUKaIHs).

Cnocooen ocywiecmenamas ceoro mpyoosyro PyHKyuio ¢ yuemom
HeonpeoeneHHoCmu KaK CyuyHOCMHOU Yepmol YYHKYUOHUPOBAHUSA
UCKYCCIMGEHHO20 URMeN/1eKma

Pacrioznaér oueBHIHBIC KOTHUTUBHBIC UCKAXKEHHS B pa0OTE YeIOBEKa
(Hammpumep, TOATBEPKACHNUE CBOCH TOUKHU 3PEHMUS, CIIETIOE JOBEPUE AITOPUTMY)
oOparaeT BHUMaHHe Ha BO3MOXHYIO npeas3saTocTs MU; Bocipunnmaet
HE00XOIMMOCTh KPUTUYECKH OTHOCUTHCS K JJaHHBIM U pe3ynbratam NU.
3HaeT CIO0XKHBIC CIydau MPEAB3SITOCTEH M UX BIMSHUE Ha OE30TacCHOCTb.
VYwmeer oprannzoBbiBath HUM-in-the-loop koutpons LLM.

Braneer KOMOMHUPOBAHHBIMY CMSITYCHUSIMU (TTOJIUTUKH, MOICpAITHs,
BepHpUKAINA).

Cnocoben npoeooums ananuz dOuznec-npoodaem ¢ OUeHKoU nepcneKmusHocCmu
npumenenus UH 0na ux pewrenus, ocyujecmenams noCmanoseKy 3a0auu
MAWUHHO20 00yuenus, popmynupoeams mpeoosanusn k cucmeme HHU
OrneHnBaeT TeXHUYECKHE TPEOOBAHMS Ha OCHOBE (POPMATTM30BAaHHOMN
MIOCTAHOBKH

3HaeT TpeOOBaHUS K MOJHOTE/TIPOBEPSIEMOCTH JOKYMEHTAIUH.

Ymeer unterpupoBath gokymentaiuio B Cl (doc-as-code).

Brnaneet cOopkoif KOMIUIEKTa AJIs IEpeAayn B SKCILTyaTalluo/ayInT.
Cnocooen pazpabamoieams u (unu) RPUMEHAMb MEMOObl NOGLIUICHUA
ycmouiuugocmu, Haoexcrocmu, oesonacnocmu anzopummos MO
OO60cHOBBIBaeT BEIOOP U MPUMEHEHHE METO/I0B MOBBIIICHHS YCTOMUUBOCTU U
HaJIe)KHOCTH MOJIeNIel C y4€TOM CHe(HUKH 3a1a4H, BKIIOYasl aJanTaiuio
MOJIeJIe U UCTIOIb30BaHuE N01X0/10B 00bsicHumoro MU u nosepennoro NU.
VY4uuThIBaeT PUCKH aTaK U METO/bI X IPOTUBOACUCTBHUSL.

Wcnonb3yeT npoABUHYTHIE METOABI 1000Y4YE€HUS MOENIeH IPU MOATOTOBKE
JAHHBIX, IPUMEHSIET METObl OBBILIEHUS] YCTOMUYNBOCTH MOJIENIEH K aTakaM U
HCKa)KEHUSIM JaHHbIX

[IpoBOIUT KOMILJIEKCHBIIN aHAU3 PE3yAbTaTUBHOCTH C YUETOM OOBSICHUMOCTH
Mojieiel, yCTOMYMBOCTH K aTakam, UCIOJIb3yeT MeTo 1kl toBepeHHoro MU ans
OLICHKH.

3uaet npoasuHyThie TexHukH 3ammtbl LLM/RAG (retrieval-policy, tool
isolation).

YMeeT moATBepkIaTh YCTOWYUBOCTh K POISONiNg/jamming sKcrepruMeHTaIbHO.
Bnaneer nporotunom 3amumniéaHoro LLM-cepBuca ¢ TpaccupoBkoii u
BepU(UKaIMEH LUTAaT.

Cnocoben ynpasname puckamu ¢ pazpaoomke cucmem HH, evicmpaueamp
ynpaenenue dezonacnocmoio HH ¢ komnanuu ¢ yuemom smuxu HH

3HaeTt TpeOOBaHUS PEryIATOPOB/CTAHAAPTOB U METOAUKH ayUTa.



YmMeet BeIcTpauBaTh nporpammy cootBercTBus (governance) mo RMF/ISO.
Brnaneer yOenuTenbHbIMU OTYETAMH ISl BHEIIIHETO ayIMTa/TapTHEPOB.



TunoBbie KOHTPOJIbHBIE 3aJaHUdA WJIH MHHBIC MaTepHuaJibl, H606X0)II/IMI>IC AJIsA
OICHKH 3HaHHﬁ, yMeHHﬁ, HAaBbBIKOB H (I/IJ'II/I) OonbIiTa ACATCIBHOCTH, XaPaAKTECPUIYHOIIUX
ITallbI (l)OpMPIpOBaHI/Iﬂ KOMIIeTeHIIUIi B nmpouecce OCBOCHUA OﬁpaSOBaTeﬂbHOﬁ nmporpaMmmbl

Ilpakmuueckue 3a0anus 011 1a6OPamopHbIX padom

JIP-1. IlonuTHKa 0€301aCHOCTH: MOJe/b YIPO3, 02a30BbI¢ MePhI, PeeCTP PUCKOB
3amanue. BeiOpats yueOHbIl cepBuc (BeO-nproxenne mwim LLM-60T), mpoBecTH
MHBEHTapu3auuio aktuBoB 1 DFD, onmcare Moes HapylmIuTeNsi, COCTABUTh PEECTP
PHUCKOB (BEpOSITHOCTB/yIIepO/yPOBEHB), MPEIIOKHUTH Oa30BbIE MEPHI
(mapomi/MFA/RBAC/xxypHaitsr).

Cnats. [Tomuruka Ub (1-2 ctp.), DFD-cxema, peectp puckoB (Tabiauna), 4eK-JIucT 0a30BbIX
Mmep.

Komnerenuu. AI S-1.1; LC-1.3; SS-1.1; YK-3.1.

JIP-2. Kpunronpumutusbl 1 TLS-koHpurypanms: xem/noanucs/mmdposanmne,
cepTUPHUKATHI

3ananue. CrenepupoBats kitoun (RSA/ECDSA), moanucats u mpoBepUTH (aii,
Hactpouth TLS nst TectoBoro ceprepa (self-signed), mpoBepuTh 1IeNOUKY U HAOOP
¢ poB, 3apUKCUPOBATH PYKOTIOKATHE.

Cnatb. Habop kiroueit/ceptudukar, koHGUT cepBepa, KOMaH bl MpoBepku (openssl),
CKPHUHILIOTHI PYKOTIOKaTHsl, KPATKHUM OTUET.

Komnerenmumu. 11K-4.1; I1IK-4.2.

JIP-3. Ayrentuduxanus u gocrtyn: RBAC/ABAC, MFA, ynpaBJieHne ceKpeTaMu
3ananue. CnpoektupoBath npoctyto RBAC/ABAC-nonmTuKy ajis y4eOHOTO CepBHCa;
noaxmounth TOTP-MFA; oprann3oBath XpaHeHHE CEKPETOB (BapUaHTHI:
env-(haii/XpaHWInIEe CEKPETOB) U POTAIHIO.

Cnats. [Tonutruka nocrymna, neMoncrpaius MFA (ckpuH), apTedakTbl HACTPOUKH CEKPETOB,
OTYET.

Komnerenmuu. 11K-4.1; I1K-4.2; AI S-1.1.

JIP-4. JIoru 1 MOHUTOPHHI: )KYPHAJIbI M apTe(aKThl HHUUACHTOB

3ananue. Bxmouuts cTpykrypupoBanHoe JorupoBanue (JSON), HacTpouTh
ypoBHH/(opMaThl; cOOpaTh 00pa3Ilbl )KYPHATIOB IIPH HOPME/OIIMOKaX; BBIICIUTh
apredakTbl MHIIMICHTA U COCTAaBUTH TaliMJIaiiH.

Cnatb. Kondur norupoBanusi, IpuMepsl JIOTOB, TAWMIIAH HHIUICHTA, OTYET.
Kommnerenmun. 11K-4.1; I1K-4.2; LC-1.3.

JIP-5. MexcereBoii 3kpaHn u IDS (Suricata/Zeek): curnatypsl u ajiepTsbl

3anmanue. Hactpouts 6a3oBbie mpasuia ¢unbTpanuu (fw); pazsepuyts Suricata/Zeek,
CO37aTh >2 KaCTOMHBIE CUTHATYPbI, CTEHEPUPOBATh TpapuK U 3aUKCUPOBATH ATIEPTHI.
Cnatb. Konduru, npaBuna, pcap/moru, OT4ET.

Kommnerenmun. 11K-4.1; T1K-4.2; AI S-1.1.

JIP-6. Secure SDLC: SAST/DAST/SCA (ZAP, Semgrep, Trivy)

3ananue. [Ipornars Semgrep o yuebnomy penosuroputo, OWASP ZAP Baseline no
cTeHny, Trivy mo o6pa3sy; chopMupoBaTh IJIaH UCTIPABICHUH ¢ IPUOPUTHU3ALIUEH.
Cnatb. OTY€Thl HHCTPYMEHTOB, CBOJIHAS TaOJIUIa YSI3BUMOCTEH, TUIaH PeMEAUAIIUH.
Komnerenmnun. I11K-4.1; I11K-4.2; AI S-1.2; LC-1.3.



JIP-7. KonTeiinepHas 0e30nmacHOCTb: 00pa3bl, CKAaHUPOBaHMe, cekpeThbl, Pod Security
3ananue. CobpaTh MEHUMATBHBINA 00pa3 (non-root, drop caps), MPOCKaHUPOBATH €TO;
MIPOJEMOHCTPHPOBATH XpaHEeHHE ceKpeToB; HacTpouTh Pod Security (PSA) manudecr.
Cnate. Dockerfile/manugectsl, 0OTUET CKaHUPOBAHUS, ONTMCAHUE CEKPETOB.
Kommnerenmun. 11K-4.1; I1K-4.2; AL S-1.2.

JIP-8. O6sn1aunas 0e3onacHoctb: IAM-nonutukm, cermenranus, KMS/mu¢posanue
3ananue. Co3naTh NPUHIMI MUHUMAIbHBIX ITpaB (IAM), HacTpOUTH CErMEHTALUIO
cetu/SG, BKIIOUNTH mudppoBanue o0bekTa/Toma (KMS) 1 mpoBepuTs 10CTYyII.

Cnatb. [TonMTHKY/CKPUHIIOTH HACTPOEK, OTYET O MPOBEPKE.
Kommnerenmun. [1K-4.1; I1K-4.2; AI S-1.2.

JIP-9. OWASP LLM Top-10 (LLMO01-LLM04): 3xciepyMeHTbI 1 KOHTPMepPbI
3ananue. CoctaButh yek-1ucT TecToB noa LLMO1-LLMO04, BbINOSHUTE aTaky HAa y4eOHbIN
LLM-60T, 3adpuxcupoBaTh 3PPEKThI, MPEATOKUTH U IPOBEPUTH KOHTPMEPBI.

Cnats. Tecr-1u1aH, oru/nmpumepsl, Tadinna «ataka—>3(QpPeKT—KoOHTpMEpay.
Komnerennuun. ML-5.1; AI S-1.1; SS-3.1.

JIP-10. Prompt-injection u jailbreak: MeTpuku aTaku u KaHapeiKku

3ananue. CpoeKkTHpoBaTh U MPOBECTH cepulio prompt-injection/jailbreak-arak; BBecTu
METPHKH YCIeXa; peau30BaTh «KaHAPEEUHbIE» MIPOBEPKU U CPABHUTH J0/TIOCIIE.
Cnatb. HaGop mpoMnTOB, METPUKH U PE3YIbTATHI, OTUET.

Kommerenmmun. ML-5.1; ML-5.2; Al S-1.1.

JIP-11. RAG-poisoning 1 JGKaMMHHI': aTaKM HA HHAEKC/BeKTOPHYI0 B/
3ananue. [1oaroToBUTH Majblit KOPITYC, BHEPUTD «SIOBUTHIE» TOKYMEHTHI, OLIEHUTh
HCKa)XEHUE OTBETA; PeaJn30BaTh (PHIbTPAINI0 HCTOYHUKOB/BXOHON MOJIEpaLlUU.
Cnate. Kopryc/mHaekc, oTuéT ¢ mpuMepaMu B MOKa3aTeJIsIMU.

Komnerenmuu. ML-5.1; ML-5.2; AI S-1.2.

JIP-12. Guardrails u structured prompting: 3ammura ot completion-arak
3ananue. HactpouTs mpaBmia/mabaoHbl CTPYKTYPUPOBAHHOTO OTBETA, T00ABUTh
MoCT-(GUIBTPHI BBIAAYN U MTPOBEPKHU CCHUIOK; U3MEPHUTh BIUSHUEC HA
TOYHOCTE/0€30IMacHOCTb.

Cnate. KoHpUrypanuu/moJuTuKy, OTIYET C METPUKAMH.

Komnerenmu. ML-5.1; ML-5.3.

JIP-13. Ayaut u tpaccupoBka LLM: jioru, JMMUTHI TOKEHOB, 3amuTa oT model-DoS
3ananue. LleHTpann30BaTh JOrH 3apOCOB/OTBETOB, BBECTH KBOTHI U rate-limit, OIIEeHUTD
CTOMMOCTB/TOKEHBI, cMoienupoBath model-DoS u nokaszaTh 3ammury.

Cnatbs. KoHdurn, npumeps! J10ros/namodopaoB, OTIET.

Komnerenmmun. ML-5.3; AI S-1.2; LC-1.3.

JIP-14. Threat-modeling nas UH-cepsuca: STRIDE/LINDDUN, NIST Al RMF
3aganue. [Toctpouts DFD, nposectu STRIDE mim LINDDUN, chopMupoBats MaTpuily
puckoB 1 uyek-nuct coorsercTBus NIST AI RMF 1.0.

Caate. DFD, Tabauibl yrpo3/pucKoB, YeK-JTUCT COOTBETCTBUSL.

Kommnerenmun. AI S-1.1; AI S-1.2; LC-1.3.



JIP-15. SOC-npakTukym: KoppeJsinusi cOObITHH M HHIUAeHT-penopT no LLM-6oty
3amanne. ChopMyarpoBaTh MpaBUia KOPPEISLUH Ui TUIOBBIX coObITHii M -cepBuca,
CBIMUTHPOBATH MHUMUACHT U MOJATOTOBUTH OTYET IO CTAHAAPTHOM CTPYKTYpE.

Cnarts. [IpaBuna/zanpockl, OT4ET 00 MHIIHICHTE.

Komnerenmun. 11K-4.1; I1K-4.2; ML-5.3; AL S-1.1.

JIP-16. UToroBblii MUHM-TIPOEKT: 3alMIIEHHBIH RAG-uaT-60T

3amanue. PeanmuzoBats nmpototin RAG-60Ta ¢ ¢punbTpainueil KOHTeHTa, Bepr(uKannei
LUTAT, )KypHAJTTUpOBaHUEeM U 0a30BbIMHU guardrails; mpoBeCTH AEMOHCTPALIUIO U CAMOAYIUT.
Cnatb. Kon/manudectsi, nemo-suaeo (10 3 MuH), OTYET 10 6€30MaCHOCTH.

Komnerenmun. ML-5.1; ML-5.2; ML-5.3; AL S-1.1; AI S-1.2; IIK-4.3; YK-3.1.

Ilpumep nabopamopnoii pabomaul
Jlabopamopuas paboma Ne 2: « Kpunmonpumumuest u TLS-kongue: xew/noonucv/uugpposanue,
cepmuguxkamol»
Tema. IIpakTuka 6a30BbIX KPUNITOIPUMUTHUBOB M HACTpOMKa 3anIEHHOr0 KaHana cBsi3u (TLS)
JUIs yueOHOTro cepBuca.

Lenv

OcBouTh XemupoBaHUE/MOINUCH/IUPPOBaHIE HA MPHUKIAJHBIX IPUMEpPaX U KOPPEKTHO
HacTtpouTh TLS-coenunenue (kimouu, cepTuUKaThl, mudpocuites, MpoBepKa).

Obopyoosanue u 110
IIK (Windows/Linux), OpenSSL, mto6o#i nmokampHBIN BeO-cepBep (nginx/Apache) wmm
npoctoe npunoxenue Ha Python/Node.js, Wireshark (mo xemnanuro).

HUcxoonwvle oannvie
TekcroBeiii  ¢ain  (>1Kb) mis  geMoHcTpamuu — Xemia/MOAMKMCH;  JIOKAJTbHBIN
DNS-anuac/localhost mst TecToBoro cepsepa.

3aoanue

1. Xem-dyukmuu. Berauciute SHA-256/512 ot wucxomnoro (aita; mokas3aTh
YCTOMYMBOCTH K MaJIbIM U3MEHEHUM (OUT-(IInI).

2. ludposas moamuce. CrenepupoBath napy kiwouei (RSA wim ECDSA), noanucathb
¢aiin u npoBepuTh NOANKUCH. OOBSICHUTD Pa3HUILLY «IOAMUCH VS. Xe vs. HMAC».

3. Cummerpuynoe mudpoBanue. 3amudpoBats ¢aitn anropurmoM AES-256-GCM,
KOPPEKTHO COXpaHUTh/TiepenaTh [V 1 Ter ayTeHTUYHOCTH; paciiu(poBaTh U CBEPUTh.

4. TLS-ceptudukar. Boimyctuth self-signed ceptudukar (v depe3 nokanbHbiii CA),
Hactpouth TLS Ha yueGHOM cepBepe.

5. IIpoeepka coenuuenus. C momoipto openssl s client mpoBepuTh IEMOYKY, BEPCHIO
IIPOTOKOJIA, HA0OP MU(POB; MPOJEMOHCTPUPOBATh OTKa3 OT ci1adbIx mudpos u TLS <1.2.

6. HaGOmomenme pyxonoxxatust (onuuoHanmbHO). CHATH pcap M OTMETUTH
ClientHello/ServerHello, BeiOop mugpa, 0OMeH KiarouamH.

7. bezonacHas koHpurypamnus. Kpatko o60cHOBaTh BbIOpaHHbBIE KpuBBIE/IMIM(pocuites,
napameTpsl session resumption/OCSP stapling (ecnu npuMeHHMO).

Ilopsioox evinonnenus

1. IToaroToBka cpeibl U KJIFOUEBBIX MaTepHasoB.
2. Oneparnuu xeu/moAnucy/mmdposanue.

3. Beimyck ceptudukara u Bkiodenue TLS.

4. IIpoBepka u pukcanus aprehakToB.



5. Utoru u pekoMeHaaluu.

Konmponvnvie éonpocoi

1. Yem otmmuatrorcst SHA-256, HMAC-SHA-256 u nudposast moanucs?

2. Kak ob6ecnieunBaercst PFS 8 TLS 1.2/1.3 u moueMy 310 BaxHO?

3. Uro Bxoaut B mpoBepky ceprudukarta (CN/SAN, cpok, nemnodka, 1oBepue)?

4. louemy HeGe3omacHbl ycrapenmme mudpocuites (RC4/3DES), u kak ux 3arnpeTuTs?
5. 'me XpaHUTh MpHUBATHBIC KIIOYX M KaK OPraHU30BaTh UX POTAIUIO?

Omuém

1. Ilens/cpena.

2. KoMaH[Ipl/CKPHUIITEI ¢ KOMMEHTAPHUSIMH.

3. Aptedakrtbl (xemr-3HadeHus, noanucH, mudpotekct/IV/itags, ceprudukar/koHdpwr,
BBIBOJ S_client, pcap-¢dparMeHThI).

4. Utoru n pexkoMeHanuu no hardening.

Kpumepuu npuéma

3aureHo. BpInoyiHEHb! BCe MyHKTHI 3a1aHus; TLS HacTpoeH n npoBepeH; NpeICcTaBIeHbI
KIIIOUEBBIE apTePaKkThl U KOPPEKTHO MHTEPIPETUPOBAHBI; OTUET CTPYKTYPHUPOBAH.

He 3aureno. OtcyrcTByeT n1000i 00s13aTeNbHbIN mIar (Hamp., BepuuKaus MOANUCH
niu nposepka TLS), omunOku B KoH(GUTYypaluy, HET OTYETA WM apTe(PAKTOB.

3ayeTHO-IK3aMEHAIMOHHbIE  MaTepHAJIbl sl NPOMEXKYTOYHOIl  aTTecTamuu
(3x3amen)
Ilpumepwvt 6onpocos 011 n0020MOBKU K IK3AMEHY
1. Tpuanma CIA u pUCK-OpHEHTUPOBAHHBIN MOJXO: aKTHBBI, HAPYITUTEIN, MaTPUIIA
impactxlikelihood.
2. Kpunronpumutusbl st umkeHepa: xem, HMAC, nudposas noanuce; oTandue
«roamuck vs. xem vs. HMACy.
3. TLS 1.2/1.3: pykonoxarue, PFS, BpiOop mudpochloTOB; MoYeMy OTKIHOYAIOT
yCTapeBIINE aJrOPUTMBI.
4, Ayrentudukamus u goctynm: RBAC vs. ABAC, MFA/TOTP; npuHuumb
XpaHEHUS U POTALIMH CEKPETOB.
5. Secure SDLC / DevSecOps: SAST/DAST/SCA, cekper-CkaH; «KpacHas JIMHHUSI) B
CI/CD u noporu «fail the build».
6. CeteBoil mepumerp u MoHHUTOpHHT: cermeHTanus, WAF/IDS (Suricata/Zeek),
KypHAJIUPOBAHHUE U TPACCUPOBKA.
7. KonreitHepHas u o0OiayHas 0€30MacHOCTh: MHHHMMAJbHBIE 00pa3bl, NON-root,
nosiutuka o0pas3oB; IAM least privilege, cermenranus cetu, KMS-mudpoBanue.
8. OWASP LLM Top-10: LLMO1-LLMO04 (prompt-injection/jailbreak, insecure
output handling) u 6a3zoBsie guardrails.
9. RAG-yrpo3sl:  poisoning/[UkaMMUHTI,  3amMTa  UHAeKca/BekTopHo Bl
BepUUKaIUs [TUTAT.
10. NIST Al RMF 1.0, ISO/IEC 23894: na3naueHue, aptedakTbl COOTBETCTBHS,
CBSI3b C ayJIUTOM.
11. UHUMaeHT-ME@HEDKMEHT:  00si3aTeNbHbIE COOBITHS JIOTUPOBAHUS, KOPPENsIus,
CTPYKTYypa UHIIHICHT-PETOPTa.
12. Threat modeling st MM-cepBuca: STRIDE/LINDDUN, npuoputusamus Mep.
Ilepeuens komnemenyuit (vacmu KomMnemenyuu), NPOGEPAEMbIX OUEHOUHBIM CPEOCHBOM:
YK-3.1; 11K-4.1; T1K-4.2; TIK-4.3; SS-1.1; SS-3.1; LC-1.3; ML-5.1; ML-5.2; ML-5.3; Al S-1.1;
Al S-1.2.



B pamkax noAaroToBKH K 3K3aMEHY CTYJEHThI BBIIIOJHSAIOT B KOMaHAax OT 2 JI0 3 4eloBEK
IIPOEKT, COCTABJICHHBIN HA IIPUMEPE 3a7a4 UHyCTPUAIIBHBIX IAPTHEPOB

1. ITpoekr 1. DevSecOps-naiimnaita ¢ «kpacHoi muHuei» oezonacaoct: SAST/DAST/SCA,
secret-scan, mopor# critical/high = fail, or4ér u ruian pemenuanum.

2. IIpoekT 2. ObnauHas/KoHTeHEpHAs 0e30MacHOCTh yaeOHoTo cepBuca: [AM least privilege,
cermeHTanus cetu, KMS-mmdposanue, monuruka oopa3os, MpoBepKa
KYpHaIMPOBAHHUS/ATEPTOB.

3. IIpoexr 3. 3amura LLM/RAG-060Ta: guardrails, kaHapeedHbie TPOBEPKH, METPUKH yCIIeXa
aTak JI0/TIocIie, ayIUT U BepuUKaIUs ITUTAT.

PeanbHble BapUaHTbI TEM MHAYCTPHAJIBHBIX HapTHEPOB

1. MAO «Co6epbank» — «Security-gate g CI/CD y4eoHOro Bed-cepBuca». Semgrep
(SAST), OWASP ZAP Baseline (DAST), Trivy/Grype (SCA/SBOM), secret-scan; apredaxTsl 1
noporu «fail the buildy.

2. 000 «ABA JIAB» — «KLLM/RAG-60T1: guardrails, kanapeiiku 1 BepuuKanus [uTaT»:
yek-1ucT o OWASP LLM Top-10, kanapeeuHbIe 3a1TpOChl, CHUKEHHUE JT0TM He0E30TacHBIX
OTBETOB.

3. 000 «Cesa3bPecype-Kydanb» — «Ob1ako u ceTh: IAM, cermenTanus u 6a30Bb1ii SOC»:
IAM least privilege, VPC/SG/ACL, Bxmouenne KMS-mudposanus, 6azossie npasmia [IDS u
WHITUICHT-PETIOPT.

4.2 MeToan4yeckne MaTepuaJibl, onpeaejasole Npoueaypbl OUeHUBAHUS 3HAHMI,
YMeHHH, HABbIKOB M (WIH) ONbITA [AeATEJbHOCTH, XAPAKTEPHU3YIOLIMX 3TalbI
¢dopmMupoBaHUs KOMIIETEHIN I

Metoanyeckne peKOMEHIAlUM, OMNpeJe/siiolie NPoUeAyPbl OLEHHMBAHUS Ha
IK3aMeHe:

[Ipouenypa nmpomMeXyro4HOW aTTecTaly MPOXOIUT B cOOTBeTCTBUH ¢ [lonoxkeHuem o
TEKyIIeM KOHTPOJIE U MMPOMEKYTOUHOH aTTecTanuu odydamuxcs PI'BOY BO «Kyol'Vy».

Urorosoit (opmoit KOHTpOs cHPOPMUPOBAHHOCTU KOMIIETEHIUMH Yy OOYYarOIIUXCS IO
JUCLMIUIMHE sBIsETCS dKk3ameH. CTyIneHThl 00s3aHbl cOaTh HSK3aMEH B COOTBETCTBUU C
pacrnucaHueM U y4eOHBIM TUIaHOM.

OOC mnpoMeKyTOYHOM AaTTeCTallud COCTOUT U3 3a/laHuil U Pe3ybTaTOB TEKYIIETro
KOHTPOJISL.

dopma NpoBeACHUS SK3aMEeHa: MUCbMEHHO.

[IpenogaBaTento MpenoCTaBisieTcs MPaBO 33JaBaTh CTYACHTaM JIOTIOJHUTENbHBIC
BOIPOCHI 10 BCEH yueOHOM MporpaMMe AUCIUILITHHBIL.

Pesynbrar cnaum sK3aMeHa 3aHOCUTCA MPENoJaBaTENeM B IK3aMEHAIIMOHHYIO BEJOMOCTh
Y 3a4ETHYIO KHHXKKY.

OueHuBaHuE YpPOBHSI OCBOEHHS JAMCIMIUIMHBI OCHOBBIBAETCS HA KAYECTBE BBINIOJIHEHUS
CTYJIEHTOM 3a/IaHUi TEKYIIEro KOHTPOJIS U MPOEKTA.

Kpurepun onenkn:

OneHuBaHue YpOBHS OCBOEHHUS IUCLMIIIIMHBI OCHOBBIBAETCS HA KAdyeCTBE BBINOJHEHUS
CTYIAEHTOM 3aJJaHUH TEKYLIEro KOHTPOJII M IIPOEKTa, a TAK)XKE Ha pe3yabTaTax MHCbMEHHOTO
sk3ameHa. [lpumensiercs OanbHO-peiiTuHroBas cucrema B joruke PIIJ[ XKyxka (50 Ganios 3a
CEMECTp: MOCEUIAEMOCTb JIEKIUN — 10 5 0.; MOCemaeMocTb 1a00paToOpHbIX — 10 5 0.; 3ammra
JIP — no 32 6.; midterm-artectanus — 10 8 6.). B cepenune cemectpa NpoXoauT aTTecTalus;



CTYICHT aTTECTOBAH, €CJIM HAMKCcal MICHMEHHYIO pa00Ty Ha OLEHKY «3» W BBINIE W HAOpa
>15 6. K MOMEHTY aTTecTallud. MexaHu3M JIOIycKa K PK3aMEHY: K KOHITY 3a4€THOU HeIenu
CTYICHT JIOJDKEH MMETh arrectanuio «3» u Beitne u >30 0. 3a paboty B cemectpe. [lepeBon
6amioB: 35 0. — «3», 40 6. — «4», 45 6. — «5». DTa olleHKa YYUTHIBACTCS HA YK3aMEHE KaK
OJIHA U3 YETHIPEX/TISATH COCTABIISIONIHX.

Hroro Ha sx3amMeHe cTyaeHT noirydaet: (1) ouenky 3a paboTy B cemectpe (10 perTuHry), (2)
OIICHKY 3a MPOEKT (3amuTa Keiica), (3) oneHky 3a arrecraruio (midterm), (4) MTUCHMEHHBIN
OuJIET: ABa OTBETA, YUYUTBHLIBACMBLIC KaK ABC OTACJIbHBLIC OLICHKH. Breraucnsaercs CpeaHcee
apu(pMeTHYECKoe, OKpYyIJIeHHE — IO MpaBmwiaM Kadeapbl. Bo3MoxkHa IOMOJHUTETHHAS
6CCCI[a/I[OH. 3aJaHus 110 JUCHUIIJIIMHE JJIA ITOBBINICHUA OLICHKHU.

Memoouueckue  pekomenoauyuu,  onpeoenAwOuiue  nNPoyeoypvl - OUEHUBAHUS
aadopamopuvix padom:

[Iponienypa oneHuBaHUS JTA0OpPATOPHBIX PabOT TMPOXOJUT B COOTBETCTBHHU C
[TonoxxeHnem o TeKyIIeM KOHTPOJIE U TPOMEKYTOUHOM arrectanuu oOydatomuxcs GT'BOY BO
«KyOoI'V».

[To xaxxmo#t nmabopatopHoil paboTe opopmisiercs oTdeT. OTUETHI CAAIOTCS Ha MPOBEPKY
PYKOBOJHUTENIO B TEYCHHE Kypca MO Mepe WX BBHINOJHEHHUS, W 3alIHUINAIOTCS CTYICHTAaMU B
YCTaHOBJIEHHOM MOPSJIKE.

[Ipu 3amuTe oT4eTa CTYACHTY MOTYT OBITH 3a/1aHBI BOIIPOCHI U JOTIOTHUTEIIbHBIC 3a/IaHUS
0 CyTH J1a0OpaTOpHOIl paboOThl, B TOM YHCII€ U3 CIHCKA KOHTPOJBHBIX BOMPOCOB K JaHHOMN
naboparopHoi padore. [Ipy HEyIOBIETBOPUTEIHHOM OIIEHKE 3HAHUMA CTYACHTA IO TEME JAHHOTO
OTuYeTa, CTYJIEHT BO3BpAIllaeTCsi K IMOBTOPHOMY M3YYEHHMIO COOTBETCTBYIOLIMX MaTEpHAaOB,
MOCJIe Yero JOMYyCKaeTcsi K MOBTOpHOM 3amurte. HeynoBiIeTBOPUTENHHO BBINOJHEHHBIH OTYET
Tak)Ke BO3BpaIllaeTcs Ha JOPadOTKYy.

OT4er OJDKEH COJep’KaTh 3aroJioBOK, TeMy JjabopaTopHOi paboThl, Ledb, 3aJaHUE,
WHIUBUAYAIbHYIO TEMY, ONHCAHHE XOJa BBIMOJHEHUS pPAa0OThI, HEOOXOTUMbIEC NPUKIIAJIHBIE
MaTepuanbl (CXeMbl, MaKeThbl JOKYMEHTOB M T.Nl.), B COOTBETCTBUM C TpPeOOBaHUSIMH K
COJIep’KaHHUI0, U BBIBOJIBI IO paboTe.

OneHouHble CpeACTBa Ui WHBAJIMAOB M JIMII C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU
3JI0pPOBbSI BEHIOUPAIOTCS C YUETOM MX MHAUBUAYAIBHBIX ICUXO(U3UUECKUX 0COOEHHOCTEH.

— Opu HEOOXOJUMOCTH HWHBAIMAAM U JIMLIAM C OrPAHUYEHHBIMHU BO3MOKHOCTSIMH
3JI0pPOBbS IIPEIOCTABIIACTCS JOMOJHUTEIBHOE BpeMs IJIsl IOJrOTOBKU OTBETA HA SK3aMEHE;

— MpU MPOBEICHUU MPOLIETYPhl OLICHUBAHUS PE3yIbTATOB 00yYEHUSI MHBAIUJIOB U JIUIL C
OTPaHUYEHHBIMU BO3MOXHOCTSAMU 3/I0POBbS MPEAYCMATPUBACTCS HCIOJIb30BAHNE TEXHUUYECKUX
CPEICTB, HEOOXOAUMBIX UM B CBSI3H C UX UHIUBUAYAIbHBIMU OCOOCHHOCTSMU;

— IIPU HEOOXOAUMOCTH I 00YUaIOIIUXCS C OTPAHMYEHHBIMUA BO3MOXHOCTSAMU 310POBbSI
W WHBaNUAOB TMpOLEAypa OIEHHBAHMUS PE3YyJIbTaTOB OOyUeHHUS MO JUCHUILUIUHE MOXKET
MIPOBOJUTHCS B HECKOJIBKO 3TAIOB.

[Ipouenypa oluieHMBaHUs Pe3yIbTAaTOB OOYUEHUS WHBAIUAOB U JIUIl C OTPAHUYECHHBIMH
BO3MOHOCTSIMU 3[I0OPOBBS IO JUCIUILTUHE MpeaycMaTpUBaeT MpeaocTaBieHne nHGopMaIuu B
(dbopmMax, aTanTHPOBAHHBIX K OTPAHUYEHUSAM UX 3J0POBbS M BOCIIPUATHS WH(OPMALINU:

Jlyis U1 ¢ HapyIIeHUSIMH 3PEHUS

— B IIe4aTHOU opme yBeTHYeHHBIM IpUdTOM,

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA.

J7is 11 ¢ HapyIICHUSMHU CTyXa:

— B reyatHoi (opme,

— B JopMe PIEKTPOHHOTO JTOKYMEHTA.

Jljis TUI1 ¢ HapyIIEHUSIMH OTIOPHO-BUTATENILHOTO anmnapara:

— B re4atHoi ¢opme,

— B JOpMeE AIIEKTPOHHOTO JIOKYMEHTA.



I[aHHBH‘/JI MNEpCUCHb MOXKCT 6BITB KOHKPCTU3UPOBAH B 3aBUCHMMOCTU OT KOHTHHICHTA
00yJaromuxcs.

4.3. Meroauyeckue yKa3aHUs 10 OPraHM3alU¥  BbIYUCIHUTEJIbHOH
HHPPACTPYKTYPHI

YciaoBust NpUMEHEHHS

- Kypc paccunran Ha cTyneHToB 4 Kypca.

- Hanuume nepcoHanbHBIX KOMIIBIOTEPOB HWJIM HOYTOYKOB C YCTAHOBJICHHOM
ornepanroHHo# cuctemoit Linux (pexomenayercs Ubuntu 22.04+) mu6o Windows ¢
MOIIEPIKKON BUPTYAITN3aIINH.

- Hanmume ycranosnenHoro unrepnperaropa Python Bepcun 3.9+ u 6a30BbIx
WHCTPYMEHTOB pa3pabOTKH.

- Jloctyn k cpenctBaM BupTyanusanuu 1 koureiHepusanuu (Docker, Docker Compose), a
TaKXe K TeCTOBbIM 00sayHbIM pecypcaM (Yandex Cloud, uHble yueOHbIE aKKayHTBI).

— Bo03MOXHOCTH NCTIOJIB30BAHUS YAATIEHHBIX BRIYHUCIUTEIBHBIX PECYPCOB U BUPTYaTbHBIX
MaIlIHH, TPEI0CTABISIEMbIX HHIyCTPUAIBHBIME MApTHEPAMH, B TOM YHCIIE IS
BBITIOJIHEHUS JTaOOPaTOPHBIX paboT Mo ceTeBoit, o0iaunoi u M-6e3onacHocTH.

Lesn, 3a1a4n 1 0:kuIaeMble pe3yabTaThl:
enn:
— ObecreynTh €MMHOOOPA3HYIO M KOHTPOJIUPYEMYIO YUEOHYI0 HHPPACTPYKTYPY AJIs
BBITIOJTHEHUS JTa00PATOPHBIX PabOT MO 6€30MacHOCTH MH(DOPMAITMOHHBIX CHCTEM.
- CdopmupoBath y 00yJarOImuXcs MPaAaKTHUIECKHE HAaBBIKA PAOOTHI C HHCTPYMEHTAMU
3allUThl, aHAJIM3A YSI3BUMOCTE, MOHUTOPUHTA U ayIUTa.

3anayu npenogaBaTeIsi:

— TloaroroBka METOIMYECKMX PEKOMEH AN 0 Pa3BEPTHIBAHUIO YUEOHBIX CTEHIOB
(JIOKQJIBHBIX, BUPTYAIBHBIX U OOJAYHBIX ).

- Hacrpoiika 6a30BbIX 11a0JI0HOB JJAOOPATOPHBIX OKPYKEHHH /I padoT 110
kpunrorpadguu, cereBoit 6ezomacHoctu, Secure SDLC, koHTelHHEpHOUN 1 001auHOM
0€30MacHOCTH.

—  @®opmMupoBaHUE TUIIOBBIX KOHGUTYpALUi I BOCIPOU3BOAUMBIX SKCIIEPUMEHTOB B
obnactu Ub u 6e3onacuoctu MM-cucrem.

O:xunaembie pe3yJbTaThl CTY/AE€HTOB:
-~ YMeHHe caMOCTOSTEIbHO pa3BOpaYNBaTh U HACTPauBaTh y4eOHBIN CTeH A7 3a7a4
MH(POPMAITMOHHOM 6€30MacHOCTH.
— HaBbiku paGoThl ¢ HHCTPYMEHTAMHU KYPHAIUPOBAHUS, CKAHUPOBAHUS YSI3BUMOCTEH,
KOHTPOJIS IOCTYIIa ¥ aHAJIM3a WHIHICHTOB.
— TloHumaHue NPUHIMIIOB MOCTPOCHUS AU IIEHHON BRIYUCIUTEILHOU HHPPACTPYKTYPHI
1 0€30MaCHOTO BRIYUCIUTEIHHOTO MPOIecca.

IHopsaaok peaau3anmnu:
Hacrpoiika okpyxeHus:

- JIna nokanbHOM paboThl: Hcnosb30BaHKue Linux-cuctemsl ¢ ycraHoBlIeHHbIME Docker,
OpenSSL, Git, Python, a Taxke cpeacTBamu aHanu3sa 6e3omacHoctu (Semgrep, Trivy,
OWASP ZAP B yueOHOM pexume).

- Jna ynanénHoii n 061aunHoi paboThI: MOAKIIOUYEHUE K BUPTYAIbHBIM MAIIMHAM C
IIPEIHACTPOEHHOU ceTeBo n3omsanuei, [AM-posissMu 1 )KypHalnMpoOBaHUEM.

- Jlns 3amad o 6ezonacHoctu MH-cucteM: ncnonb3oBanue TecToBbIX LLM-cepBHUCOB 1
RAG-cTeH10B ¢ BKIIIOYEHHBIM JIOTHPOBAHUEM U OTPAaHUUYEHHUSIMH JOCTYIIA.



HIa6/0ub1 padoT:

TunoBas cTpykTypa 1a00paTOPHOTO CTEHAA:
Omnwucanue yueOHOTO CepBUCA WM CIICHAPHS
Mojienp yrpo3 u akTUBOB
Kondurypanus nappactpykTypsl
Hacrpoiika cpeacts 3aniuTsl
[IpoBeneHne IKCIIEPUMEHTOB (ATaKH/TIPOBEPKH )
AHanus pe3ynbTaToB U BbIBOIbI

ok wnE

Ilopsinok npoBepKN KOPPEKTHOCTH:
UYek-mucT paboTOCIIOCOOHOCTH OKPYKEHUS:
—  JIoCTYIHOCTbH BUPTYaJbHON MAalIMHbI WJIM KOHTEHHEPHOTO OKPYKEHUS
- KoppekrtHas paboTa ceTeBbIX HHTEP(HENHCOB U CEPBUCOB
- Hanuuue xxypHasioB u apreakToB 6€301aCHOCTH
- OtcyTrcTBUE KPUTHUYECKUX OIIMOOK MPH BHIIOJHEHUH 0a30BbIX CIIEHAPUEB 3ALUTHI U
TECTUPOBAHUS

4.4. MeToanuyeckue yKasaHus 10 OPraHu3anum JJadopaTopHbIX pador

YciaoBusi NpUMEHEHHS
e Hanwune y oOy4arommxcsi HAICTpPOSHHOTO y4eOHOTO CTEH A HIJIA IOCTYIa K 0OJaqHBIM

pecypcam.

e JlocTynm K METOIUYECKUM MaTepHuaiam, CIICHapUsM J1Ja0OpaTOPHBIX padOT U mabioHaM
OTYETOB.

e Hcmonw3zoBanue cucteMbl KOHTPOJIst Bepeuid (Git) st pukcanuu KoHpUrypanuii u
pe3yabTaToB.

Hean, 3a1a4n U 0KUIaeMble pe3yJibTaThl:
Henan:
e 3aKpenuTh TEOPETUUECKUE MOJIOKECHHS TUCIHUILTUHBI «be3onmacHoCTh MHPOPMAITMOHHBIX
CHUCTEM» Ha MPAKTHYECKUX IMPUMEpax.
e CdopmMupoBaTh HaBBIKH aHAJIU3A YTPO3, HACTPOWKHU CPEJICTB 3aAIUTHI U OIICHKUA PUCKOB.

3anayu npenojgaBaTeIsi:
e PaszpaboTka 1abopaTOpHBIX padOT, OTPAKAIOIIUX KIFOUYCBBIC pa3/eiibl JUCIUIUTHHEL: 1B,
Secure SDLC, o6naunas u M-6e30macHOCTb.
e [loaroroBka yueOHBIX KEHCOB, MPUOIMKEHHBIX K PEAIbHBIM CIICHAPUSM DKCILTyaTalluu
HC.
e Opranuzanus Ipoieaypsl IPOBEPKH OTYETOB U 3AIIUTHI TAOOPATOPHBIX PaboT.

O:xupaembie pe3yJbTaThl CTYACHTOB:
e YMeHMe NpUMEHSTh CPEJCTBA 3alIUThl M aHaIN3a 0€30MaCHOCTH Ha MPAKTHUKE.
o HaBbIlku uHTEpIpeTaMM PE3YJIBTATOB CKAHUPOBAHUS, )KYPHATUPOBAHUS U
TECTUPOBAHUS.
e CnocoGHOCTh 0(OPMIIATE OTUYETHI U APTYMEHTHPOBATh MPUHSATHIE perienus no 1b.

IHopsaaok peaau3anmnu:
IInan 1aboparopHbIX padoT:

JIP1: TTonutrka 6€30MaCHOCTH ¥ MOJIEINb YIPO3
JIP2: Kpunrorpadudeckue npuMutuBsl 1 TLS



JIP3: AyrenTudukaus, KOHTPOJIb JOCTYIA U CEKPETHI

JIP4: XKypuanupoBaHue 1 MOHUTOPUHT UHIIMJICHTOB

JIPS5: CereBas Ge3omacHocTh 1 IDS

JIP6: Secure SDLC u ananus ys3BUMoOcCTEN

JIP7: KonrelinepHasi 6€3011aCHOCTh

JIP8: Obnaunas 6ezomacHocts U [AM

JIP9-15: besomacnocts MH-cucrem, LLM u RAG

JIP16: Utorossiit Munu-nipoekT 1o 3auure MC umu M-cepBuca

IIpumep unauBuAyaabHoOro 3aaanus (JIP4):

3agaua: HacTpouTs )XypHaIMpOBaHUE YU€OHOTO CEpPBHCA, BBISBUTH M MPOAHATU3NPOBATH
MPU3HAKN MHIUAEHTA 6€30MaCHOCTH

Kpurepuu oneHKH: NoIHOTA JIOTUPOBAaHUS, KOPPEKTHOCTh aHaIN3a, 000CHOBAaHHOCTDH BHIBOJIOB

KoHnTpoJsibHbIE BONPOCHI:
- Hasnauenwue xxypranupoBanus B b
—  Tunsl coOpITHI 6€30MTACHOCTH
— Poub 10r0B NpH paccieoBaHUM HHIUACHTOB

Kpurtepun ouenku:

3a4TeHO0: BCe ATalbl BBIITOJHEHBI KOPPEKTHO, BBIBOJIBI API'YMEHTHPOBAHBI.

He 3auTeHo: nonynieHs!l NPUHIMIHAIBHBIE OIIMOKH WM OTCYTCTBYET IOHUMAHNE MEXAHU3MOB
3aIUTHI.

4.5. MeToanueckue yKa3aHusl 110 OPraHU3alMH MPOEKTHOM
AeSITeJIbHOCTH CTYACHTOB

YcaoBusi npuMeHeHMsI:
- Kypc paccuntan Ha cTyneHTOB 4 Kypca.
- Tpymo€mkocTb nMpoekTHOM paboThl - 10—15 yacoB Ha KomaHy.
— Hannumne 6a30BbIX HABBIKOB aIMUHUCTPUPOBAHHUS, TPOTPAMMUPOBAHNUS U IOHUMAaHUS
ocHoB Ub.

Hean, 3a1a4n U 0kuaeMble pe3y/ibTaThl:
Henn:
- IlpumenuTb 3HaHUSA 110 6€30MACHOCTH MH()OPMAITMOHHBIX CUCTEM JUIS PEIICHUS
KOMILJIEKCHOTO MPAaKTUYECKOIo Keiica.
- CdopmupoBaTh HaBBIKM KOMaHIHOW paOOTHI M PUCK-OPUEHTUPOBAHHOTO TI0IX0/1a.

3agaum npenogaBartes:
- @®opMHUpPOBaHUE TEM IIPOEKTOB, COOTBETCTBYIOLINX pa3JesiaM JUCLUILIMHBI U YPOBHIO
oOyJaronuxcs.
— TloaroroBka TeXHMYECKHMX 33aHUI C YETKMMU KPUTEPUIMHU O€30IaCHOCTH.
- Opranuzanys npoMeXyTOYHOTO ¥ HNTOTOBOTO KOHTPOJIS.

O:xupaembie pe3yJbTaThl CTYACHTOB:
—  OnbIT MPOEKTUPOBAHUS U aHAIN3A 3AMIIEHHON HHPOPMAIIMOHHOMN CUCTEMBI.
— YMeHHe NIPe3eHTOBATh PE3Yy/bTaThl AYAUTA U NPEUIOKEHHBIE MEPBI 3aALIUTHI.
— HaBbiku xomanHo# paboTsl Hag Mb-ipoekTom.



Iopsinok peanu3auum:
IIpuMepsI NPOEKTOB:
- DevSecOps-naiinaiiH ¢ KOHTPOJIEM YS3BUMOCTEH
— 3Bamuménnas obmaunas HHPpacTpykTypa yaeOHOTO cepBuca
— Anxanu3 yrpo3 u 3amura LLM-gar-6ota
— IIpoekTupoBaHue CUCTEMBI KypHATHUPOBAHHS U pearnpoBaHUs Ha MHIIUCHTHI

l'[pnMep T3 nas npoekra «3amuménabiii LLM-601»:
Ornucarb apxXUTEKTYpy CepBHUCa
—  BBIOTHUTE MOJIETMPOBAHUE YIPO3
— PeanusoBarb 0a30Bble MEPbI 3AIUTHI
— IloaroroBuTh OTYET MO COOTBETCTBUIO TpeOoBaHusM b
- IlpencraBuTh pe3ynbTaThl B BUAE MPE3CHTALIMH

Kpurtepun ouenku:

3a4TeHo: IpoeKT COOTBETCTBYET T3, MpoAEeMOHCTPUPOBAHO OHMMaHue npuHunos 1b,
BBIBO/IbI 00OCHOBAHBI.

He 3auTeHo: npoeKkT He COOTBETCTBYET TPEOOBAHUAM WM OTCYTCTBYET ITOHUMaHUE
MIPUMEHEHHBIX Mep 0€30MacHOCTH.

Ilopsinok npoBepKH KOPPEKTHOCTH:
— CooTBercTBHE MPOEKTA TEXHUYECKOMY 3aaHUIO
— OO060CHOBaHHOCTb APXUTEKTYPHBIX U 3AIUTHBIX PEHICHUH
- KadecTBO OTUETHBIX MATEPHAIIOB U MPE3EHTAUU

5. IlepeyeHb OCHOBHOW M JONOJHHUTEJILHOW Y4eOHOIl JHUTEepaTyphbl,

HEe00X0UMOi1 1151 OCBOEHM S TN CIUILIMHBI (MOIYJIs1)
5.1 OcHoBHas JiuTEpaTypa:

1. Cunak, A. A.; Bacunenko, B. B.; Psokenxko, C. B. HWudopmannonnas 06e30macHOCTb.
Ou3nyecKkue OCHOBBI TEXHHUYECKHMX KaHAJIOB YTeukd HHGpopMmauuu: ydeOHoe mnocobue. —
Mocksa: [upekr-Memma, 2022. — 128¢c. — DOI: 10.23681/694670. — ISBN
978-5-4499-3327-0. — URL.: https://biblioclub.ru/index.php?id=694670&page=book (mara
obOpamenus: 25.08.2025).

2. I'punmenko, H. B.; UYedpanora, A. O.; VYpusckuii, A. B.; Anabuna, FO. . Cucrema
3amuTel uHGopMmaruu ViPNet: ygeOHoe mocoOue. 2-e u3z.; moxa pea. A. O. UedpanoBoil. —
Mocksa: JIMK [IIpecc, 2023. — 385c. — ISBN 978-5-89818-458-2. — URL:
https://biblioclub.ru/index.php?id=703655&page=book red&razdel=10487 (mata oOpameHus:
25.08.2025).

3. 3aitnes, A. I1.; Memepskos, P. B.; [llenynanos, A. A. Texuuueckue cpeacTBa U METOJbI
3amuThl MHMopManuu: ydeOHuk. — MockBa: ['opsiuas munus — Tenexkom, 2021. — URL:
https://biblioclub.ru/index.php?id=713902&page=book red (nata obpamenus: 25.08.2025).

4. BhuykoB, A. A. 3amura uadopmaiun : yaebHoe nocobue s By30B / A. A. BHykoB. —
3-e u3n., nepepad. u gon. — Mocksa : U3narensctBo IOpaiit, 2023. — 161 c. — (Bsicuiee
obpazoBanue). — ISBN 978-5-534-07248-8. — URL.: https:// urait.ru/ bcode/512268.

S. Hlernos, A. 0. 3amura nHpOpMaLUU: OCHOBBI TEOpUH : yueOHUK A By30B / A. 1O.
lernos, K. A. IlernoB. — Mocksa : M3garensctBo FOpaiit, 2023. — 309 c. — (Bricmee
obpazoBanue). — ISBN 978-5-534-04732-5. — URL: https://urait.ru/bcode/511998.

5.2 JlonoJiHUTEJIbLHAS JIATEpaTypa:



. Webb, G. I.; Hyde, R.; Cao, H.; Nguyen, H. L.; Petitjean, F. Understanding Concept Drift

[DnexkTpoHHBII pecypc]. — arXiv:1704.00362, 2017. — URL:
https://arxiv.org/pdf/1704.00362 (narta oOpamenus: 25.08.2025).

Machine learning-based detection of concept drift in business processes [DIeKTpOHHBII
pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s44311-025-00012-w. — URL:
https://link.springer.com/article/10.1007/s44311-025-00012-w (mata oOpareHus:
25.08.2025).

Adversarial machine learning: a review of methods, tools, and critical industry sectors
[DnekrponHsblii pecypc]. — SpringerLink, 2025. — DOI: 10.1007/s10462-025-11147-4. —
URL: https:/link.springer.com/article/10.1007/s10462-025-11147-4 (mata oOpaleHus:
25.08.2025).

A Comprehensive Guide to Explainable Al: From Classical Models to LLMs
[DmexTpoHHBII pecypc]. — arXiv:2412.00800, 2024. — URL:
https://arxiv.org/pdf/2412.00800 (mxara obparmenus: 25.08.2025).

Al Development Life Cycle: A Comprehensive Guide [OnexTponnsiii pecype] / SmartDev.
— URL: https://smartdev.com/ai-development-life-cycle-a-comprehensive-guide/ (nmara
obpamenus: 25.08.2025).

ATLAS — Adversarial Threat Landscape for Artificial-Intelligence Systems [DmexTpoHHBIH
pecypc] // MITRE. — URL.: https://atlas.mitre.org/ (nata obpamenus: 25.08.2025).

5.3. llepuoguveckue u3aaHus:
IEEE Transactions on Big Data — nayuHble cTaThu 1o 00paboTKe OOJIBIITNX TAHHBIX.
Journal of Big Data (SpringerOpen) — oTKpBITHI# *KypHA ¢ UCCISAOBAaHUSIMHU B 0OacT Big
Data.
Big Data Research (Elsevier) — mybmukaruu mo aHanusy, yIpaBIeHUIO U BU3yaln3allid
JaHHBIX.
Data Science Journal (CODATA) — M&KIUCIUTUTMHAPHBIE HCCIICAOBAHMS JaHHBIX.
ACM Transactions on Knowledge Discovery from Data (TKDD) — MeTo 161 H3BJICUCHHS
3HAHUU 13 OOIBIINX JaHHBIX.
https://openreview.net/forum?id=FMMF1a9ifL
https://openreview.net/forum?id=EIUrNM9U8c#discussion
https://openreview.net/forum?id=JoO6mtCLHD
https://aclanthology.org/2024.findings-emnlp.760/

10. https://aclanthology.org/2020.coling-main.588/

11. https://link.springer.com/chapter/10.1007/978-3-030-72113-8_30
12. https://link.springer.com/chapter/10.1007/978-3-031-42448-9 10
13. https://aclanthology.org/2024.findings-naacl.288/

5.4. UnTepHeT-pecypchl, B TOM YUCJIe COBPEeMEHHbIe Ipo(deccnoHaIbHbIE 0a3bl
AAHHBIX U HH(POPMALMOHHBIE CIIPABOYHbIC CHCTEMBbI

Onexmponno-oubnuomeyrvle cucmemsl (O5C):

1.
2.
3.
4.
5.

DBC «IOPAUTY https://urait.ru/

DBC «YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
OBC «BOOK.rux» https://www.book.ru

OBC «ZNANIUM.COM» www.znanium.com

OBC «JIAHb» https://e.lanbook.com

IIpogpeccuonanvuvie 6azvl OanHbIX

1.

2.
3.
4.

Scopus http://www.scopus.com/

ScienceDirect https://www.sciencedirect.com/

Kypuanst uznarenscrea Wiley https://onlinelibrary.wiley.com/
Hayunas snextponnas oudnaunorexa (HIb) http://www.elibrary.ru/



https://urait.ru/
http://www.biblioclub.ru/
http://www.book.ru/
https://znanium.com/
https://e.lanbook.com/
http://www.scopus.com/
https://www.sciencedirect.com/
https://onlinelibrary.wiley.com/
http://www.elibrary.ru/
http://www.elibrary.ru/

5. llomHOTEKCTOBBIE apXMBbI BEAYIIMX 3allaHbIX HAYUYHBIX )KYpHaJIOB Ha Poccuiickoit
wiargpopme HayuHbix xypaaaoB HOMKOH http://archive.neicon.ru

6. HamwonanpHast JNMeKTpOHHAss OuOMMOTEKa  (HOCTYNm K DJICKTPOHHOW  OMOIHOTEKe
nuccepraiuii Poccuiickoit rocymapereernoi ouomuoreku (PT'B) https://rusneb.ru/

7. Tlpesunpentckas oudnnoreka uMm. b.H. Enbriuna https://www.prlib.ru/

8. baza manapix CSD KemOpumxckoro nentpa kpuctamiorpadguueckux naaasix (CCDC)
https://www.ccdc.cam.ac.uk/structures/

9. Springer Journals: https://link.springer.com/

10. Springer Journals Archive: https://link.springer.com/

11. Nature Journals: https://www.nature.com/

12. Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols

13. Springer Materials: http://materials.springer.com/

14. Nano Database: https://nano.nature.com/

15. Springer eBooks (i.e. 2020 eBook collections): https:/link.springer.com/

16. "Jlexropuym TB" http://www.lektorium.tv/

17. VuuBepcurterckas nHpopmaimonnas cuctema POCCHUS http://uisrussia.msu.ru

Becnaiamuvie obpasosamenvhvle pecypcol
1. Jupyter Notebook — nHTepakTHBHBIC BHIYHUCIICHUS
2. Visual Studio Code — pemakrop koja ¢ moyiepxkoi Python
3. Google Scholar/arXiv — goctyn k Hay4HBIM TyOIHUKAIHSIM

Pecypcol c60600n020 docmyna

1. KubepJlenunxka http://cyberleninka.ru/;

2. AmepuKaHCKas maTeHTHas 0a3a maHHbIX hitp://www.uspto.gov/patft/

3. MuHucTepcTBO HAyKH U BhICIIEro oOpa3zoBanus Poccuiickoit denepanun
https://www.minobrnauki.gov.ru/;

4. denepanbubiii mopran "Poccuiickoe odpasosanue” http://www.edu.ru/;

5. Hudopmanmonnas cucrema "EauHoe OKHO A0CTyna K 00pa3oBaTeIbHBIM pecypcam”
http://window.edu.ru/;

6. Enunas xoiexmus nupoBbIx 00pa3zoBarebHbIX pecypcos hitp://school-collection.edu.ru/ .

7. IIpoext ['ocynapcTBEHHOTO MHCTUTYTA pycckoro si3bika uMeHu A.C. [lymkuna
"O6paszoBanue Ha pycckom" https://pushkininstitute.ru/;

8. CnpaBouHo-uHpOpManHOHHKIH opTan "Pycckuit s3eik" http://gramota.ru/;

9. Cauyx0a TeMaTHYECKHUX TOJIKOBBIX croBapeit http://www.glossary.ru/;

10. CnoBapu u sHImKIoneaun http://dic.academic.ru/;

11. OoOpa3oBarenbHblii mopran "Yueba" http://www.ucheba.com/;

12. 3akonompoekT "O06 oOpa3oBanuu B Poccuiickoit denepanuu". Bompockl u oTBeThI hitp://xn--
273--84d1f.xn--plai/voprosy_i_otvety

Cobcmeennvie snekmponnbie 0bpasosamenvHuvle u uHghopmayuonnvle pecypcol Kyol'y

1. DOmnekrponHsli Katanor Hayunoit 6nbanorexu Kyol'yY
http://megapro.kubsu.ru/MegaPro/\Web
2. DnextpoHHas bubnuoreka TpyaoB yueHbIx Kyol'Y
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6
3. Cpena MmoayabHOTO AMHaMU4eckoro ooyuenwus http://moodle.kubsu.ru
4. baza yueOHBIX MIIAHOB, Y4€OHO-METOMUECKUX KOMIUIEKCOB, MyOIUKAINi U KOH(DepeHIIHi
http://infoneeds.kubsu.ru/
5. bubnuotexa nHGOPMAIMOHHBIX pecypcoB Kadeapsl HHMOPMAIIMOHHBIX 00pa30BaTENbHBIX
texHozxorui http://mschool.kubsu.ru;
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https://www.nature.com/siteindex/index.html
https://experiments.springernature.com/sources/springer-protocols
http://materials.springer.com/
https://nano.nature.com/
https://link.springer.com/
http://www.lektorium.tv/
http://uisrussia.msu.ru/
http://cyberleninka.ru/
http://www.uspto.gov/patft/
https://www.minobrnauki.gov.ru/
http://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
https://pushkininstitute.ru/
http://gramota.ru/
http://www.glossary.ru/
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http://moodle.kubsu.ru/
http://infoneeds.kubsu.ru/
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6. DnekrpoHHbIi apxuB nokymentoB KyoI'Y _http://docspace.kubsu.ru/

7. DnexTpoHHBIE 00pa3oBaTelbHBIE pecypchl Kadenpbl WHGOPMAIIMOHHBIX CUCTEM U
TexHoJoruii B oOpazoBanuu KyOl'Y wu nHayunHo-merommueckoro sxypHana "LLHKOJIBHBIE
I'OAbI" http://icdau.kubsu.ru/
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2. Farzana Ahamed Bhuiyan and Akond Rahman. 2021. Characterizing co-located
insecure coding patterns in infrastructure as code scripts. In Proceedings of the 35th IEEE/ACM
International Conference on Automated Software Engineering (ASE '20). Association for
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6. MeToanueckue YyKazaHusi QA O0y4alIIUXCS IO OCBOCHHIO

AMCUMIIVIMHBI (MOIYJIS1)

B pamkax Kypca NpeaycCMOTPEHO NpPOBEACHUE JIEKIMOHHBIX 3aHATHH, HA KOTOPBIX
M3JIaraeTcs CHUCTEMAaTU3WPOBAHHBIA Marepuad Mo  pa3pab0TKe  KpOCCIUIaTPOPMEHHBIX
JECKTOIITHBIX HpHHO)KCHHﬁ. Ha JIEKIIUAX paccMaTpruBarOTCA OCHOBHBIC KOHIICIIIHNH,
COBPEMCHHBIC MOAXOJbl W HWHCTPYMCHTBI, HCIOJB3YCMBIC [JI1 CO3JaHUsA HpI/IHO)I(eHPlﬁ,
pa6OTaIOH_[I/IX Ha Pa3sjIMYHbIX OINCPAIMOHHBIX CHUCTEMAX. ITocne KaX(HOﬁ JICKOUHU PEKOMEHAYETCA
BBIIIOJTHCHHUE INPAKTHYCCKUX 3a,Z[aHPII>i IJId 3aKpPCIICHHUA HM3YYCHHOI'0 MaTtepuajla U OCBOCHHUMA
KJIFOUEBBIX TE€XHOJIOTHIA.

Ha6opaTopHHe 3aHATHUA HalpaBJI€HbI Ha IMPAKTHYECKOE OCBOCHHUE MCETOJOB H
WHCTPYMEHTOB Pa3pabOTKH KpocCCIIaTGOPMEHHBIX JECKTONHBIX NpWiIokeHud. B xone
J'Ia60paTOpHI>IX pa60T CTYACHTHI PCAIM3YIOT OCHOBHBIC KOMIIOHCHTBI IIOJIB30BATCIIBCKUX
uHTepdeiicoB, 00eCeunBaOT B3aUMOJCHCTBHE ¢ (ailIoBOM CUCTEMOMN, MCIONB3YIOT CPEICTBa
pIn) bt pa6OTbI C CeThI0 U 0a3zaMu JAaHHBIX. I[J'Iﬂ BBITIOJIHCHUA SaI[aHI/Iﬁ HCIOJIB3YIOTCA IOIYJISIPHBIC
(dbpeitMBOpKH U cpebl pa3paboTky, Takue kKak Qt, Electron wim aHaorudHele.

B camocTosTensHOI pa60Te CTYACHTaAM PCEKOMCHAYCTCA U3YydaTb O(bHHHaHBHYIO
JAOKYMCHTAIIUKO K BBI6paHHBIM Q)peﬁMBOpKaM U HMHCTPYMCHTAM, a TAKXKC JOIOJHUTCIIBHYIO
JIUTEPATYypPy MO IMPOCKTUPOBAHUIO U ONITUMU3AIIUUN JECKTOITHBIX HpI/IJ'IO)KeHI/II\/'I.

Baxxnoii 4actbio KypCa ABJIACTCA CaMOCTOSATCIIbHAA IMMPOCKTHAs pa60Ta, B paMKax
KOTOpOfI CTYACHT pa3pa6aTLIBaeT 3aBepI_I_IéHHOG KpOCCl’IJ’IaT(l)OpMeHHOC JACCKTOITHOC IMPUIIOKCHUC
JUIsL pellieHns KOHKPETHOM 3a/1auu (Keica), IpeasioxKeHHOM MHYCTpUaIbHBIMU MapTHEPAMU W
mpenoaaBaTeICM. I[OHYCKaeTCH BBIIIOJIHCHUC IPOCKTOB MHANBUAYAJIbBHO HJIM B KOMaHJax 10 3-x
YCIIOBCK.

Keiic Nel (ABA JIAB — Fastboard desktop-kJjneHnr):

3aganme: kpoccmiaropmennsiii desktop-kimuent (Qt/PyQt/GTK) mist ecTeCTBEHHO-S3BIKOBBIX
3anpocoB Kk Fastboard; Busyanmsaumsi otuéroB (Tabmuusl/rpadukn); skcnopr PDF/PNG;
nokanuzanus; peaussl noa 2 OC; maitmuaiin CI.


http://docspace.kubsu.ru/
http://icdau.kubsu.ru/
https://doi.org/10.1145/1321631.1321676
https://doi.org/10.1145/3417113.3422154

Munumym k 3auéry: Ul + Busyanuzanus + nokanuzanus + nakersl Win/Linux + apredaxTs
Cl.

Keiic Ne2 (Cesa3sPecypc-Ky6anb — desktop-reneparop 10KyMeHTOB):

3apanme: npuioxenue (TKinter/PyQt) c¢ mapamerpuueckoli GOpPMOM, MPEATPOCMOTP
DOCX/PDF, norupoanwe; nokanu3amusi; penmssl 2 OC; Cl-coopka.

Munumym K 3a4éTy: pabOTOCIOCOOHBIA MPEANPOCMOTP W IKCmopt; aBe coopku; CI +
WHCTPYKIIUS TTOJTb30BATEIIs.

I[JI?I CTYACHTOB C OI'PAaHUYCHHBIMU BO3MOXHOCTAMHU 3O0POBbA INPCAYCMOTPCHBI
AOMOJIHUTCIBHBIC WHAWBUAYAJIbHBIC KOHCYJIbTAIWH, HA KOTOPBIX IPEIOAaBaTCIIb HOI[pO6HO
Pa3BACHACT CJIOKHBIC aCTICKThI JUCHUIIJIMHBI, IOMOTacT aAallTUPOBATDL IMMPAKTUYCCKUC 3aaHUA U
oOecrieunBacT CHEIHMATBHBIC YCIOBUS JIII OCBOCHHS METOJOB pPAa0OTHI C CHCTEMaMu
HUCKYCCTBCHHOI'O HHTCJIJICKTA. HHI[HBHI[yaHBHBIﬁ moaxoJ TIO3BOJMACT TaKWM CTyACHTaM
MOJTHOLIEHHO YYacTBOBaTh B Yy4eOHOM TIpollecce M JOCTHTaTh TPeOyeMBIX pe3yJIbTaToOB
00y4eHusl.

7. MaTepuajbHO-TEXHUYECKOE o0ecTiedeHue Mo JUCIUNInHe (MOIYJII0)

Bupryansasie Mmammunbl, kiactep Managed Kubernetes u pecypcst GPU B o6Gnake
MpenocTaBisieTcs HHAYCTpuainbHbIM napTHepoM [TAO «Coepbank»:

Kou-
BO
No [IponykT [TapameTpsl poyKTa Kon-Bo xoud Ex. m3m.
urypa
i
Bupryansnas  Bupryanbnas mammuna 10% vCPU 2
1 wamnma  VCPU 4 RAM N
OC Ubuntu 22.04 1 116
Cucremubii guck SSD 1 It
10 I'o
Apenna nmyomuynoro IP 1 It
B Bupryansnas mammza ¢ GPU
“pTya“Lg;’{J NVIDIA® Tesla® V100 2 GPU 8 1 1 I
MattHa © vCPU 128 I'b RAM
OC Ubuntu_24.04 1 T
CucreMusblit guck SSD 1 It
2000 I'o
Huck SSD 1 It
4096 I'o
Juck SSD 1 LT
4096 I'o
Apenna nyonuysnoro IP 1 T

3 K8S Master node 8 vCPU 16 RAM 1 1 Ut



4

Worker node 10% nons 4 vCPU 32

RAM 5 It
Worker node SSD-NVME 64 I'o
Apenna myomuyusoro IP 1 116,
ML Inference
Instance Type  Bpems paGoTbl B MecsI] 40 1 |
GPU
Hucranc 8§ x NVIDIA® H100
NVLink PCle 160 vCPU 1520 GB 1 It
RAM
KomnuecTso 3anpocos k ML- 1 Mun.
MOJICIIM T
Koamr ML-mopeneit 160 o
) MnH.
LLM Toxenst GigaChat 2 Max 50 T
. M.
Toxenst Embeddings 400 T

HOHOJ‘IHI/ITeJ'IBHI)Ie O6J'Ia‘IHI)Ie pecypcm HpeJIOCTaBJ'ISIIOTCSI TECXHOJIOTHYCCKUM I'IapTHepOM
Yandex Cloud.

HaumenoBanue yueOHON ayaAuTOpHUH, €€ OCHAIIIEHHOCTh

Ne Bug pa6or
000py/I0BaHUEM U TEXHHUYECKUMH CPEICTBAMU OOyUCHUS
1. JlekimoHHbIe 3aHATUS | AyauTOopHs, YKOMIUIEKTOBAHHAs CIEeMATM3UPOBAHHOMN
MeOENTbI0 U TEXHUYECKUMU CPEICTBAaMU 00yUCHHUSI
2. JlaGopaTopHble 3aHATHS | AyauTopusl, YKOMIUIEKTOBaHHAs CIEeMATM3UPOBAHHOMN
MeOenbl0 M TEXHUYECKUMU  CPEACTBAMHU  OOy4YeHUS,
KOMITBIOTEPaMH, TPOEKTOPOM, IPOrpaMMHBIM 00ecrieUeHnEM
3. [IpakTnueckue 3aHsITHS | AyIUTOpUS, YKOMILJIEKTOBaHHAas CHeHUaTN3UPOBAHHOMN
MeOEIBI0 U TEXHUYECKUMU CPEJCTBAMH 00YUeHHUSI
4. I'pynmossie Aynuropus, YKOMILJIEKTOBaHHAas CHeHUaTN3UPOBAHHOMN
(MHIMBUTyaTbHBIC) MeOeNbl0 M TEXHHYECKUMU  CPEICTBAMU  OOy4YeHUS,
KOHCYJIbTaIlNH KOMITBIOTEPAMHU, TPOrPAMMHBIM 00ecTIeueHUEM
5. Tekymuii  KOHTpPOJIb, | Ayautopus, YKOMILIEKTOBAHHAs CIeLMaTM3UPOBAHHOMN
MIPOMEKYTOYHAS MeOenpl0 M TEXHUYECKMMH  CpeICTBaMH  OOyuyeHHS,
aTTecranus KOMITBIOTEpPaMH, IPOTrPAMMHBIM O00eCTIeYeHUEM
6. CamocTtosaTenbHas Kabuner st camocToATenbHOM pabOThI, OCHAIECHHBIN
pabota KOMITBIOTEPHOM TEXHHUKOM C BO3MOXHOCTHIO MOJKIIOUEHUSI K

cetu «MHTepHET», HPOrpaMMOil SKPaHHOTO YBEJIWYEHUS MU
00eCrneyeHHbI JOCTYIIOM B 3JEKTPOHHYIO HMH(pOpPMaIMOHHO-
00pa30oBaTeNIbHYIO CpeAy YHUBEPCUTETA.

pumeyanune: KoHkperuzauusi ayaiuTOpuii M HUX OCHAUICHHUE
onpeneasiercss OITOII.
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