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Pabouas nporpamma AUCIUIUINHEL «AIMIHUCTpUpoBaHue B Linux» cocTaBieHa B
COOTBETCTBHUU C (e/lepallbHBIM [OCY/IapCTBEHHBIM 00pa30BaTeIbHBIM CTaHAAPTOM
Boicmmero  obpazopanua (PI'OC BO) 0o HampaBIE€HUIO  IIOJATOTOBKH
01.03.02IIpuxmnaagHas MaTeMaTUKa 1 HH(GOpMaTUKA.

[Iporpammy cocTaBWI(H):
B.B. IlogkomsmH, xana. dis.-MaT. HAVK

A.C. IIpyTckuii, mpenojaBaTeib

TIOATHCE

PaGouas mporpaMma JUCIUIUINHEL «AJMIHICTpUpPOBaHUe B Linux» yTBepIkacHa
Ha 3acefaHuu kadeaprl MHGOPMAIUOHHBIX TEXHOIOTHIT IpoTokos Nel5 oT «14»
Mmas 2025r.

3apeayronuii xadeapoii (pazpadboTunka)
B. B. Ilogkomun

& TIO/ITHCh

Pabouas mporpamma oOcyk/ieHa Ha 3acefaHun Kadeapbl MH(OPMAIIIOHHBIX
TexHoJoruit mpotokon Nel5 ot «14» masa 2025r.
3apeayronuii kadeapoil (BLIMy cKaroITeil)

B. B. Ilogkomun

YTBepik/IeHa Ha 3aceJaHul yueOHO-MeToquueckol komuccun ¢axyinbTeTa
KOMITBEOTEPHBIX TEXHOJIOTHUH U MpUKIafHO MaTeMaTHK OpoToKoJ Ned oT «23»
mas 2025 r.
IIpencematens YMK daxyibTeTa
A. B. KoBasnenko

PenensenTtor:

Bermapsau M. E., IIpopexTop 1o yuedHoii pabote, KpacHojapckuii kooIepaTHUBHEIN
nuctutyT (minan) AHO BO  Ilenrpocoroza P® «Poccuiickuit yHIBEPCUTET
KOOoTIepalum»

Py6nor Cepreit Errenberuu, kaHAIIaT PU3NKO-MAaTEMATUUECKUX HAYK, JJOIEHT
kadeapsl MaTeMaTiaeckoro Mojenuporanus PIBOY BO «Kyol ¥V»



1 Ieau n 3agauu M3y4eHUs AUCLHUTLTHHBI (MO/TyJIs)

1.1 Ilesb ocBOEHHU ST M CIHILIHHbI

OCHOBHOI 1[EIbI0 AUCI[HIUINHBI SBJIIETCS H3y4YeHHEe IPHHIMIIOB H MeTOJ0B PaboThHI ¢
OTKPBITEIM IIporpaMMHBIM oOecriedeHHeM (Open Source), 3aKpelmiTh 3HAHHS CETEBBIX
TEXHOJIOTHII, padOThl CEPBEPHBIX M JECKTOIHBIX CHCTEM ceMeiicTBa Linux. BakHBIM SBIISETCS
MIpHOOpPeTEHHe HABBIKOB Pa3BOPAUMBAHHMSA H aJMHHHCTPHPOBAHHS CEPBEPHBIX ITPOIPAMMHBIX
pereHuii Ha ocHose OC Linux. Takke BaKHBIM MOMEHTOM SBIISETCS H3yUeHHe IIpHeMoB DevOps,
takHe Kak CI/CD.

BocnurarensHOMN 1eIblo JUCIUIUIHHEL SBISeTcS (GOpMHPOBaHIE Y CTYASHTOB HayYHOTO,
TBOPYECKOro IMOAXO0Ja K OCBOEHHIO TeXHONOIHIT, METOJ[OB H CPeJCTB ITPOH3BOACTBA CEPBEPHBIX
MIPOTPaMMHBIX PEINIEHIIT Ha OCHOBE PaCIpPOCTpPAaHEHHBIX aIllapaTHBIX CPEJCTB H CPEICTB
BHpTyanu3aluu. O3HAaKOMHTh C PacIpPOCTPaHEHHBIMH IIPHEMaMH B3aHMOJEHCTBHS MeEKIY
MTPOTPaMMHBIMH KOMITIIEKCAMH.

Otr6op MaTepHalla OCHOBBIBAETCA Ha HEOOXOAHUMOCTH O3HAKOMHTL CTYJIEHTOB CO
cleayromieil coBpeMeHHO# HHpOpMalHell 0 TEXHOIOTHSIX: pa3BePTHIBAHHSA CepBEPHBIX
IIPOTrPAMMHBIX PEIEHHI; CBOOOHO-PACIIPOCTPAHAEMBIX OIepaliioHHBIX cHeTeM (Linux 1 Unix
nopoGHeIe) H nporpammHoro odecrieueHus (MIT, Apache-2.0, BSD-3-Clause, GPL, CDDL-1.0);
TTOCTPOEHHS H aJIMHHHCTPHPOBAHHS OTKA30yCTOIMUHBBIX CEPBEPHBIX CHCTEM;

CozpepkaTeTbHOE  HAIlOMHEHHE  JUCIMIUIMHBL OOYCIIOBIEHO OOIMMMH  3afjadaMH
IMOJIrOTOBKH OakaiiaBpa. Hay4yHOil OCHOBOI JUIS TTOCTPOEHHS IIPOrpaMMbl JJAHHON M CIHITINHBI
SIBIISIETCS. TEOPETHKO-TIParMaTHYECKII TTOAX0] B O0YYEHHH.

1.2 3amaun qUCIHMIIIHHBI

OCHOBHEIE 3aZla4H Kypca Ha OCHOBE CHCTEMHOI' O ITOAXOA:

* 03HAKOMJIEHHE C BHYTPEHHIMH ITPHHIMITaMI PaOOTHI ONEPALIMOHHBIX CHCTEM CEMeICTBa
GNU Linux.

* CcO3JlaHHe COOCTBEHHBIX CHCTEMHBIX IIPWIOXKEHHII IS OIEpal[HOHHBIX CHCTEM
cemefictBa GNU Linux.

* 03HAKOMIEHHE C IPHEMAMH Pa3BEPTHIBAHUA CEPBEPHBIX PEILEHHI;

* IIPHOOPETEHHE HABBIKOB PabOTHl CO CBOOOTHO-PACIIPOCTPAHSAEMBIMH ITPOTPAMMHBIMHI
npoxykramu (Open Source);

* COBEPILIEHCTBOBAHIE HABBIKOB Pa0OTHl B KOMITBIOTEPHBIX CETSIX;

* COBEPIIEHCTBOBAHIE HABBIKOB JAOCTYIIA, MAHUITYIINPOBAHHU S H XPAHEHHS JaHHBIX;

* [IpHOOpPeTEHIE HaBBIKOB MOHUTOPHHTA PECYPCOEMKOCTH IIPIIIOKEHII ;

* TIpHOOpETeHHEe HaBBIKOB pPabOTEl C CHCTEMAaMH IIPOrPaMMHONI M alllapaTHOHI
BUPTYyaIIH3allHH;

* IpHOOpPeTEeHHE HABBIKOB Pa3BePThIBAHHS PaCIIPeIelIeHHBIX CEPBEPHBIX CHCTEM

* IIpHOOPETEHNE HABBIKOB PalOTHI C IPOBaiiiepaMi 00IIaYHbIX CEPBEPOB

* IpHOOpPETEHHE HABHIKOB pPAabOTBI C CHCTEMAMH HEIPEPBIBHOIO TECTHPOBAHHSI H
Pa3BePTHIBAHHA IIPHIIOKEHHIT

1.3 Mecro JHCHHIIHHBI (MOIYJIfA) B CTPYKTYPe 00pa30BaTe/IbHOM NMPOrpaMmbI

JucimumnHa «AJZMHHHCTPHpOBaHHe B Linux» oTHocHTCS K «YacTh, dopMHpyeMas
YYaCTHHUKAMH O0pa30BaTENbHBIX OTHOINEHMIl» bioka 1 «/[HCINOUIMHBI (MOAYIH)» Y4eOHOTO
IIJIaHA.

Jig m3ydyeHHs AUCIIIUIMHEL HeOOXOAHUMO 3HAHHE AHUCLMIUIMH «KOMITBIOTEPHBIE CETH»,
«OCHOBBl TIPOrpaMMHPOBaHHS», «OIepalIOHHbIE CHCTEMBI». 3HAHHSA, ITOTyYaeMble IIPH
H3yYEeHHH AUCLMIUIMHBI, HCIIONB3YIOTCA IIPH HM3YYEHHH TaKHX JHCLIIUIMH Y4yeOHOro IUIaHa
Oakanappa Kak « OCHOBBI HH() OpMAI[HOHHOIT 6€30ITaCHOCTH».

1.4 IlepevyeHb MJIAHMPYEMbIX Pe3yJIbTATOB O0OYUeHHS MO JUCHHILINHE (MOXYJII0),
COOTHECEHHbIX ¢ IVIAHHPYeMbIMH Pe3YJIbTATAMH 0CBOEHH I 00PA30BATeNbLHOI MPOrPpaMMbI



WsyueHne JaHHOR y4yeOHOIT JAHCIMIUIMHBEL HallpaBlIeHO Ha (hOPMHpPOBAaHHE Y
00YYAIOIIUXCS CIEAYIOMNX KOMITETEHI I

ITK-4 CrnocofeH aKTHBHO YYACTBOBATH B Pa3spadoTke CHCTEMHOI0 M NMPHKJIAJHOIO
MPOrpaMMHOro odecrnedeHHus

HJ[-1.ITK-4

3Hams

Yuems

Bnaoems

Iposodum Knaccuukayurw u ocyuiecmeiient 6vl0op COEpPEMEHHBIX
UHCIDPYMEHMAIbHBIX cpedcme pazpadomku NPUKIAOHO20
npoOZPpAMMHOZ0 O0OecneyeHUsn 6bIYUCTUMENbHLIX CPe0CHE U CUCHIEM
PA3UYHO20 (OVHKUUOHANILHOZ0 HAZHAYEHUA, C Y4emomM MeHOeHUUIl
pazéumua QYHKUUIL U APXUMEKMYP 6 COOMEECIMCMEYIOU{UX NPOD/IeMHO-
OpUEHMUD 06 AHHBIX CUCHIEM U KOMIIEKCO6

Ipunyunet nocmpoenus apxumexmypsl HpOPAMMHO20 obecnederus i GUObl

apxumexnmypvl HPopaAmMmHo20 obecneueniis

Tunoevie peuienus, OLOMUOMEKU HPOSPAMMHBIX MOOVIeil, ULABNOHbI, KIACCH
00bexmoe, 1Cnolb3vembvle NpiL paspabonike npo2pammHo2o obecnedeHiis

Memoowst u cpedcmea npoexmupoeariis NPOZPAMMHO20 0becneyeHus

Memoowt u cpedcmea npoexmupoeaniis NPOPAMMHBIX LHMepeilcoe
Apxumexmypa, yempoiicmeo 1 QyHKYLOHUPOEaHIe GbIYUCTUINEbH bIX CLICIeM
Cemeevie nponioxonst

Bosmooxcnoecmu HC, npeomemnas obnacmes aenmomamusafutl

Vnpaenenue puckamu npoexma

Bosmoorcriocmu UC

Henonv30eams cywjecmeyroujie  MUnoevie  peuleHus i UlAbIoHbl
HPOeKIMUPOEAH1ISL NPOSP AMMHO020 0becneyenus

Ilpumensms  memoosl U cpeocmea NPOEKMUPOBAHUS  NPOPAMMHO20
obecneyens, cmpyKmyp OaHHbIX, a3 OAHHBIX, HPOZPAMMHBIX UHMepeiicoe

Inanupoeams pabomui € npoexmax ¢ obnacnu UT

Ipumenams menoovt npoeedeH1iss SKCNePUMEHNOE

Paspabomxa, usmenenue u coznacoeauie apXumexmypsl HpOPAMMHOZ0
obecneuenus ¢ CUCTEMHBIM GHAIUNMUKOM 1 GPXUNEKNIOPOM NPOPAMMHO20
obecneuensn

Ipoexmupoeaniie cmpykmyp OaHHbIX

IIpoexmupogantie npozpammuvix tuHmep geiicog

Kauecmeennwiili anamis puckoe € npoexmax ¢ obnacmu UT



Bueopenuie pesynsmamog iccnedoganuii u paspabomox @ coomeenicmeul ¢
YCMAHOGNEHHbIMU NOTHOMOYUAMLL

HJ-2.1IK-4 Peanuzyem npuemst paoomslt ¢ co6pemeHHbIMU UHCHPYM eHMAIb HbIMU
cpedcmeamiu, noooepacusarOU{UMu cozdanue npozp aMMHBIX
npoo6IeMHO-0pP UEHMUD 06 AHHBIX NPOOYKNIOE6
3nams Bosmoocnocmut COGPEMEHHBIX Il HNepPCHEeKMIUGHDbIX cpedcme prB’p(I6OH£KI-£
NPO2P AMMHBIX NPOOYKNOE, MEXHUYeCKUX CPeoCcme
Cogpementvie cHIpYKIMYPHbIE 361K HPO2PAMMUPOBAHUS
Ipunyunet nocmpoenus apxumexmypsl HpOPAMMHO20 obecnedeHus i GUObl
apxumexmypvl NPopamMmHo20 obecneueHiis
Tunoevie pewienus, 6GubmIOMeEKU NPOZPAMMHBIX MOOYIell, wWAabNIOoHbl, KIACCH
0bvexmoe, 1Ucnob3yemble Npi paspabonixe Hpo2pamMmHo2o obecneyens
Memoowt u cpedcmea npoexmupoeaniis NPOPAMMHO20 obecneyeHiis
Memoowt u cpedcm ea npoexmup 0eaHis NPOPAMMHBIX UHMepeiicoe

Ymems Henonvzoeamn cyugecmayroujie munogvle  peuLeHiis u uabnoHw
HPoeKmupoeanusa npocpamMmmuoco oﬁecneqemm
Ipumenams  memoost u cpedcmea  NPOEKNMUPOBAHUS  NPOSPAMMHO20
obecneuenis, CMpyKnmyp OAHHbIX, 6a3 OAHHBIX, HPO2PAMMHBIX UHmMeppeticoe
Henonvzoeams cyvujecmeymoujiie miiriogoie peuierniis u m{léﬂOH bl
HPOeKImuUpoeana npocpamMmmuoco O6€CP’£€1I€HI£}I
Hpumensams  memoost u cpedcmea  NPOEKMUPOBAHUS  NPOSPAMMHO20
obecneueniis, CmpyKmyp OAHHbIX, 6a3 OAHHBIX, HPOZPAMMHBIX UHMeppeiicoe

Bnaoems Vempanenite obnapysicennvix necoonieemcemettil

Bueopenue pesyvmsmamoe uccinedoeanuil 1 paspabomox € cOoomeenicmeil ¢
YCHAaHOGNEeHHbIMIU F10/IHOMOYUAMLL
Ilpoexmupoeaniie cmpyxmyp OAHHbIX
Ipoexmupoeaniie npozpammu vix unmepgeiicoe
IIK-5 CnocodeH NPHMEHSATH OCHOBHbIE AJITOPHTMHYeCKHe H MPOrpaMMHbIe pellieHHs

B 00JIacTH HH(l)OpMaHHOHHO-KOMMYHHKaHHOHHbIX TeXHO.]'IOI‘Hﬁ, a TaKiKe
Y4YacTBOBaTh B X paspaﬁonce

HJ[-1.ITK-5

Jlemorncmpupyemm cnocobHocms aHanuza npeoMemHoi odaacmu U
mpedosaHuil. K UHOOPMAUUOHHOI cuUcmeMe ¢ UCNOJIb306aHUEeM
OCHO6HBIX  KOHUENMYWIbHBIX  NOJONCEHUI  (IYHKUUOHAILHOZO,



3Hams

Yuems

Bnaoems

HJ[-2.ITK-5

3Hams

J1021YeCcK020, 00beKmMHO- 0P UEHMUDP 06 AHHOZ20 u SU3YAILHOZO
Hanp asieHUIl np 0zp aMMup 06 AHU A
Tunoevie peuieniisi, OUOMUOMEKU HPOSPAMMHBIX MOOVAeill, UABNOHbI, KIACCH
00bexnoe, 1UCcnolb3vemble npiL paspabonke npo2pammHozo obecnedeniis
Memoowt 1 cpedcmea npoexmupoeariis HpoZPamMMHOZ0 obecneyeniis
Memoow u cpedcmea npoexmupoeaniis 6az OaHHbIX
OcHo8bl cLCINeMHO20 AOMUHUCIPUP OBAHS
Apxumexmypa, yempoiicmeo u QyHKYLOHUPOGAHIIE GbIYUCIUNIETbHbIX CLICHIEM
Cemegvie nponoxonsi
OcHogbl cOGPeMeHHbIX ONepayIiOHHbIX CLICHIeM
Ocro6vbl cOGPeMeHHBIX clicnieM ynpaeneHis bazamu OaHHbLX
Cogpemennuiii omeuecmeennviii 1 3apybedchvlii onsim 6 Npogecclon ansHoil
OesmenvHocimu
Hcenonvzoeams  cywecmeyowjue — munoevie  peuienus U ulabnoHb

HPoeKmupoeanusa npocpamMmmuoco obecneyeniis

Ilpumensms  memoost U  cpeocmea NPOEKMUPOBAHUS  NPOPAMMHO20
obecneyenus, cmpyKkmyp OaHHbIX, A3 OAHHBIX, HPOZPAMMHBIX UHMepeticos

Ananuzupoeams 6xooHvie OaHHble

IIpoexmupoeariie cmpyKmyp OaHHbIX

Onpeoenaem 3j1emeHmsl npodJIEMHOU 00ACMU U UX 63auModelicmelle,
apxumexkmypy  NpoOZPAMMHOU  cuUcCIneMbl, €€ (DYHKUUOHATbHbLLE
603MOJMCHOCIIU U JIOZUKY padomsl ¢ UCNOABIOSAHUEM OCHOBHBIX
KOHUENMyaIbHbIX  NONONHCEHUI  QYHKUUOHAILHOZ20, J10ZUYECKOZ0,
00'beKMHO-0pUEeHMUD 06 AHHOZ20 u 6U3YAILHOZ0 HanpaeJieHuil
npozpamMmup 06aHu s

Tunoevie peutenus, OuUOMONIEKU NPOPAMMHBIX MOOYIell, ULAONIOHbI, KIACCH

06vexmoe, 1UCnob3yeMbvle NPl paspabonixe npo2pamMmHo2o obecneyenus

Memoowt u cpedcnmea npoexmupoeariis NpoZPamMmHo20 obecneyeniis
Memoowt u cpeocmea npoexmupoeariis baz OaHHbIX
Memoowt u cpedcmea npoexmupoeariis NpoZPAMMHBIX tHmMepgeiicos

Ocrogwl cucnmemuozo adm.mucmng?oeamm



Ocroevt aomunucmpupoearus CVEJ]
Apxumexmypa, yempoiicmeo v pyHKYUOHUPOBAHIE GbIMUCTUMETbHBIX CLICTIIEM
Centegvie nponiokonsi
OcHoebl coO6peMeHHbIX ONepaljLIOHHbIX CLCHeM
Ocrogbl coO6pemeHHbIX clichiem ynpagnenus bazamu OaHHbIxX
Cogpemennviii omeuecmeennsiii u 3apybedxcHvlii onsim 6 Npopeccilon ansHoll
OesmenvHocmu
Ymems Henonvzoeams  cywjecmeyowjue — munogvie  peuienus iU ulabnoHwv

HPOeKImuUpoeana npocpamMmmuoco obecneyeniis

Ilpumensams  memoost U  cpeocmea  NPOEKMUPOBAHUS  NPOPAMMHO20
obecneyents, cMpyKmyp OAHHbIX, a3 OAHHBIX, HPOZPAMMHBIX UHMepeiicoe

Vemanaanueamn HpocpamMmHoe obecneueniie

Ananuzupoeams 6xooHvie OaHHbie

Bnaodems Ilpoexmupoeaniie cmpyxmyp OaHHbIX
Ilpoexmupoeanie 6as oanHvlx

IIpoexmupogantie npozpamMmusix tuHmep geiicoe

2. CTpyKTypa U coaep:KaHHe JUCHHUILTHHBI

2.1 PacnpejesieHHe TPYAOEMKOCTH JUCHHILITHHBI 0 BHAAM padoT

OO0r1mast TpyA0EMKOCTh JUCIIHIUIHHEBL COCTABIIIET 2 3a4. €. (72 4acoB), HX pacIipellelicHHe
I10 BHIaM paGoT IpeicTaBIIeHO B TaOIIHIle

Cemectpbl
Buj yuedHoii padorbl Beero (1ackI)
. MACOB
KonrakTHas padora, B TOM YHC/IE: 342 | 34,2
Ay/MTOopHbIE 3aHATHSA (BCEro): 34 34
3aHATH A JIEKIHOHHOTO THIIA
JlaGopaTopHBIE 3aHSITHS 34 34
3aHATHA CEMHHAPCKOIO THIIA (CEMHHAPHL,
MPAaKTHYECKIE 3aHATHS)
HHasi KOHTAaKTHAA padoTa: 0,2 0,2
KoHTpois camocTosTensHoi paboTsl (KCP)
[IpomexyrouHas arrecrais (MKP) 0,2 0,2
CamocrosiTe,IbHAA PadoTa, B TOM YHCJIE: 378 | 378




[ToroToBKa K TEKYIEMY KOHTPOIO

KoHTtpo.ib:

IloaroToRKa K SK3dMEHY

Yac. 72 72
B TOM 1HCJIe
O0mast TPYA0EMKOCTh KOHTAKTHas 342 | 34,2
padoTa
3a4. el 2 2

2.2 CTpYKTYpa JHCHHILIHHbI

PacmpeienneHne BHIOB y4eOHOI pabGoTH H HX TPYA0eMKOCTH IO pa3jenaM JUCIHIDIHHEIL.
Pasens! (TeMbl) JHCIHIUIHHEL, H3y4YaeMbIe B 7 ceMecTpe

Ko/nriecTRo 1acoB

Bueayn
Ne HanMmeHoRaHHe P azIe/10B (TeM) Beero AymaropHas padora mo}:ma
padora
Ja 3 JIP CPC
1 2 3 4 5 6 7
1. | UNIX| Linux JucTpHGYy THBEL. 4 2 2
) Bupryanmzaigs. [IporpamMMisie H arrapaTHbele 4 ’ ’
" | METOABI PacIIpPeereHH s PECYPCOB.
3 Tepvmnan u yriomTel. CLI 1 MeTOZBI pabOTEHI © 4 ’ )
" | M. [TpHHITMITEL paOoTEl TEPMHHAIA.
YcraHOBKa ITporpaMmM. KoMITIITSIS 13
4. | HCXOIHHKOB, ITAKETHI, [TAKETHBIE MEHEI[KEPHI, 4 2 2
OaHziepsl. Kommmsims co6ctBeHHOTO 11O.
5. | CereBoii cTeK. YIIpaBIIEHHE MapIIpPyTH3AIHEN. 8 4 4
6 Cetesble cmyKO0bI. CHCTEMSBI JOCTYIIA H 4 ) )
" | XxpaHeHHsI HHOPMaIHH.
7. | SSH u ymanennas ornaaka [1110. 4 2 2
KomanaHas obomnoyka Bash 1 CKpHIITHL.
8. | Co3gaHiie CKPHIITOB aBTOMAaTH3AI[HH 8 4 4
aJIMIHHCTPHPOBAHIIS.
9 BesomacHocTs 1 pabora ¢ IpaBaMH JOCTYIIA K 4 > ’
" | daitnoBoil cHcTEME H ITAMSITH.
10 KonreitHepnzaiysg. MeToipl pa3BepThIBaHIE 9 4 5
" | mpuitoskeHui nmocpegctBoM Docker.
11 ABTOMAaTH3aI[H IIPOLIECCOB Pa3paboTKH U 18.8 3 10.8
pa3BePTHIBAHMSL.
NTOI'O mo pasgesam JcCHHILIHHbI 71,8 34 37,8
Konrponbs camoctosrensHon pabotsl (KCP)
[IpomexytoyHas artectaims (MKP) 0,2
IIororoBKa K TeKYIIEMY KOHTPOIIIO
O0mAas TPYI0EMKOCTD 10 JHCIHILTHHE 72

Hpumeyanue: JI — nexyuu, I3 — npaxmudeckue 3aHAnwA/cemunapst, JIP — nabopamoprste 3arnamua, CPC —
camocmoaneb Has pabonida ciyoeHnda

2.3 Coaepsranue paszaesioB (TeM) JHCHHILIAHbI

2.3.1 3anATHA JEeKITHOHHOT 0 THIIA




Ipume yanue: JIP — onmyem/Zamma nabopamopHoii pabonist, KII - estnonHeHue Kypcogozo npoekiia, KP - Kypcogoii
pabonst, PI3 - pacyemHo-paghuieckozo 3aoanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecmupoeanie, P3 — peuiertie 3a0ad.

2.3.2 3aHATHSA CEeMHHAPCKOT0 THIIA

Ipumeyarue: JIP — omyem/Bauuma nabopanioptoii pabonist, KII - estnonteHue Kypcogozo npoekiida, KP - Kypcoeoii
pabont, PI3 - pacyemHo-epagudeckozo 3aoanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecnmuposeanie, P3 — peuiertie 3adad.

2.3.3 JIaGopaTopHbIe 3aHATHA

Dopma
Ne HanMveHoBaHHe p azges1a (TeMbI) HanmeHoEBaHHe J1a00pAaT 0PHBIX padoT TERYINEro
KOHTPOJIH
1 2 3 4
UNIX| Linux guctpuOyTuBsl. | UNIX|Linux auctpuyimst PaccMotpere
: CYILIeCTBYIOIIHX Ha pbIHKe JHCTPHOy THEoB UNIX|Linux. IIP
’ Hepeeo Linux mHcTpHOYTHROB ¢ BEIGOPOM 0coGeHHOCTeH.
B ToM Hcne H PoccHiickix OC Ha ocHoBe sifpa Linux.
Bupryanuszarms. Bupryamu3zaips. IporpaMMHBIE H alIapaTHbIE METObI
TIporpaMMHBIE H aIIapaTHbIe PaCrIp eAEIEHHA PECYPCOB. Pasneprbma}meuonepam{ormoyl
2 CHCTeMbI ceMeficTBa Linux HA BHPTyaIBLHOH MALIHHE IIPH P
METOABI PACTIPENEIIEHHI A TTOMOILH CPEACTE BHPTY AMH3ALHH H MPHKIAJHOTO
PECYPCOB. MPOrPaMMHOIO 00ecrIes eHHs.
TepM{Haﬂ i YTHIMTSL, CLIn Tepspman H yTHHTBEL CLI H MeTo LI paGoThI ¢ HHM.
3 METOZBI Pa0OTHI ¢ HHM. IIpHHIMITLI paGoThl TEpMHHANA. PearnH3aliis HHT epd eficoB 1P
. TIpHHIIUITEL PAGOTEL BsaHMOﬂeﬁucmHﬂ ¢ NMaNb30BaTeNeM ITOCPe/ICTBOM
TepMHHATA. KOMAHJHOH CTPOKH.
YCTaHOBKa Hporpam{ VcTaHOBKA IporpamMmM. KONMIQEH{H H3 HCX(;Z.'[I—]HKOB,
MAKeThI, [TAKeTHbIE MeHe/Kepbl, GaHIIephl KoM
Komrmmsrpis i3 coGcTBenHoro I10. PaccMoTpeTs MeTO/bI B3aHMO eHCTRHA
4 HCXOITHHKOB, ITaKEThI, € IIPOrPaMMHBIM 00ecried eHHEM ¢ GHHAPHBIM P
: TIAKeTHBIE MeHeKEPEL rpeAcTaBIeHHeM, MeToAbl y cTaHOBKH IIIIO B OC
ceMetictea Linux. PeaHz20BaTh coGCTBeHHOE NIPHKIIATHOE
Gariepsl. KoMITHIAIHA MPorpaMMHoe ofecriedeHHe JUIA P eaTH3aLHH
cobctrenHoro 110. B3aHMOJeHCTBHA ¢ (hafimaMH GHHAPHOTO IIp /ICTARIEHHSL
CeTeRoil CTEK. yl'[paBJIeHHe Cerepoii cTek. VIiparneHHe MapIIpyTH3aLHeH.
i PeanHzalps cHCTeMbI JOCTYIIA K CETH HHTEPHET [Vt
i MAPEEY AT BHPTYAIBHLIX MalllHH B KOPIIOPAaTHBHOH CeTH By?a. JIP
HacTpofiKa HCIIOB30BAHHA CHCTEM I1P OKCHP OBAHHA
ceTeporo TpaddHka.
CeTeRpIe CJ'IY)I(6H. CHCTeMEL CerteBble cTy:kK0bl. CHCTEMbI JOCTYIIA H XpaHeHH!
HH(pOopMaIHH. PeamH3alHA yIAIeHHBIX Zit PEro3HTOPHEB
6. AOCTYII K JU1s1 coGCTBeHHOTo MIPHEUTATHOTO [POrpaMMHOIO JIP
XpaHEHHA I]H(lJOpMaI_[I-II-I. obecrieeHHs. PearH3alHA B3aHMOJ eHCTBHA ¢ (hakHmoB ot
cHcTeMol OC Linux.
SSHu yIaleHHast OTTIa[Ka SSH nynanenHas omiagka IMIO. IToamodeHHe,
YCTAHOBKA H HACTPOFKA IPHKIIAJHOTO IPOrpaMMHOIO
7. | HIIO. JIP
ofecrTeteHHs Ha Y AaTleHHOM cepBepe ITPH ITOMOIIH
v IaneHHoH KOHCQIH ssh.
Komanmnag obomnouka Bash u
CKPHITTHL. MeToB! KomaHnHas oGonotuka Bash H ckpantel. CoznaHiHe
8. - CKPHITTOB aBTOMATH2aLIHH IIpolieccoB padoTsl ¢ (afinaMH JIP
PCaIn3allHHi KOMaH/THOH TITIO.
00OIIOUKH.
BesomacHoCTh 1 paﬁma Y CTyIeHTy IpefocTaRIIAeTCs VieOHBE cepBep B IOKAILHOH
9. IIpaBaMH JOCTyIIa K (1)31“-'[]10]30}”[ ceTH, Heo0X0JHMO BBIIO/IHHTL AHATH3 YA3BHMOCTEH H P
CHCTEME I TIAMSITIL OIMHCATB IVIAH YCTPaHeHH: YABHMOCT ef.




dopma

Ne HanmeHoEBaHHe P az1e/1a (TeMbI) HanmeHoeRaHHe J1a00pAT 0OPHBIX padoT TERYIUEro
KOHT] 0711
1 2 3 4
KOHTGI-]HepHBaI_[HH. Mertozpt PazeeptemBanHe Web ripHnoskeniii. HarmicaHHe cHCTeMbI
10. | pa3BepThIBaHHE IIPHIIOKEHHH PasBepThLIEAHHS cepkepHOH HH()paCTPYKTYPEI ¢ JIP

nocpecTBoM Docker. MPHMeHeHHeM KOHTeHHepH3aLHH Ha IpHMepe Docker.

ABTOMaTM3aUMA N poLeccoB ABTOMAaTH3aLHA MPOLIECCOB Pa3paboTKH H Pa3BepThIBaHH.
Peanm3alps Ipoliecca aBTOMAaTH3HPOBAHHOH cOOPKH,

H: pa3pa60ﬂm " TIPOBEPKH H pasBepPThIBAHHA COOCTBEHHOT O MPHTOKEHH

pa3BepTbiBaHKUA. MOCPEeICTEOM COBPEMEHHBIX CHCTEM BEPCHOHHPOBAHHS.

Ipumeyanue: JIP — omuem/3amuma nabopanioptoii pabonist, KII - estnoiteHue Kypcogozo npoekia, KP - Kypcoeoii
pabomwl, PI3 - pacyemHo-paguieckozo 3adanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecmuposanie, P3 — peuieriie 3aoau.

2.3.4 IIpuMepHasi TEMATHKA KYPCOBBIX PadoT (IIPOEKTOB)
He npexycmoTpeHO

2.4 IlepeveHb Y1eOHO-MeTOHIECKOT0 obecmedeHH JJIA CAMOCTOATEIbHOI padoThbl
00y YAIOIIHXCA N0 JUCI{HILTHHE (MOIYJ/II0)

[lepeueHp yueOGHO-METOAHYECKOTO O0eCIIEYeHHS JUCI[HIUTHHEI
No Bug CPC T1O BBITIOJIHEHHIO CAMOCTOSTEIBHOM PaboTh
1 2 3
1 HsyueHne Meroamieckie yKazaHHS IO OpraHH3al[ii CaMOCTOSTEIbHOMH
TEOPETHYECKOTO paboThI CTYJIEHTOB, YTBEPKIEHHBIE Kaderpoii
MaTepHana HH( OPMAITHOHHBIX TeXHONOrHil, mporokorn Nel or 30.08.2019
2 Pernienne 3amau MeTtonuieckie yKazaHHS IO OpraHM3al[iiil CaMOCTOSTEIbHOMH
paboThI CTYJIEHTOB, YTIBEPKIEHHBIE Kaderpoit
HH(} OPMAIIHOHHBIX TEXHOIOrHIT, mporokorn Nel ot 30.08.2019

Y4eOHO-MeTOMHUYECKHE MaTepHAbl I CaMOCTOSTEIBbHOH PadOTHl OOYYAIOIMXCS H3
YHCITa HHBAHJIOB U JIHI] ¢ OTPAHHYEHHBIMH BO3MOKHOCTSIMH 3710poBbs (OB3) ImperocTaBIsroTcst
B (hopMax, aJalTHPOBAHHBIX K OPaHHYEHHSM UX 3I0POBbS U BOCTIPHATHS HH(bOPMAIIHH:

JI71s1 THIL ¢ HAapYIIEeHH SIMH 3PEHHS:

— B ITe4aTHOI (opMe YBeTHUEHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO JJOKYMEHTa,

— B (hopMe ayanodaiiia,

— B MeyaTHOI Gopme Ha I3bIKe Epaitns.

JI71s1 UL ¢ HapyTIEHNSIMH CITyXa:

— B MevyaTHOIT Gopme,

— B (popMe 3IEKTPOHHOTO TOKYMEHTa.

JI71s1 vl ¢ HapyIIeHHSIMH OITOPHO-ABHTATEIBHOTO almlapara:

— B MeyaTHOI opme,

— B (popMe 3IEKTPOHHOTO JIOKYMEHTa,

— B opMe ayamnodaiina.

JlaHHBIIT TIepeyeHb MOXKeT OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHTEHTa
00y YAIOIIUXCAL.

3. O6pazoBaTe/ibHbIE TEXHOIOTHH



B cootBerctBuM ¢ Tpebopanmsmu OI'OC B mporpamMma UCIHUIUIHHBL IPeaycMaTpPHBAET
HCTIOMb30BaHHE B Y4YeOHOM IIpollecce CIeAYIOIX 00pa3oBaTellbHbIE TEXHOIOTHH: YTEHHE
JEKIHiT ¢ HCIOIb30BAHHEM MYJIbTHMEIHITHBIX TEXHOIOTHI; MeTOJ MalbIX TPYIII, pa3dop
MPaKTHYeCKHX 3a7ad H KeHCOB.

[Ipn oOyueHHH HCITONB3YIOTCS CIEAYIONIHE 00pa30BaTEIbHbIE TEXHOMOTHI:

— TexHolnornd KOMMYHHKAaTHBHOrO OOYuYeHHS — HalpaBiIeHa Ha (opMHpOBaHIe
KOMMYHHKaTHBHOI KOMITETEHTHOCTH CTYJIEHTOB, KOTOpas SABILIeTCS 0a30BOH, HEOOXOAMMOMN TSI
aJanTaIii K COBPEMEHHBIM YCIOBISIM M KKYIIb TYPHOH KOMMYHHKAI[HH.

— TexHonorusgd pasHOYPOBHEBOro (A depeHIIHPOBAHHOI0) O0yUeHHsSI — ITpejIloaraer
OCYIIECTBIIEHHE TTO3HABATEIbHOI MAESITEIbHOCTH CTYJEHTOB C YYETOM HX HHAHBHAYaIbHBIX
CITOCOOHOCTEH, BO3MOYKHOCTEH H HHTEPECOB, ITOOIMIPSS HX pPealTH30BBIBAaTh CBOI TBOPYECKMIT
noreHIHan. Co3maHie H HCIIOIb30BAaHHE IHATHOCTHYECKIX TECTOB SBIISETCSH HeOTheMIeMOil
YACTHIO JAHHOIL TEXHOIOIHH.

— TexHomornsa MOAYIBHOrO OOYYeHHS — IIpeAycCMaTpHBAaeT JelleHHe COAepKaHHsI
JUCIHIUTHHBI Ha JOCTaTOYHO aBTOHOMHEIE Pa3elbl (MOAYIIH ), HHTETPHPOBaHHBIE B OOIIHIT KYypC.

— HHpopmanHOHHO-KOMMYHHKaI[HOHHEIe TexHomornu (MKT) - pacnmipstor pamku
00pa3oBaTeIbHOro IpoIiecca, IMOBBIIIAS €r0 ITPaKTHYECKYIO HaIlPaBIEHHOCTh, CIIOCOOCTBYIOT
HHTEHCH(HKAIIMH CaMOCTOATENbHOIT padOTHl yYalHXCS H TIOBBIINIEHHIO ITO3HABATeIbHOM
akTuBHOCTH. B pamxax KT Beraensrorcs 2 BUa TEXHOIOTHIA:

— TexHONOrHS HCIIONb30BAHHS KOMIIBFIOTEPHBIX ITPOrpaMM — TIO3BOJIAET 3 (eKTHBHO
JIOTIOTTHHTH ITPOIeCC OOYyUEHHS SI3BIKY Ha BCEX YPOBHSIX.

— HHTepHeT-TeXHONMOTHH — TIPEJOCTARISEOT IMHPOKHE BO3MOKHOCTH JUIS  TIOHCKa
nHpopMarH, pa3padoTKH HayYHBIX IIPOEKTOBR, BeIeHHI HaAyUHBIX HCCIIeJOBaHHII.

— TexHonornsa HHANBHIyaTH3aI[MH OOyYEeHHS — IIOMOTAaeT pealH30BBIBAaTh ITHYHOCTHO-
OPHEHTHPOBAHHBIIT IIOAXOJ, YYHTHIBaS HHIUBHAYyalbHBIE OCOOEHHOCTH M TOTPeCGHOCTH
YYAIIHXCL.

— IlpoekTHast TEXHONOTHS — OPHEHTHPOBaHa Ha MOJEIHPOBAHHE  COIHAIBHOIO
B3aHMOJICFICTBHS YYaIl[MXCS C IENbI0 PEIeHHsd 3ajadul, KOTopas OIMpeJelseTcs B paMKax
NpodecCHOHANBHOIT O OTORKH, BRIIEISI TY HIH HHYIO ITpeIMEeTHYIO 00NAacTh.

— TexHonorusa oOydeHHS B COTPYAHHYECTBE — pealH3yeT HICI0 B3aHMHOIO OOYYeHHS,
OCYIIECTBISIA KaK HHAMBHAYAIbHYIO, TaK M KOVIEKTHBHYIO OTBETCTBEHHOCThH 3a pEIIEHHE
yUYeOHBIX 3a]1ay.

— HrpoBas TeXHONOrHs — IMO3BOJIIET Pa3BHBAaTh HABBIKM PACCMOTPEHHS psiia BO3MOKHBIX
crtoco0oB peleHus MpoOieM, aKTHBH3HPYS MBIIIIEHHE CTYAEHTOB M PacKpbIBas JTMYHOCTHBIT
TTOTEHIHAT KaKJ0TO YYaIleTOCsL.

— TexHoTOrHS pasBHTHS KPHTHYECKOIO MBIIDIEHHS — CIIOCOOCTBYET (hOPMHPOBAHHIO
Pa3HOCTOPOHHEH IMYHOCTH, CIIOCOOHOI KPHTHYECKH OTHOCHTHCS K HMH(OPMAIIHH, YMEHHIO
0oTOHpaTh HH(OPMAITHIO JUTS PelIeH s ITOCTaBRIIEHHOI 3a[auyH.

KoMruiekcHOe HCITOIB30BaHHE B Y4eOHOM ITpoIlecce BCEX BBIIMIEHA3BAHHBIX TEXHOIOTHIT
CTHMYIIMPYIOT JIHYHOCTHYIO, HHTEIUIEKTYalbHYH) aKTHBHOCTH, Pa3BHBAIOT IIO3HABATEIbHBIE
MIPOIECCE, CITOCOOCTBYIOT (DOPMHPOBAHHIO KOMIIETEHIMIT, KOTOPHIMH JOIKeH o0majgaTh
OYIYILHH CIIEIHAIIHCT.

OCHOBHBIE BHIBI HHTEPAKTHBHBIX 00pa30BaTelIbHBIX TEXHOIOIHI BKITFOYAIOT B CE0S:

— paboTa B MaJbIX IPYIIIAX (KOMaHJIe) - COBMECTHAS AeSATEIbHOCTh CTYAEHTOR B IPYIIIE IO/
PYKOBOJICTBOM JIHIepa, HalIpaBJIeHHAas Ha pellleHHe O0MmIeit 3a{aun ITyTEM TBOPYECKOTO CIIOKEHHS
Pe3yIbTaTOB HHAMBHAYAIbHOH pabOTHl WIEHOB KOMAHABI C JIENEHHEM IIOMTHOMOYHH M
OTBETCTBEHHOCTH;

— TPOEeKTHas TEXHOIOTHS - HHANBHAYaIbHas WIH KOIEKTHBHAS JIESTEeIbHOCTE 110 0TOO0pY,
pacrpeielIeHHIO H CHCTeMaTH3allHi MaTepHaia T0 OIpeelIeHHON TeMe, B pe3ybTaTe KOTOPOH
COCTaBISAETCS MTPOEKT;



— QHaIN3 KOHKPETHBIX CHTYAI[Hil - aHAIH3 PEeaIbHbIX MPOOIEMHBIX CHTYAI[HMii, HMEBIIIX
MECTO B COOTBETCTBYIOMIeH 0OTacTH IMpodecCHOHATbHON AeSTENbHOCTH, H TIOHCK BapHAHTOB
JIYYIIX PEIeHHI;

— Pa3BHTHE KPHUTHYECKOTO MBIIUTIEHHS — 00pa3oBaTeIbHas AesTEeNbHOCTD, HallpaBlIeHHAS Ha
Pa3BHTHE Yy CTYAEHTOB Pa3yMHOTr0, pe(IeKCHBHOIO MBIIUIEHHS, CIIOCOOHOTO BBIIBHHYTH HOBBIE
HJIEU U YBUAETh HOBBIE BOSMOKHOCTH.

[logxom pa3bopa KOHKPETHBIX 3aflad M CHTYAI[Mil IMHMPOKO HCIONBb3YeTCS Kak
TperojiaBarelieM, TaK M CTYJEHTaMH BO BpeMs JIeKI[Hil, Ja0OpaTOPHBIX 3aHATHII M aHaIH3a
Pe3yIbTaTOB CAMOCTOSATENBHOH PAbOTHl. 3TO OOYCIIOBIEHO TEM, YTO IIPH HCCIENOBAaHHH H
pelIeHHH Kax[0i KOHKPETHOI 3a1ayul HMeeTcs, KaK MPaBHII0, HeCKOIbKO METOJIOB, a 3TO TpedyeT
pa3bopa 1 OIEHKH IIeI0iT COBOKYITHOCTH KOHKPETHBIX CHTYaI[HIA.

Tembl, 3aaHisI M BOIPOCHL AT CaMOCTOSITENBHOH padoThl MPH3BAHBI CHOPMIPOBATH
HaBBIKH TIOHCKa HHGOpPMAIMH, YMEHHSI CaMOCTOSITENIBHO pPAcIHpATh H YIIIyOlsSTh 3HAHHA,
MOITyYEHHBIE B XOJIe JIEKITHOHHBIX U MPAKTHYECKUX 3aHSTHIL.

[Moxox pa36opa KOHKPETHBIX CHTYAIHIT ITHPOKO HCIIONb3YeTCsI KaK MpelofaBaTelIeM, TaK
H CTY/IEHTaMH ITpH TIPOBEAECHUH aHaIH3a Pe3yIbTaTOB CaMOCTOSTEIBHOI pabOTHI.

JUIs Il ¢ OrpaHHYeHHBIMH BO3MOMKHOCTSIMH 3J{OPOBbSI TIPEAYCMOTpPeHa OpTaHM3aI[is
KOHCYJIbTAIMI C HCIIOMb30BAHHEM 3IeKTPOHHO TTOYTHI.

JU1s1 THIL ¢ HapyTHeHHSIMH 3PEHH ST

— B ITe4aTHOI (opMe YBEMHIEHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO JIOKYMeHTa.

JU1s1 TuIL ¢ HapyTIeHHSIMH CITyXa:

— B MevyaTHOIT Gopme,

— B (popMe 3IEKTPOHHOTO TOKYMEHTa.

JU1s1 TuIL ¢ HapyTIeHHSIMH OITOPHO-IBHTaTeIbHOTO arlapara:

— B MeyaTHOIT Gopme,

— B (popMe 3IEKTPOHHOTO TIOKYMeHTa.

JUIs Il ¢ OrpaHHYEeHHBIMH BO3MOMKHOCTSIMH 3J{OPOBbSI TIPEAYCMOTpPEHAa OpTaHM3aIlis]
KOHCYJIbTAIHI C HCIIOMb30BAHHEM 3IEKTPOHHOM TTOYTHI.

JlaHHBIH TIepeueHh MOXKET OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHIEHTA
00y YAFOIHXCHL.

4. OuleHoYHBbIE 1 METOAHMYECKHE MATEPHUAJIBI
4.1 OnueHounble cpeacTBAa YISl TeKYIIEro KOHTPOJIS  YCIEeBAaeMOCTH H
NPOMEKYTOUHOMH ATTECT AU

O1leHOYHbIE CpPeICTBa ITpeJHa3HAYeHbl I KOHTPOIS H OIEHKH 00pa30BaTelbHbIX
JOCTHKEHHIT OOYYaroIMXCs, OCBOMBIIMX IIPOrpaMMy Y4YeOHOH JHCIMIUIMHBI «Ha3BaHHE
JIICIUTUTHHEL» .

OreHOYHBIE CPEACTBA BKIFOYAET KOHTPOIbHBIE MaTepHalbl JIS MPOBEACHHS TeKYIero
KOHTPOJIA B Pa3HOYPOBHEBBIX 3aJ[aHHil, CHTYal[MOHHBIX 3ajJay (yKa3aTb HHOE) H
NPOMEKYTOUHOM ATTeCTAMH B (JOpMe BOIIPOCOB H 3aJ[aHHIT 3a4eTy.

OreHOYHBIE CpPEACTBAa JUII HHBAIMIOB H JHI[ C OTPaHHYEHHBIMH BO3MOKHOCTSIMH

3I0POBb S BRIGHPAIOTCS € YUETOM HX HHIHBHAYATHHBIX TICHXO(QH3HIECKIX 0COOSHHOCTEIH.

— ITPH HEOOXOJIIMOCTH HHBATH[aM H JTMI[aM ¢ OrPAaHHYEHHBIMH BO3MOKHOCT SIMH 3I0POBbBS
MIPEAOCTABRIISETCS JOMOIHUTEILHOE BPpEMSI UL ITOATOTOBKH OTBETa Ha SK3aMEHeE;

— IIPH MTPOBEAEHHH IIPOLETYPHl OlIEHHBAHHS Pe3yIbTaTOR 00YYeHHS HHBAMIOB H JIHI] C
OTPaHHYEHHBIMH BO3MOKHOCTSIMH 370POBBSI MPEAYCMATPHBAECTCS HCIIOIb30BAHHE TEXHHYECKIX
CPEJCTB, HEOOXOAMMBIX HM B CBSI3H C HX HHANBHAYAIbHBIMH OCOOEHHOCTSIMH ;

— IPH HEOOXOAMMOCTH I OOYYAOIIMXCS C OrPaHHYEHHBIMH BO3ZMOKHOCTSIMH 3I0POBbS
H HMHBAMIOB IIpOIeIypa OIEHHBAHHS pPe3ylIbTaTOB OOYYEHHS II0 JUCI[HIUIHHE MOXKET
MIPOBOAUTHCS B HECKOIBKO 3TAIIOB.



Hpoue,uypa OICHHBAaHHA PE3YIILTaTOB 06}”16]—]][51 HHBAJIMAOB H JIHMI[ C OI'PaHH4YCHHBIMII

BO3MOJKHOCTSIMH 3[OPOBbS IO IWCIIUIHHE (MOXYWIIO) ITpedyCMaTpHBAaeT IIPeJIOCTaBIeHHE
HHpOPMAIMH B (popMax, ajanTHPOBAHHBIX K OrPAaHHYEHHSIM HX 3IO0POBbS W BOCIIPHSTHS
nHpopMarrm:

JIyist v ¢ HapyTHEH I SAMH 3PEHHS:

— B IIeYaTHOM ()OpMe YBETHUEHHBIM IIPHPTOM,

— B (hopMe BIIEKTPOHHOTO JIOKYMEHTA.

JIyst 1THI ¢ HapyTIEeHHAMH CITyXa:

— B MeyaTHOIT popme,

— B (hopMe BIEKTPOHHOTO JJOKYMEHTA.

JIyist ITHI ¢ HapyIIEeHHIMH OITOPHO-IBHTATEIBHOTO armrapaTa:

— B MevyaTHOIT Gopme,

— B (hopMe BIEKTPOHHOTO JIOKYMEHTA.

JlaHHBII TTepevyeHh MOJXKeT OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHIEHTa

00YYAIOIIHXCA.

CTPYKTYpa olIeHOUHBIX CPEJACTB sl TeKYllell H MPoMesKYTOYHOIl aTTecTaIiu

Kon HarmeHoBaHHe
No | KoHTpoimHpyemble pa3fenbl (TeEMbI) | KOHTP OJHPY EMOH OLIEHOYHOTO CPEJICTBA
' JHCILHITTHHBI * KOMITETEHLHH Ry T IIp omexyTouHAaA
(HIH ee yacTH) aTTecTaLHA
Bormpocsr 1-5

| UNIX]| Linux qucTpHOY THBBI. HI-1 1IK-4 JIP-1

Buptyamaips. IIporpavmiblie H Borpocet 6-10
2 armapaTHbIE METO/bI NI-2.1IK-4 JIP-2

pacrIp efleNIeHHA P ECY PCOB.

TepmviHan v ymimHTel. CLI H Borpoc 10
3 METOABI PaboThI C HHM. UIO-1.TIK-5 JIP-3

[IpHHIHITBI paboThI TEPMHHATA.

‘VeTaHOBKA IMPOTP aMM. Bompocer 11-14

Komrminaigs 13
4 HCXOJHHKOB, [MAKEThI, [TAKETHbIE H-1.1K-5 JIP4

MeHe[Kephl, GaHIIIEPhL.

Komrmumaips cobcteeHHoro ITO.
5 CeTeBOH CTeK. YunpaBneHHe HT-1.1IK-5 TIP-5 Bompocsr 15-18

MapHIpyTH3aLHeH.

Cetesble cyxk0bl. CHCTEMBI Bompocer 19-26
6 JlocTyIia H HI-1.1K-5 JIP-6

XpaHeHHA HH(opMalHH.
7 SSH n yganenHas otnaaka [IT1O0. NI-1.1IK-5 JIP-7 Bormpocsr27-33

KomanpgHas o6omouka Bash 1 Bompocsr 34-35
8 CKpHITTBI. MeToABI p eamsaliii NI-1.1IK-5 JIP-8

KOMAHJTHOH 000J104KH.

BezomacHocTh H paboTa ¢ rpapaMH Borpocs1 36-38
9 IocTyna K ¢aiinoBoii cHcTeMe H NI-1.1IK-4 JIP-9

TIaMATH.

PaszgepriBaHre Web mpHiIoKeHHA Bomnpocer 39-40
10 | ¢ npHMeHEHHEM METO/IOB NI-2.1IK-4 JIP-10

KOHTEHHEPH3 aL[HH.

CHcTema aBTOMAaTH3HpP OBaHHOMH Bompocer 40-42
11 | paspabotkH, cOOpKH H I-2.1IK-4 JIP-11

pa3Bep ThIBAHHA

HoxasaTe.Jm, KPHTEPHHA H IIKAJIA OICHKH C(l)O])MHpOBaHHle KOMIeETeHIH i



CoorBeTcTBHE IIOPOTOBOMY VPOBHK) OCBOSHHS KOMIIETEHIIHIT IUTAaHHPYEMbIM

pesyibTataM 00y4YeHHs H KPHTEPHSM HX OIeHHBaHHUS (OIleHKA: YA0BJAETBOPHTEIbLHO /32aUTEHO):

IK-4 CnocofeH aKTHBHO YYACTBOBATH B Pa3padoTke CHCTEMHOr0 M NMPHKJIAJHOIO
MPOrpaMMHOT0 obecmedeHusn

HJ[-1.ITK-4

3Hams

Ymems

Iposodum knaccuuxkayurw u ocyuiecmeniem 6vl00p COEPEMEHHBIX
UHCHPYMEHMATILHBIX cpedcme pazpadomku NPUKIAOHOZ 0
npoZpaAMMHO20 00ecneyeHua 6uIYUCTUMENbHBIX CPEeOCHe U CUcCHmeM
Pa3IUYHO20 (PYHKUUOHAILHO20 HA3ZHAYEHUA, C YUEemoM HeH0eHUUIl
pazsumua QYHKUUIL U apXUmMeKmyp  cO0nEemc cmeyiouiix npoodiemno-
OpUEHMUP 06 AHHBIX CUCTEM U KOMINJIEKCOE

Ipunyunst nocmpoenus apxumexmypst HpoOZPAMMHO20 0becneyeHls U GUdbl

apxXumeximyp sl NpopamMmHo20 obecneyeniiss cepeepHvix i OONAUHbIX pelleHil Ha

baze onepayonHvIX cucmem cemeiicmea Linux.

Tunoevie peuienus, OUOMUOMEKU HPOSPAMMHBIX MOOVeil, ulabioHbl, KIACCb
00bexnos, UCNONb3VeMble NP Paspabomke HPpOZPAMMHO20 obecnevenus Ons

pazeepmuvléaniis npunodiceHull Ha cepeepHule peuterusn Ha OC cemeiicmea Linux.

Memoowst u cpedcmea npoexmuposarus NPOPAMMHO20 obecneueHus ¢
HpLUMEHEeHUeM MUKPOCEPEUCHOIL apXumexnypsl 0z 0ONAYH bIX peuleHuil.

Memoowt u cpedcmea npoexnupo8aniisi NPo2p AMMHbIX LUHMep@eiicoe cep8epHbix
NPUTOMHCEH UL

Apxumexmypa, yemporicmeo v QYHKYLOHUP 06aHUE SbIUUCUNENbH bIX CLUCTIEM HA
baze OC cemeiicmea Linux.

Cemegvie npomoxonvl €3atmooeiicmetiss 3P exmueHblX cepeepHyIX peuleHLiil.

Bosmooicnoemu  HC, npeomemnas obnacms agmomamusayuil Npoyeccoe
pazeepmuigarusa u mecmupogarus I1110.

Vinpaenenue puckxamu npoexma e pamkax npumeHeHus pasnuUyHbIX CepeepHblX
peuieHuil.

Bosmooxxcnoemu HC e pamrax paspabomyxu cepeeprozo II10.

Hcenonvzoeams — cywecmeyowjue  munoevie  peuienus U UlabnoHb
HPOEKMUPOBAHUSL NPOSP AMMHO20 06ecneyeHiist CepPEepHbixX PeuleHuil.
Ipumensmy ~ memoodst 1 cpedcmea  NPOEKMUPOBAHUS — NPOPAMMHOZO
obecneyenus, cMpyKmyp OaHHbIX, OA3 OAHHbIX, NPOZPAMMHBIX UHMeppeiicoa Ons

Pazeepmuvl8anis cepGePH biX PeuleHLl.

IInanuposams pabomwvr ¢ mnpoexmax 6 obnacmu HI e pamxax npoguns
cucmemHo20 aomunicmpamopa wuni DevOps undicenepa.

Ilpumensams memoovl npoeedeHuss 5KCNEPUMEHNIO8 aPXUNeKnyp CepeepHbIX
peuienuil.



Bnadems

HJ[-2.1TK-4

3Hams

Yuems

Paspabomxa, usmeHenue 1 co2ldco8aHie aPXUMEKMYPbl  HPOZPAMMHOZO
obecneyenus ¢ CUCTMEMHBIM AHAIUMUKOM U APXUMEKINOPOM NPOZPAMMHO20
obecneyents pamxkax papabomxil cepeepHvX peuleHil.

llpoexmupoeaniie cmpykmyp OGHHBIX 0N cepeepHblX peuteruii Ha ocHoge OC
cemeiicmea Linux.

IIpoexmupogantie npozpammuvix unmepgeiicoe onsa OC cemeiicmea Linux.

Kauecmeennviii ananusz pucrkoe 6 npoexmax 6 obnacmu HIT u npumenenis
MUKPOCEPBLUCHOI apXUnexnypol.

Bueopenue pesynsmamoeg uccnedoganuii it paspabomox 6 cOoOmeencmeul ¢
VCIMAHOGTeHHBLMU HOTHOMOYUAMIL 8 PAMKAX pazpabomxi cepeeprozo I10.

Peanuszyem npuemst padomsl ¢ cO6peMeHHbIMU UHCIPYMEHMATIbHIMU
cpedcmeamu, noooepacusarou{UMu cozoanue npozp aMMHbBIX
npoo6IeMHO-0p UEHMUD 06 AHHBIX NPOOYKHIOE
Bosmoocnocmui COGPEMEHHBbIX 1l HNepPCHEeKINIGHbIX cpedcme pmpaﬁomm
NPOSPAMMHBIX HNPOOYKINOE, MeXHUYECKUX Cpeocme paspabomiil cepeepHbylx
HPO2P AMMH bIX PeUleHLILI.

CogpemeHnnvie  cIMpyKmypHbvle  A3blKU — NPOPAMMUPOBAHUS 8  DAMKAX
pazeepmuieanuis cepeepHvix peuteruii ¢ OC Ha basze Linux.

Tpunyunst nocmpoenus apxumexmypst HpoZPamMMHO2Z0 0becneyeHus U 6Uobl
apxXumexmypsl HPopaAMMHO20 0becneueHiis CepeepHbIX peuleHl.

Tunoevie peutenus, OLUOMUOMEKU HPOSPAMMHBIX MOOVAeil, UIAbIOHbI, KIACCH
0bvexmos, icnonvb3yvemvie HpU paspabomke HPOZPAMMHO20 obecneveniis
cepeepHbIX peuteH1l.

Memoow u cpedcmea npoexmupoeanus npozpammuozo obecneuenus ona OC
cemeiicmea Linux.

Memoowt 1 cpedcmea npoexmupo8aniis MPop AMMHbIX LUHMeEpP@eiicoe cep8epHbIX
peuietuil.

Henonvzoeams  cywjecmeyowjue — munogvie  peuienus iU ulabnoHwv
HPOeKMUpo8anis Npozpammtuozo obecneuenus ¢ OC cemeiicmea Linux.

Ilpumensams  memoost U  cpeocmea  NPOEKMUPOBAHUS  NPOPAMMHO20
obecneyents, CMpyKmMyp OaHHbIX, OA3 OAHHbIX, NPOZPAMMHBIX UHMeppeiicoe ons
cepeepHbIX peuleHl.

Hcenonvzoeams — cywgecmeyowjue  munogvle  peuieus U ulabioHwl
HPOCKMUPOBAHUSA NPOZPAMMHO20 0becneyeniis, NPUMeHSs MUKDPOCEPELUCHYIO
apxumexmypy.



Bnaoems

Hpumensams  memoost u cpedcmea  NPOEKMUPOBAHUS  NPOSPAMMHO20
obecneueniis, CHpyKmMyp OaHHblx, ba3 OAHHbIX, NPOZPAMMHBIX UHNEppeiicoe & oc¢
cemeticmea Linux.

Vempanenue obuapysicennvix Hecoomeenicmatii unmepgeiicoe ezaumooeticmeuis
cemeevix mooyneii I110.

Bueopenue pesynsmamoeg uccnedoganuii u paspabomox 6 cOoOmeencmeul ¢
yenianoeneHHviMu nonHomouusamu DevOps undicenepa.

Ipoexmupogantie cmpykmyp OAHHbIX CEPEEPHO20 NPOZPAMMHO20 0becneyenis.

IIpoexmupogantie NpozpamMmHsixX UHmMeppeiicoe cepeepH vix peuleHtiil.

IK-5 Cnoco0eH NPHMEHSTH OCHOBHbIE AJITOPHTMHYeCKHe H MPOrpaMMHbIe pellleHHs
B 00JacTH HHPOPMANHOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHIl, a TaKKe
Y4YACTBOBATh B HX pPa3padoTke

HJ[-1.ITK-5

3Hams

Ymems

Jlemorncmpupyem cnocodHocms aHanu3za npeoMemHou oodaacmu u
mpedosaHuil. K UHOOPMAUUOHHOI cucHeMe ¢ UCNO0JIb306aHIUEM
OCHOGHBLIX  KOHUENMYWILHLIX  NOJONCEHUIl  (YHKUUOHATILHOZO,
J102UYeCcK020, 00bEeKMHO- OpPUEHMUP 06 AHHO20 u 6U3YAILHOZO
HAanp asleHUil np ocp aMmup 06 AHUA
Tunoevie peuieniisi, OUOMUOMEKU HPOSPAMMHBIX MOOVAeill, UABNOHbI, KIACCH
00bexnos, ucnoibs3yemvle Hpu paspabomke npozpammuozo obecnevenus ¢ OC
cemeticmea Linux.

Memoowt u cpedcmea npoexmuposaniiss NPOZPAMMHO20 0becneyeHLiss cepBepH bix
apxumexmyp.

Memoowt u cpedcmea npoexmupoearis baz oannvix ¢ OC cemeiicmea Linux.

OcHogbl  cucnieMHO20 AOMUHLCIIPUPOBAHUA U AHAIU3A  CVU{eCIEYIOULIX
CepeepHbIX apXumexmyp.

Apxumexmypa, ycmpoiicmeo u (QYHKYLUOHUPOBAHUE GHIYLICTUNEIbHBIX CUCTIEM
cepeepHo20 muna.

Cemeevie nponiokonsl €3aumooeticnens npo2zp amMmHbIxX HPoOYKINoe.
OcHogbl cOGpeMeHHbIX ONepayUoHHbIX clichiem cemelicmea Linux.

Ocroewl COGPEMEHHbBIX CcuUcmieM VHpAaeieHuA bazamu OaHHBIX & PamrKax
{IGMIIHIICFH}?HPOGCIHIM.

Cogpemennuiii omeuecmeennviii  3apybedicHvlii onsim 6 Npogeccilon ansHotl

OeamnensvHocniil paseumia cepeepHbix pemema‘i.

Henonvzoeamo cyvujecnieyroujiie nmiroesle peuieriis U wabnouvl
HPoeKmupoeanusa npocpamMmmuoco obecneyeniis cepeepH oo miunda.



Bnaoems

HJ[-2.ITK-5

3Hams

Yuems

Ilpumensms  memoost 1 cpeocmea  NPOEKMUPOBAHUS — NPOZPAMMHO2O
obecneueniis, cmpykmyp OaHHuLX, 6a3 OAHHBIX, HPOSPAMMHBIX UHMEpeiicoe 6
OC cemeiicmea Linux.

AH(IHIBI@?O@CHHI) 6X00H ble OaHHble Cemeevlx cepeepnbzxpememu‘i.

IIpoexmupoeariie cmpyKkmyp OGHHbBIX CEPEEPHBIX NPOZPAMMHBIX PelleHll.

Onpedengem 3j1emeHmst npodIeMHOU 00AcmU U UX 63auModelicmelle,
apxumexkmypy  NnpoZPAMMHOIL  cUcmeMbl, ee (YHKUUOHAIbHbIE
603MOJCHOCINU U JIOZUKY padomsl C HCNOIb306AHUEM OCHOBHBIX
KOHUENnMYaIbHbIX  NONONCEHUI  (JYHKUUOHAILHO20, JI0ZUYECKO20,
00'beKMHO0-0PUESHMIUD 06 AHHO20 u 6U3YAILHOZ0 HanpaeieHUl
npozpammup 06 aHu A

Tunoevie peutenus, OUOMUOMEKU HPOSPAMMHBIX MOOVIeil, ulabIOHbl, KIACCH

00bexnos, ucnov3yemvie npu paspabomre npozpammnozo obecnevenus ¢ OC

cemeiicmea Linux.

Memoowr u cpedcmea npoexmupoeanis npocpammuozo obecnevenus ¢ OC
cemeiicmea Linux.

Memoowst u cpeocmea npoexmupoeaniis baz oannvix ¢ OC cemeiicmea Linux.

Memoowst u cpedcmea npoexmupoeaiis NpPoOPAMMHBIX UHmMepeiicoe npu
paspabomnike cepeepHvix peuleHii.

OcHoevt  cucmemuozo  aomunucmpupoeanuss OC  cemeiicmea Linux u
MUKDOCEPBLICHOIL apXUNeKmypol.

Ocroevt aomunucmpupoeanus CVE]] e cepeepHuvix peutenusx.

Apxumexmypa, yempoticmeo u (QYHKYLUOHUPOBAHIE GLIYLICTUIMENbHBIX CUCINEM
cepeepHo20 Muna.

Cemeegvie Hpomoxomnvl @3aumooeiicnetis Mooyieil NPo2paAMMHO20 0becnedeHiis.
OcHogbl coOGpeMeHHbIX ONepayLIOHH bIX CLICTIEM.

OcHo6bl COGPeMEHHBIX clicnieM Ynpaenenus bazamiu OaHHbIX.

Cogpemennviii omeuecmeennsiii 1 3apybedxchvlii onvin 6 Hpogpeccion ansHotl

OesineibHOCMIL CePBEPHBIX PeUleH1l.

Hcenonvzoeams — cywjecmeyowjue — munogvie  peuienus U ulabioHwl
HPOeKMUPOBAHUSA NPOPAMMHO20 obecneueniis cepeeprozo I1110.



Ipumensms  memoost 1 cpeocmea  NPOeKMUPOBAHUS — NPOPAMMHO20
obecneyenis, cpyKmyp OaHHblX, 6a3 OAHHbIX, NPOZPAMMHBIX LUHMeppeiico Ons
Pa3eepmuvl8aHUs NP OPAMMHBIX HPOOYVKINOB.

Veman agnusams npoepammuoe obecneueniie cepeepHoti apxuniexmypol.

Anamzupoeams exoonvie OanHbie cemeavix uHnepgeiicoe.

Bnaoems Ilpoexmupoeaniuie cmpykmyp OGHHbIX O peuleHus NPUKIAOHBIY 3a0ay

pazeepmuiganua 11110.

Ilpoexmupoeaniie 6a3 OaHHBIX O PeuleHUs NPUKIAOHbIX 3a0ay Pa36epmbleanLis

1II0.

Ilpoexmupoeanue  npozpammuslx  uxmepgeiicoe  e3aumoodeticmeus &
MUKDOCEPELCHOIL apXuniexnype.

Tumnosbie KOHTPOJIbHBIE 3aJaHHA WJIH HHbIC MaTepHaJIbl, HOOﬁXO,EIHMble JJIA OIEHKH

3HAHMII, YMeHHil, HABLIKOB H (WIH) ONbITA JEATEJbHOCTH, XAPAKTEPH3YIOIHX 3TANbI
(opMHIpOBAHIA KOMIIETEHIIHIl B MpoIiecce 0OCBOEHHA 00pa30BaTeIbHOM MPOrPaAMMBbI

{F

ABapHiTHOE BOCCTaHOBJIEHHE AocTyra. Curyarus: Ha cepsepe Ubuntu 22.04
AIMHHHUCTPATOP CIIy4aiHO BRITOMHIIT KoMaHAbI chmod 000 /etc/sudoers u chattr +i
letc/sudoers, 3abmokHpoBaB ¢aitt HacTpoek sudo. TpedyeTcs BOCCTaHOBHTD JOCTYII K
MTPHBIUIETHPOBAHHBIM KOMaHaM 6e3 TepesarpyskKu cepBepa, BEpHYTh (aitry
/etc/sudoers KOppeKTHBIE ITpaBa JocTyma (440), ToapoOHO OOBSCHHUB KA IbLil IIIar
peIeHHs.

Cerepas 3o cepprca. CHTyal[Hs: BeO-TIpiiiokeHHe padoraer Ha ropty 8080.
Tpebyercs HacTPOUTH CeTeBOH 3KpaH (nftables wH iptables). 3arpera npsamoro xocryra
K rtopty 8080 13 HHTepHeTa. PaspeleHnsa 1ocTya TOIbKO Yepes3 TOKaIbHbIN Nginx-
npokcH (ropt 80). PaspereHns MOHHTOpHHTA Tolmbko JiLst [P 192.168.1.100.
ABTOMaTH3AIMS pearHpOBaHN S Ha HHIIMAEHTHL. TpelyeTcs co3nars Bash-ckpuiit.
Kaxapie 60 cexyH[ rmpoBepsieT norpediaeHne RAM mporieccami. OOHapyKHUTh IIPOIIECC,
HCITONB3YIONHI >85% MaMATH JOINbIIE 5 MHHYT. 3a(HKCHPOBAThH B
/var/log/oom_alert.log Bpems, PID, mni niportecca 1 % RAM. OTIpaBUTE ITPOLECCY
curHail SIGTERM.

4. Cerepasg 3o 1 6e3omacHocTh Docker-koHTeliHepoB. HeoO0X0mMO pa3sBEpPHYTh

TPH KOHTeitHepa, cofieprKarux GpoHTeH T, OsKeH T 1 6a3y JaHHBIX. HacTponTs
B3aHIMOCBST3b MeXy KoHTeitHepamu. PeamizoBats docker-compose daiin ais
Pa3BePTHIBAHIA IIPHIIOKEHHNS Uuepe3 oAnH (aitl. COrmacHO YCIOBHSM Oe301TacHOCTH,
HEOOXOIMMO 00eCITEYHTh OrPaHHIYeHHOE KOIIMYECTBO CETEBBIX IIOPTOB, KOTOPHIE
JOCTYITHEI TS TTob30BaTeneil. HeoOxoamo HacTpoHTs 06e30I1acHOCTh Yepes
ycTaHOBKY SSL cepTrdmkara.

3adeTHO-3K3aMeHANIHOHHbIE MaTepHAJIbI UVIH npomemquﬂoﬁ aTTeCTaluHl (3aqu)
BOl'lpOCbl JJIA NOATOTOBKH K 3K3aMEHY

1. HUcropua GNU/Linux, xoHuermm 1 craggapr POSIX.
2. OCHOBHBIE KOMITOHEHTHI linux M pazInyus B AUCTPUOYTHBAX.
3. TepmuHan bash 1 ero OCHOBHBIE BO3MOKHOCTH.



4. TlomHble U COKpAIEHHbIE KIFOUH H apTyMeHThI KOMaHI.

5. Hapurammus 1mo katajgoram 1 padota ¢ daiimamii.

6. UcTtopnsa KoMaHJI, TeEpeMeHHBIE OKPYKEHHS.

7. CuHrakcuc bash. CTpokH, pacKpbITHe BRIpaKeHHIT, IPOBEPKH, orepaTopsl if, for, case,
function, shebang.

8. Pabora ¢ yruwmmtamu. Apxusaiud, cron, find, date, xargs, du/df.

9. Pabora c TekcroM. Vim, grep, sed, less/more, man.

10. Pabota ¢ monp3oBarensMu: Ho0aBleHHEe, pelaKTUpPOBaHHe, yhalneHHe. Padora c
TIAPOJISIMH.

& 18 CucreMa ITpaB MOJIb30BaTeNel. Pefak THpoOBaHIe IIPaB.

12. Crtoco0Bl pasjielieHHs ITpaB Ha pecypchl. ATpHOYTH (ailioB. BEITIOMHeHHE OT
HMEHH CYTIEPIIOb30BATENIA.

13. Hepepo karanoros (FHS).

14. JKECTKIE U CHMBOITMYECKHE CCBHUIIKH.

k5 BupryambHsle (aiinoBble CHCTEMSI /proc, /sys, /dev. YeTpolicTBa H padoTa ¢ ext*.

16. PasJensl )kecTKOro Arcka. CpaBHeHHe (DaillTOBBIX CHCTEM.

17. Pa6ota ¢ ¢aittoBrIMI cHcTeMaMH. PaGoTa ¢ ¢aiimoM MmoaKayKH.

18. Orarsl 3arpy3ku OC. Pasmiunie MBR u GPT.
19. IIponece 3arpysku linux. 3arpyzunk GRUB. 3arpyska sapa.

20. HasHauenne wu paGora systemd © sysvinit. Pasmmyuble Systemd units.
PemaktupoBaHue units.

21. Co3pgaHiie U JKU3HEHHBII ITUKII ITpolecca. OCHOBHBIE CHTHAIBI.

22, MOHHTOPHHT IIPOLIECCOB: top, ps, nice. Karanor /proc.

23. PaGota ¢ ceThro, Mofienth ISO/OSI. Maprpytusarms tpadruka.

24, [Tomyyenne nHdpopmarmu o foMeHe. Padora ¢ DNS.

25. MOHHTOPHHT CETEBBIX coeAMHEHMI. DaepBoll.

26. Awnanms tpaduka (tcpdump/wireshark). Padora ¢ TLS.

27. BapuanTts! ycranosku [10. COopka 13 HCXOIHHKOB.

28. PaGota ¢ deb-makeramu. [TakeTHbIe MeHe[Kephl. PaboTa ¢ perno3suTopusMH.

29. [Moaxmrouenue 1o ssh. [IpoSpoc TynHens. KormipoBaHue ¢ailiioB Ha cepBep.

30. Hactpoiika ssh kiieHTa H cepBep. punrorpadgust DSA/ECDSA, eé nmpuMeHeHHe.

31. Hcropua  Bupryarmzaimi. Buabsl  BUpTyaimzaimm.  IIporpammber 1t
BHPTYyaIH3aI[IH.

32. Hcropus xourefinepuzaipm. MadpacTpykrypa Docker.

33. OcHorHbIe KoHIIenMH Docker, ero uH}pacTpykrypa. @aiimosas cuctema Docker.

34, PaGota ¢ Docker oOpasoM. Pasmiuiie o6pasoB alpine/slim/buster.

35; JKusHenHsni 1K docker KoHTelHepa. KH3HeHHBIH IIHKIT docker KOHTeHHEpa.

36. Dockerfile. MeTOIBI OIITHMI3AIMH CIIOER.

37, Docker o0pas3 scratch. Ctarnyeckas 0 JUHaAMITYeCKas KOMITIITSII AL

38. Haznauenme docker-compose. Cuxraxcuc docker-compose.yaml. Padora ¢ docker-
compose.

39. OpkecTpalisa KOHTeiHepoB. 12-haKTopHOe MPHITOKEHHE.

40. Namespaces. Cgroups.

41. Coopka I1I1O BCTpOEHHBIMH CPEACTBAMHI CHCTEM BEPCHOHHPOBAHHS.

42, PaszeepreiBanue [1110 BcTpoeHHBIMH CpeICTBAMH BEPCHOHHPOBAHH AL

4.2 Meroamieckne MaTepHAJIbl, oNpeaesoNie nMpomneIypbl OleHNBAHNA 3HAHMIL,
YMeHHil, HABBIKOB H (HIH) ONbLITA [JeSiTeJbHOCTH, XAPAKTEPH3YHIINX 3TANbI
¢GopMHpoOBaAHISA KOMIIETEHITHI

MeTtomdeckue PEKOMCHIALIH, OIPCACIEAIONIHE ITPOLCAYPEL OLICHHBAHIA Ha 3a4YCTEC!



OtleHka KpHTepHH OLIEHHBaHHA I10 3K3aMeHy
IToporoBblii OLIEHKY «3a4YTEHO» 3acJIy:KHBAaEeT CTYyJEHT, OCBOHBIUHH 3HAHHA, YMEHHA, KOMIIETEHLIHH
YPOBEHB «3aUTCHO» H TeopeTHYEeCKHIT MaTepHaJl, BbIITOMHII y4eOHbIe 3a/]aHH.
M#HHMaTBHBI OLIEHKY «HE 3auTeHO» 3ac/y:KHBaeT CTYJAE€HT, HE OCBOHBIIHMH 3HAHHA, YMEHHH,
YPOBEHb «HE KOMITETEHIIHH H TEOPETHYECKHH MaTepHasl, yd4eOHble 3aJaHHA HE BBITTOJIHHIL,
3a4TEHO» MPAKTHYECKHE HABBIKH He ¢(hOpMHPOBaHBI.

OlleHOYHBIE CpEeACTBA JUISI HHBAMAOB M JIHI[ C OTPAaHHYEHHBIMH BO3MO’KHOCTSIMH
37I0POBB S BEIOHPAOTCS C YUETOM HX HHIHBHAYAIBHBIX TICHXO(MH3HIECKIX 0COGEHHOCTEIT.

— IIPH HEOOXOMMOCTH HHBAIIHIAM H JTHI[aM C OTPAaHHYeHHBIMH BO3MOKHOCTSIMH 3JIOPOBbSI
TIPeIOCTABIISIETCS NOMOMHNUTEFHOE BPeMsI TSI TOATOTOBKH OTBeTa Ha SK3aMeHe;

— IIPU TIPOBEJICHHH TIPOLIEAYPHI OIIEHHBAHUS PE3YIbTaTOB OOYUEHH S HHBAMIOB H JIHIL C
OrpaHHYEHHBIMH BO3MOKHOCTSIMH 3J0POBbS IIPeIyCMATPHBAETCS HCIIONb30BAHHE TEXHIYECKIX
CPeACTB, HEOOXOMMMBIX HM B CBSI3H C MX HHAHBHUAYATbHBIMH OCOOEHHOCT SIMIH

— IIpH HEOOXOAMMOCTH 11 00YYArOIHXCS ¢ OrPAaHHYEHHBIMH BO3MOYKHOCTSIMH 3]TOPOBbSI
H HHBAIMIOB IPOIEAypa OlEHHBAHUS pe3yIbTaTOB OOYYEHHSI 110 JUCHMIUIHHE MOXKET
MTPOBOAUTHCS B HECKOIIBKO 3TAIIOB.

[Iporenypa OIEHHBAHHA Pe3yIbTaTOB OOYYEHHS HHBAHAOB H JIHI[ C OTPAaHHYEHHBIMH
BO3SMOYKHOCTSIMH 3I0POBBSI 110 JUCHHIUTHHE MpelycMATpHBAET MpeocTaBIeHHe HHpOPMAIlH B
dbopmax, aanTHPOBAHHBIX K OrPAaHHYEHISIM HX 3JJ0POBbSI H BOCITPHSTHS HH()OPMAIHH:

JU1s1 THIL ¢ HapyTIeHH SIMH 3PEHH ST

— B ITe4aTHOMH (hopMe YBEMHUEHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO IOKYMEHTA.

JU1st TuIL ¢ HapyTeHHsIMH CITyXa:

— B MeyaTHOIT opme,

— B (popMe 3IEKTPOHHOTO TIOKYMEHTA.

JU1st TuIL ¢ HapyTeHHSIMH OITOPHO-ABHIaTeIBHOTO arliapara:

— B MeyaTHOIT popme,

— B (popMe 3IEKTPOHHOTO JIOKYMeHTa.

JlaHHBIH TIepeueHh MOXeT OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHTEHTa
00y YaAIOITUXCHL.

5. IlepeveHn yueOHOi JUTepaTYPbl, HHPOPMAIIHOHHBIX PECYPCOB H TEXHOIOTHil
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1. Cugopoga, H. I1. OmnepariioHHbIe CHCTEMBI, CPEIBI M OOOJIOYUKH : IPAKTHKYM : yueOHOE
mmocodue : [16+] / H. I. Cumoposa, I'. H. Mcaesa ; TexHomornyecknii yHUBepcHTeT. — MOCKBa :
Hupekr-Meamna, 2022. — 51 c. : wi., cxem. — PexuMm pocrymna: 1o mommucke. — URL:
https://biblioclub.ru/index.php?page=book&id=693549 — bubmiorp.: c. 49. — ISBN 978-5-4499-
3324-9. — DOI 10.23681/693549. — TeKcT : 3NeKTPOHHBIIL.

2. XepuHr, M. DevOps U1 COBPEMEHHOI'O IIPEATIPHATHS : IIPAKTHYECKOE TIOCOOHE : [16+]
/ M. XepuHr ; aBT. nipeguci. b. o ; riep. ¢ anri. M. A. Parirman. — Mocksa : JIMK IIpecc, 2020.
- 234 c¢. : cxeM, WL - Pexum jgocryma: 1o mommucke. —  URL:
https://biblioclub.ru/index.php?page=book&id=596851 — butGrmorp. B kH. — ISBN 978-5-97060-
836-4. — TeKcT : 3NeKTPOHHBII..

3. OCHOBHI aJIMHHHCTPHPOBAHHSI HH(OPMAIMOHHEIX CHCTEM : yueOHOe rmocobue : [16+] /
. O. boOGemHIEB, A. JI. Mapyxienko, JI. O. MapyxiieHko [u ap.]. — Mocksa ; beprnuH : J[upekr-
Memna, 2021. — 202 c. : wun, Ttabm. - Pexum gocryma: 1o rnoamucke. — URL:




https://biblioclub.ru/index.php?page=book &id=598955 — Bubmuorp. B k. — ISBN 978-5-4499-
1674-7. — DOI 10.23681/598955. — TekcT : 31IeKTPOHHBIH.

4. Mumn, . Docker Ha IpakTHKe : IpakTHdeckoe rocodue : [16+] / U. Mwwr, 3. X.
Ceitepc ; mep. ¢ anri. /1. A. benmnkosa. — Mocksa : JIMK IIpecc, 2020. — 517 c. : cxeM., Ta0II., HI.
— PexaMm roctyma: mmo noxmucke. — URL: https://biblioclub.ru/index. php?page=book&id=686771.
— ISBN 978-5-97060-772-5. — TeKcCT : 37IeKTPOHHBIH.

5.2 /lonoJHMTe/ILHAA JIMTEPATYPA:

1. penep, K. Linux. Kuaura perenros. Bce HeoOXoaumoe AN aJMHHHCTPAaTOPOB H
nons3opareneii— CaHkr-1lerepOypr : [Iutep, 2022. — 592 ¢. — ISBN 978-5-4461-1937-0.

2. TanenOaym, 3., ¥Ya3zepoint, /., Gumcrep, H. KommbrotepHsie ceti — CaHkT-IIeTepOypr:
[Turep, 2023. — 992 c. — ISBN 978-5-4461-1766-6.

3. TanenOaym, 3., Ya3epom, /[. CoBpeMeHHBIE OINEPAllHOHHBIE CHCTEMBI — 4-& 3., —
Cankr-IlerepOypr : [Turep, 2021. — 1120 c.— ISBN 978-5-4461-1155-8.

5.3. Ilepunoauveckue H3IAHMUS:
1. Baspl manHbpx koMriaHmu «Mct Bero» http://dlib.eastview.com
2. OnexrponHas ononnoreka GREBENNIKON.RU https://grebennikon.ru/

5.4. UHTepHeT-pecypchl, B TOM YHCJIe COBpeMeHHbIe MpodecCHOHAILHBbIE Da3bI
JAHHBIX H HHPOPMANHOHHbIE CTIPABOYHbIE CHCTEMbI
Onexmponuno-bubmiomeunsvie cucnemst (O5C):

. DBC «JOPAMNUT» https://urait.ru/
. DBC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
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3. BEC «BOOK.ru» https://www.book.ru
4
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. OBC «ZNANIUM.COM» www.znanium.com
. OBC «JIAHb» https://e.lanbook.com

Ipogheccuonanvrvie 6asvt OaHHbIX

Scopus http://www.scopus.com/

ScienceDirect https://www.sciencedirect.com/

KypHams! H3marenberBa Wiley https://onlinelibrary.wiley.com/

Hayunas snextpoHHas 6uonnoreka (HOB) http://www.elibrary.ru/

[ToMHOTEKCTOBBIE APXUBHI BEAYINHX 3aITa{HBIX HAYYHBIX KYPHAIIOB Ha PoccHiickoi
]'[JIaTdJopMe Hay4yHBIX XypHaltoB HOUKOH http://archive.neicon.ru

6. HaimpioHambHasd  2eKTpoHHas  OHONMHMOTeKa  (JOCTYIT K DIEKTPOHHOH  OHMONIHOTEKe
JIuccepraii Poccuiickoit rocymapcrBeHHo oudimoreku (PI'B) https://rusneb.ru/

7. IlpesugeHtckas 6ubimioreka nM. b.H. EnpitnHa https://www.prlib.ru/

8.  Baza manmperx CSD KemOpHxckoro leHTpa Kpucramorpadueckux gaHHbIX (CCDC)
https://www.ccdc.cam.ac.uk/structures/

9.  Springer Journals: https://link.springer.com/

10.  Springer Journals Archive: https://link.springer.com/

11. Nature Journals: https://www.nature.com/

12.  Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols

13.  Springer Materials: http://materials.springer.com/

14. Nano Database: https://nano.nature.com/

15.  Springer eBooks (i.e. 2020 eBook collections): https://link.springer.com/

16. "JlexkropuyM TB" http://www.lektorium.tv/

17. YHuBepcurerckasd nHdopmarmonHas cucreMa POCCHUS http://uisrussia.msu.ru

R

Hughopmaryuonnvie cnpagounvie cticnemol



1. Koncymprant [Imroc - cripaBo4Has MpaBoBas CHCTeMa (JIOCTYII IO JIOKAIBHOI CETH C
KOMITBIOTEPOB OHOIHMOTEKH )

Pecypcwvt ceoboonozo docmyna

1. KubepJ/leHunka http://cyberleninka.ru/;

2. AMepukaHCKas ITaTeHTHas 0as3a JaHHBIX http://www.uspto.gov/patft/

3. MuHHCTEPCTBO HAYKH H BBICIIET 0 o0pa3oBaHnsa Pocchiickoit Dejiepaliim
https://www.minobrnauki.gov.ru/;

4. @expepanbHeLi mopran "Pocchiickoe oOpa3zoBaHue" http://www.edu.ru/;

5. HudopmarmonHas cHcTeMa "EXHHOe OKHO A0OCTYIa K 00pa3oBaTellbHBIM pecypcaMm”
http://window.edu.ru/;

6. EmnmHas KommeKins H@PoRbIX 06pa3oBaTellbHEIX pecypcoB http://school-collection.edu.ru/ .

7. IIpoekt I'ocymapcTBEHHOr0 HHCTHTYTa pyccKoro s3bika mMmeHn A.C. [IymkiHa
"O06pa3zoBaHne Ha pycckoM" https://pushkininstitute.ru/;

8. CrpaBouHO-HH(} OpMAI[HOHHELT ITopTan "Pycckuit S3bIK" http://gramota.ru/;

9. Cnyx0a TeMaTHYECKHX TOIIKOBBIX CIIOBapeil http://www.glossary.ru/;

10. CroBapH H SHIUKIONEINH http://dic.academic.ru/;

11. OGpasopaTenbHbIi Iopran "Yuebda" http://www.ucheba.com/;

12. 3axoHorpoekT "O06 oOpaszopannu B Poccriickon Mefepalii”. Bomrpockl M OTBETH http://xn--
273--84d1f.xn--plai/voprosy i otvety

Cobcmeennvie snexmponnsie obpazosamenvhuvie 1 ungopmatuontsie pecypcest Kyol'y

OneKTpoHHBI KaTaimor HayuHoit ononuotekn KyOI'Y http://megapro.kubsu.ru/MegaPro/Web

—

2. DOmnekTpoHHas OHOIMHOTEKa TPYHAOB yueHbIX KyOI'Y
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6

3. Cpezna MOIYIBHOIO JHHAMHYECKOr0 00yuUeHHS http://moodle.kubsu.ru

4. bBaza y4eOHBIX ITaHOB, YUeOHO-MeTOAHYECKHX KOMITIIEKCOB, ITyOIIHKAITIIT H KOH()epeHIII

http://infoneeds.kubsu.ru/

5. Bubnuoteka HHGOPMAIMOHHBIX PecypcoB Kadeaphbl HH(OPMAIOHHBIX 00pa30BaTeIbHBIX
TEeXHOJOTHI http://mschool.kubsu.ru;

6. DOIEeKTPOHHBIT apXHB JO0KyMeHTOB KyOI'Y http://docspace.kubsu.ru/

7. DOHeKTpoHHbIe 00pa30BaTeIbHbIE PeCYPCHI KadeIphl HH(POPMAIMOHHBIX CHCTEM H TEXHOIOTHI
B oOpazoBanmn KyOl'Y wu HayuyHo-MeToamdeckoro skypHama "[IIKOJIBHBIE TI'OJIBI"
http://icdau.kubsu.ru/

5.5 Ilepevens HHGOPMANNOHHO-KOMMY HHKAIHOHHBIX TEXHOJIOTHIl

— IIpoBepka JOMAIHNX 3aJaHHi H KOHCYJIbTHPOBAHHE ITOCPEACTBOM 3IIEKTPOHHOH MOYTHI.
— Hcrnonp3oBaHte 37eKTPOHHBIX IMPE3eHTAIHI TIPH MPOBEIEHNH JIEKIIHI H ITPaKTHYECKHX
3QH SITHIA.

5.6 Ilepevenn JIMIEH3HOHHOT0O H CBOOOJHO PACHPOCTPAHSAEMOro IPOrpaMMHOIO
oldecnieueHU A

— OpenOffice

— Oracle VirtualBox

— VMware Workstation
— Putty

- WinSCP

— Advanced port scanner



— FileZilla
— Linux Mint
— Astra Linux

6. MeToanueckue
AUCHUTTHHBI (MOIYJIA)

YKazaHnua i OﬁyllalOH_[HXCH Imo OCBOCHHIO

B ocBOeHHH AHCIMIUIMHBI HHBAJIHAAMH H JTHI[AMH C OTPAHHYEHHBIMH BO3MOKHOCTSIMH
3M0pOBbsI OOJBITIOE 3HAYEHHE HMeeT HHIANBHAyallbHas yueGHas paboTa (KOHCYIbTAIIMI) —
JOTTOTTHUTENbHOE Pa3bsACHEHHE Y4eOHOr0 MaTepHara.

WHIUBHAYyallbHBIE KOHCYIBTAIlMH IO TIPeAMETY SIBISIOTCS BaXHBIM  (DaKTOPOM,
CITOCOOCTBYIOIIIM HHANBHAYATH3AIHH OO0YUEHHS H YCTAaHOBIEHHIO BOCITHTATENIBHOIO KOHTAKTa
MeXIy TIperofapaTeneM W OOYYAarOIHMCS HHBAIHAOM HJIH JIHIIOM C OTPaHHYeHHBIMH

BO3SMOXKHOCTAMH 3JJOPOBbA.

i MaTepHaJ’leO-TEXHH‘leCROG odecrieueHue 1o JUCIHHUITIINHE (MO,E[y.]'llO)

HammeHoBanHe yII€6HOIu-I aYJIHTOPHH, €€ OCHAII[CHHOCTb

No Bug padot
000pPYIOBAaHHEM H TEXHHUYECKIMH CPeJICcTBAMH O0yUeHHS
1. JIeKI[HOHHBIE 3aHATHSA Aymuropus, YKOMILIEKTOBaHHAS CITELHAITM3HPOBAaHHO
MeOENbIO M TEXHHYECKHMH CPeJICTBAMH 00yUeHH
2 JlaGopaTopHeie 3aHATHS | AYIUTOPHS, YKOMILIEKTOBaHHAS CITEIAITM3HPOBAHHOI
MeOempl0 M TeXHHYECKHMH  CPEACTBAMH  OOYyYeHHS,
KOMITbFOT€paMH, IIPOEKTOPOM, ITPOrPaMMHBIM 00ecITeYeHHEM
3. [IpakTiyeckue 3aHATHSI | AyAHTOpPHS, YKOMITIIEKTOBaHHAS CIIEIHATT3HPOBAHHO
MeOENbIO M TEXHHYECKHMH CPeICTBAMH O00yUeHH S
4. ['pyrmioBeie Aymuropus, YKOMILIEKTOBaHHAS CITEIHAITM3UPOBAaHHOIT

(MHIUBHTyaJTbHBIE ) MeOelnbl0 M TEXHHYECKHMH  CPEACTBAMH  OOYYeHHS,
KOHCYIIbTallHH KOMITbFOT€paMH, ITPOTPAMMHBIM 00€CTIEYEHHEM

5. Texkymmuii  KOHTPOIb, | AyIUTOPHS, YKOMILIEKTOBaHHAS CITeLH A3 POBaHHOI
MIPOMEKYTOYHAS MeOelnbl0 M TeXHHYECKHMH  CPEeICTBAaMH  OOy4eHHS,
aTTecTalys KOMIThFOT€paMH, ITPOrPAMMHBIM 00ecIIeYeHHEM

0. CamMocTosTenbHASA KaGuHer 11 caMOCTOSTENBHOH  paboThl, OCHAITCHHBII
padoTa KOMITHFOTEPHOH TEXHHKOH C BO3MOKHOCTBIO IMOJKITFOYEHHS K

cetn « HTepHEeT», IMPOrpaMMON SKPAaHHOTO YBEIHYEHHS H
oOecIleYeHHBIH JOCTYIIOM B 3JIEKTPOHHYIO HH(OPMAIHOHHO-
00pa30BaTEIbHYIO CPely YHHBEPCHTETA.

[Iprvedanne: KoHKpeTH3alusa ayIUTOPHI H UX OocHalleHHe omnpeaernsgercs OIIOII.
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