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1 Ieau n 3agauu M3y4eHUs AUCLHUTLTHHBI (MO/TyJIs)

1.1 Ilesb ocBOEHHU ST M CIHILIHHbI
W3yueHne coBpeMeHHBIX BeO-TeXHOIOTHIT U TIOTyYeHHNE IIPaKTHYECKNX HABBIKOB pa3paboTKH
BEO-TIPHIIOKEHHI H BeO-CEPBHCOB.

1.2 3amaun qUCIHILIHHBI

OCHOBHBIE 3a/1a4H:

— OCBOEHHE OCHOB apXHTEKTYPHI BeO-TIPUITOKEHHIH;

— usy4yenne Hyper Text Transfer Protocol (HTTP);

— U3Y4YEHHE OCHOB IPOrPaAMMHPOBAHHS BEO-TIPHIIOKEHHIT;

— O3HAKOMJIEHHE C TEXHOJIOTHSMH Be0-CEPBHCOB;

— H3Y4YeHHE TEXHONIOTHI U IIOAX00B 00ecIieueHNs O0e30ITaCHOCTH BeO-TIPIIOKEHHI.

1.3 Mecro JHCHHNJIHHBI (MOIYJIfA) B CTPYKTYPe 00pa30BaTe/IbHOM MPOrpaMmbi

JucuiniHa «ArmapaTHO-TIporpaMMHEIe cpefctBa WEB» oTHocHTes k «O0a3aTenbHas

yacTh» broka 1 «][HCIMTUIMHBL (MOYIIH )» YU4eOHOTO TUIaHa.

1.4 IlepeveHsb NMIAHMPYEMbIX Pe3y/JIbTATOB OOYUeHHS MO JUCIHHILINHE (MOIYJIIO0),
COOTHECEHHbIX ¢ IVIAHHPYEeMbIMH Pe3YJIbTATAMH 0CBOEHH S 00PA30BATeNbHOI MPOrpaMMbI

WzydeHne JgaHHOR y4eOHOI JMHCIMIUIMHEI HallpaBIeHO Ha (QOPMHpOBaHHE Y
OOy YAIOIIUXCS CIEAYIOINX KOMITETESHITHIT:
YK-2 CnocodeH onpeie/ATh KPYT 33124 B PAMKAX MOCTABJIEHHOI 1eJTH H BHIOHPATH
ONTHMAJIbHbIE CHOCO0bI MX pellleHNs, HCX0Af W3 JeiiCTBYIOIIHNX NPAaBOBbIX
HOPM, HMEIOIIHXCH PeCYPCOB H OrpaHNYeHI I

HJ[-1.VK-2

3Hams

Yuems

Bnaoems
H/1-2.VK-2

3Hams
Yuems

Bnaoems
H/1-3.VK-2

3Hams

Yuems

Ilonumaem cyuiHocmb NPaA6o6bLIX HOPM, Uell U 3A0auil HOPMAIMUEHbIX
npasosvIX aAKmos

Memoodonoeuu paspabomxii npospammHo2o obecneueHuis il MexXHONO2UU 6eb-

PO AMMUPOBAHUS

Memoowt u cpedcmea nianupoeaniis 1 opeanuzayl 8eb-paspabomox

Ilpoeooums anamiz mpeboeariii

Buipabamvieams eapuanmot peanuzaijui mpebogariiii

Ipumensms HopmamiieHyo OoKyMenmayiio 8 obnacmu eeb-paspabomxut

Anamnuz eozmodcnocmeil peanusayiil mpeboeaniil k 6e6-npLLONCEHUIO
Ocyuiecmengem nOUCK HeOOX00UMOIL Npasoeoil. UH@opmauuu 0714
peuteHua np ogeccUuOHWILHBIX 3a0 ay

Memoowt u cpedcmea nianupoeariis 1 opeanuzayill 6eb-paspabonixil

Ilpoeooums anamez mpeboeariii

Buipabamvieams eapuanmot peanuzaui mpeboegariiii

IIposooums oyenxy it 0bocHoBaH e PeKOMEHOYeMbIX PeuleHiill

Ipumensmos HopmamieHyo OOKYMeHmayuio 6 obnacmu eeb-paspabomxu

Ananusz eozmodcrnocmeil peanusayiil mpeboeanuil k 6e6-npLLONCEHIO
Hcnonszyem npunyunsl npoexkmuoil Memoodonozuu o012 peuieHus
npogeccuoHaIbHbIX 3a0ay

Memoodonoeuu paspabomxii npospammHo2o obecneueHuis il MexXHONO2UU 6ebH-

PO AMMUPOBAHUS

Ienu 1 3a0auu NpoeoOUMbBIX UCCNEO0EaHIL UL Pa3PaAbOMOK

Memoowr ananuza u 060bueriss omeywecn8eHHO20 1 MEHCOVHAPOOHO20 ONbIMA 8

obnacmu eeb-paspabomxu

Memoowst u cpedcmea nianupoeanis u opzanizaiil eeb-paspabomxi

Buipabamuvieams eapuanmot peantzaiuil mpebogariiii
IIpogooums oyenxy t 06ocHoBaHe PeKOMEHOYEMbIX PeuleHill



Bnaoems

H[-4.YK-2

3Hams

Yuems

Bnadems

Ipumensms HOpMamueHyio OOKYMEHmayuio 6 coomeenicmeyoujeii obracmi
3HAHUIL
Ipumensms memoosl AHANU3A HAYYHO-IMeXHUYecKoil UHpopmaryil
Ananusz eosmoxcrnocmeii peanuzaytiu mpeboeariiii k 6e6-npunioNceH o
Oyenxa epemeril 1 MpyooeMKoChILL Peati3 il mpeboeaHil K 6e6-NpUioiCeHLLIO
Coenacoeanuie ~ mpeboeanuii  xk  Hpopammuomy  obecneuenur ¢
3aUHMeEpPeCcO8aHH bLMLL C11OP OH AM1L
Céop, obpabomka, anamiz u 0606ueHlle NEPedoEO2O OMEYECHEeHHO20 1
MeNHCOYHapoOH020 onvima € obnacmil eb-pazpabomxii
Jesamenvrocms, HaNPaeneHHas HA peuleniie 3a0ay AHAILMUYeCcK020 Xapaxknepa,
Hpeononazarux estbop uMHO2006pasie akmyanbHuix cnocoboe peuleHiis 3a0ay
eeb-paspabomxu
Botoupaem onmumaisHslii CcROCOd peuleHUA 3a0ay, UMeErOU{UXca
pecypcoé U 0ZpaHuueHUil, OUEHKU PUCKO6 HA OCHO6€ NPOEKNHOZ20
UHCIMPYMEHMAapus
Memooonoeuu paspabomxu npozpamMmuozo obecneyenus i MexXHoNo2ulL
HPO2D AMMUPOEAH1Isl 62O-NPLNONCeH ]
Memoowr ananuza u 0b6obugeriss 0OMmeyecn8eHH 020 U MEHCOVHAPOOHO20 ONbINA 8
coomeemcmaeyiougeii obnacmi eeb-paspabomxit
Memoowt u cpedcmea nianupoeariis 1 opeanusaiil 6eb-paspabomxii
Buipabamvieams eapuanmot peanuzaijuil mpeboegaritii
Ipumensims HopmamiieHyo OOKYMeHmayuio 8 obaacmu eeb-paspabonixit
Ipumensms memoos: anamza eeb-cmanoapmoes
Oyenxa epemeri 1 MpPyooemMKoCiL peati3aiuil mpeboeaHilii K 6e0-npuioiCceHiio
Coenacoeaniie  mpeboeanuii  k  Hpopammuomy  obecneuenuro ¢
3aUHMEPeCcOBAHH bIMLL CIN OP OH AMLL
Oyenxa 1 co2nacoeaniie cpoxKoe GblNONHeHLIs NOCHIAGIEHHbIX 3a0ay
Céop, obpabomka, anamiz u 00606ueHIle NeEPedoEO2O OMEYeCNEeHHO20 1
MeNHCOYHapoOHO020 onvima € obnacniil eb-pazpabomxii
Heamenvrocms, HANPAGIeHHAS HA peuleHile 300ay AHWIIMLYEeCKO20 Xapakniepa,
Hpeononazarnuux estbop 1 MHO2006pasiie akmMyanbHsIX cHocoboe peuteHis 3a0ay

OIIK-3 Cnocod0eH nMpHMEHATH cOBpeMeHHbIe HHPOPMANMOHHBbIE TEXHOJOTHH, B TOM
yHCjde OTeYeCTBeHHbIe, MNPH CO3JAHAH MNPOTPAMMHBIX NPOAYKTOB H
NPOrpaMMHBIX KOMILTEKCOB PA3JIMYHOI0 HAZHAYECHHS

HJ[-1.0IIK-3

3Hams

Yuems

Bnaoems

H/[-2.0IIK-3

3Hams

ApeymeHmupo6ano npuMeHsenm CO6PEMEHHble UHYOPMALUOHHbIE
mMexXHoNouu, 6 MmOoM UlUCle OmeyecmeeHHble, NnpU CO30aAHUU
NPOZPAMMHBIX HPOOYKHIOE U NPOZPAMMHBIX KOMNIEKCO6 PAZIUYHOZ0
H@3HAYeHUsA

Bosmoocnocmui COGPEMEHHBIX 1 HepPCreKNGHbIX cpedcme 626—}7{13}){160}‘?”{‘11

Memooonozcuu eeb-pazpabomxil 1 MexHoN02LLL NP 0P AMMUPOCAHLIS

Memoow u cpedcmea npoexmupoeariis 6e6-npunoXceH il

Memoows u cpedcmea npoexmupoeariiss 6eb-cepeLcoe

Ilpoeooums oyenky 1 0bocHoean e peKoMeHOyeMblX PeuleHiil

Ipoexmupoeanue eeb-cepaiicoe

,ZZe}zmeﬂbnocmb, HAanpaeneHHas Ha peuileHiie 3a0ay AHAAUNIYeCcKO20 Xapaxkmepa,

npeononaz aruLx esloop 1 MHO20006pasie aKkmyaibHblX CHOCOBOEG peuleHUs 3a0ay
Opuenmupyemcsa 6 COSPEMEHHLIX NONOMHCEHUAX U KOHUENnUUAX
NPUKIAOHO20 U CUCHIEMHO020  NPOZPAMMHO20  ObecneueHus,
apxumexkmypsl KOMNbIOMEPOo6 U cemeil (6 mMmom 4ucie U 2100aIbHbIX),
MEXHON0UU CO30AHUA U CONPO60IHCOEHUA NPOZPAMMHBIX NPOOYKMOE U
npOZPAMMHBIX KOMNIIEKCOG6

Bosmooicnocmui COGPEMEHHDBIX 1 NepPCcreKniGHbIX cpedcme 6’86—}961’3}?(160!?”@1



Memooonozu eb-paspabomxii i mexHonOLLL NP O2P AMMUPOCAHSL

Memoowt u cpedcmea npoexmupoeariis 6e6-npunoiCceHiil

Memoowt u cpedcmea npoexmupoeariisi 6e6-cepaLcos
Ymems Ilpoeooums oyenky 1 0bocHoean e peKxoMeHOyeMblX peuleHLil

Bnaoems Ipoexmupoeaniie eeb-cepaiicoe

JeamenvHocms, HanpaeneHHas Ha peuleriie 3a0ay AHAIUMUYEeCKo20 XapaKkmepa,
Hpeononazaruux es1bop 1 MHO2006pasiie akmyansHsix cnocoboe peuleHiis 3a0ay

2 CrpykTypa U cojep:kaHHe JUCHHUIIIHHbI
2.1 PacnpeesieHHe TPYAOEMKOCTH JUCHHILIHHBI IO BHAAM padoT
OO0r1mas TpyI0EMKOCTh AHCIIUIUIMHBL COCTABILSET 3 3a4. efl. (108 yacoB), HX pacIipelielieHHe

T10 BHaM paboT IpeicTaRIeHO B TaOmHIle

Cemectpbi
Buj yueoHoii padoThbl Beere (1acel)
4aCoB
4
KonrakTHas padoTa, B TOM YHCJIE: F22 072
Ay/MTOopHbIE 3aHATHA (BCEro): 68 68
3aHATH A TEKIHOHHOTO THIIA 34 34
JlaGopaTopHBIE 3aHATHS 34 34
3aHATHSA CEMHHAPCKOIO THIIA (CEMHHAPHI,
IIPAKTHYECKIE 3aHATHS)
Il Has KOHTaKTHAaA pabdora: 4,2 42
KoHTtpois camocTtosTensHoi padorsl (KCP) 4 4
[IpomesxyrouHas arrecrarsg (MKP) 0,2 0,2
CamocTosiTeJIbHAS PadoTa, B TOM HCJIE: 358 | 358
B bmo.-wi eHlle UHOUBLOYATb HbIX 3A0aHLll 358 | 358
(paspabomrxa npoexma)
IIoAroTOBKA K TEKYIIEMY KOHTPOIIFO
KoHrtpo.ib:
IloAroToBKA K 3a4eTy
Jac. 108 108
B TOM YHCJIe
O0mas TPYA0EMKOCTh KOHTAKTHAA 722 | 722
padoTa
3a4. e 3 3

2.2 CTpyKTYpa JHCHHILIHHbI

PacrpeieneHne BHI0OB y4eOHOIT pabOTH H HX TPYAOEMKOCTH IT0 pa3jenaM JUCIHIDIHHEL.
Pasens! (TeMbl) JHCIHUIUINHEL, H3y4YaeMble B 4 ceMecTpe

Ko/nriecTR0 1aCOB
Ne HaunveHoBaHHe P azde/10B (TeM) el AynuropHan paboTa Bl{e:;y;[ﬁl»:)r&pnaﬂ
Ja 3 JIP CPC
1 2 3 4 5 6 7
1. | BeG-apxurekTypa, JOMEHBI, XOCTHHT 8 2 2 4
2. | HTTP 16 4 4 4
3. | BeO-cepBephl H 0a3bl JaHHBIX 16 4 4 -+
4. | Cookie u ceccHu 16 4 4 4
5. | HTTP-ayreHTHHKams 10 2 4 4
6. | bezomacHOCTh BEO-ITPHIIOKEHHIT 18 6 4 4




Ko/miecTR 0 IACOB
Ne HanmeHoBaHMe P a3NE10B (TEM) Bisio AyniropHan padoTa Bl{es;)y;[ﬁler?Han
Ja 3 JIP CPC
1 2 3 4 5 6 7
7. | Beb-cepBHCH, hpeiiMBOPKH 22 6 14 2
8. | HTTPS, SII1I, 3]10 4 2 2
9. | IlpomsBogUTENBHOCTS BEO-IIPHIIOKEHIIT -+ 2 2
10. | O630p CMS, CMF Drupal 7.8 2 5.8
NTOI'O mo pasgessam CHHMILIHHbI 1038 | 34 34 35,8
KoHrpons camocTosrensHoi padoTsl (KCP) 4
[IpomexyToyHas artectaims (MKP) 0.2
[ToAroToBKa K TEKYIEMY KOHTPOIIO
O0mas TPYI0EMKOCTD M0 JHCIHILTHHE 108

Hpumeyanue: JI — nexyuu, I3 — npaxmutdeckue 3aHAnuA/cemunapst, JIP — nabopamopuvie 3anamui, CPC —
camMocmoameNbHAA paboma cnyoeHma

2.3 Cogep:xanue pasesioB (TemM) THCIHHIIMHbI
2.3.1 3aHATHA JEeKIIHOHHOI 0 THIIA

PDopma
Ne HarvieHoE aHMe pazgesia (TeMbI) Coaep:raHie paziesia (TeMBI) TEeRYINEro
KOHTPOJH
1 2 3 4
B eﬁ-apxrrr eKTypa, JOMEHSI, OcHoBEI BeG-apxHTeKTyphL, DNS, JIOMEHBI, PETHCTPAT 0PI
1. JIOMEHOB, BH/IbI XOCTHHTA, B3aHMoeiicTBHe Opayzepa H P3
XOCTHHT L
OcHOBHBIe ollpe/eneHHs H pHHITHI paborsl HTTP,
2. | HTTP BEPCHH IPOTOKQNA, OOIIH BHI 3aIIpoca H 0TBETa, P3
TIPHMepBI
KoJIbI cTATYCOB OTBETA, OCHOBHBIE 3aIrOWIOBKH 3aIIPOCOB H
3 HTTP orsetoB HTTP ke
XapaKTepHCTHKA H CPaBHEHHEe BO3MOKHOCTei Bel-
3 cepeepoB Apache, Nginx. HcTopHs pazBHTHA Be6-
% BeG-cepBepsl 1 Ga3bl TaHHBIX TIPHIIOKEHHH H CpaBHEHHE 0CHOBHBIX HCITONB3YeMBIX ke
TeXHOJIOTHI
HcnomszoBanHe CYB/ MariaDB/MySQL s pazpabotra
5. Beb-cepBephl 1 0a3bl JaHHBIX JHHAMHYECKHX Bel-TIPHITOKEHHH, [T0T0TOBIEHHEIE P3
3aIIPOCHL, MPHMepkI Heronk2oeanHa PHP PDO
6. | Cookie 1 ceccrm Cookies, mpumeps! zaranoexos HTTP, npumeps Ha PHP. P3
7 Cookie U ceccH Ceccust. IIpumepsl Ha PHP. BezomacHOCTE CeCCHH. P3
8. | HTTP-ayTeHTHpHKaIRIA Basic 1 Digest ayTeuru¢uxarpss HTTP. P3
9 BesoracHoCTh BEO- THITLI ys3BHMOCTel. X apaKTepHCTHKA H 3aIIHTa OT P3
’ l'[pHJIO}I(eHHﬁ yseHMocTed XSS, SQL Injection.
3 XapaKTepHCTHKA H 2alllHTa oT ysi3BHMocTel CSRF,
10. BGBOHaCHOCIB BeO Upload, Include. 3ammra kimHeHTa H cepeepa BeG- P3
TTPIITO/KEHHI e —
BeszomacHocTh BeO-
11. . OWASP, WebAppSec. CVE, Exploit DB.
TIPHJIIOKCHHIT
IToHsTHE BeG-cepBHCA, APXHTEKTYPHbIE CTHITH H
12. | BeG-cepBHCH H (peiiMBOPKH TeXHOJIOTHH BeG-cepeHcoB. XML/JSON mo HTTP, P3
XMLRPC, SOAP. TIpHHIHIIEI H orpaHHdeHHsA REST.
13. Beﬁ-cepBHCH U Q)pef-'mmopm{ IIpumep npoextHpoeaHusa RESTTul Be6-ceprHca. P3
14. | BeG-cepBHCH 1 (hpeiiMBOPKH 0630p web-(peliMBOPKOB. VieSHLIT (peliMBOpK. P3
HTTPS, PKI, ocHoBHBIe MOHATHA H IIPHHLHIT paboThbI,
15. P3
HTTPS, SUIL, 5710 T'OCTs1 1 craugapts! kpurrrorpadum, D111, S]1O.




dopma
Ne HaimeHoR aHHe paziea (TeMbI) Coaep:xaHie pazae/a (TeMbI) TERYIUEro
KOHTPOJIA
1 2 3 4

HpOI-ISBOI[HTEJIbHOCTB Re6- MeTo/JbI MacIITaGHP OBAHH H MOBBILI €HHS
16. 7 TP OH3BO/HT elIbHOCTH BeS-IIPHI0KeHHI, KelllHPOBAHHE B P3

TIPHITIOKEHHH HTTP.

, 0630p CMS, erenente B CMF Drupal 1 dpeiimBopk

17. | CMF Drupal Syintony.

Ipume yarue: JIP — omyen/3amuma nabopanioptoii padonist, KII - esinonte Hue Kypcogozo npoekida, KP - Kypcoeoii
pabonsl, PI3 - pacyemHo-epaguieckozo 3aoanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecmuposanie, P3 — peuiertie 3a0ad.

2.3.2 3aHATHSA CeMHHAPCKOT0 THIIA

Ipume yaruie: JIP — onmuen/Bamumea nabopaniopHoii pabonist, KII - esinonteHue Kypcogozo npoekia, KP - Kypcogoii
pabonst, PI3 - pacyemHo-epaghuieckozo 3aoanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecmuposeanie, P3 — peuiertie 3adau.

2.3.3 JIaGopaTopHbIe 3aHATHA

Dopma
Ne HanmeHoR aHHe paziea (TeMbI) HanmveHoeaHHe J1a6opaTopHLIX padoT TeRYLIEeTr o
KOHTPOJIH
1 2 3 4
Be6-apxurekrypa, JOMEHBI
1. P ypa, & ’ IIpumenense ssh, ftp, ping. nslookup. git P3
XOCTHHT
5 HTTP BrrmtormHenHe HT'T P—3anp0}(’:|(1):3[yme'ronom GET B telnet HH P3
BrmamHenHe HTTP-zanpocoe merogom POST B telnet
3 HTTP HIH Putty b3
4 Be6 6 PazpaboTka IHHaMHYecKoro BeG-npHnoxeHHsa Ha PHP P3
) £9=CERBECDRL HIQASHL JMHHRL HITH JPYTOM S3bIKe ) OPaMMHp OBAaHHSA
CozganHe 6a3bl qaHHBIX MariaDB/MySQL., BeiGopka H
5. | Beb-cepBepsl H 0a3bl JaHHBIX BCTABKA JAHHBLX. P3
. B a MBI Ha CepBepe C HCIIOJIb30BAHHEM
6. | Cookie u ceccHi R fiop DD P3
Cookies
T Cookie U ceccii ABTOPH3ALMHS Ha CAITe ¢ HCTIQNb30BAHHEM CECCHH P3
Beb-npunozxeHHe ¢ HTTP-ayrentH}HKaIpiell H
& HTTP- aYTeHTHQJHKaI_[HH 3anpocaMH K B]T ¢ IpyImHpoBKoH P3
BesomnacHocTh BeO-
9. - AynHr Gez011acHOCTH BeG-IIPHIT0KEeHHA P3
TIPHIIOKCHHIT
10 BesormacHocTh BeO- Ay T 5e30MacHOCTH BeO-TPHITOKEHHS H HCTIPaBIIeHHE P3
BrIoHeHHe IPOEKTa ¢ HCIOTb30BAHHEM y1eGHOoro
11. | BeOG-cepBHCH 1 (bpef-'mmopm[ (petinmopka Ha PHP HIH caMo cTOATENLHO P3
pazpaGoTaHHOro (peHMBOpPKa
BhIIoHeHHe IIPOEKTA ¢ HCIIOIb30BAHHEM y1eGHOoro
12. | BeOG-cepBHCH 1 (bpefmmop}cp[ dpefinpopka Ha PHP HiH caMocTOATENLHO P3
paspaboTaHHOro (peHMBOpPKA
BrIIoHeHHe IIPOEKTa ¢ HCIIOIB30BAHHEM yi1eGHOoro
13. | BeG-cepBHCH U (peiiMBOPKH dpetimBopka Ha PHP WH caMocTOsITeNbHO P3
pazpaboTaHHoOro (peHMBOpPKA
BrbIIoHeHHe IIPOEKTa ¢ HCIIOIB30BAHHEM Yi1e0HOro
14. | BeO-cepBHCH 1 (bpefmmop}q{ {petineopka Ha PHP i camo cTosTeLHO P3
pazpaboTaHHOrO hpelMBOpPKa
BrIIoHeHHe IIPOEKTA ¢ HCIIIL30BAHHEM Y1e0HOro
15. | BebG-cepBHCH 1 Q)pefmmopfcp[ {pefineopka Ha PHP HiH caMo cToATeNLHO P3
paspaboTaHHOro (peHMBOpKa




dopma

Ne HaimeHoR aHHe paziea (TeMbI) HaunveHopaHHe J1adopaTopHLIX padoT TERYIUEro
KOHT] 0711
1 2 3 4
BeIomHeHHe MPOeKTa ¢ HCITONb30BaHHEM yi1eGHOro
16. Beﬁ-cepBHCH U (bpef'[MIBOPKFI (petimepopka Ha PHP wm camoctosTensHo P3

pazpaboTaHHOro (hpeHMBOpPKA
BrbIIoHeHHe [IPOEKTAa ¢ HCIIIL30BAHHEM Y1e0HOro

17. | Be0O-cepBHCH 1 QJpeffm[BopK[[ {pefineopka Ha PHP HH caMocTOATENLHO P3
pazpaboTaHHoro QpeHMBOpKa

Ipumeyanue: JIP — omuem/3amuma nabopanioptoii pabonist, KII - estnoiteHue Kypcogozo npoekia, KP - Kypcoeoii
pabomwl, PI3 - pacyemHo-paguieckozo 3adanua, P - Hamicanue pegepama, 3 - scce, K - xomnoxeuym, T —
mecmuposanie, P3 — peuieriie 3aoau.

2.3.4 IIpumepHasi TEMATHKA KYPCOBBIX padoT (IIPOEKTOB)

Her.

2.4 IlepevyeHb y1e0HO-MeTOMUIECKOr0 0decreveH sl /I CAMOCTOSATEIbHOM PadoThl
00y JYaroImMXcs Mo JUCIHIIHHE (MOIY.110)

[lepeueHp y4eOHO-METOAHYECKOTO O0eCTIEYeHI JUCI[HITIHHBI
No Bug CPC I1O BBITIOJTHEHHIO CAMOCTOSTEIBHOH paboTh
1 2 3
1 H3yueHne MeTtoamueckie yKa3zaHHS IO OpraHH3al[MH CaMOCTOSTEIIbHOH
TEOPETHYECKOr O paboTH CTYJEHTOB, YTBEPKIEHHBIE Kadempoit
MaTepHaia HHG OpMAIHOHHBIX TeXHOIOrHit, mporokorn Nel ot 30.08.2019
2 Pemtenmie 3amau Metommieckie yKa3zaHHS IO OpPraHH3allHH CaMOCTOSTEIbHOMN
paboThl CTYJIEHTOB, YTBEPKIEHHBIE Kadempoii
HH} OpMAIHOHHBIX TEXHOIOrHi1, mporokorn Nel ot 30.08.2019

YueOHO-MeTOMUYECKHE MaTepHabl I CaMOCTOSTEIBbHOH PaldoThl OOYYAIOIMXCS M3
YHCIIa HHBAHMIOB U JIHI] ¢ OTPAaHHYEHHBIMH BO3MOKHOCTSIMH 370poBbs (OB 3) IMpe1ocTaBIIsIoTCs
B (hopMax, aJalTHPOBAHHBIX K OrPAaHHYEHHSIM HX 3I0POBbS H BOCTIPHSTHS HH(bOPMAIIHH:

JI71s1 1THIL ¢ HapyIIeHH SIMH 3PEHHS:

— B ITe4aTHOH (hopMe YBETHUEHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO JJOKYMEHTa,

— B opMe ayanodaiinia,

— B MeyaTHOI ¢opme Ha s3bIke Bpaitns.

JI71s1 v ¢ HapyTIEHN SIMH CITyXa:

— B MeyaTHOIT opme,

— B (popMe 3IEKTPOHHOTO JOKYMEHTA.

JI71s1 THIL ¢ HapyIIeHNSIMH OITOPHO-ABHTATEIBHOTO aImiapara:

— B MeyaTHOIt popme,

— B (popMe 3IEKTPOHHOTO JJOKYMEHTa,

— B opMe ayaunodaiina.

JlaHHBIIT TlepeyeHh MOXKeT OBbITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHTEHTa
00y YAFOITHXCHL.

3. O6pazoBaTe/ibHbIE TEXHOIOTHH
B cooreerctBHM ¢ Tpebopanusvi OT'OC B mporpaMMa AUCIHIDIHHEL IIPey CMaTPHBAET
HCIIONIb30BaHNe B y4eOHOM IpOoIlecce CIeAYIOMNX 00pa30BaTellbHbIE TEXHOIOTHN: YTEHHE
JEKIHNH € UCIIONb30BAaHHEM MYIIbTHMEAMITHBIX TEXHOIOTHIT; METOJ] MaJIBIX I'PYTIII, pa3oop
MPaKTHYeCKUX 3a/[a4 H KeHCOB.



[Ipn 0Oy4eHHH HCITONB3YIOTCS CIEAYIONIHE 00pa30BaTeIbHbIE TEXHOMOTHI:

— TexHomormd KOMMYHHKAaTHBHOTO OOyuYeHHS — HalpaBiIeHa Ha (opMHpoBaHIe
KOMMYHHKAaTHBHOI KOMITETEHTHOCTH CTYIEHTOB, KOTOpas SBILIeTCS 0a30BOH, HEOOXOAUMOMN I
aJlalTaIii K COBPEMEHHBIM YCIOBHSM MeKKYIIb TYPHOH KOMMYHHKAI[HH.

— TexHomorusgd pasHOYpPOBHeBOro (auddepeHIIHPOBAHHOIO) OO0yUeHHS — ITpejIloliaraer
OCYINECTBIIEHIE TTO3HABATEIBHOI MAEITEIbHOCTH CTYJIEHTOB C YYETOM HX HHAHBHAYaIbHBIX
CITOCOOHOCTEH, BO3MOXKHOCTEH H HHTEPECOB, ITOOIMIPSS HX pealTH30BBIBATh CBOH TBOPYECKHIT
noreHIHan. CosmaHie H HCIIONb30BaHHE IHATHOCTHYECKHIX TECTOB SBIISETCS HeOTheMIeMOil
YACTHIO JAHHOI TeXHOIOIHH.

— TexHomorms MOAYIBPHOrO OOYYeHHS — IIpeAyCMaTpHBAaeT JelleHHE COAepKaHHs
JHCIHITINHBI Ha JOCTaTOYHO aBTOHOMHBIE pa3/ielibl (MOMYIIH ), HHTETPHPOBaHHBIE B OOIIHIT KYpC.

— HHpopMmanHOHHO-KOMMYHHKaI[HOHHEIe TexHomornun (MKT) - pacnmipstor pamku
00pa3oBaTeIbHOrO IpoIiecca, IMOBBIIIAS €r0 IMPAaKTHYECKYIO HAIlPaBIEHHOCTh, CIIOCOOCTBYIOT
HHTEHCH(HKAIIMH CaMOCTOATENbHOIT padOTHl yYalHXCS H IIOBBIIIEHHIO ITO3HABATeIbHOM
akTUBHOCTH. B paMkax KT Beiaensrorcs 2 BUa TEXHOIOTHH:

— TexHOIOTHS HCIIONB30BAHHS KOMIIBIOTEPHBIX ITPOrpaMM — TO3BOIIET 3 (heKTHBHO
JIOTIOTTHHTH ITPOIecC O0YyUEHNS SI3BIKY Ha BCEX YPOBHSIX.

— HHTepHeT-TeXHOMOTHH — TIPEJOCTARISIOT IMHPOKHE BO3MOKHOCTH JUISI  TIOHCKa
nHpopMari, pa3padoTKH HayIHBIX MMPOEKTOB, BeleHH HayUHBIX HCCIIEeIOBAHHIT.

— TexHomnornsa MHAMBHIyaTH3aIMH OOyYEeHHS — TIOMOTaeT pealM30BBIBaTh ITHYHOCTHO-
OPHEHTHPOBAHHBII ITOAXOJ, YYHTHIBaS HHAMBHIAYyalbHBIE OCOOEHHOCTH M TOTPeGHOCTH
YYAIHXCL.

— IlpoexkTHast TEXHOIOTHS — OPHEHTHPOBaHa Ha MOJEIHPOBAHHE COIHAIBHOrO
B3aHMOJICHICTBHS YYaIl[MXCS C LENbI0 PEIleHHs 3ajaui, KOTopas OIMpeJelsdeTcs B paMKax
MpodecCHOHATBHOI MO OTORKH, BRIIENSI TY HIH HHYIO ITpeIMeTHYIO 00MIacTh.

— TexHonornsa oOy4eHHS B COTPYAHHYECTBE — pealH3yeT HIAECI0 B3aHMHOTO OOyYeHHS,
OCYINECTBISIA KaK HHAMBHAYAIbHYIO, TaK H KO/UIEKTHBHYIO OTBETCTBEHHOCTh 3a PpeEIlEHHE
yUeOHBIX 3a][ay.

— HrpoBas TeXHONOrHsA — MO3BOJIIET Pa3BHBaTh HABBIKH PACCMOTPEHHS Psfa BO3MOKHBIX
CIIoco0OB pellieHHs Mpo0ieM, aKTHBH3UPYS MBIIINIEHHE CTYAEHTOB M PacKpbIBas JIMTYHOCTHBIT
ITOTEHINAN KaKJJ0T0 YUaITeTOCH.

— TexHoTOrHS pasBHTHSI KPHTHYECKOIO MBIIDIEHHSA — CIIOCOOCTBYET (hOPMHPOBAHHIO
PasHOCTOPOHHEH IMYHOCTH, CIIOCOOHOI KPHTHYECKH OTHOCHTHCS K HMH(OPMAIIHH, YMEHHIO
oTOHpaTh HH(OPMAIIHEIO JUTS PellleHHs ITOCTaBIIEHHOM 3a[auH.

KoMruiekcHOe HCITOIB30BaHHE B YUeOHOM IIpoOIlecce BCEX BBIINIEHA3BAHHBIX TEXHOIOTHIT
CTHMYIIMPYIOT JIHYHOCTHYIO, HHTEIUIEKTYalbHYH) aKTHBHOCTh, Pa3BHBAIOT II03HABATEIbHBIE
TIPOIECCHI, CITOCOOCTBYIOT (DOPMHPOBAHHIO KOMIIETEHIMIT, KOTOPHIMH JOJDKeH o0majgaTh
OYIIYIIHH CIIEIHAIIHCT.

OCHOBHBIE BHIBI HHTEPAKTHBHBIX 00pa30BaTeNbHBIX TEXHOIOIHH BKIIFOYAIOT B CE0S:

— paboTa B MaJbIX TPYIITAX (KOMaHJIe) - COBMECTHAs AeSATEbHOCTh CTYAEHTOB B IPYIIIE MO/
PYKOBOJICTBOM JIHjIepa, HalIpaBIIeHHAas Ha pellleHIe 00MIeit 3a1aun ITyTéM TBOPUYECKOTO CIIOKEHHS
Pe3yIbTaTOB HHAMBHAYAIBHOH palOTHl WISHOB KOMAHABI C JIEeHHEM IIOMTHOMOYHH U
OTBETCTBEHHOCTH;

— TPOEKTHas TEXHOIOTHS - HHANBHIYaIbHasl WIH KOJUIEKTHBHAS JIeSTeIbHOCTh 110 0TO0pY,
pacrpeieIeHHIO H CHCTeMaTH3al[HH MaTepHala IO OIpeelIeHHOI TeMe, B pe3ylbTaTe KOTOPOH
COCTaBIISETCS IIPOEKT;

— aHaTH3 KOHKPETHBIX CHTYAI[HH - aHAIM3 pPeallbHbIX ITPOOIEMHBIX CHTYaIlHi, MMEBIIIX
MeCTO B COOTBETCTBYIOMIeH oOmacTH IMpodeccHOHANMbHOI AeSTeIbHOCTH, H ITOHCK BapHAHTOB
JIYYIIX PEIIeHHI;



— Pa3BHTHE KPHUTHYECKOTO MBIIUIEHHS — 00pa30oBaTeIbHas AesTeNbHOCTD, HallpaBlIeHHAS Ha
Pa3BHTHE Yy CTYAEHTOB Pa3yMHOTr0, pe(IeKCHBHOIO MBIIUIEHHS, CIIOCOOHOTO BBIIBHHYTH HOBBIE
HJIEU U YBUAETh HOBBIE BOSMOKHOCTH.

[Toxoxm pa3dopa KOHKPETHBIX 3ajlay H CHTYAIHIT IITHPOKO HCITONb3YeTCs KakK MperoiaBaTelieM,

TaK M CTyJAeHTaMH BO BpeMs JIeKIil, 17a00opaTOPHBIX 3aHATHIL H aHAIH3a Pe3yIbTaToB
CaMOCTOSATEIBHOI PabOTH. DTO 00YCIOBIEHO TEM, UTO ITPH HCCIEIOBAHIN H PENIEHNH KasKIoit
KOHKPETHOII 3a7laul HMeeTcsl, KaK IPaBHITIO, HECKOIBKO METOJIOB, a 3T0 TpedyeT pa3bopa i
OLIEHKH I[eJI0H COBOKYITHOCTH KOHKPETHBIX CHTYaITHii.

7 KOJIHYECTBO
I/ICHO.]'I]:Z!YBM]:IG HHTEPAKTHBHEIE 00pa3oBaTe/ILHBIC
Cemecrp BH,E[ 3aHATHHA ' HHTE€PAKTHBHBIX
TEXHOJIOTHHA
qacoB
[IpakTiueckie 3AHSITHS B pexIMax
4 JIP B3aHMOJIEHCTBHS «ITPEINOAABATEND — CTYAEHT» H 12
«CTYHEHT — CTYHEHT»
Hroro 12

Hpumeyanue: JI — nexyuu, I3 — npaxmutdeckue 3aHAnuA/cemunapst, JIP — nabopamoprvie 3anamui, CPC —
camocmoamensHAaA pabonia cnyoexnid

Tembl, 3aaHHs M BOIPOCHL JJIT CaMOCTOSITENbHOH paGoThl MPH3BAHBI C(HOPMIPOBATH
HaBBIKH TIOHCKa HHGOpPMAIMH, YMEHHSI CaMOCTOSITENIbHO pPacIHpATh H YIIMyOlsATh 3HAHUA,
TOTyYEHHBIE B XOJIe JIEKITHOHHBIX H IPAKTHYeCKHUX 3aHSTHII.

[Moxox pa36opa KOHKPETHBIX CHTYAIHIT IIHPOKO HCIIONb3YeTCsI KaK MperofaBaTelIeM, TaK
H CTy/IEHTaMH TIpH TTPOBEAECHHH aHAIH3a Pe3yIbTaTOB CaMOCTOSTEIBHOI PabOTHI.

JUIs Il ¢ OrpaHMYEeHHBIMH BO3MOXKHOCTSIMH 3J{OPOBbSI TIPEAYCMOTpPEHa OpTaHM3aIlis]
KOHCYJIbTAIMIT C HCIIOJb30BAHHEM 3IeKTPOHHOM ITOYTHI.

JU1s1 TUIL ¢ HapyTIeHHSIMH 3PEHI S

— B ITe4aTHOI (hopMe YBeTHUEHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO TIOKYMEHTA.

JU1s1 TuIL ¢ HapyTIeHHSIMH CITyXa:

— B MeyaTHOIT Gopme,

— B (popMe 3TIEKTPOHHOTO TIOKYMeHTA.

JU1st TuIL ¢ HapyTIeHHSIMH OITOPHO-ABHTATeIBHOTO aIlapara:

— B MeyaTHOI opme,

— B (popMe 3IIEKTPOHHOTO JIOKYMEHTA.

JUms mIp ¢ OrpaHHYeHHBIMH BO3MOMKHOCTSIMH 3J[OPOBbSI IPEAYCMOTPEHA OpTaHM3aI[isg
KOHCYJbTAIMI C HCIIOMb30BAHHEM 3IEKTPOHHOM TTOYTHI.

JlaHHBIH TIepeueHh MOkKeT OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHIEHTA
00y YarOIHXCA.

4. OuleHoYHBbIE 1 METOAHMUYECKHE MATE€PUAJIBI
4.1 OnueHounble cpelcTBA YISl TeKYIIEro KOHTPOJIS  YCIEeBAaeMOCTH H
NPOMEKYTOUHOMH ATTECT AU

OIleHOYHBIE CpeficTBa ITpeJHA’HAuUeHBl JJIST KOHTPOISI M OIEHKH OOpa3oBaTelhbHBIX
JOCTHKEHHIT OOYYaroIHXCSA, OCBOHMBIIMX TIIporpaMMmy YyueGHOM JHMCIMIUIMHBEL «Ha3BaHIHe
JUICITHTUTHHEL» .



OlleHOYHBIE CPEJICTBAa BKIIFOYAET KOHTPOIbHBIE MaTepHAJBI VIS MPOBEJCHUS TeKYIIero
KOHTPoJIsi B opMe pPasHOYPOBHEBBIX 3aJaHHII H MPOMEKYTOUHOIl aTTecTamum B dopMme
MpOeKTa K 3a4eTy.

OlleHOYHBIE CpeACTBA JUISI HMHBAMAOB W JIHMI[ C OTrPAaHHYEHHBIMH BO3MO’KHOCTSIMH

30POBbSI BRIGHPAIOTCS ¢ YUETOM HX HHAMBHYATHHBIX ITCHXO(PU3HUECKIX 0COOEHHOCTEH.

— IIPH HEOOXOMMOCTH HHBAIIHIAM H JTHI[aM C OTPAaHHYeHHBIMH BO3MOKHOCTSIMH 3JIOPOBbSI
TIpeIOCTABIISIETCS JOMOMHNUTEFHOE BPeMsI TSI TOATOTOBKH OTBeTa Ha SK3aMeHe;

— IIPU TIPOBEJIEHHIH TIPOLIEAYPHI OIIEHHBAHHUS PE3YIbTaTOB OOYUEHI S HHBAIIMIOB H JHIL C
OTPaHHYEHHBIMH BO3MOKHOCTSIMH 3J0POBbS IIPEyCMATPHBAETCS HCIIONb30BAHIE TEXHITYECKIX
CPeACTB, HEOOXOMMMBIX HM B CBSI3H C MX HHAHBUAYATbHBIMH OCOOEHHOCT SIMIH

— IIpH HEOOXOAMMOCTH 11 00YYArOIHXCS ¢ OrPAaHHYEHHBIMH BO3MOYKHOCTSIMH 3]TOPOBbSI
W HHBAIMIOB IIPOIEAypa OlLEHHBAHHUS pe3yJIbTaTOB OOYYEHHSI 110 JHCIHMIUIHHE MOXKET
MTPOBOAUTHCS B HECKOIBKO 3TATIOB.

[Iporenypa OIEHHBAHHA Pe3ybTaTOB OOYYEHHS HHBAAOB H JIHI[ ¢ OTPaHHYeHHBIMH
BOSMOYKHOCTSIMH 3[0POBBSI TI0 AUCIFNUIMHE (MOAYIIO) IpedyCMaTpHBAET ITPeIOCTABIIEHIE
nHpopMalii B GopMax, aTalTHPOBAHHBIX K OTPAHHYEHHSM HX 3J0POBbS M BOCIIPHSTHS
HHpopMaII:

JU1s1 THIL ¢ HapyTHeHHSIMH 3PEHH ST

— B ITe4aTHOI (opMe YBEMHISHHBIM IIPH(TOM,

— B (popMe 3IEKTPOHHOTO TIOKYMEHTA.

JU1s1 TuIL ¢ HapyTIeHHSIMH CITyXa:

— B MevyaTHOIT Gopme,

— B (popMe 3IEKTPOHHOTO TOKYMEHTa.

JU1st TuIL ¢ HapyTIeHHSIMH OITOPHO-ABHTATEIBHOTO aIlapara:

— B MeyaTHOI opme,

— B (popMe 3IEKTPOHHOTO TIOKYMeHTa.

JlaHHBIH TIepeueHh MOXKET OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHIEHTA
00y YAFOITHXCHL.

CTPYKTYpa olleHOUHBIX CPeJACTB Isl TeKYIIell H MPOMesKYTOYHOI aTTecTaAlHN

Kon HarmeHoBaHHe
No | KoHTpoimpyemble paszenbl (TEMbI) | KOHTP OJHPY eMOH OLIEHOYHOTO CPEJIcTBA
/o JHCLHIUTHHBI * KOMITETEHITHH s IIpomexyTouHasA
(HJIH ee JacTH) Tesymat woermans aTTecTalHA
_ 3anaHHe s
1 BeG-apxHTeKTYDa, IOMEHEL, VYK-2, OIIK-3 Haaggfaa';‘opﬂaﬂ CaMOCTOATENBHOH
SHGEHREE P paboThI
3anaHHe s
2 HTTP VYK-2, OIIK-3 J'Iaaggl}‘)aa'/[)‘opﬂaﬂ CaMOC TOATENBHOH
P - paboThI
_ . 3anaHue i
3 Be0-cepBephl 1 6a3bl VK-2. OIK-3 ﬂaaggfaa';‘opHaH i e
TTAHHBIX P paGoThI
3anaHue i
. JIab i
4 | Cookie 1 ceccH VK-2, OIIK-3 aaﬁgfaazopmﬂ CaMOCTOATENbHOM
P paboThI
_ 3anaHue s
5 Be0-cepBephl 1 6a3bl VK-2, OITK-3 ﬂaaggfaa';‘opHaH CaMOCTOSTESTEEOM
JAHHBIX p ) paGoTsI
3anaHue s
JTaG 5
6 | HTTP-ayTeHTH(HKAI[HST YK-2, OIIK-3 aaﬁgfaa?pmﬂ €aMOC TOATENBHO
P paboThI
3anaHue s
BezomnacHocTh BeO- JIaGoparopHas
7 . VK-2, OIIK-3 CaMOC TOSATENBHOH
TTPHITOMKEHITH pabota 7 pabim




HomasaTe.Jm, KPHTEPHHA H MIKaJIa OIEHKH C(l)O])MHpOBaHHle KOMIeTeHIH i

CooTBeTcTBHE IMOPOrOBOMY VPOBHIO OCBOGHHS KOMIIETEHI[HIT IIIAHHPYEMBIM
pesynbraTtaM o0yueHHs H KPUTEPHSM HX OILIEHHBAaHUS (OLIEHKA: Y0BJIETBOPHTENILHO /3a4TEH0):
YK-2 CnocodeH onpee/ATh KPYT 33134 B PAMKAX MOCTABJIEHHO 1[eJIH H BLIOHPATH
ONTHMAJIbHbIE CHOCO0bI MX pellleHHs, HCX0AA H3 JeiiCTBYIOIIHX NMPaBOBbIX

HOPM, HMEIOIIHXCS PeCYPCOB H OrPaHNYeHH I

HJ[-1.VK-2

3Hams

Yuems

Bnaoems

HJ[-2.VK-2

3Hams

VYuems

Ionumaem cyuiHocms npasossIx HOPM, Uell U 3a0auu HOPMarnue HbIx
npasosvIx aKmos
Memooonocuu  paspabomxu npopamMmHozo obecneyeHus U MexXHONOo2ulL
NP0 AMMUPOBAH S
Hucmpymenmut 1 menmoowl eepuguraipiit Cmpyknypst HpoZpamMmMHOZ0 Kood
Memooonozus eedenuis O0KyMeHmMO0bOPONa € op2anu3 alusx
Memoowt u cpeocmea wnnanuUpoaHUus U OpPAHU3AYUL  UCCAEO06AHULL 1l
paspabomox
IIposooums ananu3 tcnonHeHus npeboeaHiii
Buipabamvieams eapuanmot peanuzaijuil mpeboegariiii
Ipumensms HOpMamueHyio OOKYMEHmayuio 6 coomeenicmeyoujeii obracmi
3HAHUIL
Ananusz  eosmoocHocmeil  peamusayuu  mpeboeanuili K NPOPAMMHOMY
obecneyeniiio
Coenacoeaniie mpeboesantiii K HNpPODAMMHOMY obecneueniiio c

3AUHMEepPeCcOCaHH bIMIL CIIOPOHAMIL

Ocyuiecmengem nOUCK HeEOOX00UMOIL Npasoeoil UH@opmauuu 0714
peuieHusa np oghleccuOHAILHBIX 3a0 ay
Hucmpymenniot 1 meniodwvl eepuuxayiiil cmpykmypsl HpoZpammHozo Kooa
Memooonozus eedenun 00KymMeHmMoobOpOmMa 6 op2anu3aysx
Memoow u cpeocmea nnanUpoGaHUS U OpP2AHU3AYUL  UCCAEO06AHULI 1
paspabomox
Ilpogooums ananus ucnonHenus npeboeaiiii

Buipabamuvieams eapuanmot peanuzayuil mpeboeariiii

IIpogooums oyenxy t 06ocHoBaHe PeKOMEHOYEMbIX PeuleHill



Bnaoems

HJ[-3.VK-2

3Hams

Yuems

Bnadems

Ipumensms HOpMaAmMuUeEHy0 OOKVMEHMAyUio € coomeenicmeyioujeil obracmu
SHAHLL

Anamuz  eozmozicnocmeil  peamusayuu  mpeboeaHuil K - NPOPAMMHOMY
obecneueHLio
Coznacoeanite mpeboeartiii K Npozpammuomy obecneyen1iio c

SAUHMEepPeCcOCaHH bIMUL CIIOPOHAMIL

Hcnonszyem npunyunsl npoexkmuoil mMemoodonozuu o018 peuieHus
npogeccuoHaIbHLIX 3a0ay
Memooonozaiut pagpatﬁommt HpocpamMmHoco O6€CH€‘£€HI£§I i MmexHoJocuUld
NpO 2D aAMMUPOBAHA
Hucmpymennst u memooul epuguxayiiyl cmpykmypsl HpOZPAMMHOZ20 KOOa

Ienu u 3a0auu NpoeoOUMbBIX UCCNeO06aH Il UL Pa3pabomox

Memoowr ananuza u 06obugens omeyuecmeeHHo2o 1 MeXCOVHAPOOHO20 ONbINA 6
coomeemcmeyiougeil obnacmil tccnedoeaHil

Memoowt u cpeocmea wnnanuUpoaHUus U OpPAHU3AYUL  UCCAEO06AHULL 1l
paspabomox

Buipabamvieams sapuanmot peanuzayuu mpeboeariiii

IIpogooums oyenxy t 06ocHoBaHe PeKOMEHOYEMbIX PeuleHill

Ipumensms HOpMAMUEHYIO OOKVMEHMAWUIO € coomeenicmeyioujeil obracmu
SHAHLL

Ipumenams memoost aHAIZ3A HAYYHO-MEXHUYeCKOIl UHpopMatjLiL
Anamuz  eozmosicnocmeil  peamusayuiu  mpeboeaHuii K - NPOPAMMHOMY
obecneuenio

Oyenxa epementt 1t mpyooemMKochiL peanuzaiiu mpeboeantiii K npozpammHOMy
obecneueHio

Coznacosaniie mpeboeantiii K NpopamMmMHoMy obecneuentiio c
3AUHMEPeCcOBAHH bIMLL CIOP OHAMIL

Céop, obpabomka, anamiz u 00600ugeHIle NEPedOEO2O OMEHeCHEeHHO20 1
MeHCOYHAPOOHO20 ONBIMA € COOMEeNncmeEyoujeii obaacniu UcciedoeaHil

Jeamenvrnocms, HaNpaeneHHas Ha peuleriie 3a0ay AHATUMUYeCcKo20 Xapakmepa,
Hpeononazarnuix es1bop 1 MHO2006pasie axmyansHsix cnocoboe peuleHiis 3a0ay



HJ-4.YK-2

3Hams

Yuems

Bnaoems

Botoupaem onmumaisHslili cnocod peuieHus 3a0ay, UMeEOU{UXCcA
pecypcoé U O02PAHUYEHUIl, OUEHKU DPUCKO6 HA OCHO6€ NPOEKMHOZ0
HHCHIPYMEHMAapua

Memooonoaut pagpa6ommz HpocpaMmHoco oﬁecneqemm i mexHojJoculd

NPO2P AMMUPOBAHA

Hucmpymennut u memooul eepuguxayuil cmpykmypsl HpOZPAMMHOZ0 KOOa

Ienu 1 3a0auu npoEoOUMbBIX UCCNEO0EaHIL UL Pa3PaAbONOK

Memoowr ananuza 1 060bugenHUs OMeYecmEeHH 020 1 MeXCOVHAPOOH020 ONbINA 6
coomeemcmeyiougeii 0bnacmii tccaedo6aHii

Memoowt u cpeocmea nnanuUpoGaHUS U OpP2AHU3AYUL  UCCAEO0BAHULL 1
paspabomox
Buipabamuvieams eapuanmot peantzaiuil mpebogariiii

Ipumensms HOpMamMUEHYI0 OOKYVMEHMayUio € coomeenicmeyioujeil obracmu
SHAHLL

Ipumensams memoost aHaN3A HAYYHO-MEXHUYeCKOLl UHDopMaljLiL
Ouyenxa epementt 11 mpyooemKocmil peanzayi mpeboeanii X npozpammHOMy
obecneueHLio

Coznacoeaniie mpeboeaniil K npocpammHomy obecneueniiio c
3AUHIMEPECOBAHH bIMLL CINOP OHAMIL

O‘I{QHK'{I U CO2NACO6AaHIe CPOKOE 6bIFIONMHEeHUA HOCTNAGTEeHHbLX 3a0a4
OE;QHK'(I U cO2NdCcOoe6aHlie CPOKOE 6blFONHEeHUA NOCINAGTeHHbIX 3a0ay

Céop, obpabomka, anamiz u 00606ueHIle NeEPedoEO2O OMEYeCNEeHHO20 1
MeJHCOVHAPOOHO20 ONBIMA € COoNnEencmeyoujeti obaacnitl ucciedoeaHil

Jeamenvnocmys, HanpaeneHHas Ha peulerie 3a0ay aHATUMUYecKo20 Xapakmepa,
Hpeononazaruux eslbop 1 MHO2006pasiie axkmyanbHux cnocoboe peuleHiis 3a0ay

OIIK-3 CnocodeH nMpHMeHATh cOBpeMeHHbIe HHPOPMANMOHHBbIE TEXHOJIOTHH, B TOM
yHcJde OTeYecTBeHHbIe, MPH CO3JAHAH MNPOTPAMMHBIX NPOAYKTOB H
NPOrPaMMHBIX KOMILTEKCOB PA3JIMYHOI0 HA3HAYEHHS

H/[-1.0IIK-3

Apzymenmupoéano npumeHsem CcO6PEMEHHble UHPOPMAUUOHHbIE
mMexHonocuu, 6 moM uucile omeuecheeHHble, NPU  CO30AHUU
NPOPAMMHBIX NPOOYKMOGE U NPOZPAMMHLIX KOMNIEKCO6 PA3IUUHO20
HA3HAY eHUA



3Hams

VYuems

Bnaoems

H/[-2.0IIK-3

3Hams

Yuems

Bnaoems

Bosmooicnocmu  cogpemennsix 1 NEPCHEKMUEHBIY  Cpeocme  paspabomii
NPOZPAMMHbIX NPOOVKINOE, NIeXHUYeCKUX CPeoCcne

Memooonoauu paspabomxu npopammuozo obecneyenus i MeXHONO2UlL
NpOp aMMUPOBAHS

Memoowt u cpedcmea npoexmupoeariis HpoZpamMMHO20 0becneyeniis

Memoowr u cpedcmea npoexmupoeaniis HpoZPAMMHBIX LUHMepeticoe

IIpogooums oyenky u 06ocHo8aHe PeKOMEHOYeMbIX PeuleHill

Ipoexmupogantie npozpamMmusix unmep geticoe

Céop, obpabomxa, ananuz u 060bujeHtle pe3ynIbmMamos 3SKCHEPUMEHNOoE 1
ucenedoeaniii € coomeememeyougeii 0baacml 3HaHUil

ﬂeﬁzmeﬂbuocmb, HAanpaeneHHas Ha peuieriie 30044 AHARUMIYECcKO20 Xapaxkmepa,

Hpeononazarnuux eslbop 1 MHO2006pasiie akmMyanbHsIX cHocoboe peuteHiis 3a0a

Opuenmupyemcsa 6 COSPEMEHHLIX NONONHCEHUAX U KOHUENnUuAx
NPUKIAOHOZ0 U CUCHIEMHO020  NPOZPAMMHO20  ODecneueHus,
apxumexkmypsl KOMNsIOMeEPoé U cemeil (6 mMmom 4ucie U 2100aIbHbIX),
MEXHON0UU CO30AHUA U CONPOE0HCOEHUA NPOZPAMMHBIX NPOOYKMOE U
npOZpAMMHBIX KOMNIIEKCO6
Bosmoocnocmui COGPEMEHHBbIX Il HepPCHEeKMNUGHDbIX cpedcme pagpafion:m;
NPO2P AMMHBIX HPOOYKIOE, MEeXHUYeCKUX CPeoCine

Memooonozuu  paspabomxu npocpammuozo obecneyenus i MeXHONO2UlL
Npo2p aMMUPOEaHS

Memoowt u cpedcmea npoexmupoeariis HpoZPAMMHO20 0becneyens

Memoowt 1 cpedcmea npoexmupoeariis HpoZPAMMHBIX LHmMepeiicos

Buipabamvieams eapuanmot peanuzauil mpebogariiii

Oyenxa epementt 1 mpyooemKocmil peanzaii mpeboeanii X npozpammHOMy
obecneueno
Oyenxa 1 co2nacoeariie CpoKoE evlnoiHeHlis NOCNIAGIeHHbIX 3a0ay

IIpoexmupogantie npozpamMmusix uHmepgeiicoe

OI}QHK'(I U CO2NACOGAaHIEe CPOKOE GblHIONHEeHIA NOCINAGTEeHHbLY 3aday



Céop, obpabomxa, ananusz 1 0b60bujeHue pe3yIbmMamos 3SKCHePUMEHMOoE 1
uccnedoeanii € coomeemcemeyoujeii obuacnitl 3HaHuil

Jeamenvnocms, HanpaeneHHas Ha peuleriie 3a0ay aHATUMUYecKo20 Xapakmepa,
Hpeononazaruux eslbop 1 MHO2006pasiie axkmyanbHux cnocoboe peuleHiis 3a0ay

Tunosbie KOHTPOJIbHbIE 32JAHHSA HIH HHbIE MATEPHAJIbI, HE00X0JHMbIe /151 OLIEHKH
3HAHHII, YMeHHil, HABLIKOB H (WIH) ONbITa JeATeJbHOCTH, XAPAKTEPH3YIOIHUX >TaNbI
(opMHIpOBAHIA KOMIIETEHIIHIl B Mpoliecce 0CBOEHHA 00pPa30BaTeIbHOM MPOrPAMMBbI

SAJTIAHUE 1

B3srh y IpernojaBaTens MMPaKTHKH BaIll JIOTHH H ITapoib JOCTYIa K yueOHOMY BeO-cepBepy
X.X.X.X WM K BUPTYAIbHOH MaIlHHE IS CAMOCTOSITEIbHOI HaCTPOHKH. [[0AKITFOUHTECS K HEMY
1o SSH ¢ nmomMorupio kimeHTa Putty, KoMaHABI ssh HWIN oHaiH-BepcHH ssh-kmmeHTa. 2) C
ITOMOIIBIO KOMAHABL ping Ha yueGHOM cepBepe y3HaTh IP-afpec BeG-cepBepa kubsu.ru, caemars
CKPHHIIIOT BBI30Ba KOMAHABI ping, JOOABUTH CKPHHIIOT B gitpEO3UTapHil 3afaHms. 3) C
TIOMOIIBIO0 KOMAHABI nslookup y3HaTh A-3armcH 1 MX-3amHcH goMeHa kubsu.ru 1 kubsu-dev.ru,
JNO0aBHTH CKPHHIIOTEL B git-pero3suTapuii 3aganis. 4) C IOMOIIbIO KOMaHABL whois y3HaTh gaTy
perucrparmu qomMeHa kubsu.ru # kubsudev.ru, 100aBHTh CKPHHIIIOTE] B git-PEIO3HTAPHIT
sazanus. 5) Crenarhb BeG-crpaHuily index.html co ckpHHIIOTaMH, JOOABHTE €€ B git, ¢ IIOMOIILIO
SSH ckIIOHMpPOBATh PEMO3UTAPHIL CO CKPHHIIIOTAMH M CTPaHUIIEH B Katasor /var/www/html/
BaIll_JIOTHH/. Beb-cTpaHuIia oI KHA OTKPBIBATHCA I10 aJpecy
http://Bam_noruH.kubsudev.ru/karanor_saganud 1/ 6) C nomoripro mporpaMmel FileZilla mwin
nro0oro apyroro kinneHTa FTP coe IMHUTHCS ¢ yUeGHBIM CEpBEPOM C BaIlIM JIOTHHOM H
TaposieM 1o mpoTokony FTP 1 cKomipoBaTh Ha JTOKATbHEI KOMITBIOTep (haiiiTbl 3ajaHHs H3
Kataiora /var/www/html/Bami_sorus/. Chenats ckpuHior FTP-ki1HeHTa mmocie cKkaunBaHH S
daitnos, 1o6aBuTh ckpHHITIOT B GIT M Ha cTpaHHITy.

3AJJIAHUE 2

Bamuth ¢aitnel B KaTanore files Ha Be6-ceppep yepes GIT. [IpoBepHTh 3arpysky ¢aitnoB B
Opaysepe M3 Balero yueGHoro JomeHa. [Iposepurs padoTocrocodHocTs index.php. C moMoIis1o
IporpaMmel telnet Wi Putty BEITTOIHHTE 3aMaHus oTiipaBKkoil HTTP-3ampocoB k BeG-cepepy: 1)
IMOTYYHUTH IMaBHYyIo crpaHuily MerofgoM GET B mporokonie HTTP 1.0; 2) mony4yurs
BHYTpeHHIOI0 cTpaHHIly MeTofoM GET B mmpotokorne HTTP 1.1; 3) onpegenuts pa3mep daitna
file.tar.gz, He ckauMBas ero; 4) ONMpeNeNHTh: MeHATHII pecypca /image.png; 5) OTIPaBUTh
KOMMEHTApHIi Ha cepBep 10 afpecy /index.php; 6) momyunts nepeeie 100 Gaiit ¢aiina
/file.tar.gz; 7) ollpeleIHTh KOAHPOBKY pecypca /index.php. CHATH 7 CKPHHIIIOTOB,
0TOOpaKarOIIHX 3aIllPOC U 3aT OJIOBKH OTBeTa BeO-cepBepa. CBepcTaTh BeO-CTPAHHILY CO
CKPHHINIOTaMH, 3aJIUTh Ha BeO-ceprep uepes GIT.

3AJJAHUE 3

CoctarsTe HTML-dopMy ¢ momsmir:

1) ®UO (TekcTOBOE ITOTE);

2) TenedoH (rone tel);

3) e-mail (1one email);

4) nata posKIeHHA (TIONE AaTh);

5) o (paJOKHOITKH );

6) mroOHMBIN A3BIK ITporpammupoBaHus: Pascal, C, C++, JavaScript, PHP, Python, Java, Haskel,
Clojure, Prolog, Scala, Go (MHOXECTBEHHBIH BBIOOD M3 CIHCKA);



7) 6uorpadus (MHOTOCTPOUHOE TEKCTOBOE ITOIIE );

8) ¢ KOHTPaKTOM 03HAKOMIIEH (a) (UeKOOKC);

9) xHomka «COXPaHHUTh».

OdopMHTE CTpaHHITy KPacHBO ¢ HcIonb3oBaHueM CSS. [IpefmonaraeTcs HCIOIb30BaHHE
BEPCTKH U3 TPEJBIAYIIETO ceMecTpa. Peamisylite CKpHIIT Ha BeO-cepBepe Ha PHP win apyrom
SI3BIKE TIPOr PAMMHPOBAHH A, COXPaH Ol B 6a3y gaHHBEIX MySQL (MariaDB) mwmt PostgreSQL
3aIlOITHEHHYIO (opmMy. J[o 3ammicH HeoGXOMHMO ITPOBEPHUTH KOPPEKTHOCTH 3aIlOJIHEHHE BCEX
Imoseil Ha BeO-cepBepe. B cilyyae HEKOPPEKTHOIO 3allOJHEHH S OTOOPa3UTh OIMMOKY C OIMCAaHHEM
Ipo0neMsl. B ciTy4ae YCIENHOM 3aIlCH 0TOOPa3UTh COOOIIEHHE O TOM, YTO JaHHBIE YCIIEIITHO
COXpaHeHHI. JII Ka)kI0il OTITPaBKH (POPMbI HEOOXOAUMO CO3/IaTh OTJETIBHYIO CTPOKY C
JIAHHBIMH B TaOJIIIlE, HCIIONB30BATh II0JIe aBTOMHKPEMEHT JJIS BEIIAYH YHUKAITBHOIO
HJIeHTH(HKAaTOpa 3armicH. ba3y JaHHBIX CIIPOeKTHPOBaTh B 3-i HOpMabHOIT dopme. J[a
3aIlHCH B 0a3y JaHHBIX HCITONb30BaTh ITOJTOTOBIEHHEIE 3alIpOCH! (prepared statements).

SAJTIAHUE 4

Peann3oBath NMpoBepKy KOPPEKTHOTO 3aIlONHEHH S 00g3aTeIbHBIX MoIei (popMBI TIpeABIIYINET O
3aflaHH A Ha OeksHjle ¢ Heronb3oBaHHeM Cookies. Bammaliro Beex moseit popmel Ha OeK3H/ e
JIO COXpaHeHHS B 0a3y JaHHBIX HeOOXOANMO Pealn30BaTh PETYIISIPHBIMH BhIpakeHHSIMH. B
CIIy4ae, eClIH JJaHHBIE COJlepKaT HeJ[OITy CTHMBIE CHMBOIIBI, HEOOXOHMO COOOIIHTH
TTOIB30BATENI0 O TOM, KaKHe CHMBOJIBI JOITY CTHMO HCIIOIb30BaTh B IOJE. [IpH HaTHYHI OIMHOOK
CTpaHHILy (OpMBI HEOOXOAMMO Iepe3arpy3uTh MeTogoM GET, mmoms ¢ orrndKaMi MOACBETHTD
KpPacHBIM I[BETOM, OTOOpa3HTh COOOIIEHNS ¢ OIMCAaHHEM OMIHOKH ITO KaKIOMY ITOIIFO HaJl
dbopMoit WM PAIOM ¢ ITOISMH (OPMEI, BRIBECTH B (hOpMy paHee BBEJSHHEIE TI0Ib30BaTelleM
sHaueHHI. MH]opMaInmo 00 ormHOoYHOM 3aIloNTHEeHHH Mojei coxpanars B Cookies 710 KOHI[a
CECCHH, YAAISTh TIPH HCIIPaBIEHUH OIMTHOOK ITOIh30BaTeNleM IIOCie TIOBTOPHO OTITpaBKH. B
Clydae yCIeIHOr 0 3aoiIHeHHI (OpMBI COXpaHHTh 3HaueHHS B Cookies Ha OJHH roj U
BHIBOAHTH B (pOpPMY 5TH 3HAUEHHS B KauecTBe HaYaIbHBIX 3HAUeHHII 1onei GopMEI 1o
yMormuaHuio. Mcrone3osanne JavaScript He IIPEATIONaraeTCs.

3AJTIAHUE 5

Peani3oBars BO3MOKHOCTE BXOJ[A C TTAPOJIEM H JIOTHHOM C HCIIOIb30BAHIEM CECCHI IS
H3MEHEHUS OTTIPABIIEHHBIX JAHHBIX B ITPeIBIAYINEH 3afaue. [laponb 1 IOrHH reHepUPYIOTCS
aBTOMATHYECKH TIPH MTEPBOHAYAIBHOIT OTIIpaBKe (OPMBI H OTOOPaKar0TCs IMOIIb30BATENTO ITPH
YCIeNIHOM oTIparke GopMel. B 6ase JaHHBIX COXPaHATH XEIT IMapoJIs.

3AJTIAHUE 6

PeanmuzoBatrh crpanuiy agMuHucTpaTopa ¢ HTTP-asTopH3atmeit 11 MpeIbIAYIIero 3alaHH L.
Ha crpaHnmile JOIKHBI BEIBOAUTHCS IS IIPOCMOTPa BCE BBEIEHHBIE TTOIH30BATEIISMHA JJaHHBIE.
JlomxHa OBITh peaTn30BaHa BOZMOKHOCTE OTPeIaKTHPOBATh M YAAINHTh JaHHbIE, BBEICHHBIC
TTOIB30BATEISIMI, TTOCMOTPETh CTaTHCTHKY ITO KOIHYECTBY ITOJIb30BaTeNeH ¢ KaKIoH
CBEPXCIIOCOOHOCTHIO.

SATIAHHUE 7

[IpoBeaute ayauT Ge30MaCHOCTH BaIllero MPIIOKEHHS H HCIIPaBbTE YSI3BHMOCTH. B HeM
JOTIKHEI OBITEH pasAensl, MOCBINEHHbIE Y3BHMOCTsM XSS, SQL Injection, CSRF, Information
Disclosure, Include, Upload. B oT4ere ykaXkuTe 110 KaXXJoH YI3BHMOCTH IIPHMEHEHHBIE METO B
3aIIUTHI C IIPHMePaMH BaIlleTo Koja.

3AJTIAHUE 8 (ITPOEKT)

JU1s TIpeIBLTYINET O 3aJaHIS pPealii30BaTh BeG-cepBIC, IIPHHIMAFOIIHIT JaHHbBIE (POPMBI B
dopmate JSON wm XML ¢ coxpaHeHHeM IToNIei U CTPYKTYphI 0as3hl JaHHBIX. J[71s He
ABTOPH30BAHHOIO ITOIb30BATEII BeO-CePBHC BO3BPAIAET JIOTHH H MTAPOIIb CO3JaHHOTO



TIONTb30BATENA H aipec MPOdHIISI HOBOrO MOMbh30BaTeNs. {11 aBTOPH30BaHHBIX MTOJIb30BaTeNeH
BeO-CepBHC MTO3BONSET MEHATh BCE PAaHEE OTIIPABIIEHHBIE JaHHBIE, KPOME JIOTHHA U Mmapois. [1pu
peanm3aliy BeO-cepBHca BATHAALMS TAPAMETPOB H JIOTHKA Pa0OoThI IIOITHOCTHIO aHAJIOTHYHEI
MPeIBIIYINEMY 3alaHHIO. Peall30Barh OTIPABKY (DOPMBI B IIPEIBIIYINEM 3aJaHHH ITOMOITIBIO
JavaScript (Fetch) yepes paspaGoraHHbI BeG-cepBHC 0e3 Iepe3arpy3KH CTPaHHIEI, ECIIH B
Opayiepe BKkroueH JavaScript. B mpoTHBHOM cirydae (hopMa OTIIPaBIIIeTCs KaK OOBIYHO I10
mabiaony POST-Redirect-GET. UHTerpupoBaTh JOpMYy B BEPCTKY IIPOEKTa IPEBITYIIErO
ceMecTpa I1o IpeaMeTy «PaspaboTka Imomb30BaTeibcokro Web-uHTepdeiica». BebeepBic
peam3yeTcs cpeAcTBaMH BEIOPaHHOTO BaMH SI3bIKA IIPOrpaMMIPOBaHIS. M cIomb30BaHIE
CTOPOHHHX (hpeiiMBOPKOB Ha cepBepe (OeK3H Ie) He TIpeonaraeTcs. B 3ajanim
TIpejTonaracTcs afanTalsa y4eOHOro HiM pa3padoTka cCOOCTBEHHOTO (hpeiiIMBOpPKa C eIHH O
TOYHOH BXOJ[a, POYTHHIOM, MOAYIIsMU XeHiepoB HTTP, apTopuzaiiueit, Bajmgaiuen,
11a0Io0HU3aTOPOM, coOmmoieHHeM ITpuHIMIIOB KISS 1 DRY.

Ilepeuens kKomnemenyuil (uacmu KoMNemMeHYUU), HNHPOEEPAEMBIX OUECHOUHBIM
cpeocmeom
VK-2, OIIK-3.

4.2 Meroaniueckne MaTepHaJibl, ONpeae/siionie nMpoieaypbl OleHNBAHNA 3HAHMIL,
YMeHHil, HABBIKOB H (WIH) ONBITA [JeATeJbHOCTH, XAPAKTEPH3YIOUINX 3TaNbI
¢gopMHpoOBaAHNSA KOMIIETEHIIHI

Bcero B kypce 7 HHAMBHUYAIIBHBIX 3aJ{aHil H ITpoeKT. [IepBoe 3azaHie Ha 6 OallIoB,
ocTanbHbIe 110 8 OawioB. [Ipoekt 10 46 6aiwioB. Utoro 100 Garmmos. /I ronyyeHH s 3a4eTa
HeoOxoamMo HaOpaTh 60 wim Gornee 0aUIOB CYMMapHO 3a BCe 3alaHHs U IPOeKT Y BBOTOIHHUTE
IPOEKT Ha 26 uim Goee GalioB.

3a7aHs BBLAAIOTCS U IIPOBEPSIOTCA IpernofaparersiMi B LMS Moodle. Kpurepnu
BBICTABIIEHH I OAIUIOB B Ka/KIOH 3aj1aye IMTOAPOOHO OIMMCAHBI B TEKCTE KaKI0ro 3afaHnsa B LMS
Moodle. 11 ciauu 3aaHus U ITOTy4YeHH s 0aJUIoB 110 KakKIOH 3aaue HeOOXOIMO
OTHOBPEMEHHOE BBIMTOIHEHHE CIEIYIOIHX YCIOBHIAL:

1. 3amaHue BBHIMTOIHEHO B COOTBETCTBHH C KPHTEPHSMH H JJOCTYITHO JJISI IIPOBEPKH Ha
yueOHOM cepBepe KyOI'Y win HHOM cepBepe.

2. HsmeHeHns uexopHoro koxa B Gitlab wm GitHub akkayHTe cTy[IeHTa JOCTYIHBI U1
MMPOCMOTPa MPEMOaBaTENIO.

3. B LMS Moodle 3arpyeHa cChlIIKa Ha BeO-CTPaHUITy BeO-TIPIIIOKEHHS H CChIIIKA Ha
npoekt GitLab wiu GitHub myis mpoepku. JlaTa 1 BpeMs 3arpy3KH U ITOCIETHETO
n3MeHeHnd koja B GitLab win GitHub MeHbIIIe JaThl M BpeMEHH CI a4 T10 3aJa4e.

4. OTCYTCTBYIOT IPH3HAKH 3aHMCTBOBAHHS HCXOTHOTO Kofia. CTy[eHT CBOGOIHO OTBEYaeT
Ha BOITPOCHI T10 XOAY PeIeHH 3a1a4i, KOMMEHTHPYS HCXOXHBIH KO,

[IpH HEBBITOMTHEHHH 3THX YCIOBHII 3a 3a/lavy BBICTABILSIETCS HOIb OalliioB.

OLIeHOYHEIE CpEACTBa JUIA HHBAIIMJIOB H JIHI[ C OI'PaHHYEHHBIMH BO3MOMKHOCTAMH
310POBbA BBIﬁHpElIOI‘CH C YUETOM HX HHIHBHIYaJIbHBIX ]'[CI[XO(i)IIBHLIeCKHX 0COOEHHOCTEH.

—IIpH HEeOOXOMHMOCTH HHBATHAAM H JIHI[aM C OI'paHHYCHHBIMH BOSMOXKHOCTAMH 3JI0POBbA
IIPEAOCTABIIACTCA JOITOIIHHTCIIbHOS BPpEMA JUIA IIOATOTOBKH OTBETA Ha 3K3aMCHE,

— IIPH ITPOBCACHHH ITPOLICAYPHEI OLIEHHBAHHA PE3YIILTATOB 06}”16]—]][51 HHBAIIMJAOB H JIIIT C
OIpaHHYCHHBIMH BO3MOXHOCTAMH 3JOPOBBA ITPEAYCMATPHBACTCA HCIIOIB30BAHHE TCXHHYCCKIX
CpPEACTB, HEOOXOIHMBIX HM B CBSI3H C HX HHIHNBHAYAJIbHBIMI OCOOEHHOCTSIMH;

— IIpH HEOOXOAHMOCTH JUIS OﬁyllaIOH_U-IXCH C OIpaHH4YC€HHBIMH BO3MOXHOCTAMH 340POBbA
H HHBAIIMIOB IIPOLEAYpPa OLCHHBAaHHIA PCE3YIIbTAaTOB oﬁwemm 110 JTHCIIHIUIHHE MOXKET
IIPOBOJHTECA B HECKOJIIBKO 3TAIlOB.



[Iporienypa OIEHHBAHHA Pe3yIbTaTOB OOYUEHHS HHBAHAOB H JIHI[ C OTPaHHYEHHBIMI
BO3MOYKHOCTSIMH 3I0POBBS 110 JUCIMIUIIHE TPelycMATpHBAET IIpeJocTaBIeHe HH(pOpPMAIHi B
dbopmax, aanTHPOBAHHBIX K OrPAHHYEHHSIM HX 3JJ0POBbS H BOCITPHSATHS HH()OPMAIIH:

JU1s1 Uil ¢ HapyTHeHHSIMH 3PEHIST:

— B MTe4aTHOM (opMe YBEMHYEHHBIM IIPH(TOM,

— B (popMe 3TIEKTPOHHOTO TIOKYMeHTA.

JU1s1 Il ¢ HapyTIeHH SIMH CITyXa:

— B IeyaTHOI opme,

— B (popMe 3IIEKTPOHHOTO JIOKYMEHTA.

JUst Il ¢ HapyTIeHHSIMH OITOPHO-ABHTaTeIbHOTO arliapara:

— B MeyaTHOIT opme,

— B (popMe 3IEKTPOHHOTO TIOKYMEHTA.

JlaHHBIH TIepeueHh MOXKeT OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHIEHTA
00y YOI XCAL.

5. IlepeveHn yueOHoi JUTepaTYPbl, HHPOPMAHOHHLIX PECYPCOB H TEXHOIOTHil

5.1 OcHoBHas JTEPATYPA:

1. Curmaga C.I'. BeO-mporpammiipoBaniie U BeO-cepBHCH — yueOHoe mocolue, KyoIl'Y,
2013.

2. Mamnanikesud, B.b. MHTEpHET-TIpOrpaMMIIpOBaHHE : Ta00pPaTOPHBIHN ITPAKTHKYM /
B.b. ManarkeBnd ; [I0BOIDKCKII IOCYAapCTBEHHBIN TEXHOIOTHYECKHI YHUBEPCHTET. -
ﬁouucap-Ona (III'TY, 2017. - 96 c. : ui. - bubmorp.: c. 82. - ISBN 978-5-8158-1854-5 ; To xe
[OnexTponHbni pecypce]. - URL: http://biblioclub.ru/index.php?page=book &i1d=476400

3. bormanos, M.P. PazpaGoTka KIIMEHTCKIX IIPHIIOKeHHIT Web-caiiToB : Kypc /
M.P. BorjaHoB. - MockBsa : MHTepHeT - YHUBepcHTeT MHpopmarmonHsix Texuomoruit, 2010. -
228 c.: wi.; To ke [OnekTpoHHsli pecype]. - URL:
http://biblioclub.ru/index.php ?page=book &id=233745

JI71s1 0cBOEHH S AMCHUTUIHHBL HHBATHAAMH U JIHIIAMH C OTPAHHYEHHBIMH BO3MOXKHOCTSIMH
30POBbSI MMEIOTCSI H3JaHUS B 3IEKTPOHHOM BHJIE B AIEKTPOHHO-OHOMHOTEYHBIX CHCTEMAaX
«Jlanv» u «FOpaiim ».

5.2 Jlono/mHHATeIbHAS JMTEPATYPA:

1. OcHoBH web-TiporpammiipoBannsa Ha PHP: yueOHoe mocobue. MapkuH A. B. , [lIkapuH
C. C. Mockga: Jlnamor-MHU®H, 2012. O6sem: 252 ctp. ISBN: 978-5-86404-241-0. URL:
http://biblioclub.ru/index.php?page=book_red&id=229742

2. CraHgaptel OQOpMIEHHS HCXOJHOTO KOJa IPOrpaMM H  COBPEMEHHBIE
HHTETPUPOBAHHBIE CPEbI Pa3pabOoTKH IMPOr paMMHOT0 o0ecriedyeHns: yuel.-MeTo.mmocodue. HO.B.
Komeios, A.B.YBaposa, C.I'.Cunniia [u ap.| — KpacHomap: KyGaHckuii roc.yH-T, 2017.

3.I'pomos IO. IO. , UBanora O. I'. , JarnumaH C. B. OcHoBBI Web-HHKIHHPHHTA : pa3paboTKa
KIMEHTCKIX TIPHIOKeHHH: yuyeOHoe 1ocobue U3marenscreo GI'BOY BIIO «TT'TY», 2012. 240 crp..
URL: http://biblioclub.ru/index.php?page=book_red&id=277648&sr=1

5.3. llepnoanueckne M3 AHUA:
1. Baspl manHbpx koMriaHmu «Mct Bero» http://dlib.eastview.com
2. OnexrponHas ononnoreka GREBENNIKON.RU https://grebennikon.ru/

5.4. UnTepHeT-pecypchbl, B TOM YHCJIe COBpeMeHHbIe MpodeccHoHATbHbIE 0a3bI
JAHHbIX H HHPOPMANHOHHbIE CIIPABOYHbIE CHCTEMbI
Dnexmponno-bubnuomeunvie cucmemst (OE5C):
1. DBC «IOPAMIT» https://urait.ru/
2. BBC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIATH» http://www.biblioclub.ru/
3. 3BC «BOOK.ru» https://www.book.ru




4. BBC «ZNANIUM.COM» www.znanium.com

5. OBC «JIAHb» https://e.lanbook.com

Ipogeccuonanvrvie 6azvt OaHHbIX

Scopus http://www.scopus.com/

ScienceDirect https://www.sciencedirect.com/

KypHams! n3marenberBa Wiley https://onlinelibrary.wiley.com/

Hayunas anextpoHHas 6ubnmoreka (HOB) http://www.elibrary.ru/

[IOMHOTEKCTOBBIE APXMBHI BEAYINHX 3aITafHBIX HAYYHBIX KyPHAIIOB Ha PoccHiickoi
nna’rd)opme Hay4yHbIX XypHaitoB HOUKOH http://archive.neicon.ru

6. HaimpioHambHasd  »eKTpoHHas  OHMONMHOTEKa  (JOCTYIT K DIEKTPOHHOH — OHOIHOTEKE
JIuccepraipi Poccuiickoit rocyapctBeHHoNn oubdimoreku (PI'B) https://rusneb.ru/

7. IlpesugeHtckas oubimioreka mM. b.H. EnpiiHa https://www.prlib.ru/

8.  Baza manmprx CSD KemOpHIKcKOro leHTpa KpHuctamiorpadueckux JaHHbX (CCDC)
https://www.ccdc.cam.ac.uk/structures/

9.  Springer Journals: https://link.springer.com/

10. Springer Journals Archive: https://link.springer.com/

11,  Nature Journals: https://www.nature.com/

12.  Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols

13. Springer Materials: http://materials.springer.com/

14. Nano Database: https://nano.nature.com/

15.  Springer eBooks (i.e. 2020 eBook collections): https://link.springer.com/

16. "JlexkropuyM TB" http://www.lektorium.tv/

17. YHusepcurerckas nHdopmaronHas cucteMa POCCHUS http://uisrussia.msu.ru

N

Hughopmaruonnvie cnpagounsie cucmemo

1. Koncymprant [Imroc - cripaBoyHas IpaBoBas cHCTeMa (IOCTYII IO JIOKAIBHOI CETH C
KOMITBIOTEPOB OHOIMOTEKH )

Pecypcwvt ceoboonozo docmyna

1. KuGepJlenunka http://cyberleninka.ru/;

2. AMepuKaHCKas ITaTeHTHas 0as3a JaHHBIX http://www.uspto.gov/patft/

3. MuHHCTEPCTBO HAYKH U BRICIEr 0 oOpa3oBaHna Poccrrickoit Deiepaliii
https://www.minobrnauki.gov.ru/;

4. @epepanbHebLil mopran "Poccuiickoe oOpa3zoBaHue" http://www.edu.ru/;

5. HudopmarmonHas cucTemMa "EXHHOe OKHO JOCTYITa K 00pa3oBaTelbHEIM pecypcaM”
http://window.edu.ru/;

6. EmqmmHas KommeKins IH@PoRbIX 06pazoBaTellbHBIX pecypcoB http://school-collection.edu.ru/ .

7. IlpoekT I'ocytapcTBEHHOIO HHCTUTYTa PyccKoro si3pika mveHn A.C. [TyimkiHa
"O0pa3zoBaHHe Ha pyccKoM" https://pushkininstitute.ru/;

8. CmpaBouHO-HH(}p OpMAI[HOHHEIT ITopTal "Pycckiii S3bIK" http://gramota.ru/;

9. Ciyx0a TeMaTHYECKIX TOJIKOBBIX CIIOBapeil http://www.glossary.ru/;

10. CroBapH M 3HITHKIONEMNH http://dic.academic.ru/;

11. OOGpasoBaTenbHbII IopTan " Yueba" http://www.ucheba.com/;

12. 3akoHompoekT "O06 obpaszopannu B Poccriickoi @eepaliii”. Borpockl H OTBETH http://xn--

273--84d1f.xn--plai/voprosy i otvety

Cobemeennvie snexmponnsvie obpazogamenvivie i uH@opmayuontvie pecypcst Kyol'y

1. OnekrpoHHbIH KaTanor HayuHoii 6nbnnorexkn KyOI'Y http://megapro.kubsu.ru/MegaPro/Web




2.  DOnekTpoHHas OHOIHOTEKA TPYIAOB yueHbIX Kyol'yY
http://megapro.kubsu.ru/MegaPro/UserEntry? Action=ToDb&idb=6

3. Cpelra MOIYIIBHOIO AHHAMHYECKOr 0 00y4eHH http://moodle.kubsu.ru

4. bBaza y4eOHBIX IUTaHOB, YUeOHO-MeTOAHYECKHX KOMITIIEKCOB, ITyOIHKAITIiT H KOH() epeHIHI
http://infoneeds.kubsu.ru/

5. Bubnnoreka HHGOPMAIOHHBIX PeCypPcoB Kadeaphl HH(POPMAIHMOHHBIX 00pa30BaTEIbHBIX
TEXHOIIOTHI http://mschool.kubsu.ru;

6. OIeKTpOHHBI apXHUB AOKYMeHTOB KyOI'Y http://docspace.kubsu.ru/

7. DieKTpoHHBEIe 06pa3oBaTeIbHbIe pecypchl Kadeaphl HH(POPMAIIMOHHBIX CHCTEM H TEXHOJIOTHI
B oOpazoBanmn KyOl'Y u HayuyHo-MeToamdeckoro sKypHarma "I[IIKOJIBHBIE T'OJIBI"
http://icdau.kubsu.ru/

5.5 Ilepeyenb HHPOPMAIHOHHO-KOMMY HHKANHOHHBIX TEXHOJIOTH I
1. KoMibroTepHOE TECTHPOBAHHE IPEACTABIEHHBIX IIPOTPAMM.
2. Wcionb30BaHHE AIEKTPOHHBIX TPe3eHTAIRI IIPH IIPOBEAEHNUN JTEKIOHHBIX 3aH STHIL.
3. Cucrema MOODLE.
4. [TpoBepka JOMAIHIX 3aJaHUI 1 KOHCYIIbTUPOBaHHE IocpeacTBoM SOWC KyoIY.

5.6 IlepedveHb JHIIEH3HOHHOT0 H CBOOOJHO PACHPOCTPAHAEMOro MPOrpaMMHOIO
odecmeIeHUA
Mozilla Firefox. GIT. Telnet, Putty. FileZilla. Eclipse PDT, VS Code, SSH.

6. MeToauuecKkue YKazaHnnua i OﬁyanOH_IHXCH o OCBOCHHIO

AUCHUTTHHBI (MOIYJIA)

PaGora B GitLab mimm GitHub Ha Kypce ocyIlle CTBIIIeTCS aHATIOTHYHO Kypey «Paszpaborka
TOTb30BATEILCKOr0 HHTep(eiica», OMHAKO IS Iy OIHKAIHMH BeG-TTPUITOKEHHI BMECTO CepBHCa
Gitlab Pages mcrionp3yercs yueOHBIT BeG-cepBep (aKymbTeTa THOO BHpPTyalbHas MaIlHHa,
HacTpanBaeMasl CTYJEHTOM CaMOCTOSTeNbHO. KpaTkas HMHCTPYKUHS IO HCIIONb30BaHHIO Git
HaxojuTcsa B Moodle. Meroamueckne ykazaHHs 110 BBITTOIIHEHNIO KaK [0 Tab0opaTOpHOI pabOoTH
yKa3aHbl B TeKCTe Kakqoi padorsl B LMS Moodle.

B ocBOeHHHN JUCIWIUIMHBI HHBATHAAMH H JIHI[AMH C OTPAaHHYEHHBIMH BO3MOKHOCTSIMU
3JI0pPOBbSI OOMBINOE 3HAYEHHE HMeeT HHIUBHIyaldbHas yuyeOHas paboTa (KOHCYIbTAI[HH) —
JIOTIOTHHTETIFHOE Pa3bsCHEHNE YIeOHOr0 MaTepHala.

WHauBHAYyalTbHBIE KOHCYIBTAIIMH IO TIPEeAMETY SIBIISIOTCS BaXHBIM  (DaKTOPOM,
CIIOCOGCTBYIOINM HHINBHIYAITH3AI[HH O0YUEHHS H YCTaHOBJIEHHIO BOCIIHTATEIIBHOIO KOHTAKTa
MeXAy IperofaBaTelleM H OOYyYarOIMMCS HHBAIHIOM HWIH JIHIIOM C OTPaHHYEHHBIMH
BO3MO’KHOCTSIMH 3{0POBBL.

7. Matepua/ibHO-TEXHHYECKO€ 0OecrieueHue Mo JUCHHILINHE (MOIy.T10)

HammeHoBanne yqeﬁHof'{ aYIHTOPHH, €€ OCHAIIl[CHHOCTb

No Bug padot
000pyJOBaHHEM H TEXHIMECKIMH CPeACcTBaMI O00YUYEHHS
1. JIeKI[HOHHBIE 3aHATHA Aymutopus, YKOMITJIEKTOBaHHAS CITeLHAITM3HPOBaHHOI
MeGeTbI0 H TEXHHYECKHMH CPEICTBAMH OO0yUYeHHS
2. JlaGopaTopHeie 3aHATHS | AYIUTOPHS, YKOMILIEKTOBaHHAS CITEIHAITM3UPOBAaHHOIT

MeOeTbIo n TEXHHYCCKIIMIL CpEeACTBaMI OﬁylleHI-[}I,
KOMITBFOTEPAMH, ITPOCKTOPOM, ITPOIrPpaMMHEIM obecIie4YeHHEM

3 [IpakTHieckue 3aHATHS | AYHTOPHA, YKOMILIEKTOBAaHHAS CIIeH A3 POBAHHO
MeGeThIo H TEXHHYECKHMH CPeACTBAMH O0YUeHHS




I'pyrmioBeie Aymutopus, YKOMITIIEKT OBaHHA CHEIHaIM3HPOBAHHOM
(MHIUBHyalTbHBIE) MeOenbl0 M TEXHHYECKHMH  CPEICTBAaMH  OOyYeHHS,
KOHCYIIbTalllH KOMIThFOT€paMH, IIPOTPAMMHBIM OO€CTIEYeHHEM

Texkymmuii  KOHTPOIb, | AyIUTOPHA, YKOMILIEKTOBaHHAS CITELHAITM3HPOBAaHHO
MIPOMEXYTOYHAS MeOenbl0 M TEXHHYECKHMH  CPEACTBAMH  OOYYeHHS,
aTTecTalHus KOMIThFOT€paMH, ITPOrPAMMHBIM 00ECIIEYEHHEM

CamocTosTenbHASA KaGuHer 11 caMOCTOSTENBHOH  paloThl, OCHAIlEHHBII
padoTa KOMIThFOTEPHOH TEXHHKOH C BO3MOKHOCTBIO IOJKITFOYEHHS K

ceTH «HHTepHET», IMPOrpaMMOIl SKPAaHHOTO YBEIHYEHHS H
oOecIieYeHHBIH JOCTYIIOM B 3IEKTPOHHYIO HH(pOPMAIHOHHO-
00pa30BaTeIbHYIO CPEy VHHBEPCUTETA.

[Iprmvedanne: KoHKpeTH3ausa ayIHTOPHI H UX ocHalleHHe omnpeaensgercs OIIOII.
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