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1. lean u 32124 0CBOEHUS JUCIHUATIHHBI

1.1. Ilesib ocBOEHMSI AMCHMIIJIMHBI .

dopmMupoBaHHUE y CTYIEHTOB CUCTEMBI 3HaHUI 00 OCHOBAX 3aIllUTHI UH(OP-
MaluH B JJOKAJIbHOW U TII00AJIbHOM CETU M OCHOBAX 3allUThI 0a3 TaHHBIX.

®opMUpOBaHUE NPEICTABICHUNA 00 OCHOBHBIX BEKTOpax MPOrpaMMHBIX,
KpunTorpauyeckux M COIUAIbHO-UHXKEHEPHBIX aTakK; d(PPEeKTUBHBIX METOAaX U
npreMax HH()OPMAIIMOHHON 3aIIUTHI.

1.2. 3apgaum IUCHUIINHBI:

— OBJaJICHUE MPUEMaMU U CTAaHAAPTHBIMU MPAKTUKAMH 3aIIUTHI HHQOP-
Malluu;

— (QopmupoBanue 3(PQPEKTUBHBIX HABBIKOB HMH(POPMALMOHHON 3allUThI
JUYHOM, CITYKEOHOU U BETOMCTBEHHON MH(OpMAIIHH;

— (QopMUpOBaHUE YMEHHMH IO HCIOJIB30BAHHMIO 0a30BBIX MPOrPAMMHBIX
CPEICTB M NPAKTUK 3AIIUTHI JIMYHBIX, CIIY>)KEOHBIX M BEJOMCTBEHHBIX
UH(GOPMAIIMOHHBIX PECYPCOB;

— W3YyYECHHE HOMEHKIATYpbl TEXHOJOTMYECKUX pPEHICHUH, CIIyKEOHBIX
IPOTOKOJIOB U UMEIOUIUXCS METOI0B MHPOPMAIIMIOHHOM 3aIIUTHI.

1.3. MecTro aucuumiuHbl (MOAYJsA) B CTPYKType 00Opa3oBaTe/bHOM
NMPOrpamMMslI

Kypc «MuadpopmanmonHas 0€30MacHOCTh» OTHOCHUTCS K (DaKyJTbTaTUBHBIM
mucuuiuinaam (PT/1.03). B coorBeTcTBUM ¢ pabo4YnM y4eOHBIM IUIAHOM JMCIIUII-
JMHA U3y4aeTcs Ha TPETbeM Kypce no o4HoM (opme oOyuyeHus. Bung nmpomexy-
TOYHOM aTTecTaluu: 3a4er. J{Jis ero n3ydeHus UCMoIb3YIOTCSA 3HAHUS IIKOJIHHOTO
obureoOpazoBarenbHOro kypca «MudopmaTtuka». 3HaHUS U HABBIKH, MOTYYEHHBIE
B pe3yJbTaTe OCBOCHHUSI JAHHOTO Kypca, MOT'YT OBITh UCTIOJIB30BAHBI IIPU H3yUEHUHU
OOJBIIMHCTBA JUCIUIUINH, TaKUX KaK HEOpraHW4YecKas XHUMMsI, aHAIUTHYECKas
XUMHS, GU3NYECKasi XUMHUsS, CTPOCHHE BEIIECTBA, XUMUYECKash TEXHOJIOTHUS U JIPY-
I'UX, B HAYYHO-UCCIIE0BATEIbCKOM paboTe CTYACHTOB.

1.4 IlepeyeHs MIaHUpPYEMBbIX Pe3yJbTATOB 00y4YeHMS IO AMCHUILJIMHE
(Moay/10), COOTHECEHHBIX ¢ IUIAHUPYEMbIMHM Pe3yJbTATAMH OCBOCHHS
o0pa3zoBaTeJbHON MPOrPaMMBbI

N3yyenue nanHoi yueOHON NUCUMILIMHBI HAMIPABIECHO HA (OPMUPOBAHUE Y
00y4JaromMXcs CAEAYIOMMNX KOMIIETEHIINMN:



Kon n naumeHnoBanue nHaukartopa™

Pe?»y.TIBTaTBI 06y‘leHI/I${ IO AU CHUIIIIMHEC
JOCTHXXCHHA KOMIICTCHIIMH

OIIK-5. CriocoGeH HCIOoNb30BaTh CYHIECTBYIOIINE MPOTpaMMHBIE MPOAYKTHI U UH(pOpMAIIU-
OHHBIC 0a3bl TAHHBIX JUISl pEHIeHUs 3a7a4 MPO(PEeCCUOHAIBHON JCSATEIHHOCTH C YYETOM OC-
HOBHBIX TpeOOBaHMI HHPOPMALIMOHHOM O€30MacHOCTH.

NOIIK-5.2. Hcnonb3yer CcOBpeMEH- | 3HAET TEOPETUUECKHUE OCHOBBI CO3JaHUsl TOKYMEHTOB
Hble [T-rexHonoruu npu cbope, aHa- | uid 0oOpaOOTKM JaHHBIX, BBIOJHEHHUS DPACUETOB U
au3e, 00pabOTKe W TPEACTABICHHUHU | MPEJICTaBICHUs PE3yIbTaTOB BHIIOIHEHHBIX paboT
MH(OPMAIMK XMMUYECKOTo Npoduis | YMmeeT co3maBarth AOKYMEHTHI JJisi 00pabOTKH JaH-
NOIIK-5.3. CobntoaeT HOPMBI WH- | HBIX, BBIIOJHEHHS PAacueTOB M MNPEJCTABJICHHS pe-
(opManMOHHOM  0€30IIaCHOCTH B | 3yJABTATOB BBIIOJIHEHHBIX pabOT

PO ECCHOHATEHOM JIEATETLHOCTH Brnageer nporpaMMHBIM obecrieueHrEM Uit pabOThI ¢
JIeJIOBOM U HaydHOU MH(opmManueil u ocHoBamu MH-
TEPHET TEXHOJOT U

2. CTpyKTYypa M coaepkaHue JUCHUILINHbI
2.1 PacnipenesieHre TPYA0EMKOCTH TUCHUILIMHBI 10 BUIaM padoT

OO6mass Tpya0€MKOCTh JAMCIUIUIUHBI COCTaBiseT 2 3ad. en. (72 yaca), ux
pacmpeneneHue mo BUaaM padoT MpeACTaBiIeHO B TaOIHIIE.

Bug yue6HO# paboThI Bceero Cemectpsl
4acoB (dacel)
5
KonTakTHas padora, B TOM 4ncie:
AyauTopHbIe 3aHATHS (BCEro): 34 34
3aHsATUS JEKIIMOHHOTO TUIIA 16 18 - -
JlaGopaTopHbI€ 3aHATHUS 18 18 - -

3aHATHSI CEMUHAPCKOTro TUIA (CEMUHApPBI, IPaKTHYe-
CKHE 3aHSTHSA)

Nuas koHTakTHas padora:

KonTpons camoctositenpHoli pabotsl (KCP)

[Ipomexyrounas arrectauus (MKP) 0,2 0,2
CamocTrosiTe/ibHasi padoTa, B TOM YHcCJje: 37,8 37,8
Kypconas pabora - - - -
ITpopaboTka yueOHOTO (TEOPETUYECKOT0) MaTepHaia 12 12 - -
BrimonHenne nHANBHYaTbHBIX 3aJJaHUH (TIOATOTOBKA 6 5 ) )
COOOIIICHUH, Tpe3eHTalunil)
Pedepar 6 6 - -
[ToaroToBka K TEKyIieMy KOHTPOJIO 13,8 | 13,8
Konrtpoasb:
IloaroToBKa K 9K3aMeHY
Oo01mas Tpya0eMKoOCTb qac. 72 72 - -
B TOM SHC/IE KOHTAKTHAA | 6, | 799
pabdora
3a4. efy 2 2




2.2 Conep:xxanue JUCHUIIHHBI.
Pacnipenenenne BUIOB yueOHOM pabOTHI U UX TPYAOEMKOCTH IO pa3ieinam

JUCIHHUIIIINHBI. PaBI[eJ'II)I AUCHUIIIINHBI, I/I3y‘-IaCMBIe B 5 CeMeCTpe (I[J'IH CTYI[CHTOB
0d0).

KonmyectBo yacos
AynuropHas Breay-
Ne HammenoBanue pasnenos (Tem) Beero paboTa JUTOpHAs
pabora
JI I3 | JIP | CPC
1 2 3 4 5 6 7
1. OcHOBHbIE OHATHUS 3aIUTHIMH(DOPMALINY U UH- 8 4 4
(hopManmoHHON 6€30MaCHOCTH
2. [NonuTrka u crangapThl HHPOPMAITMOHHOH 6e30- 8 4 ) 4
MacHOCTHU
3. (IlpuHImnbel KpunTorpapuuecKoii 3auThl HHPOP- 18 6 6 6
MaIuu
4. |TexHomorum 3auuThl MEXCETEBOIO OOMEHa 3 4 4
JTAHHBIMU
5. |OCHOBBI TEXHOJIOTHH BHPTYaJTbHBIX 3aNIUIICH- 14 4 4 5
HBIXCETEN
6. |TexHonoruu oOHapyXeHUS BTOPKEHHI 318 | 12 6 13,8
HUTOI'O no pazoenam oucyuniunvl 71,8 | 16 18 37,8
Konmponv camocmosmenvrou pabomor (KCP)
IIpomesicymounas ammecmayus (UKP) 0,2
Iloozomoska Kk mexywemy KOHmMpor0
Obwas mpyooemkocms no OUCYUNIUHE 72
2.3 Conep:xanue pa3aesioB JUCHUILIMHBI
2.3.1 3aHATHA JeKIMOHHOT0 THIIA
®dopma
HaumenoBanue pas-
No ena Coneprkanue paznena TEKYLIETro
KOHTPOJISI
1 2 3 4
1.| OcHoBHbIe moHsSTHs | DA30BbIE MOHATHS U OCHOBBI HH(OPMAITMOHHOW 0€30- K
samuThiMHGopMa- | MacHocTd. OOmas cxema mporecca obecrieyeHust
MM ¥ HHPOPMAIH- O0e3onmacHocTH. Mnentudukanus, ayreHTHDUKALINS,
OHHOM 0e30macHo- YIpaBJICHUC JOCTYIIOM. 3amma OT HCCAHKIIHUOHHUPO-
CTH BaHHOTO JocTymna. BBenenue B ceTeBoii nHpopmarim-
OHHBIA OOMeH. AHamu3 yrpo3 HWHGOPMAIMOHHOM
6e3omacHoct.  OOecnedeHue  MHGOPMAIMOHHON
0€30IacHOCTH CceTel. YTPO3bl H
ySI3BUMOCTH O€CIIPOBOIHBIX CETEM.
2. TlonuTuka u OcHOBHBIC TTOHATHUS MOTUTHKU Oe3omacHOCTH. CTPyK- P
CTaHIapThI UH- Typa TOJTUTHKU 0€30MacCHOCTH OpraHm3aiuu. basopas
(GopManmoHHOI U CIEUHaTU3UPOBAHHBIE TMOJUTUKA OE30MacCHOCTH.




. Haumenoanue pas-
h zena

Coneprxanue pasjena

®dopma
TEKYIIETro
KOHTPOJIS

2

3

4

0€30I1aCHOCTH

[Ipouenypsl OezonmacHoctu. Ponb cTaHmapToB WH-
(¢bopManioHHON  Oe3omacHOCTH.  MeXayHapoHbIe
cTaHaapTel nHMopManuoHHOW Oe3zomacHocTH. CTaH-
napThl st OecipoBOAHBIX ceTeil. CTaHmapThl WH-
(dhopmanmonHoi 6ezonacHocTy B MHTEpHETE.
OtedecTBEHHBIE CTaHAAPTHI OE30MACHOCTH HH(OpPMa-
IIMOHHBIX TEXHOJOTHH.

|IIpuHIAIIBI KpUIITO-
rpaduyecKoif 3amm-
ThI HH(OpMaLIUU

OcCHOBHbIE TIOHATHS KPUNTOTrPAPUUECKON 3alUTHI
uHpopmanuu. CHMMETpUYHbBIE, ACUMMETPUYHBIE H
KOMOMHHMpOBAHHAsI KPUITOCUCTEMBI HIM(PPOBAHUS.
OnexTpoHHas LuppoBas MOANMUCH U (QYHKIHS X3IIHU-
poBaHusA. YIpasiieHHe Kpunrtokimodamu. Kpunrorpa-
¢uyeckue anropuT™Mbl U uX Kinaccupukanuu. biou-
HbI€ aJTOPUTMbl MHU(POBAHUS HAHHBIX. AJTOPUTM
muppoBanuss RSA. TexHonoruum ayreHTH(UKALUU.
AyteHTudukanus, aBTopuzalys 1 aJIMUHUCTPUPOBA-
HHUE JEeUCTBUI mojb3oBareneid. Metoabl ayTeHTUU-
Kauuu, ucnonsdyromme napoiu U PIN-koxsl. Ctpo-
rass ayreHTH(ukauus. buomerpuueckas ayreHTH(DU-
KalUsIT0JIb30BaTes.

.| TexHONOTMH
3aIIHATHI MEXK-
CETEBOro 00-
M€EHa JaHHBIMUA

ObecnieueHne 6€30MaCHOCTH OMEPALMOHHBIX CHUCTEM
(OC). TIlIpobnemsl obecreuenust 6e3omacHoctn OC.
Yrpo3sl 0Ge3omacHOCTU. ApPXHUTEKTypa IOACHUCTEMBI
3amuTel OC. OcHOBHBIC (YHKIIUU IMOICUCTEMBI 3a-
umtel OC. Unentudukanus, ayreHTU(UKAIISI U aB-
TOpHU3aIHsl CyOBEKTOB nocTyrna. DYHKIUU MeEXCceTe-
BbIX 9KpaHoB (MD). OcobeHHocTH (DYHKIHOHHPO-
BaHMsT MD Ha pa3nmuuHbiX ypoBHsX Monenu OSI.
Cxembl cereBoil 3amuThl Ha 06aze MD. dopmwmpo-
BaHUE TIOJIUTUKA MEXKCETEBOTO B3aMMOJICHCTBUSI.
[lepconanbHble ¥ paclpenenuTeNIbHbIE  CETEeBbIE
sKkpanbl. [Ipobiemel 6e3onmacHocT MO.

Ilposepxa
8bINOIHEHUS
pabom. Om-
uemol 0 8bl-

NOJHEeHUU.

.|OCHOBBI TEXHO-
JIOTUU BUPTY-
ATLHBIX 3aIlli-
IIEHHBIX CeTEeH

KoHnuenmus noctpoeHus BUPTYaJIbHbIX 3aIIUIIEHHBIX
cereii VPN. OcHOBHbIE MOHATUS U (PYHKIMM CETH
VPN. BapuaHTel MOCTpO€HUS BHUPTYalIbHBIX 3allU-
meHHbIX KaHaoB. CpenctBa oOecrieueHus Oe3zomac-
HOCTH VPN. JIOCTOMHCTBAa NPUMEHEHHsI TEXHOJIOTUI
VPN. IIpoTokons! popMHpPOBaHUS 3aIIMIIEHHBIX Ka-
HajoBHa KaHainbHOM ypoBHe (PPTP u L2TP). IIporo-
KOJIbI (pOPMUPOBAHUS 3ALIMIIEHHBIX KAaHAJIOB Ha ce-
ancoBom ypoBHe (SSL/TLS m SOCKS). 3amura Ha
ceteBoM ypoBHe — npoTtokos IPSEC. Uudpactpykry-
pa 3aliuThl Ha OPUKIATHOM YypoBHE. Opranusanus
3aIMIICHHOTO YAAJIEHHOTO JIOCTyNa. YTIpaBJicHHE
JOCTYIIOM II0 CX€M€ OJHOKPAaTHOI'O BXOJa C aBTOPHU-
sanmeit SingleSign-On (SSO). IMpotoxon Kerberos.




HaumenoBanue pas-

dopma

coB. TexHONIOTUU OOHApY)XeHUs aTak. MeTO bl aHaJIH-
3a ceteBoil nHpopMmanuu. Krnaccudpukamnus cuctem 00-
Hapy)KeHHsI aTak. MeToabl pearupoBaHus. 3aliuTa OT
BUpycOB. KOMIbIOTEpHBIC BHPYCHI M MPOOJIIEMbI aHTH-
BUPYCHOH 3amuThl. OCHOBHBIC KaHAJIbI PaclpoCTpaHe-
HUSI BUPYCOB U JPYTUX BPEJAOHOCHBIX MPOrpaMM. AH-
TUBUPYCHBIC NPOTPaMMbl U KOMIUIEKChL.  [lo-
CTPOCHHE CHUCTEMbl AHTHBHPYCHOW 3aIlUTHI
KOPIIOPAaTUBHOM CETH.

No ena Conepxxanue pazaena TEKYILEro
KOHTPOJIS
1 2 3 4
HudpacTpykTypa ymnpaBiaeHHs] OTKPBITBIMU KIFOYaMHU
PKI.

6./ TexHonoruu AnHanu3 3alUIIEHHOCTH U oOHapyxeHus arak. KoH-| Kowrokeuym
oOHapyKeHus LEenuusl aJanTUBHOTO YIOpaBieHUs O€30MACHOCTBIO.| ¢ dokaiadamu
BTOPIKECHMUI Texuonorus ananusa samuuieHHocTr. CpeacTsa aHa-| g gude npe-

JIM3a 3AIIMIICHHOCTH CETEBBIX HPOTOKONIOB W CePBH-|  senmayuu

2.3.2 3aHATHUA CEMHUHAPCKOI0 THIIA
[InaHoM He peayCMOTPEHBI

2.3.3 JlabopaTopHbIe 3aHATHUS

Ne HaumenoBanue 1abopaTtopHbIX paboT

dopma TeKyIero
KOHTPOJIS

3

4

1. |IIpoBognuk. OcHoBHbIe OHATHS PC. PaboTa ¢ KOMaHIHON CTPOKOIA.

Omuem no nab. pa-

bome

2. |Cucrtemsl cunciaeHus. OcoOeHHOCTH pa6OTbI C YUCJIaMH B Pa3HBIX CHUC-

TEMaX CYHUCJIICHUA.

Pewenue 3a0au

3. |Microsoft Word. llIpudr, ab3arn, pazmMerka CTpaHHIIBL.

Omuem no 1ab6. pa-

bome

4. |Microsoft Word. CTpykTypa TOKyMEHTa, UCTIOJIb30BaHUE CTUIICH.

Omuem no nab. pa-

bome

5. |Microsoft Word. Pa6ora ¢ Tabimmmamu. @opmysibl, pUCYHKH.

Omuem no 1ab6. pa-

bome

6. |Microsoft Excel. [loctpoenue nuarpamm.

Omuem no 1ab6. pa-

bome

7. |Microsoft Excel. O6paboTka JaHHBIX METOIOM HaUMEHBIIUX KBapa-

TOB.

Omuem no 1ab. pa-

bome

8. [Microsoft Excel. [Toctpoerne nuarpamm, penieHne ypaBHEHUIA.

Omuem no 1ab6. pa-

bome

9. [Pabota ¢ ChemSketch. Co3znanue xumudeckux GopMysa, CXeM U T.]1.

Omyem no 1ab. pa-

bome

2.3.4 llpumepHasi TeMaTHKa KypCcOBBIX padoT

KypcoBsie paboThI — HE TPENYCMOTPEHBI




2.4 IlepeyeHb yueOHO-METOAMYECKOT0 Oo0ecmeyeHHsi AJIs1 CAMOCTOSITE b~
HOH padoThHI 00YYAKIIMXCS M0 JUCHUILIMHE (MOIYJII0)

HepequL y‘le6H0-MCTO,[II/I‘-IeCKOFO obOecrieueHHs JAUCIUIIIINHBI I10

Ne Bun CPC BBITIOJTHEHHIO CAMOCTOSITEIBHOU PaOOThI
1 2 3
1 | Teoperuueckas ca- Meroanueckue peKOMEHJALMM K OpraHU3aluu ayAUTOPHON H

MOIIOATOTOBKA BHeay,HHTOpHOﬁ (CaMOCTOHTeHLHOﬁ) pa6OTI>I CTYACHTOB: MCTOOHNYC-

2 | Toxroroska k JIP |ckue ykaszanws / coct. T.II. Cropoxkenko, T.b. Ilounnok, A.B. bec-

3 Pedepar nanoB, H.B. Jloza. — Kpacnonap: Ky6anckuii roc. ya-1, 2018. 89 c.

4 | Jloxnazpl, pe3eHTa- NudopmaTuka: nporpaMMUpOBaHUE U YUCJICHHBIE METOJIbI: Jia-
TUH 6opatopHbIil pakTUKyM / [cocT. B. A. Bonskun, U. B. CyxHo, B.

10. By3wko]; Kybanckwuii roc. yu-T. — Kpacnonap, 2010. - 75 c.
HNuTtepHeT pecypchl 10 AUCHUIUIMHE, B TOM YHCIIE YKa3aHHbIE B
1.6.

Y4yeOHO-MeTOIUYECKHEe MaTepHalibl JUIsl CaMOCTOATEIbHON paboThl 00Y-
YalOUMXCsl U3 YKCIa UHBAJIHUJIOB U JIULl C OTPAHUYEHHBIMU BO3MOXKHOCTAMH 3710-
poBbst (OB3) npenocraBnsaioTcs B hopMax, aAanTUPOBAHHBIX K OTPAaHUYEHUSIM UX
3I0pPOBbS U BOCIIPUATHUS MH(DOpMALIUK:

JUtst Tan ¢ HapyIIEHUSIMU 3PEHUS

— B NIeYaTHOM (hopMe YBETUYEHHBIM HIPUPTOM,

— B (hopMe BIEKTPOHHOI'O TOKYMEHTA.

JUIst T ¢ HapyLIEHUSIMU ClTyXa:

— B IeyaTHou opme,

— B (popMe 3IEKTPOHHOTO IOKYMEHTA.

JList i ¢ HapyIIEHUSIMUA OTIOPHO-/IBUTaTEILHOTO anmnapara:

— B TIe9aTHOH (hopme,

— B (popMe 3IEKTPOHHOTO IOKYMEHTA.

JlaHHbIl 1epedeHb MOKET ObITh KOHKPETH3UPOBAH B 3aBUCUMOCTH OT KOH-
TUHI'€HTa 00y4YaroIIHUXCS.

3. Ob6pa3oBare/ibHbIE TEXHOJIOTHH, PUMeEHsieMble IPU 0CBOEHUH JI¥ C-
UHUIIMHBI (MOYJIs)

st popMupoBaHusi MPOPECCUOHAIBHBIX KOMIIETEHIIMNA B MPOIECCE OCBOE-

HUS Kypca HUCIOJB3YETCs] TEXHOJIOTHSA MpodeccuoHaIbHO-Pa3BUBAIOIIETO O0yue-

HUS, IPEeyCMaTPUBAIOIIAsl HE TOJBKO Mepeaayy TEOPETUUECKOro MaTepuaia, HO U

CTUMYJIMPOBaHUE U PAa3BUTHE MPOJYKTUBHBIX MMO3HABATEIIBHBIX JACHCTBUMN CTYJICH-

TOB (HAa OCHOBE ICHXOJIOTO-TIEJarOTUIECKON TEOPHH MO3TAMHOTO (hOPMHUPOBAHUS
YMCTBEHHBIX JE€HCTBUI).

AKTUBHM3allUM U MHTEHCU(UKAIMK TMO3HABATEIBLHOI'O IpoIlecca CIocoOCT-

BYIOT MOJIETUPOBAHUE MPOOJIEMHBIX CUTYaIlui, MyJIbTUMEIUNHBIC MPE3CHTAINH B

JIEKIIMOHHOM Kypce. B paMkax 51abopaTOpHBIX 3aHITUH MPUMEHSIOTCS METObI



MIPOEKTHOT'0 O0YUYEHHUsI, UCCIIEOBATEIbCKHUE METObI, TPEHUHTOBbIE (DOPMBI, METO]]
KOHKPETHBIX CUTyaluidl. B mporecce caMOCTOATENbHON NIESITEIbHOCTH CTYICHTHI
OCBaMBAIOT U aHAIM3UPYIOT MEPEAOBOU OIIBIT, UCIOJIb3YSl UMEIOLLYIOCS JIMTEPATy-
py ¥ “H(OOPMAIIMOHHBIEC TEXHOJIOTHUHU, BHICTYIAIOT C MPE3CHTAIIUSIMU, HAKAILJIUBAIOT
nopThonro pazpaboToK.

JIst L ¢ OrpaHUYEHHBIMU BO3MOKHOCTSMH 30POBbSI IPETYCMOTPEHA Op-
TaHU3aLMS KOHCYJIBTALMKN C UCTIOIb30BAHUEM JIEKTPOHHOU MOYTHI.

4. OueHoOYHbIE CPEACTBA JIl TEKYLIEr0o KOHTPOJIA YCIEeBAEMOCTH H
NMPOMEKYTOYHOM ATTECTAUU
OueHouHbIe CpeACTBa MPEAHA3HAYEHBI JJIsl KOHTPOJS U OLEHKH oOpa3oBa-
TEJIbHBIX JOCTHXKEHUN O0Y4YaroNIUXCs, OCBOUBIIMX MporpaMMmy y4eOHOW AUCIUM-
auHbl «MHGOPMAIIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTMH W aHAJIU3 JTaHHBIX).
O1leHOYHBIE CPEICTBA BKJIIOYAIOT KOHTPOJIBHBIE MAaTE€pPUAJIbl JJIsI MIPOBEACHUS Te-
KYIIETO KOHTPOJs B (hOpMe TECTOBBIX 3aJaHMA, MOKIaAa-TIPE3ECHTAIlUU IO MPO-
0JIEMHBIM BOIIPOCaM, KOHTPOJBHBIX pa0OT U MPOMEKYTOUHOUN aTTecTaluu B Gop-
M€ BOIIPOCOB K 3a4eTy.

CTpyKTypa OlIeHOYHBIX CPEICTB JJIsl TEKylleil U MPOMeKYTOYHOM aTTecTAlNH

KO,I[ 1 HAMMCHOBAHUEC WH- HaumenoBanue OIICHOYHOT'O CPCACTBA

Ne AKATOPA PesynbraTel 00y4ueHus T TSy——
n/n A P (B cooTBercTBUU C 1. 1.4) Texymuii KOHTPOIIb P T
(B cootBercTBHH C 11. 1.4) aTTecTanus
HOIIK-5.2. Hcnoas3yer Jlaboparopusie pabots, Pac- | Bompockr Ha 3a-

COBpPEMEHHbIE IT-
TEXHOJIOTUU TpH cOope,
aHanmmse, o00OpaboTke U

YMeer co3naBaTh JIOKY-
MEHTBl Ui 00paboTKu
JAHHBIX, BBITIOJTHEHUS
pacyeToB W mpencTablie-

YeTHBIC KeHC 3aJJaHuA

yere 1, 11 - 14

0e30macHOCTH B TIpodec-
CUOHAJIBHON  JESATENBHO-
CTH

Thl C JEJOBOM M Hay4HOU
uH(popManmei 1 OCHOBaMU
MHTepHET TEXHOJIOT Uil

YCTHOT'O OIIpOcCa.

npeacTaBicHud  uHMOP-
HUSI pe3yJIbTaTOB BBINOJ-
Manuu XAMHYECKOT0
HEHHBIX paboT
pohuIs
NOIIK-5.3. CoGmomaer | Bmageer  mporpammusiM | Pedepar, Joknaa- | Bompocel Ha 3a-
HOpMBI UH(OpMALMOHHOH | obecrieueHrneM il pabo- | Mpe3eHTalys, BOMPOCHl Jyisi | yere 22-24

TunoBbie KOHTPOJIbHBIE 3aJaHUS WJIN MHbIE MAaTepPHAJIbl, HeOOXOAUMBIE IS
OLICHKM 3HAHUI, YMEHUI, HABBIKOB M (MJIM) ONBITA JAEATEJIbHOCTH, XapaKTe-
pPU3YyHOIIMX 3Tanbl (OPMHUPOBAHMS KOMIIETEHUMI B Mpouecce 0CBOeHHs1 00pa-
30BaTEJIbHOU NMPOrPaAMMbI

Ilpumepnvie memol peghepamos, 00Kk1a008, Icce

1. 3akon 00 mH(pOpMmaruu, THGOPMAIIMOHHBIX TEXHOJOTHIX W O 3allUTE WH-
dbopmarnuu.

2. 3akoH 0 0€30MaCHOCTH KPUTUYECKOW HH(OpMAHMOHHOW HHOPACTPYKTYPHI

Poccuiickon @enepannmu.

3aKoH 0 CBs3U U MH(POpMAIIMOHHAsI 0€30MMaCHOCTb.

4. Bunpl u GyHKIUN SIEKTPOHHON TTOTHCH.
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3amura nepcoHaJIbHbIX JaHHBIX.

6. CounanbHO-WHXUHUPUHTOBBIE aTakd, WX BUAbL [IpuMepsl coruanbHO-

WHXUHUPUHTOBBIX aTakK.

OUIIMHT U 1IeJIeBOYN (DUILIKHT.

8. CerteBble aTaku.

9. IIporpamMMbI-IIPOCTYIIUBATEIN CETEBBIX MPOTOKOJI0B. CKaHUpPOBAHUE CETe-
BBIX IOPTOB. CETEBBIE CKAHEPBI.

10.Ataku BuIa «OTKa3 B OOCITYKUBAHUI.

11.ATaku, HCTIONB3YIOIUE YA3BUMOCTH MTPOTPAMMHBIX CPEICTB.

12. Y S13BUMOCTD «IIEPETIOIHEHUE CTEKa.

13.VPN-coennuenus.

14.Ataku, UCTIONB3YIONIUE CKPUIITOBBIE BCTABKM B MHTEPIPETUPYIOUIUE MPO-
IrpaMMHBIE CPEJIbI.

15.Araka SQL-insertion.

16.«Canarnusy moJb30BaTEIbCKOTO BBOIA.

17.Ataka «10IMEHBI HCTOYHUKAY.

18.Kpunrorpaduieckue aTakw.

19.Knaccuueckue mudpsl: mudp Llezaps, Buwkenepa, Kapnano.

20.11IndpoBanbHbIE OJIOKHOTHI.

21.Ycrapesmue u aktyanbHbie mmdpel. DES-mudposanme.

22 . TloHsiTHE «OJTHOCTOPOHHEN» (QYHKITUH.

23.CUMMETpHUYHBIE CUCTEMBI MHU(PPOBaHUS. ACHMMETPUYHBIE CUCTEMBI HIUQ-
POBaHUS.

24.JnekTpoHHas uudpoBasi MOANKCH.

25. Xs11-hyHKIUK.

26.YnpapieHue KpuntorpahuuecKuMu KIHYaMHu.

27.Creranorpaduyeckrie METObI IU(PPOBAHUS TaHHBIX.

28. ATaku, HCTIONB3YIOIIHE CJIOBAPH TaPOJICH.

29. ATaku, UCTIONB3YIOIIHE YI3BUMOCTH OMEPANMOHHBIX CHCTEM.

30.Va3sumoctu Meltdown u Spectre.

31.[IpodunakTuka connaiIbHO-UHXKUHUPHUHTOBBIX aTaK.

32.IIpodunakTika KpUNTOrpahUIECKrX aTak.

33.[IpodumnakTuka arak, UCMOIB3YIOMIUX YA3BUMOCTH IPOTPAMMHBIX CPE]I.

34.1lpodunakTuka aTak Ha CETEBYIO HHPPACTPYKTYPY.

35.[IpodummakTuka aTak Ha ONMEPAITMOHHBIC CUCTEMBI.

36.1IpsiMbie 1 KOCBEHHBIE MPU3HAKU TPOTPAMMHO-BUPYCHOT'O 3apayKEHUSI.

37.Bunel BUpPYCHBIX aTak. Bupycel «TposiHb». 3ammch ¢ kiaaBuatypsl (key-
logging). Bupychl mu@poBanbIuKy.

38.1IpodunakTuka nporpaMMHO-BUPYCHBIX 3apaKCHHI.

39.HeTrpaaunmonHbie METO/IbI HECAHKIITMOHUPOBAHHOTO JIOCTYIIA.

40.Opranu3zainus I0CTyIa B COBPEMEHHBIX OMEPAIIMOHHBIX CHCTEMaX.

41.006ecnieueHre 0€30MaCHOCTH OINEPAIMOHHBIX CHCTEM. 3aJjadyd CHUCTEMHOTO

aJIMUHUCTPUPOBAHUSI.

~
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42.YupapieHue noauTukon Oe3omacHocTu. Pasrpanunuenue nocrtyma. M3zoms-
s nporpamm. Mzomsiust cpenibl UCTIOTHEHUS.

43.BupTtyanuzanus OneparioHHbIX CUCTeM. BupTyanbHbie Cpenbl UCTIOTHEHUS
(KOHTEHHEPHI).

3a4eTHO-IK3aMEHAIIMOHHbIE MATEPUAJIbI VI NMPOMEKYTOYHOH aTTeCcTALUH
(3a4er)
Bonpocwt 0ns noozomoeku K 3auemy

1. DBoMIOLMSA KaHAJIOB Mlepeaun nHpopMaIuu.

2. [lonsiTus u onpeaenenus ooacTi MHPOPMAITMOHHOW 0€30MaCHOCTH.

3. UndopmarimonHbie yrpo3sl U CIIOCOOBI 3aIIUTHI OT HUX.
. JlokTpuHa unpopmanmonHon 6ezonacHocta PO.
. 3aKOHOJIaTENIbHBIN YPOBEHb 3alIUThl HH(OPMALIUH.
. IIpouenypHsiil ypoBeHb oOecrieueHus: HH(HOpMAIMOHHONW 0€30aCHOCTH.
. KoMIibroTepHbI€ BUPYCHI 1 AaHTUBHPYCHBIE NTPOrpaMMbl. 8. MeTOabl U TeX-

HOJIOTHH O0OpbOBI C KOMIIBIOTEPHBIMU BupycaMu. 9. Kpunrorpadusi.
10. buomerpus.
11. UnauBuayansHas U rocyapCcTBeHHAs 3aluTa HHGOPMAIIIH.
12. UndopmainonHas BoiHa.
13.0OcobOeHHOCTH ynipaBiieHus nH(popmalen B ropoiax.
14.0cobeHHocTu obecniedeHus: HHPOpMalMoHHOM Oe3onacHocTu Poccuiickoit
®denepanuu B pa3InyHbIX chepax 00IIECTBEHHON KU3HH.

15. UudopmarimonHasi 5)KOHOMHUKA.
16.'mobanpHas uHpopmaTu3aus ooIIecTBa.
17.Pexiama Kak MICTOYHUK MH(POPMAIIMOHHOMN OMAaCHOCTH.
18. Undopmarimonusie oOpazoBaTelibHbIC TEXHOIOTHH X X| Beka.
19.I'eorpaduueckue MHPOPMALIMOHHBIE CUCTEMBI.
20. AIpHOpHBIN aHan3 HaJAEKHOCTH.

SN

~N O O1

Kpurtepuu oneHuBaHusi pe3yjibTaToB 00y4eHUs

OneHkn «3ayeT» 3acily’KUBaeT CTYJIEHT, OOHApY>KUBIIUKA cHopMuUpOBaH-
HOCTh KOMIICTEHIIUN, MPEAyCMOTPEHHBIX MPOTPAMMOMN TUCIUTIINHBI, HEOOXOH-
MBIX JUUI JaJbHEeHIIeH yu€0bl U pencTosiieil paboTel mo mpodeccuu, CrpaBisio-
LIMNCS C BBIIIOJIHEHUEM 3aJIAHUM, TPEAYCMOTPEHHBIX ITPOrPAMMOM.

OrneHka «HE3a4eT» BBICTABISIETCS] CTYJCHTY, OOHAPYKUBIIEMY 3HAYUTEITh-
HbIe TIPOOEbl B 3HAHUSAX OCHOBHOI'O MPOrPaMMHOr0 Marepuania, JOMYCTHUBIIEMY
PUHIUITHAIBHBIC OIMMOKHM B BBITIOJHEHUN MPETYCMOTPEHHBIX MPOrpaMMON 3a1a-
Huil. Kak npaBuiio, oreHka «He3a4yeT» CTaBUTCA CTYJIEHTaM, KOTOpPbIe HE OCBOMIU
B JIOJDKHOW Mepe (YHKIIMW TIPENojiaBaTeiiss XUMHUM U HE CMOTYT TMPHUCTYIHTh K
npodeccHOHaTBHON ACSITEIBHOCTH 10 OKOHYaHUH By3a 0€3 JOMOTHUTEIBHBIX 3a-
HSITUN TIO COOTBETCTBYIOUIUM JUCIUTUITMHAM.
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OrneHoUHbIE CPECTBA JIJIsi MHBAIKMJIOB U JIUI] C OTPAaHUYCHHBIMU BO3MOXKHO-
CTSIMH 37I0POBbsI BEIOUPAIOTCS C YUETOM MX WHIUBUAYAIHHBIX NMCUXOPU3UMUECKUX
0COOEHHOCTEH.

— MPU HEOOXOAMMOCTH WHBAIUAAM U JIUIIAM C OTPAaHUYEHHBIMH BO3MOXKHO-
CTSIMH 3[IOPOBBSI MIPEIOCTABIISIETCS TOMOIHUTENBFHOE BpeMsl JJis MOATOTOBKU OTBeE-
TQ;

— TIpU TPOBEACHUH TPOIEAYPHI OIEHUBAHUS Pe3yJbTaTOB OOyUeHHs HHBa-
JUJIOB U JIMI] C OPAaHUYEHHBIMH BO3MOXKHOCTSIMU 370pPOBbsI IIpEelycMaTpUBAETCS
UCTIOIh30BAaHUE TEXHUIECKUX CPECTB, HEOOXOAUMBIX M B CBS3H C UX HHIUBUIY-
aJIbHBIMH OCOOEHHOCTSIMU;

— IpU HEOOXOAUMOCTH JJisi 00YYalOlUXCsl C OrPAaHMYEHHBIMU BO3MOKHO-
CTSIMH 3]IOPOBBSI M MHBAJIHJIOB MPOIIEypa OLIEHUBAHUS PE3YyIbTaTOB O0yUYEHUS T10
JUCLMIUTUHE MOXET MPOBOJUTHCS B HECKOJIBKO 3TAIOB.

[Iporienypa olieHWBaHUs PE3yIbTATOB OOYUEHHUS WHBAJIUAOB U JHUI] C Orpa-
HUYEHHBIMH BO3MOKHOCTSIMHU 370POBbSI [0 TUCIUIUIMHE (MOAYJIIO) MpeaycMaTpH-
BaeT MpeAocTaBiieHne nHpopManuu B popmax, alanTUPOBAHHBIX K OTPaHUYCHUSIM
UX 3JI0pPOBBSI U BOCTIPUSATHS HHPOPMAIIIH:

JUis U1l ¢ HapyIIEHUSMU 3pEHUS:

— B IIeYaTHOM (hopMe YBETUYEHHBIM HIPUPTOM,

— B (popMe 3IEKTPOHHOTO IOKYMEHTA.

Jist vt ¢ HapyIISHUSIMU CITyXa:

— B reyaTHou opme,

— B (popMe 3IEKTPOHHOTO IOKYMEHTA.

JUJis W11 ¢ HApYIICHUSIMUA OTIOPHO-IBUTAaTENBHOTO amnmapara:

— B TIe9aTHOU (hopme,

— B (hopMe AJIEKTPOHHOTO JIOKYMEHTA.

JlaHHBII TIepedeHb MOXKET OBITh KOHKPETH3UPOBAH B 3aBUCUMOCTH OT KOH-
TUHTEHTa 00y4YaroInuXCA.

5. IlepedyeHb y4eOHOUM JHMTepaTrypbl, HHPOPMAIMOHHBIX PECYpPCOB U
TEXHOJIOTU I
5.1 YueOHas JuTepaTypa

1. Nudopmaruka. bazossiit kypc [TekcT] : yaebHOE mocobue /Jisi CTYJA€HTOB BTY-
30B / mox pen. C. B. CumonoBuua. - 3-e¢ uzf. - Cankr-IlerepOypr [u ap.] : [1u-
Tep, 2018. - 637 c.

2. CysopoBa, I'. M. NUudopmanimonnas 6e3onacHocTh: yuedHoe mocobue / I'. M.
CyBopoBa. — CaparoB: By3oBckoe oOpa3oBanue, 2019. — 214 c.

3. ®umunmos, b. WM. Wudopmarnmonnas 6e3omacHocTb. OCHOBBI HAJIEKHOCTH
cpencts cBsi3u : yueOHuk / b. M. @ununmnos, O. I'. IllepcrueBa. — Capatos :
A [Tu Op Menmua, 2019. — 227 c.

4. Yepuona E. B. Unudopmarmonnas 0e30macHOCTh YeJIOBEKa : yueOHOE mocodue
JIJIs1 BY30B /

12



5. E. B. UepnoBa. — 2-¢ u3z., ucnp. u gon. — Mocksa : M3narensctBo FOpaiiT,
2020. — 243 c.
6. llansrun B.®. HudopmarnmonHas 06e30macHOCTh W 3ammTa WHGOPMAIHH:
yue0. nocodue / B.®. lllanbrun.- Caparos:IIpododpazoanue, 2017.- 702c.
5.2. llepnoanyeckas JuTepaTypa

Vkazvisatomes neuamuvie nepuoouveckue uzoanus uz «llepeuns neyammuuix
nepuoouyeckux usoauutl, xpausawuxcsi 6 ¢onoe Hayunoti oubnuomexu Kyol'Vy
https://www.kubsu.ru/ru/node/15554, w/unu snekmpomnnvle nepuoouueckue uzoa-
HUsl, C YKa3aHuem aopeca cauma 3J1eKmpOoHHOU 8epcuu JiCypHana, uz 6a3 OaHHbIX,
docmyn k komopvim umeem Kyol'V:

1. Basbl mansbix kommauuu «Mct Brro» http://dlib.eastview.com
2 Kypuan «MTHpopmaTtuzanus U CBIA3b»

3 Kypnan «1HHOKOMMYHUKAIIMOHHBIE TEXHOJIOT U

4, Kypuan «[IporpaMMHBIC TPOTYKTHI U CUCTEMBI)»

3) Kypnan «Ipuxnagnas napopmMaTHKa»

5.3. UHTepHeT-pecypchl, B TOM YHCJIe COBPeMeHHbIe NMPO(ecCHOHATb-
Hble 0a3bl JaHHBIX U MHGOPMALIMOHHBbIE CIIPABOYHBIE CUCTEMBbI

JJ1eKTPOHHO-0ubHoTeYHbIe cucTeMbl (IBC):

1. SBC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAWH»
www.biblioclub.ru

2. OBC «ZNANIUM.COM» www.znanium.com

3. OBC «JIAHb» https://e.lanbook.com

IIpodeccuonanbHbie 0a3bl JAHHBIX:

1. Scopus http://www.scopus.com/
2. ScienceDirect www.sciencedirect.com
3. Hayunas DJIEKTPOHHAS onbInoTeKa (HSb)

http://www.elibrary.ru/
4. zbMath https://zbmath.org/
5. "Jlekropuym TB" http://www.lektorium.tv/

Pecypchbl ¢cBOOOIHOTO OCTYNA:
http://www.ixbt.com
http://www.alleng.ru/edu/comp.htm
http://www.computer-museum.ru
https://compress.ru/
https://www.computerra.ru/
https://www.osp.ru/pcworld

7. ®denepanbhblii moptan "Poccuiickoe oopazoBanue"
http://www.edu.ru/;

© 0k~ w bR
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8. Nudopmanmonnas cucrema "EnnHoe okHO 10cTymna K 00pa3o-
BaTeNbHBIM pecypcam" http://window.edu.ru/;

9. Enunas xomnekmus udpoBbIX 00pa30BaTEIbHBIX PECYPCOB
http://school-collection.edu.ru/ .
10. denepanbHBINA EHTP UHHOPMAITMOHHO-00pa30BaTEILHBIX pe-

cypcos (http://fcior.edu.ru/);

CoOcTBeHHbIE JJIEKTPOHHBbIC 00pa3oBaTebHble W HMH(OPMALMOHHBbIEC
pecypcbl Kyol'y:

1. Cpena MOIOyJIBHOIO JUHAMHUYECKOro o0ydenus http://moodle.kubsu.ru

2. baza yueOHbIX M1aHOB, Y4€OHO-METOIMYECKUX KOMILJIEKCOB, My0OJIH-
Karuit u kondepenmmii http://mschool.kubsu.ru/

3. bubnuorexka HHPOPMAIIMOHHBIX pecypcoB Kadeapsl HHGOPMAIUOH-
HBIX 00pa3oBaTelbHBIX TexHoaorui http://mschool.kubsu.ru;

4.  DnexktpoHHBIN apxuB qokymeHToB KyoIl'Y http://docspace.kubsu.ru/

5. OJEKTpOHHbIE 00pa3oBaTelIbHBIE pecypchl Kadeapbl WHPOpPMaAIUOH-
HBIX CHCTEM M TexHoJioruii B oOpazoBanuu Kyol'Y u HaydHO-METOAMYECKOTO
xypraia "[IIKOJIbHBIE TObI" http://icdau.kubsu.ru/

6. MeToauyeckue YKa3aHusl A O0y4YalIIUXCA MO OCBOCHHIO
TUCUMUILIMHBI (MOXYJIs1)

B.A. Bonweiakua, W.B. Cyxno, B.IO. by3pko. HWNHpopmaTuka.
[IporpamMmMmupoBaHue ¢ 4YHUCICHHbIE MeTOAbl. JIabOpaTOpHBIM MPAKTUKYM.
Kpacnonap, Ky6I'V, 2010, 76 c.

MeTtoauveckue PEKOMEHIAIUN MMpenmoaaBaTe/isiM 110 METOAHUKE IIPOBE-
ACHHUHA OCHOBHbBIX BHU/10B yqeﬁnmx 3aHATHH

Jlekuyuu

Memoouxa umenus n1ekyui

Jlexnyu SBIISIIOTCSI OJTHMM W3 OCHOBHBIX METOJO0B OOYYEHHUS MO JTUCITUTIIN-
HE, KOTOPBIE JIOJKHBI PENIaTh CICAYIOIIME 3a]a4u:

—  M3JI0)KUTh BAXHEWIIMM MaTepuail IporpaMMbl Kypca, OCBEHIAIOMINI OCHOB-

HbIC MOMEHTHI;

— Pa3BUTh Y CTYJAEHTOB MOTPEOHOCTh K CAMOCTOSITEIbHOM paboTe Haa y4deo-

HOM U HAYYHOU JINTEPATYpPOH.

['maBHOM 3a/1adyel KaxkI0M JIEKIUU ABJISCTCA PACKPBITHE CYIIHOCTA TEMbI U
aHAJIN3 €€ TJIaBHBIX IOJIOKEHUU. PekoMeHayeTcss Ha NepBOM JIEKIIMU JOBECTH O
BHUMAaHMS CTYJEHTOB CTPYKTYPY Kypca U €ro pasJeiibl, a B JAJbHEUIIEM YKa3bl-
BAaTh HA4Yajio KAXKJOro pasjiesia, CyTh U €ro 3aJayu, a, 3aKOHYUB U3JI0KEHUE, MOI-
BOJUTH UTOT O 3TOMY pa3Jiedy, UTOObI CBSA3ATh €ro CO CIACAYIOIIUM.

Cooeporcanue nekyutl

Copepxanue Jiekui omnpezensercs padoueir nporpaMmmoi kypca. Kpaitne
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KEJaTeNbHO, YTOOBI Ka)k/1asl JIGKIUSI OXBAaThIBaJla U UCUYEPIIbIBAJIa OMPEACIICHHYIO
TEMy Kypca WU MpeACTaBisia cOOOM JIOTMUECKH BIIOJIHE 3aKOHYEHHYIO paloTy.
Jlyumie cOKkpaTUTh TEMY, HO HE JIOIIyCKaTh IEpEpbIBa €€ B TAKOM MECTE, KOI/ia OC-
HOBHasl Uiesl €llle MOJHOCThIO HE PACKPHhITA.

Jlabopamopnuvie 3anamus

Memoouxa nposedenus 1a60pamopHbvixX 3aHAMULL

Hensmu mpoBeneHust 1a00paTOPHBIX padOT SIBISIOTCA:

— YCTaHOBJICHHE CBSI3€l TEOPUHU C MPAKTUKOHN B (hopMe dKCIIEpUMEHTAIb-

HOT'O MOJTBEPKICHUSI MOJI0KEHUN TEOPUH;

— 00y4YeHue CTYIEHTOB YMEHUIO aHAJM3UPOBATh MOJIYYEHHbIE PE3YIIbTATHI;

— KOHTPOJIb CAMOCTOSITEIbHOW PabO0ThI CTYJEHTOB MO OCBOEHUIO Kypca;

— o0yueHue HaBbIKaM MPOGECCUOHATBHOM EATETbHOCTH

[lenn naGopaTOpPHOro MPakTUKyMa JIOCTUTAIOTCS HAWIY4IIUM O0pa3oM B
TOM CJIy4ae, €CJIM BBIITOJIHEHUIO SKCIIEPUMEHTA IPEAIIECTBYET ONpeaeieHHas To-
rOTOBUTENbHAS BHEayIuTOpHAs padbota. [TloaToMy mpemnogaBaTenb 00s3aH TOBECTH
JI0 BCEX CTYAEHTOB rpa()vK BBINOJIHEHUS JIaDOPAaTOPHBIX padOT ¢ TE€M, 4TOObI OHU
MOTJIY 3aHUMAThCS LE€JIEHAIIPABIEHHONW TOMAITHENW IO OTOBKOM.

[lepen HayanoM oOuepeAHOrO 3aHATHS MPENoJaBaTeNb JOHKEH YAO0CTOBE-
PUTBCS B FOTOBHOCTH CTYAEHTOB K BBIIOJIHEHHUIO Ja0OpPAaTOPHOIl pabOThl MyTeM
KOPOTKOI'0 CcOOECeOBaHUs U MPOBEPKU HAIMYUSA Y CTYIEHTOB 3aroTOBJIEHHBIX
IPOTOKOJIOB MPOBEACHUS paOOTHI.

Yka3zanus o caMOCTOSITeILHOM padoTe.

CamocrositenbHas pabota coctaBisier He MeHee 50% OT BpeMeHH, OTBOU-
MOTO Ha W3y4Y€HWEe AUCHUIUIUHEL. [Ipu caMocToATensHON paboTe CTYACHT MOJKEH
O03HAKOMUTBHCSI C OCHOBHBIMU YYEOHUKAMHU U y4E€OHBIMU IMOCOOUSIMH, JOTOJHU-
TENHHOW JINTEPATYpOH M WHBIMH JIOCTYIHBIMU JIUTEPATYPHBIMU HCTOYHHUKAMHU.
[Ipu pabote ¢ auTepaTypoi Mo KOHKPETHBIM TeéMaM Kypca, B TOM YHUCJIe yKa3aH-
HBIM JIJISI CAaMOCTOSITEIBbHON MPOpaOOTKH, OCHOBHOE BHUMAHHE CIIEAYET YACNSTh
BOKHEUIIIUM TOHSATUSM, TEPMHUHAM, ONpPENENECHUsM, JJI1 CKOPEHIero yCBOCHUS
KOTOPBIX 11€71eC000pa3HO BECTH KPATKUM KOHCIIEKT.

7. MaTrepuaJIbHO-TeXHUYECKOe o0ecnevyeHne no JUCHMUILIMHE (MO1YJII0)

HanmenoBanune CIICou- OCHaI_HeHHOCTB ClriICOaJdbHBIX HOMCH.[CHI/Iﬁ Hepequb JINIOCH3H-

AITBHBIX TTOMCIICHUIA OHHOTO  TIPOrPaMM-
HOTO 0becreyeHust
VYueOHble aynutopuu | Mebenb: yueOHas MeOenb Microsoft Windows,

JUI TpoBeleHUs 3aHs- | TexHuueckue cpeacTBa oOyueHus: uHTe- | Microsoft Power-
THH JIEKIIMOHHOrO THIa | paktuBHas pocka SMART Board, koporko- | Point

(OKYCHBIM MHTEpPaKTUBHBIM MPOEKTOP, HO-
yTOYK, MesioBas tocka (ayz. 234C).

YueOubie ayautopuu | Mebens: yaeOHas MmeOenb Microsoft Windows,
JUIE TpoBeeHus 3aHs- | TexHudeckue cpeactBa oOyuenus: uHTe- | Microsoft Power-
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T CEMHHApPCKOr0 TH-
na, CPYNIOBBIX U HH-
JTUBUAYAIbHBIX  KOH-
CyJlbTalliid, TEKYLIETO
KOHTPOJISI U TPOMEXKY-
TOYHOM aTTeCTaIluN

paktuBHas qocka SMART Board, kopoTko-
(OKYCHBIN MHTEPAaKTUBHBIA MPOEKTOP, HO-
yTOyK, MenoBas focka (aym. 234C).

Point

Y4eOHble  ayAUTOPUH
JUIS TIpOBeZeHUs J1a0o-
patopubIx pabor. Kom-
IBIOTEPHBIE KJIACCHI.

Meb6enn: yueOHas MmeOerb

TexHudyeckue cpencTBa OOy4YCHUS: TEPMH-
HAJIbHBIC CTAHIUH C ONCPAIIMOHHOW CHCTE-
Mot Windows u HE0OXOAMMBIM MPOrpaMM-
HbIM oOecrieuenueM (aya. 103).

Microsoft Windows,
Microsoft Office
(Word, Excel, Po-
werPoint), ACD
Labs Chemsketch
freeware, Free Pascal

VYueOHble  ayIUTOPHH
JUIl KypCOBOTO IPOEK-
TUPOBaHUs (BBIIOJIHE-
HUS KypCOBBIX paboT)

Mebenb: yuebHnast Mme0Oenb

TexHu4yeckue cpeicTBa OOYUCHHUS: KOMITbIO-
TepHAasi TEXHUKA C BO3MOXKHOCTBIO TTOJKITIO-
yeHus: K cetd «MHTepHET» M JOCTYIOM B
AIEKTPOHHYIO UH(POPMALIMOHHO-
00pa3oBaTeNIbHYI0  Cpely YHHBEpCUTETa
(TPOBOIHOE COEMUHEHHE U OECHPOBOTHOC
coeaunenne mo texuomorun Wi-Fi). (aym.
428c, 431c¢)

Microsoft Windows,
Microsoft Office
(Word, Excel, Po-
werPoint), ACD
Labs Chemsketch
freeware, Free Pascal
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