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Pabouasi mporpaMma JUCHUIUIMHBI «AMMapaTHO-TIporpaMMHbie cpeactBa WEB»
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3aBeayrommii kadeapon (BbIMycKaroiei)

B. B. [lonkon3un

MIOAIIHNCH
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Py6moB Cepreii EBrenbeBud, kanauaat Gpu3nKo-MaTeMaTHYECKUX HAYK, TOTICHT
kadeapsl matematudeckoro moaenupobanus ®I'BOY BO «Ky6l'Y»



1 Henu u 3a1a49M U3y4YeHUs] AU CHUATIIAHBI (MOILYJIA)

1.1 llean ocBOeHUS TUCHHUILIHHDI
H3ydeHne coBpeMEHHBIX BEO-TEXHOJIOTUI U MOJIyYeHUE MTPAKTUUECKUX HABBIKOB pa3paboTKu
BEO-TIPUIIOKEHU U BeO-CEPBUCOB.

1.2 3apauy AMCHUILIUHBI

OcHOBHBIE 3a7a4H1:

— OCBOEHHE OCHOB apXUTEKTYpbl BEO-TIPUIIOKEHUM;

— usyuenue Hyper Text Transfer Protocol (HTTP);

— H3Y4YEeHHE OCHOB IIPOTrPaMMHUPOBAHUSI BEO-TIPUIIOKEHUH;

— O3HaKOMJICHUE C TEXHOJIOTUSIMUA BEO-CEPBUCOB;

— H3Y4YEeHHE TEXHOJIOTHI U MOAX0I0B o0ecrieueHus: 6e30MacHOCTH BeO-TIPUII0KEHUH.

1.3 MecTo AucuMiuinHbl (MOYJis1) B CTPYKTYpe 00pa30BaTeIbHOIi MPOrpaMMbl

JuciunnnHa «AmnmapatHo-niporpamMmMubie cpeactBa WEBY otHocutcest k «O0s3aTennbHast

yacTb» bioka 1 «/lucuumminnel (MOysin)» yueOHOTro TUIaHa.

1.4 IlepeuyeHb IUIAHMPYEMBIX pe3yJbTATOB 00y4YeHHMs 1O AWCHMILIMHE (MOIY.JIO0),
COOTHECEHHBIX C IVIAHNPYEMbIMH Pe3yJIbTATAMH OCBOEHHS 00pa30BaTeJbHOH NPOrpPaMMbl

N3ydyenne naHHOW y4eOHOW JMCHUIUIMHBI HAmpaBlIeHO Ha (GOPMUPOBAHUE Y
00y4JaroIIUXCsl CIEAYIOIUX KOMITETESHIUI:
YK-2 Crnoco0eH onpeneasiTb KPYr 3aa4 B paMKaX MOCTABJEHHOM 1[eJIM U BHIOUPATH
ONTHMAJIbHBIE CIOCOOBI WX peLIeHHs, UCXOASl M3 JACHCTBYHIIHUX MPAaBOBBIX
HOPM, UMEKOIIHUXCSH PECYPCOB M OTPAHUYEHH I

HI-1.YK-2

3namop

Ymemo

Braaoems
H/[-2.YK-2

3namo
Ymemo

Braaoemso
H/I-3.YK-2

3namo

Ymemo

Ilonumaem cywypocmov npagosvIX HOPM, Ueau U 3a0a4u HOPMAMUBGHBIX
npaeoeGvIX aKmoe

Memooonoeuu pazpabomru npocpamMmMHO20 obecneyenus U MexHoIo2uu 8eo-

NPOCPAMMUPOBAHUSA

Memoowbl u cpedcmea nIaGHUPOBAHUSL U OP2AHU3AYUU 8e0-pa3paboOmoK

IIposooums ananuz mpebosanuil

Buipabamvieams éapuanmol peanuzayuu mpebosanuii

Ipumensmo HopmamusHyo 0OKyMenmayuro 8 oonacmu 6e6-pa3pabomxu

AHanusz 603moducHOCmell peanuzayuu mpedosanull K 6€0-npuioiCeHu
Ocywiecmennaem RnOUCK HeOOXO00UMOU NpAeosoll ungopmauyuu 0ns
peuwtenua npogeccuonanbHvix 3a0ay

Memoowi u cpedcmea niaHupoB8anus U Opeanu3ayuy e6-pazpabomru

IIposooums ananuz mpedosanuii

Bvipabamvieams éapuanmul peanruzayuu mpebosanutl

IIposooums oyeHky u 060cHOBaHUE PEKOMEHOYEMBIX PeuleHUll

Ipumensamo HopmamusHyo 0OKyMenmayuro 8 ooaacmu 6e6-pa3pabomxu

AHanusz 603modcHOCmell peanuzayuu mpedosanull K 6€0-npuio#CeHu
Hcnonvzyem npunyunvl npoeKmuoil Memooonocuu O01s peuleHus
npogeccuonanvhvix 3a0au

Memooonozcuu paspabomxu npocpamMmuoco obecneuenus U MexHoIo2UU Geo-

APOCPAMMUPOBAHUSA

Lenu u 3a0auu npoBoOUMbIX UCCIe008aAHUL U PA3PAOOMOK

Memoovl ananuza u 0606weHUss OMe4ecmeeHH020 U MeNCOYHAPOOHO20 ONbIMA 8

obnacmu eeb-pazpabomiu

Memoovl u cpedcmea nAAHUPOBAHUSL U OP2AHUZAYUU 8eO-PA3PAOOMKU

Buipabameieams eapuanmul peanuzayuu mpedosanuii
IIposooums oyeHky u 0b6ochosanue peKkOMeHOYeMbIX peuleHut



Bnaoemuw

HJT-4.YK-2

3namo

Ymemo

Bnaoemuw

IIpumensams HOpMAMUBHYIO OOKYMEHMAayuro 6 coomeemcmeyiouell obracmu
3HaHUU
Ipumensimov MemoObl AHANU3A HAYYHO-MEXHUYECKOU UHGOpMayuu
Ananuz 603modicHocmell pearusayuu mpebo8aHull K 6e0-npuioHCeHuIo
Oyenka 8pemenu u mpyooemMKoCcmu peanuzayuu mpebo8aHuil K 6e6-npuioiceHuro
Coenacosanue  mpeboganuii K  HPOCPAMMHOMY  ODecneduenuio ¢
3aUHMEPECOBAHHBIMU COPOHAMU
Coop, obpabomka, aunanuz u 0000WeHUe NEPEO0BO2O OMeUeCmE8eHH020 U
MeAHCOYHAPOOHO20 ONbIma 8 obacmu 6ed6-pa3pabomxu
HeamenvHocmb, HANPABNIEHHAs HA peuleHue 3a0ay aHAIUMUYecKo20 Xxapakmepa,
npeononazaruux 6blO0p U MHO2000pasue akmyaibHblX CHOCOD08 pellerus 3a0ay
6e0-pazpabomxu
Buvioupaem onmumanvuwlii cnocod pewieHus 3a0ay, UMEIOUUXCA
pecypcoe u ozpanuueHuil, OYEeHKU PUCKOE HA O0CHOGE NPOEKMHOZ20
UHCIMpYMeHmapus
Memooonoeuu  paspabomxu npoecpammHo2o obecnedyeHuss U MexHOL02UU
NPOCPAMMUPOBAHUS 8eO-NPUTLOICEHULL
Memoouvl ananuza u 0606wieHUA OMeUeCmM8EHHO20 U MeXCOYHAPOOHO20 ONbIMA 8
coomseemcmaytoujell obracmu ed-papabomru
Memoowi u cpedcmea niaHupo8arus u opeanu3ayuu eb-pazpabomxu
Buipabamvieams éapuanmol peanuzayuu mpebosanuii
Ipumensams nopmamuenyio OOKymenmayuro 6 ooiacmu 8e6-paspadbomxu
Tpumensms memoowvl ananuza 6eb-cmanoapmos
Oyenka 8pemenu U mpyo0oemMKoCmu peanuzayuu mpebo8aHuil K 6e0-npuioiceHuro
Coenacosanue  mpeboanuii. K  NPOSPAMMHOMY  ODecnewenuro ¢
3auHmMepPeco8anHbIMU CMOPOHAMU
Oyenka u coenaco8anue cpoko8 blNOIHEeHUs NOCMABIEHHbIX 3A0ay
Coop, obpabomka, aumanuz u o0000ujeHUe NEPEO0BO2O OMEYEeCMBEHHO20 U
MeACOYHAPOOHO20 Onblma 6 obaacmu 8e6-pa3pabomru
HesamenvHocmy, HANPABNIEHHAs HA peulenue 3a0ay aHATUMUYEecK020 Xapakmepa,
npeononazaruux 66100p U MHO2000pasue aKmyaibHblX CNOC0008 peuletus 3a0ay

OIIK-3 CnocofeH mMpuUMEHSITh COBpeMeHHble MH(pOPMANMOHHBIE TEXHOJOTHH, B TOM
4yHucae OTEeYeCTBEHHbIC, NPH CO3JAHHM MPOrPaAaMMHBIX HPOAYKTOB H
NPOrPaMMHBIX KOMILIEKCOB Pa3JIMYHOI0 Ha3HAYeHHS

HJI-1.01TK-3

3namop

Ymemo

Braaoemsw

HJI-2.01TK-3

3namo

Apzymenmupoeano npumensem coepemenHHbvle UHPOPpMAUUOHHbIE
mexHoN02uU, 6 moM Uucie OmeyecmeeHHbvle, HNpU  CO30AHUU
NPOZPAMMHBIX HPOOYKMOE U RNPOPAMMHBIX KOMNIEKCO8 DPAZTUYHOZ0
Ha3Hayenus

Boszmoorcnocmu coepemenHblx u nepcneKmueHblx cpeocmes 6eb-pazpabomxu

Memooonoeuu 6e6-paspabomru u mexHo102UU NPOSPAMMUPOBAHUS]

Memoovl u cpedcmsa npoekmupoeanus 6eO-NPUIOHceHU

Memoouvl u cpedcmea npoexmuposanus 6ebO-cepsucos

IIposooumu oyenky u 0bocnosanue pekoOMeHOYeMbIX peuleHuli

IIpoexmuposanue 6eb6-cepaucos

HeamenvHocmy, HAnNpasieHHas Ha peulenue 3a0ay aHaIUMmUYecKko20 xapakmepa,

npeononazaryux blOOp u MHO2000pasue akmyaibHblX CHOCOO08 peuleHus 3a0ay
Opuenmupyemca 6 COBPDEMEHHBIX NOOMHCEHUAX U  KOHYERUUAX
NPUKIAOHO20 U CUCHEMHO20  RPOPAMMHO20  Obecneuenus,
apxumeKkmypovl KOMRbIOmMepoe u cemeil (6 mom uucie u 2100a1bHbIX),
MeXHO0102UU CO30AHUA U CONPOBONHCOCHUA NPOZPAMMHBIX RPOOYKMOG U
NPOZPAMMHBIX KOMNIEKCOE

Boszmosxcnocmu cospemenHbix u nepcneKmueHblx cpedcms 8eb-paspabomxu



Memooonoeuu 6e6-paspabomxu u mexHoI02UU NPOSPAMMUPOBAHUS]

Memooul u cpedcmsa npoekmupoanus 6eO-NPUIOHCeHU

Memoowi u cpedcmea npoekmuposanus 6eH-cepsucos
Ymemns IIposooums oyeHky u 06ochosanue pekoOMeHOYeMbIX peuleHut

Bnaoemo Ilpoexmuposanue 6eb-cepsucos

HeamenvHocmy, HANPAGIeHHAs HA peulenue 3a0ay aHAIUMUYecKo20 Xxapakmepa,
npeononazaruux 6bl00p U MHO2000pa3ue akmyaibHblX CHOCOO08 pellerus 3a0ay

2. CTpyKTypa M cofep;KaHue AUCHUIITHHbI
2.1 Pacnipenesienne TPYA0EMKOCTH IMCIUILIMHBI 110 BUJAaM padoT
OOm1ast Tpy10EMKOCTb TUCIUILIMHEI cocTaBisieT 3 3ad. ea. (108 yacoB), ux pacmpeneneHue

10 BUamM pa60T MMpeaAcCTaBJICHO B Ta6J'II/II_Ie

CemecTpnl
Buj yueonoii pa6oThi Beero (yacol)
4acoB
4
KonrakTHasi paboTa, B TOM 4YHCJI€: 72,2 | 72,2
AyauTOpHBIE 3aHATHS (BCEro): 68 68
3aHsATHS JEKIIMOHHOTO TUIIA 34 34
JlaGopaTopHbIe 3aHATHS 34 34
3aHATHS CEMUHAPCKOTO TUMA (CEMUHAPBI,
MIPaKTUYECKHUE 3aHSTHSI)
HNuas koHTaKkTHasi padora: 4,2 4,2
KonTpons camoctostensHoi padoTsl (KCP) 4 4
ITpomexxyrounas arrecramus (MKP) 0,2 0,2
CamocrosiTesibHas padoTa, B TOM 4ucJjIe: 358 | 358
Buinonnenue unousudyanvhvix 3a0anutl 358 | 358
(paspabomka npoexma) ’ '
[ToaroToBka K TEKYIIEMY KOHTPOJIIO
KonTpoJis:
[ToaroroBka K 3a4eTy
qac. 108 108
B TOM YHCJIe
OO0mas Tpy10eMKoCTb KOHTAKTHAasl 72,2 | 72,2
pabora
3a4. e 3 3

2.2 CTpyKTypa AMCUHMIIIMHBI

Pacnpenenenne BuoB y4eOHOM pabOThI U UX TPYJTOEMKOCTHU IO pa3/iesiaM JUCIUILTUHBL.
Pasnensl (TeMbl) TUCHUIUIMHBI, U3yYaeMble B 4 ceMecTpe

KoimuecTBo yacos
Ne HaumenoBanue pa3aesioB (Tem) Beero AynuTopHasi padoTa BHenglﬁv:) TTOapHaﬂ
J 3 JIP CPC

1 2 3 4 5 6 7

1. | BebG-apxuTekTypa, 1OMEHbI, XOCTHUHT 2 2

2. |HTTP 4 4

3. | BeG-cepBepsl u 6a3bl TaHHBIX 4 4

4. | Cookie u ceccun 4 4

5. | HTTP-ayrentudukanus 2 4

6. | besonmacHOCTh BEO-TIPHIIOKEHHIA 6 4




KosanuecTBO 4acoB

Ne HaumenoBanue pa3gesioB (Tem) Beero AynauropHas pa6ora BHe?gI:g:) TToapHaﬂ
JI 13 JIP CPC

1 2 3 4 5 6 7
7. | Beb-cepuchl, hpeiiMBOpKH 6 14
8. | HTTPS, OIIL, 50 2
9. | [Ipon3BoaAUTEIILHOCT BEO-TIPUIIOKEHUI 2

10. | O630p CMS, CMF Drupal 2

NTOI'O no pazaenam JMCHHILIMHBI 34 34

Kontpousb camocrostensHOM pabotsl (KCP) 4

[Ipomexyrounas arrectauus (MKP) 0,2

[ToaroToBKa K TEKyIIEMY KOHTPOJIIO

O011as TPYA0EeMKOCTh O JUCHUIIHHE 108

Ipumeuanue: JI — nexyuu, 113 — npaxmuueckue 3anamus/cemunapsei, JIP — nabopamopuvie 3anamus, CPC —
camocmosmenvHas paboma cmyoeHma

2.3 Conep:xaHue pa3aesioB (TeM) THCHHIIAHBI
2.3.1 3ausaTHda JeKIMOHHOr0 THIIA

®opma
Ne HaumenoBaHue pa3jesa (TemMmbl) Copep:xanue pa3jesa (TeMbl) TeKyliero
KOHTPOJIsI
1 2 g 4
B e6-apXHTeKTypa JIOMEHBI OcHoBsI BeO-apxuTekTypbl, DNS, noMensl, peructparopst
1. ’ ’ JTOMCHOB, BH/IBI XOCTHHTa, B3aHMOJICHCTBHE Opay3epa 1 P3
XOCTUHI' BeO-cepBepa
OcHOBHBIE onpeeneHus ¥ npuHIui padotsl HT TP,
2. HTTP BEPCUH IPOTOKOJIA, OOIIMIA BUJI 3aIIpOCa U OTBETA, P3
OpHMEpBI
Ko/1p! cTaTycoB 0TBETa, OCHOBHBIE 3ar0JIOBKHU 3allPOCOB H
3 HTTP otsetoB HTTP P3
XapakTepucTHKa ¥ CpaBHEHHE BO3ZMOKHOCTEH BeO-
_ cepsepoB Apache, Nginx. Ucropus pa3sutus Be6-
4 Beo CCPBCPhI 1 0a3pI TaHHBIX MPUIIOKEHHUI U CPaBHEHHE OCHOBHBIX HCIIONB3YEMBIX P3
TEXHOJOTHiI
Hcnonb3oBanue CYBJ] MariaDB/MySQL nsst paspaGotku
5. Be6-cepBepH u 0a3bl JaHHBIX JIMHAMUAYECKHX BeO-IPHIIOKEHHUH, TOIrOTOBICHHbIC P3
3anpockl, NpuMeps! ucrnoss3oBanust PHP PDO
ookie u ceccuu 00Kies, mpuMepsI 3aroJ0BKOB , IpUMeEpHI Ha .
Cook Cookies, mpumep HTTP, npumepsr Ha PHP P3
Cookie u ceccuu Ceccus. [Ipumepst Ha PHP. BesomacHocTs ceccum. P3
HTTP-ayTeHTI/I(l)I/IKaHI/Iﬂ Basic u Digest ayrenrudukauns HTTP. P3
9 Bbe3omacHocTh BeO- Tunsl ys3suMocTeil. XapakTepUCTHKA U 3aLIUTa OT P3
' HpHHO)KeHI/II\/’I y}I3BI/IMOCTCI\/II XSS, SQL Injection.
Be3onacHocTh BeO- XapakrepHucTHKa 1 3auuTa ot ys3sumocreit CSRF,
10. . Upload, Include. 3amuTa kiuenta u cepepa Beo- P3
HPUJIOKCHUHU TPUIIOKEHHSI.
be3onacHocTh BeO- .
11. . OWASP, WebAppSec, CVE, Exploit DB.
IMPUIIOKCHUHA
IMonsiTe BeO-cepBIca, apXUTEKTYPHBIC CTHUIIH 1
12. | Beb-cepBuchl 1 GperiMBOPKH TexHonoruu Be6-cepucos. XML/JSON mo HTTP, P3
XMLRPC, SOAP. Ilpunuune! u orpannuenust REST.
13. | BeG-cepBucCHI U (hpeiiMBOpKH [pumep npoextuposanus RESTful BeG-cepauca. P3
14. | Beb-cepBuchl 1 GperiMBOPKH 0630p Web-(peiiMBopkoB. YueOHbIH (perMBOPK. P3
HTTPS, PKI, ocHOBHbIE MOHATHS ¥ IPUHIUI PAOOTEL,
15. P3
HTTPS, OHIL, 9210 ['OCTsl 1 cTaHAAPTH KPUNTOrPAdUH. BHH, 3210




®opma

Ne HaumenoBaHue pa3aena (TeMbl) Copep:xanue pa3jesa (TeMbl) TeKyl1ero
KOHTPOJIsI
1 2 3 4
[IpOU3BOIUTENIEHOCT BeO- Mertozpl MacIITaOUPOBaHUS U TIOBBIIIICHHS
16. . MPOU3BOUTEIHHOCTH BEO-TIPHIIOKEHNH, KEIIMPOBAHHE B P3
IMPUIIOKCHUHA HTTP.
0630p CMS, Beeaenne 8 CMF Drupal u ¢ppeitmBopk
17. | CMF Drupal Symfony.

Ipumeuanue: JIP — omuem/3awuma nabopamopnoti pabomol, KII - svinonnenue kypcosozo npoexma, KP - kypcosotl
pabomul, PI'3 - pacuemno-epaghuueckozo 3adanus, P - nanucanue pegepama, 3 - scce, K - xonnoxeuym, T —
mecmuposanue, P3 — pewenue 3aoau.

2.3.2 3aHATHS CEMHHAPCKOI0 THIIA
IHpumeuanue: JIP — omuem/3auwguma nabopamopnou pabomet, KII - vinonnenue xypcosoeo npoexma, KP - kypcosot

pabomwi, PI'3 - pacyemno-epaguyeckozo 3adanus, P - nanucanue pegepama, 3 - scce, K - xonnoxsuym, T —
mecmupogarue, P3 — pewenue 3a0au.

2.3.3 JlabopaTopHbIe 3aHATHSA

®opma
Ne HaumenoBaHue pa3jesa (TemMbl) HaumenoBaHue J1a00paTOpHBIX padoT TeKyliero
KOHTPOJIsI
1 2 3 4
Beb-apxurexTypa, JTOMEHBI . .
1. P ypa, A ’ Ipumenenue ssh, ftp, ping, nslookup, git P3
XOCTHUHT
Beimonuaenne HTTP-3anpocos merogom GET B telnet nu
2. |HTTP P 8 P3
Putty
3 HTTP Beimonaenne HTTP-3anpocos metogom POST & telnet P3
win Putty
4 Be6- 6 PazpaboTka muramMudeckoro BeO-npuioxenus Ha PHP P3
' CO-CCPBCPBI U Da3bI TaHHBIX WJTH JIPYTOM sI3bIKE OPOrPaMMHPOBAHUS
Coznanne 6a3bl gannbix MariaDB/MySQL, BeiGopka u
5. | BeG-cepBepnl u 0a3bl JAHHBIX BCTABKA JAHHBIX. P3
6. Cookie u cecenu Banmunauus hopmbl Ha cepBepe ¢ HCTOJb30BaHHEM P
Cookies
7. | Cookie u ceccuu ABTopu3ays Ha caifTe ¢ MCIIONb30BAHUEM CECCHH P3
Be6-npunoxenue ¢ HTTP-ayrentudukanueit u
8 HTTP-ayTeHTH(bHKaHHﬂ 3ampocamu K B/I ¢ rpynmupoBkoi P3
be3onacHocTh BeO-
9. o Aynut 6e30MacHOCTH BEO-TIPUITOKEHHS P3
IMPUITOKCHUHA
10 bezomacHocTh BEO- Aynut Ge3onacHOCTH BEO-TIPUIIOKEHHUS U UCTIPABIICHHE P3
‘ npu TIOKEHUH ysI3BUMOCTEHN
BBINOJIHEHHE MIPOEKTA € UCTIONB30BAHUEM Y4eOHOTO
11. | Beb-cepBuchl u GperiMBOPKH ¢peiimBopka Ha PHP umu camoctoATensHO P3
pa3paboTaHHOro GperiMBOpKa
BrInosiHeHre MpoeKTa ¢ UCTI0Ib30BaHUEM YUeOHOTo
12. Be6-cepBI/ICBI u (prﬁMBOpKH (petimBopka Ha PHP wmi camocrosTensHO P3
pa3paboTaHHOTO (ppeiiMBOpKa
BhINOJIHEHHE IPOEKTa C UCTIONB30BAHUEM Y4eOHOTO
13. Be6-CepBI/ICLI u q)pef/'IMBopKI/I (petimBopka Ha PHP wmi camocrosTensHO P3
pa3paboTaHHOro GperiMBOpKa
BrInosiHeHre MpoeKTa ¢ UCTI0Ib30BaHUEM YUeOHOTo
14. Be6-cepBHc],1 u (I)peﬁMBOpKH ¢peiimBopka Ha PHP umu camocToaTensHO P3
pa3paboTaHHOTO (ppeiiMBOpKa
BhINOJIHEHHE IPOEKTa C UCTIONB30BAHUEM Y4eOHOTO
15. Be6-CepBI/ICLI u (1)peI>'IMBOpKH (petimBopka Ha PHP wmi camocrosTensHO P3
pazpaboTaHHOTO (ppeiiMBOpKa




®opma

Ne HaumenoBaHue pa3aena (TeMbl) HaumeHnoBaHue 1a00paTOpHBIX padoT TeKyl1ero
KOHTPOJIsI
1 2 3 4
BemonHeHne MpoeKTa ¢ HCI0JIb30BaHNEM YIeOHOTO
16. Be6-cepBI/Ic},1 u (bp@flMBOpKH (dpetimBopka Ha PHP wmi camocTosTensHO P3

pa3paboTaHHOTO PpeHMBOpKa
BhINOJIHEHHE MIPOEKTa ¢ UCTIONB30BAHUEM Y4eOHOTO

17. | BeG-cepBUCH U (hpeiMBOPKH ¢peitmopka Ha PHP 11 caMmocToATenbHO P3
paspaboTaHHOTO (peiiMBOpKa

Ipumeuanue: JIP — omuem/3auwguma nabopamopnoil pabomut, KII - gvinonnenue xypcosoeo npoexma, KP - kypcogoti
pabomwi, PI'3 - pacuemno-zpaguyeckoeo 3adanus, P - nanucanue pepepama, D - scce, K - xonnoxeuym, T —
mecmuposanue, P3 — pewenue 3aoau.

2.3.4 IlpumepHasi TeMaTHKa KYPCOBBIX padoT (IIPOEKTOB)

Her.

2.4 IlepeyeHb y4eOHO-METOANYECKOr0 O0ecneyeHHs Il CAMOCTOATEIbHOM padoThl
00y4YarIIKUXCS 10 JUCHHUILINHE (MOIYJIIO)

IlepeyeHb yueOHO-METOUUECKOT0 00eCIeYeH s JUCIIUILIMHEI
Ne Bun CPC I10 BBIIIOJIHEHUIO CaMOCTOSITENIbHOM pabOThI
1 2 3
1 |Uzyuenue Metoauyeckue yka3aHUsl IO OpraHU3alMyd CaMOCTOSITEIbHOU
TEOPETUYECKOT O paboThI CTYZEHTOB, YTBEpKJICHHbIE kadenpoii
MaTepuaia nHGOPMAMOHHBIX TeXHOIOTHi, mpoTokoa Nel ot 30.08.2019
2  |Pewmenue 3a1au Mertoanuyeckue ykKa3zaHUs 110 OpraHu3alllMyd CaMOCTOSITENbHOU
pabdoThI CTYJEHTOB, YTBEPKIACHHbIE kadenpoit
nH(OPMALIMOHHBIX TeXHOJ0rui, mpotokos Nel ot 30.08.2019

VY4eOHO-MeTOINYECKNE MaTepuasbl JUIsl CaMOCTOSITENIbHOM pPadOThl 00ydYaroIUXCs U3
YHCiIa MHBAIK/IOB U JIUI] C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMHU 3710poBbst (OB3) mpenocrasnstorcs
B (hopMax, aJanTUPOBAHHBIX K OTPAHWYCHUSM UX 37I0POBbS U BOCHIPUSATHS HH()OPMAITIH:

JUnist U1 ¢ HapyIIEeHUsIMU 3pEHUS:

— B MleyaTHOU (popme yBeIMUEHHBIM HIPUPTOM,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B ¢popMe ayauodaiina,

— B 1eyatHo (opme Ha si3bike bpaitns.

JUist T ¢ HapyIIEHUSIMH CITyXa:

— B I1e4aTHOM (opme,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

JUist T ¢ HapyIIEHUSIMHM OTIOPHO-/IBUTATEIBHOTO arnapaTa:

— B TIe4aTHOM opme,

— B (popMe 2IEKTPOHHOTO TOKYMEHTA,

— B ¢popMe ayauodaiina.

JlaHHBINA TIepeyeHb MOXET OBITh KOHKPETU3MPOBAaH B 3aBUCHUMOCTH OT KOHTHHIEHTA
oOyyJaronuxcs.

3. O6pa3oBaTe/ibHbIE€ TEXHOJIOTHH
B cootBerctBum ¢ TpeboBanusmu @I'OC B nmporpamma AUCHUIUIMHBI TPEyCMaTPUBACT
HUCIIOJIB30BAaHUC B yLICGHOM nponecce CICAYOUINX O6p8.30BaTeJ'ILHBIC TEXHOJIOTUU:. UYTCHUEC
J'ICI(I.[PIIZ C UCIIOJIb30BaAHHUEM MynLTPIMCI[PIfIHLIX TEXHOJIOT I/II>'I; MCTO MAJIBIX T'PYIIII, pa360p
MMPAKTUYCCKUX 3aaa4 U KelCcoB.




[Tpu 0OydeHnn HCTIOIB3YIOTCS CIIEAYIOIINe 00pa30BaTEIbHbBIE TEXHOIOTHH:

— TexHonmorus KOMMYHHKAaTHBHOTO OOYy4YeHHS — HampaBieHa Ha (OpPMHPOBaHHE
KOMMYHUKAaTHBHOW KOMIIETEHTHOCTH CTYACHTOB, KOTOpas sBIsieTCsl 6a30BOH, HEOOXOMUMOI /IS
a/IanTallid K COBPEMEHHBIM yCJIOBUSM MEXKYJIbTYPHOU KOMMYHHKAIHH.

— Texunonorust pazHoypoBHeBoro (auddepeHunpoBaHHOr0) O00Y4YEeHHs — MpPEANoiaraet
OCYIIIECTBJICHHE IT03HABATEIBHON JAEATEIBHOCTH CTYAEHTOB C Y4YETOM HMX HWHIMBHIYaIbHBIX
CHOCOOHOCTEH, BO3MOKHOCTEH M HMHTEPECOB, MOOMIPSS WX PEATM30BBIBATH CBOM TBOPYECKUN
norennuan. Co3jaHue W HUCIOJIb30BAHHE IMArHOCTHUECKHX TECTOB SIBIAETCS HEOTHEMIIECMOM
YaCThIO JaHHOW TEXHOJIOTUH.

— TexHonorusst MOIYJIBHOTO OOyYeHUS — TMpelyCcMaTpuUBaeT JeJeHHE COJepKaHUs
JUCIUIUIMHBI HA IOCTATOYHO aBTOHOMHBIE pa3/iesibl (MOAYJIHN ), UHTErpUpPOBaHHBIE B OOIIMIA KypC.
— HWudopmannonno-kommyHnukanuonnsle TexHojgoruun (MKT) - pacmmpsoor pamku

00pa30BaTEILHOTO IPOIIECCa, MOBBILAS €ro MPAaKTUYECKYI0 HAIPaBIEHHOCTb, CIOCOOCTBYIOT
UHTEHCU(UKAILIMM CaMOCTOATENIIBHOM pabOThl ydyalllMXCsl W IOBBIIEHUIO [103HaBaTEIbHOM
aktuBHOCTH. B pamkax VKT BoiensatoTcs 2 Buaa TEXHOIOTHI:

— TexHONOTHs HCHOJB30BAHUS KOMIBIOTEPHBIX NPOTpaMM — MO3BOJIsIET 3((HEKTUBHO
JIOTIOJIHUTD Ipo1iecc 00yUeHHUsI A3bIKY Ha BCEX YPOBHSX.
— HHTEepHET-TEXHONOrMM — MPEAOCTaBIAIOT IIUPOKUE BO3MOXKHOCTU JUIA  IIOMCKA

uHpOpManuK, pa3padOTKA HAYYHBIX IPOSKTOB, BEICHHS HAyYHBIX UCCIICIOBAHUI.

— TexHonoruss MHAWBUAyAIN3alUU OOyUYEHHsS] — IOMOTACT PEANN30BHIBATH JIMYHOCTHO-
OPUECHTHUPOBAHHBIN TIOAXOJl, YYHTBHIBas HMHIUBHIyaJbHbIE OCOOEHHOCTH M MOTPeOHOCTH
yUaIuxcsl.

— IlpoekTHass TEXHOJOrMsI — OpPUEHTHPOBAHA Ha MOJEIUPOBAHHE COLMAIBHOIO
B3aMMOJICHCTBUS YyYalllUXCsl C LEJbI0 pElIeHMs] 33aJayd, KOTOpas OIpeleisieTcss B paMKax
npodecCHOHAIBHON MOATOTOBKH, BBIAEISSA Ty UM HHYIO IPEIMETHYIO 00JIaCTb.

— TexHonoruss oOy4eHUs B COTPYIHHYECTBE — peaIM3yeT MJICI0 B3aUMHOIO OOYy4YEeHMS,
OCYILECTBIISII KaK WHIMBHIYaJbHYIO, TaK M KOJUICKTHBHYIO OTBETCTBEHHOCTH 3a pEIlCHHE
yueOHBIX 3a/1a4.

— MHrpoBas TeXHOJIOTUSI — MO3BOJIAET PAa3BUBATh HABBIKM PACCMOTPEHHs psla BO3MOXKHBIX
CIOCO0OB pelIeHusT MPOOIIeM, aKTUBU3UPYS MBIIUICHHE CTYJICHTOB M PAaCKPHIBasl JTHYHOCTHBIN
MNOTEHIMAJ Ka)KJJ0r0 y4alerocs.

— TexHonorust pasBUTHS KPUTHYECKOTO MBIIIJIEHUS — CIOCOOCTBYET (HOPMHUPOBAHUIO
Pa3HOCTOPOHHEN JIMYHOCTH, CIIOCOOHOM KpPUTHMYECKH OTHOCUTHCA K HHGOpMalluU, YMEHUIO
0TOMpaTh HH(OPMALIHIO [T PELICHHs TOCTAaBICHHON 3ajauu.

KommuiekcHoe HcIonb30BaHHE B y4EOHOM IPOLIECCE BCEX BBIIIEHA3BaHHBIX TEXHOJIOTHH
CTUMYJIUPYIOT JIMYHOCTHYIO, WHTEJUIEKTYyaJbHYI0 aKTHBHOCTb, DPa3BHBAIOT IIO3HABATEIIbHBIE
MIPOLIECCHI, CIIOCOOCTBYIOT (HOPMHUPOBAHHMIO KOMIETEHIMM, KOTOPBIMU JOJKEH 00JanaTh
Oyayluil CrienuaincT.

OcCHOBHBIE BU/IbI HHTEPAKTUBHBIX 00pa30BaTEBHBIX TEXHOJIOTUI BKIIFOYAIOT B CEOSI:

— pabora B MaJIbIX TpymIax (KOMaH/e) - COBMECTHasl AEITEIbHOCTh CTY/ICHTOB B TPYTITIE MO
PYKOBOJICTBOM JIM/I€pa, HAIIpaBJICHHAs HA pellieHre 00IeH 3a1auu MyTEM TBOPUYECKOTO CIIOKEHUS
pe3yJabTaTOB HWHIWBUAYAILHOW pabOTHl UYICHOB KOMAHIBI C JICJIGHHEM TIOJTHOMOYHHA W
OTBETCTBEHHOCTH;

— TPOEKTHas TEXHOJIOTHSA - HHAMBHUIYaIbHAs UM KOJUIEKTUBHAS JESTEIBHOCTH M0 0TOOpY,
pacrpeziefieHUI0 U CUCTeMaTU3alliid MaTepuana Mo ONpeesIeHHO TeMe, B pe3ysbTare KOTOpon
COCTAaBIIIETCS IPOEKT;

— aHaTU3 KOHKPETHBIX CUTyallMi - aHalIU3 peajbHBIX MPOOJEMHBIX CHUTyallMid, MMEBLIMX
MECTO B COOTBETCTBYIOIIEH 00JacTH MpoQecCHOHANBHON NEATENIbHOCTH, W TOUCK BapUaHTOB
JY4IIUX PEIIEHNN;



— pa3BUTHE KPUTUYECKOTO MBIIUICHUS — 00pa3oBaTeNbHast JesITeIbHOCTD, HAallpaBJIeHHAas Ha
pasBUTHE Y CTYJIEHTOB pa3yMHOT0, pe(I€KCUBHOTO MBILIECHHS, CTIOCOOHOTO BBIIBUHYTH HOBBIE
UJIeU ¥ YBUJIETh HOBbIE BO3MOXHOCTH.

[Toaxon pa3dopa KOHKPETHBIX 3a7a4 M CUTYaIUi ITMPOKO UCTIONB3YETCs KaK MPEroaaBaTelieM,
TaK ¥ CTyJIEHTaMHU BO BpeMs JICKIIHA, JJAOOPATOPHBIX 3aHATUHN U aHAIIN3a PE3yJIbTaTOB
CaMOCTOSITENIbHON PabOThL. TO 00YCIOBICHO TEM, UTO IIPU UCCIETOBAHUU U PEIICHUH KaXKI0H
KOHKPETHOM 3a7aull UMEeeTCs, KaK MPaBUII0, HECKOJIBKO METO/I0B, a 3TO TpeOyeT pa3dopa u
OLICHKH 11€JI0M COBOKYITHOCTH KOHKPETHBIX CUTYalUH.

KOJIH4€eCTBO
Hcnonb3yemble HHTEPAKTUBHBIE 00pa30BaTeIbHbIE
CeMeCTp BI/II{ 3aHATHUA HHTEPAKTUBHBIX
TEXHOJO0I'MH
4acoB
[TpakTnyeckue 3aHATUA B peKumMax
JIP B3aMMOJECHCTBUS «IIPENOJABATENb — CTYIEHT» U 12
«CTYAEHT — CTYACHT»
Hroro 12

IHpumeuanue: JI — nexyuu, 113 — npaxmuueckue 3zansamus/cemunapsi, JIP — nabopamopnuvie 3ansmus, CPC —
camocmosmenvhas paboma cmyoenma

Tewmbl, 3a1anust U BOIPOCH JJIsI CaMOCTOATENIbHOUW pPabOThl Mpu3BaHbl CHOPMHUPOBATH
HaBBIKM TIOMCKAa HMH()OPMAIMK, YMEHHUS CaMOCTOSTEIbHO PACIIUPITh W YIIyOJATh 3HAHWS,
MOJIYYCHHBIC B XOAC JICKHMOHHBIX U IMTPAKTHYCCKUX 3aHSTHH.

[Tomxox pa3dbopa KOHKPETHBIX CUTYaIlUH MIMPOKO UCTIONB3YETCS KaK MPEIoiaBaTelieM, TaK
U CTyJIEHTaMH{ IIPY TPOBEJICHUH aHAIIN3a PE3yJIbTaTOB CAMOCTOSTEILHON PaOOTHI.

Jis a1l ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSIMU 3/10pOBBSI IIPELYCMOTpPEHA OpraHMU3alus
KOHCYJIbTAIMH C MCIIOJIb30BAaHUEM HJIEKTPOHHOM MOYTHI.

Jns muu ¢ HapyIeHUsIMU 3pEHHUS:

— B [1€4aTHON (hopMe yBEITHUYEHHBIM HIPUPTOM,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

J5ia U1 ¢ HapyIISeHUSIMH CTyXa:

— B TIe4aTHOM opme,

— B (popMe 2IIEKTPOHHOT O IOKYMEHTA.

JList AL ¢ HapyIIEHUSIMUM OITOPHO-JBUTaTEIBbHOTO almnapara:

— B I1e4aTHOM (opme,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

JUis a1 ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSIMU 3/10pOBBSI IIPELYCMOTpPEHA OpraHHU3alus
KOHCYJIBTAIMH C MCIIOJIb30BAaHHEM DJICKTPOHHOH ITOYTHI.

JlaHHBINA TIepeyeHb MOXET OBITh KOHKPETU3MPOBAaH B 3aBUCHUMOCTH OT KOHTHHIEHTA
oOyyJaronuxcs.

4. OueHOYHbIE U METOANYECKHE MATEPHAJIbI
4.1 OueHouyHble cpeAcTBA IS TEKyHIero KOHTPOJISI  YCNeBA€MOCTH U
NMPOMEKYTOYHOM aTTeCTallul

OrneHouHBIE CpelCcTBa MpeJHAa3HAYeHbl Ui KOHTPOJIE M OLEHKH 00pa30BaTeNbHBIX
JOCTHKEHUIN 00yYaromumxcsi, OCBOMBIIMX MpOrpaMMmy Y4eOHOW AMCUUIUIMHBI «Ha3BaHHE
JUCLHUIIIIUHBD.



O1eHOYHBIE CPEJCTBA BKIIFOYACT KOHTPOJIbHBIC MAaTEPHAIIBI IS MMPOBEACHUS TEKYIIero
KOHTPOJIS B JOpME pPa3HOYPOBHEBBIX 3aJaHWiI M MPOMEKYTOUHOH aTTrecTanuu B (opme
MPOCKTA K 3a4eTy.

OneHouHbIC CpeACTBA JUIsi WHBAJIWAOB M JIMII C OTPAaHUYCHHBIMH BO3MOXXHOCTSMHU

3JI0POBbSI BEIOMPAIOTCS C YIETOM MX UHAWBUAYAIBHBIX MICUXO(QU3NIECKUX OCOOCHHOCTEH.

— IIpY HEOOXOJMMOCTH MHBATIUIAM | JIMIIaM C OTPaHUYCHHBIMU BO3MOXHOCTSIMU 3I0POBbSI
NPEJOCTABIISICTCS TOTIOJIHUTEIILHOE BPEMs JIJIsl IIOATOTOBKU OTBETA Ha 3K3aMCHE;

— MIPU MPOBEICHUU MPOIEYPhl OLICHUBAHUS PE3yJIbTATOB 00yUCHUS MHBAIHUIOB U JIUII C
OTPaHUYCHHBIMH BO3MOXHOCTSIMH 3/I0POBBS TPEIyCMATPUBACTCSI UCIIOIB30BaHUE TEXHHUYECKUX
CPEICTB, HEOOXOAUMBIX UM B CBSI3M C UX MHIUBUIYATbHBIMA OCOOCHHOCTSIMHU;

— TIpU HEOOXOAUMOCTH JIJISl O0YYAFOIIUXCSI C OTPAHUYCHHBIMUA BO3MOKHOCTSIMH 370POBBS
U UWHBAJIWIOB IIpOLEAypa OICHUBAHUS PE3yIbTaTOB OOYYECHHUS 1O JUCIHUILUIMHE MOXKET
IIPOBOJIUTHCS B HECKOJIBKO ATAIIOB.

[Ipouienypa oleHUBaHUsI PE3yIbTATOB OOYYCHHS WHBAIUAOB U JIMI[ C OTPAHUYCHHBIMH
BO3MOXHOCTSIMH 3JIOPOBbSI 10 JTUCHUIUIMHE (MOJIYJIIO) TMpeIyCMaTpUBaeT IPeIOCTABICHUE
uHpopManuu B QopMmax, aTanTHPOBAHHBIX K OTPAHUYCHHSIM WX 3J0POBbS M BOCIIPHUSATHUS
uHpopMmanuu:

JIIst 11 ¢ HAapYIICHHUSIME 3PCHUS:

— B I1€4aTHOW (hOpMe YBEIMYCHHBIM HIPUPTOM,

— B hopMe IIEKTPOHHOTO JIOKYMEHTA.

J1J1st JIUI ¢ HApYIICHUSIMH CITyXa:

— B mieyaTHOU hopme,

— B (hpopMe 3IIEKTPOHHOTO IOKYMEHTA.

JUtst 11 ¢ HapyIICHUSIMHA OTIOPHO-IBUTATEIILHOTO arapara:

— B IIeYaTHOM (opme,

— B hopMe JIEKTPOHHOTO JIOKYMEHTA.

JlaHHBII TEepeYeHb MOXET OBbITh KOHKPETH3MPOBAH B 3aBUCHMOCTH OT KOHTHHICHTA
oOyyJaronuxcs.

CprKTypa OLCHOYHBIX CPEACTB AJIA Telcymei/i u l'lpOMe)KyTO‘-IHOﬁ aTrrecTalumn

Kon HaumenoBanne
Ne | KonTpomnupyembie pasjiesbl (TeMbl) | KOHTPOIUPYEMOi OLIEHOYHOT'O CPEeJICTBA
/i JMCUUTUTHHBI* KOMITETEHIINH . [IpomexyTouHast
Teky1uii KOHTPOIIb
(mmm ee yacTH) aTTeCcTalus
3aganue qisa
1 Beb6-apxutexTypa, TOMEHBI, VK-2, OITK-3 JlaGopatopHas CaMOCTOSTEMLHOM
XOCTHHT pabora 1 paboThI
JlabopatopHas A
2 HTTP VYK-2, OIIK-3 AGora 2 CaMOCTOATENBHOM
P paboThl
3ananue ans
3 BeG-cepsepst u Gasir YK-2, OIIK-3 Jlabopatopras CaMOCTOSTENBHOM
JAHHBIX pabora 3 paboThI
. JlaboparopHnas A
4 | Cookie u ceccun VYK-2, OIIK-3 aBora 4 CaMOCTOSITEITbHOM
p paboThI
3ananne st
5 BeG-cepsepst u Gasir YK-2, OIIK-3 Jlabopatopras CaMOCTOSITENBHOM
JAHHBIX pabora 5 paboTsI
JlaGopaTtopHas A
6 | HTTP-ayrentudukanus YK-2,0IIK-3 | _ = 6 CaMOCTOSTENbHOM
P paboTsl
3ananue ans
7 BCSOHaCHOCP} Bed- YK-2, OIIK-3 Jlabopatopas calfl/locm;enbﬂoﬁ
TPUITOKEHHIH pabora 7 paboTs!




Ioka3zaTesu, KpUTEPUH M HIKAJIA OLEHKH CPOPMUPOBAHHBIX KOMIIETEH U

CootBercTBe MOPOrOBOMY VPOBHI) OCBOCHHS KOMIETCHLUUH IJIAHHUPYEMbIM
pe3yabTaTaM 00Y4YCHHUS U KPUTCPHUSIM UX OIICHUBAHUS (OIICHKA: YIOBJIETBOPUTEIBLHO /3a4TEHO):
YK-2 Cnoco0eH onpeaesiTb KPYr 3a/1a4 B paMKaXxX MOCTABJEHHOI 1eJIM U BLIOUPATH
ONTHMAJIbHBIE CNOCOOBI WX pelIeHHs, UCXOASl M3 JAeHCTBYWIIHUX NMPaBOBBIX

HOPM, HMEIOIIUXCH PECYPCOB M OTPAHMYEHU I

HJ/I-1.YK-2 Ilonumaem cywijpocmov npasoewvix HOpM, yeau U 3a0a4u HOPMAMUBHBIX
npaeoevix aKkmoe
3uamo Memooonoeuu  paspabomxu npopamMmMHO20 obecnedenus U MexXHOA0Ul
npoOCpaAMMUPOBAHUSL

Huempymenmot u memoost eepughuxayuu cmpykmypbl npocpamMmHo20 Kood
Memooonozus 6edeHuss 0OKYMeHmoobopoma 6 OpeaHu3ayusx
Memoowi u cpeocmea NIAGHUPOBAHUS U OP2AHUAYUU UCCLEO08AHULL U
paspabomox

Ymemow Ilposooums ananuz ucnoanenus mpeboearuli
Buipabamueieams eapuanmul peanuzayuu mpeoosanuii

Ilpumenams HopmamugHylo OOKyMeHmayuro 6 coomeemcmeyrowen obaacmu

SHAHUU
Bnaoemo Ananuz  6o3modxcHocmell  peanuzayuu  mpedO8aHUuli K NPOSPAMMHOMY
obecneuenuro

Coenacosanue mpebosanuti K npoOCPaAMMHOMY obecneyenuio c
3aUHMepeco6aHHblMU CMOPOHAMU

HJ/I-2.YK-2 Ocywiecmenaem RnOUCK He0OX00UMOU npPAGosoNl uHGopmayuu 0na
peuienusn npogheccuonanvnvix 3a0ay
3uamo Hucmpymenmol u memoOowl eepughuxayuy cmpykmypuvl npO2pammHo20 Kooa

Memoodonoeus ederus 0OKyMeHmoobopoma 8 OpeaHu3ayusix
Memoovl u cpedcmea NAAHUPOBAHUA U OP2AHU3AYUU UCCIE008AHULL U
paspabomox
Ymemo IIposooumsv ananuz ucnoanenus mpeboeanuil
Buipabamuieams éapuanmel pearuzayuu mpebosanuil

IIposooums oyeHky u 0b6ochosanue peKkOMeHOYeMbIX peuleHut



Braoemuw

HJT-3.YK-2

3namop

Ymemo

Braaoemo

Ipumensams HOpMaAmMusHy0 OOKYMEHMAyurw 6 coomeemcmayowel oobaacmu
3HAHUU

Ananuz  8ozmodcHocmell  peamusayuu  mpedOsaHulli. K - NPOSPAMMHOMY
obecneueHuo
Coenacosanue mpebosanull K npOSPAMMHOMY obecneuenu c

3aurmepeco6aHnblMuU CmMmopoHaAMu

Hcnonvzyem npunyunvl RPOEKMHOU MeMOOONOUU O PeUleHUn
npogheccuonanvrulx 3a0au
Memooonoeuu paspabomxu npoecpammHoco obecneveHuss U MexHOL02UU
NPOCPAMMUPOBAHUSA
Hucmpymenmol u memoOosl gepughuxayuy Cmpykmypuvl HpOZpamMmHo20 K00a

Lenu u 3a0auu nposoOUMBIX UCCIe008AHULL U PA3PAOOMOK

Memoouvl ananuza u 0606WeHUss OMeYeCmEEHHO20 U MeNCOYHAPOOHO20 ONbIMA 8
coomseemcmaytouell 001acmu UCCie008anull

Memoowt u cpedcmea NAGHUPOBAHU U  OPeAHU3AYUU  UCCIEO08AHULL U
paspabomox

Buipabamuieams sapuanmel pearuzayuu mpebosanuil

Iposooums oyenky u 060CHOBAHUE PEKOMEHOYEMbIX PeuleHUll

Ipumenams HopmMamusHyr0 O0OKYMeHmMAyuro 6 coomeemcmeayowel obaacmu
3HAHUU

Ipumensmo memoovl ananusa HAy4HO-MEXHUYECKOU UHpopmayuu
Ananuz  8o3ModICHOCmel — peanusayuu  mpeOosaHull K - NPOSPAMMHOMY
obecneuenuo

Oyenka épemenu u mpyooemMKoCmu peaiu3ayuu mpebosanull K npocpamMmHOMY
obecneyenuio

Coenacosanue  mpeboganuii. K NPOSPAMMHOMY  0Decnedenuio c
3auHmMepeco8aHHbIMU CMOPOHAMU

Coop, obpabomka, aumanuz u 0000UeHUe NEPEO0BO2O OMEYECMBEHHO20 U
MeACOYHAPOOHO20 ONbIMA 8 COOMBEMCMEYIouell 001ACU UCCIEe)08AHUL

HeamenvHocmy, HAnNpasieHHAs Ha peulenue 3a0ay aHaIUMUYecKko20 xapakxmepa,
npeononazaryux blOOp U MHO2000pa3ue aKkmyaibHblX CHOCOO08 peuleHus 3a0ay



HJT-4.YK-2

3namop

Ymemo

Braoempw

Buvioupaem onmumanvHwlii cnocod pewieHus 3a0ay, UMEIOUWUXCA
pecypcoé u 0zpaHuveHuil, OUeHKU PUCKO8 HA OCHO8€ NPOEKMHO20
UHCMpPYMenmapus

Memooonozuu  paspabomxu npoepamMmHo20 obecnedyeHuss U MexHOoL02UU

NPOCPaAMMUPOBAHUSL

Huempymenmor u memoost eepughuxayuu cmpykmypbl npoO2pamMmHO20 Ko0a

Lenu u 3a0auu npooOUMbLX UCCIe008aAHUL U PA3PAOOMOK

Memoowi ananuza u 0606weHUs OMeuecmeeHHo20 U MeHCOYHAPOOHO20 ONbIMA 8
coomeemcmayioueli 001acmu Uccied08anull

Memoowi u cpeocmea NIAGHUPOBAHUS U OP2AHUAYUU UCCLEO0BAHUL U
paspabomox
Bvipabamuieams eapuanmul peanruzayuu mpebosanutl

Ilpumenams HopmamusHylo OOKyMeHmMayuio 6 coomeemcmeyrujel ooiacmu
3HAHUU

Tpumensmo memoovl AHAIU3A HAYYHO-MEXHUYECKOU UHDOpMayuL
Oyenxa spemenu u mpyooemMKOCmuU peanu3ayuu mpebo8anull K npoepammHoMy
obecneueHuo

Coenacosanue mpebosanuii K APOCPAMMHOMY — O0DecnedeHuro c
3aUHMepPeco6aHHblMU CMOPOHAMU

OueHKa u coenacoearnue CpoKoe 6blnOJIHEHUS NOCNAB/IERHbLX 3a0ay
OueHKa u coznacoearnue CpoKoe 6blnOJIHEHUS NOCNAB/IERHbLX 3a0ay

Coop, obpabomka, aumanuz u o00006ujeHUe NEPEO0BO2O OMEYEeCMBEHHO20 U
MeANCOYHAPOOHO20 ONbIMA 8 COOMBEMCMEYouell 001acmu UCCi1e008aHUl

HeamenvHocmy, HanpasieHHas Ha peulenue 3a0ay aHaIUmuYecKko20 xapakmepa,
npeononazaruux blOOp U MHO2000pasue akmyaibHblX CHOCOO08 peuleHus 3a0ay

OIIK-3 CnocodeH MpUMEHSITh COBpeMeHHble HHGOPMANMOHHbIE TEXHOJIOTHH, B TOM
4ucjae OTe4YeCTBEHHbIC, IIPH CO3JaHMHM IPOIrPaMMHBIX IPOAYKTOB H
NPOrpaMMHBIX KOMILIEKCOB PAa3JIMYHOI0 Ha3HAYCHHSA

HJI-1.01TK-3

Apzymenmuposano npumensem coepemeHHble UHDOpMayuoHHbIE
mexHonocuu, 6 mMoM Hucie OmeuecmeeHHvle, Npu  CO30AHUU
NPOZPAMMHBIX RPOOYKMOG U RPOZPAMMHBIX KOMNIEKCO8 PA3IUYHO20
HaA3HaueHus



3namop

Ymemo

Braaoempw

HJ1-2.0IIK-3

3namop

Ymemo

Bnaoemuw

Bosmooicnocmu  cospemennvix U NEpCHeKmusHulX  Cpeocms  pazpabomku
NPOCPAMMHBIX NPOOYKIMO8, MEXHUUECKUX CPEeOCME

Memooonoeuu  paspabomxu npopamMmHo20 obecnedyeHuss U MexHoLo2UuU
NPOSPaAMMUPOBAHUSL

Memoowsl u cpedcmea npoexmupos8anus NPOSPAMMHO20 0becnedets

MemoOdwsl u cpedcmea npoexmuposanus NPOSPAMMHBIX UHmMepeticos

IIposooums oyeHKy u 06ochosanue peKkoOMeHOYeMbIX peuleHutl

IIpoexmupoeaHnue npoecpammuvix unmepdgeticos

Coop, obpabomka, aumanuz u 0000weHUe pe3yIbmamos 3KCNePUMEHMO8 U
uccredosanuil 8 coomgemcmaeyroujeli 0o1acmu 3HaHull

ﬂeﬂmeﬂbHOCmb, HanpaelerHHas Ha peuerue 34044 AHATUMUYECKO20 xapakmepa,

npeononazaruux 6blO0p U MHO2000pasue akmyaibHblX CHOCOD08 peulerus 3a0ay

Opuenmupyemcsa 6 COBPEMEHHBIX NONOMHCEHUAX U KOHUEnyuax
NPUKIAOHO20 U CUCHEMHO20  NPOZPAMMHOZ0  oObechneueHus,
apxXumeKkmypvl KOMRbIOmMepos u cemeil (6 mom yucie u 2100aibHbIX),
MEeXHON02UU CO30AHUA U CONPOBONHCOCHUS NPOZPAMMHBIX RPOOYKHIOE8 U
NPOZPAMMHBIX KOMNIIEKCO8
Bosmooichocmu  cospemennvix U NEpCHeKmMusHubIX  Cpeocms  pazpabomku
NPOCPAMMHBIX NPOOYKIMOB, MEeXHUYECKUX cpeocme

Memoodonozuu  pazpabomku npocpammHoz0 obecneyeHus U MexHoa02UU
PO AMMUPOBAHUSL

Memooul u cpedcmea npoekmupo8anuss NPOPAMMHO20 0becnedeHus

Memoovl u cpedcmea npoekmupo8anusi NPOSPAMMHbBLX UHMePDelicos
Buvipabamueieams sapuanmul peanuzayuu mpedosanuii

Oyenxa epemenu u mpyooemMKOCmU peaiu3ayuu mpebo8aHull K npoepammHoMy
obecneuenuo

Oyenxa u coenacosanue CpoKos8 GblNOIHEHUsL NOCMABLEHHbIX 3A0aY

IIpoexmuposanue npocpammHulx unmepghelicos

OueHKa u coenacoeanue CpoKoe 6blnoJHEHUS NOCNABIEHHbLX 3a0ay



Coop, obpabomxa, aumanuz u 0000wWeHUe pe3YIbmaAmo8 3KCNEPUMEHMO8 U
uccredosanuil 8 coomgemcmayroujeli 001acmu 3HaHul

HeamenvHocmy, HANPABGIeHHAs HA peuleHue 3a0ay AHATUMUYeCcKo20 Xapakmepad,
npeononazaruyux 6bl00p U MHO2000pasue akmyaibHblX CHOCOD08 peulerus 3a0ay

TunoBbie KOHTPOJIbHBbIE 32IaHNUSI UM MHbIE MATEPHAJIbI, HEO0OXO0UMBbIE VIS OLlEeHKHU
3HAHWI, YyMEeHHUH, HABHIKOB M (MJIM) ONbITA JAEATEJbHOCTH, XaPAKTEPU3YIOIIMX 3TANbI
(opMupoBaHus KOMIIETEHINH B IIpoLiecce 0CBOeHHUs 00pa30BaTeIbHOM MPOrPaMMBbI

3AJJAHME 1

B3ste y npenonaBaTens NpakTUKY Balll JIOTUH U IApOJIb I0CTyIa K yueOHOMY BeO-cepBepy
X.X.X.X WM K BUPTyaJIbHOW MAIlIMHE JUIsl CAMOCTOSITEIbHON HACTPOUKH. [IoKIIFOUNTBCS K HEMY
no SSH ¢ nomomibto kimeHTta Putty, komanabl ssh unu onnaiin-Bepcuu ssh-kinuenra. 2) C
MIOMOIIHI0 KOMaH/IBI ping Ha y4eOHOM cepBepe y3HaTh [P-anpec Beb-cepBepa kubsu.ru, caenath
CKPHMHIIOT BbI30Ba KOMaH/bl ping, 100aBUTh CKPUHILOT B gitpeno3uTapuil 3ananus. 3) C
HoMOIIIBI0 KoMaH 1kl nslookup y3Hate A-3anmcu u MX-3anucu qomena kubsu.ru u kubsu-dev.ru,
N00aBUTh CKPUHILIOTHI B git-perno3utapuii 3aganus. 4) C momouibo koMaHabl whois y3Hath Jaty
peructparuu qoMeHa kubsu.ru u kubsudev.ru, 100aBUTh CKPUHILIOTHI B git-pemo3uTapuit
3aganus. 5) Caenath BeO-cTpanuily index.html co ckpunmoramu, 106aBUTH €€ B git, ¢ MOMOIIBIO
SSH cknoHnpoBaTh peno3uTapuii co CKpUHIIOTAMU M CTpaHUIleH B KaTayor /var/www/html/
Balll JIoruH/. BeO-cTpanuia 10/kHa OTKPBIBATHCS 110 ajipecy
http://Bamn_norun.kubsudev.ru/karanor 3amanus 1/ 6) C momombto nporpammel FileZilla wm
aro6oro npyroro knueHTa FTP coennHuThes ¢ ydeOHBIM CEpBEPOM C BallIUM JIOTHHOM U
naposieM 1o npotokoiny FTP u ckonupoBath Ha JTIOKaIbHBIM KOMIBIOTEP (ailibl 3a1aHus U3
kartasiora /var/www/html/Bam_snorus/. Caenats ckpuniot FTP-kinuenTa nocie ckaunBanus
¢aiinos, no6aButh ckpuHot B GIT u Ha cTpanuiy.

3AJJAHUE 2

3anuts (aitnel B katanore files Ha BeO-cepBep uepe3 GIT. [IpoBeputs 3arpy3ky (aiiaos B
Opay3sepe u3 Baiiero yueoHoro gomena. [Iposeputs padoTocnocobHocts index.php. C nmomMoribio
nporpammsl telnet niam Putty BeimonnuTs 3ananus ornpaskoil HTTP-3ampocos k Be6-cepsepy: 1)
NOJIy4uTh TNaBHyto crpanuiyy MerosioM GET B nmpotokone HTTP 1.0; 2) nonyuuts
BHYTpeHHIo10 cTpanuily merooM GET B npotokosnie HTTP 1.1; 3) onpenenuts pazmep ¢aiina
file.tar.gz, He ckauuBas ero; 4) onpeneanuTb MeIUATUI pecypca /image.png; 5) OTIPaBUTh
KOMMEHTapuil Ha cepBep 1o aapecy /index.php; 6) nomyuurs nepsbie 100 Gaiit daiina
/file.tar.gz; 7) onpenenuTs KoaupoBKy pecypca /index.php. CHATH 7 CKpUHIIOTOB,
0TOOpa’kaloIIMX 3aIpoc U 3aroJIOBKU OTBETa BeO-cepBepa. CBepcTarh BeO-CTpaHUILy CO
CKpHHIIIOTaMH, 3aIUTh Ha BeO-cepBep dyepe3 GIT.

3AJIAHUE 3

CocraBere HTML-dopmy ¢ mosssmu:

1) ®UO (TekcToBoOE TOJE);

2) Tenedon (mone tel);

3) e-mail (mosne email);

4) nata poxxaeHus (IoJyie AaThl);

5) ot (paIMOKHOIIKN );

6) JroOMMBETH s136IK TiporpammupoBanus: Pascal, C, C++, JavaScript, PHP, Python, Java, Haskel,
Clojure, Prolog, Scala, Go (MHOXeCTBEHHBII BHIOOD U3 CITUCKA);



7) 6uorpadus (MHOTOCTPOUYHOE TEKCTOBOE TIOJIE);

8) ¢ KOHTPaKTOM O3HAKOMIIEH (a) (4eKOOKC);

9) xHonka «CoXpaHUTBY.

OdopmuTts cTpaHuIly KpacuBo ¢ ucroiabzoBanreMm CSS. [Ipennoaraercs uCmoib30BaHNE
BEPCTKU U3 MpeAbAyIero ceMectpa. Peanusyiite ckpunt Ha BeO-cepBepe Ha PHP nnm npyrom
SI3BIKE TTPOTrPAMMUPOBaHUS, COXpaHsomui B 6azy ganHeix MySQL (MariaDB) unu PostgreSQL
3anoyiHeHHyIo opmy. Jlo 3amucu HeoOXOAMMO MPOBEPUTH KOPPEKTHOCTD 3aITOJTHEHUE BCEX
noJieit Ha BeO-cepBepe. B citydae HEKOPPEKTHOTO 3aN0JHEHUS 0TOOPa3UTh OLIMOKY C OMHMCAaHUEM
npobaemsl. B ciydae ycremnHoit 3arnucu oToopa3uTh COOOIIEHUE O TOM, YTO JAHHBIE YCIICITHO
coxpaneHsbl. [{st kax10i oTrpaBKu GOpMbI HEOOXOIUMO CO3JaTh OTACIBHYIO CTPOKY C
JAHHBIMU B TaOJUIIE, UCIIOJIB30BATH M10JIE AaBTOMHKPEMEHT JIJISl BBIIAYM YHUKAILHOTO
uneHTudukaTopa 3anucu. ba3y maHHBIX CIPOEKTHPOBATH B 3-if HOpManibHOU dopme. s
3amucu B 0a3y TaHHBIX UCIIOIH30BaTh MOATOTOBIEHHBIC 3aMpockl (prepared statements).

3AJIAHUE 4

PeannzoBaTh MpoBepKy KOPPEKTHOTO 3all0JIHEHUs 0053aTeNbHbIX 10N (POpMBI IPEAbIAYILEro
3amaHust Ha OeksH e ¢ ucnonb3oBanueM Cookies. Banumarmro Bcex moseit popmbl Ha OeKIHIE
JI0 COXpaHeHUs B 6a3y JaHHBIX HEOOXOAMMO pearnu30BaTh PEryJISpHbIMU BbIpakeHUsMU. B
cllydae, eClIM JaHHBIE COJepKAT HEOIMYCTHMbIE CHMBOJIIBI, HEOOXOIUMO COOOIIUTH
H0JIb30BATENIO O TOM, KAKHE CUMBOJIBI IOITYCTUMO UCIIOJIB30BaTh B noje. [lpu Hamuunu onmmobok
cTpaHuily Gpopmel HeoOxoquMo tniepe3arpy3uth MmerogoM GET, mois ¢ ommbkaMu 1oICBETUTh
KPacHBIM [[BETOM, OTOOPa3UTh COOOIICHHUS C OIMMCAHNEM OIIUOKH O Ka)KAOMY TOJIO HaJ|
(dbopMoii u pAAOM C IOJSIMU (OPMBIL, BEIBECTH B (JOPMY paHee BBEJCHHBIE [10JIb30BaTEIEM
3HayeHus. Madopmaiuio 06 ommboIHOM 3anoIHeHU! 1moiei coxpanath B Cookies 10 KoHIa
CeCcCUH, YAAIATH IIPU UCIPABICHUU OLUIMOOK M0JIb30BaTEIEM [T0CIIe TOBTOPHOM OTnpaBKku. B
Cllydae yCHeIrHoro 3anojHeHus (opMbl COXpaHUTh 3HaueHust B Cookies Ha OMH TO/ U
BBIBOAMTH B ()OPMY 3TH 3HAUEHUS B KaUueCTBE HauaJIbHbIX 3HAUEHUH 1osieit popMbl 110
ymosuanuto. Mcnons3oBanue JavaScript He mpesmoiaraercs.

3AJJAHUE 5

Peanu3oBath BO3MOXKHOCTB BXOJa C I1apOJIEM U JIOTHHOM C UCIIOJIb30BAHUEM CECCUU IS
W3MEHEHUS OTIPABJICHHBIX JIAHHBIX B IPEAbIAYLIEH 3a1a4e. [[aponb 1 JIOTHH reHepupyroTCs
aBTOMATHUYECKH NPH NEePBOHAYATIBHOMN OTIpaBKe GOPMBI M OTOOPAKAIOTCS MOJIB30BATENIO MTPH
yCHEelHOoM oTnpaBke popmbl. B 6a3e 1aHHBIX COXPaHSTh XEIll MapoJsl.

3AJIAHHME 6

PeanmmzoBars ctpanuny axmMuauctparopa ¢ HTTP-aBropusanmeit st npeaplayero 3aaatus.
Ha ctpanunie 10mKkHBI BBIBOAUTHCS I POCMOTPA BCE BBEJICHHBIE MOJIb30BATEIISIMU JaHHBIC.
JomxHa OBITh peann30BaHa BO3MOKHOCTh OTPEJAKTUPOBATh U YJAIUTh JaHHbBIE, BBEJCHHbIE
MOJIb30BATEISIMH, IOCMOTPETh CTATUCTUKY MO KOJIMYECTBY MOJIB30BATENEH C KaK 10U
CBEPXCIOCOOHOCTHIO.

3AJIAHUE 7

[TpoBeauTe ayauT OE30MACHOCTH BAIlIErO MIPHIIOKEHHUS U UCIIPABbTE YSI3BUMOCTH. B HeM
JOJKHBI OBITH pa3/iesbl, MocBsaIIeHHbIe ysi3BUMOCTIM XSS, SQL Injection, CSRF, Information
Disclosure, Include, Upload. B oTdere ykakute 1o Kaxaou yI3BUMOCTH IPUMEHEHHBIE METOIbI
3aIIUTHI C IPUMEpPaMH Balllero Koja.

3AZJAHME 8 (ITPOEKT)

Jlns mpenpIayIiero 3a1aHus peaan3oBaTh Be0-cepBUC, MPUHUMAIOUINI TaHHBIE (DOPMBI B
dopmare JSON unun XML ¢ coxpaHeHueM mosiel U CTpyKTyphl 6a3bl JaHHBIX. [l He
aBTOPU30BAHHOIO MOJIb30BATENsI BEO-CEPBHC BO3BPAILAET JIOTHH U N1apOJb CO3AaHHOTO



MOJIb30BATENS U afpec Mpoduis HOBOTO MoJb30BaTeld. J{Jisi aBTOpU30BaHHBIX MOJIb30BaTEIEH
Be0-CcepBUC MO3BOJISIET MEHSTH BCE paHee OTIPaBICHHBIC JaHHbBIE, KpOME JIOTHHA U mapods. [Ipu
peanu3anuu BeO-cepBrca BalKIalus MapaMeTPOB U JIOTHKA pabOThI MOTHOCTHIO aHAIIOTUYHBI
npenpIayneMy 3aaanuo. Peann3oBaTs OTIpaBKy GOpPMBI B IPEIBIIYIIEM 33JaHUU TTOMOIIIBIO
JavaScript (Fetch) uepe3 pazpaborannblii BeO-cepBUC O€3 Mepe3arpy3Ku CTpaHUIlbl, €CIIU B
Opay3epe BkiroueH JavaScript. B mpoTuBHOM ciiydae ¢opma OTIPaBISIeTCS KaK OOBIYHO 10
mrabiiony POST-Redirect-GET. UuTerpupoBats GopMy B BEPCTKY MPOEKTA MPEIbIIYIIETO
cemectpa 1o npenmety «Paspaborka mosb3oBarenbcokro Web-unrepdeiica». Bebcepnuc
peaninzyeTcsi cCpeAcTBaMH BIOPAaHHOTO BaMHU sI3bIKa MporpaMMupoBaHus. Mcnonb3oBaHue
CTOPOHHHX (PEUMBOPKOB Ha cepBepe (Oek3H Ie) He mpeanonaraetcs. B 3ananuun
mpeJroaraeTcs afanTtanus yaeoHoro uim pa3padboTka coOCTBEHHOTo ppeMBOpKa C eMHON
TOYHOU BXOZa, pOYTHHIOM, MOAYyJisAMU XeHuiepoB HT TP, aBropusanueii, Banuganuen,
mabsoHu3zaropom, coomoaerrem npunnunos KISS u DRY.

Ilepeuenv Komnemenyuii (wacmu KOMHemeHUuu), NPOGEPAEMbIX OUCHOYHBIM
cpeocmeom
VK-2, OIIK-3.

4.2 Metoanueckue MaTepHaJibl, ONpeAe/siioe NPpoueAypbl OLEeHUBAHUS 3HAHUIA,
YMeHUi, HaBBIKOB U (MJIH) ONBITA [IeATEJbHOCTH, XAPAKTEPU3YIOIIMX ITANbI
(opMupoBanusi KOMIETEHIIH A

Bcero B kypce 7 uHAMBHyalbHBIX 3aJaHUI U TpoeKT. [lepBoe 3aganue Ha 6 6aioB,
octanbHble 10 § 6amioB. [IpoekT 1o 46 6amios. Mtoro 100 Gannos. /s momydenus 3auera
HeoOxoauMo Habpath 60 win 6onee 0amIoB CyMMapHO 3a Bce 3aaHus U MPOeKT M BHINOTHUTH
IPOEKT Ha 26 wiu 6osee OayIoB.

3anaHus BBINAIOTCS U poBepsitoTcs npenoaasaresivu B LMS Moodle. Kpurepun
BBICTABJICHUs 0aJIOB B KaXK/101 3a/1aue MoipoOHO OMUCAaHbI B TEKCTE Kax10ro 3aganus B LMS
Moodle. st cnaun 3agaHus ¥ IOydeHUs! 0aIOB MO KXo 3a7aue HE00X0IUMO
OJTHOBPEMEHHOE BBITTOJIHEHHUE CIEAYIOLINX YCIOBHIL:

1. 3amanue BBHIMOIHEHO B COOTBETCTBHH C KPUTEPUSIMHU M JJOCTYITHO JUIS IPOBEPKU Ha
yuebHoM cepsepe KyOI'Y unu nHom cepsepe.

2. Wsmenenwms ucxomuoro kona B GitLab wim GitHub akkayHTe cTymeHTa JOCTYITHBI JIIs
IIPOCMOTPA MPENOABATEIIO.

3. B LMS Moodle 3arpysxeHa ccbuika Ha BeO-CTpaHUILy BeO-TIPUIOKECHHS U CChIITKA HA
npoekT GitLab nnmu GitHub ns nposepku. Jlata u BpeMms 3arpy3Kku U HOCIIETHETO
m3MmeHeHus koaa B GitLab uiam GitHub mensbIie naTel 1 BpeMeHHU ciauu 1o 3ajaue.

4. OTCcyTCTBYIOT IPU3HAKU 3aMMCTBOBAHUS UCXOHOTO Kojia. CTy[eHT CBOOOAHO OTBEYAET
Ha BOIIPOCHI TIO XOJIy PEUICHHUs 3a]a9H, KOMMEHTUPYSI HCXOIHBIH KOJI.

[Tpy HEBBIMOIHEHNH 3TUX YCIOBUH 32 33/1a4y BBICTABIISETCS HOJb OAJIOB.

OneHouHble CpencTBa Uil WHBAIWAOB M JIMI[ C OTPAHUYEHHBIMH BO3MOXXKHOCTSIMH
3JI0pOBbsI BEHIOUPAIOTCA C YUETOM UX WHAMBUIYATbHBIX ICUXO(DU3UYECKHX OCOOEHHOCTEH.

— IIpY HEOOXOMMOCTH UHBAJIUAAM U JIULIaM C OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbS
IIPEAOCTABIISAECTCA JOMOJHUTEIIBHOE BPEMS I IOATOTOBKY OTBETA HA DK3aMEHE;

— MIPU MIPOBEJICHUH MPOLIETYPhl OLICHUBAHUS PE3yJIbTAaTOB 00yUYEHHs MHBAINUJIOB U JIULL C
OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 370pPOBbS IIPELyCMATPUBAETCS UCIIOIb30BAHUE TEXHUYECKUX
CPEICTB, HEOOXOAUMBIX UM B CBS3H C UX UHJIUBUIAYaJIbHBIMUA OCOOEHHOCTSIMU;

— IpU HEOOXOAUMOCTH JJIs1 00YHarOIUXCsl ¢ OTPAHUYCHHBIMUA BO3MOKHOCTSIMH 3710POBbS
U UHBAJWAOB IpOLEAypa OLIEHWBAHUSA pe3ylbTaToB OOydYeHHs 10 AMCHUILIMHE MOXKET
IIPOBOJIUTHCS B HECKOJIBKO 3TAIIOB.



[Iponienypa oneHUBaHUsI PE3yJIbTATOB OOYYCHHS WHBAIUIOB M JIUI[ C OTPaHUYCHHBIMHU
BO3MOXKHOCTSIMU 37I0POBbS TI0 AUCIHUILTUHE MPEAyCMaTpUBaET MpenocTaBlieHne HHPOPMAIUU B
dopmax, aganTUpPOBaHHBIX K OTPAHUYCHUSM UX 370POBbSl M BOCIIPUATHS UH()OpMAITIH:

JUis 11 ¢ HapyIICHUSIMH 3PEHUS:

— B I1€4aTHOW (hopMe YBEIIMYCHHBIM HIPUPTOM,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

Jliist JIU1 ¢ HApYIICHUSIMH CITyXa:

— B mieyaTHoM hopme,

— B (hpopMe 3JIEKTPOHHOTO IOKYMEHTA.

Jist 111 ¢ HapyIICHUSIMHA OTIOPHO-JIBUTATEIILHOTO amnmapara:

— B IIeYaTHOM (opme,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

JlaHHBII TepeYeHb MOXET OBbITh KOHKPETH3MPOBAH B 3aBUCHMOCTH OT KOHTHHICHTA
oOyyarouuxcsi.

5. IlepeyeHb OCHOBHOM M [ONOJHUTEJBHOM Y4YeOHOH JHUTEpaTypbl,

HEe00X0UMOI1 1JI1 OCBOECHHUS TUCIMILIMHBI (MOLYJIA)

5.1 OcHoBHas JiMTEpaTypa:

1. Cuanna C.I'. Be6-nporpamMmmupoBaHue u BeO-cepBUCH — yueOHOe mocodue, Kyol'y,
2013.

2. ManamkeBuy, B.b. MHTepHET-TIpOrpaMMUpOBaHUe : 1a00PATOPHBIA TPAKTUKYM /
B.b. Manamkesud ; [IoBOMKCKHNM rOCYJapCTBEHHBIN TEXHOIOTHYECKUN YHUBEPCUTET. -
Homkap-Ona : IIFTY, 2017. - 96 c. : un. - bu6muorp.: c. 82. - ISBN 978-5-8158-1854-5 ; To xe
[Dnextponnsii pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=476400

3. bormanos, M.P. Pa3zpaboTka KIueHTCKUX npriioskeHnid Web-caiiToB : Kypc /
M.P. boraanos. - Mocksa : Uatepuet-Ynusepcuter Undopmannonusix Texnonoruit, 2010. -
228 c.: mi.; To xe [DnekTponHsIil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=233745

JI71st OCBOCHUS TUCHUTUTMHBI MHBAJIUIAMHU | JIMIIAMH C OTPAHUYEHHBIMUA BO3MOKHOCTSIMHU
3I0pOBbS MMEIOTCSI M3JaHHsI B DJIEKTPOHHOM BHJIE B JJEKTPOHHO-OMOIMOTEUHBIX CHCTEMax
«/lanvy u « FOpaum».

5.2 lonoJHUTEIbHAS JIUTEPATypa:

1. OcHoBbl web-niporpammupoBanust Ha PHP: yue6Hoe nmocobue. Mapkun A. B. , lllkapun
C. C. Mocksa: [uanor-MU®DU, 2012. O6vem: 252 ctp. ISBN: 978-5-86404-241-0. URL:
http://biblioclub.ru/index.php?page=book_red&id=229742

2. Cranpaptel oQOpMIEHHMS HMCXOJHOTO KOJa TMpOorpaMM U  COBPEMEHHbIE
MHTETPUPOBAHHBIE Cpeibl pa3paboTKU MPOrpaMMHOro odecrieueHus: yued.-meroa.nmocodue. F0.B.
Kounbnos, A.B.YBaposa, C.I'.Cunnna [u 1p.] — Kpacnogap: Kybanckwuii roc.yu-t, 2017.

3. I'pomos 1O. 1O. , Banora O. I'. , Janunkus C. B. OcnoBbl Web-uHXUHHPHHTA : pa3padoTKa
KIMEHTCKUX NMpUiIokeHui: yueOHoe nocodue Mznatenscreo @I'BOY BIIO «TT'TY», 2012. 240 ctp..
URL.: http://biblioclub.ru/index.php?page=book _red&id=277648&sr=1

5.3. llepuoauveckue U31aHusA:
1. ba3sl manabix komnanuu «Mct Bero» http://dlib.eastview.com
2. DOnextponHas 6udmuoreka GREBENNIKON.RU https://grebennikon.ru/

5.4. MuTepHeT-pecypchbl, B TOM YHCJIe COBPeMeHHbIe NPo(ecCHOHATIbHbIE 0a3bl
JAHHBIX H MH(OPMAIMOHHBbIE CTIPABOYHbIE CHCTEMBI
Inexmponno-oubauomeynvie cucmemot (IbC):
1. DBC «IOPAWT» https://urait.ru/
2. OBC « YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
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3. 3BC «BOOK.ru» https://www.book.ru

4. ObC «ZNANIUM.COM» www.znanium.com

5. 3BC «JIAHb» https://e.lanbook.com

Ilpogheccuonanvrvie 6azvi OaHHbIX

1.  Scopus http://www.scopus.com/

2. ScienceDirect https://www.sciencedirect.com/

3. Xypnans! uznarenabcrsa Wiley https://onlinelibrary.wiley.com/
4.

5.

Hayunas anekrponnas 6ubimoteka (HOb) http://www.elibrary.ru/
ITonHOTEKCTOBBIE apXUBBI BEAYIUX 3alIaHBIX HAyYHBIX )KypHaAJIOB Ha Pocculickon
miaTdopme HayuHbIX KypHaaoB HOMKOH http://archive.neicon.ru
6. HamuonanpHast dJeKkTpoHHas OuOIMOTEKa  (IOCTYN K DJIEKTPOHHOW  OMOIMOTEeKe
mucceprauii Poccutickoit rocynapcrBennoit oubmmoreku (PI'B) https://rusneb.ru/
7.  Ilpesunentckas 6udnmorexa um. b.H. Enprmna https://www.prlib.ru/
8.  baza gannpix CSD KemOpumxckoro nenrpa kpucramiorpadpudeckux naaasix (CCDC)
https://www.ccdc.cam.ac.uk/structures/
9.  Springer Journals: https://link.springer.com/
10. Springer Journals Archive: https://link.springer.com/
11.  Nature Journals: https://www.nature.com/
12.  springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols
13. Springer Materials: http://materials.springer.com/
14. Nano Database: https://nano.nature.com/
15.  Springer eBooks (i.e. 2020 eBook collections): https://link.springer.com/
16. "Jlexkropuym TB" http://www.lektorium.tv/
17. Yuuepcuretckas nnpopmanunonnas cucrema POCCUS http://uisrussia.msu.ru

HH@OPMCIZ/}MOHHble CnpaesovHble cucniembl

1. Koncynbrant [Tmtoc - cripaBovHast mpaBoBasi cucTeMa (JIOCTYI 10 JIOKAJIbHOM CETH C
KOMIIBIOTEPOB OUOIMOTEKH )

Pecypcor c6o600n020 0ocmyna

1. KwubepJlenunka http://cyberleninka.ru/;

2. AwmepukaHckas maTeHTHas 06a3a TaHHBIX http://www.uspto.gov/patft/

3. MuHuctepcTBO HayKu M Bbicuiero oopasosanus Poccuiickoii @enepanuun
https://www.minobrnauki.gov.ru/;

4. ®denepanbubiii noptan "Poccuiickoe odpazoBanue” http://www.edu.ru/;

5. Hudopmanumonnas cucrema "EnnHoe oKHO J0CTyna K 00pa3oBaTelbHbIM pecypcam”
http://window.edu.ru/;

6. Enunas komnexuus uudpoBeIX 00pa3zoBaTeIbHBIX PecypcoB http://school-collection.edu.ru/ .

7. Ilpoext I'ocynapcTBEHHOT0 MHCTUTYTA pycckoro si3bika umenu A.C. Ilymkuna
"OOGpazoBanue Ha pycckoM" https://pushkininstitute.ru/;

8. CmnpaBouHo-UH(pOpMaIMOHHBIN nopTan "Pycckuil a3bIKk" http://gramota.ru/;

9. Cnyx0a TeMaTH4YeCKHX TOJKOBBIX CIOBapei http://www.glossary.ru/;

10. CrnoBapu 1 SHIIUKJIONIEUH http://dic.academic.ru/;

11. O6pazoBarenbHblii mopTan "Yueba" http://www.ucheba.com/;

12. 3axonompoekt "O06 obpa3zoBanuu B Poccuiickoit deneparnun. Borpockl u 0TBETHI http://xn--
273--84d1f.xn--plai/voprosy i otvety

Cobcmeennvie s1ekmponHble 00pazoeamenvhvle U UHGopmayuoHusie pecypcovl Kyol'V

1. OnekrtpoHHbIi katanor Hayunoii 6ubnuorexku KyOI'Y http://megapro.kubsu.ru/MegaPro/Web
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2.  DnextpoHHas 6ubauoreka TpyaoB yueHbx Kyol'yY
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6

3. Cpena MOIYIBHOTO TWHAMUYECKOTO 00y4eHus http://moodle.kubsu.ru

4. ba3a y4eOHBIX IJIAHOB, Y4€OHO-METOINYECKUX KOMIUJIEKCOB, ITyOIUKAIMi 1 KOH(epeHunit
http://infoneeds.kubsu.ru/

5. bubnnoreka nHhOpMaLMOHHBIX pecypcoB Kadeapsl HHHOPMALIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM http://mschool.kubsu.ru;

6. OnexTpoHHbIN apxuB 10KyMeHTOB KyOI'Y http://docspace.kubsu.ru/

7. DJeKTpoHHBIC 00pa3oBaTeIbHBIC pECYPChI Kadeapbl MH(HOPMAIIMOHHBIX CHUCTEM U TEXHOJIOTUI
B oOpazoBanun KyOI'Y wu nHayuHo-metomuueckoro >kypHasa "IIIKOJIBHBIE TI'OJIbI"
http://icdau.kubsu.ru/

6. MeToanueckue YyKazaHusi JJIs OOyYAIOIIUXCA IO OCBOEHHUIO

TUCHHUIUIAHBI (MOIYJIs1)

Pa6ora B GitLab nnu GitHub Ha kypce ocyiectsisercs ananornaHo kypey «Pazpaborka
MOJIb30BATEIHCKOTO HHTEpQEiicay, OJHAKO IS MyOIMKaIuN BeO-PUIOKCHUI BMECTO CepBUCa
Gitlab Pages ucnonb3yercs yueOHbIN BeO-cepBep (akysbTeTa JUOO BUpPTyalbHas MallUHA,
HacTpaWBaeMasi CTYJICHTOM CaMOCTOSTeNnbHO. KpaTkas MHCTpyKuus mo wucrosb3oBaHuio Git
Haxoautcst B Moodle. MeToauueckue yka3zaHus 110 BBIIOJIHEHUIO KaXK01 J1abOpaTOpHON pabOThI
yKa3aHbl B TEKCTe Kax 01 padbotel B LMS Moodle.

B ocBoeHMH IUCHMIIIIMHBI MHBAIWJAMU M JIMLAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSMU
3I0pOBBsI OOJBIIOE 3HAYEHHWE HMMEET WHAMBHIyajdbHas ydeOHass paboTa (KOHCYJbTAIlMH) —
JIOTIOJIHUTEIBHOE pa3bsiCHEHUE Y4eOHOro MaTepuasa.

WupuBuayanbHble KOHCYJNBTAIMM IO TMPEIMETY SBIISIOTCS BaXKHBIM  (PaKTOPOM,
CHOCOOCTBYIOLIMM MHAMBUYAIU3alUU OOyYE€HUS U YCTAHOBJICHUIO BOCIUTATEIBHOTO KOHTAKTA
MEXIy IMpernojaBaTesieM M OOYyYaroIMMCs WMHBAJIHIOM WM JIMIOM C OrPaHUYCHHBIMHU
BO3MOYKHOCTSIMH 3/10POBbSI.

7. llepeyeHb HWH(POPMALUMOHHBIX TEXHOJOIMH, HCIOJb3yeMbIX MPH

OCYyILECTBJIEHHMH 00Pa30BATEJIbHOI0 MPoIecca Mo JUCHUIJINHE (MOTYJIIO)
7.1 IlepeyeHb HHPOPMALMOHHO-KOMMYHHKANMOHHBIX TEXHOJIOIH I

1. KomnbroTepHOE TECTUPOBAHUE MPEICTABIEHHBIX TPOrPaMM.

2. crionb30BaHue IEKTPOHHBIX MPE3EHTALNH TP MPOBEJCHNUH JIGKIIMOHHBIX 3aHITHH.

3. Cucrema MOODLE.

4. IlpoBepka JOMaIIHUX 3a/laHui ¥ KOHCY IbTHpoBaHue nocpeactsoM JONC KyoI'Y.

7.2 IlepedeHb JIMIEH3HOHHOTO W CBOOOJAHO PACHPOCTPAHAEMOr0 MPOrpaMMHOIO

odecrevyeHust
Mozilla Firefox. GIT. Telnet, Putty. FileZilla. Eclipse PDT, VS Code, SSH.

8. MarepuajibHO-TEXHUYECKOE o0ecnevyeHue Mo JUCUUIIMHE (MOTYJII0)

HaummeHoBaHue yqe6H0171 ayJuTOpPUH, €€ OCHAILICHHOCTDH

No Bug padot
000py/I0BaHUEM U TEXHHYECKUMU CPeICTBaMHU O0yUeHHUs

1. JlexumoHHbIe 3aHATUS | AyauTopus, YKOMILJIEKTOBaHHAas CIeLUaTU3UPOBAHHOMN
MeOeIbI0 U TEXHUYECKUMU CPEACTBAMH 00YUESHHSI

2. JlaGopaTopHble 3aHATUS | AyAUTOpHS, YKOMILIEKTOBaHHAsI CHeUalIn3upOBaHHON
MeOenpl0 M TEXHUYECKHMMHM  CpeACTBaMH  OOyuyeHwus,
KOMITbIOTEPAMHU, IIPOEKTOPOM, IPOTPAMMHBIM 00eCTIIeYeHUEM
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IIpakTrueckue 3aHATHS

Aypuropus, YKOMIUIEKTOBaHHAas CIeLUaIU3UPOBAHHOMN
MeOEeNIbI0 U TEXHUYECKUMHU CPEICTBAMHU OOYICHUS

I'pynnoseie
(MHAMBUIYATTLHBIC)
KOHCYJIbTAINH

Aypuropus, YKOMIIJIEKTOBAaHHAS CIeLUAaIU3UPOBAHHON
MeOenbl0 M TEXHHYECKUMH  CpelCcTBaMH  0OydeHwus,
KOMIIBIOTEPAMHU, IPOTPAMMHBIM 00eCTIeYeHUEM

Tekymuii  KOHTpOJIb,
MIPOMEKYTOUHAS
aTTecTanus

Aypuropus, YKOMIIJIEKTOBaHHAs CIeUaIM3UPOBAaHHON
MeOenpl0 M TEXHHYECKUMH  CpEACTBAaMH  OOydYeHus,
KOMIIbIOTEPaMHU, MPOrpPaMMHBIM 0OecliedeHueM

CamMocTrosTenbpHas
pabora

Kabuner s caMocTOSTENbHONW paOOThI, OCHAIICHHBIN
KOMIIBIOTEPHON TE€XHHMKOW € BO3MOXXHOCTBIO IOAKIIOYEHHS K
cetu «lHTEpHET», NPOrpaMMOM 3KPAaHHOIO YBEJIWYEHUA U
00€CIEeUYEeHHbI JOCTYIIOM B 3JEKTPOHHYIO HH()OPMAIMOHHO-
00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[Tpumeuanue: Konkperuzanus ayautopuil 1 ux ocHamenue onpeaensiercsa OIIOII.




