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1.EJIN U 3AJAYN OCBOEHU A JMCIIUITJINHBI

1.1 eab 1 327291 OCBOEHHS TN CHUTLIHHBI

Llenpio mpenojaBaHusi W HM3y4YeHHA AUCUUIUIMHBL «MH(DOpMaoHHass 0e30MacHOCTh
ABIsieTcsl (DOPMHUPOBAHHE Yy CTYICHTOB CIOCOOHOCTH OIICHHMBATh Yrpo3bl HMH(POPMAIOHHON
0e30macHOCTH M pa3pabaThiBaTh ApXUTEKTYypHbIE W  (QYHKIMOHAIbHbIE CHEeUU(UKAUH
CO3/1aBaEMbIX CHCTEM U CPEICTB IO €€ 3aIlIUTe, a TaKKe pa3padaThlBaTh METOABI PEATH3aLUN U
TCCTUPOBAHUA TAKUX CUCTCM.

1.2 3aaa4y JUCHUIIIMHBI

CTyaeHT DoJKEH 3HaTh OCHOBHBIE MOHSTHS, METO/bI, aJITOPUTMBI U TEXHOJOTUM 3aLTUTHI
uH(pOpMalLlUK; yMETh MPHUMEHSITh TEOPUM U METOAbl MO 0OecrnedeHur0 HHQPOPMAIMOHHOM
0€30IMaCHOCTH; BJIAJICTh TEXHOJOTUSMHU PeaTH3aIllii CHCTEM TaKOU 3aIlUTHI.

1.3 MecTo aucuunauHbl (MOayJisl) B 00pa3oBaTeIbHOIi mporpamme

Hucnunmuna «MHpopManoHHas 0€30MacHOCTh» OTHOCHTCS K BapUaTHBHOM YacTH
omoka b1 Jluciurumae! (Mo Tynn).

Hnst  u3ydeHuss JOUCHMIUIUHBI HEOOXOAMMO 3HAaHWE JUCHUIUIUH  “JluckpeTHas
Matematuka”’, “Anrebpa”, “OcHOBbl mnporpammupoBanusi’, ‘“Teopust anroputmMoB u
BBIYMCIIMTENIbHBIX MpoueccoB”, “OnepanuoHHble cuctembl”, “KoMmbroTepHble ceTr’. 3HaHUS,
MoJIydaeMble MIPU W3YYEHUH OCHOB 3alUThl MHPOPMAIUH, UCIOIB3YIOTCS MPU U3YUYEHUU TAKUX
JUCLUIUIMH Npo(ecCHOHaNbHOTO MKIIA yyeOHoro miaHa 6akanaBpa kak “IIporpamMupoBanue B
KOMIIBIOTEpPHBIX ceTsax”’, “Kpunrorpaguueckne mnpoTOKONbI”, a Takke MpH padoTe Hax
BBIITYCKHON pabOTOM.

1.3 IlepeuyeHs MJIAHUPYEMBIX Pe3yJILTATOB 00yUYeHHs MO TUCHUIIINHE (MOIY.II0),
COOTHECEHHBIX € IVIAHMPYEMbIMH pPe3yJIbTATAMH 0CBOEHUsI 00pPa30BaTebHOM NPOrpaMMBbl.

N3yyeHne naHHOW y4eOHOH AMCLUIUIMHBI HAIIPAaBICHO Ha (OPMHUPOBAHHE Y OOYUAIOLINXCS CIEAYIOMINX

HpO(l)eCCHOHaJILHLIX KOMHeTeHIII/Iﬁ U COOTHECCHHBLIX ¢ HUMHU MHAUKATOPOB NOCTHKCHUSA KOMHeTeHHHﬁ:
OIIK-5; TTK-1.

Pe3yabTaTrhl 00yyeHus: M0 AUCHUNJINHE
(3naem, ymeem, é1a0eem (HaGbIKU U/ UTU ONBIM
deameibHOCMU))

KO}I U HAMMCHOBAHHUE I/IH}II/IKaTOPa*

OIIK-5 Cnoco0GeH MHCTAIUIMPOBATh U CONPOBOXKIAATD IT

porpaMmMHOC obecrieueHne I/IH(I)OpMaLII/IOHHBIX CHUCTEM U

0a3 JAAaHHBIX, B TOM YHUCJIC OTCUCCTBCHHOT'O MMPOUCXOKACHHS, C YICTOM HH(I)OpMaL[HOHHOfI 0e30MmacHOCTH

OIIK-5.1. 3HaeT METOANKY YCTAaHOBKH H
aJIMMHHCTPHUPOBAaHNS HHPOPMAIIMOHHBIX CHCTEM H 0a3
JaHHBIX. 3HAKOM C coziepykaHueM EnuHoro peectpa
POCCHICKHX MPOTPAMM.

3HaeT conepkanne MHPOPMALMOHHON 0€30acHOCTH U
€e MECTO B CUCTEME HallMOHAJILHON 0€301MacHOCTH,
OCHOBHBIC YI'PO3bI 1 METO/IbI 3allIUTEI OT HUX,
CUCTEMHBIC METONOJIOTUU, MEKAYHAPOAHBIC U
npodeccuoHaNbHbIE CTAaHAAPTHL B 00JIaCTH
MHPOPMALIMOHHON 6€30MaCHOCTH.

OIIK-5.2. YMmeeT pean30BbIBATh TEXHUYECKOE
CONPOBOXK/IeHNE HHPOPMAIIMOHHBIX CHCTEM U 0a3

‘YMeeT UCIIONIb30BaTh YIITYOJICHHBIE TEOPETHICCKUE
MPAKTUYECKUE 3HAHUS B 00J1aCTH HH(OPMAIHOHHOM
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Kox m HauMeHOBaHHe HHAUKATOPA™

Pe3yabTarhl 00yyeHus1 IO TUCHUNJINHE
(3Haem, ymeem, énadeem (HAGbIKU U/UU ONbIM
oesamenbHOCmu))

JaHHBbIX.

0€30I1aCHOCTH.

OIIK-5.3. meeT npakTHYeCKHe HABBIKH YCTAHOBKU U
MHCTAJUIIAN TIPOTPAMMHBIX KOMIUIEKCOB,
MPUMEHEHHUS] OCHOB CETEBBIX TEXHOJIOTHH.

BrnaneeTr HaBBIKAMU UCIIONB30BAHUSA TEXHOJIOTUN
00ecIeYnBaroIMX Co3aaHue 0€30IMacHbIX
MPOTPAMMHBIX PEIIEHUMN.

NK-1 CrnocoGeH TNOHMMATh M TMPUMEHSTh B HAYyYHO-WUCCIICOBATEIBCKOW W TIPUKIIAJHON NEATSIIEHOCTU
OCHOBHBIE 3aKOHBI
MIPOrPaMMHUPOBAHUS B TPOrpaMMHOE 0OeCTIeueHIe; ONIePAIMOHHBIE CHCTEMBI M CETeBBIE TEXHOJIOTHHI

COBPEMEHHBIM MaTeMaTHYeCKU ammapar,

€CTCCTBO3HAHHSA, COBPEMCHHBIC A3BIKU

[IK-1.1. 3naeT oCHOBBI Hay4YHO- UCCIIEA0BATENbCKON
JeSITENbHOCTH B 00J1aCTH HHPOPMALMOHHBIX
TEXHOJIOTHH, IMEeT Hay4YHbIe 3HaHUs B TEOPUU
WHPOPMALIUOHHBIX CHCTEM.

3HaeT cozep:kaHue HHPOPMAIIMOHHOM 6€3011aCHOCTU U
€€ MECTO B CUCTEME Hal[OHAIbHON 0€30MacHOCTH,
OCHOBHBIE YT'PO3bI U METO/IBI 3AIIUTHI OT HUX,
CHUCTEMHBIE METOJIOJIOTUH, MEKIYHAPOIHBIE U
npodeccuoHaNbHbIE CTAHAAPTHI B 00JIACTH
WH(POPMAITMOHHON O€301TaCHOCTH.

[IK-1.2. YMeeT npuUMEHSTh NOTyYEHHbIE 3HAHUS B
obnactu (yHIaMEHTaJIbHBIX HAYYHBIX OCHOB TEOPHH
WHPOPMALIUK U pelllaTh CTAaHJAPTHEIE 33]]a4U B
COOCTBEHHOW HAYYHO-HCCIIEIOBATENBCKOM
JeSITENbHOCTH.

YMeeT ucronb30BaTh YrIyOJCHHBIC TEOPETHYCCKUE U
MpaKTHUYECKUE 3HaHWsI B 001acTH MH(DOPMAIMOHHON
0e30macHOCTH.

[IK-1.3. meeT npakTUYeCKHil OMBIT HAYYHO-
UCCIIEI0BATEIbCKON AESITEeIbHOCTU B 00JIaCTH
nHGOPMALMOHHBIX TEXHOJIOTHH.

Bnaneer HaBLIKAMH UCIIOJIBL30BAaHUS TEXHOJIOTUHA
00ecIeYnBaroIMX Co3IaHue 0e30MacHbIX
MPOrpaMMHBIX PELICHUN.

Pesynprarel 00yueHHs IO AUCIHUIUIMHE TOCTUTAIOTCA B paMKaX OCYIIECTBICHHUS BCEX BUJOB KOHTAKTHOH M
CaMOCTOSITEIBHOM PadOTh 00Y4aIOLIUXCS B COOTBETCTBUH C YTBEPKACHHBIM YUSOHBIM ILIAHOM.

Ne | Unnekc Copnepxanue B pesynbrate n3ydeHus: yaeOHOM TUCIUIUIMHBI 00ydJaronye
II.T1 | KOMITe- | KOMIETEHLUH (WU ee JIOJKHBI
TEHIUU 4acTH) 3HATh YMETb BJIQJIETh
CIIOCODEH COJIEp)KaHne VICIIOJIb30BAaTh HaBBIKaMHU
MHCTaJNTUPOBATh U UH(POPMALIMOHHOM yri1yOJIeHHbIE UCIIOJIb30BaHUs
COIPOBOXKIATh 0€30IacHOCTH U ee TEOPETUYECKUE U | TEXHOJIOTHH
IPOrpaMMHOE MECTO B CHCTEME MIPaKTUYECKHE o0ecrneunBaro
oOecnieueHue HaI[MOHAJIbHOM 3HaHUS B 00J1aCTH | LIUX
MH()OPMAIHOHHBIX 0e301acHOCTH, MH(OPMALIMOHHOMW | CO3JaHKE
cucTeM 1 0a3 NaHHBIX, | OCHOBHBIC YIPO3BIH | GE30MaCHOCTH 0C30IMacHBIX
B TOM UHCJIE METO/IbI 3aIIUThl OT MIPOTPaMMHBIX
1 | OIIK-5| oreuecTBEHHOTrO HUX, CHCTEMHBIC peleHui
MPOUCXOXKICHHUS, C METOJI0JIOTHH,
y4eToM MEXyHapOIHbIE U
UH(POPMAIIMOHHOM npodeccruoHaIbHbIE
0e30MacHOCTH CTaH/JapThI B
o0nactu
UH(POPMAITMOHHON
0e301acHOCTH
CIIOCODEH ITOHMMATh U | COJIEp’KaHue WCII0JIb30BaTh HaBbIKaMU
MPUMEHSTH B HAy4YHO- | MH(OPMALMOHHON yriayOieHHbIe WCIIOJIb30BAHUS
UCCIIEIOBATEIbCKONW U | OE30IIaCHOCTH U €€ | TEOPETHUECKUE U | TEXHOJIOTHI
IIPUKIIATHON MECTO B CUCTEME MIPaKTUYECKHE o0ecreunBaroIuX
JESATEIIBHOCTH HaI[MOHAJIbHOU 3HaHUS B 00JIACTH | CO3aHUE
2 | IK-1 COBPEMEHHBIN 0€30MacHOCTH, UH(OPMAIIMOHHO | 6€30MacHBIX
MaTeMaTHYeCKUi OCHOBHBIE yIpo3pl | ¥ besomacHoCTH MIPOrpaMMHBIX
arrapar, OCHOBHbIE METOJIBI 3aIIUTEI OT peuIcHnn
3aKOHBI HUX, CHCTEMHBIE
€CTECTBO3HAHMSI, METOJI0JIOTHH,
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COBPEMEHHBIC SI3BIKH | MEXIYHAPOIHBIC U
POTrPaMMHPOBAHUA U | TPO(eCcCHOHATIbHbIE
IpOrpaMMHOE CTaHAapTHI B 00J1aCTH
o0ecnieuyeHue; UH(POPMALIMOHHOM
OTIepaIMOHHbIE 0e301acHOCTH
CHCTEMBI U CETEBbIC

TEXHOJIOTUI

2. CTPYKTYPA U COAEPKAHUE ITUCIHUIIJIMHBI

2.1 PacnpenesieHue TPYA0EMKOCTH JUCHUIIJIMHBI 10 BUAaM padoT
OO611ast Tpy10EMKOCTh TUCIMILIMHEI cocTaBister 4 3au. ea. (144 gaca), ux pacupeeicHue o
BUZaM paboT mpeacTaBieHo B Tadbnuie (s cryaeatoB OD0).

Bun yue6HOM paboTh Bceero Cemectpsl (dachl)
4acoB 7
KonTakTHasi paGoTa B TOM YnciIe: 72.3 72.3
AyIUTOPHBIE 3aHATHS (BCET0): 68 68
B ToMm uncrne:
3aHATHA TEKINOHHOTO THIIA 34 34

3aHATHS CEMUHAPCKOTO THITA (CEMUHAPBI,
TIPAKT. 3aHSATH)

JlabopaTopHsie 3aHATHS 34 34
HNuas koHTaKkTHAs1 padoTa 0.3 0.3
Kontpons camocrositenbHoi pabotsl (KCP) 4 4
[Mpomeskyrounast arrecrauus (MKP)
CamocTosiTeibHas padoTa, B TOM YHCIe 36 36
B Tom uucie:
Kypcosas pabora
Ilpopabomxa yuebHozo 15 15
(meopemuyeckoco) mamepuand
Buvinonnenue unougudyanbHuix 3a0aHuil 15 15
(nodzomoska coobuenull, npezeHmayutl)
Peghepam
[lo020mosKa k mexyujemy KOHmpoo 6 6
KoHTpoJib: 3k3amMmeH 35.7 35.7
O0mast Tpya0éMKOCTh B 4ac 144
B T.4. 72.3
KOHTAKTHA
51 paGoTa

2.2 CTpyKTYypa TUCHHILTHHBI

Pacnipenencaue BUIOB y4eOHOU pabOThl M MX TPYJOEMKOCTH IO pa3jeiaM TUCIUTUIAHBL.
Pazensl AMCHUIIITNHBL, U3Y4aeMbIe B / ceMecTpe (ouHas ghopma)

KomanuectBo yacos
pas‘JngeHa HaumenoBanue pazjienoB Beero AymutopHas paborta ]?{};Zagfglgff
JI 113 JIP CPC
1 2 3 4 5 6 7
Copep:xanne MOHATHS 0€30MaCHOCTh U €T0
1 cTpykTypa. [IpoexktupoBanue anroputMoB 16 6 6 4
MO/IJIEP>KKH MH(POPMAIIMOHHOM 0€30MacHOCTH.




Crannaptbl HHGOPMAITMOHHON

20 8 8 4
0€30MacHOCTH.
Cuenapuii Unentudukanms-
AyteHTuduKaIms- ABTOpU3AIKI U BAPUAHTHI 20 6 6 8
peanu3aium.
Mopaenu ynpaBiaeHus JOCTYIIOM K
uHpopMmarmu. Mojenu o yiep>KaHus 24 8 8 8
[[EJIOCTHOCTH UH(POpMAITUU
AyauT BBIYUCIUTEIbHON CUCTEMBI U
apxuBaiusi. AHAIN3 YSI3BUMOCTH 3.7 6 6 117
cuctembl. DLP-cuctembl. CucremMbl
oOHapyKEeHHs BTOPKCHUN
HUTOT'O mo pazaenam AUCIATUTAHBL 103.7 34 34 35.7
Kontpons camoctositensHoi padoTsl (KCP) 0,3
O061mas Tpy10EMKOCTh IO AUCIUITIMHE 144

2.3 Conep:xkaHue pa3aejioB THCHUILTHHBI

2.3.1 3ansaTus JeKIHOHHOI0 THIIA

Dopmg

Ne HanmenoBanue TEKYILL

paznena pasnena Coneprkanue paszzena ero
KOHTP(
s

1 2 4

1 Coneprxanue Bupl 6e30nacHOCTH U CBSI3M MEXKly HUMH. AHAIIU3
TTOHSITHS yrpo3 uHpopMannoHHo# 6e3onacHocTu. [IpaBoBas JIP
0€30IaCHOCTh M €ro | MOJAepIKKa OpraHu3alui MHQOPMaIMOHHON
CTPYKTYypa 0e3onacHocTH. CMBICH KOMITBIOTEPHOM 0€30I1aCHOCTH,

€€ OCHOBHBIE TpeOoBaHUsA. OCHOBHBIE TOHATHS
aKTyaJlM3allid KOMIIBIOTEPHON OE€30MaCHOCTH.

2 IIpoexkTupoBanue Opranuzanus Beraucienuii Ha rpade. Koaupytromue u
JITOPUTMOB JEKOUpYIolre Ipeodpa3oBaHus. AITOPUTMBI
TOJIEPKKHI 3alIUThI JaHHBIX, OCHOBAHHBIE HA KOMOMHATOPUKE U JIP
UH(pOpPMALIMOHHON TEOPUU YUCE.
6€301MacHOCTH

3 CranngapTbl Kputepun 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM
MH(POPMAIIIOHHOM (Opanxeas kuura). [ISO/IEC 17799:2002
0€e301acHOCTH “Yupasnenue nH(OpMaAIMOHHON 0€30MaCHOCTHIO”.

ISO 15408 “O6mme kpuTepun 6€30MacCHOCTH JIP
uHpOpMaIMOHHBIX TexHonoruil” “CommonCriteria”

(OK). Poccuiickue cranaapThl B 007acTH

MH(OPMAIIMOHHOW O€30MaCHOCTH.

4 Cuenapuit [Toaxoas! K MACHTH(UKAINY U ayTEHTU(DUKAITUH.
Wnentudukanus- [ToHsTHE MOTHOMOYME U pOJIe, UX BB, Peanu3anus
AyTeHTHUpUKaIHS- clieHapus UAeHTU(PUKAIMHI- ayTeHTU(DUKAIIH- JIP
ABTopu3anys u aBTOPH3AILIMU B ONEPAITMOHHBIX cucTteMax Windows u
BapUaHTHI Unix.
peanu3anuu




5 Monenu MouwuTtop 6e3onmacHOCTH. OCHOBHBIC TTOTUTUKU
yIpaBICHUS nocrymna. Moaens HRU. Monens benna-JIallamysmsr. JIP
JIOCTYTIOM K Mogens MaxJIuna. Mogens Take-Grant. Mozens
nHbopmanmu Kwuraiickas crena.

6 Monemn Ponesie Mmoenu noctyna. Moaens buba. Mosens
MOJIIEPKaHUS Kunapka-Bunscona. JIP
L[EJIOCTHOCTH
nHbopmanmu

7 Aynut CMbICH aynuTa U pecypchl, HEOOXOIUMBIE IS €ro
BBIYMCIIUTEIIBHOU ocymiecTBiaeHus. CriocoObl 1 HHCTPYMEHTAPUN TSI JIP
CHCTEMBI U ay/auTa B onepannoHHbix cucremax Windows u Unix.
apXxuBalus BeimonHenue backup-a cucremsl, apxuBariyst JaHHBIX.

8 Amnamus ys3sumoctd | Kiaccuduxanus ysizsumocteit. [Ipumep ysa3BUMOCTH U
cuctembl. DLP- €€ UCII0Jb30BaHue. MEeTON0I0TUS TUITIOTETUYECKOTO JIP
CUCTEMBI nedexra. O630p DLP-cuctem

9 Cucrembl 00630p Mojeneit 00HapYKEHUSI BTOPKESHHIA.

OoOHapYKEHUS Apxurekrypa IDS-cucremsl. CpecTba IeTeKIIUN JIP
BTOPKEHUH BTOP>KEHUH B ONEPAIIIOHHBIX CHCTEMAX.
10 [Tonnepkka Ananu3 creka npotokosioB ISOOSI ¢ Touku
uHpopmaImo 3peHust ”HHOPMAIMOHHOHN 0€301TacHOCTH.
HHOU Me:xcereBoit sxpas. Texnonorus cereit VPN.
0€301MacHOCT [IpoToKOIIBI 3aUTH HHPOPMAIMH PA3TUUYHbBIX JIP
U B yposHueii. [Ipotokon Kerberos. Mudpactpykrypa
BBIUUCIIATEITh YIIPABJICHUS! OTKPBITHIMU KJTFOUAMH.
HBIX CETSIX
2.3.2 3aHATHS CEMHUHAPCKOT0 THIIA
Y4eOHBIM MIaHOM HE PETYCMOTPEHBI.
2.3.3 JlabopaTopHbIe 3aHSATHS
No Ne paznena HaumenoBanue nabopaTopHbIX paboT
paboThl | JUCHUIUIUHEI
1-5 1 [IpoexTupoBaHKe aAITOPUTMOB MOAIEPKKH HHPOPMAITUOHHOM
0€30MacHOCTH.

6 2 CrangapTbl HH(pOPMALIMOHHON O€30IaCHOCTH.

7 2 Cuenapuit Unentudukanusa-Ayrenrudukanus-ABTopuzanus u

BapHaHTHI peaTu3aIiiy.

8-9 3 Mopenu yrpaBieHust JOCTYyIOM K HH(popManuu.

10 3 Monenu noaaepaHus EIOCTHOCTH K HHPOpMAaLUn

11 4 AyAUT BBIYUCIUTEIbHON CUCTEMBI U apXUBaIIHSL.

12 4 Ananu3 ys3Bumoctu cucteMsl. DLP-cuctemsr

13 5 Cuctembl 0OOHapYyKEHHsI BTOPKEHUH

14-15 5 [Monnep:xka nHGOPMAITMOHHON 6€30MaCHOCTH B BBIYHCIUTEIHHBIX

CeTsIX

16 5 3110BpeAHOE MPOrPaMMHOE OOECTICUeHNE




2.3.4 TllpumepHasi TeMATHKA KYPCOBBIX padoT (MMPOEKTOB)

VY4eOHBIM IJIAHOM HE PENYCMOTPEHBI.

2.3.5 CamocTosiTeIbHOE H3YUYeHHEe Pa3/1eJI0B AU CHUILINHBI

Pa3znen 1. 3akoHomatenbHbie akThl: O Oe3omacHocTH, [[okTprHA MHGOOPMAITMOHHON
oe3omacHocTr PD, O6 oxpaHe HHTEIUICKTYaIbHON cOOCTBEHHOCTH, O MepCOHATBHBIX

naHHbix, O6 nHpopManuu, UHOOPMALIMOHHBIX TEXHOJOTHUSAX U O 3allUTe UHPOpPMAIIHH,
O rocynapctBeHHoO# TaitHe, O MEXTyHApOAHOM 0OMeHe HH(OpMAITHEH.

Pa3nen 2. YueOHUKH U TOCOOUS MO MPOSKTUPOBAHUIO CTPYKTYP JAAHHBIX U aITOPUTMOB
ux o0paboTku. PykoBoacTBa, yueOHUKH U mocobus mo s3biky Visual C++ u pabote B cpene
Visual Studio 2012 u Bbiie.

Pa3znen 3. MexnayHapoaHble W poccuiickue craHmaptel PO mo wHGOpManMOHHOMN
6e3omacHocTH: 3akoH PD "O Texnuueckom perynupoBanun", "Kpurepun olieHKH JOBEPEHHBIX
kommbioTepHbix cucteM" (Department of Defense Trusted Computer System Evaliation
Criteria, TCSEC — OpamxeBas kuura), ISO/IEC 15408:1999 "Kputepuu orieHKH 0€30I1aCHOCTH
undopmarmonnsix TexHonoruit" (Evaluation Criteria for IT security — OK),'OCT P 50739,
I'OCT P 50922-96, 'OCT P 51188-98, 'OCT P 50739-95.

Paznen 4. PykoBojacTBa M y4eOHUKM IO aJIMUHUCTPUPOBAHMIO B OIEPALIMOHHBIX
cucremax Windows, Unix, Linux.

Paznen 5. YueOHukM M mnocoOus M3 PEKOMEHJOBAHHOIO CIHCKA JIUTEPaTyphl.
PykoBoACTBa U y4EOHHKH 10 aJIMHHHCTPUPOBAHHUIO B OMepanuoHHbIX cuctemax Windows,
Unix, Linux, ydeOHBIE pecypchl B internet, a TaKke OOydYalolIe MaTepuanbl OT
npousBoauTeneil antusupycuoro I10.

3. OBPA3OBATEJIBHBIE TEXHOJIOT'THU

Cemectp | Bun3zansarus Hcnonb3yeMble MHTEPAaKTUBHbIE KonunuectBo
(JI, TIP, JIP) o0pa3oBaTeNbHbIE TEXHOJIOTUU 4acoB
J KomribroTepHble Mpe3eHTaluu U 00CyKaeHUEe 34
Pa360p KOHKpETHBIX CUTyalui (3a/1a4) C
7 ucnonp3oBanueM mrarHoro 10, BeimonHeHne
JIP TECTOB Ha 3HaHHE TEPMHUHOJIOTUH, CBEJICHUN U3 34
obsact UHPOPMAIIMOHHOM O€30TMTaCHOCTH,
IpOrpaMMUPOBAaHUE AJITOPUTMOB
Hroro: 68

4. OLOEHOYHBIE CPEACTBA JIA TEKYIIEI'O KOHTPOJIA
YCHEBAEMOCTHA U TIPOMEXYTOYHOM ATTECTAIIMA

4.1 ®oHA OLEHOYHBIX CPE/ICTB A5 NPOBEAeHUs TeKYLIero KOHTPOJIA

HanmMeHnoBanue o1ieHOYHOIO
Ne Kon n HaumenoBanue CpelcTBa
Pe3ynbratel 00yueHus -
n/n WHIUKATOPa Texymmit IIpomexyTounas
KOHTPOJIb aTTecTaIus
OIIK-5.1. 3naer 3HaeT Ki1acCU()UKALIIO Omnpoc mo Bomnpocsr 1-13,
METOJUKY YCTAaHOBKU U “H(OPMAITMOHHBIX YTPO3, TeMe BBIHOCUMBIE Ha
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aIMUHUCTPUPOBAHUS
WH(GOPMAITMOHHBIX CHCTEM
1 0a3 TaHHBIX. 3HAKOM C
conepxkanueM EnnHoro
peecTpa poOCCUHCKUX

OCHOBHEIE KaueCTBa 3aIHUIICHHON
nHpopmaruu B IC, monumaet
CMBICJI IIOJINTHKHA 0€30IacHOCTH.
3HAKOM C IOHATHIMH
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA,

nabopaTopHBIX
pabor.

3a4€CT

IPOrpaMM. YSI3BUMOCTH, aTaKW M UX BUJIOB.
OIIK-5.2. YMmeet YnMeeT npuMeHsTh Mojienn goctyna | Ompoc no Bomnpocsr 1-13,
peann30BHIBATh K JJAHHBIM, [TOHUMAET HAa3HAYCHHUE U | TeMe BBIHOCHMBIE Ha
TEXHUYECKOE CTPYKTYpY CTaHIapTOB 71a00paToOpHBIX | 3a4eT
COIIPOBOK/ICHHUE nHGOPMALMOHHON 0€30MaCHOCTH. pabor.
MHQOPMAIIMOHHBIX CHCTEM | 3HAET O pa3W4YHbIX BUJIAX aTak,
u 0a3 JaHHBIX. Takux kKak cHu(¢uHr, crrydunr,

hijacking, DOS-araka, DDOS-araka

u SYN-araka.
OIIK-5.3. Umeet HmMeeT npakTHyecKre HaBBIKK Omnpoc mo Bompocsr 1-13,
MPAaKTUYECKUE HABBIKU OTIpeIeNICHHS AITOPUTMHYECKON TeMe BBIHOCHMBIE Ha
YCTaHOBKH U paspenmMocTy 6e30MacHOCTH nabopaTopHBIX | 3a4eT
WHCTAITALIMA cuctemsl B mosenu HRU. 3naer o pabor.
MPOrpaMMHBIX BU/IaX JAHHBIX, KOTOPBIE JOJKHBI
KOMIIJIEKCOB, IPUMEHEHUSI | HAXOAUTHCS B OTKPBITOM JIOCTYIIE, U
OCHOB CETEBBIX YPOBHSX CEKPETHOCTH aHHBIX,
TEXHOJIOTHH. pErIaMEeHTUPYEMBIX 3aKOHOM PO

"O rocynapcTBeHHOU TaiHe".
IIK-1.1. 3HaeT OCHOBEI 3HaeT KiaccupuKaImio Omnpoc no Bomnpocsr 1-28,
Hay4HO- WH(POPMAIMOHHBIX YIPO3, TeMe BBIHOCHMBIE Ha
HCCIIEI0BATENbCKOM OCHOBHBIE Ka4eCTBa 3alIUIICHHON 71a00paTOpPHBIX | IK3aMEH
nesitenbHOCTH B o0nactu | uHdopmanmu B IC, cMmbicn pa0or.
WHQOPMAITUOHHBIX MTOJINTUKU 0€30TTaCHOCTH, BUBI
TEXHOJIOTHiA, HIMEET HECAaHKLMOHUPOBAHHOTO JOCTYIIA,
Hay4HbIE 3HAHHS B TEOPUH | TOHSTHUS YSI3BUMOCTH, aTaKH U €
WHPOPMAITUOHHBIX CTPYKTYphL. Takxke CTYICHT NOIDKEH
CHUCTEM. 3HATh BUJBI MOZEJIEH 10CTYMA K

JAHHBIM ¥ Ha3HAUYeHHE CTaHAapTOB

nHGOPMAIIMOHHON 0€30MacHOCTH.
IIK-1.2. Ymeer YMeeT npuMeHsTh MoJTyuYeHHBIE Omnpoc no Bomnpocsr 1-28,
NPUMEHSTh TTOTyYeHHbIC 3HAHUS JUTS PEIICHUs 3a/1ad, TeMe BBIHOCHMBIE Ha
3HaHUs B 00J1aCTH CBSI3aHHBIX C 00eCcTIeYeHUEM 71a00paToOpHBIX | IK3aMEH
(byHIaMEHTaIbHbBIX WHPOPMAIMOHHON 0€301MacHOCTH, pabor.
HAYYHBIX OCHOB TEOPUHU TaKUX KaK UIEHTH()UKALHS,
MH(QOPMAINH U peraTh ayTEeHTU(UKAIMS U aBTOPU3ALIHS
CTaHJapTHBIC 3a7a4u B MOJIb30BAaTENICH, aHAITU3 Pa3THYHBIX
COOCTBEHHOW HAY4YHO- mozenei mosraomouni (HRU,
HCCIIeI0BATEIBbCKOM benna-Jlallagyner, Mak-Jluna),
IEeSITCIILHOCTH. kimaccudukarus 3mospenaoro 110 u

METOAOB COLMATBHON WHKEHEPHH.
TIK-1.3. Umeer Nmeet npakTUYECKUA OTIBIT Ompoc o Bompocsr 1-28,
NPaKTUYECKUH OIBIT MIPUMEHEHUS CPEJICTB TeMe BBIHOCHMBIE Ha
Hay4HO- WHPOPMAIIMOHHON 0€301MacHOCTH, 71a00paToOpHBIX | IK3aMEH
HCCIIeI0BATEIbCKOM Takux Kak VPN, ceTeBbie 3KpaHbl, pabor.
JesTenbHoCcTH B o0nactu | cucremsl ayauTta B OC Windows.
MH(POPMALMOHHBIX Taxoke cTyJIeHT JOJKEH YMETh
TEXHOJIOTHH. aHaJIM3UPOBATH CTPYKTYPY YTPO3

nHPOPMALMOHHON 0€30MacHOCTH U
IIPUMEHSTh OCHOBHBIE NOHATHS 1B
Ha MPaKTHKE.




DOoH/T OLIEHOYHBIX CPEJICTB JUCHHUILITUHBI COCTOUT U3 CPEICTB TEKYILIETO KOHTPOJIS BBITIOJHEHUS
3aj1aHuii, 1TabOpaTOPHBIX paboOT, CPEACTB /I HTOrOBOM aTTeCTaluy (3aYeT U SK3aMeH B 7 CEMeCTpe).

OreHka ycrieBaéMOCTH OCYIIECTBIISETCA 110 Pe3yIbTaTaM:
- BBIIIOJIHEHMSI 1a00paTOPHBIX padoT;
- OTBETa Ha YK3aMEHe

Texymuii KOHTPOJIb BKJIIOUAET KOHTPOJIbHYIO pa0dOTy 110 UTOraM IEPBOM MOJIOBUHBI Kypca.

4.2.1 TlepeyeHb BONPOCOB K 3a4YeTy

Krnaccudukanus nHGOpPMAIIMOHHBIX YTPO3.

OcHoBHBIE KauecTBa 3amuieHHoi nadopmaryu B 1C.

B uem cMbIci MONUTHKHA 6€30aCHOCTH.

UYro Ttakoe HecanKmoHnupoanubiit goctyn (HCJL) u ux BubL.

Uro Takoe ysA3BHUMOCTb, aTaKa, CTPYKTypa aTaKd U BO3MOKHBIE BU/IBI aTaK.

Bunsr Mmonieneit qoctymna K JaHHBIM, UX XapaKTePUCTUKA.

Haznauenue crangaptoB uHDopManmonHoi 6e3omacHocTd. CTPYKTypa CTaHAapTOB.

UYro Takoe cuudduHr, cyddunru hijacking.

Yro takoe DOS-ataka, DDOS-ataka ,SY N-araka.

0. SIBnsercs u aNrOPpUTMHUECKU pa3pelIMMbIM CBOHCTBO ObITh 0€30IaCHON CUCTEMOM B
mojenu HRU.

11. Kaxkoro Buaa nanubie 00si3aHbI HAXOJUTHCS B OTKPBITOM JOCTYIIE.

HBoo~NooOk~whE

12. HazoBuTe ypOBHU CEKPETHOCTH JIaHHBIX, KOTOPHIEC pEriIaMeHTHPYET 3aKOH PO
“O rocyaapcTBEHHOM TaifHEe™ .

4.2.2 llepeyeHb BOMPOCOB K IK3aMEHY

Knaccudukanus nHGOpMaMOHHBIX yrpo3.

OcHoBHbI€ KauecTBa 3aiuiieHHoi nadopmannu B UC.

B ueM cmbIca mONMUTHKY O€30aCHOCTH.

Uro takoe HecankunoHupoBaHHbli goctyn (HCJ) u ux Buabl.

Uro Takoe ysa3BUMOCTb, aTaKa, CTPYKTYypa aTakKu U BO3MOKHbIE BUIbI aTak.
Bunel Mozeneit foctyna K JaHHBIM, UX XapaKTEepUCTHKA.

Ha3nauenue crannaptoB uHpopMamonHoi 6ezonacHoctu. CTpyKTypa CTaHIapTOB.
Yro Takoe cauduHr, cyddunru hijacking.

Yro takoe DOS-ataka, DDOS-ataka ,SY N-araka.

0. SIBnsieTcst M aNTOPUTMUIECKH Pa3pPEITNMBIM CBOMCTBO OBITH 0€30TIaCHO
cucremont B moaenn HRU.

HOo~NoOGOkRwdNE

11. Kaxoro Buaa qaHHble 0053aHBI HAXOAUTHCS B OTKPBITOM JIOCTYTIE.
HazoBure ypoBHU CEKPETHOCTH JAHHBIX, KOTOPBIE PETJIAMEHTUPYET 3aKOH
P®*“O rocynapcTBeHHOM TaitHe”.

12. Mexanusm uaeHTuukaimu, ayreaTudukanun u agropusaiu 8 OC Unix.
13. Mexanu3m uaeHTUGUKAINH, ayTeHTUGHKanuU 1 aBTopu3anuu B OC Windows.
14. buomerpuueckue MeTo1bl ayTeHTU(DUKAIIMN

15. MexaHu3M 0JHOPA30BbIX APOJIEH

16. [Tporoxon ayrentudukarmu Kerberos

17. OcCHOBHBIE TTOJIOKEHUS TUCKPEIIMOHHOM Moaenu noaHomounii HRU

18. OcHOBHBIE MTOJIOXKEHUS MaHAATHON Mojenu noiaHomounit bemna-JIallamybt
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19. Monens nmoaraoMounii Mak-JIuua.

20. Knaccudukanms 3710BpeTHOrO IpOrpaMMHOTO 00ECTICUEHUSI.

21. OcobeHHocTH MOAMMOPGHOTO BUPYCa U PYTKHUTA.

22. OcHosuble nonoxxkenus: VPN-ceTu.

23.  Ha3zHaueHue METOJIOB COLIMATBHON HHKEHEPUH U UX (OPMBIL.

24.  Hasnauenue u popmsl ayaura B OC Windows.

25. Ha3nadenue 1 MExaHH3M CETEBOTO DKpaHa.

26.  XapakTepuCTHKa CpPeACTB HH(POPMAITMOHHO 0€30IMaCHOCTH B paMKaXx CTEKa
npotokonoB 1ISO OSI.

217. CtpykTypa yrpo3 nHGOpMaITMOHHON O€301MaCHOCTH.

28.  CopeprkaHue OCHOBHBIX MOHATHIH WB: «3aIMIIEHHOCT TAaHHBIX», «YSI3BUMOCTDY,

«arTakay, «3JI0yMBIIIJIEHHUK» U 1p. MIX oTpaxenue B ctangaprax Ub.

423 Oo0pa3ubl Ou1eTOB
bunet Nel

1. IIpasuna NRUu NWD . O6nactu ucnonb30BaHus 3TUX PABUIL

2.  XapakTepuCTHKa CXeMbl CHMMETPUYHOTO MU poBaHus. JIOCTOMHCTBA M HEOCTATKH
9TOH CXEMBEI.

3. CkonpKo BpeMeHH He00X0auMOo Ha pacmudpoBky kirova anroputma DES Ha
koMmIbroTepe ¢ opictpoeiictruem 1000 Map. oneparuii B CEKyHIy €ClTU OAUH K0
pacmmdpoBsiBaeTcs 3a 10 oneparuii.

buner No2
1. OcHoBubIe KoMTOHeHTHI Mosiesn Take-Grant. TTorsitue rpada 10CTyImoB 1 €ro

npumep.

2. TIpotokon ayrentudukauu Kerberos.

3. TlocTpoiiTe MaTpHIly yIpaBiIeHHUs JOCTYIIOM JIJIsi METUIIMHCKOTO YUPESKICHHS, B
KOTOPOM BpadyM MOTYT YHUTATh MUCATh UCTOPUU OOJIE3HEN U MTPETUCAHUS 110
JICUYEHHIO, & MEJUIIMHCKUE CECTPhI MOTYT YATATh U MIHCATh MPENMUCAHNUS 110 JICUSHHIO,
HO HUYETO HE JIOJDKHBI 3HATh 00 UCTOPUU OOJIE3HEH.

4.2.4 Kputepuu OLleHHBAHUS K IK3aMeHYy

OrneHka «OTIUYHOY»: TOUHbIE POPMYIUPOBKH aJITOPUTMOB, TEOPEM U NMPABUIIbHBIE

JT0KAa3aTeNNbCTBA; TOUHbIE OMPEIENICHNUsS MaTeMaTHYeCKUX OOBEKTOB U SICHbIE U NpaBUIIbHBIC
orpezeneHus: 00bEKTOB, XapaKTePU3YIOIIUXCS He(POPMaTN30BaHHBIMU MTOHITHUIMHU.

OrneHka «XOpOIIO»: IPHU OTBETE Ha OJMH BOIPOC JIaHbl TOYHBIE (DOPMYITHPOBKU AITOPUTMOB,
TEOpEeM U TPaBWIbHBIE JI0KA3aTeNbCTBA; TOUHBIE ONPEIEICHUs MAaTEMaTHYECKUX OOBEKTOB U SICHBIE U
NIPaBUJIbHBIE OIpeIeIeHUs] OOBEKTOB, XapaKTepU3yIOIMXCs HepOpPMaIM30BaHHBIMU MOHATUSAMHU; TIPH
OTBETE Ha BTOPOIl BOIPOC UMEIOTCA HETOYHOCTH (POPMYIHPOBKH AITOPUTMOB, TEOPEM HIIM TPOOEIbI B

IMPaBUJIBHBIX JOKA3aTCJIbCTBAX; HEAOCTATOYHO TOYHBIC OIMPCACIICHUA MAaTEMAaTUUYCCKHUX 00BEKTOB HJIH
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HCSCHBIC

u

HE  COBCEM TpaBWIbHbIE  OMNpeleNeHHs OOBEKTOB, XapaKTepU3YIOIIUXCS

He(bOpMa.]'II/I?»OBaHHBIMI/I IIOHATHUAMMU.

OHeHKa «YOOBJICTBOPUTECIIBHO»:. IIPH OTBETC Ha 00a BOIIpOCa HMCKOTCA HETOYHOCTH

(hOPMYIHPOBKU AITOPUTMOB, TEOPEM WA MPOOEIBI B MPABIIBLHBIX J0KA3aTEeIbCTBAX; HEAOCTATOYHO

TOYHBIC OHNPCACIICHUA MATCMATUYCCKUX OOBEKTOB HWJIM HEICHBIC M HE COBCEM IMIPpaBUJIbHLBIC

orpeeNieHus] 00BEKTOB, XapaKTePUIYIOMIUXCST HEPOPMATH30BAHHBIMU TIOHSTHSIMH.

OHeHKa «CHCYAOBJICTBOPUTEIILHO». OTCYTCTBYET OTBET XOTA Obl Ha OJIUH M3 BOIIPOCOB HJIH

HMCIOTCA CYIICCTBCHHBIC HCTOYHOCTH B (I)OpMYJ'H/IpOBKaX AIITOPUTMOB, TEOPEM, MPHUBCIACHLI

HCIIPAaBUJILHBIC  OOKAa3aTCJILCTBA, HCBCPHBIC OMpCACIICHUA MATCMaTUYCCKUX 00BEKTOB n

HETPaBUIIbHBIC ONPEIEICHUsI 00BEKTOB, XapaKTEPU3YIOIIUXCS He(hOpMaATN30BaHHBIMH MTOHATUSIMH.

5.1

ok wu

8.

9.

5.

IHEPEYEHb OCHOBUHOﬁ U JOMOJHUTEJbHOM YUEBHOM JINTEPATYPHI,
HEOBXOAUMOMU J1JIs1 OCBOEHUA JUCIUITJIMHBI (MOYJISA)

OcHoBHasi 1uTEpaTYpa

I'munckas, E. B. Uadopmanuonnas 6e3omacHocTs KOHCTpYyKIuit OBM n

cucteM| DIeKTPOHHBIHN pecypc]: yueOHoe mocobue / E.B. I'munckas, H.B. UnuBapuH.

- MockBa: UH®PA-M, 2021. -118 c¢. + [lon. marepuaisl. - (Breiciiee oopa3oBanue:
bakanaspuar).- Pexxum nocryna: https://znanium.com/read?id=362430.
[Hanberun, B. ®@. KommnekcHas 3ammTa vHGOpMaIMK B KOPIOPATUBHBIX CUCTEMAX

[DnexTpoHHEIH pecypc]: yueOHoe nmocobue / B.®. [llansrun. - Mocksa: ®OPYM:
NH®PA-M, 2022. - 592 c. - (Beicmee o6pazoBanue: bakaraBpuar). - ISBN 978-5-
8199-0730-6. - Pexxum mpocryma: https://znanium.com/read?id=389857.

Jlono/IHMTeIbHAS JIUTepaTypa

M. Xogapn, /1. Jleonank 3ammmeHasid koa. — M.: U]] Pycckas pemakius, 2004.— 704 c.

[Mpockypur B. I'. 3amura nporpamm u ganueix. [ M.: U1Akanemust, 2012.— 208 c.

T. Howlett Open source security tools. Practical applications for security. CPrantice Hall,
2004.— 600 p.

[Haubrun B. ®@. UnpopmanmonHas 6€301macHOCTb KOMITbIOTEPHBIX CUCTEM U CETEH.
VYuebnoe nocobue.— M.: U/l ®opym — Uudpa, 2013.— 416 c.

3erxkna . [1., UBamko A. M. OcHOBBI 6€3011acHOCTH HHPOPMAIIMOHHBIX cucTeM. [ M.:
I'opsiuasa muamns — Tenekom, 2000.— 452 c.

Xopes 1. b. MeTob! u cpeacTBa 3alIUThl HHPOPMAIMK B KOMITBIOTEPHBIX cUCTEMax. [
M.: Akagemus, 2008.— 256 c.

Hessiaun I1. H. Monenu 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM. YueOHoe ocoone.—M.:
Axagemus, 2005.— 144 ¢
5.2 llepnoauyeckas Jureparypa

1. Bassl nanasix kommnanuu «ct Beroy http://dlib.eastview.com
2. DOnextponnas 6ubmmoreka GREBENNIKON.RU https://grebennikon.ru/

5.3 UnTepHeT-pecypchbl, B TOM YK CJIe COBpeMeHHbIe NpodeccuoHabHbIE 0a3bl JAHHBIX U
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https://znanium.com/read?id=362430
https://znanium.com/read?id=389857
http://dlib.eastview.com/
https://grebennikon.ru/

HH(OPMaLMOHHBIE CIIPABOYHbIE CHCTEMBI

J1eKTPOHHO-0ubOIMoTeYHbIe cucTteMbl (IBC):

1. DBC «HOPAMT» https://urait.ru/

2. DbC «YHUBEPCUTETCKA S BUBJIMOTEKA OHJIAMH» www.biblioclub.ru

3. OBC «BOOK .ru» https://www.book.ru

4. ObC «ZNANIUM.COM» www.znanium.com

5. ObC «JIAHb» https://e.lanbook.com

IIpodeccuonanbHbie 0a3bI JAHHBIX:

1. Scopus http://www.scopus.com/

2. Science Direct www.sciencedirect.com

3. XKypuainsr uznatenscrea Wiley https://onlinelibrary.wiley.com/

4. Hayunas snektponHas 6ubnuoreka (HOB) http://ww.elibrary.ru/

5. IToTHOTEKCTOBBIE apXHMBBI BEAYITUX 3aaHBIX HAYYHBIX )KYPHAJIOB Ha Poccuiickoii maTdopme
HayuHbIX xypHasioB HOMKOH http://archive.neicon.ru

6. HattmonaneHas snexTpoHHas 6nbauoTeka (I0cTyn K DJIeKTpOHHOM OMOIHOTeKe ArccepTaIHii
Poccuiickoit rocynapcreennoit oubimorexu (PI'b) https://rusneb.ru/

7. [pe3unentckas 6ubmmoreka um. b.H. Enpuuna https://www.prlib.ru/

8. baza manusix CSD KeMOpumkckoro rientpa kpucrauiorpaduueckux ganapix (CCDC)
https://www.ccdc.cam.ac.uk/structures/

9. Springer Journals https://link.springer.com/

10. Nature Journals https://www.nature.com/siteindex/index.html

11. Springer Nature Protocols and Methods

https://experiments.springernature.com/sources/springer-protocols

12. Springer Materials http://materials.springer.com/

13. Springer Journals Archive: https:/link.springer.com/

14. Nano Database https://nano.nature.com/

15. Springer eBooks: https:/link.springer.com/

16. "Jlextopuym TB" http://www.lektorium.tv/

17. YuuBepcuterckas uadopmannonnas cuctema POCCHS http://uisrussia.msu.ru

I/IH(l)OpMaIII/IOHHI)Ie CIIPpaBOYHbLIC CUCTEMbI:

1. KoncynpranT [ltoc - cipaBoyHast mpaBoBas cucTeMa (JIOCTYII 1O JIOKaJIbHOW CETH C KOMIIbIOTEPOB
O1OIMOTEKH)

Pecypcsi cBoGoAHOTO 10CTYNA:

1. KubepJlennnka (http://cyberleninka.ru/);

2. AMepuKaHCKas maTeHTHas 6a3a JaHHbIX hitp://www.uspto.gov/patft/

3. MuHHCcTEpCTBO HAYKH U BhICIIEro oopasoBanus Poccuiickoit denepannn
https://www.minobrnauki.gov.ru/ ;

4. denepanbublii mopran "Poccuiickoe oopazoanue” http://www.edu.ru/ ;

5. Undopmannonnas cuctema "Eannoe okHO gocTyma K 00pa3zoBaTellbHbIM pecypcam”
http://window.edu.ru/ ;

6. Enunas koyeknus g poBbix 00pa3zoBatelbHbIX pecypcoB http://school-collection.edu.ru/ .

7. IIpoext 'ocynapcTBeHHOT0 HHCTUTYTA pycckoro sizbika uMeHu A.C. [Tymkuna "O6pa3oBanue Ha
pycckom" https://pushkininstitute.ru/ ;

8. CipaBouHO-HH(pOpMaMOHHKIH mopTan "Pycckuii si3p1k" http://gramota.ru/ ;

9. Ciyx0a TeMaTHYeCKUX TOJKOBBIX ciioBapeit http://www.glossary.ru/ ;

10. CnoBapwu u >anukioneauu http://dic.academic.ru/ ;

11. O6pa3oBatenbHsIii mopTan "Yueba" http://www.ucheba.com/ ;

12. 3akononpoekT "O6 obpazoBanuu B Poccuiickoit ®enepariu’. Bopock! u otBeThI hitp://xn--273-
-84d1f.xn--plai/voprosy i_otvety

CoOcTBeHHBbIE J1eKTPOHHbIE 00pa3oBaTe/ibHble 1 MHGpopManuoHHbIe pecypcbl Kyol'y:

1. DnexrponHsIii Katajgor Hayunoit 6udanorexu KyoIl'V http://megapro.kubsu.ru/MegaPro/Web
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https://urait.ru/
http://www.biblioclub.ru/
https://www.book.ru/
http://www.znanium.com/
https://e.lanbook.com/
http://www.scopus.com/
http://www.sciencedirect.com/
https://onlinelibrary.wiley.com/
http://www.elibrary.ru/
http://archive.neicon.ru/
https://rusneb.ru/
https://www.prlib.ru/
https://www.ccdc.cam.ac.uk/structures/
https://link.springer.com/
https://www.nature.com/siteindex/index.html
https://experiments.springernature.com/sources/springer-protocols
http://materials.springer.com/
https://link.springer.com/
https://nano.nature.com/
https://link.springer.com/
http://www.lektorium.tv/
http://uisrussia.msu.ru/
http://cyberleninka.ru/
http://www.uspto.gov/patft/
https://www.minobrnauki.gov.ru/
http://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
https://pushkininstitute.ru/
http://gramota.ru/
http://www.glossary.ru/
http://dic.academic.ru/
http://www.ucheba.com/
http://xn--273-/
http://megapro.kubsu.ru/MegaPro/Web

2. DnexTpoHHas bubnmoreka TpyaoB yuéHbix Kyol'Y
http://megapro.kubsu.ru/MegaPro/UserEntry? Action=ToDb&idb=6

3. Cpema MOy IbHOTO JUHAMHUYeCKoro ooyuenwus http://moodle.kubsu.ru

4. ba3za y4eOHBIX TJIAHOB, YU€OHO-METOJMUECKUX KOMILJIEKCOB, MyOJIMKAaUi U KOH(pepeHITHH
http://mschool.kubsu.ru/

5. bubnmoreka nH(pOPMAIIMOHHBIX peCypcoB Kadeapbl HH(HOPMAITMOHHBIX 00pa30BaTEIbHbIX
texHoxorui http://mschool.kubsu.ru ;

6. DnexTpoHHbIH apxuB JoKyMeHToB KyoI'Y http://docspace.kubsu.ru/

7. DIeKTpOHHBIE 00pa30BaTeIbHbIC peCcypchl Kadeapsl HHPOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHN B
obpazoBanuu Kyol'Y u nayuno-meronuueckoro xxypaana «[IIKOJIBHBIE I'OJIbI»
http://icdau.kubsu.ru/

6 METOJIAYECKUE YKA3ZAHHUSA JUTSI OBYYATOIAXCS IO OCBOEHUIO
TACIHATLITAHBI (MOYJIST)

Jlns ocBOeHHs yueOHOTO MaTepuala CTyIeHTY He00OX0AUMO 03HAKOMUTBCS CO CTPYKTYpPOH Kypca
¥ METOJIMKOH OBJIaJICHHUS MaTepHaIoM. Beck Kypc MOCTPOEH OT MPOCTOTO K CIIOKHOMY, ¥ KaXK/1ast ero TeMa
OCHOBaHa Ha MaTepuaiax NpeAbLAYIINX TeM. B 3Toil cBA3M CTyIeHTY HEOOXOAMMO HE TEpSTh JOTHKY
Kypca M CTpOro eil cienoBaTh. B JIEKIIMOHHOM MaTepuaje IaroTcs, Kak IPaBUIIO, TEOPETHYECKHE
CBCACHUA, KOTOPBIC PACKPBIBAIOTCA Ha HNPAKTHYCCKHUX IIpUMCpax. I[J'ISI 3aKPCIUICHUSA TCOPECTUUCCKUX
3HAHWW CTYICHT TMOJy4aeT WHAMBUAYaTbHOE 3aJaHue K IHUKIY JAa0OpaTOPHBIX paboT, KOTOPBI
OXBaTbhIBaeT BECh TeopeTHdeckuii marepuan. Kaxnas maGoparopHas pabOThl 3aIIUINACTCS IO MeEpe
BBINOJHEHUS. TakuM 00pa3oM, BBINOJHSAS BeCh IHMKI JaOOPAaTOPHBIX palOT, CTYIEHT IMOJIydYaeT U
OCBanMBAaCT 3HAHUA B COOTBCTCTBUU C KOMIICTCHUHUAMU KypcCa. ITo BBICTYIINICHUAM Ha KPYIJIOM CTOJIC C
IpernoaaBaTe]ieM COTJIaCOBBIBACTCS TeMa BBICTYIUICHHUS M TOTOBHUTCS CaMoO BBICTyIUIeHHE. Bo Bpems
TGKYHIGI\/JI arreéCTalli MOT'YT IMPOBOAUTHCA KOHTPOJIBHBIC OIPOCHI [0 HAYUTAHHOMY TCOPCTUUYCCKOMY U
PaKTUYECKOMY MaTepHaiy.

B ocBoeHuHM AUCHMIUIMHBI MHBAJIWJIAMH U JIMIIAMU C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbS
OonbllIOe 3HAYEHHWE HMMEeT HMHIUBUAyalibHas yueOHas paOoTa (KOHCYNbTAllMM) — JIOTOJIHUTEIbHOE
pa3bsicHEeHue y4eOHOro MaTepuana.

WuauBuayaibHble KOHCYJIBTALUH 10 IPEIMETY SIBJISIOTCS BaXKHBIM (PaKTOPOM, CIIOCOOCTBYIOLIUM
WHIMBUYyalIn3alui 00yueHHsI M YCTAaHOBJICHHUIO BOCIIUTATEIBHOIO KOHTAKTa MEX/1y IpernoiaBaTesieM U
06y‘~IaIOHII/IMC$I-I/IHBaIII/II[OM HJIX JIAUIOM C OTpaHNYCHHBIMH BO3MOKHOCTAMU 300POBbA.

7 MATEPHAJIBHO-TEXHUYECKAS BA3A, HEOBXO/JIUMASA J1JIsA
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLECCA 11O JUCHUIIJIMHE

HanmenoBanwe crienuaabHbBIX OcCHAMENHOCTH CIIENMATLHEBIX [lepeueHb JTUIICH3UOHHOTO
IOMeIEeHU I IIOMEIIECHU NPOrPaMMHOT0 00eCTICUCHHSI
YyeOHbIE ayJIUTOPUU quist | Mebenb: yueOHast MmeOenb PowerPoint, moctym k Microsoft
MPOBEICHUS 3aHATHI JIEKIIMOHHOTO | TeXHUUecKue cpecTBa o0yueHus: | 1€ams
tuna (aya. 129, 131, A305). MPOEKTOP, dKPaH,

KOMITBIOTEP/HOYTOYK) U
COOTBETCTBYIOILIMM MIPOTPAMMHBIM
obecmneuenuem (110)

VueOHbIe ayIMTOPUH st | Mebenb: yueOHast Mme0elb PowerPoint, noctyn k Microsoft
MPOBEIICHUS 3anATHH | TexHnueckue cpencTBa oOydeHus: | Teams

CEMUHAPCKOT0 THUIIA, TPYNIOBBIX H | 9KPaH, KOMIILIOTEP
VHANBUAYATBHBIX  KOHCYyNbTanwid, | OOopynoBaHue: KOHIUIIMOHED
TEKYILETO KOHTPOJIS U
IIPOMEXKYTOUHON aTTECTALMU Ay,
129, 131, A305
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VueOHble ayJIUTOPUH

JUTS
TIPOBEICHHS JTA0OPATOPHBIX PadoT.
JlaGoparopus (ayx. 102-106, A301-

Mebens: yueOHas Mmebennb
TexHu4yecKHe cpeacTBa 00yICHHUS:
9KPaH, MPOEKTOP, KOMITBIOTEP

CHCTEMBI  MPOrPaMMHUPOBAHHS
Ha S3bIKaX BBICOKOTO YpOBHS,
CEeTEeBOW JOCTYN K pecypcam, B

303). O6opynoBanue: yactHocTu C++, Object Pascal u
Tp. ¢ BO3MOYKHOCTBIO
MHOTOIIOJTb30BATEIbCKON
paboThI
s CaMOCTOSTEIIBHOU paboThI oOyJaromuxcs IIPEAYCMOTPEHBI IIOMELICHUS,

YKOMILUIEKTOBAaHHBIE CHEIHAIM3UPOBAaHHOW MeOesblo, OCHAIIEHHbIE KOMIIBIOTEPHOW TEXHUKOM ¢
BO3MOKHOCTBIO TOJKIIOUeHUs K ceTu «MHTepHeT» M o0ecredyeHueM J0CTyna B 3JIEKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

HamnmenoBaHue moMeneHnii 1is
CaMOCTOSITEIbHON PadOThI

OcHaImEHHOCTh MOMETICHUH IS
CaMOCTOSITETILHON paboThI

ITepeueHpb TUIIEH3UOHHOTO
MIPOTPaMMHOT0 00eCTIeUeHHUST

oOyJarommxcss (YUTaTbHBIA 3aI
Hayunoii 6ubnmorexn)

o0yJaroImmxcs o0yJarommuxcs
[omemenue st Meo0enb: yueOHast Mebenb JocTtyn ne4aTHeIM U
CaMOCTOSATEIILHOU paboTel | KOMIUIEKT CrieMaIu3UpOBaHHOMN 3JIEKTPOHHBIM

MeOemH: KOMITBIOTEPHBIE CTOJIBI
O0opynoBaHue: KOMIBIOTEPHAs
TEXHUKA C TIOJKITIOYCHHUEM K
HH(POPMALMOHHO-
KOMMYHUKAIlMOHHOM CeTu
«HTEpHET» U AOCTYIIOM B
AIIEKTPOHHYIO HH(POPMALIMOHHO-
00pa3oBaTeIbHYIO CPEIY
o0Opa3oBaTeIbHON OpraHU3alluH, BEO-
KaMepbl, KOMMYHHUKAITUOHHOE
obopynoBaHue, o0ecrednBaroiiee
JOCTYI K CETH MHTEPHET (TIPOBOTHOE
COCJIMHEHHE U OECTIPOBOTHOE
coeaMHEeHNe 10 TexHomorun Wi-Fi)

MH(POPMAIMOHHBIM pecypcam

TTomentenue mist
CaMOCTOSITEIHHOM PabOThI
oOyyaromuxcs (ayn. 146)

MebGens: yueOHas mebenb

KommnekT cenuanuzupoBaHHON
MeOeH: KOMITBIOTEPHBIE CTOJIBI
ObopynoBaHue: KOMIbIOTEPHAS
TEXHUKA C TIOJKIIOYCHUEM K
HHPOPMAIMOHHO-
KOMMYHHKaIIMOHHOW CeTH
«IHTEpHET» U AOCTYIIOM B
ANIEKTPOHHYIO MH()OPMAIIMOHHO-
00pa3oBaTeIbHYIO CPELY
o0pa3oBaTeIbHOMN OpraHn3aliy, Beo-
KaMepbl, KOMMYHHUKaITHOHHOE
obopymoBaHue, 00eCIICUNBAOIICE
JOCTYH K CETH UHTEPHET (TIPOBOJHOE
coeuHEeHne U 0eCIIPOBOIHOE
coequHenue 1o TexHosoruu Wi-

Fi)

1. Microsoft Visual
Studio 2012+ : Visual

C++, C#

2. OracleVirtualBoxv
51+

3. Python
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