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Hean u 3a1a4u M3y4YeHUs TUCUUILIHHBI.
1.1 llean ocBOeHUs TUCUHUILIAHDI.

Jlucimiiia TOCBSAIIEH HM3YyYEHUIO COBPEMEHHBIX KOHIECMIUNA WHPOPMAIMOHHON
0€30MacHOCTH M HMX MNPUMEHEHUs B o0OecneueHHH 3amuThl HH(popManmuu U 0€30mMacHOro
UCIOJIb30BAHUS MPOIPAMMHBIX CPEJICTB B BBIYMCIUTENBHBIX cucTeMax. Llenb AucuumimHbl —
HAY4YHUTh CTyJIEHTa METOJaM MH(OPMAIMOHHONW 0€30MacHOCTH M MX HCIIOJIB30BaHUHM B OOJIACTH
3alIUThI HH(OPMAIIHH.

BocnurartenbHoii 1enb0 TUCIUILINHEI SBIIsETCS (POPMUPOBAHHE Y CTYACHTOB HAY4YHOTO,
TBOPYECKOTO TOJXO0/1a K OCBOCHHUIO TEXHOJIOTUH, METOJIOB M CPEACTB MPOU3BOACTBA U 3ALUTHI
IIpOrpaMMHOro odecnieueHus. Jlate CTyZeHTaM MaTeMaTH4eCKUe OCHOBBI 3aIUThl HHPOPMALIUH.

Otbop Marepuasga OCHOBBIBAETCSI Ha HEOOXOJUMOCTH O3HAKOMHUTH CTYJIEHTOB CO
ClIeyIOlle COBPEMEHHOW Hay4yHOM MH(poOpMauueil: MeTosl 3aliuThl MH(OpManuu; o01acTtu
MPUMEHEHHMs 3alUThl HHPOPMALMK; O TEXHOJOTHIX aHaIM3a IU(POB.

CopnepxaTenbHOE HANOJIHEHUE JUCLUIUIMHBI OOYCJIOBJIEHO OOIMMM 33jJadaMy B
MOJIFOTOBKE MarucTpa.

HayuHoli OCHOBOM /Uil TOCTPOEHUS MPOrpaMMbl JAHHON JUCUUIUIMHBL SIBJISETCS
TEOPETUKO-TIPArMaTUYECKUM MOIX0]] B 00yUCHUH.

CTyneHT JOMKEH OCYIIECTBIATh MPO(PECCHOHATBHYIO NEATEHOCTh U YMETh PeIaTh
3aJla4M, COOTBETCTBYIOIINE TPOrpaMMe JUCIUILITUHBIL.

CryneHT mociae OCBOCHMs JMCLUIUIMHBI NPUOOpETaeT TEOpEeTUUECKUe 3HaHUSA MU
MPAaKTUYECKHE HABBIKK B 00JIACTH IPUMEHEHHS 331a4 HH()OPMAIIMOHHON 0€30I1aCHOCTH; METO/IOB
3am|Thl  MHGOpPMAanuM;, OO0JIACTH TNPUMEHEHHUS pPAa3IUYHbIX METOAOB HH(OPMAIIMOHHON
0€30I1aCHOCTH; 3Tallbl, METO/IbI 1 MHCTPYMEHTAJIbHbIE CPEACTBA HH(OPMAIIMOHHON 0€3011aCHOCTH;
IPUHLUINAX TOCTPOEHHUS U (YHKIMOHMPOBAHUS CHCTEM HH(POPMALMOHHOW O€30MacHOCTH;
Kiaccupukanuu mudpoB; OCHOBAX OpraHU3aluMd UASHTU(UKAIMKU ¥ HUGPOBOM TMOAMKCH;
IIPUHLMIIAX [OCTPOCHHUS M NPHUMEHEHUs IapoJieil; yMeeT INPOBOAUTH AHAIM3 U OIPENEIATh
ONTUMAJIbHBIN METOJ 3aIUTHI uH(pOpMaInH; (dbopmupoBaTh TpeOoBaHUs K
MIPEIMETHOOPUEHTUPOBAHHON  cucTeMe HH()OPMAIMOHHOW O€30MacHOCTH U ONpPENENsTh
BO3MOJKHBIE MTyTU WX BBIIOJHEHMS; (GOPMYIMPOBATh M pellaTh 33Jaydl OpraHU3alMM Ipoliecca
1upoBoii moAnucy; GopMyIupoBaTh U pelaTh 3a7aud OpraHU3aluy Mpolecca UIeHTU(UKALNY;
peain30BaTh Ha SI3bIKE MPOTrPaMMHMPOBAHUS 3alaHHBIM METOJ| 3aluThl MHQOpPMAIMH; pelaTh
3aJjauu aHajIu3a mudpa.

B kauectBe OCHOBHOI (hOpMBI UTOTOBOTO KOHTPOJI MO paccMaTpuBaeMOil JUCIHMILINHE
MIPEeyCMOTPEH dK3aMEH.

1.2 3agauy AUCHUIIMHBI.

3anaveil TUCHUIUIMHBI SBJSIETCS M3JI0KEHHE TeOpUr MH(OPMALMOHHON OE€30MMacHOCTH U
MPAKTUKU MPUMEHEHUS aJITOPUTMOB KpUINTO3aIIUThl. OCHOBHBIE 331a4 JUCLMITIIMHBI HA OCHOBE
CHUCTEMHOTI'0 IIOJIX0/a:

*  Onwucarp npo0ieMHy0 06JacTh HHPOPMALIMOHHOM 6€3011acCHOCTH.
e Jlatp onucaHue NpaKTUYECKOIO0 NPUMEHEHUS TEOPUU KOHEUHBIX IOJIEW B TEOPUU
3aImuTHl HHHOPMAITUH.
e Pacmmputh NOHATHS O T€HEPALUU NICEBOCTYYAHBIX TOCIIEI0BATEIBHOCTSIX.
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* Pacmuputh noHsATHS 0 crioco0ax 3amuThl HHOOPMALIUH.

° PaCH_II/IpI/ITI: MOHATHA O MCTOAAaX NOCTPOCHUSA COBPCMCHHBIX ITPOTrPaMMHBIX CUCTCM.

» JlaTh HaBBIKM IMPAKTUIECKOH pabOTHI ¢ METOAAMU 3AIIUTHI HHPOPMALIUH.
* JlaTh HaBBIKM MPAKTUYECKOM pabOTHI 10 pEIICHUIO 33/1a4 UACHTU(DUKAIIH.

» JlaTh HaBBIKM MPAKTUYECKOHN pabOTHI 10 pEIICHHIO 3a/1a4 IU(PPOBOI OIHCH.
ConepxaTenpbHOE HANONHEHHE AUCIUIUIMHBL OOYCIIOBJICHO OOLIMMHU 3aJadaMH B
IOJIFOTOBKE MarucTpa.

HayuHoli OCHOBOM [Uisi NOCTPOEHUSA MNPOrpaMMbl JAHHOM JUCUUIUIMHBL SIBJISETCS
TEOPETUKO-TPArMaTUYECKUN TIOX0]] B O0yUSHUH.

1.3 MecTo AuCcHMILVIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOIrpaMMbl.

Hucuummna «CoBpeMEHHBIE TEXHOJIOTUH MEpeadd U 3alIuThl HHPOPMALUU» BXOIHUT B
6a30By10 yacTh bioka 1 «lucuumiuasl (MOIYIIH)» AUCHUIUINH, (POPMUPYIOLIUX 3HAHUS U HABBIKH
B 00J1aCTH pa3pabOTKU COBPEMEHHOI'O IIPOrpaMMHOr0 obecredyeHus. JJMCUUIUIMHA ONUPAETCs Ha
3HaHUS B 00J1aCTH TUCKPETHONW MaTeMaTUKH, MAaTEMaTHIECKOH JIOTUKH, TPOTPAMMHUPOBaHUS, 0236l
JTaHHBIX. JIMCIUIUIMHA PaCIIMPSET 3HAHKS CTYACHTOB B 00JIACTH CO3JJaHHS IIPOTPAMMHBIX CHCTEM,
3aIIUTHI JAHHBIX U 3HAHUU.

JlucuuminHa TECHO CBfi3aHa C JAUCHUIUIMHAMU «MaTemMaTuueckoe MOJEIUpPOBaHUE
MHOOPMALIMOHHBIX  CHCTEM U HIpOLEeccoB», «BBICOKOMPOU3BOAUTENbHBIE  TEXHOJIOTUU
[IPOrpaMMHUPOBAHUSI.

K pesynpratam oOydeHusi OTHOCATCS: (pyHIaMEHTaJdbHAs MOJIrOTOBKA IO OCHOBAaM
npo(eCCHOHATBHBIX 3HAHWH; CIIOCOOHOCTHh MOHMMATh CYIIHOCTh M 3HaueHHE WH(POpMaluu B
Pa3BUTHM COBPEMEHHOT0 HH(OPMAIIMOHHOIO OOILECTBa, CO3HABAaTh ONACHOCTH U YTPO3BI,
BO3HHUKAIOIIME B O3TOM IIpoIecce; COONIOJCHHE OCHOBHBIX TpeOOBaHUI HH(MOPMAIIMOHHON
0€30MacHOCTH, B TOM YHUCJIE 3aIIUTH TOCYAAPCTBEHHOM TailHBI BIIaJICHUE OCHOBHBIMU METO/IaMH,
croco0amMM M CpeACTBaMU IOJyueHHsI, XpaHEHUs, NepepadoTKU MH(OpMAIMK, UMEET HaBBIKU
palboThl ¢ KOMIBIOTEPOM KaK CPEICTBOM YIIpaBieHHs HH(pOpMalMeld CIOCOOHOCTh K aHaIu3y U
CHUHTE3Y; CIIOCOOHOCTH OIpeAeeHHs 00IUX (POopM, 3aKOHOMEPHOCTEN, HHCTPYMEHTAIbHBIX

CPEACTB J@HHOW JUCUWIUIMHBI, YMEHHUE
MOHSTh OCTABJICHHYIO 33/1a4y
yYMEHHE IPaMOTHO MOJIb30BaThCS S3BIKOM MPEMETHON 001aCTH;

YMEHUE U3BJIEKATh MOJIE3HYI0 HAYYHO-TEXHUYECKYI0 HH(POPMALIUIO U3 3JIEKTPOHHBIX
6ubnuoTtek, pedepaTUBHBIX KYpHAJIOB, CeTU VIHTEpHET 3HaHHME MaTeMaTHYECKUX
OCHOB MH()OPMATHKH KaK HayKH

3HaHUe MPOoOJIeMbl COBPEMEHHOM HH(POPMATUKH, €€ KaTerOpUH U CBSA3H C IPYyTUMHU
Hay4YHBbIMH JHCLUMIUIMHAMH; 3HAHHUE COJEP/KAaHMs, OCHOBHBIX 3TallOB M TEHJCHLUWUH Pa3BUTHUSA
IIPOrpaMMHUPOBaHMUS,

MaTeMaTU4eCKOro o0ecreyeHus 1 I/IH(i)OpMaI_II/IOHHI)IX TEXHOJIOTHH.

1.4 IlepedyeHb MIAHMPYEMBIX Pe3yJIbTATOB 00YYECHHUS 10 AMCUMILINHE,

COOTHECEHHBIX € INIAHMPYEMbIMH Pe3y/1bTATAMH 0CBOCHHUSI 00pa30BaTeJIbHONH NPOrPaMMBblI.



CTyaeHT JOKEeH OCYUIECTBIATh NMPO(EeCCHOHANBHYIO AEATEIbHOCTh U YMETh pelaTh
3a/1a4d, COOTBETCTBYIOIINE MPOrPaMMe JTUCHUTLIAHBI.

3HaTh 1) obnactu npuMeHeHus 3a1a4 HH(POPMALMOHHOM OE30MacCHOCTH;
2) craHaapThl MU(POBAHUS;
3) MeTo/bI 3alUTHI HH()OPMALIHH;
4) obnacT NIPUMEHEHHS Pa3IMYHbIX METOI0B HH()OPMAIIMOHHOI 0E€30ITaCHOCTH;
5) ortambl, METOBI u WHCTPYMEHTAJIbHBIE CPEJICTBA
MH(POPMALMOHHOM 0€30MaCHOCTH.
6) UpPUHOUIBI TOCTPOCHUS M QYHKIIMOHHUPOBAHKS CUCTEM HH(POPMAIIMOHHOM
0€30I1acHOCTH;
7) crOCOOHOCTBIO pa3padaThIBATh U AHATM3UPOBATH KOHLIENITYAIbHBIC U
TEOPETHYECKHE MOACITH
8) xiaccudukayo mmdpos;
9) OCHOBBI OpraHu3aNUy UACHTH(GUKAIMY ¥ UPPOBOI MOIHCH;
10) mpuHUUIIBI TOCTPOCHUS U IPUMEHEHUS MapOJIeH;
11) mpaBOBBIC M AITUYECKHUE MOCICCTBUS MPH MOJTYUYCHHH J0CTYIa K MH)OPMALIUH HE
CaHKIIMOHMPOBAHHBIM JIMIIA
Ymertb 12) mpoBOAUTH aHATIM3 U ONPEACIATH ONTUMAIBHBIN METO/T 3aIUTHI MH(POPMAIIH;
13) ¢popmupoBats TpeOOBaHMS K PEAMETHO-OPUCHTUPOBAHHOMN CUCTEME
MH(POPMAIIMOHHOW 0€30IaCHOCTH H ONIPEEISATh BO3MOXKHBIE ITyTH HX
BBITTOJTHEHUS;
14) ananu3upoBaTh MOJICIH MK(POBAHUS [IPU OPraHU3AIMHU 3aIIUTHI JTAHHBIX
15) dbopmynupoBaTh 1 pelaTh 3a1a4d OpraHU3alMy porecca HUGPOBOH MOAIKCH;
16) dbopmynupoBaTh U pelaTh 3a1aul OpraHU3alKy Mpolecca UACHTUDHUKAINN;
17) peanu3oBaTh Ha S3bIKE MPOrPAMMHUPOBAHUS 33JaHHBI METOJ| 3aIUTHI
uH(pOpMaINH;
18) wucnonb30BaTh MATEMATHYECKHUIl anlmapar onpeaensonmi mudp; 19) pemars
3a/1auu aHajau3a mudpa;
20) OLICHUTH MOCIIEACTBHS MPH KOMIPOMETAIIUY KITF0Ya HITH Mudpa
Branets | 21) MeTOMONOTHSIMH M TTApaTUrMaMy MIOCTPOSHHUE CUCTEM HH()OPMAIMOHHON

22)
23)
24)
25)

26)
27)

0e301acCHOCTH;

MCTOAaMU MPOCKTUPOBAHNA CUCTEM 3alIUTHI I/IH(bOpMaHI/II/I;

METOJIaMH TIOCTPOSHUS AJITOPUTMOB aHAJN3a;

METOJIaMU TIOCTPOEHUS CUCTEM UICHTH(PUKAIUY;

METOJIaMU OIpeeNICHUs TPeOOBAHUN U COCTaBa CPEJCTB, MEPOTIPUSATHUH TIO
cucteMe nHHOPMAITMOHHOW 0€30IMaCHOCTH CHUCTEM;

HaBbIKaMHU OILICHKHU ITPABOBBIX U OTUYCCKHUX KOMIIPOMETAIIUU JaHHBIX

MCTOAaMU OIIPECACIICHUS U CO3AaHUA mnq)pa




B pe3ysabTare uzyuenus

N HNupexc Coaep:xxaHue KOMNeTeHUNH (MM eé Y4eOHOH AU CUUIIMHBI
2 KOMIIeTEHIIUH ‘laCTI/I) Oﬁy‘lalO].[Il/IeCﬂ JOJIKHBI
1.1 3HATh yMeThb BJIaJIeTh
1. OIIK-5 CIIOCOOHOCTBIO ucrojip3oBars | 1, 2, 3, 5, (12, 13, 25, 26
yrIyONieHHbIE 3HAHWS TPAaBOBBIX U 6,9, 19, 20
3THYECKUX HOpM mnpu  ouenke | 10
OCIENCTBUHI cBOEH
npodeCCUOHAIBPHOW  JIeATEILHOCTH,
Npu  pa3pabOTKE W OCYIIECTBICHUH
COIIMAIPHO 3HAYMMBIX TTPOEKTOB
2. OK-2 TOTOBHOCTBIO JIECTBOBATH B|2,4,5 (12, 13, 22, 25,26
HECTaHJApPTHBIX CHUTyauusx, Hectu | 6, 10 20
COIMATBHYIO u ATUYECKYIO
OTBETCTBEHHOCTH 32 MPUHSTHIC
penieHus
3. [1IK-2 CIIOCOOHOCTBIO HCIIoNb30BaTh 2, 3,5, |14, 15,21, 22,
yTIyOJICHHBIE TEOPETUYCCKUE U 7,9 16 23, 24
B pesyabTaTe n3y4yeHus
e Hupexc Conep:xxanue KoMNeTeHUNH (MM eé y4eOHOH TUCHHMILIMHBI
" | koMmereHIMHK vacru) o0yuaronuecst 10J1KHbI
1.1 3HATh yYMeTh BJIAJEeTh
[IpaKTUYEeCKHEe 3HaHUs B oOjacTtu
MH(POPMAIIMOHHBIX  TEXHOJOTHHA H
MIPUKIIATHOM MaTeMaTUKH,
(yHIaMEHTANBHBIX ~ KOHIICIIUNA U
CHCTEMHBIX METO/IOJIOTHH,
MEXTyHAPOIHBIX u
npodeccrnoHaNbHBIX CTAaHAAPTOB B
o6acTi UH(OPMAIIMOHHBIX
TEXHOJIOTUI
4, [1K-5 CIIOCOOHOCTBIO YIPaBIATh 1,2,5 |12, 17,23, 24,
MPOEKTaMH, TUIAHUPOBATH 7,8,10 18, 19, 25, 27
20

Hay4YHOMCCIIEA0BATEIBCKY IO
NESTENIBHOCTD, aHAIIM3UPOBATh PUCKH,
yIpaBJIATh KOMaHON MPOEKTa

2. CTpyKTYypa U coep:KaHHe AU CHUIINHBI.

2.1 PacnpenesieHue TPY10€MKOCTH AUCHUILINHBI 110 BUAAM padoT.

O6mmas TpyJ0€MKOCTh AUCIHUILTUHBI cocTaBisieT 53ad.eq. (180 yacoB), ux pacnpenencHue
0 BUIaM paloT MpeACTaBIeHO B TabIuLe:

Bun yueGHoM paboTh

Bcero
JacoB 1

CemecTpbi(dach)




KonTakTHas pabora, B TOM 4ucJIe:

AyauTOpHBIE 3aHATHS (BCEro): 72
3aHATHA JIEKIUOHHOTO TUIIA 24 - - -
JlaGopaTopHble 3aHATHS 47.8 - - -

Nuas koHTaKkTHas padora:

[Tpomexxyrounas arrecrauus (MKP) 0,3

CamocrosiTesibHasi padboTa, B TOM YHCJIe:

[TpopaboTka yueOHOro (TEeOpEeTUIECKOro) MaTepuana 20,8 - - -
BeInonHeHe HHIMBUIYAITbHBIX 331aHUH 27 - - -

[ToaroToBka K TeKyIieMy KOHTPOJIIO - - - -

KonTpoJn:

IToaroroBka K 3K3aMeHy -

O01mas Tpy10eMKOCTh qac. 72 - - -
B TOM MC/Ie KOHTAKTHAS | 5, 5
paGora
3a4. eJ 2

[Tpornetypa mpoMexyTOYHON aTTEeCTallui MPOXOJUT B (hOpME IK3aMeHa.

2.2 CTpykTypa qucuMiiMHbl: Pacnipenenenue BUIoB yueOHOM paboThI U UX
TPYAOEMKOCTH T10 pa3jiefaM JUCHUIUIMHBL. Pa3iensl TuCHMIIIMHGI, H3ydaemble B 1
cemectpe (ouHas hopma). Bua mpomexyTodHOM aTTecTalluy: SK3aMEH.

Ne HanMeHoBaHHe pa3aeaoB KoanyecTBo yacoB

AynurTopHas |BHeaygutopHas

padoTta pabota
Bcero
KOHTPO
Ja | Jap | cp P
JIb
bazoBbie TTOHSITHS u UCTOPUS
1. _ meToP 2 | 2 | 18| 18
pa3BUTHs HHGOPMAIMOHHON 0€30MIaCHOCTH. 4

Koneunnie monst. MHOTOYJICHBI HaJl KOHCYHBIM II0JICM.
ITocaenoBaTeIbHOCTH HaJ KOHEUYHBIM HOJIEM.

[Mudper 3amensl. [ngpsr nepectanoBku. [Hndpst

3 raMMHPOBaHHUSL. 213 3 2 2
3 bnounsie cuctemsl mUPpoBaHUS. 15| 3 3 2 2
3 [Torounsle cucTemsl MU (POBAHUS. 13 | 3 3 2 2
3 Unentuduxanus. Ludpossie noanucu. 17 | 2 2 2,2 2,2
2 ITpomexxyrounast arrectanus (MKP) 1 2 2

HToro mo guciuIuige: 72 | 24 47 478 14
16

[Mpumeuanue: JI — nexuuwm, [13 — mpakTtuueckue 3austus / cemuHapsl, JIP — maGoparopubie
3anstus, CP — camocTtositensHas paboTa CTyaeHTa

2.3 Conepixanue pa3aeaoB AUCHUILINHBI:

2.3.1 3aHATHA JEKIMOHHOI0 THIIA.
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dopma

HaumenoBanue

Ne Coaepsxanue pasaeia TeKyLIero

pasiena KOHTPOJIS

1. |ba3oBbie oHATHA M |3amuTa HMHPOPMAIMH. YTPO3bl WH(POPMAIMOHHON| cobecenoBamme
UCTOpUS PA3BUTHS 0€30MaCHOCTH. Yrpo3sl UH(POPMALMOHHOM
MH(POPMALIMOHHOM 0€30MaCHOCTH.
0€30MaCHOCTH.

2. |Koneunsie nossi. [Koneuneie MOJIsl. XapakTepucThka moJis1,| cobecenosanue,
MHOTOYJIEHBI HaJl (MyIbTHIUIMKATHBHAS TPyIIa KOHEYHOro  Iojis. |1HAMBHAYalbHOC
KOHEYHBIM TI0JIEM. Henpupoaumbie MHOTOuIeHb!. TIOpsOK MHOrOWIeHa| — /@HHe
[TocnenoBaTtenbHOCTH |HaJ KOHEUHBIM TosieM. [lociieoBaTeIbHOCTH HAT
HaJl KOHEYHBIM TI0JIEM. | KOHCYHBIM TIOJIEM. [ceBnocmyuaiinbie

MOCJICIOBATEIPHOCTH U MX NpUMeHeHue. JInHelHbIe
PEKYPpPEHTHBIE ITOCIIEA0BATEILHOCTH HaJl KOHSYHBIM
TIOJIEM. Jlunelinbie PEKyppEHTHbBIE
MOCJICIOBATEIbHOCTH KaK TICEBJIOCITY YaifHbIC
MOCJICIOBATEIBHOCTH.

3. |[Iudpsl 3aMeHBI. MaremaTuueckas MOJI€JIb mdpa 3aMEHBI. |cobecenoBanue,
Indpsr Knaccudukanms mudpos 3amensl. [loTounbie mudpel |[MHAMBALYalTbHOE
[epECTAHOBKIL HpOCTOI/:I 3amenbl. Kpunroananus TOTOMHOTO mmdpa 3a/laHue

MPOCTOH 3aMeHbl. biiouHbIe mUdPHI MPOCTOH 3aMEHBI.
ndper Mmuoroandasutasie mmMppsl  3aMeHbl.  [{MCKOBbIE
TaMMHPOBAHMA. muoroanpasuTHbie WUdpPLI 3amensl. [udpsr

MEePEeCTaHOBKU. MapuipyTHbIC

NePECTAaHOBKU. DJIEMEHTHl KPUITOAHAIW3a IIU(PPOB

nepecTaHoBku.  Tabmuunoe rammupoBaHue. O

BO3MOYKHOCTH BOCCTAHOBJICHUS BEPOSITHOCTEH 3HAKOB

raMMBI.

4. |biouHble cUCTEMBI brnounsle  cuctembl  mmdpoBanua.  [IpuHIUIEBI | cobecenoBanme,
mrpoBaHusI. HNOCTpOCHUsT ONOYHBIX mH(POB. AMepukaHckuii|HMBHAYAILHOC

cranmapr mmgposanus maHHex DES. Crammapr| oc

mmdpoBanus gaHHbx [OCT 28147-89. Metozst

aHaJIM3a aJrOpUTMOB OJIOUHOTO MH(POBAHUS

5. |[Torounsie cucrembl  |[loTtounbie cuctemsr mudpoBanus. llugpcucrema| codecenosanme,
muppoBaHusI. AS5. Hludppcucremal uddopna. Jluneitnsie peructppr|HAMBHAYATLHOC

casura. Anroput™m bepnekemna—Meccu. Metozsl saanme

aHaJn3a MOTOYHBIX MIH(POB.

6. (Unentudukanus. WNnentudukanms. PUKCUpPOBAHHBIE napoJiu.| codecenoanue,
Lludpossie mogmucy. |11aponbHbie  dpasbl. ATakd Ha  (QUKCHPOBaHHBIg|"HTBIAYATLHOS

naponu. OpHopaszoBele mapoiu. IIpoTtokonsl ¢ saatme

HYJIEBBIM pas3rjalmeHueM. ATakd Ha MPOTOKOJIBI
uaentupukanyu. Ludpossie noxamucu. Lludposas
nonnuch ®uata-lllamupa. Ludposas mnoamnuck

Onwl"amans. OnHOpa3oBbie IUPPOBBIEC MOAMUCH.




2.3.2 3aHATHS CEMHUHAPCKOro THIA.

He npenycmorpensl

2.3.3 JlabopaTopHble 3aHATHS.

dopma
Ne HaumeHnoBaHue J1a0opaTOpPHBIX padoT TeKyIIero
KOHTPOJIs
1. |OcHoBHBIE TIHOPHI. HHJIMBUyalIbHOC
3a7laHAE
2. | CroiikocTh mHU(pOB. HHJIMBUyallbHOC
3alaHAE
3. | Koneunsle nosist. XapakTepucTHKa MOJs. MyJIbTUILIMKATUBHAS TPYIIIa  |MHAMBHIYalbHOE
KOHEYHOTI'O I10JIS. 3allaHue
4. | HenpuBoaumbie MHOrOwIeHbl. Ilopsaok MHOrowieHa Ha/li KOHEYHBIM MHJIMBHTyallbHOE
nosieM. ITocien0BaTeIbHOCTH HAJl KOHSYHBIM ITOJIEM. 3aliatue
5. |I[locnemoBarenbHOCTH HaJl KOHEUHBIM TOJIeM. [IceBnociydaiiHbie MH/IMBAyalbHOE
MIOCJICIOBATEIbHOCTH U MX MpUMeHeHue. JInHelHbIe peKyppPEHTHBIC 3ajiaHuc
MIOCJICIOBATEIFHOCTH HaJl KOHEYHBIM I10oJieM. JINHelHbIe peKyppPEHTHBIC
MIOCJICIOBATEIBHOCTH KaK TICEBIOCIYYaHbBIC MTOCIIEI0BATEIBHOCTH.
6. |Maremarnueckas mojenb mudpa 3ameHbl. [loTodnble mmM(PB TPOCTOM| HHAMBHIYATbHOE
3aMeHbl. biiounbie mmdps TPOCTOH 3aMEHBI. 3ajaHue
7. |MnuoroandasutHbie mmdpsl 3amenbl. [1ndpbl nepecTaHoOBKY. MH/IMBHyalbHOE
MapuipyTHbI€ TepeCTaHOBKH. 3afiatHe
8. | TabmuyHOE raMMHUpOBaHUE. MHJIMBUyallbHOC
3alaHUuC
9. |IIpuHIMIBI TOCTPOCHUS OJIOYHBIX MHU(POB. MHJIUBUyallbHOC
3alaHueC
10. | AMepukaHckuii cTannapt muppoBanus naHaex DES u ero MHIUBU/TyaIbHOE
MOTU(UKAIIH. 3ajanne
11.|Crangapt mudpoBanus naHasix ['OCT 28147-89. Meronbl aHanmn3a MHAMBHIYaIbHOE
QIITOPUTMOB OJIOYHOTO MIH(PPOBAHUS 3ajlafme
12.|[TotouHble cuCTeMBI MU(POBAHMUSL. MHJIMBU]yalIbHO®
3a1aHUuC
13. | JIuneiiHble perucTpsl CABUTA. MHJIMBU]yalIbHO®
3alaHuEC
14.| Metozs! aHamu3a MOTOYHBIX MIHA(POB. UHUBHTyalIbHOE
3a1aHUuC
15.| Unentudukanus. GuxcupoBannsie napoiu. [laponsHbie ¢pasbl. UHUBHTyalIbHOE
3a1aHUuC
16. | Hudpossie noanucu. OgHOpa3oBbie U(POBHIE TOIUCH. MHIUBUYaIbHOS
3aJlaHAE

2.3.4 TIpumepHasi TeMaTHKA KYPCOBBIX padoT (MIPOEKTOB)

KypcoBbie paboThI - HE TPeayCMOTPEHBI




2.4 IlepeyeHb y4eOHO-METOAMYECKOT0 00eCeYeHHUsI 1JIs1 CAMOCTOATEIbHOIH PadoThl
o0y4aromuxcs Mo JUCIUNIHHE

Bun CPC

IlepeyeHb yueOHO-MeTOAUYECKOT0 O0ecTeYeHust
AUCHUILIMHBI 10 BHINOJHEHHIO CAMOCTOSITEIbHON PadoThl

basoBbie  moOHATHS U
HCTOPUS pa3BUTHS
MHGOPMAITMOHHON
0€30MacHOCTH.

Mupopmanmonnas 6e30macHOCTh : ydeOHOoe mocobue mis cryaeHToB By3oB / C. B.
Ilerpos, U. II. CounpkoBa, B. B. T'apnep, I1. A. Kucnsako ; M-Bo oOpa3oBaHus U
Hayku Poc. @enepammu, ®I'BOY BIIO "HoBocubupckuii roc. men. yH-T", PI'BOY
BIIO "Mock. mex. roc. yH-T". - Mocksa ; HoBocubupck : [APTA], 2012 CrangapTsl
oopMIEHHS HCXOJHOTO KOAa MPOTpaMM M COBPEMEHHBIE HHTETPHPOBAHHBIE CPEIBI
pa3paboTku mporpaMMHoOro obecnedenus: ydeb.-meroa.nocobue. FO.B. Kombios [u
1p.] — Kpacunonap: Kyb6auckwuii roc.ys-T, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions». 12 ABtopsl: Paul Rohmeyer u Jennifer L. Bayuk. Kanra
BhmnIa B 2018

VYnpasieHue puckaMu (UHAHCOBOH KHOepOE30MacHOCTH: NEPCIEKTHBE IHIAEPCTBA U
PEKOMEHIAINY [UIs CUCTEM U yupexneHuid. ABTopsl: [lom Pomaitep u Jxenuaudep JI.
Baroxk. 2018.

Koneunnie
MHOTro4wIeHbI HaJ
KOHEUYHBIM IIOJICM.
[lociieqoBaTeIbHOCTH
HaJ KOHSYHBIM ITOJIEM.

T10J14.

Nndopmanronnas 6e30macHOCTh : yuebHoe mocobue st cryaeHToB By3zoB / C. B.
[erpos, U. II. CnunbkoBa, B. B. I'aduep, II. A. Kucnsikos ; M-Bo oOpa3oBanus h
Hayku Poc. ®@enepanuu, ®I'BOY BIIO "HoBocubupckuii roc. mexa. yu-t", ®I'bOY
BIIO "Mock. nen. roc. yH-T". - MockBa ; HoBocubupck : [APTA], 2012 CranpaptH
o(OpMIIEHHSI MCXOJHOTO KOZa NPOrpaMM U COBPEMEHHBIC MHTETPHUPOBAHHBIC CPEIHI
pa3paboTku mporpaMMHOro obecnedeHus: yue0.-metoa.nocobdue. F0.B. Konpuos [u op.||
— Kpacuonap: Kybaunckuii roc.yu-1, 2017
Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance fo
Systems and Institutions». 12 Asropsr: Paul Rohmeyer u Jennifer L. Bayuk. Kuura
Boinuia B 2018
VYrpasneHue puckamu (HHAHCOBOH KHOepOe30macHOCTU: MEePCHEeKTUBB JIHICPCTBA M
pEeKOMEHIANK ISl CUCTeM M yupexxaeHuid. ABtropsr: [lon Pomaiiep u xennudep J1.
barok. 2018.

=

[1I1dpe! 3aMeHBI.
[1Indps! nepecTaHOBKY.

[T psl raMMupoBaHUsL.

Nudopmanrontas 6e3onacHocTh : ydueOHoe mocobue s cryaentoB By3os / C. B.
[lerpos, U. I1. Cnunskosa, B. B. T'aduep, I1. A. Kucnsakos ; M-Bo oGpazoBaHus u
Hayku Poc. ®@enepannu, ®I'bOY BIIO "HoBocubupckuii roc. nex. yH-1", ®I'BOY
BIIO "Mock. nen. roc. yH-T". - Mocksa ; HoBocubupck : [APTA], 2012 Cranmapts
0o(OpMIIEHHSI HCXOJHOTO KOJa MPOrpaMM M COBPEMEHHBIE MHTETPHUPOBAHHBIC CPEbI
pa3paboTku mporpaMMHoro obecneuyenus: y4eb.-meroxa.nocobue. }0.B. Konbros [u
1p.] — Kpacunonap: Kyb6auckwuii roc.ys-t, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions». 12 Aptopsr: Paul Rohmeyer u Jennifer L. Bayuk. Kuura
Boinuia B 2018

VYnpasneHue puckaMu (HHAHCOBON KHOepOe30MacHOCTU: MEePCIEeKTUBB! JUAEPCTBA U
pEeKOMEHIALNK [UTsl CHCTeM U yupexaenuit. ABropsl: [Ton Pomaiiep u xenuudep JI.
barok. 2018.

brounsie
U pOBaAHHUSL.

CHUCTCMBI

HNudopmarmonnas 6e30macHOCTh : y4eOHOe mocobue ans cryneHtoB By3oB / C. B
IMerpos, W. I1. CnunekoBa, B. B. T'aduep, I1. A. KucnsaxoB ; M-Bo oOpa3zoBanus Y
Hayku Poc. ®@enepanmu, ®I'BOY BIIO "HoBocubupckuii roc. nex. yu-t", ®I'bOY
BITO "Mock. men. roc. yH-T". - MockBa ; HoBocubupck : [APTA], 2012 Crannapts
odopMIIeHHsS HCXOAHOTO KOAA IPOrPaMM M COBPEMEHHBIE MHTETPHPOBAHHBIE CPENb
pa3paboTKH TporpaMMHOro obecredeHus: ydeb.-merox.nocodue. 10.B. Kombros [y
np.] — Kpacuonap: Ky6auckwuii roc.ys-T, 2017
Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance fog
Systems and Institutions». 12 ABtopsl: Paul Rohmeyer u Jennifer L. Bayuk. Kunrg
Boinuia B 2018

VYnpasienue puckamu (UHAHCOBONH KHOEpOE30IIacCHOCTH: HMEPCHEKTUBHI JTHIEPCTBA Y
pEeKOMEHIaNK JJIsL CHCTeM U yupexaeHuid. ABtopsl: [lon Pomaiiep u [xennudep JI
Batok. 2018.
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Ne Bun CPC

IlepeyeHb yueOHO-MeTOAUYECKOT0 O0ecTeYeHust
AUCHUILIMHBI 0 BHIOJHEHHIO CAMOCTOSITEIbHON PadoThl

[ToTOoYHBIE  CHCTEMBI
mugpoBaHUs.

Wndopmanronnas 6e3omacHOCTh : ydeOHoe mocobue st crynaeHToB By3oB / C. B.

IMerpos, U. II. CnunbkoBa, B. B. T'aduep, I1. A. Kucnsikos ; M-Bo oOpa3zoBaHus }
Hayku Poc. ®enepanuu, ®I'bOY BIIO "HoBocubupckuii roc. men. yH-1", ®I'BOY
BIIO "Mock. nexn. roc. yH-T". - Mocksa ; HoBocubupck : [APTA], 2012 Crannapty
oopMIIEHHSI MCXOJHOTO KOZa NPOrpaMM U COBPEMEHHBIC MHTETPHPOBAHHBIC CpPEIH
pa3paboTku mporpaMMHoro obecnedeHus: yued.-mero.mocodue. F0.B. Konbuos [u ap.
— Kpacuonap: Kybaunckuii roc.ys-1, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance fo
Systems and Institutions». 12 Astopsr: Paul Rohmeyer u Jennifer L. Bayuk. Kuur:
Boinuia B 2018

VrpaBieHue puckamu (MHAHCOBON KHOEpOE30IacHOCTH: NMEPCHEKTHUBBI JIHAEPCTBA I

pEeKOMEHIAUK [JIsl CUCTeM M yupekaeHuid. ABtopsl: [lon Pomaiiep u xennudep J1.

Barok. 2018.

o=

il

M nentudukamms.

LludpoBsie moanucy.

Wndopmanronnas 6e3omacHOCTh : ydeOHoe mocobue st cryaeHToB By3zoB / C. B.

Ierpos, U. II. CnunbkoBa, B. B. T'aduep, II. A. Kucnsikos ; M-Bo oOpa3zoBaHus 1}
Hayku Poc. ®enepanuu, ®I'bOY BIIO "HoBocubupckuii roc. men. yH-1", ®I'BOY
BIIO "Mock. nexn. roc. yH-T". - Mocksa ; HoBocubupck : [APTA], 2012 Crannapty
ohopMIIeHHsI MCXOJHOTO KOZa NPOrpaMM U COBPEMEHHBIC MHTETPHPOBAHHBIC CPEIH
pa3paboTku mporpaMMHoro obecnedeHus: yued.-mero.mocodue. F0.B. Konbuos [u ap.
— Kpacuonap: Kybaunckuii roc.ys-1, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance fo
Systems and Institutions». 12 Astopsr: Paul Rohmeyer u Jennifer L. Bayuk. Kuur:
Boinuia B 2018

VrpapieHue puckamu (MHAHCOBON KHOEpOEe30IacHOCTH: NMEPCHEKTHUBBI JHAEPCTBA I

pEeKOMEHIAUK ISl CUCTeM M yupexaeHuid. ABtopsl: [lon Pomaiiep u xennudep J1.

Barok. 2018.

o=

il

yLIe6HO'MeTOI[I/ILICCKI/Ie MaTepuaJbl JJIA CaMOCTOATEIbHON pa6OTbI OGy‘I&IOH_[I/IXCH nu3

YHUCJIa HHBAJIUIOB | JIUI] C OTPAHUYECHHBIMUA BO3MOXKHOCTAMH 3710poBbsi (OB3) nmpenocTaBistorces

B (l)opMax, aJlalITUPOBAHHBIX K O'PAHUYCHUAM HUX 3JOPOBbs U BOCIIPHUATHA I/IH(i)OpMaI_II/II/II

Z[J'ISI JiiI ¢ HapyUICHUAMU 3PCHUA:

— B [1€4aTHOM (pOopMe yBEINUEHHBIM HIPU(TOM, — B (hOpME IIEKTPOHHOTO JOKYMEHTA,

JInst man ¢ HapyIEHUsAIMH CITyXa:

— B IeUaTHOM Gopme,

— B (hOpMeE IIEKTPOHHOIO JOKYMEHTA.

JList AL ¢ HapyIEHUSIMUY OTIOPHO-JBUTaTEIbHOTO almapara:

— B IeUaTHOM Gopme,

— B (hopMe AIEKTPOHHOTO JOKYMEHTA,

I[aHHBIfI MEPEUCHb MOXKCT OBITh KOHKPCTU3UPOBAH B 3aBUCUMOCTU OT KOHTHUHICHTA

o0ydaromuxcsl.

3. O6pa3oBare/ibHbIE TEXHOJIOTHH.

B cootBerctBun ¢ tpeboBanusmMu ®I'OC B mporpamma JUCHUIUIUHBI MPETyCMaTPUBAET

HUCIIOJIB30BaAHKEC B yLIe6H0M nmponecce CICAYIOIMUX O6p8.30BaTCJ'ILHLIC TEXHOJIOTHH: YTCHHUE JICKIUH

C WCIOJIb30BAHUEM MYJIbTUMEIUNWHBIX TEXHOJOTUI; METO/I MaJIbIX TPYIII, pa30op MpaKTUYECKUX

3a7a4 U KelCoB.

HpI/I O6y‘{eHI/II/I HCIOJIB3YIOTCA CIICAYIOIIUC O6pa3OBaTeJ'IBHBIe TCXHOJIOTHUH:
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— TexHonorust KOMMYHHKaTHMBHOTO OOy4YeHMs — HampaBlieHa Ha (opMupoBaHUE
KOMMYHHUKaTHBHON KOMIETEHTHOCTH CTYACHTOB, KOTOpas sBseTcs 0a30BOii, HEOOXOAMMOM Ast
aZlanTaluy K COBPEMEHHBIM YCIOBUSAM MEKKYJIbTYPHOW KOMMYHHUKAIUU.

— TexHomorus pasHOypoBHEBOro (auddepeHIMpPOBaHHOT0) OOyYeHUsT — MPEIoaract
OCYIIECTBIICHUE IT03HABATEIHHONW MACATEILHOCTA CTYIACHTOB C YYETOM WX WHIAWBHUIYAIBHBIX
CIIOCOOHOCTEH, BO3MOXKHOCTEH M WHTEPECOB, MOOIIPSS WX PEaTM30BBIBATH CBOW TBOPYECKHIMA
notennuan. Co3gaHWe W HWCIMOJB30BaHUE IMATHOCTUYECKUX TECTOB SIBISETCS HEOTHEMIIEMOM
YaCThIO IAHHOW TEXHOJIOTHH.

— TexHonmorus MOIYJBHOTO OOYy4YeHHSI — TIPEAYyCMATPUBACT JCICHUE COJCPIKAHHS
JTUCITUTIIMHBI HA IOCTAaTOYHO aBTOHOMHBIC Pa3ieibl (MOIYIIH ), HHTETPUPOBAHHBIC B OOIIHIA KYypC.
- Huadopmannonno-kommyHukanuonnsle  TexHojorun (MKT) -  pacmumpstor  pamxu
00pa30BaTeNBLHOTO TpOIecca, MOBBINIAS €ro MPAKTHUYECKYK HAMpPaBICHHOCTh, CIIOCOOCTBYIOT
WHTECHCU(PUKAIMU CAMOCTOSTEIIbHON pabOThl ydYalIuXCs M TOBBIIICHUIO TI03HABATEILHOM
aktuBHOCTH. B pamkax MKT Beiaensitorcst 2 Buja TEXHOJIOTHA:

— TexHonorus HCHOIB30BAHUS KOMIBIOTEPHBIX IPOrpaMM — MO3BOJseT 3((eKTuBHO

AOINOJIHUTB ITPOLICCC 06yquI/Iﬂ SA3BIKY Ha BCCX YPOBHAX.

- HHTepHeT-TeXHOHOFHI/I - npeaoCTaBIAIOT IMAPOKHUEC BO3MOXHOCTH [JIA IIOHCKa

PIH(bOpMaI_[I/II/I, pa3pa60TKH HayYYHBbIX IIPOCKTOB, BEACHHUA HAYYHBIX HCCHCHOB&HHﬁ.

—  TexHnomorus  WHIUBUAyaIW3alMK  OOydYeHHs —  TIOMOTaeT  pPEaJn30BHIBATH
JIMYHOCTHOOPUEHTUPOBAHHBIN OJIX01, YUUThIBAsl HHAUBUYalIbHbIE OCOOEHHOCTH U MOTPEOHOCTH
y4aluxcs.

- HpOGKTHaH TCXHOJIOTUA — OPHCHTHUPOBAHAa Ha MOACIMPOBAHHUC COLOHUAJIbHOI'O
B33HMO[{€fICTBPI$I ydqamuxcsa € HOCJIbI0 PCIICHHA 3adadud, KOTopasd OIPCACIIICTCA B paMKax
HpO(I)CCCHOHaHBHOﬁ IMOATOTOBKH, BBIACIIASA TY UJIN UHYIO IPEAMETHYIO 00J1aCTbh.

— TexHonoruss oOydeHHs] B COTPYAHMUYECTBE — peaiu3yeT HJCK B3aUMHOro OOydeHus,
OCYIIECTBIASA KaK HMHIUBUAYaJbHYIO, TaK M KOJUIEKTUBHYIO OTBETCTBEHHOCTh 3a PpELICHHE
y4eOHBIX 3aj1au.

- I/IFpOBa}I TCXHOJIOTHSA — IMO3BOJISICT PA3BUBATH HABBIKW PACCMOTPCHUS PpAda BO3MOKHBIX
CII0CO00B peUICHUA np06neM, AKTUBU3UPYSA MBINUICHUC CTYACHTOB W pACKpbIBasA JIMYHOCTHBIN
MOTCHIUAII KAXKIO0T0 YHaIlerocs.

— Texuonorust pa3BUTHS KPUTUYECKOTO MBIIIJICHUS — CIIOCOOCTBYET (HOPMHUPOBAHUIO
Pa3HOCTOPOHHEH JIMYHOCTH, CHOCOOHON KPUTHUECKH OTHOCUTHCA K HH(pOpMaluu, yMEHUIO
oTOupaTh HH(YOPMAITKIO JIJIS PEIICHUS IOCTABJIEHHOM 3a/1a4uu.

KommiekcHoe wucronp3oBaHne B Y4eOHOM TMPOIIECCE BCEX BBIMICHA3BAHHBIX TEXHOJIOTHI
CTUMYJIUPYIOT JIMYHOCTHYIO, HWHTEIJIEKTYaJdbHYI0 aKTHBHOCTH, PAa3BHBAIOT I103HABATEIHHBIC
MIPOILIECCHI, CTOCOOCTBYIOT (POPMHUPOBAHUIO KOMITETEHITUH, KOTOPBIMU JIOJIKEH 00JI1a1aTh Oy Ty Iuit
CHEIHaUCT.

OcHOBHbBIE BHJIbI WHTEPAKTHBHBIX OOpPA30BATENBHBIX TEXHOJIOTUN BKIIOYAIOT B ceOs: —
pabota B MaibIx rpynmnax (KOMaHJE) - COBMECTHas ACSATEIHHOCTHh CTYJCHTOB B TPYIIE TOJ
PYKOBOJICTBOM JIHJIepa, HaMpaBlIeHHAs Ha pelieHue o01el 3a1a4u MmyTEM TBOPUECKOTO CIIOKEHUS
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pe3yabTATOB HMHAMBUAYATbHOH paOOThl WICHOB KOMAHIBI C JIEJICHHEM TOJHOMOYHUNA U
OTBETCTBEHHOCTH;

— IPOCKTHad TEXHOJIOTHA - MHAUBHUAYaJIbHAA WU KOJUJICKTHBHAaA ACATCIBHOCTH I10 OT60py,
pacnpeaciiCHUO U CUCTCMATHU3aAllUK MaTCpUaJia 110 OHpGI[CJICHHOfI TEMC, B PC3YyJIbTATC KOTOpOfI
COCTAaBJISICTCS IIPOCKT,

— aHaJIn3 KOHKPCTHBIX CI/ITyaI_II/Iﬁ - aHaJIn3 pCaJIbHbIX HpO6JIeMHBIX cmyaum”l, HUMCBIINX MECTO
B COOTBETCTBYIOIIEH 007acTH NpodecCHOHATBHON AEATENbHOCTH, U IOUCK BapUAHTOB JIyUIIUX
peueHui;

— pa3BUTHE KPUTUYECKOTO MBIIIICHUS — 00pa3oBaTelbHasl ACATEIbHOCTD, HAIIPABIICHHAS Ha
pa3BHUTHE Y CTYJEHTOB Pa3yMHOTO, pe(hICKCUBHOTO MBIILICHUS, CIIOCOOHOTO BBIIBUHYTH HOBBIE
UJICU ¥ YBUJICTh HOBBIC BO3MOYKHOCTH.

[Tomxon pa3dopa KOHKPETHBIX 3ala4 W CHUTyallMid [IMPOKO HCIIOJIB3YETCs Kak
MperoiaBaTesieM, TaK M CTYJCHTaMH BO BpEMs JICKIHH, JTAOOpAaTOPHBIX 3aHSATHH W aHaim3a
pPEe3yIBTATOB CAMOCTOSITEILHON paboThl. DTO OOYCIOBJIEHO TEM, UYTO TMPU HUCCICIOBAHUHM U
pEIICHUH KX 10 KOHKPETHOH 3a/1aui MMEETCsI, KaK MPaBHII0, HECKOJIBKO METOJIOB, a 3TO TpeOyeT
pa3dopa U OICHKH 11eJI0H COBOKYITHOCTH KOHKPETHBIX CHTYyAaIlHUH.

Tembl, 3aganus ¥ BONPOCHI JUI CAMOCTOSITENIbHOW pPabOTBhI MPU3BAHBI CHOPMHPOBATH
HaBBbIKM IOMCKAa HH(POpMAlUM, YMEHHsSI CaMOCTOSITEIbHO PpacCIIUpsATh W YINIyOJsATh 3HaHUS,
IIOJIyYEHHBIE B XO€ JICKIIMOHHBIX U MPAKTUYECKUX 3aHATHMN.

[Toxxon pa3bopa KOHKPETHBIX CUTYalMi IIUPOKO MCIIOJIb3YeTCs KaK IpenojaBareieM, Tak
U CTYJEHTaMH IIpH NPOBEICHUH aHAJIN3a PE3yJIbTaTOB CAMOCTOSTEIbHON pabOTHI.

I[JISI Jan ¢ OIrpaHMYCHHBIMHU BO3MOXHOCTSAMU 3O0POBbA MPEAYCMOTPCHA OpraHu3alund
KOHCYJ'IBTaI_II/Iﬁ C UCIIOJIB30BAHUEM SHGKTpOHHOﬁ IIOYTHEI.

HJ’IH JIAL ¢ HApYIWICHUIMU 3pCHUA .

— B IIeyaTHOH popMe yBeTn4eHHBIM PU(TOM, — B GOpPME IIEKTPOHHOTO JOKyMeHTa. Jlis
JIMII C HApYILIEHUSMU CIyXa:

— B IIeYaTHOU (opme,

— B popMe PIIEKTPOHHOTO JIOKYMEHTA.

JList AL ¢ HapyIIEHUSIMU OITOPHO-JBUTaTEIbHOTO almapara:
— B IIeYaTHOU (opme,

— B (popMe PIIEKTPOHHOI'O TIOKYMEHTA.
Jnsg nui ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMU 370POBbsI MPENYCMOTpPEHA OpraHU3aIus
KOHCYJIBTAllMH C UCIIOJIb30BAHUEM DIEKTPOHHOM IOYTBHI.

JlaHHBIN TIepeYeHb MOKET OBbITh KOHKPETH3WPOBAaH B 3aBUCUMOCTH OT KOHTHHIEHTA
oOydJaronuxcs.

4. OueHOYHBIE CPeCTBA /ISl TEKYILEero KOHTPOJISA YCIIeBAeMOCTH M IIPOMEKYTOYHOM
aTTecTaluu.

4.1P0oHI OLIEHOYHBIX CPEACTB ISl IPOBECHUS TEKYero KOHTPOJIs.

I/IHIlI/IBI/IILyaJ'IBHBIC 3aga4un (BLIHOJ'IH}IIOTCH CTyJACHTaMU
CaMOCTOATCIIbHO U IpCAOCTABIIAIOTCSI B IMCbMCHHOM BI/IJIC).
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10.

11.

12.

13.

AnroputMm DES. Onucare NP-cnoxxHbIe 3a/1a4uu, JeKallue B OCHOBE aJITOPUTMA.
Kpunrocroiikocts anropurMa. Peann3oBars B BUJE NPOrpaMMHOIO IPUIIOKEHUS C
OKOHHBIM UHTEP(EHCOM.

Asroput™m AS. Onncats NP-ciioxHbIe 3a1a4H, JIeKAIMEe B OCHOBE aJlTOPUTMA.
Kpunrocroitkocts aniroput™ma. PeanuzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS C
OKOHHBIM HHTEp(EHCcOM.

Anroputm Feal. Onucars NP-crioxHbie 3a1a4n, JeKaliue B OCHOBE aJlTOPUTMA.
Kpunrocroiikocts aniroput™ma. PeanuzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS €
OKOHHBIM HHTEp(EHCOM.

Anroputm Cryptol. Onucars NP-cioxHble 3a/1auH, J€Kallle B OCHOBE aJrOpUTMa.
Kpunrocroiikocts anropurma. Peain3oBaTs B BUJIe TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM HHTEp(EHCOM.

Anroputm IDEA. Onucate NP-ciioxxHble 3a1auy, Jiexkaliyue B OCHOBE aJIFOpUTMa.
Kpunrocroiikocts anroputma Dragon. Peanu3zoBaTs B BUJIe TPOrpaMMHOTO IPHIIOKEHUS
C OKOHHBIM HHTep(eiicom.

AnroputMm ['OCT 94. Oncats NP-ciioxkHbI€ 3aa4H, JIEKAIIKE B OCHOBE aJlTOPUTMA.
Kpunrocroiikocts anropurma. Peain3zoBaTs B BUJI€ TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM HHTEP(EHCOM.

Anroputm Mickey. Onncats NP-crioxxHble 3a1auu, Jiexaliue B OCHOBE aJITOpUTMa.
Kpunrocroiikocts anropurma Safer64. PeanuzoBaTh B BU€ IPOrPaMMHOTO IMPUIOKEHUS
C OKOHHBIM HHTep(eiicom.

AnroputM Mosqito. Onrcats NP-cioxHbIe 3a7auu, Jiexallie B OCHOBE aJITOPUTMa.
Kpunrocroiikocts anropurma RC5-64. Peann3oBark B BUJ€ IPOrpaMMHOIO ITPUIIOKEHUS
C OKOHHBIM UHTEpQEiicoM.

AnroputMm Rabbit. Onucats NP-croxxHble 3a1aun, gexalue B OCHOBE aJlTOPUTMA.
Kpunrocroitkocts aniroput™ma. PeannzoBats B BUAE IPOrpaMMHOTO PUIIOKEHUS C
OKOHHBIM UHTEp(EHCOM.

Anroputm Loki 91. Onucats NP-crnoxxHble 3a7jaun, Jealine B OCHOBE aJIFOPUTMA.
Kpunrocroitkocts anroputma RC4. PeanuzoBarh B BUe MPOrpaMMHOTO MPUITIOKEHHUS C
OKOHHBIM MHTEp(EHCOM.

Anroputm CAST256. Onucate NP-cioxHbIe 3a1a41, JIeXkKalIle B OCHOBE aJirOPUTMA.
Kpunrocroitkocts aniroput™ma. PeannzoBats B BUAE IPOrpaMMHOTO PUIIOKEHUS C
OKOHHBIM MHTEP(EHCOM.

Anroputm SEAL. Onucate NP-crioxxHble 3a1auu, Jiexaliue B OCHOBE aJIFTOpPUTMa.
Kpunrocroitkocts aniroput™ma. PeannzoBars B BUAE IPOrpaMMHOTO TPUIIOKEHUS €
OKOHHBIM UHTEP(EHCOM.

Anroputm AES. Onucars NP-crnoxHbIe 3a7a4u, Jiexalliie B OCHOBE aJITOpUTMa.
Kpunrocroiikocts anropurma. Peann3oBars B BUJIE IPOrPaMMHOTO MTPHIIOKEHNUS €
OKOHHBIM UHTEP(EHCOM.
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

AnroputM GMR. Onncate NP-cioxHbI€ 3a7a4H, JISKAIINE B OCHOBE aJITOPUTMA.
Kpunrocroitkocts anropurma. PeainzoBaTh B BUJie TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM UHTEP(EHCOM.

Anroputm Wake. Onucate NP-criokHbI€ 3a/1a4H, JIe)Kalue B OCHOBE aJITOPUTMA.
Kpunrocroitkocts aniroput™ma. PeanuzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS C
OKOHHBIM HHTEp(EHCcOM.

Anroputm Trivium. Onucars NP-croxxHbIe 331241, JeKallue B OCHOBE aJlTOpUTMa.
Kpunrocroitkocts asiroput™ma. PeasinzoBats B BUAE IPOrPaMMHOIO IPUIIOKEHUS €
OKOHHBIM HHTEp(EHCcOM.

Anroputm Skipjack. Onucats NP-ciioxxHbIe 3aauu, JeKaline B OCHOBE aJITOPUTMA.
Kpunrocroiikocts anropurma. Peain3oBaTs B BUJIe TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM HHTEp(EHCOM.

Anroputm Vest. Onucate NP-ciiosxHble 3a1aun, JieXallue B OCHOBE aJlrOpUTMa.
Kpunrocroiikocts anropurma. Peain3zoBaTs B BUJIe TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM UHTEP(EHCOM.

Anroput™m Frog. Onucare NP-cioxxHble 3a1a4y, JiesKalue B OCHOBE AJITOPUTMA.
Kpunrocroiikocts anropurma. Peann3oBats B BU€ NPOrPaMMHOIO ITPUIIOKEHUS €
OKOHHBIM HHTEP(EHCOM.

Anroputm VMPC. Onucats NP-cnoxxHbI€ 3a/1auu, JexKanye B OCHOBE aJIrOPUTMA.
Kpunrocroiikocts aniroput™ma. PeanuzoBats B BUAE IPOrpaMMHOTO IPUIIOKEHUS €
OKOHHBIM UHTEP(EHCOM.

AnroputMm Serpent. Onucars NP-ciioxHbIe 3a1a4u, J€Xallllie B OCHOBE alIrOpUTMa.
Kpunrocroiikocts airoput™ma. PeannzoBats B BUAE IPOrpaMMHOTO IIPUIIOKEHUS €
OKOHHBIM HHTEp(EHCcOM.

AnroputMm Oryx. Onucate NP-croxxHbie 3a/1auu, Jie)Kalme B OCHOBE aJITOPUTMA.
Kpunrocroitkocts asiroput™ma. PeasinzoBars B BUA€ MPOrPaMMHOTO PUIIOKEHUS €
OKOHHBIM HHTEpdEeicoM.

Anroput™m TEA. Onucate NP-cioxHbIe 3a1a4H, JIeXkKalile B OCHOBE aJrOpUTMa.
Kpunrocroitkocts aniroput™ma. PeannzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS C
OKOHHBIM MHTEp(EHCOM.

Anroputm Salsa20. Onucars NP-croxkHbIe 3a/1a4H, JIeXKalllue B OCHOBE aJroOpuTMa.
Kpunrocroitkocts aniroput™ma. PeannzoBats B BUAE IPOrpaMMHOTO PUIIOKEHUS C
OKOHHBIM HHTEpdEicoM.

Anroputm Mars. Onucate NP-crioskHbie 3a/1aun, Jie)Kalme B OCHOBE aJITOPUTMA.
Kpunrocroitkocts airoput™ma. PeasinzoBars B BUAE MPOrpaMMHOTO MPUIIOKEHUS C
OKOHHBIM HHTEpQEicoM.

Anroputm Mugi. Onncate NP-croxHbIe 3a7auu, Jiexallire B OCHOBE aJIrOpUTMa.
Kpunrocroiikocts anropurma. PeaninzoBaTs B BUJie TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM HHTEpQeicoM.
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27. Anroputm Blowfish. Omucats NP-croskabIe 3a/1a4u, JIe)Kalye B OCHOBE aJITOPUTMA.
Kpunrocroitkocts anropurma. PeainzoBaTh B BUJie TPOrPaMMHOTO IPHIIOKEHUS C
OKOHHBIM UHTEP(EHCOM.

28. Anroputm Pike. Onucats NP-cioxHBIE 331241, JIeXkKaIIHEe B OCHOBE aJITOPUTMA.
Kpunrocroitkocts aniroput™ma. PeanuzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS C
OKOHHBIM HHTEp(EHCOM.

29. Anroputm ['OCT 2012. Onucats NP-croxHbIe 331a4H, JIeXkKaIlie B OCHOBE allTOpPUTMA.
Kpunrocroiikocts aniroput™ma. PeanuzoBars B BUAE IPOrpaMMHOTO IPUIIOKEHUS €
OKOHHBIM HHTEp(EHCcOM.

30. Anroputm DSA. Onncats NP-criosxHbIe 33124, JI€Kallie B OCHOBE allTOPUTMA.
Kpunrocroiikocts anroputrma. Peann3oBars B BU€ MPOrpaMMHOIO MIPHIIOKEHUS C
OKOHHBIM HHTEp(EHCOM.

4.2 DoHJ 01IEHOYHBIX CpPpEeaCTB 1Jisl IPOBEIACHUS l'[pOMe?KyTO‘lHOﬁ aTTeCTallum.

Bomnpocs! 1151 mpoMexyToYHO#M aTTeCTAlMUIIO0 UTOTaM OCBOSHUS TUCHIUTLITUHBI:
I'pynma. [Hoarpynmna.
I'pyna nocTaHOBOK.
Komnbo. Uneansl. Kinaccrl BEIUETOB.
Komp1ia noanHOMOB.
Koneunsie moJs.
Komb110 BEIYETOB.
AJropuTMBI YMHOKEHUS, oOpaieHus, seraucienus HOJI.

W3Bneuenue KOpHeﬁ B KOHCYHOM IIOJIC.

© o N kDN PE

Brruucnenue cumBona Slkoou. [IpoBepka Ha mpocTOTY.

=
o

. OCHOBHbBIE TIOHATHS U OTIPEJIEJIEHUS] KpUNITOrpaduuecKoil 3amuTsl HHGOpMaIum.

-
-

. [Mu¢pposanwue.

[ERY
N

. Aytentudukanus.

=
w

. Cucrema RSA. JleTepMUHUPOBAaHHBIE METO/IbI PA3I0KEHUS.

H
o

. Cucrema RSA. BeposiTHOCTHBIE METOIbI PA3IOKEHHUSL.

[ERY
ol

. luckpetHoe JorapugmupoBaHue B KOHEUHOM mosie. 3anada udou-Xenamana.

[ERY
»

. [ludpoBanme ¢ OTKPHITHIM KIFOUOM I TPYIIIBI BBIUUCIMMOIO MOPSAIKA.

-
\l

. [llupoBanme ¢ OTKPHITHIM KIFOYOM I IPYIIIbI TPYAHOBBIYUCIMMOTO MOPSIKA.

=
oo

. lludpoast moaAnucer Ha TpyIIe TPYIHOBBIYUCIUMOTO OPSIIKA.

=
O

. ]_II/I(prBaH MMOANUCH Ha I'PpYHIIC BBIYUCIUMOTO ITOPAaKaA.

N
o

. CxeMbl MMPCABABICHUA OHUTOB. KpI/IHTOF pa(bnquKHe MIPOTOKOJIBI JOKAa3aTCJIbCTBa C
HYJICBBIM pa3rjIalliCHUCM.

21. Kpunrorpadudaeckne MIPOTOKOJIBI  Tepeaaun uH(popMalLuu co
ctupanueM. Kpunrorpapudeckuii mpoToKos pa3feeHus CeKpera.

22. Kpunrorpaduueckue MpoTOKOIBI YIIPAaBICHHS KIFouaMu. BpemeHHas MeTka.
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23.

briounsie mudpsr.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

PesxuMer mmdpoBanus.
Mudp DES.

MIudp FEAL.

IIndp IDEA.

Mugp RCS.
Mudp Blowfish.
Mudp SAFER.
[udp AES.
[Mudp MDS.

Kpurepuii onieHnBanus:

IIudp TOCT 28147-89.

IIudp TOCT P 34.11-94.

Xomr-pyHKuus. X31IUpOBaHUE.

OcHoOBHBIE TOHATHS KiIaccuieckoi kpunrorpaduun. [udpsl 3aMeHbI U TEPECTAHOBKH.

Ouenka
YaoBieTrBopuTeaBLHO Xopowo OtanvHo
° €ClIni CTYACHT yKasanl | ° €CJIM CTYACHT B LICJIOM BEPHO | ¢ eciu CTYJEHT BEPHO PELLINI

HaIpaBlieHUe peLIeHUs 3aJaud U
MOJIyYMJT  «YZOBJIETBOPUTEIHHO»
IO JIByM BOITpOCam

. €CIM  CTYOEHT  BEpHO
pemt 3amaqy; TOJTY YHJII
«XOPOIIO» WIN «OTIINIHOY TTO

OTBETY XOTA OnI Ha OJWH BOIIPOC

pemuni 3a1a4y U HOTyIHIT
«XOPOIIIOY TI0 IBYM BOIIpOCaM

. €CJIA CTYJICHT B I[EJIOM BEPHO
pemn 3a1a4y U Oy IHIT
«YIIOBJIETBOPUTEIHHO» IO OJHOMY
BOTIPOCY U «OTIMYHO» XOTsS OBl Ha
OJIVH BOTIPOC

3aa4dy U HOIYYHIT «XOPOLIO»
XOTs1 OBI IO OAHOMY BOIIPOCY
u

«OTJIMYHO» TIO JIPYyroMy

OHGHK& CKHCYAOBJICTBOPUTECIBbHO» BBICTABIACTCA IMPHU HCBO3MOXHOCTH ITOCTABUTH OLICHKY

«y,I[OBJ'ICTBOpI/ITeJ'ILHO», ((XOpOH_IO», «OTIHIHOY

OneHouHBIE CPENCTBA 711 UHBAIMJIOB U JIUL] C OTPAHMYEHHBIMHA BO3MOYKHOCTSIMH 3/10POBbSI
BBIOMPAIOTCS C YYETOM UX MHIUBUAYAIbHBIX IICUXO(PU3NIECKHX OCOOCHHOCTEM.

— IIpH

HEOOXOIUMOCTH

HHBaJInaaM u

JunaMm C

OIrpaHU4YC€HHBIMUA

BO3MOXHOCTAMHU 300POBbA IPCAOCTABIIACTCA JOTIOJHUTCIBHOC BPpEMA JIA ITIOATOTOBKH

OTB€Ta HAa 5K3aMCHC,

— TpU TPOBEIEHUU NPOLEAYPHI

OLCHUBAHUA PC3YJIbTATOB 06y‘-ICHI/ISI

HWHBAJIWJ0B U JIUI C OrPaHUYCHHBIMH BO3MOXKHOCTAMU 3J0POBE NIPEAYyCMATPUBACTCA

HCIIOJIb30OBAHHUC TCEXHHUYCCKUX CPCIACTB,

HHAUBUAYAJIbHBIMU OCOGCHHOCTHMI/I;
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— TOpu  HEOoOXOJUMOCTH s O0yyarouMxcs C  OrpaHUYECHHBIMHU
BO3MOKHOCTSIMA 3JI0POBbsI M HMHBAJIUAOB Ipolieypa OICHUBAHUS PE3YJIbTATOB
00ydYeHUs 10 TUCIUTUINHE MOXKET MPOBOUTHLCS B HECKOJILKO ITAIOB.
[Ipouienypa olieHMBaHUSA PE3yJIbTATOB OOYUYEHUS MHBAIMUJIOB U JIMIl C OIPAHMYECHHBIMU
BO3MOXXHOCTSIMU 3JI0POBBS 10 AUCLUIUIMHE MPEAyCMaTPUBAET MpeloCTaBleHne HH(OpMAaLUU B
¢dbopMax, afanTUPOBAHHBIX K OTPAHUYCHHSIM UX 37J0POBbS U BOCIIPUATHS UH(DOPMALIUU:

Jlig au1 ¢ HapyIIEeHUSIMU 3PEHUSL:

— B medaTHOM (opme yBelW4eHHBIM mIpU(PTOM, — B QOpMe 3IEKTPOHHOTO
JOKYMEHTA.

JJis U1 ¢ HapyIICHUSIMH CITyXa:
— B TedaTHOU (opme,
— B (popMe 3IIEKTPOHHOTO JIOKYMEHTA.

J1J1s1 JIU1 ¢ HApYIICHUSIMH OTIOPHO-JIBUTATEIBHOTO arapara:
— B IIeYaTHO# dopme,

— B cbopMe QJICKTPOHHOI'O JOKYMCHTA.

JlaHHBIA TepeYeHb MOXKET OBbITh KOHKPETHU3WPOBAH B 3aBHCHMOCTH OT KOHTHHI'CHTA
o0y4aromuxcs.

S. IlepeyeHb OCHOBHOM M JONOJTHUTEJBHOMH YUeOHOI JTUTEepPaTyPhl, HEOOXOAUMOI IS
OCBOCHUSA TMCUMILINHBI.

5.1 OcHoBHasi InTEpaTypa:

1. TIpoxopona, O.B. UndopmannonHas 6e30macHOCTh U 3aliuTa HHGOPMAIUY :
y4eOHUK /

O.B. IlpoxopoBa ; MunucrepctBo o0pazoBanus u Hayku PD, denepanbHoe
rocyJapcTBEHHOE 010/ IKETHOE 00pa30BaTEIbHOE YUPEKICHUE BBICIIETO
npodeccuoHanbHOro oopazoBanust «CamapcKuil rocy1apcTBEHHBIN
ApXUTEKTYPHOCTPOUTEIBHBIN YHUBEpcUTETY. - Camapa : CaMapckuii rocy1apcTBEHHBIN
aApXUTEKTYPHOCTPOUTEIbHBIN yHUBEpCUTET, 2014. -
http://biblioclub.ru/index.php?page=book&id=438331.

2. Jlanonwuna, O.P. Kpunrorpagudeckne ocHoBbl 6e3onacHoctr / O.P. JlanonuHa.
- Mocksa : Hantmonansnsiii OTkpeIThiil YHUBEepeuTeT « MHTYUT», 2016.

3. Ilerpenko, B.M. Teopernueckue OCHOBBI 3aIIUTHl HHPOpMAIMH : ydeOHOE
nocobue / B.U. Ilerpenko ; MunucrepctBo o0pa3oBanus u Hayku Poccuiickoii
Oenepaunn, denepanbHOE TOCYyIapCTBEHHOE AaBTOHOMHOE 00Opa3oBaTelIbHOE
yupexaeHue Bbiciero npodeccruonanbHoro oopasosanus «CesepoKaBkazckuii
benepanbHbIil yHUBEpcuTeT. - CTaBpomnoins : CKOY, 2015. —

https://biblioclub.ru/index.php?page=book_red&id=458204&sr=1

4. ®dopoy3zan, b.A. Maremartuka kpuntorpaduu u teopus mmdposanus / b.A.
®dopoy3aH. -

2-¢ u3n., uctp. - M. : HanmonaneHberit OTkpeITeii YHUBepcuTeT «MHTYUT», 2016. -
https://biblioclub.ru/index.php?page=book red&id=428998&sr=1
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ﬂJ’IH OCBOCHH NJUCHUIUIMHBI MHBAJIMJAMHA U JIMIAMU C OrPaHUYCHHBIMH BO3MOKHOCTAMU
3J0POBbA UMCIOTCA U3JaHHA B 3JICKTPOHHOM BH/IC B 3JIGKTpOHHO-6I/I6HI/IOTe‘IHbIX CUCTEMax

«JIanp» n «¥Opaifr».

5.2 JlonoJiHuTeIbHAS JINTEpPaTypa:

1. bacanora, I'.B. OcHoBbl kpuntorpaduu : kypc aekumii / I'.B. bacamnosa ;
HanmonanpHbIi

Otkpsiteiid YauBepcutetr "MHTYUT". - Mocksa : UHTepHET-Y HUBEPCUTET
WNudopmannonnsix Texnonornid, 2011. - 253 c. ; To xe [Dnexrponnslii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=233689 2. Cepreesa, 10.C.
3amura uapopmanuu. Koncnekr nexuuii [ DnekTpoHHbIN pecypc] : yuel. mocodue —
OnekTpoH. nan. — Mocksa : A-Tlpuop, 2011. —
https://biblioclub.ru/index.php?page=book_red&id=72670&sr=1 3. T'onukos, A.M.

3ammra nHGOpPMaUU B MHHOKOMMYHHUKAIIMOHHBIX CHCTEMAX M CETsX : yueOHoe mocobue /
A M. I'onukoB ; MunucrepcTBo oOpa3oBaHus 1 Hayku Poccuiickoit @enepaunu, ToMckuit

I'ocynapcrBennsiit YHauBepcuteT Cuctem Ynpasnenus u Paguosnekrponuku (TYCVYP). -
Tomck : Tomckuii rocy1apCTBEHHBIH YHUBEPCUTET CUCTEM YIPABICHUS U PaJUO3IEKTPOHUKH,
2015. — https://biblioclub.ru/index.php?page=book_red&id=480637&sr=1

4. Jlono3zos, H.JI. [IporpamMmMHbIe cpeacTBa 3amuThl HHGOpMAIUK : KoHcneKT jdekuuid / H.JIL.
Hono3zos, T.A. I'ynabTsieBa ; MunucrepctBo oOpa3oBanus U Hayku Poccuiickoit

Oenepaunn, HoBocuOUpPCKHII TrOCyZapCTBEHHBIM TEXHUYECKUH YHUBEPCUTET. -
HoBocubupck : HITY, 2015. —
https://biblioclub.ru/index.php?page=book_red&id=438307&sr=1

5. bab6enko, JI.U. [TapannenbHble aNropuT™Mbl I PELIeHUs 3a1a4 3alluThl HHGOpMauu /

JLU. babenko, E.A. Nmyxkosa, N.JI. CugopoB. - MockBa : WznarensctBo ['opsuas
nunaus Tenekom, 2014. - https://e.lanbook.com/reader/book/63228/#1.

5.3. Illepuoauyeckne U3IaHNUs:

BeraucnutenbHbIe METOABI M nporpaMMHUpOBaHHNC

MartemMaTuueckoe MOACIINPOBAHUC

w N e

[Tpuknaanas nHGpOpMaTHKa
4. TlporpammupoBaHue

6. [lepevyeHn pecypcoB HH(POPMAINMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH « MHTEepHET»,
HEOOXOAUMBIX /IJIs1 OCBOEHMS IV CHUTIUHBI.

1. Ha3nauenue wu CTPYKTypa  aJrOpUTMOB HIM(PPOBAHUS—
URL.:http://www.ixbt.com/soft/alg-encryption.shtml

2. Kpunrorpadudeckue airopuTMbl, MpUMEHsieMble I obecriedeHuss WHQPOPMAITMOHHOMN
0€301acHOCTH MPU B3aUMOJICHCTBUH B
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http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://www.edu.ru/

MHTEPHETURL:http://www.bnti.ru/showart.asp?aid=797&IvI=04.03.07.

1. MeToauuecKkue YKazaHusd IJId Oﬁy‘lalOIIII/IXCH 10 OCBOCHHUIO JUCHUIIJIUHBI.

ITo nucuuImHe npeyCMOTPEHO IPOBEACHUE IPAKTUYECKUX 3aHATHM, HA KOTOPBIX JAeTCs
NPUKIaJHON CHCTEeMaTH3MPOBAHHBIA MaTepuan. B xoje 3aHATHI pa3OuparoOTCs aarOpUTMBI U
CTPYKTYpBI IpelCcTaBIeHus IpadoB, a TAKKE MPUBOIATCS MPUMEPHI pa3pabOTKHU MPOTrPaAMMHBIX
npuinokeHu. Ilocime NpakTUYECKOro 3aHATHA PEKOMEHAYETCS BBIIIOJHUTH YIPAKHEHMUS,
IPUBOJIMMEIE B ayIUTOPUU JUIS CAMOCTOSATEIILHON pabOTHI.

[Ipu camocTosiTensHOW paboOTe CTYIEHTOB HEOOXOAUMO H3Yy4YUTh JIHTEPATypy,
NPUBE/ICHHYIO B IIEPEYHSX BBIIIE, AJIS1 OCMBICIICHHS BBOJUMBIX ITOHATHH, aHATIM3a PEII0KEHHBIX
MOJIXOJIOB M METOJIOB Pa3pabOTKH mporpamm. PaspabaTbiBasi penieHue HOBOW 3a/aud CTYJCHT
JOJDKEH YMETh BBIOpaTh 3((EeKTUBHBIC U HAJEKHBIE CTPYKTYPHl AAHHBIX JJIsl TMPEACTaBICHUS
uHpOpMaIHH, 10100paTh COOTBETCTBYIOIINE aITOPUTMBI U UX 00paOOTKH, YyUeCTh CHEUUPHUKY
s3bIKa MIPOrPaMMHUPOBAHUS, Ha KOTOPOM Oy/IeT BBINOIIHEHA peanu3aiyst. CTyJIeHT T0JDKEH YMETh
BBIIIOJIHATh TECTUPOBAHUE M OTJIAAKy aJFOPUTMOB pEIICHUs 3a7ad C LIEJIbI0 OOHApyKEeHUs U
YCTpaHEHHUS B HUX OLINOOK.

B ocBoenun AUCHUIUIMHBI MHBAJIMJAMH U JIMIIAMH C OTPaHUYCHHBIMHW BO3MOXXHOCTIAMU
30pOBbsl OOJBIIOE 3HAYCHHWE HMMEET HWHIWBHIyanbHass ydeOHas pabora (KOHCYJIbTaLlUH) —
JOTOJHUTEIBHOE Pa3bsICHEHHE y4eOHOr0 MaTepHaa.

I/IH,I[I/IBI/II[yaJ'IbHBIC KOHCYJIbTalUU 110 TIPEAMCTY ABJIAIOTCS  BaKHBIM (I)aKTOpOM,
CHOCO6CTByIOHII/IM HHIAWBUYyaIU3aluN O6y‘IGHI/I$I M YCTAHOBJICHHUIO BOCHHUTATCIbHOI'O KOHTAKTa
MCXKAY IIperoaaBaTciicM U O6y‘IaIOIJ_II/IMC$I HHBAJIXMJIAOM HWJIKM JIMOIOM C OIpaHUYCHHBIMHA
BO3MOXHOCTAMHU 310POBbA.

8. Ilepeyenb HHGOPMALMOHHBIX TEXHOJIOTHH, HCMOJIB3YEeMbIX PH OCYIIECTBJICHUHU
00pa30BaTeILHOTO NMpoLecca Mo JUCHHUIIJIMHE.

8.1 Ilepeyenb MH(POPMAMOHHBIX TEXHOJIOTHIA.

— [IpoBepka qomamHuxX 3aaHUN U KOHCYJIbTUPOBAHUE ITOCPEICTBOM
3JIEKTPOHHOU MOYTHI.

— Mcrionb30BaHWE DJIEKTPOHHBIX IPE3CHTAlMA IIPU  MPOBEACHUU
MIPAaKTUYECKUX 3aHATUH.

8.2 IlepeyeHb HEOOXOAUMOTO MPOrPAMMHOI0 O0ecTeYeHHs.

— KommunaropsizeikaC++(«MicrosoftVisualStudio 12»).

—IIporpammel 111 JIE€MOHCTpallMd M CO3JaHMS  IpE3eHTAlUi
(«MicrosoftPowerPoint»). — [Iporpammel, mogaepxusatoriie OLE
cepBepa(«MicrosoftWordy», «MicrosoftExcel»).

8.3 IlepeyeHb MH(POPMAMOHHBIX CIIPABOYHBIX CHCTEM:
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9.

1. CnpaBouno-nipaBoBas cuctema «Koncynprant [Timocy
(http://www.consultant.ru)

2. DnexktponHas 6ubnuoreuynas cucrema eLIBRARY.RU
(http://www.elibrary.ru)/

MarepuajibHO-TeXHHYeCKasi 0a3a, He00X0AUMAas 1JIsl OCYIIeCTBJIEHUS
o0pa3oBaTeIbHOrONpoIecca MO JUCHHILIHHE.

MaTepI/IaJ'IBHO-TeXHI/I‘ICCKOG obecneyeHne JUCHUITIIMHBI 1

Ne Bua pa6or
OCHAIIICHHOCTH
1. .HCKI_[I/IOHHBIC 3aHATUA Ay,I[I/ITOpI/ISI, YKOMILICKTOBaHHAasA CHCHHaHHSHpOBaHHOfI
MC6CJ’IBI—O U TCXHUYCCKHMH CPCACTBAMU O6y‘lCHI/I$I
2. JlaGopaTopHbie 3aHsTHs | AyauTopus, YKOMILIEKTOBaHHAs CIIELIMATU3UPOBAHHOMN
MeOenpl0 M TEXHHYECKUMH  CpeICcTBaMH  O0OydeHus,
KOMIIBIOTEPAMH, ITPOCKTOPOM, IIPOrpaMMHBIM 066CHC‘ICHI/ICM
MS Windows, MicrosoftVisualStudio 12,
MicrosoftPowerPoint, MicrosoftWord, MicrosoftExcel
3. Tekymumii Aynutopus, YKOMILJIEKTOBaHHAs CIIeLIMATM3UPOBAHHOMN
KOHTPOIIb, MeOEILI0 u TEXHUYECKUMMU cpeacTBaMu oOy4eHus,
IPOMEKYTOUHAS KOMIThIOTEpPaMH, NPOrpaMMHBIM oOecrnieueHrneM MS Windows,
arTecTays MicrosoftVisualStudio 12, MicrosoftPowerPoint,
MicrosoftWord, MicrosoftExcel
4, CaMocTosTenbHast Kabuner g1 camMocTosATEeNbHON  pabOThI, OCHAICHHBIN
pa60Ta KOMHBI—OTGpHOﬁ TEXHUKOU C BO3MOYKHOCTBHIO IMOOKIKUYCHUS K

cet «VHTepHET»,IPOrpaMMOil AKPAaHHOTO YBEIUYECHUS U
o0ecreyeHHbI I JOCTYTIOM B AIEKTPOHHYIO
nH(pOPMallMOHHOOOPa30BaTENbHYIO Cpely YHUBEPCUTETA.
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Goals and objectives of studying the discipline.

1.1 The purpose of mastering the discipline.

The discipline is devoted to the study of modern concepts of information
security and their application in ensuring the protection of information and the safe
use of software in computing systems. The purpose of the discipline is to teach the
student information security methods and their use in the field of information security.

The educational goal of the discipline is to develop in students a scientific, creative
approach to mastering technologies, methods and means of producing and protecting
software. Give students the mathematical foundations of information security.

The selection of material is based on the need to familiarize students with the
following modern scientific information: methods of information security; areas of
application of information security; about cipher analysis technologies.

The content of the discipline is determined by the general objectives in the preparation of a
master's degree.

The scientific basis for constructing the program of this discipline is the
theoretical-pragmatic approach to teaching.

The student must carry out professional activities and be able to solve problems
corresponding to the discipline program.

After mastering the discipline, the student acquires theoretical knowledge and
practical skills in the application of information security tasks; information security
methods; areas of application of various information security methods; stages,
methods and tools of information security; principles of construction and operation of
information security systems; cipher classifications; basics of organization of
identification and digital signature; principles of constructing and using passwords;
knows how to analyze and determine the optimal method of protecting information;
formulate requirements for a subject-oriented information security system and
determine possible ways to fulfill them; formulate and solve problems of organizing
the digital signature process; formulate and solve problems of organizing the
identification process; implement a given method of information security in a
programming language; solve cipher analysis problems.

An exam is provided as the main form of final control in the discipline under
consideration.

1.2 Objectives of the discipline.

The objective of the discipline is to present the theory of information security and the practice of
applying cryptographic protection algorithms. The main objectives of the discipline based on a systematic
approach:

* Describe the problem area of information security.
* Give a description of the practical application of the theory of finite fields in the theory
information protection.
+ Expand the concepts of generating pseudo-random sequences.
3



+ Expand the concepts of information security methods.

* Expand the concepts of methods for constructing modern software systems.

* Provide skills for practical work with information security methods.
* Provide practical skills in solving identification problems.

* Provide practical skills in solving digital signature problems.
The content of the discipline is determined by the general objectives in the preparation of a
master's degree.
The scientific basis for constructing the program of this discipline is the
theoretical-pragmatic approach to teaching.

1.3 Place of discipline in the structure of the educational program.

The discipline “Modern technologies for transmitting and protecting information” is
included in the basic part of Block 1 “Disciplines (modules)” of disciplines that form knowledge
and skills in the field of modern software development. The discipline is based on knowledge in
the field of discrete mathematics, mathematical logic, programming, and databases. The
discipline expands students' knowledge in the field of creating software systems, data
protection and knowledge.

The discipline is closely related to the disciplines “Mathematical modeling of
information systems and processes”, “High-performance programming technologies”.

The learning outcomes include: fundamental training in the basics of
professional knowledge; the ability to understand the essence and significance of
information in the development of a modern information society, to recognize the
dangers and threats that arise in this process; compliance with basic information
security requirements, including the protection of state secrets; knowledge of the basic
methods, methods and means of obtaining, storing, processing information; has skills
in working with a computer as a means of information management; ability to analyze
and synthesize; the ability to determine general forms, patterns, instrumental
means of this discipline; skill

understand the task at hand

ability to competently use the language of the subject area;

ability to extract useful scientific and technical information from electronic
libraries, abstract journals, the Internet knowledge of mathematical

fundamentals of computer science as a science

knowledge of the problem of modern computer science, its categories and connections with
other scientific disciplines; knowledge of the content, main stages and development trends
programming,
software and information technology.

1.4 List of planned learning outcomes in the discipline,
correlated with the planned results of mastering the educational program.



The student must carry out professional activities and be able to solve problems

corresponding to the discipline program.

Know 1) areas of application of information security tasks;
2) encryption standards;
3) methods of information security;
4) areas of application of various information security methods;
5) stages, methods And tools
information security.
6) principles of construction and operation of information security
systems;
7) ability to develop and analyze conceptual and theoretical
models
8) classification of ciphers;
9) basics of organizing identification and digital signature;
10) principles of constructing and using passwords;
11) legal and ethical consequences of gaining access to information by an
unauthorized person
Be able to 12) conduct analysis and determine the optimal method of protecting information;
13) formulate requirements for a subject-oriented information
security system and determine possible ways to fulfill them;
14) analyze encryption models when organizing data protection
15) formulate and solve problems of organizing the digital signature process;
16) formulate and solve problems of organizing the identification process;
17) implement a given method of information security in a programming
language;
18) use a mathematical apparatus that determines the code; 19) solve problems
of cipher analysis;
20) assess the consequences if a key or cipher is compromised
Own 21) methodologies and paradigms for building information security

systems;

22) methods for designing information security systems;

23) methods for constructing analysis algorithms;

24) methods for constructing identification systems;

25) methods for determining the requirements and composition of tools,
measures for the information security system;

26) skills in assessing legal and ethical data compromises

27) methods for determining and creating a cipher




As a result of studying

No Index The content of the competency (or its academic discipline
: competencies partS) students must
P-p- KNOw | beabero | OWN
1. OPK-5 ability use 1,2,3,5 12, 13| 25,26
in-depth knowledge of legal and 6,9, 19,20
ethical standards when assessing 10
consequences his
professional activities,
in the development and implementation
of socially significant projects
2. OK-2 readiness act V|24,5 12, 13| 22, 25,26
non-standard  situations, carry | 6,10 20
social And ethical
responsibility for accepted
solutions
3. PC-2 ability use 2,3,5 |14, 1521, 22
in-depth theoretical and 7,9 16 23,24
As a result of studying
N Index The content of the competency (or its academic discipline
0 competencies parts) students must
P-p- KNOW | beavero | OWN
practical knowledge in the field of
information technologies and
applied mathematics,
fundamental concepts and
systemic methodologies
international And
professional standards in
areas of information
technologies
4. PK-5 ability manage 1,2,5 12, 1723, 24
projects,  to plan 7,8,10 150 19} 25, 27

research activities, analyze risks,
manage the project team

2. Structure and content of the discipline.

2.1 Distribution of the labor intensity of the discipline by type of work.

The total labor intensity of the discipline is 5 credit units. (180 hours), their distribution by
type of work is presented in the table:

Type of educational work

Total
hours 1

Semesters(hours)




Contact work, including:

Classroom lessons (total): 72
Lecture-type classes 24 - - -
Laboratory exercises 47.8 - -
Other contact work:
Interim certification (ICR) 0.3
Independent work, including:
Study of educational (theoretical) material 20.8 - -
Completing individual tasks 27 - - -
Preparation for current control - - - -
Control:
Exam preparation -
Total labor intensity hour. 72 - - -
including contact work 24.2
zach. units 2

The intermediate certification procedure takes the form of an exam.

2.2 Structure of the discipline:Distribution of types of educational work and their labor
intensity by sections of the discipline. Sections of the discipline studied in the 1st
semester (full-time). Type of intermediate certification: exam.

No. Name of sections Number of hours
Classroom |Extracurricular
Job Job
Total ntrol
L | LR | SR |7
1 Basic concepts And ' story ' 5 5 18 18
development of information security. 4
5 End fields. Ponnomlgls over a finite field. 15 | 3 3 5 5
Sequences over a finite field.
3 Replacem'ent ciphers. Permutation ciphers. 211 3 3 5 )
Gamma ciphers.
3  |Block encryption systems. 151 3 3
3  |Stream encryption systems. 13| 3 3
3 |Identification. Digital signatures. 17| 2 2 2.2 2.2
2 Interim certification (ICR) 1 2 2
Total for the discipline: 72 |24 | 47 | 478 14
16

Note: L - lectures, PZ - practical classes/seminars, LR - laboratory classes, SR -

student’s independent work

2.3 Contents of discipline sections:

2.3.1 Lecture-type classes.




Form

Na. Name . Section Contents current
section
control

1. |Basic concepts and Data protection. Information security threats. interview
history of development Threats informational
informational security.
security.

2. [Final fields. |Final fields. Characteristic fields.| interview,
Polynomials aoe | Multiplicative group of a finite field. Irreducible |ndividual
final field. polynomials. The order of a polynomial over a exercise
Sequences finite field. Sequences over finite
over the final field. field. Pseudorandom

sequences and their application. Linear
recurrent sequences over a finite field.

Linear recurrent
sequences like pseudorandom
sequences.

3. |Replacement ciphers. Mathematical model cipher replacements. | INTErview,
Ciphers Classification of replacement ciphers. Simple individual
permutations. substitut?on stream ciphers. Fryptanalysfs of a simple exercise

. substitution stream cipher. Simple substitution block
Clpher§ ciphers. Polyalphabetic substitution ciphers. Disk
gamming. polyalphabetic substitution ciphers. Ciphers

permutations. Route

permutations. Elements of cryptanalysis of
permutation ciphers. Tabular gamming. On the
possibility of restoring the probabilities of gamma
signs.

4. |Block systems Block systems  encryption. Principles |interview,
encryption. building block ciphers. American data i”di"id”‘?'

encryption standard DES. Data encryption exerese
standard GOST 28147-89. Methods
analysis of block encryption algorithms

5. |[Flow systems Stream encryption systems. A5 encryption interview,

encryption. system. Gifford cipher system. Linear shift individual
registers. Berlekamp-Massey algorithm. exereise
Methods for analyzing stream ciphers.

6. (Identification. Identification. Fixed passwords. | interview,

individual

Digital signatures.

Passphrases. Attacks on fixed passwords. One-
time passwords. Zero knowledge protocols.
Attacks on identification protocols. Digital
signatures. Digital signature of Fiat-Shamir.
ElGamal's digital signature. One-time digital
signatures.

exercise




2.3.2 Seminar-type classes.

Not provided

2.3.3 Laboratory exercises.

Form
No Name of laboratory work current
control
1. |Basic ciphers. individual
exercise
2. |Strength of ciphers. individual
exercise
3. |End fields. Field characteristics. Multiplicative group of a finite individual
field. exercise
4. |Irreducible polynomials. The order of a polynomial over a individual
finite field. Sequences over a finite field. exercise
5. |Sequences over a finite field. Pseudorandom sequences and individual
their applications. Linear recurrent sequences over a finite field. ~ |exercise
Linear recurrent sequences as pseudorandom sequences.
6. | Mathematical model of the substitution cipher. Simple substitution stream | individual
ciphers. Simple substitution block ciphers. exercise
7. | Polyalphabetic substitution ciphers. Permutation individual
ciphers. Route changes. exercise
8. | Tabular gamming. individual
exercise
9. | Principles of constructing block ciphers. individual
exercise
10.[American data encryption standard DES and its individual
modifications. exercise
«een| Data encryption standard GOST 28147-89. Methods for analyzing |individual
block encryption algorithms exercise
12.|Stream encryption systems. individual
exercise
13.|Linear shift registers. individual
exercise
14.| Methods for analyzing stream ciphers. individual
exercise
15,/ Identification. Fixed passwords. Passphrases. individual
exercise
16.| Digital signatures. One-time digital signatures. individual

exercise

2.3.4 Approximate topics of coursework (projects)

Coursework - not provided




2.4 List of educational and methodological support for independent work of

students in the di

scipline

No.

Type of SRS

List of educational and methodological support for
the discipline on performing independent work

A

development

basic
history
informational
safety.

concepts

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A.
Kislyakov; Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational
Institution of Higher Professional Education "Novosibirsk State Pedagogical University", Federal State
Budgetary Educational Institution of Higher Professional Education "Moscow State Pedagogical
rqd/ersity". - Moscow ; Novosibirsk: [ARTA], 2012 Standards for the design of program source code and
modern integrated software development environments: educational and methodological manual.
Yu.V. Koltsov [etc.] - Krasnodar: Kuban State University, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for Systems
and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. The book was published in
2018

Managing Financial Cybersecurity Risks: Leadership Perspectives and
Recommendations for Systems and Institutions. Authors: Paul Rohmeier and
Jennifer L. Bayuk. 2018.

final
polynomials
finite
sequences
hell is a finite field.

fields.

above

field.

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A. Kislyakov;
Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational Institution of
Higher Professional Education "Novosibirsk State Pedagogical University", Federal State Budgetary Educational U

Institution of Higher Professional Education "Moscow State Pedagogical University". - Moscow ; Novosibirsk:

q

[ARTA], 2012 Standard for the design of program source code and modern integrated software development
environments: educational and methodological manual. Yu.V. Koltsov [etc.

- Krasnodar: Kuban State University, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. Books
published in 2018

Managing Financial Cybersecurity Risks: A Leadership Perspective Recommendations
for Systems and Institutions. Authors: Paul Rohmeier and Jennifer L Bayuk. 2018.

And
J

—

P>l

and

replacement numbers.

permutation numbers.

gamming figures.

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A.
Kislyakov; Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational
Institution of Higher Professional Education "Novosibirsk State Pedagogical University", Federal State
Budgetary Educational Institution of Higher Professional Education "Moscow State Pedagogical
University". - Moscow ; Novosibirsk: [ARTA], 2012 Standards for the design of program source code and
modern integrated software development environments: educational and methodological manual.
Yu.V. Koltsov [etc.] - Krasnodar: Kuban State University, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for Systems
and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. The book was published in
2018

Managing Financial Cybersecurity Risks: Leadership Perspectives and
Recommendations for Systems and Institutions. Authors: Paul Rohmeier and
Jennifer L. Bayuk. 2018.

local
encryption.

systems

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A. Kislyakov;

Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational Institution of A
Higher Professional Education "Novosibirsk State Pedagogical University", Federal State Budgetary EducationalU
Institution of Higher Professional Education "Moscow State Pedagogical University". - Moscow ; Novosibirsk: S|
[ARTA], 2012 Standard for the design of program source code and modern integrated software development S
environments: educational and methodological manual. Yu.V. Koltsov [other] - Krasnodar: Kuban State A
University, 2017

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. Books A
published in 2018

Managing Financial Cybersecurity Risks: A Leadership Perspective A

Recommendations for Systems and Institutions. Authors: Paul Rohmeier and
Jennifer L Bayuk. 2018.

nd

nd

nd
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List of educational and methodological support for

No, Type of SRS the discipline on performing independent work

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A. Kislyakov; |.
Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational Institution of And
Higher Professional Education "Novosibirsk State Pedagogical University", Federal State Budgetary Educational |
Institution of Higher Professional Education "Moscow State Pedagogical University". - Moscow ; Novosibirsk:  §
[ARTA], 2012 Standard for the design of program source code and modern integrated software development 9

—

environments: educational and methodological manual. Yu.V. Koltsov [etc.

absentee systems - Krasnodar: Kuban State University, 2017

encryption. Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. Books
published in 2018

Managing Financial Cybersecurity Risks: A Leadership Perspective Recommendations\nd
for Systems and Institutions. Authors: Paul Rohmeier and Jennifer L Bayuk. 2018.

P

Information security: a textbook for university students / S. V. Petrov, L. P. Slinkova, V. V. Gafner, P. A. Kislyakov; |.
Ministry of Education and Science of Russia. Federation, Federal State Budgetary Educational Institution of And
Higher Professional Education "Novosibirsk State Pedagogical University", Federal State Budgetary Educational |
Institution of Higher Professional Education "Moscow State Pedagogical University". - Moscow ; Novosibirsk:  §
[ARTA], 2012 Standard for the design of program source code and modern integrated software development 9

—

identiﬁcation environments: educational and methodological manual. Yu.V. Koltsov [etc.

6 : - Krasnodar: Kuban State University, 2017

digita| signatu res. Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for
Systems and Institutions.” 12 Authors: Paul Rohmeyer andJEnnifer L. Bayuk. Books
published in 2018

Managing Financial Cybersecurity Risks: A Leadership Perspective Recommendations\nd
for Systems and Institutions. Authors: Paul Rohmeier and Jennifer L Bayuk. 2018.

P

Educational and methodological materials for independent work of students
with disabilities and persons with limited health capabilities (HHI) are provided in forms
adapted to the limitations of their health and perception of information:

For people with visual impairments:

- in printed form in enlarged font, - in the form of an electronic document, For persons
with hearing impairments:

- in printed form,

- in the form of an electronic document.

For persons with musculoskeletal disorders:
- in printed form,

- in the form of an electronic document,
This list can be specified depending on the student population.

3. Educational technologies.

In accordance with the requirements of the Federal State Educational Standard, the discipline
program provides for the use of the following educational technologies in the educational process:
lecturing using multimedia technologies; small group method, analysis of practical problems and
cases.

The following educational technologies are used during training:

eleven



- Communication learning technology - aimed at developing
communicative competence of students, which is basic, necessary for adaptation to
modern conditions of intercultural communication.

- Technology of multi-level (differentiated) training - involves
carrying out cognitive activities of students taking into account their individual abilities,
capabilities and interests, encouraging them to realize their creative potential. The
creation and use of diagnostic tests is an integral part of this technology.

- Modular learning technology - provides for the division of content
disciplines into fairly autonomous sections (modules) integrated into the general course.
— Information and communication technologies (ICT) - expanding the scope
educational process, increasing its practical orientation, contribute to the
intensification of independent work of students and increase cognitive activity. Within
the framework of ICT, there are 2 types of technologies:

- Technology of using computer programs - allows you to effectively

complement the language learning process at all levels.

- Internet technologies - provide ample opportunities for searching

information, development of scientific projects, conducting scientific research.

-  Technology of individualization of learning - helps to implement a person-
centered approach, taking into account the individual characteristics and needs of
students.

- Project technology - focused on modeling social
interaction of students in order to solve a problem that is determined within the
framework of professional training, highlighting one or another subject area.

- Collaborative learning technology - implements the idea of mutual learning,
exercising both individual and collective responsibility for solving educational
problems.

- Game technology - allows you to develop skills in considering a number of possible
ways to solve problems, activating students' thinking and revealing the personal
potential of each student.

- Technology for the development of critical thinking - contributes to the formation
a versatile personality capable of thinking critically about information, the ability to
select information to solve a given problem.

The integrated use of all the above technologies in the educational process
stimulates personal and intellectual activity, develops cognitive processes, and
contributes to the formation of competencies that a future specialist should have.

The main types of interactive educational technologies include: — work in small
groups (teams) - joint activities of students in a group under the guidance of a leader,
aimed at solving a common problem through creative addition

12



the results of individual work of team members with the division of powers and
responsibilities;

- design technology - individual or collective selection activities,
distribution and systematization of material on a specific topic, as a result of which a
project is compiled;

- analysis of specific situations - analysis of real problem situations that occurred
in the relevant field of professional activity, and search for options for the best
solutions;

- development of critical thinking - educational activities aimed at
development in students of intelligent, reflective thinking, capable of putting forward new ideas
and seeing new possibilities.

The approach of analyzing specific tasks and situations is widely used by both
teachers and students during lectures, laboratory classes and analysis of the results of
independent work. This is due to the fact that when studying and solving each specific
problem, there are, as a rule, several methods, and this requires analysis and
assessment of a whole set of specific situations.

Topics, assignments and questions for independent work are designed to develop
information search skills, the ability to independently expand and deepen the knowledge
acquired during lectures and practical classes.

The case study approach is widely used by both teachers and students when
analyzing the results of independent work.

For persons with disabilities, consultations can be organized using e-mail.

For people with visual impairments:

- in printed form in enlarged font, - in the form of an electronic document. For people with
hearing impairments:

- in printed form,

- in the form of an electronic document.

For persons with musculoskeletal disorders:

- in printed form,

- in the form of an electronic document.
For persons with disabilities, consultations can be organized using e-mail.

This list can be specified depending on the student population.

4. Assessment tools for ongoing monitoring of progress and intermediate
certification.

4.1 Fund of assessment funds for ongoing monitoring.

Individual tasks (executed students
independently and provided in writing).
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1. DES algorithm. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

2. Algorithm A5. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

3. Feal algorithm. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

4. Crypto1 algorithm. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

5.AlgorithmIDEA. Describe the NP-hard problems underlying the algorithm. Cryptographic
strength of the Dragon algorithm. Implemented as a software application with a
window interface.

6.GOST algorithm94. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

7.AlgorithmMickey. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the Safer64 algorithm. Implemented as a software
application with a window interface.

8.AlgorithmMosquito. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the RC5-64 algorithm. Implemented as a software application
with a window interface.

9.AlgorithmRabbit Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

10.AlgorithmLoki 91. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the RC4 algorithm. Implemented as a software application
with a window interface.

eleven.AlgorithmCAST256. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with a
window interface.

12.AlgorithmSEAL. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

13.AlgorithmAES. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.
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14.AlgorithmGMR. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

15.AlgorithmWake. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

16.AlgorithmTrivium. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

17.AlgorithmSkipjack. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

18.AlgorithmVest. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

19.AlgorithmFrog. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

20.AlgorithmVMPC. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

21.AlgorithmSerpent. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with
a window interface.

22.AlgorithmOryx. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

23.AlgorithmTEA. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

24.AlgorithmSalsa20. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with
a window interface.

25.AlgorithmMars. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with
a window interface.

26.AlgorithmMugi. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.
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27.AlgorithmBlowfish. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

28.AlgorithmPike. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application
with a window interface.

29.GOST algorithm2012. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with
a window interface.

thirty.AlgorithmDSA. Describe the NP-hard problems underlying the algorithm.
Cryptographic strength of the algorithm. Implemented as a software application with
a window interface.

4.2 Fund of assessment funds for intermediate certification.

Questions for intermediate certification based on the results of mastering the discipline:
1. Group. Subgroup.
2. Group of productions.
3. Ring. Ideals. Deduction classes.
4. Polynomial rings.
5. End fields.
6. Ring of deductions.
7. Algorithms for multiplication, inversion, calculation of gcd.
8. Extracting roots in a finite field.
9. Calculation of the Jacobi symbol. Simplicity check.
10. Basic concepts and definitions of cryptographic information protection.
11. Encryption.
12. Authentication.
13. RSA system. Deterministic decomposition methods.
14. RSA system. Probabilistic decomposition methods.
15. Discrete logarithm in a finite field. Diffie-Hellman problem.
16. Public key encryption for a group of computable order.
17. Public key encryption for a group of hard-to-compute order.
18. Digital signature on a group of difficult-to-compute order.
19. Digital signature on a group of computable order.
20. Bit presentation schemes. Cryptographic zero-knowledge proof protocols.

21. Cryptographic transmission protocols information from
erasing. Cryptographic secret sharing protocol.

22. Cryptographic key management protocols. Timestamp.
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23. Basic concepts of classical cryptography. Substitution and permutation ciphers.

Block ciphers.
24. Encryption modes.
25. DES cipher.
26. FEAL code.
27.IDEA code.
28. Code GOST 28147-89.
29. Cipher RC5.
30. Blowfish cipher.
31. SAFER code.
32. AES cipher.
33. MD5 cipher.

34. Code GOST R 34.11-94.

35. Hash function. Hashing.

Evaluation criterion:

Grade
Satisfactorily Fine Great
. If student indicated | ® if the student is generally correct | « if the student decided

direction of solving the
problem and received
“satisfactory” on two questions
. If student  right
decided task; received

"good" or "excellent" according to

answer at least one question

solved the problem and got
“good” on two questions

° if the student generally solved the
problem correctly and received
“satisfactory” for one question

and “excellent” for at least one
question

correctly task and received a
“good” on at least one question
and

"excellent" in another way

An “unsatisfactory” rating is given if it is impossible to give a “Satisfactory”, “Good”,

“Excellent” rating.

Assessment tools for disabled people and persons with limited health capabilities are
selected taking into account their individual psychophysical characteristics.

- if necessary, for disabled people and persons with disabilities
due to health conditions, additional time is provided to prepare an answer

for the exam;

- during the procedure for assessing learning outcomes
disabled people and persons with limited health capabilities are provided
with the use of technical means necessary for them in connection with their
individual characteristics;
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- if necessary for students with disabilities
health and disability capabilities, the procedure for assessing learning
outcomes in a discipline can be carried out in several stages.
The procedure for assessing the learning outcomes of people with disabilities and
people with limited health capabilities in the discipline provides for the provision of information
in forms adapted to the limitations of their health and perception of information:

For people with visual impairments:

- in printed form in enlarged font, - in electronic form
document.

For people with hearing impairments:
- in printed form,
- in the form of an electronic document.
For persons with musculoskeletal disorders:
-in printed form,
- in the form of an electronic document.
This list can be specified depending on the student population.

5. List of basic and additional educational literature required for
mastering the discipline.

5.1 Basic literature:

1. Prokhorova, O.V. Information security and information protection:
textbook /
O.V. Prokhorova; Ministry of Education and Science of the Russian Federation,
Federal State Budgetary Educational Institution of Higher Professional
Education "Samara State University of Architecture and Civil Engineering". -
Samara: Samara State University of Architecture and Civil Engineering, 2014. -

http://biblioclub.ru/index.php?page=book&id=438331.

2. Laponina, O.R. Cryptographic foundations of security / O.R. Laponina.
- Moscow: National Open University "INTUIT", 2016.
3. Petrenko, V.I. Theoretical foundations of information security: textbook /
V.I. Petrenko; Ministry of Education and Science of the Russian
Federation, Federal State Autonomous Educational Institution of
Higher Professional Education "North Caucasus Federal University". -
Stavropol: NCFU, 2015. -
https://biblioclub.ru/index.php?page=book_red&id=458204&sr=1
4. Forouzan, B.A. Mathematics of cryptography and encryption theory / B.A.
Forouzan. -
2nd ed., rev. - M.: National Open University "INTUIT", 2016. - https://
biblioclub.ru/index.php?page=book_red&id=428998&sr=1
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For mastering the discipline by disabled people and persons with limited health
capabilities, there are publications in electronic form in electronic library systems

"Lan" and "Jurait".

5.2 Further reading:

1. Basalova, G.V. Fundamentals of cryptography: a course of lectures / G.V.
Basalova; National

Open University "INTUIT". - Moscow: Internet University of Information
Technologies, 2011. - 253 p. ; The same [Electronic resource]. - URL: http://
biblioclub.ru/index.php?page=book&id=233689 2. Sergeeva, Yu.S.
Data protection. Lecture notes [Electronic resource]: textbook. allowance -
Electron. Dan. — Moscow: A-Prior, 2011. —
https://biblioclub.ru/index.php?page=book_red&id=72670&sr=1 3. Golikov, A.M.

Information protection in infocommunication systems and networks: textbook / A.M.
Golikov; Ministry of Education and Science of the Russian Federation, Tomsk

State University of Control Systems and Radioelectronics (TUSUR). - Tomsk: Tomsk
State University of Control Systems and Radioelectronics, 2015. - https://
biblioclub.ru/index.php?page=book_red&id=480637&sr="1

4. Dolozov, N.L. Information security software: lecture notes / N.L. Dolozov, T.A.
Gultyaeva; Ministry of Education and Science of the Russian

Federation, Novosibirsk State Technical University. - Novosibirsk: NSTU, 2015.

https://biblioclub.ru/index.php?page=book_red&id=438307&sr=1
5. Babenko, L.I. Parallel algorithms for solving information security problems /

L.I. Babenko, E.A. Ishchukova, I.D. Sidorov. - Moscow: Hot Line Telecom Publishing
House, 2014. - https://e.lanbook.com/reader/book/63228/#1.

5.3. Periodicals:

1. Computational methods and programming
2. Mathematical modeling

3. Applied computer science

4. Programming

6. List of resources of the information and telecommunications network “Internet”
necessary for mastering the discipline.

1. Purpose and structure encryption algorithms—
URL:http://www.ixbt.com/soft/alg-encryption.shtml

2. Cryptographic algorithms used to ensure information security when interacting in
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http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://biblioclub.ru/index.php?page=book&id=233689
http://www.edu.ru/

INTERNETURL:http://www.bnti.ru/showart.asp?aid=797&lvI=04.03.07.

7. Guidelines for students on mastering the discipline.

The discipline provides for practical classes in which applied, systematized
material is given. During the classes, algorithms and graph representation structures
are examined, and examples of developing software applications are provided. After
the practical lesson, it is recommended to complete the exercises given in the
classroom for independent work.

When students work independently, it is necessary to study the literature listed in the
lists above to understand the concepts being introduced, analyze the proposed approaches
and methods of program development. When developing a solution to a new problem, a
student must be able to select effective and reliable data structures for representing
information, select appropriate algorithms for processing them, and take into account the
specifics of the programming language in which the implementation will be performed. The
student must be able to test and debug problem-solving algorithms in order to detect and
eliminate errors in them.

In mastering the discipline by disabled people and persons with limited health
capabilities, individual educational work (consultations) is of great importance - additional
explanation of the educational material.

Individual consultations on a subject are an important factor contributing to the
individualization of learning and the establishment of educational contact between a
teacher and a disabled student or person with limited health capabilities.

8. List of information technologies used in implementation
educational process in the discipline.

8.1 List of information technologies.
- Checking homework and counseling via email.

- Use of electronic presentations when conducting practical
classes.

8.2 List of required software.

- C++ language compiler (“MicrosoftVisualStudio 12").

- Programs for demonstrating and creating presentations
(“Microsoft PowerPoint”). - Programs that support OLE
servers (“MicrosoftWord"”, “MicrosoftExcel”).

8.3 List of information help systems:
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http://www.edu.ru/

o.

1. Legal reference system “Consultant Plus”
(http://www.consultant.ru )

2. Electronic library system eLIBRARY.RU
(http://www.elibrary.ru)/

Material and technical base necessary for implementation
educational process in the discipline.

Logistical support for discipline and

No. Type of work equipment
1. Lecture classes Audience, staffed specialized
furniture and technical teaching aids
2. Laboratory exercises | Audience, staffed specialized
furniture  And technical teaching aids,
computers, projector, MS software
Windows MicrosoftVisualStudio 12
MicrosoftPowerPoint, MicrosoftWord, MicrosoftExcel
3. Current Audience, staffed specialized
control, furniture  And technical teaching aids,
intermediate computers, MS Windows software, MicrosoftVisualStudio
certification 12, Microsoft PowerPoint,
Microsoft Word, Microsoft Excel
4., Independent An office for independent work, equipped with computer
Job equipment with the ability to connect to the Internet, a

screen enlargement program and provided with access
to the electronic information and educational
environment of the university.
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