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O0beM Tpyn0eMKOCTH: 2 3a4.e]l.

eanb AMCHMNJIMHBI

OCHOBHOM LIENBIO AUCHUIUIUHBI SBJSETCS W3YYEHHUE OCHOBHBIX NMPUHIIMIIOB, METOJOB M
CpeACTB 3aluThl HHGOpMAaLUMU B Ipouecce ee oO0padoTKM, Iepedayd U XpaHEHUs C
UCTIOJIb30BAaHUEM KOMIIBIOTEPHBIX CPEJCTB M KOMMYHUKAIUH.

IIpu ocBOCHMM AMCUUILIMHBI IPEAYCMOTPEHBI JIEKIIMK U CAMOCTOSTEIbHAs padoTa.

Ha nekumsax paccMaTpuBaroTCsi METONOJIOTMUYECKHE OCHOBBI  MH()OPMAIIMOHHON
0€30I1aCHOCTH, TUIIOBBIE YIPO3bl U YSI3BUMOCTH, IPAaBOBOE PEryJIMPOBAHUE U OpPraHU3aLIOHHOE
oOecrieyeHne 3amuThl HHPOpMaIuu, GopMUPOBaHUE TPEOOBAHUN JIJISI IPOSKTUPOBAHUS CUCTEM
3alMThl MH(GOpPMAlMK, AKIEHTUPYEeTCs BHUMAaHHWE Ha O€30IIaCHOCTH B HH(OPMALMOHHBIX
cUCTeMaxX IEePCOHATBHBIX JAaHHBIX, TOCYJAapCTBEHHBIX HH(POPMAIMOHHBIX CHCTEMax W Ha
00BEKTaX  KpUTHYECKOH  uH(popMalMoHHONW  HHPpacTpykTypbl. M3yudatorcs  0a3oBble
KpUNTOrpagpuuecKkiue METOAbI, IPUHLIUIIBI U CBOMCTBA IMCKPEIIMOHHBIX, MAHIATHBIX M POJIEBBIX
CHCTEM YINpaBJIEHUS JOCTYIOM B KOMIIBIOTEpHBIX cHucTeMax. Jlaércs 0030p craHIapToB
WH(OPMAIMOHHON 0€301IaCHOCTH, KJIACCOB 3alIMIIEHHOCTH, TPOGUICH 3alIUThl U OIEHOYHBIX
ypoBHeW noBepusi. OOCyXJIat0Tcsi yrpo3bl MHPOPMALMOHHOM 0€30MacHOCTH HpU pa3zpaboTke
IPOTPAMMHOTO OOECIICYCHHUs, IOHITHE HE JCKIAPHUPOBAHHBIX BO3MOXKHOCTEH, MPUHIIMITBI
6€e30I1acCHOr0 MPOrpaMMHUPOBAHUSL, IPOLIECC CO3aHMS 3ALUIIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

CamocrosaTenbHass paboTa BKIIOYACT: HU3yYeHHE YUeOHOTO H HWH(POPMALMOHHOTO
MarepHala o TeMaTHUKe JUCLUIUIMHBL, OATOTOBKY JOKJIA0B, Mpe3eHTalui U OTYETHBIX PaboT
[0 pe3yJbTaTaM CaMOCTOSTENIbHOM JOMallHed paboThl, NOAIOTOBKY K TEKylled u
POMEKYTOUHON aTTEeCTalUU.

BocnuraTensHON 1eNbI0 AUCHUTUIMHBI SIBIISIETCST (GOPMUPOBAHKE Y CTYJCHTOB HAYYHOTO,
TBOPYECKOT'0 MOAX0/1a K OCBOCHUIO HH(POPMALIMOHHBIX TEXHOJIOTHH.

OTb6op MaTepwasia OCHOBBIBACTCS Ha HEOOXOJMMOCTH O3HAKOMHTH CTYIEHTOB CO
CclIeyIolIel COBpEMEHHOM HayuyHO! HH(pOpMaIuei:

0 TEXHOJIOTHH Pa3pabdOTKH MPOTPaMMHOTO 00ECTICYeHHS [T MOOMIIBHBIX YCTPOWCTB;

0 TapajurmMax BHU3YalbHOTO IPOrpaMMMPOBAHUS (MMIEpPAaTHBHOM, (YHKIMOHAJILHOMH,
JIOTUYECKON, 00BEKTHO-OPUEHTUPOBAHHOM);

O TEXHOJIOTUSAX  TNPOrpaMMHUpPOBaHUA  (CTPYKTYpPHOH, MOAYJNbHOH, OOBEKTHO-
OPUEHTHPOBAHHON, 00 BEKTHO-OPHUEHTHPOBAHHON ).

ConepxaTenbHOE  HAMOJHEHHE JMCUUIUIMHBL  OOYCJIOBJIEHO OOLIMMM  3aJjavyaMu
MOATOTOBKU OakasiaBpa.

Hay4yHoll OCHOBOHM /UIi TOCTPOEHHS NPOTrPaMMBbl JAHHOW JAMCHUIUIMHBI SIBIISETCS
TEOPETUKO-TIParMaTHUECKUI MOIX0] B 00yIEHUH.

3amauyy AMCIUIIJINHDI.

OCHOBHBIMU 3a7]a4aMU U3YYCHUS TUCIUTLTAHBI SBIISIOTCS:

— cucTteMaru3anys, GopManu3anus U pacuiupeHne 3HaHUM MO0 OCHOBHBIM TOJIOKCHHUSM
3amuThl HHGOpMaLUK, Kpuntorpaduu U HHPOPMAIIMOHHON 0€30MacHOCTH;

— 00y4eHHe CTYJIEHTOB IIprueMaM paboThl C COBPEMEHHBIM ITPOTrPAMMHBIM O0ecriedeHuEM
JUISE TIPAaKTHYECKOTO OCBOCHUS TPUHIMIIOB W METOAOB ob0ecrmeueHuss HH(OpMAIMOHHON
0€30I1aCHOCTH;

— (¢opMHpOBaHHE KOMIUICKCHBIX 3HAaHMH 00 OCHOBHBIX TEHJIICHIIUSIX Pa3BUTHUSA
TEXHOJIOTHH, CBSI3aHHBIX ¢ obecredeHrneM nH()OpMaIMOHHON Oe30MacHOCTH;



— (popmHupoBaHUE MPAKTUUYECKHX HABBIKOB IMPUMEHEHUSI CPEACTB 3aLUTHl MHPOPMAIUH
IpY PELIeHNHU NMPO(eCCHOHANTBHBIX 3a/1a4.

Mecto nucunmimasl B ctpykrype OOII BO

JuciunnuHa «3amura uHGopManum» OTHOCUTCS K «OOs3aTenpHas 4acTh» bioka 1
«JluctummHbl (MOAYIH )» Y4eOHOTO MIIaHa.

JuctunnuHa «3amurta  WHQOpManuuW» pa3BUBAcT 3HAHMS, YMEHHS U HaBBIKH,
c(OpMUPOBaHHBIE y OOYyYaIONUXCS IO pe3yibTaTaM HW3Y4YCHHS CICIYIOIINX JTUCIUILINH:
Nudopmaruka, IIporpammupoBanue, [luckperHas Maremarwka, MaTemMarhyeckas JIOTHKa W
Teopust anropuTMoB, OCHOBBI TeOpUW KoaupoBaHus. JucuurumHa «3ammra WHOOPMAIUI)
SBJISICTCST 0a30BOM TSI MPOXOXKACHUS MPOU3BOJICTBEHHOM MPAKTUKH M HAINMCAHUS BBITYCKHOW
KBaTM(DUKAIIMOHHOM paboThl. Jucuurmmaa «3ammTa nHpopManum» peanusyercs B 8 cemecTpe B
pamMKax 0a30BOM YacTH TUCIUILIINH (Moyiei) bioka 1 u sBisieTcst 00s3aTeIbHON TUCIUTLTNHOM.

TpeOoBaHNsI K YPOBHIO OCBOCHUS U CIUTIINHbBI
W3ydyenne naHHOW y4eOHON AMCIMIUIMHBI HAIMpPaBICHO Ha (OPMUPOBAHHE Yy OOYYAIOIIUXCS
CJIEYIOIINX KOMIIETCHIIAMN:

JucuuiuimHa «3anmra HHGOpMaIumy HarpasieHa Ha (JOPMHUPOBAHNE KOMITETCHIIHNA:

OK-4 - cnocoOHOCTh HCHONB30BaTh OCHOBBI MPABOBBIX 3HAHMHM B paziIMuYHBIX cdepax
JESTEIbHOCTH, B YaCTH CJIEIYIOIINX PE3YyJIbTaTOB 00yUEHHUS;

OK-4.2 ymeTh HCHOJb30BaTh HOPMATHBHO-TIPABOBbIE 3HAHUS B Pa3IMYHBIX chepax
IPAKTUYECKOHN AESITEIbHOCTH,;

OIIK-2 - cnocoGHOCTh OCBAaUBaTh METOJIMKH UCHOJIB30BAHUS IPOrPAMMHBIX CPEICTB JUIS
pelIeHUs TPaKTUYECKUX 3a/1a4, B YaCTU CJIEAYIOIINUX Pe3yIbTaTOB O0yUEHNs;

OIIK-2.1 cmocobeH Ha OCHOBE 3HAHUS OCHOBHBIX (YHKIUH H BO3MOXKHOCTEH
IIPOrpaMMHOr0 OOecreyeHusl MPOEKTUPOBAaTh M pa3padaThiBaTh MPOTrPaMMHBIE CPEICTBA IS
pEILIeHUs IPAKTUYECKUX 3a7a4 B COOTBETCTBUH C TEXHUYECKHUM 3a/laHUEM;

OIIK-2.2 ymeTsr 0OOCHOBBIBATH BBHIOOP MPOrPAMMHOTO OOECIeYeHus U pa3padaThIBaTh
KOHLENTYaJIbHYIO U JIOTHYECKYIO MOJIENb JaHHBIX;

OIIK-5 - cnocoOHOCTh pemaTh CTaHAAPTHHIE 33a4i MPOPECCUOHATBLHON IeATEIIbHOCTH
Ha OCHOBE HWHPOPMALMOHHOM M  OuOiaMorpaguuecko KylbTypel € HpPUMEHEHHEM
MH(OPMALIMOHHO KOMMYHMKAI[MOHHBIX TEXHOJIOTUH U C YYETOM OCHOBHBIX TpeOOBaHUM
MH(POPMALIMOHHOM 0€30M1aCHOCTH, B YaCTH CIEAYIOIUX PE3yIbTaTOB 00yUeHHUS,

OIIK-5.3 3HaTh OoCHOBHbIE TpeOOBaHUS MH(GOPMAIIMOHHON O€30MACHOCTH MpPU PEIICHUN
CTaHJAPTHBIX 3a]1a4 IPOopEeCCHOHATILHOMN 1EATEIbHOCTH,

[1K-3 - cnocoGHOCTH 000CHOBBIBATh TPUHIUMAEMBIE ITPOEKTHBIE PEUICHHUS, OCYIIECTBISATh
MIOCTAaHOBKY M BBINOJIHATH 3KCIIEPUMEHTHI 0 MPOBEPKE X KOPPEKTHOCTH U 3(P(HEKTUBHOCTH, B
YacTH CJEeIYIOUINX Pe3yJbTaTOB 00yUYEeHMUS,

I1K-3.1 npoBOANTE 3KCIIEPUMEHTHI 110 3aJaHHON METOAMKE U aHAIN3UPOBATh PE3YJILTATHI.

OcHOBHbBIE pa3aeibl AMCHUINJIAHBI?

KoauyecTBo yacos
Bueayn
HTOPHA
Ne HaumenoBanmue pasaeioB (Tem) Beero AynurtopHasi pa6oTa o
padora
Ja mn3 JP CPC
1 2 3 4 5 6 7
1 WNudopmanus u Heonpeaen€HHocTh. YncneHHas 5 5
" | Mepa Heonpe1eTEHHOCTH
2 Anrebpanueckas cuctema <A, F, R> ¢ 3 3
" | 3a7aHHBIMHA OTHONICHHUSIMHU
3 OOmiast cxema mepenayd, XpaHEHUS U 3aLTUTHI 5 9
" | undopmanuu. KonupoBanue nndopmanuu.




KosimyecTBo yacoB

Bueayn
Ne HaumenoBanue pasnesioB (Tem) Beero AynuropHas pa6ora I(ITOJ)Ha
padorta
J 3 JIP CPC
1 2 3 4 5 6 7
4 JluneitHoe koaupoBanue. CBOHCTBA U CIIOCOOBI 3 3
3aJlaHusl JIMHEWHBIX KOJOB
OcHOBHBIE perIaeMbie TPOOIeMbI
5 Kpunrorpadueit 1 KpUNTOJOTUEH. 3 3
" | KpunrrocroiikocTs mmdpa. [Tpunnun
Kepxxoddca
6 MareMaTHueCKOe MOJECINPOBAHNE CUCTEM 5 5
" | 3ammTel nHOpMmaruu (BOO C3U)
Metoabl MOHOAI(ABUTHBIX (MHOTOAI(ABUTHBIX )
7 | TIOAICTAHOBOK M NEPECTAHOBOK 3 2
[TpumeHnenue norudeckux GyHKIUH B
kpunrorpaduu. Xenr-QyHKuu
CoBpeMeHHbIE METO/IbI PELICHHS POOIEMBbI
8. | mepenauu KiIro4el. AITOPUTM reHEpaIMK KITF04a 3 3
Ui nudpoBor MOAMUCH
9 AI[IH/ITE/IBH&?I TpyIIa TOYEK SIUTUITHYECKON 4 9
KpUBOil
10. Prok3adnast KpUNToCUCTEMa Ha OCHOBE KOJIa 3 3
Bapmamona
11 Cuctemsr DIIII. YcranoBieHne NOITMHHOCTH U 3 3
1[EJIOCTHOCTHU JAHHBIX
JnodantoBsl ypaBHeHus. Jlecsras npodiema
12. 4 3
I'mip6epra. JIBK

Kypcosbie padoThlI. He IpenyCcCMOTpEHA

(I)opMa NpoBeACHUSA AaTTECTAIIMMU MO JTUCHUIIJIHHE: 3aU€T

Astop Ocunisie B. O. npod., 1. ¢pu3.-mMaT. HayK, JOLEHT
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ABSTRACT of the work program of the discipline
B1.V.DE.01.01 “Cybersecurity in the financial sector”

Direction of training/specialty 38.04.08 Finance and credit Finance in the
digital economy

Labor intensity: 2 credit units

Purpose of the discipline:

The main goal of the discipline is to study the basic principles, methods and
means of protecting information in the process of its processing, transmission and
storage using computer tools and communications.

When mastering the discipline, lectures and independent work are provided.

The lectures discuss the methodological foundations of information security,
typical threats and vulnerabilities, legal regulation and organizational support for
information security, the formation of requirements for the design of information
security systems, and focus on security in personal data information systems,
government information systems and critical information infrastructure facilities. Basic
cryptographic methods, principles and properties of discretionary, mandatory and
role-based access control systems in computer systems are studied. An overview of
information security standards, security classes, protection profiles and estimated
levels of trust is given. Threats to information security in software development, the
concept of undeclared capabilities, principles of secure programming, and the process
of creating secure information systems are discussed.

Independent work includes: studying educational and information material on
the subject of the discipline, preparing reports, presentations and reports based on
the results of independent homework, preparing for current and intermediate
certification.

The educational goal of the discipline is to develop in students a scientific,
creative approach to mastering information technology.

The selection of material is based on the need to familiarize students with the
following modern scientific information:

about software development technology for mobile devices; about visual

programming paradigms (imperative, functional, logical, object-oriented);

about programming technologies (structural, modular,  object-
(oriented, object-oriented).

The content of the discipline is determined by the general objectives of
bachelor's training.

The scientific basis for constructing the program of this discipline is the
theoretical-pragmatic approach to teaching.

Objectives of the discipline:

The main objectives of studying the discipline are:

- systematization, formalization and expansion of knowledge on the main provisions
information protection, cryptography and information security;

- teaching students how to work with modern software
for practical mastery of the principles and methods of ensuring information security;

- formation of comprehensive knowledge about the main development trends
technologies related to information security;


https://www.onlinedoctranslator.com/en/?utm_source=onlinedoctranslator&utm_medium=pdf&utm_campaign=attribution

- formation of practical skills in the use of information security tools
when solving professional problems.

The place of discipline in the structure of educational educational programs in higher education

The discipline “Information Security” refers to the “Compulsory part” of Block 1
“Disciplines (modules)” of the curriculum.

The discipline “Information Security” develops the knowledge, skills and abilities
formed in students based on the results of studying the following disciplines:
Computer Science, Programming, Discrete Mathematics, Mathematical Logic and
Theory of Algorithms, Fundamentals of Coding Theory. The discipline “Information
Security” is basic for completing practical training and writing a final qualifying thesis.
The discipline “Information Security” is implemented in the 8th semester as part of the
basic part of the disciplines (modules) of Block 1 and is a compulsory discipline.

Requirements for the level of mastery of the discipline
The study of this academic discipline is aimed at developing the following
competencies in students:
The discipline “Information Protection” is aimed at developing competencies:
OK-4 - the ability to use the basics of legal knowledge in various fields of activity,
in terms of the following learning outcomes;
OK-4.2 be able to use regulatory knowledge in various areas of practical activity;

OPK-2 - the ability to master methods of using software to solve practical
problems, in terms of the following learning outcomes;

OPK-2.1 is capable, based on knowledge of the basic functions and capabilities
of the software, to design and develop software tools for solving practical problems in
accordance with the technical specifications;

OPK-2.2 be able to justify the choice of software and develop a conceptual and
logical data model;

GPC-5 - the ability to solve standard problems of professional activity on the
basis of information and bibliographic culture using information and communication
technologies and taking into account the basic requirements of information security, in
terms of the following learning outcomes;

GPC-5.3 know the basic information security requirements when solving
standard problems of professional activity;

PC-3 - the ability to justify design decisions, set up and carry out experiments to
verify their correctness and effectiveness, in terms of the following learning outcomes;

PC-3.1 conduct experiments using a given method and analyze the results.

Main sections of the discipline:

Number of hours

Outside
i . ithorna
No. Name of sections (topics) Total Classroom work I
Job
L PZ LR SRS
1 2 3 4 5 6 7
1 Information and uncertainty. Numerical ) )

measure of uncertainty

Algebraic system<A, F, R>With
given relationships

3 General scheme for transfer, storage and protection 2 2
" | of information. Encoding of information.




Number of hours

Outside
No. Name of sections (topics) Total Classroom work 'th‘;ma
Job
L PZ LR SRS
1 2 5 6 7
4 Linear coding. Properties and methods of 3 3
" | specifying linear codes
The main problems solved by
cryptography and cryptology.
5. . . 3 3
Cryptographic strength of the cipher.
Kerkhoffs principle
6 Mathematical modeling of information 2 2
" | security systems (IPO_SZI)
Methods of monoalphabetic (multi-alphabetic)
substitutions and permutations
7. o . o 3 2
Application of logical functions in
cryptography. Hash functions
Modern methods for solving the key
8. | transfer problem. Key generation algorithm 3 3
for digital signature
9 Additive group of elliptic curve points 4 2
Backpack cryptosystem based on
10. 3 3
Varshamov code
EDS systems. Establishing data authenticity 3 3
* | and integrity
Diophantine equations. Hilbert's tenth
12. 4 3
problem. DBK

Coursework: not provided

Form of certification for the discipline:test

Author Osipyan V. O. Prof., Doctor of Physics and Mathematics. Sciences, Associate Professor




