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Pabouass mnporpamma cocraBiena B cootBeTrctBuM ¢ PI'OC BO 1o
Hanpasienuto noarotoBku 01.03.02 Ilpukinannas matemaTka U MHPOpPMATHKA,
YTBEP>KJIEHHOTO MpHUKa3oM MuHHCTEpcTBa 00pa3oBaHUsl M Hayku Poccuiickoit
®enepanuu Ne 9 ot 10 ssuBaps 2018 rona u OIIOIL.

[Iporpammy coctaBui(u):

K.(pus3-mat.H, goueHt Jpguenko C.B.
N.O. ®amunus, 10IKHOCTb, yI€HAs CTEIIEHb, YUCHOE 3BAHUE MOJITHACH

npenojasaresib Maciaosa E.1O.

N.O. ®amunus, 10MIKHOCTh, yI€HAs CTEIIEHb, YUEHOE 3BaHUE MOJITNCH

PabGouas mporpamMma JIHUCHUMIUIMHBI yTBEp)KJIEHA Ha 3acedaHu Kadeapbl
uHopMaTUKu U MateMaTuku mpoTokoa Ne 9 ot 280.05.2024.
YT1Bepxkaena npotokosioM Yuenoro Cosera ¢unuana NelO ot 28.05.2024.

W.o.3aBenvromnero kabeaps! (BbITYCKAOIIEH)

K.3.H., norieHT Heowutioa S.I. %’

(dbaMuusl, HHULUATIBI IIO/ITIHCH

PaGouas mporpamma omoOpeHa Ha 3acedaHUM YUeOHO-METOIUYECKON KOMUCCUU
¢unmana nmporokon Ne 1 ot 28.05.2024.

PenenseHTsr:

1. O.B.Kosanésa — nupexrop OOO «®Dopkogay
2. A.C.Kynun — I'enepansasiii tupekrop OO0 « AUTU BU3HEC FOT'»,
r. HoBopoccuiick
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1 IIeJII/I " 3a/1a91 U3YYCHUA NUCIHUIIJINHBI

1.1 Ileab ocBOEHUS JUCHUILIHHDBI

Henmn w3ydeHWs AUCHUIUIMHBI ONPEACTICHBI TOCYAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BBICIIEro 00pa3oBaHus u cooTHeceHbl ¢ o0umu nensmu OOIT BO no nanpaienuto
noarotoBku «lIpukiagnas unpopmaruka», B paMKax KOTOPOH MpenojaeTcs AUCHUIUIMHA.

Heabro nucuumimsabl «OCHOBBI UHPOPMAILIMOHHOW 0€301aCHOCTH» SBIIIETCS pa3BUTHE
JIOTUYECKOTO MBILUICHUS, OBJAJEHUE OCHOBHBIMM METOJaMHU oOecredeHHuss MHPOPMALMOHHOMN
0€30MacHOCTH, B TOM YHCJIE€ KPUNITOTpadhUUECKUX, YMEHUE CAMOCTOSITENILHO PACHIMPATH 3HAHUS B
obnactu obecrieueHruss THPOPMAITMOHHOMN OE€30TMaCHOCTH.

1.2 3agaun TUCHMILIMHBI

- W3y4YeHUE OCHOBHBIX TMOHITHA W METOJOB PEIICHUS THIIOBBIX 3a7ad WH(OOPMAIMOHHON
0e30I1aCHOCTH;

- OBJIQJICHHE MTPAKTUICCKUMH HABBIKAMH B PeATU3aIlii MHPOPMAITHOHHOW 0€30TIaCHOCTH.

1.3 MecTo quCHMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHON NPOrpaMMbl

Juctunmuaa  «OcHOBBI  MH(MOPMAITMOHHOW  0€30MacHOCTH» OTHOCHTCS K  YacTH,
dhopmupyemoit yuactHukamu obpaszoBarenbHbiXx oTHOMEeHHH (b1.B) yaeOHoro miana.

Jia u3ydeHus: JaHHOW y4yeOHOW NUCHUIUIMHBI (MOAYNS) CTYAEHT JOJDKEH BIalleTh
00s13aTeIbHBIM  MHHHUMYMOM cojepkaHusi wmarematudeckoil dactu OOIl mns  mgaHHOTO
HaIlpaBJICHUsA: 3HATH/IIOHUMAThH

- OCHOBHBIC TIOHATUS M METOJbl MAaTEMAaTHYECKOTO aHAIM3a, AaHATUTHYECKONM T'€OMETpHH,

JTUHENHON anreOpbl, MPUHIIMIIBI AITOPUTMHU3AINHN U TPOrPaMMHUPOBAHNS;

yMeTh

- IPUMEHATHh MATEMAaTHYECKUE METO/IbI JJIsl PELICHMs] IPAKTUYECKUX 3a1a4;

- COCTaBJATh AITOPUTMBI U KOMIIBIOTEPHBIE IPOrPAMMBI; BJIA/AETh

- METOJaMH pelIeHUs aireOpanvyeckux ypaBHEHUI, aHAaJIUTUYECKON TeOMETpPHH, TEOPHUH
BEPOSITHOCTEH;

- MHCTPYMEHTAJIbHBIMU CPEACTBAMU IPOrPAMMHUPOBAHMUS.

Brieykazannble 3HaHUS, YMEHUS W HaBBIKM (OPMUPYIOTCS MPEIIIECTBYIONINMU

JUCUUIIIIMHAMU
- AnreOpa U aHATUTUYECKASI TEOMETPHUSL.
- Maremarnueckui aHaJIu3.
- OCHOBBI IPOrPAMMHUPOBAHHUSL.

[lepeuens mocneAyOMMX y4e€OHBIX IUCHUIUIMH, IJI1 KOTOPBIX HEOOXOAMMBI 3HAHUS,
YMEHHUSI U HaBbIKU, GOpMUpYyEMble JaHHON y4eOHON AUCIUTIITHHOM:

- HoBble uHpOpMAIIMOHHBIE TEXHOJIOTHH B SKOHOMHUKE.

1.4 TMepeyeHb MJIAHUPYEMBIX Pe3yJILTATOB 00yUYeHHS 110 JTUCIUTIIHHE, COOTHECEHHBIX ¢
IVIAHUPYEMBIMH pe3yJbTaTaAMHU 0CBOEHHSI 00pa30BaTeJbHON MPOrPaMMbI
W3yueHue qaHHOM y4eOHOM JUCIUMIUIMHBI HAMIPABJICHO Ha (DOPMHUPOBAHUE Y OOYUAOIIIHXCSI
obmenpodeccruonanbHbix komnereHuit (OIK):

‘ Ne ‘ I/IHI[I/IKaTOpBI JOCTHIKCHHA KOMIICTCHIIMHN
3




n.n Konm
HaMMEHOBaHUE 3HaeT yMmeet BJIajieeT
KOMITETCHIIUU
1. VYK-2 Cnocoben - OCHOBHBIC 000CHOBAHHO METOaMU aHajIu3a
OIIPENENATh KPyTr TpeOoBaHus, BbIOpaTh CYILECTBYIOIIMX




Ne Konu Nuaukatopbl JOCTHKEHUSI KOMIIETEHIUN
IL.11 HaUMEHOBaHUE
KOMITETEHIIHH 3HaeT yMeeTr BJIajieeT
3a/1a4y B paMKax PEABSBISIEMBIC K KpUnTorpaguueckuii | aropuTMOB
MOCTaBJIEHHOM KpUNTOrpaQuIecKux METOJ, pa3padoTarh | MHUppPOBaAHUS
IIEJTH U BEIOMPATh CHUCTEMaM: QITOPUTM  PEIICHUS
ONTUMAaJIbHBIC KOH(UICHIMAILHOCTh | IIOCTABJIECHHOM
CII0CO0BI X , LIEJIOCTHOCTD, 3aJaud B paMKax
pElIeHUs, UCXOAsl | AOCTYIHOCTb TEOPETUYECKOTO U
13 ICUCTBYIOIINX AKCIIEPUMEHTAIILHOT
MIPaBOBBIX HOPM, 0 UCCJICIOBAHNS,
MMEIOIINXCS
pecypcoB u
OTpaHUYECHUI
2. | OIIK-1 Crmocoben | - BBIYHCIUTENLHBIE | TOHUMATh IPHUHITUTIBI | BBIYUCITATETHHBIM
MPUMEHSTh METO/IBI B alredpe; paboThI 51 METOJaMH
pyHnameHTanbHbIe | METOIbI COBPEMEHHBIX pemenust
SHaHWA, IPUOIHKEHHOTO UH()OPMAIIMOHHBIX 3aj1au
ggig::;l{me B BBIYNCIICHHS CETOUHBIX | TCXHOJIOTHH U TIMHEHHOH
yHKIMiA; MPOrPaMMHBIX aireopel,
MaTeMaTHYEeCKUX U CPEICTB, B KoTopsix | ONTHMH3AIHOHHELX
)
(i) PUMEHSIOTCS sajad
CCTCCTBCHHBIX qncIeHHbIe MeTopr | PYHKIHH OJIHOM 1
HayK, 1 HECKOJIbKUX
WCIIOJIb30BaTh UX B MePEMEHHBIX,
npodeccHoHaIbHO MeTOaMu
U 1eATeIbHOCTH JUCKPETHOMU
MaTeMaTUKUd |
(YHKIIMOHATILHOTO
aHajau3a
3. | IIK-3 Cnocoben - Kpunrorpapuieckue COCTaBUTh | WHCTPYMEHTAapUEM
OPHEHTHPOBATHCS B | METO/IbI 3AIUTHI OTIIAJUTh NPOrPaMMy | pa3pabOTKH
COBPEMEHHBIX uHhopmaruu Ha MIpOrpaMMHOI
aJIropuTMax 4JIT'OPHTMHYICCKOM peanuzanuu
KOMITbIOTEPHOM si3bike (Ilackaib BBIUHCIIUTEIIbHBIX
MAaTEeMAaTHKH; [ CH++ aJITOPUTMOB
0611a1aTh Phyton/ Julia) nns
CIOCOOHOCTSIMHU K peUICHNA
sdpexTuBHOMY HECJIOKHBIX
IPUMEHEHHIO 1 KpUnTorpaguueckux
peanuzanuu 3ana4
MaTeMaTHYECKH
CJIOKHBIX
aIrOpUTMOB




2 CTpyKTYypa ¥ coaepkaHue JUCHUILIUHbI

2.1 Pacnpeue.nelme TPYAOEMKOCTH JUCHHUIIJIMHBI 110 BUAAM paﬁoT

OO0mast Tpyo€MKOCTh TUCIMILIMHEI cocTaBisieT 3 3ad.ea. (108 yacoB), ux pacmnpenenenue
0 BU/1aM paloT MpeICTaBICHO B Ta0IuIe

TpynoemkocTs,
Bun yae6HOI paboThI 4acoB
7 cemecTp

KounrakTHasi pa6oTa, B TOM yHcJe: 72,2
AYyIUTOpHBIE 3aHATHS: 68
3ansTus sekunoHHoro tuna (JI) 34
3aHATHS] CEMUHAPCKOTO TUMA (CeMHUHAaphl, TpakTuueckue 3ansatus) (I113) —
JlabopaTtopusie paboTs (JIP) 34
HNnas xonTakTHas padora: 4,2
KonTpons camoctosarensHoii padotsl (KCP) 4
[Ipomexyrounas arrectauus (UKP) 0,2
CamocroniTejibHasi pa6oTa, B TOM YK CJIe: 35.8
Kypcosoii npoexT (KII), kypcoBas padota (KP) —
[TpopaboTka yae6HOTO (TeOopeTnueckoro) marepuana (I11M) 20
[MoaroroBka k Tekymemy koHTposto (ITTK) 15,8
BrinonHenne nHANBUYaTbHBIX 3aIaHUH (TIOJArOTOBKA COOOIICHUIH, —
TIPE3CHTAIIHH )

Pedepar (P) —
KoHTpoab: NoAroToBKa K 3a4eTy -
OO0mast Tpy10€eMKOCTh yac. 108

3ad. e. 3

2.2 CTpyKTypa YUYeOHOH THCUMIIINHBI

PacnpeﬂeneHI/Ie BHUI0B y‘IC6HOI>'I pa6OTBI H UX TPYAOCMKOCTH 110 pasaciiaM JUCHHUITINHBI.
Pa3,[[eJ'IBI AUCHUILIWHBI, U3y4aCMbIC B 7 CEMECTPE

KomuuectBo yacos
Ne
AynutopHas |BueayauTop
pazne HaunmenoBanue pasnesnos, mem
A Bcero pabota Has paboTta
JI |113 | JIP CPC
1 BBeznenue B 0CHOBBI MH(POPMAIIMOHHON 6 5 | .| o 5
0e301MacHOCTH
1. Hcmopuueckuii 0030p npumeHeHus cpeocma 6 o | .| o 9
cokpvimust un@opmayuu. Mcmopus kpunmoepaguu.
2. |OcHoBHbIE KJIacChl U(POB U UX CBOWCTBA 16 6 | -| 6 4
1. ughpvr nepecmarnosku. 6 2 | -] 2 2
2. Bnounvle wughpvi 3ameHul 10 4 | - | 4 2
3. |HagéxHnocts mugppos 12 4 | - | 4 4




OcHosvl meopuu K. Illennona.
Kpunmoepaguueckas cmotikocms wugpos. 12 4 -1 a 4
Teopemuuecku cmotikue wugpol. Ilpakmuuecku
cmotikue wugpoi.

n MeTo1bl CHHTE3a U aHAJIN3a CUMMETPHYHBIX 20 s | .| s 4
mudpcucTeM
1. ¥Ynpaenenue omxpolmuimu Kiouamu. 10 4 | -] 4 2
2 Memoovwl ananuza Kpunmozpaghuueckux 10 4 -1 a 9
aneopummos.

5 MerToapl CHHTE3a M aHAJTN3a aCUMMETPUYHBIX 20 s | .| s 4
KPUTITOCHCTEM
1 Cucmemvl wiugposanusi ¢ OMKpLIMbIM KIHOYOM. 10 4 | - | 4 2
2 Aneopummul uoenmu@urayuu Ha OCHo8e 10 4l | 4 5
ACUMMEMPUYHBIX KPUNTNOCUCTNEM.

6. Xen-QyHKIMU U UX KpunTorpaduueckue 14 6l -1 6 5
TIPHITOKCHHUS
Xew-pynxyuu u aymenmughuxayus coooweHutl. 14 6l -1 6 5
Obwue ceedenus 0 xeui-QyHKYUSX.
HUTOI'O no pa3nesam AMCHUTINHBI: 88 |34 | 0| 34 20
KonTpons camoctosarensHoii padotsl (KCP) 4
[Tpomexxyrounas arrectanus (MKP) 0,2
[ToaroroBka K TEKyIeMy KOHTPOJTIO 15,8
OO0u1ast TPy10€eMKOCTh MO IUCHUTIIIHHE 108

Coxkpawenus: JI — nexumn, 13 — mpaktuueckue 3anstus, JIP — maboparopusie pabots, CPC —
camocTosiTeNIbHasg paboTa CTyICHTOB.

2.3 Conepxanue pa3iesioB JUCUUIIIMHBI

2.3.1 3ausaTHA JeKINOHHOI0 THIIA

dopma
HaumenoBanue
Ne Coneprkanue paszjiena TEKYILETO
pasnena
KOHTPOJIS
1 2 3 4




1.|BBeaeHue B OCHOBEI
MH(OPMAIMOHHOM
0e3011acHOCTH

HcTopuueckuii 0630p MpruMeHEHHsI CPEIICTB
COKpBITUS MHPOpMALUH. OTKPHITHIE
COOOLICHNS U UX XapaKTepucTuku. Victopust
kpunrorpaduu. IIpumeps! pydHbIx mudpos.
OcCHOBHBIE ATaIbl CTAHOBJIEHUS
Kpunrorpadguu Kak HayKu.

YacToTHbIE XapaKTEPUCTUKH OTKPBITHIX
TEKCTOB. K-TpaMMHast MOJIENIb OTKPBITOTO
Tekcra. Kpurepuu pacrno3HaBaHus
OTKpBITOro Tekcrta. OCHOBHBIE 337a4u U
noHsTHs kpunrorpaguu. [lepedens yrpos.
CHUMMETpPUYHOE U aCUMMETPUYHOE
mu(ppoBaHuE B 337a4aX 3alUThI
uHpopmanuu. 1Ingpsl ¢ OTKPHITHIM
KJIIOYOM U UX HCIIOJIb30BAHHUE.
Knaccudukanus mmdpos. Moaenu

¢ poB. OCHOBHbIE TPeOOBAHUS K HIUPPAM.
[Ipocreiimue kpunrorpadguueckre
MIPOTOKOJIbI

TectupoBanue,
HarucaHue
pedepara (1o
JKEJIaHHIO)

2.|OCHOBHBIE KJIaCcChI
mudpoB U UX CBOKWCTBA

1. [udps! nepecTaHOBKU.
PaznoBumHOCTH M-

POB MEPECTAaHOBKHU: MapUIPYTHHIE U
F€OMETPUYECKHE MEPECTaHOBKU. DIEMEHThI
KpunToaHanusa mudpos nepectranoBku. [loTounbie
mugpsl 3amensl. [1ndpsr mpocToii 3aMeHbI U UX
aHanu3. MHoroangaBuTHBIC TMH(PPHI 3aMEHBI.
[udpsl raMMUpPOBaHUS U X aHAIIU3.
Hcnonb30BaHre HEPaBHOBEPOATHOM raMMBbl,
MOBTOPHOE UCIOJIB30BAHUE FaMMBI, KPUTITOAHAIN3
mudpa Buwkenepa. Tectsl Y.dpunmana

2. brnounsie mudpsl 3amensl bioyHbie

I QPbI IPOCTOM 3aMEHbI U OCOOCHHOCTH UX
aHaJu3a.

CoBpemeHHbIe 6JI0UHbIE TTU(PHIL.

Kpunroanroputm DES. Kpunroanropurm 'OCT-
28147-89. Kpuntoanroputm AES (RIJNDAEL).

TectupoBanue,
HanucaHue
pedepara (1o
KETaHUIO)




.[Han&xnocts mmudpos

OcnoBssl Teopuu K. IllenHona.
Kpunrorpaguueckas croiikocTs mugppos.
Teoperndecku croiikue mudpsl. Hudpsr,
COBEPUICHHBIE IIPYU HANIaJICHUN Ha OTKPBITHII
tekcT. LLngpsl, coBepieHHbIe TPU HAMAJICHUN Ha
K104, O TeopeTUKO-MHPOPMAIIMOHHOM ITOX0JIC B
Kpunrorpadguu. DHTPONHUS ¥ KOJTUYECTBO
uHpopmanuu. “Henanéxnocts mmdpa”, “moxxHbie
KJII0YK~ U “pacCTOSTHUE €IMHCTBEHHOCTH .
[Ipaktuyecku croiikue mudpsl. Bormpocs
UMUTO3AUTHL. UIMUTOCTOMKOCTD IU(pOB.
XapakTepuCcTUKU UMHUTOCTOMKOCTH IIU(PPOB U UX
OlLEeHKU. [IprMepbl UMUTOCTOMKUX U
HEUMUTOCTOMKUX MHPpoB. MeTo b
MMUTO3AIUTHl HEUMUTOCTOMKUX MU(DPOB.
NmuroscraBku. Kosapl ayreHTHQUKAIIIH.
[TomexoycTONIMBOCTH MIH(POB.

[TonsaTre 0 MOMEXOYCTOWIMBOCTH KA.
[udpsl, HE pa3MHOXKAIOIINE UCKAXKEHUH THIIa
3aMmeHbl 3HakoB. [1Iudpsl, He pazMHOKaroIINEe
HCKa)KEHUH THIIA MMPOITyCK-BCTaBKa 3HAKOB.

TectupoBanue,
HanucaHue
pedepara (o
JKEJIaHHIO)




.MeTonnl cuHTEe3a U
aHalin3a CUMMETPUYHBIX
mudpcucTeMm

1. YipaBneHnue oTKpbIThIMU KIt04aMu. [IpuHLunIIB]
HOCTPOEHHS KPUNTOTPAPUUECKUX allTOPUTMOB.
[IpuHIMIBI HOCTPOEHUS AITOPUTMOB OJI0YHOIO
mmdpoBanus. Ber6op 6a30BbIX mpeoOpa3oBaHuii.
PexxuMbl ncnonb30Banus 0JI0YHBIX HIU(PPOB U UX
ocobeHHocTH. [IpuHIMIBI HOCTPOEHUS
QITOPUTMOB TMIOTOYHOTO MHUPpOBaHUA. Pexumbl
UCIO0JIb30BaHUs NOTOYHBIX IIU(PpoB. CTpoeHue
NOTOYHBIX MHU(pcucTeM. THTIOBBIE TeHEPATOPHI
MICEBAOCIYYalHbIX OCIEA0BATEIbHOCTEM.
KonrpyasnTtHbIe reHeparopsl. I'eneparopsl
®uboHauyu.

['enepaTopbl, OCHOBaHHBIE Ha CI0KHOPEIIAEMBIX
3a/1a4ax Teopuu uuceln. ['enepaTopsl Ha OCHOBE
JIMHENHBIX PErUCTPOB cIBHra. JINHEHbIE
pekyppeHTHbie nocnenoBarensHocTu (JIPII) Han
nosiem. CoiictBa JIPII MmakcumanbpHOTO iepuoa.
JIuneliHas CI0KHOCTD NICEBIOCITYYalHOM
MOCJIEIOBATEIbHOCTH. AJITOPUTM
bepnexkemnaMeccu. Metoel yenoxxaenus JIPIT
OuibTpyroume 1 KOMOWHUPYIOIINE TeHEPATOPHI, U
HX cBOMCTBA. KOMITO3UIIMM JIMHEWHBIX PETUCTPOB
C/IBHTA.

2 Metoibl aHanM3a KpUnTorpadhuyecKux
AJITOPUTMOB.

[Toaxopl K aHATTU3Y AITOPUTMOB IIH(PPOBAHUSL.
Knaccuduxkamus MeTo10B aHamu3a
KpUNTOrpagUuecKux aaropuTMoB. MeTo b
HAXO0XKJICHUs KIF0Yel Kpunrorpapuieckux
QITOPUTMOB: AIITOPUTMHUECKHUE METO/IbI,
anredpanvecKre MEeTobl, CTATUCTUYECKHE
MeTo1bl. OcOOEHHOCTH KPUIITOAHATN3a
QITOPUTMOB OJIOYHOTO MIH(PPOBAHUS.
Oco0eHHOCTH aHaK3a MPOTrPaAaMMHBIX pealln3aluii
KpUNTOrpaQuuecKux aaropuTMOB.

TectupoBanue,
HamucaHue
pedepara (o
JKEJIaHHIO)
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.|MeToanl cuHTE3a U
aHajau3a
ACHMMETPUYHBIX
KPUITOCUCTEM

1 Cuctembl UPPOBAHUS C OTKPBITHIM
wiouoMm ugpcucrema RSA. Hludpcucrema
Onp-T'amans. ludpcuctema Ha OCHOBE 3a1a4u 00
“ykraznke prok3zaka’. Ananus mudpcuctemsl RSA.
[IpakTn yeckue aceKThl UCTIOIb30BAHUS

M (PCUCTEM C OTKPBITHIM KITFOYOM. AJTOPUTMBI
UQPPOBBIX 1Mo~ THceil. OOIIMe MONIOKEHUSL.
Hudpossie noamucu Ha OCHOBE MHU(PCUCTEM C
OTKpHITHIM KitouoM. Ludposas noamuce Ouara-
Hlamwupa. Hudposas noamuce Iab-I"amars.
CrangapTsl 1H(POBOI MO~ MTUCH.

2 ANropuTMBI HIEHTU(UKALUY HA OCHOBE
ACUMMETPUYHBIX KPUIITOCUCTEM.

[IpoToxoiibl THIA 3amTpoc-0TBET. IIpoTOKOIMIBL,
UCIOJIb3YIOIINE LIU(PPOBYIO MOAMUCH.
[IpoTOKOIIBI C HYNEBBIM pa3rialieHueM.
ANTOPUTMBI pactipefesieHus KItoded AJropUTMbI
nepenavyu Kirouei(c ucroiab3oBaHueM U 6e3
WCI0JIb30BaHUs LUM(POBON MOIIUCH ). AITOPUTMBI
OTKPBITOTO paCMpeIeTCHUS KITFOUeil. AJITOPUTMBI
Ipe  JABapUTEIBHOIO paclpesesieHus: KIode.

TectupoBanue,
HamucaHue
pedepara (o
JKEJIaHHIO)

. [ Xen-hyHKIIUN U UX
Kpunrorpapuieckue
MIPHUIIOKCHHS

Xem-(QyHKIIMHA B UX KPUTITOTpaduIecKue
MIPUIIOKEHUS

Xem-GyHKINHA B ayTeHTU(GUKAITUS COOOIEHU.
O6mme cBeaeHus o xen-QyHkusax. Kitouespie n
OeckiroueBbie Xen-pyakuun. MtepatuBHbie
criocoObI mocTpoeHus xem-pyakuuid. [lonsTre o
croiikocTu xem-(yHKuu. L{enocTHOCTh TaHHBIX U
ayTeHTU(UKALUS KICTOYHUKA JTAHHBIX.
KoHcTpykiuu cucteM ayTeHTH(GUKAIIMK HA OCHOBE
xenr-pyHkiui. Koapl ayTeHTHYHOCTH COOOIIESHUT:
HMAC, UMAC. Konctpykiiun MAC Ha ocHOBE
cuMMeTpruyHoro mudposanus. Cucrema
CBCMAC. Ocnosrsl ananuza CBC-MAC: araka Ha
OCHOBE HAJIMYUS KOJUIM3UH, HCIIOIL30BaHUE
CBCMAC misa ayreHTUUKAIIE COOOIICHHIA
MePEMEHHOM JJTUHBI.

Hpyrue cuctemsl: EMAC, XOR-MAC, PCSMAC.
CucTeMbl, COBMEIIAIOIINE

KOH(UICHIINATBFHOCTD U ayTeHTU(UKAIINIO Ha
oxnoM kiode: CCM, OCB.

TectupoBanue,
HanucaHue
pedepara (1o
KETaHHUIO)

2.3.2 3aHATHA CEMHUHAPCKOI0 THIIA

CCMI/IHapCKI/Ie 3aHATHUS HC MIPEAYCMOTPCHBI y‘-IC6HBIM IIJIaHOM.
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2.3.3 JIabopaTopHble 3aHATHS

KpunTorpaguueckue

IPUITIOKCHU S

MD4, MDS5, ¢ ucnoJib30BaHUEM MPOTPAMMBI
HASH.

HaMeHOBaNIe Conepxanue pazzaena (Homepa u dopma
Ne HaMMEHOBAHMA JTA0OPATOPHBIX | TEKYLIETO
pasacia pabor) KOHTPOJIS
1 2 3 4
1. BBenenue B OCHOBBI MeToarKka ucciae0BaHusi CBOMCTB OTKPBITOTO 3ammuTa JIP
MH(OPMAITMOHHON TeKCTa M0 MOBTOPSAEMOCTH U YEPEOBAHUIO
0€301IaCHOCTH [JIACHBIX U corytacHbeIX OykB (Markov,
TextStat) ['enepaTopsl ciay4aiHbIX
[10CJIEI0BATEIBLHOCTEN JINHEVHBIN
KOHT'PYSHTHBIN MeTOX MeTOo1 BEIYETOB.
['eHepaTop nceBaOCITydaliHbIX YUCET
cormmacHo ['OCT P 34.11-94
2.|0OcHoBHBIE KiTacchl MUppoB 1 | MogenupoBanue noJInHOMHanpHOro (3amura JIP
X CBOMCTBa mu@poBaHUs C TOMOINBIO MPOTrPAMMBI
Cycle. MonenmupoBanue anroputma IDEA ¢
nomo1sto mporpamMmel IDEA (IdeaPro).
3. HagéxHocTh mmpoB TectupoBanue anroputMoB mudposanus ¢ 3ammura JIP
nomo1bto cucremel CAP
(CryptographicAnalysisProgram).
4. MeTopl CHHTE3a U aHATTU3a MopenupoBanue mporiecca mudpoBanus u [3amuta JIP
CUMMETPUYHBIX U(PCUCTEM | HeMUPPOBaHUA I  CUMMETPUYHOTO
anroputMa mmdposanuss DES ¢ momornisio
nporpammel DES
5.Metoasl cuHTE3a ¥ aHAIM3a SimpleNumber. Anroputm EBknmna, Samnra JIP
ACHMMETPUYHBIX MPOCTHIE YKClIa U TecT Musuiepa-Pabuna.
KPUIITOCHUCTEM RSA. AnropuT™mbl JUCKPETHOTO
lmorapupmMupoBaHus
6. Xem-GpyHKIMu U ux MopaenmupoBanue xem-pyakuuii SHAI, Sammura JIP

o0yyaronerocsi Mo AUCHMUILINHE

2.3.4 IlpumepHasi TeMaTHKa KyPCOBBIX padoT (IIPOEKTOB)

KypcoBbie paboThl HE TPETyCMOTPEHBI YUEOHBIM IIAHOM.

2.4 TlepeyeHb y4eOHO-MeTOAUYECKOr0 o0ecneyeHHs 1JIs1 CAMOCTOSTEILHOI padoThl

HCJ'ILIO CaMOCTOSATEIbHOM pa6OTBI CTYJACHTA ABJIACTCA yrny6neHHe 3HaHPII>i, MOJIYYCHHBIX
B PE3YyJIbTATC aAyIUTOPHBIX 3aHSATHH. BBIpa6aTLIBaIOTC$I HaBBIKM CaMOCTOSATEIbHOM pa60TH.
3aerHJ'I$IIOTC$I ONBIT W 3HAHUS, IIOJIYYCHHBIC BO BpCMHA J'Ia60paTOpHBIX 3aHsaTuid. Hipke
MMpEACTaBJICH IICPCUYCHDb y‘Ie6H0'MeTOZ[I/I‘IeCKI/IX MaTepuajaoB, KOTOPBIC IOMOTarOT 06yqa10meMy051
OpraHnu30BaTb CAMOCTOATCIIBHOC U3YYCHHUEC TEM (BOHpOCOB) JUCHUIIINHBI 10 BCEM BUIaM CPC.

Ne Bug camocTosTenpHOM HCpC‘-ICHB y‘-Ie6HO-MCTOIlI/I‘-IeCKOFO oOecreueHust JUCHUIIIIUHEI I10
pa6OTLI BBITIOJIHEHHIO CAMOCTOSTEIbHOM pa6OTBI
1 2 3
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MeTOI[I/I‘-IeCKI/Ie YKa3aHuA JId MOATOTOBKU K JICKHMOHHBIM U

[IpopaboTka u

HOBTOpeHHe CEeMHMHAPCKHUM 3aHATHSM, YTBEP)KACHHBIC Ha 3aceJaHUU Kadeapsl
MPUKIIAIHON MaTeMaTuKU (aKyabTeTa KOMIIBIOTEPHBIX TEXHOJIOTHA

JIEKLIIUOHHOTO

Marepuana, MaTepuaina
y4eOHOI 1 HaydIHOM

u npuknagHo Matematuku ®I'BOY BO «KyOI'Y», npotokosa NelO
or 15.05.2019 r.
Metomyeckue yka3aHus 110 BBIIOJIHEHUIO CAMOCTOATEIbHON

Elg;igi?l;i?;( paboThl, yTBEPKIEHHBIE HA 3aceJaHUH Kadeapsl HpI/IIiJIaI[HOf/'I
MaTeMaTHKHU (aKyIbTeTa KOMITBIOTEPHBIX TEXHOJIOTUN H
CEMUHAPCKUM npukiagHoit Marematuku @I'BOY BO «KyOI'Y», npotokon Nel0 ot
STV 15.05.2019 .
Ne| Bug camocrosrenshoii| [lepederp yaeOHO-METOIMYECKOTO 00ECTICUCHUSI TUCITUTIITUHBI 110

paboTsl

BBITIOJTHEHUIO CAaMOCTOSITENIbHOM paboThl

2

3

IloaroroBka x
1abopaTopHBIM
3aHATASAM

Metonyeckre yKa3aHus 10 BBIMOJIHEHUIO JaO0paTOpHBIX padoT,
YTBEPXJACHHbIE Ha 3acelaHuu Kadeaphl MPUKIIAAHON MaTeMaTUKU
(akynbTeTa KOMIIBIOTEPHBIX TEXHOJIOTUI U MPUKIIaTHOM
marematukd @I'BOY BO «Ky6I'Y», mpotokon Nel0 ot
15.05.2019 1.

IloaroroBka x
PELICHHIO 3a7a4 1
TECTOB

MeTOJII/ILIeCKI/Ie YKa3aHUs IO BBITIOJTHECHUIO CaMOCTOSITEITbHOHN
paboThl, yTBEpPK/IEHHBIE HA 3aceJaHuH Kadeaphl MPUKIaIHON
MaTeMaTHKHU (aKkylIbTeTa KOMIBIOTEPHBIX TEXHOJIOTHH U
npuknagHoit Mmatematuku I'bOY BO «KyOI'Y», mpotokon NelO ot
15.05.2019r.

TloaroroBka noKJIaIOB

Metonuyeckue ykazaHus JUist IOArOTOBKH 3cce, pedeparos,
KYPCOBBIX pabOT, yTBEpKJIECHHBIC Ha 3aceqaHiu Kadeapsl
MPUKIAIHON MaTeMaTuKU (paKkyJIbTeTa KOMIBIOTEPHBIX TEXHOIOT U
u npuknagHot matematuku @I'EOY BO «Ky6I'Yy», mpoTtokos Nel0
ot 15.05.2019 1.

IToaroroBka x

MeTtondeckue yka3aHus M0 BBIMOJIHEHUIO pacueTHO-TpapuueCcKUX
3a/laHul, YTBEp>KJICHHbIC Ha 3acelaHnu Kadeapbl MpUKIaaHON
MaTeMaTHKHU (aKyabTeTa KOMIbIOTEPHBIX TEXHOJIOTUN U
npukiaagHoi marematuku @I'bOY BO «Ky6I'Y», mpotokoa Nel0 ot

CINCHUIO
p 15.05.2019 .
5 |pacueTHOrpaduIecKuX .
o MGTOI[I/I‘IGCKI/IG YKaSaHI/IH I10 BBIITIOJIHCHUIKO CaMOCTOATCIIBHON
3alaHUN o
(P?E;) pa6OTLI, YTBep)KI[eHHBIC Ha 3aCCJaHuN Ka(bel[pbl HpI/IKHaI[HOI/I

MaTeMaTHKHU (aKyIbTeTa KOMIbIOTEPHBIX TEXHOJIOTUN U
npukiagHoit Marematuku @I'BOY BO «KyOI'Y», nmpotokon Nel0 ot
15.05.2019 .

IloaroroBska k
TEKYIIEMY KOHTPOJIIO

Metondeckne yKa3aHus 110 BBITIOJIHEHUIO CAMOCTOATEIbHON
paboThl, yTBEPKICHHBIE Ha 3acelaHUU Kadeapbl MPUKIIaIHOM
MaTeMaTHKHU (aKyIbTeTa KOMIBIOTEPHBIX TEXHOJIOTUHN U
npukiaaHoit Matematuku I'BOY BO «Ky6I'Y», npotokos Nel0 ot
15.05.2019 1.

y‘-IC6HO-MCTO,Z[I/I‘-ICCKI/IC MaTepuajibl I CaMOCTOSTEIbHOM pa6OTBI o6yqafonmxc51 nu3
Yurcjia THBAJIMAOB U JIUL C OTPaHUYCHHBIMU BO3MOXKHOCTAMU 300POBbB (OBS) MpeaoCTaBIAOTCA
B (bopMax, AAalITUPOBAHHBIX K OIPAaHUYCHUAM UX 3N0POBbS U BOCIIPUATHUA HH(bOpMaHHHZ

I[J'IH JII ¢ HAPYIICHUAMU 3PCHUS:
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— B MIe4aTHOM hopMme yBEIMYEHHBIM HIPUPTOM, — B GOpPME IMEKTPOHHOTO JOKYMEHTA.

Jlist AL ¢ HapyleHus MU CIIyXa:

— B mie4aTHoO# opme,

— B ()OpMe IEKTPOHHOTO JJOKYMEHTA.

JList Jin ¢ HapylmeHusIMM OIIOPHO-JIBUIaTEIbHOTO aNapara:
— B TIe4aTHO# (opme,

— B (hopMe IeKTPOHHOTO TOKYMEHTA.

JlaHHBII TepeYeHb MOKET OBITh PAaCIIMPEH U KOHKPETU3UPOBAH B 3aBHCHUMOCTH OT
KOHTHHI'€HTa OO YyJarOIINXCA.

3 O06pa3oBaTe/ibHbIE TEXHOJIOTUH

JlexMOHHBIE MaTepuasbl PEeAU3yIOTCA C MOMOIIBIO 3JIEKTPOHHBIX mpe3eHTauui. [Ipu
peanuzanuu yuyeOHOW paboThl 1o aucturuinHe «OCHOBBI MH(POPMAIMOHHOW O€30MaCHOCTHY
MCTIOJIB3YIOTCS CIIEAYIOINE 00pa30BaTeIbHbIE TEXHOIOTUH:

- HHTEpaKTHBHAas [oJada Marepuaia ¢ MyJIbTUMEINNHON CUCTEMOM; -

pa3z00p KOHKPETHBIX UCCIIEI0BATENIbCKUX 3aay.

BEM NHTCPAKTUBHBIX 33H$[TI/II71 — o OT 00bEMA AaYAUTOPHBIX 3aH$ITPII>'I
06 18% 0 Y,

Bun 3anatusa | Mcnosib3yemble HHTEpaKkTHBHBIE 0Opa3oBaTenbHble  |KomnuecTBo
Cemectp
(JI, ITP, JIP) TEXHOJIOTHH 4acoB
7 JI WNuTepakTuBHas nojada Marepuaia c 10
MYJIbTUMEAUITHON CUCTEMOM. Ob6cyxaeHue
CJIOXHBIX U TUCKYCCHUOHHBIX BOIIPOCOB.
JIP Komnberorepubie 3aHATUS B pekuMax 2
B3aMMO/JICHCTBUS «IIPEMOAaBaTeNb - CTYICHT.
HTOro 12

Z[J'Iﬂ JuL ¢ OTpaHUYCHHBIMHW BO3MOXKHOCTAMU 3JOPOBBA MPECAYCMOTPEHA OpraHu3alusa
KOHCYJ’IBT&HI/II\/'I C UCIIOJIb30BAaHUEM 3H€KTpOHHOﬁ IIOYTHEI.

4 O1neHo4YHbIE M METOAUYECKHE MaTepHaJIbI

4.1 OueHo4HbIEe CPeCTBA IS TeKYIero KOHTPOJIsl yCleBaeMOCTH H
NPOMEKYTOYHOM aTTecTallul

OneHouHble CpeAcTBa IpeJHa3HaueHbl JUIsl KOHTPOJS M OLEHKUM 00pa3oBaTelbHBIX
JOCTIDKEHUM O0O0yJarolmuxcsi, OCBOMBLIMX MporpamMmy YueOHON TUCHMIUIMHBI «OCHOBBI
MH(POPMAIMOHHOMN 0€301MacCHOCTH.

OneHouHble CPENCTBA BKJIKOYAET KOHTPOJIBHBIE MaTEpHaibl AJIs NPOBEACHUS TEKYILErO
KOHTPOJII B (JOPME TECTOBBIX 3aJ@aHUM Ui 3alUThl Ja0OPAaTOPHBIX pabOT, MPOMEKYTOUHOMH
aTTecTallvu B GopMe BOIPOCOB U 3aJJaHUN K IK3aMEHY.

B kadecTBe OIIEHOYHBIX CpCACTB, UCHIOJIB3YCMBIX IJId TCKYHICT'O KOHTPOJIA YCIICBACMOCTH,
npegiaracrcesa mnepeYCHb BOIIPOCOB 110 BbIINOJIHCHHBIM Ha60paTOpHLIM pa60TaM, KOTOPBIC
HpOpa6aTBIBaIOTC${ B IMPOLECCCC OCBOCHHUA KYypcCa. I[aHHLIfI NEpCUCHb OXBATHIBACT BCC OCHOBHBIC
pasaciibl Kypca, BKIIIO4asa 3HaHUs, I10JIY9aCMBbIC BO BPpEMA CaMOCTOSTEIbHOMI pa60TBI. KpOMC TOTO,
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Ba)XHBIM 3JIEMEHTOM TEXHOJIOTMU SBJSETCS CaMOCTOSITEJIbHOE PELICHUE CTYJIECHTAMU W Caada
WHJIMBUIyQJIbHBIX MPOEKTHBIX 3a/laHuil B KOHIIE Kypca. CTyIeHT AEMOHCTPUPYET CBOE pELICHUE
IIPENOAABATENI0, OTBEYAET HA JONOIHUTEIBHBIE BOIIPOCHI.

4.1.1 IlpumepHble 3a1aHUs JJIs1 3aIIUTHI J1a00PaTOPHBIX padoT
1 st 3anannoro n Hailtu Qynkuuto Dinepa: 1) 13; 2) 17; 3) 25; 4) 34; 5) 165; 6) 98. 2
Jl1st 3a1aHHOTO N HATH BCe mepBooOpasHbie kopHu: 1) 5;2) 7; 3) 10; 4) 13; 5) 14; 6)

17.

3 Beraucnute xem-oopas.

41.2 HpI/IMeprle 3alaHudA IJId TECTUPOBAHUA yHAIIUXCH

KoHTponb 3HaHUII CTYy/IEHTOB Ha BCEX ATamax OCYIIECTBISETCS MyTeM KOMITbIOTEPHOTO
TecTupoBaHus. Bpemsi mpoBeneHUs] TECTHPOBAHUS COCTaBIsAeT, Kak mpaBuio, 30 muH. Hroke
MIPUBEJICHBI TIPUMEPHI IEMO-BEPCUI TECTOB.

buaank 3axanuii
1. HIudposanue — 370...
=a) crmoco0 M3MEHEHHS COOOIICHHS UITH IPYTOro JOKYMEHTa, 00ECTIeunBaroIIee HCKaKEHNE ero
COJIEPKHMOTO
0) COBOKYITHOCTH TE€M WJIM HHBIM CIIOCOOOM CTPYKTYPHPOBAHHBIX JAHHBIX M KOMITJIEKCOM aIlapaTHO-
MIPOrPaMMHBIX CPEJICTB
B) y#0oOHas cpena Ayl BBIYMCIEHUS! KOHEUHOTO TI0Ih30BATENs
T') crtoco0 CKPBITOH mepenadn nHpopMauu

2. Andasut B kpunrorpadum — 3710. ..

a) MOCIIeI0BATEIIbHOCTh OYKB SI3bIKa

=0) KOHEYHOE MHOXKECTBO HCIIOJIb3YEMBIX ISl KOAWPOBAHUS HH(OPMAIIHU 3HAKOB B)
OYKBBI TEKCTa

T') JOMYCTUMBI Ha0Op COOOIICHHIA [T KOAUPOBAHUS

3. DNEeKTPOHHOM MOANUCHIO HAa3bIBAETCA. . .

a) (baiin ¢ OTCKaHMPOBAHHOH TTOIICHIO

=0) mpuCOeANHAEMOE K TEKCTY €ro KpunTorpaguueckoe npeodpazoBaHue B)
TEKCT

r) 3amm(poBaHHBIN TEKCT.

4. UYem otnmyaercst 61mok-cxema anropurma I'OCT-89 ot 6iok-cxembr DES-anroputma
a) HaJIMYMEM 3aKpBITOr0 KIItoua

=0) OTCYTCTBMEM HAYAJIbHOM MEPECTaHOBKU U YUCIIOM LUKJIOB LIM(POBAHUS B)

JUTAHOU KITIo4a

) MeTo/IoM i poBaHUs

5.Kakue u3 MeTOJJ0B OTHOCATCS K IIM(PPOBAHUIO C OTKPBITBIM KITIOUOM? =a)
RSA.

0) Ky3neuuk. =B)

cxeMa Onb-I'amans. r)

DES.
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6. Kakyio cexpernyto unpopmaruto xpauut Windows

a) 00BEM orepaTuBHON MaMATH

=0) maponu it foctyna B UHTepHer

=B) cepTH(UKATHI JJIs TOCTYIA K CETEBBIM PeCypcaM U 3aiu(ppOBaHHBIM JaHHBIM Ha CAMOM
KOMITBIOTEpE

r) Bepcust BUOC

7. J11s cCOBpeMEHHBIX KpUNTOrpapUUecKUX CUCTEM 3alIUThl HHOpMauu chOpMyITUpPOBAHBI
clleytoIre OOEenpUHAThIE TPEOOBaHUS:

=a) 3HaHWE aNTopuTMa MU(POBAHUS HE JOJKHO BIUSATH HA HAZE)KHOCTH 3alIUTHI 0)

CEKPETHOCTh 00eCTIeYnBaETCsl COKPhITHEM (pakTa nepeaay nHpopMaLuu

=B) CTPYKTYPHBIE 3JIEMEHTHI aJIrOpUTMa MN(POBAHUS JOJKHBI ObITh HEU3MEHHBIMHU =T) HE

JIOJIKHO OBITh IPOCTHIX U JIETKO YCTAHABIMBAEMbIX 3aBUCUMOCTBIO MEKTY KITFOUaMH

I0CJIEZIOBATENBHO UCTIONB3YEMBIMH B ITpoIiecce MNP POBaHUS

8. Kaxkue mMeTozp! mudpoBaHNs CUNTAIOTCS YCTAPEBIINMHU
=a) Lle3aps 0)

RSA

B) AES

=T') O/THO3HAYHOHN 3aMEHBI

9. (11010110) € (01101011)
=10111101

10. CkonbKoO HCIIONb3yeTCs KIIF0Yel B CHMMETPHYHBIX KPUIITOCHCTEMAX JUIs ITU(PPOBAHUS U
nemudpoBanus?
=1

11. Beraucnure 4*32 mo momyio 43
=42

12. CootHecute Ha3BaHHE METO/IOB U UX Kiaccudpukanuto DES =cummerpuunas cucrema
I ppOBaHUS

Cxema Dunp-I"amans = ciMMeTpHYHas CUCTeMa MU (POBaAHUS

SHA-2= MeTo XemmpoBaHus

13. PackpsiTe Kiroua mudpoBaHus He SABISETCS MpodsieMoit st [ 1] mudpoBanus =
ACMMETPUYHOTO CHMMETPHYHOTO

BEPOSTHOCTHOTO

14. JInst noaTBEpKICHUS 1IETOCTHOCTH COOOIICHHS UCTIoNb3yeTcs [1] . = aJeKTpoHHAas MOANHCH

KOIMMPOBAHUC
CUMMCTPUYIHOC H_II/I(l)p OBAaHUC

4.2 ®oHJ OLICHOYHBIX CPEACTB VIS POBEJICHUS MPOMEKYTOYHOM ATTeCTAlUN
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10.

11.
12.

14.
15.
16.
17.
18.

4.2.1 IlpumepHBIii NepeYeHb BONPOCOB K 3a4€Ty.

Ncropuueckuit 0030p. OTKPBITBIE COOOIMICHUS U UX XaPaKTEPUCTUKH

Uctopust xpuntorpaduu. Ilpumepsl pyunbix mm@poB. OCHOBHbIE 3Talbl CTAaHOBJICHUS
KpUNTOTpapuu KaK HayKH.

YacToTHBIE XapaKTEPUCTUKH OTKPBITBIX TEKCTOB. k-rpaMMHasi MOJieib OTKPBITOI'O TEKCTA.
Kpurepuu pacnozHaBanust OTKPbITOTO TEKCTA.

OcuoBer Teopun K.lllenHona. Kpuntorpadmuueckas croiikocts mugppoB. Teopermuecku
CTOHKHE MHUQPEIL.

[lepeyenp yrpo3. CHUMMETpUYHOE M ACHMMETPUYHOE IIM(POBAHHE B 3aJadax 3allUTHI
nHpopmanuu. udpsl ¢ OTKPHITHIM KIIOYOM U UX MCIIOJIb30BAHUE.

Knaccupukanus mmdpoB. Mopaenun mudpos. OcHoBHble TpeOoBaHus K mudpam.
[Ipocreiimume kpunrorpapuueckue NpoTOKOJIBI.

u¢ps! nepecranoBkU. PazHOBUAHOCTH MIM(POB MEPECTAHOBKHU: MapIIpyTHbIE U
reOMETPUYECKHE NTEPECTAHOBKU. DJIEMEHThI KpUIITOAHAIN3a IIU(PPOB NEPECTAHOBKH.
[ToTounsle mudps! 3amensl. Indpsr mpocToil 3ameHbl W WX aHanu3. MHoroanpaBUTHBIE
G pbI 3aMEHBL.

Cxema Oelicrens u He-Deiictens

udps raMMupoBanus 1 UX aHanu3. Mcrnosib30BaHne HEpaBHOBEPOSTHON raMMbl, IOBTOPHOE
HCI0JIb30BaHNE TaMMBl,

Kpunroananuz mudpa Buxenepa. Tectsl Y.@punmana.

biounsie mmdpel mpocToit 3aMeHBI W 0COOCHHOCTH WX aHanu3a. CoBpeMEHHBbIE OJIOYHBIC
mudpsl. 13. Kpunroanroputm DES.

Kpunrroanroputm 'OCT-28147-89.

Kpunroanroputm 'OCT P 34.12 -2015 «Ky3Heunk».

Kpunroanroputm 'OCT P 34.12 -2015 «Marmay.

Kpunroanroputm RIINDAEL (AES).

O TeopeTHKO-MHPOPMALMOHHOM MOAXO0JE B KpunTorpaduu. OHTPONMS U KOJIUYECTBO

29 ¢

napopmanuu. “Henanéxuocts mmdpa”, “moxxHbIC KITFOYH ™ U “pacCTOSHUE €AMHCTBEHHOCTH .

[IpakTruecku cTolkue MUQPHI.

19.
20.

21.

23.

24,

25.

26.

HMMUTOCTONKOCTD 1 (ppoB. XapaKTEPUCTHKH HMHUTOCTOUKOCTH IIH(POB U MX OLCHKH.
Meroasl HMMHTO3ALIATEL HEUMHTOCTOMKHUX i dpos. MIMHUTOBCTABKH.
Kobl ayrenTH)UKAIH.
[Toustie 0 momexoycroitunBocTy Mmmppa. [nudpsl, He pa3zMHONKAIOIINE UCKAKECHUNA THIA
3ameHbl 3HaKoB. [1Iudpbl, HE pasMHOKAIOIINE HCKAKEHUI THIIA IPOITYCK-BCTaBKa 3HAKOB. 22.
[IpvHIMOBL ~ MTOCTPOEHUS AITOPHUTMOB  OJIOYHOTO mrdpoBanus. Beroop
0a30BbIX npeoOpa3oBaHuil. PeXHMMbI HCHOAB30BAHUSA OJOYHBIX IMH(GPOB U  HX
0COOEHHOCTH.
[TpuHIIMTIBI TIOCTPOCHHS AITOPUTMOB MOTOYHOTO MIU(PpPOBaHHS. PeXHUMBI HMCHOIB30BAHUS
MOTOYHBIX MUPPOB. CTPOCHUE MOTOUHBIX MTUPPCUCTEM.
[Torounsie kpunrocucrembl. [lpuHimnbel moctpoenus. Kiaccudukanus. I[IpoOiema
CUHXPOHH3AIHH.
TumoBsle  TeHepaTophl  MCEBAOCIYYaWHBIX  MOCIeNOBaTeIbHOCTEH.  KOHIpyIHTHBIE
rereparopsl. ['eHeparopel ®uOoHayun. ['eHepaTOphl, OCHOBAaHHBIE HA CJIOKHOPEIIAeMbIX
3aauax TEOPUH YHCEI.
I'eHepaTopbl Ha OCHOBE JIMHEHHBIX PETHCTPOB CIIBUTA.
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27. Jluneiinple pekyppeHTHble mnocnenoBarensHoctd (JIPII) waxm monem. Csoiicta JIPIT
MaKCUMAaJIbHOTO Tepuoja. JInHeiHas CI0KHOCTh ICEBIOCITYYaHON IMOCIEeI0BATEIbHOCTH.
Anroput™m bepnexkemmna-Meccu.

28. Metonp! ycnoxxuenust JIPIL. @unprpyromue 1 KOMOMHUPYIOLINE TeHEPATOPhI, U X CBOMCTBA.
Kommo3unuum nuHeHHbIX PErUCTPOB CABUTA.

29. [logxoapl K aHanmu3y anroputMoB mmmdpoBanus. Kiaccudukanus METOIOB aHaW3a
KPUNTOTPAapUUECKUX AITOPUTMOB. METONBI HAXOXKICHUS KIIOYEH KPUITOTpaPHUECKIX
ITOPUTMOB: aJITOPUTMHUYECKUE METO/IbI, aNreOpandecKie METOIbl, CTATHCTUYECKHUE METOIBL.

30. Oco0OeHHOCTH KpUNTOAHAM3a AITOPUTMOB O109HOTO MK poBaHus. OCOOCHHOCTH aHAIN3a
MPOTPAaMMHBIX pean3alnii KpUNTOrpadhuIecKuX alropuTMOB.

31. TecThl uncen Ha MPOCTOTY, MPUYMHA MTOSBICHUS, KiTacCU(DUKAITHSI.

32. OCHOBHBIE MTPUHIUIIBI TIOCTPOCHUST ACHMMETPUYHBIX KpUnTocucTeM. CTOHKOCTS.

33. [IpakTHyeckne acleKThl HCIOJIb30BAHMS MIH(PPCHCTEM C OTKPBITBIM KITFOYOM.

34. Anroputmbl nuppoBeIX moxanucei. OOmwme monoxenus. L{nppoBeie moamucu Ha OCHOBE
mmdpeucreM ¢ OTKpbITEIM KiatouoM. ['OCT P 34.10-2012 35. OtkpbiToe mudppoBaHue u
AIIEKTPOHHAS TTO/IIHUCH.

36. OcHOBHEBIE pe3ynbTaThl cTaThul Y. duddu u M. Xemimana.

37. OgHoHanpaBieHHbIe (DYHKINH, TIOCTPOCHHE OTHOHANPABICHHBIX (YHKIUH C CEKpETaMH.
Cucrema RSA. Hcnonb3oBanue anroputma EBkimaa s pacuera cekpeTHoro kiroda d. 38.
Anroputma uudpoBoil noanucu iab-I'amans, mpeuMyniecTBa MO CPaBHEHHUIO C METOJIOM
RSA, semocTaTku.

39. IIpobimema quckpeTHOTO JorapudMupoBanus, ayreHTudukamnms. 40.

Cucrema otkpeiToro mmdpoBanus RSA, araku Ha RSA.

41. Cucrema snekTporHo# moanucu Dib-I'amains (EGSA - EIGamal Signature Algorithm)

42. Cucrema oTKpbITOTO mUppoBaHus Dib-I"amars.

43. Iludposas mnoamuch DPuara-lllamupa. [udpoas mnoxmuce ODnb-I'amans. CrangapTh

1M (pOBON MOIMUCH.

44, Oo6mue cBeneHus o xenr-QpyHknusax. KimroueBbie 1 OecKIIoueBbie XemI-(yHKITUH.

UreparuBHbie criocoObl mocTpoeHus xem-QyHkuuid. [lonstue o croiikoctu xeu-(QyHKIUH.

45. Xemr-pynkmuu cemericta "Ctpudor 'OCT P 34.11- 2012 1.

46. IlpumeHeHME UTUNTUYECKUX KPUBBIX B KpUNTorpaduu. AIroput™ mudpoBaHust Ha OCHOBE

AITUNTHYECKUX KPUBBIX.

47. Crangapt GSM, MmexaHU3Mbl O€30TIaCHOCTH.

48. Teopewma JleBuna-Kyka «P=NP?», BnusHue Ha kpunrorpaduro.

49. KBaHTOBBIC aITOPUTMBI ITU(DPOBAHUS

4.2.2 Kpurepun oneHuBaHus pe3yabTaToB 00y4enust Kpurepuu
OLICHUBAHMS 110 3a4ETY:

BavYTCHO»: CTYACHT BJIAACCT TCOPCTHYCCKUMHU 3HAHUAMHU II0 JAHHOMY pa3aciy, 3HaCT
CTaHAAPTHBIC MCTOAbI peIJ_IeHI/Iﬁ B TCOPUHN YUCCII, JOITYCKACT HC3HAUYUTCIIbHBIC OI_HI/I6KI/I; CTYACHT
YMECT IIPAaBUJIIBHO OOBSACHSATH H3y‘-ICHHBII>i MaTepuall, LJUIIOCTPUPYA €ro IpUMCpaMu 3aaa4d.

«HC 3aUYTCHO»: MaTCpUall HC YCBOCH HJIM YCBOCH YAaCTUYHO, CTYACHT 3aTPYAHIACTCSA NPUBCCTU
MMpUMEPHI T10 H3y‘1€HHOﬁ TEMEC, OOBOJIBHO OFpaHquHHBIﬁ 00beM 3HaAHUU mporpamMmMHoOro
Marepuaia. OTMeTKa «HEe 3aU4TECHOY BEICTABISACTCS CTYACHTaM, KOTOPBIC ITPOITYCTUIIU oonee 60
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% 3aHATHI U HAITUCAIIM KOHTPOJIbHBIE PA0OTHI HA HEYJOBIECTBOPUTEIHHBIC OL[CHKH.

OneHouHble CPEICTBA [ MHBAIMIOB M JIMI] C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMH 310POBbS
BBIOMPAIOTCS C YUETOM UX UHAWBUIYAJIbHBIX ICUX0(U3NIECKUX 0COOCHHOCTEH.

—Tpy HEOOXOJMMOCTH MHBAJIUAAM M JIMLAM C OTPAHMYCHHBIMH BO3MOKHOCTSIMHU
3/10pOBbSI IPEJOCTABIISAETCS JOMOJIHUTEIBHOE BpEeMS JUIsl TOATOTOBKU OTBETA HA 3K3aMEHE;

—TIpY TIPOBEICHUU TPOIENYPHl OLECHUBAHUS PE3YyIbTaTOB OOyUCHUsSI MHBAIHUIOB U
JMI] C OTPAaHUYEHHBIMU BO3MOXHOCTSIMHU 3/10POBbsI IPEyCMaTPUBAETCA HCIOIb30BAaHUE
TEXHUYECKUX CPEICTB, HEOOXOOUMBIX KM B CBS3M C UX HWHAWBUIYAJIbHBIMU
0COOCHHOCTSMU,

—IpU HEOOXOIMMOCTH JUIg OOy4aroUIMXCs C OTPaHUYEHHBIMH BO3MOKHOCTSIMU
3/10pOBbsI 1 UHBAJIUAOB IPOLEAYypa OLICHUBAHUS PE3yIbTaTOB OOYyYEHUS MO JAUCLHUIIIMHE
MO>KET IPOBOJAUTHCS B HECKOJIBKO 3TAIOB.

[Ipouenypa oueHMBaHUS PE3yAbTATOB OO0YUYEHMs] MHBAIMUJOB M JIMI[ C OFPAHUYEHHBIMU
BO3MOXHOCTSIMU 3JI0pPOBbSl IO JUCHUIUIMHE (MOJYJI0) MpelycMaTpUBaeT IpeloCTaBlIEHUE
nHbopManu B (QOopMax, aganTHPOBAHHBIX K OTPAHUYCHUSM WX 3JIOPOBBSI M BOCIPHUSTHS
nH(popMaLnu:

JIis i1 ¢ HapyIIEHUSIMH 3pEHUS:

—B TMe4yaTHOM (opMe yBENWYEHHBIM MIpUPTOM, — B (POpME DIEKTPOHHOTO
JOKYMEHTA.

Jlnist U1 ¢ HapyIIeHUSIMU CITyXa:

—B MeYaTHOH dopme,

—B ()OpMeE MEKTPOHHOTO JOKYMEHTA.

Jlnis U1 ¢ HapyIeHUsIMM OTIOPHO-/IBUTaTEIbHOTO anmapara:

—B MeJaTHOH dopme,

—B (hOpMe MEKTPOHHOTO JOKYMEHTA.

JlaHHBIM TepedYeHb MOXKET OBbITh JIONOJHEH U KOHKPETH3MPOBAH B 3aBHUCUMOCTH OT
KOHTHHI'€HTa 00Yy4aroLI1XCsl.

5 IlepeyeHb OCHOBHOI M JIONOJHUTEIbHON YUeOHOM JTUTEPATYPHI,
HEe00X0AMMOii 115l 0CBOEHMSI JUCHMILIHHBI

5.1 OcHoBHas JIUTEpPAaTYpa

1. ®omuues, B. M. Kpunrorpadpus — Hayka o TaiiHomucu: ydeOHoe mocobue / B. M.
®domuueB. - MockBa : Ilpomereir, 2020. - 66 c. - ISBN 978-5-00172-040-9. - Texkct
ANIEKTPOHHBIN. - PexxuMm moctyma: https://znanium.com/read?id=389799

2. babam, A. B. Kpunrorpapuueckne Metonsl 3amurthl uHpopmarmu.T.1:Vy.-
Meroa.noc./babam A. B., 2-e u3a. - Mocksa : U1 PUOP, HUIl UHO®PA-M, 2018. - 413 c.: -
(Beiciee oOpaszoBanue: bakanaBpuart). - ISBN 978-5-369-01267-3. - TekcT: 3MEKTPOHHBIH. -
Pexum nocrymna:

https://znanium.com/read?id=334834

Jlist ocBOEHUs AMCLUIUIMHBI UHBAIUAAMU U JIMIAMU C OTPAHUYEHHBIMU BO3MOKHOCTAMU
3JI0POBBSI UMEIOTCS U3/IaHHsI B AJIEKTPOHHOM BHJIE B DJIEKTPOHHO-OUOIMOTEYHBIX CHCTEMax
«Jlanp» n «¥OpaiiT».
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5.2 JlononnurtenbHasi Jurteparypa 3. Kpunrorpaduyeckas 3amura HHGOPMAIINU:
yuebHoe mocobue / C.O. Kpamapos, O.10.

Mutscosa, C.B. Cokonos [u mp.] ; moxa pea. C.O. Kpamaposa. — Mocksa : PUOP :
NHO®PA-M, 2023. — 321 ¢ — (Beicmee o6OpazoBanme). — DOI:
https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. - Tekct: 31€KTPOHHBIN. -
Pesxxum nmocryna: https://znanium.com/read?id=416723

6 MeTtoguueckue ykazaHusi sl OO0y4alIIUXCAd MO  OCBOCHUIO
AUCHUTITHHBI

VYdeOHasi AEATENbHOCTh MPOXOJUT B COOTBETCTBUU C TpadMKoM y4eOHOTO Mporecca.
[Ipouecc camocTosiTenbHONM pabOTHl KOHTPOJIMPYETCS BO BpPEMsl ayAUTOPHBIX 3aHATUH U
WHIMBHIYAIBHBIX KOHCyNmbTammid. CamMocTosiTenbHass padoTa CTYIEHTOB MPOBOAUTCS B (opme
M3YUYEHHSI OTACTBHBIX TEOPETUIECKAX BOIIPOCOB TI0 TpeIaraeMoi JIMTepaType.

[lo xenanuto cTyeHTa MpeagaraeTcsl HalMcaHue pedepara Ha BHIOPaHHYIO UM TeMy (110
COTJIacOBaHMIO ¢ TmpenojaBateneM). Jlns HamucaHust pedepata HEOOXOAUMO MMOA0OpaTh
muteparypy. OOIee KOJMYeCcTBO JTUTEPATYpHBIX HCTOYHUKOB, BKJIFOUYAsl TEKCTHI U3 VMHTEpHeTa,
(mybnmukauuu B KypHaslax), JIOJDKHO COCTaBisATh HE MeHee 10 HauMeHoBaHUI. Y4ueOHMKH, Kak
IIPABUJIO, B IUTEPATYPHbIE HICTOYHUKH HE BXOJIAT.

Pedepatsr BoimonHs0T Ha nuctax ¢opmara A4. CTpaHUIBI TEKCTa, PUCYHKH, (DOPMYJIBI
HYMEPYIOT, PUCYHKU CHA0Xal0T HOPUCYHOUHBIMM HaANuCAMU. TekcT cienyer nevarats LpudToM
Nel4 ¢ uaTepBaIOM MEX Iy cTpokaMmu B 1,5 nHTepBaia, 6€3 HeIOMyCTUMBIX COKpallieHui. B koHIie
pedepaTa HOKHBI OBITH CAEIAHbI BHIBOIBI.

B koH11e paboThl IPUBOAST CIIMCOK MCIIOJIb30BaHHBIX HICTOYHUKOB.

Pedepat noskeH ObITh MOANUCAH CTYACHTOM C YKa3aHUEM JIaThl €€ 0(OPMIICHMSL.

PaboThl, BBINIOTHEHHBIE 0€3 COOIIOAECHUS IePEUNCIICHHBIX TPeOOBaHU, BO3BPAILIAIOTCS HA
TOpabOTKY.

BeimonHeHnHas crygeHToM paloTa ompeensercs Ha IPOBEPKY IIPErnojaBaTresio B
ycTaHOBJIEHHBbIE cpoku. Eciin y mpenoaBarens ecTb 3aMe4aHusi, padoTa BO3BpallaeTcs U Mocie
UcHpaBiIeHUui 1100 BHOBb OTIIPABIISAETCS HAa IPOBEPKY, €CIU UCIPABJICHUS CYIIECTBEHHbIE, JIN0O
IIPEIbBIIAETCS Ha €€ 3alluTe.

[IpumepHsble TeMbl pedepaToB:

1. AHanu3 0AHOTO U3 3aKOHOB M0 MH(POPMALIMOHHOM OE€3011aCHOCTH.

2. CuMMeTpHu4HbIe MUGPHI

3. AHanu3 yszBuMocTei RSA.

4. Yrpo3bl 6€3011aCHOCTH, CBSI3aHHbIE C KBAHTOBBIMU KOMIIBIOTEPAMH.

5. AHanM3 KpUNITOCTOUKOCTH anroputMa «Ky3Heunk».

B ocBoeHMM AUCHUIINHEI WHBAJIUWJAMHU U JUIIAMH C OIrpaHNUYCHHBIMU BO3MOXKHOCTIAMU
3A0POBbA OOJIBIIIOE 3HAYCHHE HMEET HHAWBUAYyaJIbHAA yqe6Ha;I paGOTa (KOHCYJ’IBTaLII/II/I) —
AOIMOJIHUTECIIBHOC Pa3bsICHCHUC y‘lC6HOFO Marepuaia.

I/IH,I[I/IBI/I,Z[yaJILHBIe KOHCYJIbTAallUKM 1O IMPEAMCTY ABJAIOTCA  BaXHBIM (I)aI(TopOM,
CHOCO6CTBYIOH_[I/IM HWHAWBUYAJIU3alluA 06yquI/151 1 YCTAaHOBJICHUIO BOCIIUTATCIIBHOI'O KOHTAKTa
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MCXKIAY HOpernoaaBarciicM U O6y‘-IaIOH_[I/IMC$I HHBAJILIOM MWK JIMOOM C OI'paHUYCHHBIMU
BO3MOKHOCTSAMMU 3J0POBbBAL.

7 Ilepeuenb HHGOPMALMOHHBIX TEXHOJOTHI, HCIOJIb3yeMbIX PHU
OCYLIECTBJICHUH 00Pa30BATEIBHOI0 MPOLECCA 110 JUCHHUIINHE

7.1 llepevyeHb HHPOPMANMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTH A

—IIpoBepka qoMalmHuX 3a1aHuil U KOHCyapTUpoBaHue nocpeactsoM JMOC, anekTpoHHON
IIOYTHI U colMaIbHON cetn «BKOHTaKTEY.

—Vcronb30BaHNe AIEKTPOHHBIX TPE3CHTAlMK TPH  TMPOBEACHWH JICKIMOHHBIX |
a00OpaTOPHBIX 3aHATHA.

7.2 TlepeveHb JTUIEH3MOHHOTO U CBOOOITHO PACTIPOCTPAHSIEMOT0 MPOrPaAMMHOI0
ob0ecreyeHu s

1. Omnepammonnas cuctema MS Windows.
2. HWurerpupoBanHoe oducHoe npmioxenne MS Office.
3. Cucrema nporpammupoBanus MS Visual Studio wim Delphi.

7.3 IlepeyeHb cCOBpeMeHHbIX NMPO(eCcCHOHATBHBIX 023 JAHHBIX U HHPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM
1. TIopran CrypTool (CTP) https://www.cryptool.org/. Ero meap - TOBBICHTH
OCBEJIOMJICHHOCTb M HHTEPEC K KpunToTexHosorusm st Bcex. [Ipoekt CT paspabaTsiBaeT
camble pacHpoCTpaHEHHbIE B MHpe OecIIaTHbIe MPOrpaMMBbl 3JIEKTPOHHOTO OOy4YeHHs B
obnmactu kpunrorpadpuu W KpuntoaHanusza. Bce ydeOHble mporpammel B npoekte CT
HUMEIOT OTKPBITHIA UCXOJHBIN KO U JOCTYIHBI OECIIaTHO.

2. Buxunenus, cBoOomnas sHimkimoneaus — Wikipedia [Dnekrponnsiii pecypc]. - URL:
http://ru.wikipedia.org.
3. DnekrtponHas ombmmoreka Kyol'Y [DneKTpOHHBIT pecypc]. -
URL: http://www.kubsu.ru/ru/node/1145.
4. DnexrponHas ouOimoreuyHas cucrema eLIBRARY.RU [Dnexrponnsiii pecypc]. - URL:
http://www.elibrary.ru.
5. IIpodeccuonanshas 0aza JaHHBIX zbMath [DJ1eKTpOHHBIN pecypc].
- URL: https://zbmath.org/.

8 MaTepuaibHO-TeXHUYECKOE oDecrieyeHune Mo JUCUUIINHE

MaTepI/IaHBHO'TCXHI/I‘leCKOC obecrieueHue JUCHUIITTMHBI U

Ne Bup pabot
OCHAIIIEHHOCTh
1. | JlekunonHusle JlekuMoOHHAs ayqUTOpPHUs, OCHAILEHHAs MPE3eHTALlMOHHON TEeXHUKOM
3AHATHS (mpoekTop,  9KpaH, KOMIBIOTEP/HOYTOYK),  COOTBETCTBYIOILUM

IPOTrPaMMHBIM 00ECIICUeHHEM, a TAKXKe HEOOX0AMMON MeOETbIO
(ocka, CTOJIBI, CTYIIb)
(aymuropuu: 129, 131, 133, A305, A307)
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JIaGopatopHsbie JlaGopaTopus, YKOMIUIEKTOBaHHAsl CHELUATM3UPOBAHHONW MeOenblo,

3aHATUSA TEXHUYECKUMHU cpericTBaMu 00yueHus (coBpeMeHHbMu [IDBM Ha 6aze
nporeccopoB Intel mmu AMD, 00beIMHEHHBIME JIOKAJIBHOU CETBHIO) C
BBIXOJIOM B TJ00anmbHYIO0 ceTb MHTepHeT, a Takke COBPEMEHHBIM
JMIIEH3UOHHBIM ITPOTPAaMMHBIM 00ecTieYeHHEM
(oneparmonnas cuctema Windows 8/10, maker Microsoft Office,
cpensl porpammupoBanus MS Visual Studio u Delphi) (ayauropuu:
101, 102, 105, 106, 107, A301a)

I'pymmoBsie Aymatopus UII  CEMUHApPCKUX 3aHSATHA, TPYNIOBBIX |

(MHIUBUAYaNbHBIE) | UHAWBUIYAIHBIX KOHCYIBTAUH, YKOMIUIEKTOBAHHBIE HEOOX0IMMOM

KOHCYJIbTAIIH MeOenbio (A0cKa, CTOJBL, CTybs) (aymutopuu: 129, 131)

Texymui KOHTPOJIb,
MIPOMEKYTOYHAS
aTTecTanus

Aynmutopust JUIS CEMHHAPCKUX 3aHSATHHA, TEKYIIETO0 KOHTPOJIS H
MPOMEXKYTOYHON aTTECTAIMH, YKOMIUICKTOBAHHAS HEOOXO0IUMOM
MeOenbio (TocKa, CToNbl, cTynbs) (aymutopun: 129, 131, 133, A305,
A307, 147, 148, 149, 150, 100C, A3016, A512), xoMIbIOTEpaMH C
JUIICH3UOHHBIM POTPaAaMMHBIM 00ECTICYeHNEM U BBIXOJIOM B HHTEPHET
(aymutopum: 106, 106a. A301)

CaMocTosTenLHas
pabota

Kabuner 1t caMmocTosTeIbHON pabOThI, OCHAIIIEHHBIN KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIOUEHUSI K ceTH VHTepHerT,
MpPOrpaMMOi DKpaHHOTO YBEIHYCHHS, OOECIICYCHHBIH IOCTYIIOM B
AIIEKTPOHHYIO WH(POPMAITMOHHO-00pPa30BaTEIBHYIO cpeny
YHUBEPCUTETA, HEOOXOMUMON MeOenblo (J0CKa, CTOJBI, CTYJIbs)
(aymutopus 102a, YnTadbHBIN 3aI).
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