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HanpasneHuto noarotoBku 01.03.02 IlpuknagHas matemaTnka U WH(GOPMATHKA,
npo¢uis [IporpammupoBanue u nHGOPMALMOHHBIE TEXHOJIOTHH.

[Iporpammy cocraBun: Casud B.H., 7-V4
o = / e
K.T.H., IOIEHT Kadeapsl MPUKIATHON MaTeMaTUKU / [ ay

Pabouas nporpamma qucuuiuinabl « OCHOBBI HH(OPMALMOHHON 0€3011aCHOCTH
yTBEp:KJIeHa Ha 3acelaHuy Kadeapbl MPUKIaTHON MAaTeMaTHKU
npotokoi Ne 10 ot 20.05.2024 r.

W.0. 3aBemyromero kapeapoi, (paspaborunxa) ,—;//%,/—
K.¢.-M.H., A.B. [TuceMeHcKuii f/

PaGouast mporpamma o6cyxaeHa Ha 3acefaHnu Kadeapbl HTHPOPMAIMOHHBIX
TexHosoruii mpotokoa Ne20 ot «21» mas 2024 r.

' 7 ,.:;A»/ _
3aBenyromuii Kadeapoi (BeITyCKaroIe) ‘% :
B. B. [logkon3un 7

VYTBepKlIeHa Ha 3acellaHud y4eOHO-METOJUYECKONM KOMHCCHHU (paKyJbTeTa

KOMIBIOTEPHBIX TEXHOJOTHHA U MPHUKIAJIHON MaTEeMaTHKU
npotokod Ne 3 ot 21.05.2024 r.
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1 He.]'ll/l 1 321a91 H3YYCHUA THCHUIIJIUHBI

1.1 Ileaab 0CBOEHHA JUCHUILIHHDI

Ienn wn3ydeHus AUCUUIUIMHBI OIPENENIEHbl TIOCYIapCTBEHHBIM 00pa30BaTEbHBIM
CTaHJApTOM BhICHIET0 o0Opa3oBaHusi M cooTHeceHbl ¢ obmmmu wemsmu OOII BO mo
HanpasieHuto noarotoBku «llpuknanHas umHpOpMaTHKa», B paMKax KOTOPOHM Hpenojaercs
JOUCLUAIIIIMHA.

Heabto muctummabl «OCHOBBI WH(MOPMAIMOHHON OE30MMACHOCTHY SIBIISETCS Pa3BUTHE
JIOTHYECKOTO MBIIIUICHUS, OBJaJICHHE OCHOBHBIMH METOAAMHU OOecredeHus: WHPOPMAIUOHHOM
0€30MacHOCTH, B TOM YHCJIC KPUNITOTPAPUIECKIX, YMEHUE CAMOCTOSATEIHHO PACIIUPATH 3HAHUS
B o0OJyiactu obecrnieueHusi HHHOPMAITMOHHON O€30IaCHOCTH.

1.2 3agauu M CHUILITAHEI

- W3y4YCHHE OCHOBHBIX IMOHSATHH M METOIOB PEIICHUs THUIOBBIX 3a1a4 HH(GOPMAIIMOHHON
0€30MacHOCTH,

- OBJIaJICHUE NMPAKTHUYCCKUMHU HABBIKAMH B peau3aiii HHHOPMAITMOHHONW 0€301aCHOCTH.

1.3 MecTo THCHUILIAHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl
Huctunnuaa «OcHOBbl  MHGOPMAlMOHHONW 0€30MacHOCTU» OTHOCHUTCS K 4YacTH,
dbopmupyeMoit yuacTHuKamMu oOpa3oBareiabHbiX oTHOomeHui (b1.B) yyebnoro mnana.
Jns u3yueHHMs JaHHOM y4eOHOW IUCUMIUTMHBI (MOAYJIsS) CTYAEHT MAOJDKCH BIIAJIETh
00s13aTeIbHBIM MUHUMYMOM cojiepkaHust Matemarudeckoi yactu OOII myist tTaHHOTO HaIpaBiICHUS:
3HATH/IIOHUMATH
- OCHOBHBIC TIOHSTHS M METOJbl MAaTEMAaTHYECKOTO aHAIN3a, AaHAJTIMTUYECKOW T'€OMETPHH,
JUHEHHON anreOphl, MPUHIIUIIBI AITOPUTMU3AINH U TPOrPAaMMHUPOBAHNUS;
yMeThb
- IPUMEHATh MaTEMAaTUYECKHE METO/bI ISl PEILICHUS] IPAKTUUYECKUX 3a/a4;
- COCTaBJIITh AJITOPUTMBI U KOMITBIOTEPHBIE TTPOTPAMMBI;
BJIAIeTh
- METOJIaMH PEIIECHUS aIreOpandecKuxX YpPaBHEHHM, aHAIMUTHUUYECKOW T€OMETPHH, TCOPUHU
BEPOSITHOCTEM;
- MHCTPYMEHTAJIbHBIMU CPEICTBAMH MPOTPAMMHUPOBAHHS.

BounnieykazanHble 3HAaHUS, YMEHMST U HaBbIKM  (OPMUPYIOTCS IPEAIIECTBYIOIUMHU
JUCLIATIIIMHAMU:
- AnreOpa U aHAIUTHUYECKAsi TEOMETPUS.
- MaremaTuyeckui aHamus.
- OCHOBBI IPOrPaMMHPOBAHUSI.
Ilepeyenp mocnenyromux y4eOHBIX MUCHMIUIMH, A KOTOPHIX HEOOXOAMMBI 3HAHUA,
YMEHHMS U HaBbIKU, JOpMUpPYEMBIE JTaHHON yU4eOHON AMCIUITITMHOM:
- Hosble nH(opMaIiMoHHbIE TEXHOIOTUH B 3KOHOMUKE.

1.4 TlepeyeHb MUIAHMPYEMBbIX Pe3yJbTATOB 00y4eHHs O AUCUMILIMHE, COOTHECEHHBIX €
IVIAHNPYEMBIMH Pe3y/JIbTATAMM 0CBOCHHUSI 00pa30BaTeIbHONH NPOrPaMMbl
N3yyenne naHHOW y4yeOHOM JAMCHUMIUIMHBI HampaBieHO Ha (GOpMUPOBaHUE Y
00yYaromuxcs CIeTYIONUX KOMIETEHIIHIA:

YK-3 CnocoleH ocymecTBJISTh COLMAJIbHOE B3auMMOJeiicTBMe W pealu30BbIBATH
CBOIO POJIb B KOMaH/e
3Hatp NVYK-3.1 (3n.1) IIpobaemsr noadopa 3¢ heKTUBHON KOMaH IbI

NYK-3.3 (3u.3) OCHOBBI CTPaTErnyecKOro YIMpaBJICHUS YEIOBEUYECKUMHU
pecypcamMy, HOpPMATHBHBIE TIPABOBBIC aKThI, KacarollWecsl OpraHu3alud |
OCYILECTBIICHUS MPO(HECCHOHAIBHON e TeTbHOCTH

NYK-3.4 (31.4) Mogenu  OpraHM3allMOHHOTO  TOBEJACHMSA,  (PAKTOPHI
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YMmern

Baanern

IIK-4

3HATH

YMmerh

Baagernb

K-8

3HaTh

YMmerh

(opMHpOBaHUS OPraHU3ALMOHHBIX OTHOILIEHHUH

NYK-3.5 (3u.5) Crpareruu ¥ NPUHUMNB KOMaHIHOW pabOThI, OCHOBHBIE
XapaKTepUCTUKH OPraHU3alMOHHOIO KJIMMaTa W B3aUMOACHUCTBUS JIIOACH B
OpraHu3aluu

NYK-3.13 (06.001 D/03.06 V¥.3) OcymecTBisSTh OCYIIECTBISATh COIHAIBLHOE
B3aUMO/ICHCTBHE, KOMMYHHKAIIUU C 3aMHTEPECOBAHHBIMU CTOPOHAMU

NYK-3.15 (B.1) Opranuzanueii u yrmpaBieHHEM KOMaHJIHBIM B3aUMOJICHCTBUEM B
PEIICHUH TTOCTABJICHHBIX 11eJIeH

NYK-3.18 (B.4) CocraBiieHHEM JEIOBBIX IMHCEM C I1EIbI0 OpPraHU3allUh H
COIPOBOKACHUSI KOMaHHON pabOThI

Cnoco0eH aKTHBHO Y4YacTBOBATh B Pa3paloTKe CHCTEMHOI0 M NMPHUKJIATHOIO
MPOrpaMMHOro odecrneyeHust

HIIK-4.1 (06.001 D/03.06 3n.1) IIpuHUMIBI TIOCTPOCHUS APXUTEKTYPbI
CHUCTEMHOT'0 M TPHUKJIAHOTO MPOTPaMMHOIO OOECIICUCHUS U BHIBI aPXUTEKTYPhI
CHCTEMHOT0 ¥ TIPUKJIATHOTO IIPOTPaMMHOT0 00ECTICYCHHUS

UITK-4.5 (06.015 B/16.5 3u.3) ApxutekTypa, YCTPOHCTBO U (DYHKIIMOHHPOBAHHE
BBIYUCITUTENIFHBIX ~CHUCTEM HCIOJNB3YeMBIX B pa3pabOTKe CHCTEMHOTO U
NPUKJIQJHOTO MTPOrPAMMHOT0 00ECIICUCHUS

UIIK-4.7 (06.016 A/06.6 3u.1) Bosmoxsnoctu WC, mnpenmerHas o0iacTb
CHCTEMHOE U MPHUKIIAJHOE MPOrPaMMHOE 00eCIIeUeHUE

NITK-4.8 (06.016 A/30.6 3H.1) YnpaBieHue puckaMu IPOEKTa MPU Pa3padOTKe
CHCTEMHOT'0 ¥ TMPUKJIATHOTO MPOTPaMMHOI0 00ECIICUCHHUS

UIIK-4.9 (06.016 A/30.6 3u.2) Bo3moxuoctn WMC, wmeromsl pa3pabOTKH
NPUKJIQJHOTO TPOrPAMMHOT0 00ECIICUCHUS

UITK-4.10 (06.001 D/03.06 V.1) Hcnonp3oBaTh CyIIECTBYIOIIHE THIIOBHIE
pemieHuss W IMa0JIOHBI TPOSKTUPOBAHUS CUCTEMHOTO U MPUKIIAJTHOTO
MPOrPaMMHOTO O0ecTieueHust

NIIK-4.12 (06.016 A/30.6 ¥.2) [InanupoBaTh pabOTHI B MPOEKTaxX pa3pabOTKH
CHUCTEMHOT'0 U TIPUKIIATHOTO MTPOTrPAaMMHOTO O0eCcTieueHus

NITK-4.17 (06.016 A/30.6 Tna.1) KauecTBeHHBIN aHAINU3 PUCKOB MPH pa3pabOTKe
CHUCTEMHOTO U MIPHUKJIAAHOTO MPOTPAMMHOT0 00ECTICUCHHS

CnocofeH MJIAHUPOBATH HEOOXOAUMBIE Pecypchbl U 3TaNbl BHINOJHEHUsI padoT
B 00J1acTH MH(OPMALUOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH, COCTABJIATH
COOTBETCTBYIOLIHE TEXHUYECKHE ONMUCAHUS U HHCTPYKIIMHU

UIIK-8.2 (06.016 A/30.6 3n.1) VYmpaBneHue puCKaMHU TMPOEKTa, CIOCOOBI
IUTAHUPOBAHMSI HEOOXOIUMBIX PECYpPCOB M 3Talbl BHINOJIHEHUs paboT B 001acTu
UH(POPMALIMOHHO-KOMMYHUKAITUOHHBIX TEXHOJIOT U, COCTaBIISATh
COOTBETCTBYIOIME TEXHUYECKHE ONUCAHUS U MHCTPYKLIUU

NIIK-8.3 (40.001 A/02.5 3u.3) Metoapl, 3Tambl U CPEACTBA IUIAHUPOBAHUS M
OpTaHu3aIluy UCCIICA0OBAaHUH U Pa3paboTOK

NITK-8.4 (06.015 B/16.5 ¥V.1) YcranaBiuBaTh NporpaMMHOE OOeCIICUeHUE
HIIK-8.5 (06.016 A/06.6 VY.1) Pa3pabareiBaTh JOKYMEHTBI, COCTaBISATh
COOTBETCTBYIOIME TEXHUYECKHE ONUCAHUS U MHCTPYKLIUU

HNIIK-8.6 (06.016 A/30.6 ¥.2) IlnanupoBarh pabOThl B IPOEKTaX, HEOOXOIUMbBIE
pecypchl M JTambl  BBINOJHEHUS paboT B obmacTd  MH(OPMAIMOHHO-



Baanern

KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

WIIK-8.7  (40.001 A/02.5 V.2) Odopmasats  pe3ynbTaThl  Hay4YHO-
UCCIICIOBATEIIbCKUX U OMNBITHO-KOHCTPYKTOPCKHX  PabOT,  COCTaBIATh
COOTBETCTBYIOIME TEXHUYECKHE ONUCAHUS U MHCTPYKLIUU

HIIK-8.9 (06.016 A/06.6 Ta.l) IloaroroBka [HOTOBOPOB B TPOEKTaX B
COOTBETCTBUH C TUIIOBOH (HOPMOIA, COCTaBICHUE COOTBETCTBYIOIIMX TEXHUYECKUX
OIIMCAaHUHN U UHCTPYKIUN

NITK-8.12 (40.001 A/02.5 Hp.2 Tn.) JlestensHOCTh, HANPABJICHHAS HA PEIICHHE
3aJa4 aHAIMTHYECKOTO XapakTepa, MPEIrojaralollidx BbIOOP M MHOT00Opasue
aKTyaJbHBIX CIIOCOOOB pELIeHHUs 3a/1a4, JIAaHHPOBAaHHE HEOOXOMMBIX PECYPCOB U
ATANOB BBINOMHEHHUS paboT B 00JacTh WHPOPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJOTUH, COCTaBIISATh COOTBETCTBYIOIIME TEXHHYECKHE OIHUCAHUSA |
MHCTPYKIIHN

2 CTpyKTypa M cofepKaHHe IUCHUTLTHHBI

2.1 PacnipeaesieHre TPY/10eMKOCTH AUCUMILIMHBI IO BUaM padoT

OO6mass TpynoEMKOCTh AUCHMILIUHBI cocTaBiaser 3 3aud.ea. (108 wacoB), wux
pacripeziesieHue 1o BujaM padboT MPeICTaBICHO B TaOIHIIE

TpynoeMKoCTs,
Bun yue6HO#I paboThI 4acoB
7 ceMecTp

KonrakTHasi paboTa, B TOM YucCJIe: 72,2
AYJAUTOPHBIE 3aHATHS: 68
3anstus nekunonHoro tuna (JI) 34
3aHsTHsI CEMUHAPCKOro Tuna (ceMuHapbl, npakruyeckue 3ansatus) (113) —
JlaGopaTtopusie padots (JIP) 34
HNuas koHTaKkTHas padora: 4,2
KonTpons camocrositenbHoi padotsl (KCP) 4
[Tpomexyrounas arrectauus (MKP) 0,2
CamocTosiTeIbHAsi paboTa, B TOM YHCJIe: 35,8
Kypcosoii npoekr (KII), kypcoas padota (KP) —
[TpopaboTtka yuebHoro (Teoperndeckoro) matepuaina (ITM) 20
[ToaroroBka k Tekymiemy koHTpoto (ITTK) 15,8
BrImoHeHne HHIMBHU T aTTbHBIX 33JJaHAH (TIOATOTOBKA COOOIICHHMIA, —
Mpe3CHTAIINIA)
Pedepar (P) —
KOHTpoJ1b: TOATOTOBKA K 3a4ETy —

qac. 108

B TOM 4MHcCJIe
O0mas Tpy10eMKOCTh KOHTAKTHast paBoTa 72,2

3a4. el 3

2.2 CTpyKTYypa y4eOHOii TUCIHUTLITHHBI

Pacnipenenenrie BU10B yueOHOM paOOTHI U UX TPYTOEMKOCTHU MO pa3eiaM TUCITUTUIAHEI.
Pazgenbr quctumuiHbl, n3ydaembie B / ceMecTpe




KonnuecTBo yacoB
Ne A Bneaynuro
pazne HaumenoBanue pasnenos, mem YIUITOpHas YAUTOD
1 Bcero pabota Hasi paboTa
I13 | JIP CPC
1 BBenenne B 0cHOBBI HH(POPMAITHOHHON 6 o | -] o 5
0€30MacHOCTH
1. Ucmopuueckuii 0630p npumeHnenust cpeocms
6 2 | -] 2 2
coxpwimusi ungpopmayuu. Mcmopus kpunmozpaghuu.
2. |OcHoBHBIE KJIaCCHI NIM(POB M UX CBOMCTBA 16 6 | -] 6 4
1. Hlughpvl nepecmarnosk. 6 2 | -] 2 2
2. Brounvle wugpol 3ameHvl 10 4| -] 4 )
3. |HanpéxuocTts mmdpos 12 4 | -] 4 4
Ocnosvl meopuu K. [llennona.
Kpunmoepaguueckas cmotikocms wiugpos.
g 12 4 | - | 4 4
Teopemuuecku cmotikue wugpul. Ilpakmuuecku
cmotikue wugpol.
4 Merto/1pI CHHTE3a U aHAJTN3a CHMMETPUYHBIX 20 s | .1 8 4
mUPPCUCTEM
1. Vnpasnenue omxpovimoimu kirouamu. 10 4 | -1 4 2
2 Memoowi ananuza Kpunmozpaguueckux 10 41 - 4 9
A2OPUMMOS.
5 MeToibl cHHTE3a U aHAJTN3a ACHMMETPHUYHBIX 20 s | .| s 4
KPUITOCHCTEM
1 Cucmembl wiugposanusi ¢ OMKpuLIMuIM KIIOYOM. 10 4 | -1 4 2
2 Aneopummol uoenmupurayuu Ha OCHo8e 10 4 - | 4 9
ACUMMEMPUYHBIX KPURMOCUCTEM.
6. Xem-(pyHKIMU ¥ UX KpUNTOrpadudecKue 14 61 -6 9
TPUIIOKCHHUS
Xew-gpynkyuu u aymenmuguxayus cooouyeHul.
14 6 | -| 6 2
Obwue ceedenust 0 xeut-yHKYUSX.
MNTOI'O no pa3nesam AMCHUTLINHBI: 88 |34 |0 | 34 20
KonTpons camoctostensHol padotsl (KCP) 4
ITpomesxytounas arrecrauus (MKP) 0,2
[TonroToBKa K TEKyNeMy KOHTPOJIO 15,8
O0u1as TPyA0€eMKOCTDb MO TUCHUILIIIUHE 108

Coxpawenusa: J1 — nexuun, 113 — npaktuueckue 3anstus, JIP — naboparopusie padorsl, CPC —
caMmocCTosITeNIbHas paboTa CTYJICHTOB.




2.3 Conep:xaHue pa3iesioB U CHUIITHHBI

2.3.1 3aHATHA JEeKIIHOHHOI0 THIIA

dopma
HaunmenoBanue
Ne pasjica Coneprxanue paszjena TEKYIIETro
KOHTPOJISI
1 2 3 4
1.|BBenenue B HcTtopuueckuii 0030p MpUMEHEHHS CPEACTB COKPHITUS TectupoBanue,
OCHOBBI uHpopmanuu. OTKpBITbIE COOOIIEHUS U UX HalnucaHue
MH(POPMALMOHHO |XapakTepucTHku. Vctopus kpunrorpaduu. Ipumeps pedepara (o
i 6e3onacHOCTH  |py4HbIX MU (PPOB. OCHOBHBIE 3TAlbl CTAHOBIICHUS KEJIaHHIO)
Kpunrorpaguu Kak Hayku. YaCcTOTHBIE XapaKTEPUCTHKU
OTKPBITBIX TEKCTOB. K-rpaMMHasi MOJIeIb OTKPBITOIO
TekcTa. Kpurepuu pacrio3HaBaHUS! OTKPBITOIO TEKCTA.
OcHoBHBIE 33/1a4M U NOHATHS KpunTorpaduu. Ilepeuenn
yrpo3. CHMMETpHYHOE U aCUMMETPHYHOE MK (poBaHUE B
3aayax 3auuThl HHopmanuu. HIudpel ¢ OTKPBHITHIM
KIIIOYOM M WX ucnoib3oBanue. Kimaccudukanus mmgppos.
Mogenu mmudpoB. OcHOBHBIE TpeOOBaHUS K MK (pam.
[Ipocreiimue KpunTorpaguueckue MpoTOKOJIbI
2.|0OcHOBHbIE 1. HIudpsl nepecTaHOBKH. TectupoBanue,
kiaccel mudpoB |PazHoBUAHOCTH UG- HaIMCaHNe
U UX CBOHCTBA  |pOB NIEPECTAHOBKU: MapIIPyTHbIE U T€OMETPUYECKHE pedepara (o
[IEPECTaHOBKU. DJIEMEHTHI KpUNTOAHAIN3a IU(PPOB YKEJIaHUIO)

nepectaHoBKU. [loTounble mudpsl 3ameHsl. HIndps
IIPOCTOM 3aMeHbI M UX aHanu3. MHoroangpaBuTHbIE

i dpsl 3amensl. [ndpsl raMmMupoBaHus U UX aHAIH3.
Hcnons3oBanne HEPaBHOBEPOSTHOM IraMMBbI, IIOBTOPHOE
UCIOJIb30BaHUE TaMMBbl, KpUNITOAHATIU3 MHKppa
Buxenepa. Tectol Y.@puamana

2. bnoynsle mudpsl 3amMmeHs! biouynble mudpel mpocToit
3aMEHbI 1 0COOEHHOCTHU UX aHanu3a. CoBpeMeHHbIE
6mounsle mudpsl. Kpunroanropurm DES.
Kpunroanropurm 'OCT- 28147-89. Kpunroanroputm
AES (RIINDAEL).




.|HangéxuocTtn
mudpoB

Ocunogsl Teopuu K. lllennona. Kpunrorpaduueckas
CTOMKOCTH MG POB. TeopeTnueckn CTOUKUE M QPHI.
HIudpsl, coBepiieHHbIE TPU HANIAJACHUU Ha OTKPBITHINA
tekcT. [Iudpsl, coBepleHHbIE TPU HaMaIeHUU Ha KIIIOY.
O TeopeTuxo-uHHOPMANMOHHOM TTOIXO/IE B
Kpunrorpaguu. DHTPOIHUS U KOJIWYECTBO HH(GOPMAIUH.
“HenanéxHocTh mudpa”, “IoxKHbIE KIIOUN U
“paccTosiHie €IMHCTBEHHOCTH .

[IpakTryecku crolikue mupsl. Bompocsl IMUTO3AIIUTHI.
Nmurtocroiikocth mmppoB. XapaKTEPUCTHKU
UMHUTOCTOHKOCTHU MU(POB U UX OlleHKH. [Ipumepsr
MMHUTOCTOMKHUX U HEUMUTOCTOUKUX mU(PpoB. MeTo b1
MMUTO3AIIUTH HEUMHTOCTOMKUX MIH(POB.
NmuroBctraBku. Konbl ayTeHTH)HUKAITNH.
[TomexoycTOMUNBOCTH MIU(POB.

[Tonstue o momexoycroiuuBocTH mudpa. lludpsel, He
Pa3MHOXKAIOIINE UCKAKEHUM TUIIA 3aMEHBI 3HAKOB.
udpel, HE pa3MHOXKAIOIINE UCKAKEHUI THUIIA TPOITYCK-
BCTABKa 3HAKOB.

TectupoBanue,
HaIlMCaHHe

pedepara (1o
YKETTAHUIO)

.|MeToabl cuHTE3a
U aHaIu3a
CUMMETPUYHBIX
mudpcucTeM

1. YrpaBneHue OTKPBITHIMU KITFOUaMH.

[TpuHIHITE TOCTPOCHUS KPUNTOTPaAhUISCKUX
anropuTMoB. [[pyuHIMIBI TOCTPOEHUS aITOPUTMOB
omounoro mudposanus. Beroop 6a30BbIX
npeoOpa3oBaHuii. PexxrMbl HCTIOIB30BaHUS OJIOYHBIX
mmdpoB u ux ocodeHHocTH. [IpuHIMUITBI TOCTpOCHUS
QITOPUTMOB MOTOYHOTO MU POBaHUA. Pexumbl
WCIOJIH30BaHUS TOTOYHBIX MH(POB. CTpOeHNE TOTOYHBIX
mdpcucreM. TUoBbie reHEPaTOPBI MCEBIOCTYYaHHBIX
IIOCJIEI0BATENBbHOCTEN. KOHIpy HTHBIE F€HEPATOPBI.
I'enepatopsl @uboHauyu. ['eHEepaTOpbl, OCHOBAHHBIE HA
CJIOKHOPEIIAEMBIX 3aJa4ax Teopuu uucen. ['eneparopsl
Ha OCHOBE JINHENHBIX PETUCTPOB clBUTa. JINHENHbIE
pexyppeHTHbIe nocaenoBatenbHocTH (JIPIT) Hag monem.
CsaoiictBa JIPII makcumanbHoro nepuona. Jlnneinas
CJIOKHOCTB IICEBOCIIYYaiiHOM I1OCIEA0BATEIBHOCTH.
AunroputMm bepniekemmna-Meccu. MeToibl yCIIOKHEHUS
JIPII ®unpTpytomuye 1 KOMOMHUPYIOIINE TeHepaTophl, U
UX cBoiicTBa. KOMNO3UIIMKY TUHEWHBIX PETUCTPOB CIABUTA.
2 Meroab! aHanu3a KpUNTOrpahpuuecKux anropuTMOB.
[Toaxonpl K aHANTU3Y AITOPUTMOB HIN(PPOBAHUS.
Knaccudukanus MeTo10B aHanu3a KpunTorpaguueckux
aNrOpUTMOB. METOAbI HAXOXKIECHHS KITFOUEi
KpUNTOrpagUuecKuX allrfOPUTMOB: allTOPUTMHUECKUE
METO/Ibl, alredpanyecKkue MeTOobl, CTATUCTUYECKUE
MeToAbl. OCOOEHHOCTH KpUNITOAHATN3a aJITOPUTMOB
6souHoro mudposanus. OCOOEHHOCTH aHAIN3a
MPOrPaMMHBIX peanu3aluil KpUNTorpahuuecKux
ITOPUTMOB.

TectupoBanue,
HaIMCaHNe
pedepara (1o
YKETAHUIO)




.|MeToapI cuHTE3a
W aHaIn3a
ACHUMMETPUYHBIX
KPUITOCUCTEM

1 Cucremsl muppoBaHUs ¢ OTKPBHITHIM KIIOUOM
[udpcucrema RSA. lludpcucrema Dap-I"amanns.
HIudpcuctema Ha OCHOBE 3a/1a4u 00 “yKJaaKe
prok3aka”. Ananu3 mudpcuctembl RSA. [Ipaktu yeckue
ACTICKTHI UCIIOJIb30BAHUS IU(PPCUCTEM C OTKPHITHIM
KJIFOYOM. AJITOPUTMBI IUPPOBBIX MO~ muceit. Oomue
nonoxkeHus. Lludpossie moanucu Ha OCHOBE
mudpcucTeM ¢ OTKPBITHIM KirouoM. LHudposas noanuce
@uara-1llamupa. Ludposas noanucey Dnb-I'amans.
Crannaptsl HUPPOBOH MOA- IMHUCH.

2 AATopuUTMBI HIECHTU()UKALIMU Ha OCHOBE
ACUMMETPUYHBIX KPUIITOCHCTEM.

[IpoTokomnsl Tuna 3anpoc-oTBeT. [IpoTokoIbL,
UcroJb3yrolue MuPpoByo noanuck. [Iporokossl ¢
HYJIEBBIM pasrilallieHueM. AJITOPUTMBI pacpeieIeHHs
KJIFO4Ye AJITOPUTMBI TIEpeiauu Kirouer(c
HCII0JIb30BaHNEM U 0€3 UCI0JIb30BaHUsI LU(POBOH
MOAMKICH ). AIITOPUTMBI OTKPBITOTO pacmpeieIeHus
KIItoueil. ANTOPUTMBI IPEBAPUTEIHLHOTO paclpeesieHus
KJIFOUEH.

TectupoBanue,
HaIlMCaHHe

pedepara (1o
YKETTAHUIO)

.| Xemr-pyHKmm n
ux

Kpunrorpaduuec
KH€ TIPUIIOKEHUS

Xem-pyHKIMH U UX KPUNITOTPAPUICSCKHE TTPHITOKECHUS
Xemr-pynkuuu u ayreHtudukanus coodmenuit. Ooriue
cBeneHus o xenr-QyHkiuax. KiroyeBsie 1 OecKIItoueBbie
xem-¢pyHkiuu. MrepaTuBHbIe CIOCOOBI TOCTPOSHUS XEII-
¢bysakuuid. [ToHsiTHE O CTOWKOCTH XeUI-(DyHKIHH.
LlenocTHOCTh JaHHBIX U ayTeHTU(UKAINST UCTOYHUKA
naHHbIX. KOHCTpyKLIMK cuCTeM ayTeHTH(UKAIIMK Ha
ocHoBe xeul-QpyHkiuii. Kogsl ayrTeHTHYHOCTH
coobmenuii: HMAC, UMAC. Konctpykuun MAC Ha
OoCHOBe cuMMeTpuuHoro mudposanus. Cucrema CBC-
MAC. Ocnossl ananuza CBC-MAC: ataka Ha OCHOBE
Haauaus KoJumn3ui, ucrojb3oBanne CBC-MAC mis
ayTeHTU(UKAIIUN COOOIICHHUI TEPEMEHHOMN JJTHBI.
Hpyrue cuctembl: EMAC, XOR-MAC, PCS-MAC.
CucteMmsl, coBMeNIanue KOH(QUACHIUAIBHOCTh U
ayreHTu(uKanuo Ha onHoM kimoue: CCM, OCB.

TectupoBanue,
HaliCaHue

pedepara (1o
YKETAHUIO)

2.3.2 3aHATHS CeMHHAPCKOI0 THIA

CeMuHapckue 3aHATUS HE IPEAYCMOTPEHBI yUEOHBIM TUTAHOM.




2.3.3 JlabopaTopHble 3aHATHS

®dopma
No HaumenoBanue Conepsxanue paszaena (HoMepa 1 HAMMEHOBAaHUS TeKYIIETO
- pasnena J1a00paTOPHBIX padoT) Y
KOHTPOJISI
1 2 3 4
1.|BBenenue B OCHOBBI Mertoarka uccie0BaHusl CBOMCTB OTKPBITOTO 3amura JIP
uH(HOPMAIMOHHON TEKCTa MO MOBTOPSEMOCTH U YePEIOBAHUIO
0e301acHOCTH TJIACHBIX M coryiacHbIX OykB (Markov, TextStat)

I'eneparopsl CiydaliHbIX I10CIEA0BATEIBHOCTEN
JIMHEHBIN KOHTPY HTHBIN MeTo1 MeTo 1 BEIYETOB.
I"'enepatop nceBoCIy4aiiHbIX YUCEIl COIIACHO
I'OCT P 34.11-94

2.|OcHOBHBIE KJIACCHI MonenupoBanue noJInHOMHabHOro |3aura JIP
m@poB U uX cBoiicTBa | mudpoBanus ¢ nomoipio nporpammel Cycle.
MopenupoBanue anroputma IDEA ¢ nmomorisio
nporpammel IDEA (IdeaPro).

3. |HapéxHocTh g pos TecTupoBaHue AITOPUTMOB MU(POBAHUS C 3amura JIP
nomo1bio cuctemMbl CAP
(CryptographicAnalysisProgram).

4.\ Metoapl CUHTE3a U MopenupoBanue mporecca mudpoBanus U |[3ammra JIP
aHaJIM3a CHMMETPHUYHBIX | IeMUPPOBAHUS JUISI CHMMETPUYHOTO aJTOpPHTMA
mudpcucTemMm ummdposanus DES ¢ nomomnisio nmporpammel DES

5.|Metozbl cuHTE3a U Anroput™m EBkiinza, mpocTeie yucia U TeCT 3amura JIP
aHajan3a Munnepa-Pabuna. RSA. Alroputmsl JUCKPETHOTO
ACUMMETPUYIHBIX norapuMupoBaHUS
KPUITOCUCTEM

6. | Xemr-hyHKIMH 1 X MonenupoBanue xem-¢pynkuuit SHA1, MD4, 3amura JIP
Kpunrorpaguieckue MDY5, ¢ ucnonszoBanuem nporpammsl HASH.

TPHJIOKCHUS

2.3.4 llpumepHasi TeMaTHKa KYPCOBBIX padoT (IIPOEKTOB)

KypcoBsle paboTsl HE IPEeyCMOTPEHBI YUEOHBIM IJIAHOM.

2.4 Ilepeyenbr y4eOHO-MeTOAMYECKOTO0 oObOecrevyeHHsl [JIsi CaMOCTOSATEIbHOM
padoThI 00y4aromerocs Mo AMCIHUIINHE

[enpro caMOCTOSATENBHON PAaOOTHI CTYACHTA SBJSIETCSA YIUIyOJIeHHEe 3HAHUM, TOTYYEHHBIX
B pe3ysbTaTe ayAUTOPHBIX 3aHATHUN. BbIpaOaThIBalOTCS HABBIKM CAMOCTOSATEIHHON pPalOOTHI
3aKkpernsioTcs OMBIT W 3HAHUSA, MOJYYeHHbIE BO BpeMs JabopaTopHbIX 3aHsATHH. Hike
MPEACTABICH  TEpPeUYeHb  y4eOHO-METOJIMYECKMX  MaTepuajioB,  KOTOpPbIE  MOMOTAloT
oOydarorieMycsi OpraHu30BaTh CaMOCTOSITENIbHOE W3Yy4YeHHE TeM (BOMPOCOB) AMCHUILIUHBI IO
BceM Bugam CPC.

No| Bun camocTosTenbHOM [TepedeHn yueOHO-METOIUIECKOTO 00ECTICUCHUS TUCITUTIITAHBI
paboThI 10 BBITIOJIHEHUIO CAMOCTOSITEIbHON pabOThI
1 2 3
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Ne| Bun camocrosTennbHOM [TepeueHsb yueOHO-METOAMYECKOTO 00ECTICUCHUS JUCITUILTAHBI
paboThI T10 BBITIOJIHEHUIO CAMOCTOSITEILHON pabOThI
1 2 3

[IpopaboTtka u
IIOBTOPEHHE
JEKLUOHHOIO
MmarepHaia, MaTepuaia
y4eOHOM 1 Hay4yHOU

Mertonuueckre ykazaHus JUisl HOATOTOBKH K JICKIIMOHHBIM U
CEMHUHAPCKHUM 3aHITHSIM, YTBEPKJICHHBIE HA 3aceaHuu Kadeaphl
MPUKIIATHON MaTeMaTHKU (DaKyJIbTeTa KOMITBIOTEPHBIX TEXHOJIOTHIA
u npukiagHor MmareMatuku ®I'BOY BO «Ky6I'V», mporokon Nel0
ot 15.05.2019 1.

Mertonnueckre yka3aHus 110 BBITOJIHEHUIO CAMOCTOSATEIBHOM

JUTEPATyPHI, .
HOFOTOBKA K paboThl, yTBEp)KICHHBIC Ha 3acelaHiK Kadeapbl MPUKIaTHON
ceMIHADCKIM MaTeMaTHKHU (aKyJIbTeTa KOMIBIOTEPHBIX TEXHOJIOTHH U

3aH$ITI/IS?M npukiagHoit MmatemaTuku @I'bOY BO «Ky6I'V», mpotokon NelO ot

15.05.2019r.

IToaroroBka k

Metoanueckue yka3zaHus 110 BBIIOJIHEHUIO JJAOOPATOPHBIX padoT,
yTBEP)KJICHHbIEC Ha 3aceaHiH Kaeapbl MPUKIIATHON MaTeMaTUKU

2 |mabopaTOpHBIM (baKkynpTeTa KOMIBIOTEPHBIX TEXHOJIOIMHA U MPUKIIATHON
3aHATUAM matematuku @I'BOY BO «Ky6I'Y», mporokon NelO ot
15.05.2019r.
MeTtoaudeckue yka3aHus 110 BBIIIOJIHEHUIO CAaMOCTOSATEIbHON
[ToaroroBka k paloThl, yTBEp>KICHHbBIE Ha 3acelaHNK Ka(eapbl MPUKIaJHON
3 |perieHuIo 3a1a4 U MaTeMaTHKHU (aKyJIbTeTa KOMIIBIOTEPHBIX TEXHOJIOTHNA U

TCCTOB

npukianHoit marematuku @I'BOY BO «Ky6I'V», mpotokon NelO ot
15.05.2019 r.

IToaroroBka J0OKIaI0B

Metoanueckue yka3zaHus Ui HOATOTOBKHU 3cce, pedepaTos,
KYPCOBBIX pa0oT, yTBEP>KICHHBIEC Ha 3aceJaHnU Kadeaphl
MPUKIIAAHON MaTeMaTUKU (aKyJIbTeTa KOMIIbIOTEPHBIX TEXHOIOIUH
u npukiagHor MmareMatukd ®I'BOY BO «Ky6I'V», mporokon Nel0
or 15.05.2019r.

IToaroroska k
pElIeHUI0 pacyeTHO-
rpaduyecKkux 3aaHun
(PI'3)

Metoanyeckre yKka3zaHus 110 BBITTOJIHEHUIO pacueTHO-TpapHIECKUX
3aJJaHUM, YTBEPKACHHbIE Ha 3aceaHnu Kadeapbl NpUKIaIHON
MaTeMaTHKHU (aKyJIbTeTa KOMITBIOTEPHBIX TEXHOJIOTHIA U
npukiaanoit Matematuku ®I'BOY BO «Ky6I'Y», mporokon NelO ot
15.05.2019 .

Metoanueckue yka3zaHus 110 BBIIOJIHEHUIO CAMOCTOSITEIbHON
paboThl, yTBep)KICHHBIE Ha 3acelaHIH Kadeapbl MPUKITaTHON
MaTeMaTHKHU (aKyJIbTeTa KOMIIBIOTEPHBIX TEXHOJIOTUN U
npuknaaaoit Matematuku ®I'BOY BO «Ky6I'Y», mporokon NelO ot
15.05.2019 r.

IToaroroBska k
TEKYIeMy KOHTPOJIIO

Metoanyeckue yKka3aHus 10 BBITIOJTHEHUIO CAMOCTOSTETbHON
paloThl, yTBEpKICHHbBIE Ha 3ace/laHNH Kadeapbl MPUKIaJHON
MaTeMaTHKHU (aKyJIbTeTa KOMITBIOTEPHBIX TEXHOJIOTHIA U
npukiaanoit Matematuku I'BOY BO «Ky6I'Y», mporokon NelO ot
15.05.2019 .

VY4eOHO-MeToIMYeCKUe MaTepualibl Ui CaMOCTOSTEIbHONM pPabOThl OOydaroIIMXCS M3
YHUCiIa MHBAJIUIOB | JIUI C OTPAHUYECHHBIMH BO3MOKHOCTSIMH 3710poBbsi (OB3) nmpenocrassitores
B (hopMax, aJanTHPOBAHHBIX K OTPAHUYEHUSAM UX 3/J0POBbS U BOCHPUATHS HH(OPMAIIH:

Jnst muu ¢ HapyIeHUsIMU 3pEHHUS:

— B [1€4aTHOW (hopMe YBEIMUYEHHBIM HIPUPTOM,

— B (hopMe PIIEKTPOHHOTO JIOKYMEHTA.

Jnist a1 ¢ HapyIIEHUsIMH CITyXa:

— B Ie4aTHoM (opme,
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— B (popMe 3IIEKTPOHHOTO TOKYMEHTA.

Jist 11 ¢ HapyIIeHUSIMA OTIOPHO-IBUTATEIILHOTO armapara:

— B IIeYaTHOM ¢opme,

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA.

JlaHHBII TIepeueHb MOXET OBITh PACIIMPEH W KOHKPETH3HPOBAH B 3aBUCHMOCTH OT
KOHTHHTEHTA 00yYaroNIXCs.

3 Oopa3oBarejibHbIE TEXHOJOTHH

JIeKIIMOHHBIE MaTepUaNbl PEAU3YIOTCS ¢ MOMOIIBIO AJIEKTPOHHBIX Tpe3eHTanuid. [Ipu
peanu3anuu y4eOHOW paboThl mo guciuruimHe «OCHOBBI WH(MOPMAMOHHONW O€30TacHOCTHY
UCTIONIB3YIOTCS CIIEAYIOIINE 00pa30BaTeIbHbIC TEXHOJIOTHU:

- HHTCpaKTHUBHAA IIoga4da Marepuaja C MYHBTHMGHHP'IHOIZ CHCTeMOﬁ;
- p3360p KOHKPETHBIX UCCIIEA0BATCIbCKUX 3a1a4.

O0beM HHTepaKTUBHBIX 3aHATUH — 18% oT 00beMa ayIMTOPHBIX 3aHATHI

Cemectp Bun 3anstus | Mcnonb3yemble HHTEpakTUBHBIE 0Opa3oBatenbHbie | KommuecTBo
(JI, IIP, JIP) TEXHOJIOTHH 4acoB
7 JI HNHTepakTuBHAs rmojava Marepuaia c 10
MYJIbTUMEIUHHON CUCTEMOM. Ob6cyxnenue
CJIOHBIX U JUCKYCCHOHHBIX BOIIPOCOB.
JIP Kommnsrorepnsie 3aHATHUA B pexumax 2
B3aMMO/ICHCTBUS «IIPEMOJaBaTelb - CTYACHTY.
HTOI'O 12

I[JI)I JuL ¢ OrpaHM4YCHHBIMH BO3MOKHOCTSAMH 300POBbA NPCAYCMOTPEHA OpraHu3aluAa
KOHCYJ'ILT&I_[I/Iﬁ C HUCIIOJb30BaHHUCM BHGKTpOHHOﬁ IIOYTHI.

4 OIIeHO‘-leIe H METOAUYECCKUE MaTEPHUAJIbI

4.1 OueHouyHble cpeacTBa JAJs TEeKYyHIero KOHTPOJS  yCIeBaeMOCTH U
NMPOMEKYTOYHOM aTTeCTAlUMN

OrneHouHBIE CcpelcTBa MNpeJHAa3HAYeHbl Ul KOHTPOJIE M OLEHKH 00pa30BaTeNbHBIX
JOCTIDKEHUH  00y4aromuxcs, OCBOMBIIMX TIpOrpaMMy Y4eOHOW TucHHIDIHHBI «OCHOBBI
MH(POPMALIMOHHOM 6€30MacHOCTH.

O1eHOYHBIE CpPE/ICTBA BKIIIOYAET KOHTPOJBHBIE MAaTE€pHaibl U MPOBEICHUS TEKYIIETO
KOHTPOJIS B (pOpME TECTOBBIX 3aJaHMM Ul 3alMThl Ja0OpaTOPHBIX PabOT, MPOMEKYTOUHOMH
aTTecTanuu B (popMe BOIPOCOB U 33JIaHUM K DK3aMEHY.

B kadecTBE OIIGHOUHBIX CpPEACTB, MCIOJB3YEMBIX JJS TEKYIIEro KOHTPOJIs
yCIIEBa€MOCTH, TPEAJIaraeTcs MepeyeHb BOMPOCOB IO BBHIOJHEHHBIM J1A0OpAaTOPHBIM paboTam,
KOTOpbIe NpopabaThIBalOTCA B Mpollecce OCBOEHUS Kypca. JlaHHBINM mepeueHb OXBaThIBAET BCE
OCHOBHBIE Pa3JieNbl Kypca, BKIIIoYasi 3HaHUS, TIOJTy4aeMbIe BO BPEMsI CAMOCTOSTEIBHON PaOOTHI.
Kpome TOro, BaXHBIM D3JIE€MEHTOM TEXHOJOIMM SBJISIETCS CaMOCTOSTENbHOE pEIICHHE
CTYACHTAaMH W CJada WHIUBUAYAIbHBIX NPOCKTHBIX 3aJaHuii B KoHIE Kypca. CTyaeHT
JIEMOHCTPHUPYET CBOE PELICHUE MPENoaBaTeiio, OTBeYaeT Ha JOMOJHUTEIbHBIE BOIIPOCHI.
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17.

4.1.1 IlpumepHbIe 3aJaHUS JJIS 3alIUTHI JIA0OPATOPHBIX padoT
1 Jlnst 3amanHOro N Haiitu ¢yHkuuto Diiepa: 1) 13; 2) 17; 3) 25; 4) 34; 5) 165; 6) 98.
2 Jlns 3agaHHOTO N HAWTH Bce mepBooOpa3Hbie kopHu: 1) 5; 2) 7; 3) 10; 4) 13; 5) 14; 6)

3 BeraucnuTh xemnr-oopas.
4.1.2 TlpumepHble 3aJaHNS AJ51 TECTHPOBAHUSA YYAINXCH

KOHTpOJ'IB 3HaHUHI CTYACHTOB Ha BCEX OTallax OCYHIECCTBIACTCA IIYTEM KOMIIBIOTCPHOT'O

TECTUPOBaHUs. Bpemsi mpoBeneHus TECTUPOBAHMS COCTABIACT, Kak mpaBwio, 30 muH. Huxke
IIPUBEJCHBI IPUMEPHI 1IEMO-BEPCUI TECTOB.

1.

BbiaHk 3apaHui
InudpoBanue — 370...

=a) crmoco0 W3MEHEHUs COOOIICHHS WU JIPYroro JIOKYMEHTa, O0ECIeUMBAIONIEe HMCKAKEHUE €ro
COJICPKHMOTO

0) COBOKYNHOCTh TE€M WJIM HHBIM CHOCOOOM CTPYKTYPUPOBAHHBIX JAHHBIX M KOMILIEKCOM
anmapaTHO-IIPOTPAMMHBIX CPEJICTB

B) ya0oOHas cpefia sl BBIYUCISHUS] KOHEYHOTO MOJIb30BaTENs

T') CITOCO0 CKPBITOH Tepeaadn HHPOpMaIiu

2. Andasur B kpuntorpaduu — 3T0...

a) MOCJIeI0BATENbHOCT OYKB SI3bIKA

=0) KOHEUHOE MHOYKECTBO UCIIOJIb3YEMBIX JJIs1 KOJUPOBAaHUS HH(OpMAIIMY 3HAKOB
B) OyKBBI TEKCTa

I') JOITyCTUMBIN HA0Op COOOIIECHHI TSI KOTUPOBAHUS

3. DNEeKTPOHHON MOANUCHIO Ha3bIBACTCHA. . .

a) (hails1 ¢ OTCKAaHUPOBAHHOM MOITUCHIO

=0) npucoeUHAEMOE K TEKCTY ero KpuiTorpaduueckoe npeodpasoBaHue
B) TEKCT

T') 3aIIM(POBAHHBINA TEKCT.

4. Yewm otnmuaetcs 6sok-cxema anropurma ['OCT-89 ot 6ok-cxemsl DES-anroputma
a) HaJTMYMEeM 3aKpBITOTO KITF0Ya

=0) OTCyTCTBHMEM HadaIbHON MEPECTAHOBKH U YHCIIOM LIUKIIOB MU(GPOBAHUS

B) IJTMHOM KJTFOYa

') METOAOM IU(PPOBAHUS

5.Kakue 13 METOJJOB OTHOCATCS K IIHU(POBAHUIO C OTKPHITHIM KIFOUOM?
=a) RSA.

0) Ky3neuuk.

=B) cxema Dib-I"amans.

r) DES.

6. Kakyro cexpernyto napopmanuio xpanut Windows

a) 00bEM OTepaTUBHOM MAMSTH

=0) mapousn 17151 foctymna B IHTepHeT

=B) cepTU(HKATHI IS JTOCTYIIa K CETEBBIM pecypcaM | 3alr(ppOoBaHHBIM JaHHBIM Ha CAMOM
KOMITBIOTEPE

r) Bepcust BUOC

7. JInst COBpeMEHHBIX KPUNITOrpapUUECKUX CUCTEM 3aIUThI MH(pOpMaLuu chopMyTUpPOBAHBI
cienyromue oOuenpuHAThIE TPEOOBAHUS:
=a) 3HaHWEe aAITOpPUTMa MHU(PPOBaHUS HE JOJDKHO BIUATH HA HAJIEKHOCTH 3AIIUATHI
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0) CeKPETHOCTh 00ECTICUNBAETCS COKPBHITHEM (aKTa mepeaadn HHPOopMaIiu

=B) CTPYKTYPHBIE 3JIEMEHTBI AJITOPUTMA ITHU(PPOBAHUS TOJKHBI OBITH HEN3MEHHBIMH

:F) HE JOJIXKHO OLITH IMPOCTHIX U JICTKO YCTaHABJIMBACMBIX 3aBUCUMOCTBIO MCXKIAY KIIHOYaMH
MOCJIEIOBATENIBHO UCTIONB3YEMBIMH B IIPOIecCe MUPPOBAHUS

8. Kakue Metonibl mnppoBaHUs CUUTAIOTCS YCTAPEBILIMMU
=a) Le3aps

6) RSA

B) AES

=T) OJIHO3HAYHOU 3aMEHBI

9. (11010110) € (01101011)
=10111101

10. CxonbKO HUCTIONB3YETCs KIH0Ye B CHMMETPUYHBIX KPUIITOCUCTEMAX Ui IIHU(PPOBaHUS U
nemmdpoBaHus?
=1

11. Beraucimure 4*32 no moayso 43
=42

12. CooTHecuTe Ha3BaHUE METO/IOB U UX KJIacCU(DUKAIIHIO
DES =cummMerpuyHas cucremMa mudpoBaHus

Cxema Onp-I'amains = cuMMeTpu4Has cuctemMa Mu(poOBaHUs
SHA-2= meTon xemupoBaHus

13. PackpeiTue kimtoda mudpoBaHus He siBIsieTcs mpoodiaemoit aist [1] mmudpoBanus
= aCUMMETPUYHOIO

CUMMETPUYHOTO

BEPOATHOCTHOTO

14. ]Iyt MOATBEPIKACHUS IEJIOCTHOCTH COOOIICHUSI uctob3yercs [1] .
= DIIEKTPOHHAS MOITUCH

KOITMPOBAHHUE

CUMMETpUYHOE mudpoBaHme

4.2 ®oHA OLICHOYHBIX CPEACTB VI MPOBEICHUS MMPOMEKYTOYHOH ATTeCTAIMH
4.2.1 IlpumepHBbIii IepedeHb BONPOCOB K 3a4€Ty.

1. Uctopuueckuii 0030p. OTKpBIThIE COOOILIEHUS U UX XapaKTEPUCTUKU

2. Ucropus xpuntorpaduu. Ilpumeps! pyuHbix mugpoB. OCHOBHBIE 3Tanbl CTAaHOBJIECHUS
KpUNTOrpaduu Kak HayKu.

3. YacTtoTHBIE XapaKTEPUCTUKH OTKPBITBIX TEKCTOB. K-rpaMMHasi MOJEIb OTKPBITOTO TEKCTa.
Kpurepun pacrio3HaBaHus OTKPBITOTO TEKCTA.

4. OcnoBbl Teopun K.Illennona. Kpumnrorpadpuueckas croiikocts mudpoB. Teopernuecku
CTOMKHE MUPPBHI.

5. Tlepeuenp yrpo3. CHUMMETpUYHOE W aCUMMETPHYHOE MU(POBAHWE B 3a/Jayax 3allUuThI
uHpopmanuu. [udpsl ¢ OTKPHITHIM KIIFOYOM U UX UCHOIb30BaHHUE.

6. Knaccudukammss nmdpoB. Monenn mmdpoB. OcHoBHble TpeOoOBaHUS K HIM(paM.
[Tpocreiimume kpunrorpaduyeckre mpoTOKOIIbI.

7. lludper mnepectaHoBKU. Pa3HOBUAHOCTHM MMQPOB MNEPECTAHOBKU: MAPHIPYTHBIE U
reoMeTpUYecKre MepecTaHOBKH. DJIEeMEHThI KPUIITOAHAIN3a IIH(PPOB MIEPECTAHOBKH.

8. Ilotounsle mudpsl 3amensl. Ludpsr mpocToil 3aMeHbl U uUx aHanu3. MHoroangpaBUTHBIE
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muGpeI 3aMEHBI.

9. Cxema Delicrens u He-Delicrens

10. udper ramMMupoBaHWs W WX aHaau3. VICMonb30BaHWE HEPABHOBEPOSITHOW TaMMBI,
MOBTOPHOE UCIIOJIb30BAaHUE TAMMBI,

11. Kpunroananus mudpa Buxenepa. Tector YV.dpuamana.

12. bnoynsle mudpbl NPOCTON 3aMEeHbl U 0COOEHHOCTH MX aHain3a. CoBpeMEHHBbIE OJIOYHBIC
U PHI.

13. Kpunroanroputm DES.

14. Kpuniroanroputm 'OCT-28147-89.

15. Kpuniroanroputm I'OCT P 34.12 -2015 «Ky3neuuk».

16. Kpunroanroputm 'OCT P 34.12 -2015 «Marmay.

17. Kpunroasnroputm RIINDAEL (AES).

18. O Teoperuxko-uHGOPMALMOHHOM MOAXOJ€ B KpuUNTOrpaguu. DHTPONHUS U KOJIUYECTBO
uHpopmanuu. “Henan&xuocts mudpa”, “INoKHBIE KIIOYA~ W “pACCTOSHHUE €IMHCTBEHHOCTH .
[IpakTHuecku cTOMKHUE MHUQPHI.

19. UmuTOocTONRKOCTD MM(POB. XapaKTEPUCTHKN UMUTOCTOUKOCTH MIU(POB U MX OLEHKH.

20. Meronbpl  MMHUTO3AIIMTHI ~ HEUMUTOCTOMKHMX  mHdpoB.  MmuroBcraBku.  Komabl
ayTEeHTU(UKALINH.

21. Tlonstue o nmomexoycroitunBoctu mudpa. ludpsl, He pasMHOKAIONIME UCKAKEHUN TUIA
3aMeHbI 3HaKoB. Llndpsl, He pa3MHOKAIONIME UCKAKEHUH THIIA TTPOITYyCK-BCTaBKa 3HAKOB.

22. llpuHUUOB TOCTPOCHHUS aITOPUTMOB OmouHoro mudpoBanus. Breibop 0a30BbIX
npeoOpa3oBanuii. PexxuMbl ncnonp30BaHus OJIOYHBIX MIH(POB U X 0COOEHHOCTH.

23. IlpuHIMIBI MOCTPOEHUS AITOPUTMOB MOTOYHOTO MH(pPOBaHUsA. PeKUMBI MCHOIB30BaHUS
NOTOYHBIX MHUPPOB. CTpOEHHE MOTOYHBIX MUPPCUCTEM.

24. Tlotounsle kpuntocuctemsl. [Ipunnunsel mnoctpoenus. Kiaccudpukanus. IIpobrema
CUHXPOHM3ALIH.

25. TunoBble TreHEpaTOpbl ICEBAOCIYYaWHBIX IOCIENOBaTeNbHOCTEH. KOHIpy>HTHBIE
reHepatopel. ['eneparoper ®dubGonayuu. ['eHepaTopbl, OCHOBaHHBIE Ha CIIOKHOPEHIIAEMBIX
3a/1ayax TEOPUU YHCEIL.

26. I'eneparopbl HA OCHOBE JIMHEWHBIX PETUCTPOB CABUTA.

27. Jluneiinble pekyppeHTHbIe mnocnenoBarensHocTu (JIPIT) manm momem. CaotictBa JIPIT
MaKCUMaJIbHOTO TIepruoaa. JIMHEHHas CII0XKHOCTh IICEBIOCIYYalHON I0CIEA0BATEIBHOCTH.
Anroputm bepnekemna-Meccu.

28. Meroabr ycnoxHenus: JIPII. ®unpTpyromme v KOMOMHHMpYIOIIME TE€HEPATOpbl, M HX
cBoiicTBa. KoMIo3unum JINHENHBIX PETUCTPOB CIIBUTA.

29. Ilomxonmpl K aHaiau3y anropuTMoB mmM@poBaHus. Knaccudukamus MeTonoB aHanu3a
KPUNTOrpaUUecKUX alropuTMOB. MeTo/bl HAXOXAEHUS KIo4edH KpUOTOrpapuuecKux
ITOPUTMOB: AJITOPUTMHUECKHUE METO/IbI, alNredpanyeckue MeTObl, CTATUCTUYECKUE METO/IbI.
30. OcoGeHHOCTH KPHUNTOAHAIN3a AITOPUTMOB OJ049HOrO mudpoBaHus. OCOOEHHOCTH aHaIM3a
MPOrpaMMHBIX peaau3aluil KpUNTOrpaduyecKux aaropuTMoB.

31. TecTsl yKcen Ha MPOCTOTY, IPUUUHA MOSIBIICHUS, KJIacCU(UKALUS.

32. OcHOBHbIE IPUHIUIBI TOCTPOEHUSI ACUMMETPUYHBIX KpUntocucreM. CTOMKOCTD.

33. IIpakTHyeckue aceKThl UCIIOIb30BaHUsI IIM(PPCUCTEM C OTKPBHITHIM KITIOYOM.

34. Anroputmbl mudpoBeIX moamnuceit. O6mme monoxeHus. [ludpossie moanvucu Ha OCHOBE
mmdpcucrem ¢ oTkpreIThiM KitouoMm. [[OCT P 34.10-2012

35. OTkpeITOE MUBPOBAHUE U DIEKTPOHHAS MTOITHUCH.

36. OcHoBHBIE pe3ynbTaThl cTatbu Y. Auddu u M. Xemnmana.

37. OpHoHampaBieHHblE (DYHKIMH, MTOCTPOEHUE OJHOHANPABIEHHBIX (PYHKIMHA C CceKpeTamH.
Cuctema RSA. Mcnons3oBanue anropurMa EBkinaa uis pacyera ceKpeTHOro kiroua d.

38. Anroput™m 1mmdpoBoil noamnucu Onb-I'amans, mpenMyllecTBa MO CPAaBHEHUIO C METOA0M
RSA, HegocTaTku.

39. IIpobGnema quCKpeTHOro JorapuGMUpoBaHusl, ayTeHTUDUKALIHSL.
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40. Cucrema otkpsiToro mudpoanus RSA, araku Ha RSA.

41. Cucrema sekTponHoi nmoanucu Dib-I"amans (EGSA - EIGamal Signature Algorithm)

42. Cuctema OTKpbITOTO I poBanus Dib-I"amans.

43. Hudpoas mnoamnuce Puara-llammpa. Ludposas nommuce Inb-I'amans. Cranmaptsl
1u(GpOBOH MOIIUCH.

44. OOmme cBenenuss o xenl-pyHkiusax. KiroueBsle M OeckimroueBble  XeUI-(PyHKIUH.
HtepatuBHbIe cr1ocoObl mocTpoeHus xen-pynkuuid. [lonstue o croiikocTu xeu-QyHKIUH.

45. Xemr-¢pynknuu cemeiicrsa "Ctpubdor [OCT P 34.11- 2012 1.

46. [IpumeHeHue JUTUNITUYECKUX KPUBBIX B Kpuntorpaguu. AIropuT™ mudpoBaHus Ha OCHOBE
AIUTMNITUYECKUX KPUBBIX.

47. Cranaapt GSM, MexaHU3MbI 0€301TaCHOCTH.

48. Teopema Jleuna-Kyka «P=NP?y, Bnusnue na xpunrorpaduto.

49. KBaHTOBBIE aJITOPUTMBI TG POBAHUS

4.2.2 Kpurepum oueHUBaHMS Pe3yJbTATOB 00y4YeHHs

Kpurepun onieHuBanus 1o 3a4ery:
«3a4TE€HO»: CTYACHT BJAJeeT TEOPETUYECKMMM 3HAHUSAMU [0 JAHHOMY pa3lelly, 3HaeT
CTaHJAapTHbIE METOJbl PEIIEHUH B TEOPUM 4YHCEN, JONYCKAaeT HE3HAuUTEIbHbIE OIIMOKH;
CTYACHT yMeeT IPaBUIbHO OOBACHATh M3YUYEHHBIH MaTepual, WUIIOCTPUPYs €ro npuMepamu
3az1a4.

«HE 3aUTE€HO»: MaTepuaj He YCBOEH WJIM YCBOCH YAaCTUYHO, CTYACHT 3aTPYyJHSIETCS MPUBECTH
OpUMephl MO M3YyYEHHOW TeMe, JOBOJbHO OrPaHWYEHHbIH 00BEM 3HAHWUN MPOTPAMMHOIO
MmaTteprana. OTMETKa «HE 3aUTEHO» BBICTABIISCTCS CTYJICHTaM, KOTOpBIC TponycTuian 6omnee 60
% 3aHATUN U HAMKMCAJIN KOHTPOJbHBIE PAaOOTH HA HEYAOBIECTBOPUTEIBHBIE OLICHKH.

OrneHouHbIE CPECTBA AJI MHBAJIUI0B U JIMI C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10pPOBbSI
BBIOMPAIOTCS C YUETOM MX MHIAWBUAYAIBHBIX IICUXO(PU3NIECKUX OCOOCHHOCTEH.

— IIpU HEOOXOMMOCTH MHBAJIUAAM U JIULAM C OrPaHMYEHHBIMH BO3MOKHOCTSIMU 3/10pPOBbS
MIPEIOCTABIISIETCS AOMOJHUTEIBHOE BpEMs JUIsl TIOATOTOBKHM OTBETA Ha SK3aMEHE;

— MpH MPOBEJCHUN NPOLEAYPHI OLIEHUBAHUS PE3YJIbTATOB 00yUEHHsI HHBAINIOB U JIUI] C
OTpaHMYEHHBIMU BO3MOXKHOCTSIMU 37I0POBbSI PEAYCMATPUBAETCS UCIIOJIB30BaHNE TEXHUYECKUX
CpeACTB, HEOOXOIUMBIX UM B CBSI3U C UX MHANBUIYAIbHBIMU OCOOEHHOCTSIMH;

— IIpU He0OXOUMOCTH AJ1s1 00YYaIOLIUXCsl C OTPAaHUUYEHHBIMHU BO3MOKHOCTSIMU 3/I0POBBS U
MHBAJINOB NPOLIeypa OLIEHUBAHUS pe3yJIbTaTOB 00YUYEeHHUs IO AUCHUIUINHE MOKET
IPOBOAMTHCS B HECKOJIBKO 3TAIOB.

ITponienypa oneHMBaHUs Pe3yJIbTATOB OOYYEHHsS MHBAJIUIOB U JIUI] C OrPaHUYEHHBIMHU
BO3MOXXHOCTSIMU 3/I0pOBbSl 10 JUCHMILIMHE (MOAYNIO) MpEeaycMaTpUBAET MPEIOCTaBIEHUE
uHpopmanuu B (opMmax, AJANTUPOBAHHBIX K OrPAaHMYEHHUSIM HX 3J0pOBbS U BOCIPHUITHUS
uH(popMauu:

Jist U1 ¢ HapyIIEHUSIMH 3pEHMSL:

— B MleyaTHOU (popme yBeIMUEHHBIM HIPUPTOM,

— B (popMe 2IIEKTPOHHOT O IOKYMEHTA.

Jljig U1 ¢ HapyLIeHUSIMU CiyXa:

— B I1e4aTHoi (opme,

— B popMe JIEKTPOHHOTO IOKYMEHTA.

JUist Tu1 ¢ HapyIIEHUSIMH OTIOPHO-/IBUTATEIBHOTO amnmapaTta:

— B TIe4aTHOU opme,

— B (popMe 2IIEKTPOHHOT O TOKYMEHTA.

JlaHHBIN TepedYeHb MOXKET ObITh JOMOJHEH M KOHKPETU3UPOBAH B 3aBUCHMOCTU OT
KOHTHHT€HTa 00Yy4atoLnXcsl.
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5 IlepeyeHb OCHOBHOIW M JIONOJHHUTEJIbHOW Y4YeOHOW JUTEpPaTyphbl,
HEeO0XO0AMMOI1 115l 0CBOEHUSI TUCUUILTHHBI

5.1 OcHoBHasi 1MTEpPaTYpa

1. ®omuues, B. M. Kpuntorpadus — Hayka o TaiiHonucu: yueObHoe nocooue / B. M. @ommuues. -
Mockaa : IIpomereii, 2020. - 66 c. - ISBN 978-5-00172-040-9. - TekcrT : 2IeKTpOHHBIN. - Pexxum
nocryna: https://znanium.com/read?id=389799

2. babam, A. B. Kpunrorpadudeckue metoas! 3ammrtel nHGpopmarmu.T.1:Ya.-meToa.noc./badam
A. B., 2-e uzn. - Mocksa : U1 PUOP, HUI] MTH®PA-M, 2018. - 413 c.: - (Beiciiee oOpa3oBanue:
bakanaspuat). - ISBN 978-5-369-01267-3. - Tekcr: smekTpoHHBIA. - Pexum mocryna:
https://znanium.com/read?id=334834

Jlj1 OcBOGHMS AUCHMILTUHBI MHBAIMAAMH U JIMIIAMUA C OTPAHUYEHHBIMU BO3MOXHOCTSMU
3I0POBbSl MMCIOTCSI M3JaHHSI B AJICKTPOHHOM BHJIE B 3JCKTPOHHO-OMOIMOTEYHBIX CHCTEMaXxX
«Jlanb» u «¥Opaiit».

5.2 JlonosiHMTEIbHAS JIUTEpaTypa

3. Kpunrorpaduueckas 3amurta wHpOpManuu: ydebnoe mocodme / C.O. Kpamapos, O.1O.
MurtsicoBa, C.B. CoxonoB [u ap.]; noa pexn. C.O. KpamapoBa. — Mocksa: PUOP: UHOPA-M,
2023. — 321 c. — (Boicuee obpaszoBanue). — DOI: https://doi.org/10.12737/1716-6. - ISBN 978-
5-369-01716-6. - TekcT: AneKTpOHHBIN. - Pexxum poctymna: https://znanium.com/read?id=416723

5.3. [lepuoauveckue M3IaHusA:
1. Bba3sl nagunix kommanuu «Mct Brroy http://dlib.eastview.com
2. DOnextponnas oubnuoreka GREBENNIKON.RU https://grebennikon.ru/

5.4. UnuTepHeT-pecypchbl, B TOM YK cJ/Ie COBPeMeHHbIe NPo¢)ecCHOHATbHBIE 0a3bl
JAAHHBIX U HHPOPMAIMOHHBIE CIIPABOYHBIE CUCTEMbI

Onexmponno-oubnuomeynwvle cucmemst (ObC):
1. DBC «FOPAWT» https://urait.ru/
2. DBC «YHUBEPCUTETCKA S BUBJIMOTEKA OHJIAMH» http://www.biblioclub.ru/
3. OBC «BOOK .ruy» https://www.book.ru
4
5

. OBC «ZNANIUM.COM» www.znanium.com
. OBC «JIAHb» https://e.lanbook.com

Ilpogheccuonanvuvie 6a3vi OanHbIX

Scopus http://www.scopus.com/

ScienceDirect https://www.sciencedirect.com/

Kypuanst nznarensctea Wiley https://onlinelibrary.wiley.com/

Hayunast snextponnas 6udnmnorexa (HIb) http://www.elibrary.ru/

[TommHOTEKCTOBBIE apXMBBI BEAYIIHNX 3alaJHBIX HAyYHBIX )KypHaJIoB Ha Poccuiickoit
nnaT(l)opMe Hay4HbIX )XypHanoB HOWKOH http://archive.neicon.ru

6. HamuonanpHast dSJeKTpoHHas OWOMMOTEKa (IOCTYm K DJIEKTPOHHOW  OMOIMOTEeKe
nuccepraiuii Poccuiickoit rocynapcreennoii oubmuorexu (PI'B) https://rusneb.ru/

7. Tlpesunenrtckas 6ubmmoreka um. b.H. Enpruna https://www.prlib.ru/

8.  baza nannwix CSD KemOpumkckoro nenTpa kpucramiorpadpuyeckux ganusix (CCDC)
https://www.ccdc.cam.ac.uk/structures/

9.  Springer Journals: https://link.springer.com/

10.  Springer Journals Archive: https://link.springer.com/

11.  Nature Journals: https://www.nature.com/

ISR .
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12.  Springer Nature Protocols and Methods:
https://experiments.springernature.com/sources/springer-protocols

13.  Springer Materials: http://materials.springer.com/

14. Nano Database: https://nano.nature.com/

15.  Springer eBooks (i.e. 2020 eBook collections): https://link.springer.com/

16. "Jlekropuym TB" http://www.lektorium.tv/

17. Vuumepcuretckas unpopmamnrontas cuctema POCCHS http://uisrussia.msu.ru

HHd)OpMaL}MOHHble Cnpasovrble cCucmemasl

1. KoucyneranT [Lmtoc - cipaBodHas mpaBoBasi cUCTeMa (JOCTYI MO JIOKATLHOM CETH C
KOMIThIOTEPOB OUOIMOTEKH )

Pecypcor c6o600n020 0ocmyna

1. KwubepJlenunka http://cyberleninka.ru/;

2. AmMepuKaHCKas naTeHTHas 0asa JaHHbBIX hitp://www.uspto.gov/patft/

3. MuHHCTEpPCTBO HAyKH U BBICIIETO 00pa3oBanus Poccuiickoit deneparuu
https://www.minobrnauki.gov.ru/;

4. ®enepanbhbiii moprain "Poccuiickoe odpazoBanue" hitp://www.edu.ru/;

5. Hudopmanmonnas cucrema "EquHoe oKHO q0CTyIa K 00pa3oBaTeIbHbIM pecypcam”
http://window.edu.ru/;

6. Enunas xoyiekuus udpoBbIX 00pa3oBaTelIbHBIX pecypcoB hitp://school-collection.edu.ru/ .

7. Ilpoext I'ocynapcTBEeHHOT0 HHCTUTYTA pycckoro si3bika nMeHu A.C. Ilymkuna
"Oo6pa3oBanue Ha pycckom" https://pushkininstitute.ru/;

8. CmpaBouHo-rH(DOpMaMOHHBIN opTan "Pycckwuii si3pik" http://gramota.ru/;

9. Ciyx0a TeMaTHYECKHX TOJKOBBIX ciioBapeit http://www.glossary.ru/;

10. CnoBapu u sHUMKIONEeuK http://dic.academic.ru/;

11. OOpazoBarenbHbIii opTan "Yueda" http://www.ucheba.com/;

12. 3akonompoekt "O6 oOpazoBanuu B Poccuiickoit @eneparmn'. Borpocsk! u otBeTsI hitp://xn--
273--84d1f.xn--plai/voprosy i_otvety

Cobcmeennvie s1ekmponuble 06paszoeamenvhvle U UHGopmayuonusie pecypcovl Kyol'V
1. DOnexrtpoHHbIi katanor Hayuynoii 6udanoreku Kyol'yY
http://megapro.kubsu.ru/MegaPro/Web
2. DnekTpoHHas 6ubauoreka TpyaoB yueHbix Kyol'yV
http://megapro.kubsu.ru/MegaPro/UserEntry?Action=ToDb&idb=6
3. Cpena MoaysbHOTO AMHAMHUYECKOTo oOydenus http://moodle.kubsu.ru
4. ba3a y4eOHBIX MJIAHOB, Y4€OHO-METOINYECKUX KOMILJIEKCOB, IyOIUKaIMi u KoH(epeHuni
http://infoneeds.kubsu.ru/
5. bubanoreka nHGOPMAIIMOHHBIX pecypcoB Kadeapbl HHGOPMAIIMOHHBIX 00pa30BaTEIbHBIX
texHoyoru# http://mschool.kubsu.ru;
6. OnexktpoHHbI apxuB gokymeHToB KyoI'Y_http://docspace.kubsu.ru/
7. OnexkTpoHHBbIE O00pa3oBaTelbHBIE pecypchl Kadeapbl HH(DOPMAILMOHHBIX CUCTEM U
TexHonoruii B oOpazoBanun KyOI'Y u HayuHo-meronmueckoro >xypHana "IIIKOJIBHBIE
I'OAbI" http://icdau.kubsu.ru/

6 MeTtoanueckne YykazaHusi AJIsi  00ydalwIIMXcsd 1O OCBOEHUIO
JTUCHUTILINHBI

VYyeOHasi €ATEeIbHOCTh MPOXOAUT B COOTBETCTBUHU C IpadUKOM Yy4uyeOHOro mpolecca.
[Iporiece camocTosATeNnbHOM pabOTHl KOHTPONMPYETCS BO BpeMs ayJUTOPHBIX 3aHATHH WU
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UHAUBUAYaIbHBIX KOHCYyIbTanui. CaMmocTosTenbHas padoTa CTyAE€HTOB NPOBOAUTCS B (hopMme
U3yYEHUS OT/IEIBbHBIX TEOPETHUECKUX BOPOCOB I10 MpeAaraeMoi JuTepaType.

ITo >xenaHuto CTyAEHTa NpeJlaraeTcs HarnucaHue pedepara Ha BEIOpaHHYIO UM TeMy (110
COIJIACOBAHUIO C TmpemnoaaBareneM). Jlns Hamucanus pedepara HeoOX0oauMo MoI00paTh
auteparypy. Oblee KoJIMYecTBO JIMTEpaTypPHbIX MCTOYHUKOB, BKJIIOUYas TEKCThl U3 MHTepHeTa,
(myOnuKanMu B XKypHaiiax), IOJDKHO COCTaBiIATh HEe MeHee 10 HauMeHOBaHMNA. YUeOHMKH, Kak
IPaBUJIO, B IUTEPATypHbIE HCTOUHUKU HE BXOJAT.

Pedepats! BemonHsoT Ha auctax ¢popmarta A4. CTpaHHUIBI TEKCTA, PUCYHKH, (OPMYJIIBI
HYMEpPYIOT, PHUCYHKH CHa0Xar0T IOPUCYHOUYHBIMM HaamucsMu. TekcT ciexyer mnedaraTh
mpudpTom Nel4 ¢ wuHTEepBaIOM MEXAYy CTpoKamMu B 1,5 wuHTepBama, 0e3 HEIOMyCTHMBIX
cokpaiueHuil. B konue pedepara 10y1xKHbI ObITH C/IE€TaHbBI BHIBO/BI.

B koH1ie paboThl MPUBOAAT CIMCOK MCIIOJIb30BAHHBIX UCTOYHUKOB.

Pedepar nomxeH ObITh MOANUCAH CTYJJEHTOM C YKa3aHUEM JIaThl €€ O(OPMIICHHUSL.

PaGotbl, BeIMOTHEHHBIE 0€3 COOMIOACHMS MEPEUUCIICHHBIX TPeOOBaHMIA, BO3BPAIIAIOTCS
Ha J0paboTKy.

BrimonHenHast crygeHTOM paboTa OINpeneNseTcss Ha NPOBEPKY IMPEroJaBaTeslio B
yCTaHOBJIEHHbIE CpOKHU. Ecnu y npenogasarens ecTb 3aMe4yaHus, padoTa BO3BpaIlaeTcs U Mocie
UCTIPaBJICHUH JINOO BHOBH OTIPABIISIETCS HA IPOBEPKY, €CJIM UCTIPABJICHUS CYIIECTBEHHBIE, INOO
HpebsBISETCS Ha €€ 3alluTe.

[TpumepHbie TeMBbI pedepaTos:

1. AHanu3 oAHOTO U3 3aKOHOB 110 HH(OPMALIMOHHOM 0€3011aCHOCTH.

2. CummeTrpuuHbIe HGPHI

3. Ananus ys3Bumocteit RSA.

4. YTpo3bl 0€30MacCHOCTH, CBSI3aHHbIE C KBAHTOBBIMH KOMITHIOTEPAMH.

5. AHanM3 KpUNITOCTOMKOCTH anroputma «Ky3Heunk».

B ocBoeHMH TUCHMIIIMHBI MHBIWAAMU M JIMIAMHM C OTPAHUYEHHBIMH BO3MO>KHOCTSMH
3I0pOBBsI OOJIBIIOE 3HAYEHHWE HMMEET WHAMBHIyajdbHas ydeOHass paboTa (KOHCYJbTAIlMH) —
JIOTIOJIHUTEIbHOE pa3bsiCHEHUE Y4eOHOro MaTepuasa.

WunuBuayanbHble KOHCYJIbTAlMM 10 TPEAMETY SBISIOTCS BaXHBIM  (DakTOpoOM,
CHOCOOCTBYIOLIMM HMHAWBUIYAIN3alMU OOY4YE€HUS U YCTAHOBJIEHUIO BOCIIUTATEIBHOTO KOHTAKTa
MEXJy MpernojaBaTeieM W OO0y4arolmMMCs HWHBAJIWJIOM WJIM JIMIOM C OrpaHUYEHHBIMU
BO3MO>KHOCTSIMH 37J0POBBS.

7/ TlepeyeHb HWH(OPMALMOHHBLIX TEXHOJOTHI, HCHOJb3yeMbIX TMPH
OCYIIeCTBJIEHUMH 00Pa30BaTEeJILHOIO0 MPOoIecca M0 JUCHHUILINHE

7.1 llepevyeHb HH(POPMALHOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHIi

— IIpoBepka nomamHux 3aaHuil 1 KOHCyJIbTUpoBaHue nocpenctsoM IMOC, aneKTpoHHOM
HOYTHI M collnanbHOM cetn « BKoHTakTe).

— Hcnonp30BaHWe SJEKTPOHHBIX MPE3CHTAMA TPH  TPOBEICHUH JICKIMOHHBIX |
71a00paTOPHBIX 3aHATHH.

7.2 TlepeyeHb JMUIEH3HMOHHOTO W CBOOOJHO PACHPOCTPAHSIEMOI0 MPOrPAMMHOIO
o0ecneyeHus

1. Omnepanumonnas cucrema MS Windows.
2. HWHarerpupoBanHoe oducHoe nprinokenne MS Office.
3. Cucrema nporpammupoBanust MS Visual Studio nim Delphi.

7.3 IlepeyeHb cOBpeMeHHBbIX NMPOdecCHOHATBHBIX 023 JaHHBIX U MH(POPMALMOHHBIX
CIIPABOYHBIX CHCTEM
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IMopran CrypTool (CTP) https://www.cryptool.org/. Ero meap - TMOBBICHTH
OCBEIOMJICHHOCTb M HHTEpEC K KpunToTexHosorusm it Beex. [Ipoekr CT paszpabarsiBaeT
caMble PAaCIpOCTPAHCHHBIC B MUpPE OECIUIATHBIC MPOTPAaMMBbI 3JIEKTPOHHOTO OOYYEHHS B
obiactu Kpunrtorpaguu M KpunToaHanusza. Bce ydeOnbpie mporpammbsl B mpoekte CT
MMEIOT OTKPBITHIN NCXOHBIA KO ¥ JOCTYITHBI OECILUIATHO.

Bukunenus, ceoboxnas suiuknonenuss — Wikipedia [Dnextponssiii pecypc]. - URL:

http://ru.wikipedia.org.

Onexkrponnass ~ O6ubmuoreka  KyO6l'Y  [Omektponnsii  pecypc]. -  URL:
http://www.kubsu.ru/ru/node/1145.

Onexrponnas 6ubmuoreuynas cucrema eLIBRARY.RU [Onekrponnsiii pecypce]. - URL:
http://www.elibrary.ru.

[TpodeccuonanbHast
https://zbmath.org/.

6a3a nmanHbIx zbMath [Onekrponnsii  pecypc]. - URL:

8 MarepuajbHO-TeXHHYECKOE o0ecnevyeHne Mo JUCHUILIUHE

MarepuanbHO-TeXHUYECKOe 00ecneueHrne AUCIUTUTHHBI 1

No Bun pabor

OCHAIIIEHHOCTh

1. | JlekunoHHbIe JleknmoHHas ayauToOpHs, OCHAIICHHAS IIPE3CHTALMOHHON TEXHUKOU

3aHATHUS (mpoekTop, 9KpaH, KOMIBIOTEP/HOYTOYK), COOTBETCTBYIOLIUM
IpOrpaMMHBIM OOECIIeYeHHEM, a TaKKe HEOOXOAMMOHl MeOelnbio
(mocka, CTOJbI, CTYJIbS)
(aymuropuu: 129, 131, 133, A305, A307)

2. | JlabopaTopHbie JlabopaTopusi, YKOMILJIEKTOBaHHAs CHEIUAIN3UPOBAHHON MeOelnblo,

3aHATHSA TEXHUYECKUMHU cpeacTBaMu oOyueHust (coBpemeHHbIMH [IOBM Ha
6aze mnpoueccopos Intel wm AMD, 00beIUHEHHBIMH JIOKAJIBHOM
CeThI0) C BBIXOJOM B TIOOanbHYIO cerb MHTepHer, a Takxke
COBPEMEHHBIM  JIMIEH3UOHHBIM  TPOTPaMMHBIM  OOecliedeHneM
(oneparmonnas cuctema Windows 8/10, maker Microsoft Office, cpemst
nporpammupoBanus MS Visual Studio u Delphi)
(aymuropuu: 101, 102, 105, 106, 107, A301a)

3. | I'pynmoBeie Ayautopuss s CEMUHApCKUX  3aHATHH, TPYNNOBBIX U
(MHIMBUAYATbHBIC) | WHANBUIYAIBHBIX KOHCYIbTAIIUH, YKOMIUIEKTOBAaHHBIC HEOOXOIUMOM
KOHCYJIbTAIIUH Me0enbio (HocKa, CTOMBI, CTYIIbS)

(aymutopunu: 129, 131)

4. | Texymuit AynuTtopusi Ui CEMHUHApCKUX 3aHATUH, TEKYIIEro KOHTPOIS H
KOHTPOJIb, MPOMEXKYTOYHOW  aTTECTAllH, YKOMIUIEKTOBaHHAs HEOOXOIMMOM
MPOMEXKYTOYHAS MebemnbIo (0cKa, CTONbI, CTyibs) (ayauropuu: 129, 131, 133, A305,
aTTeCcTalus A307, 147, 148, 149, 150, 100C, A3016, AS512), kommbploTepamMu ¢

JTUIEH3UOHHBIM MPOTPAaMMHBIM 00€CIIEYeHUEM U BBIXOJOM B MHTEPHET
(aymuropuu: 106, 106a. A301)

5. | CamocTrosiTenbHas Kabuner TUIS CaMOCTOSITENbHOM paboThl, OCHAIIIEHHBIN

pabora KOMIIBIOTEPHOH TEXHUKOW C BO3MOXKHOCTBHIO TOJKIIOYEHUS K CETH
WNuTepHer, mporpaMMoil SKpaHHOTO YBEIUYEHHUs, OOECTeYeHHBIN
JIOCTYTIOM B DJIEKTPOHHYIO MH(GOPMAIIMOHHO-00pa30BaTeIbHYIO CPEY
YHUBEPCUTETA, HEOOXOIUMOI MEOENbIO (I0CKa, CTOJIBI, CTYIIbS)
(aygutopus 102a, unTanbHbIN 3a1).
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https://www.cryptool.org/
http://ru.wikipedia.org/
http://www.kubsu.ru/ru/node/1145
http://www.elibrary.ru./

