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1. OBIIAS XAPAKTEPUCTHUKA PABOYEW HPOI'PAMMBI YEIEBHOFI
JUCHUIVIMHBI M/IK 03.02 «BE3OITACHOCTDb KOMIIBIOTEPHBIX CETEN»

1.1 ObaacTs npuMeHeHust pado4eil MPOrpaMmbl

PabGouas mporpamma y4eOHON JUCHUIUIMHBI «be30macHOCTh KOMITbIOTEPHBIX
ceTeil» SBISETCS YacThl0 OCHOBHOM Mpo(ecCHOHAIBHON 00pa30BaTEIbHOM IPOrpaMMBbl B
cootBercTBUU ¢ DenepalibHBIM TOCYJAapCTBEHHBIM 00pa30BaTEIbHBIM CTAaHIAPTOM
cpearero npodeccuonanpHoro obpaszopanus (ganee ®I'OC CIIO) mns cnenuaabHOCTH
09.02.06 CereBoe U cCUCTEMHOE aAMUHUCTPUPOBAHHE.

1.2 Mecto AUCHUILNIMHBI B CTPYKTYPE MporpaMmabl INOATOTOBKHU CII€EINAJTUCTOB
CpeaHero 3B¢Ha

VYuebnas muctiummaa MJIK 03.02 «be3omacHOCTh KOMITBIOTEPHBIX CETeH»
OTHOCHTCS K MPOeCCHOHATEHOMY MOAYII0 «DKCIUTyaTaus 00ObEKTOB CETeBOM HHGpa-

CTPYKTYPBI».

1.3 Heap u 3apaum y4eOHO# MUCHUIUIMHBI — TPeOGOBaHUSI K pe3yJbTaTaM
OCBOCHMHS THCIHHUILIHHBI

enu aucuuIuiuHbl: GOPMHUPOBAHHME Yy YYAIIMXCS CUCTEMbl 3HAHUH, YMEHUH U
HaBBIKOB B 00JIAaCTH UCHOJIB30BaHUS CPEJCTB MH(OPMAIIMOHHBIX TEXHOJOIMH Kak 0a3bl
TUTS pa3BUTHSI MPO(EeCCHOHATBLHBIX KOMIETCHITHHA.

B pesynabrare u3yueHus npodeccHoHaIBbHOrO MOJYJS OOy4arolMics JOJKEH
UMemsv NpaKmu4ecKull Onvlm 6.

— 00CITy)KUBAaHUH CEeTeBO UHPPACTPYKTYPHI, BOCCTaHOBJICHUHT
paboTOCIOCOOHOCTH CETH Tocie cOOs;

— YAaJeHHOM aJMUHUCTPUPOBAHMM U BOCCTAaHOBJICHMM pPabOTOCIOCOOHOCTH
CETeBOM MH(PPACTPYKTYPHI;

— TIOAJIEP’KKE TIOJIb30BaTeNIel CETH, HACTPOMKE ammapaTHOTO W IPOTPaAMMHOTO
o0ecrieueHus ceTeBOil MHPPACTPYKTYPHI.

B pe3ynbTate 0cBOEGHUS AUCHUIUINHBI 00YyYaIOLIUIICs TOKEH yMems .

— BBIMOJHATh MOHHTOPHHT W aHAJIW3 pPabOThl JIOKAIBHON CETH C TIOMOIIBIO
IPOTPaMMHO-AMITAPATHBIX CPEJICTB;

— OCYILIECTBIISATh IUATHOCTHKY U TIOUCK HEUCIPABHOCTEN BCEX KOMIIOHEHTOB CETH;

— BBITIOJTHATH JICHCTBHS 110 YCTPaHEHUIO HEUCIIPABHOCTEH.

B pe3ynbpTaTte 0CBOCHUS IUCIUTUIMHBI 00YJaIONIUICS TOKECH 3HAMb:

— apXUTEKTypy U (QYHKIUH CHUCTEM YIPAaBICHHUS CETSAMH, CTAaHIApThl CUCTEM
yIpaBJICHHUS;

— Cpe/icTBa MOHUTOPUHTA U aHAJIHM3a JIOKAIBHBIX CETeH;

— METOJIbI YCTpaHEHHsI HeUCIIPABHOCTEH B TEXHUYECKHX CPEICTBAX.

MaxkcumanpHasi yueOHas Harpy3ka o0ydaromerocs 152 yacos, B TOM 4HcIe:

— o0s13aTenpHas ayAUTOpHas yueOHas Harpy3ka oOyuyatomierocst 140 gacos.



1.4. IlepedyeHb IUIAHUPYEMBIX Pe3yJbTATOB OOyYeHHS] 1O JUCHHUILINHE
(Ilepevyennb popMuUpyeMbIX KOMIIETEHIIH)

OcBoeHune IUCHMIUIMHBI «be30macHOCTh KOMIBIOTEPHBIX CETe» CIOCOOCTBYET
(OpMHUPOBAHUIO y CTYIEHTOB CIEIYIOLUIMX MPOPECCHOHATBHBIX KOMIETEHITHI:

IIK 3.1. YcranaBnuBaTh, HACTPAUBATh, HKCIUTYaTHPOBATh U OOCIYKUBAaTh TE€XHU-
4YeCKHEe U IPOrpaMMHO-alIapaTHble CPeICTBA KOMITbIOTEPHBIX CETel.

[IK 3.2. IIpoBoauTh npoduiakTuueckue paboThl Ha OOBEKTaX CETEBOW HH(pa-
CTPYKTYpbI M pa0OUYUX CTaHLHUAX.

1K 3.3. YcranaBnuBaTh, HaCTpauBaTh, SKCILUTyaTUPOBATh U 0OCIYKUBATh CETEBbIE
KoH(purypamuu.

[IK 3.4. YuacTBOBaTh B pa3pabOTKE CXEMbI IMOCICaBAPUUHOIO BOCCTAHOBIICHHS
paboTOCIOCOOHOCTH KOMITBIOTEPHON CETH, BBINNOJHATH BOCCTAHOBJIICHHE U PE3EpPBHOE
KONMpOBaHUE HH(POPMAIUH.

IIK 3.5. Opranu3oBbIBaTh MHBEHTAPHU3ALUI0 TEXHUYECKUX CPEICTB CETEBOM HH-
(bpacTpyKTyphl, OCYIIECTBIATH KOHTPOJIb 000PYI0BaHUS MTOCIIE Er0 PEMOHTA.

[1K 3.6. BbInonHATh 3aMEHY PACXOJHBIX MAaTEPHAJIOB U MEJKHI pEMOHT mnepude-
puifHOro 00OpyIOBaHMs, ONpPEENIATh YyCTapeBllee OOOpYyAOBaHHME U MPOrpaMMHbIE
CpeJlICTBa CETEBON MHPPACTPYKTYPHI.

OnHOBpeMEHHO C  NpO(EeCCHOHAIBHBIMH  KOMIETEHLUUSIMH Y  CTY/JCHTOB,
oOyyarommxcsi Mo AUCHUIUIMHE «be30macHOCTh KOMIIBIOTEPHBIX CeTei» co3aatTcs
NPEANOCHIIKY 111 (POPMUPOBAHUS OOIKUX KOMIIETEHIIHIM:

OK 1. Beibupate crnocoObl pemieHus 3aAad NpoecCHOHAIbHOM EATEeIbHOCTH,
NPUMEHUTENBHO K Pa3IMYHbIM KOHTEKCTAM.

OK 2. OcymiecTBisiTh  TMOUCK, AaHAIU3 W  HMHTEpHpeTanuio  HH(pOpManuy,
HE0OXOIMMOH JIJ1s1 BBIMOJIHEHUS 33124 MPo(ecCHOHaIbHON JesSTENbHOCTH.

OK 3. [InanupoBarh W pealn30BBIBATh COOCTBEHHOE MPOGECCHOHAILHOE U
JMYHOCTHOE Pa3BUTHE.

OK 4. PabGorarh B KOJUIEKTHBE W KOMaHJE, 3()()EKTUBHO B3aMMOJEHCTBOBAThH C
KOJJIEraMH, pyKOBOJICTBOM, KJIMEHTAMH.

OK 5. OcymiecTBasiTb  yCTHYIO UM NOUCBMEHHYK)  KOMMYHHMKAllMIO  Ha
rOCyJapCTBEHHOM SI3bIKE€ C YYETOM OCOOEHHOCTEH COLMAIbHOTO U KYJIbTYPHOTO
KOHTEKCTA.

OK 6. [IposiBAsATh  TpakJaHCKO-TIATPUOTHUECKYIO MO3UIHI0, JIEMOHCTPUPOBATH
OCO3HAHHOE TOBEJCHHE Ha OCHOBE TPAJAMIIMOHHBIX OOIIEUEIOBEYECKHX IIEHHOCTEH,
NPUMEHSTh CTaHJAPThl aHTUKOPPYNIIMOHHOTO TIOBE/ICHUS.

OK 7. CogneiicTBOBaTh COXpAaHEHHUIO OKPYXKAIOILIEH Cpefibl, pecypcocOepeKeHuIo,
3 PEKTUBHO JAEHCTBOBATH B UPE3BBIUANHBIX CUTYALIUAX.

OK 8. Hcnonb3oBath cpeactBa (pU3MUECKON KyJIbTYpBl ISl COXpPaHEHUS U
YKpeIIeHUs 370pOBbsl B Mpoliecce MpoPecCHOHATBHON AESITeNbHOCTH U TOJepKaHue
HE00X0AMMOTO YPOBHS (PU3MUYECKOM MOATOTOBIEHHOCTH.

OK 9. Hcnonb3oBath HMH(OPMAIIMOHHBIE TEXHOJOTHH B MPO(ECCHOHANBHOM
JESITENIbHOCTH.

OK 10. ITons3oBaThcs podheccHoHaAbHON TOKYMEHTAIMEH Ha TOCy1TapCTBEHHOM U
MHOCTPAHHOM S3bIKaX.

OK 11. Ucnonp30BaTh 3HaHHMS 1O (UHAHCOBOM TPAaMOTHOCTH, IUIAHUPOBATh
IpeIIPUHUMATEIBCKYIO 1€ATENbHOCTD B ITpOodeccuoHaIbHOM chepe.



Ne Wnpexe CopeprxaHue KOM- 3uanus Ymenus [IpakTrueckuii
I.I. KOMOECTCHUWH | METeHINH (WIH ed OIIBIT
YacTH)

1 OK1 Bb10UpaTh CIOCOOBI | OCHOBHBIC HCTOYHHUKH BJIAJICTh aKTyaJIbHBIMHU
[pEIICHUS 3a1a4 MH(POPMALIUU U PECYPCHI Al | METoJIaMK PabOThI B
npodecCHOHANBHOMN [peIIeHNs 3a/1ad ¥ IpoOsieM B | npodeccHoHanbHOM 1
MesTeNIbHOCTH, MpodecCHOHATEHOM W/WH CMEeXHBIX chepax;
PYMEHHTENLHO K [COLMAILHOM KOHTEKCTE; pea30BaTh
Pa3IIMIHBIM AQITOPUTMBI BHITIOJTHEHHUS Pa0OT COCTABJICHHBIN IIAH;
KOHTEKCTaM B IpoeCCHOHATEHON U OIICHUBATh PE3yJIbTAT

CME)XHBIX 00JIaCTSAX; METOABl | W TOCIEICTBHS CBOUX

[paOOoTHI B MPOECCUOHANBHOM | JeHCTBUI

M CMEXHBIX cepax (caMOCTOSTEIBHO HITH
C IMOMOIIBIO
HAaCTaBHUKA)

2 OK 2 OCYH.[GCTBJISITB HOMEHKJIaTypa OHpeAcAThL 3a1a4n
MOMCK, aHAJIU3 U I/IHd)OpMaI_II/IOHHI)IX JUIA TIOUCKa
MHTEpTIPETALIIIO MCTOYHHKOB IIPUMEHACMBIX B | HH(OPMAIIH;

I ya— HpO(beCCI/IOHaJ?LHOI/I OIIpeeNATh

o VICATCIIbHOCTU, HeO6XOZ[I/IMI>Ie

Heo6X0MOit 1S IpUEMbl CTPYKTYPUPOBAHHUS | HCTOUHHKH

BBIIIOJIHCHUA 33439 ppdopmaruu; popmar nH(POPMALINH;

NPODECCHOHANBHOM  0(hOPMICHHS PE3Y/IbTATOB IUIAHUPOBATh NPOLIECC

eI TeTbHOCTH movcka MH(opMarm TIOUCK;
CTPYKTYPHUPOBATh
MOJTy9aeMyTo
HHPOPMALIHIO;
BBIJICJIATH Hanboee
3HAYUMOE B TIEpPEUHE
nHpOpMaLNY;
OLICHUBATH
MPaKTHYECKYIO
3HAYUMOCTbH
pe3yIBTATOB MTOWCKA;
0pOpPMIIAT
pe3yIbTaTHI IOUCKA

3 OK 3 [lmanupoBats u COJIEpXKaHUE aKTYallbHOW  |ONIPEIeINsaTh
[peaTM30BHIBATh HOPMAaTHBHO-TIPABOBOM AKTyaTbHOCTD
cOOCTBEHHOE ITOKyMEHTAIMH; COBPEMEHHAs: [HOPMaTHBHO-TIPABOBOM
npodeccroHanbHOe [Hay4yHas ¥ npodeccroHanbHas [HOKyMEHTAIMU B
1 JINYHOCTHOE TEPMHUHOJIOTHUS; BO3MOYXHBIE  [TPOGhECCHOHATBHOI
[pa3BHUTHE. TPaeKTOpUHU e TeIbHOCTH;

mpodeccnoHamTpHOro pa3BUTHS [IPUMEHAT

1 caMo00pa3oBaHus COBPEMEHHYIO HAYIHYIO
Mo eCCHOHATIBHYIO
[TEPMHUHOJIOTHIO;
OIIPENIEIATh U
BEICTPAMBATh
[TpacKTOpun
MpodecCHOHaNbEHOTO
[Pa3BUTHS U
caM000pa3oBaHus




OK 4 Paborats B MICUXOJIOTMYECKUEC OCHOBBI  [OPraHU30BBIBATH PA0OTY
KOJUIEKTHUBE U IMesSATENbHOCTH KOJUIEKTHBA,  [KOJUICKTHBA U KOMAHJIbI,
KOMaH7Ie, MCUXOJIOTHUECKHE B3aUMOJICHICTBOBATD C
b heKTHBHO 0COOCHHOCTH JTUYHOCTH, KOJIJIEraMu,
B3aMMOJIEHCTBOBATE [0CHOBBI MPOEKTHOM IPYKOBOJICTBOM,

IC KOJUICTaMH, ImEeATECIIbHOCTH IKIIMEHTAaMHU B XO/I€
PYKOBOJICTBOM, mpoeCcCHOHATBHOM
KITHCHTAMH. MesITeIbHOCTH

OK'5 OcymecTBIATh 0COOEHHOCTH COIMATBHOTO UrPAaMOTHO M3JIaraTh
[YCTHYIO H KyJIbTYPHOI'O KOHTEKCTA, CBOU MBICIIH U
[MUCEMEHHYIO mpaBuiIa 0popMIICHAS 0GOPMIIATE JOKYMEHTHI
KOMMYHHUKAIIAIO Ha |TOKYMEHTOB M IOCTPOEHHUS o TIpoheCCHOHATBHOM
rOCYJIapCTBEHHOM  [yCTHBIX COOOILEHHI. [TeMaTHKe Ha
SI3BIKE C YUETOM TOCYAapCTBEHHOM
l0COOEHHOCTEMN MI3BIKC, IPOSBJIATH
ICOLIMAJIBHOTO U TOJICPAHTHOCTDH B
KYJIBTYpPHOTO pa60qu KOJIJICKTUBC
KOHTEKCTA.

OK 6 [posBaaTe CYITHOCTH T'PaXKIaHCKO- OIIHCHIBATh 3HAYNMOCTD
TpaXIaHCKO-TIATPHO [HaTPHOTHYECKON MO3HLUH, CBOCH CIIeINAIEHOCTH
THYECKYIO TIO3UIIHIO, (00LEYET0BEYECKHX
ITeMOHCTPUPOBATh  [IEHHOCTEH; 3HAYUMOCTh
0CO3HAHHOE mpoghecCUOHANTBHOM
IMOBEICHUE HA NCATCIIBHOCTHU CIICLHUAJIBHOCTHU
OCHOBE
TpaANIIMOHHBIX
oOI1IeUeI0BeYEeCKUX
IIEHHOCTEH,

TIPUMEHSTH
CTaHTapPTHI
QHTHKOPPYIIIHOHHOT
0 TIOBEICHS

OK7 ConelicTBOBaTL IPABUIIA DKOJNIOTUIECKON  [COOIIOIATh HOPMBI
COXpaHEHUIO 0€30TaCHOCTH MPHU BEACHUU  PKOJIOTUYECKOM
OKpy>Karoiel cpebL,mpodecCHoHaIbLHON 0e30MacHOCTH;
[pecypcocOepeKeHUIOIEATENbHOCTH, OCHOBHBIE OTpeIesATh
, 9pdexTrBHO pecypchbl, 3a/1efiCTBOBaHHbBIE B [HATIPABIIEHHS
NEeNCTBOBATL B npodeccnoHanbHOM [pecypcocOepexeHus B
YpE3BBIYAHHBIX ICATEIIbHOCTH, IIyTH [pPaMKax
CUTYyalMsX. oOecrieyeHUs mpodeccHoHaIbHON

[pecypcocOepekeHus MesITeIbHOCTH

OK 8 Hcnons30Bath POJIb YU3UIECKOM KYJIBTYPHI [IPUMEHSThH
cpencTaa B OOIIEKYILTYPHOM, [palluOHaIbHBIE TTPUEMBI
(buzmueckoit npodeccnoHaTEHOM H MBUTaTEIBHBIX
KYJIBTYPBI JJIS COIMATLHOM Pa3BUTHUH (byHKIMI B
COXpaHEeHHUs U YEJIOBEKA; OCHOBEI 3JI0POBOTO  [PO(ECCHOHATEHON
[YKpeIUIeHUS 00pasa XKHU3HH; yCIOBUSA eATENBHOCTH;
BA0POBbs B IIpOLECCE HpO(I)eCCPIOHaJ'ILHOfI MMOJIHb30BaThHCS
NPO(eCCHOHANBHON IEATENLHOCTU M 30HbI PUCKA  (cpe/ICTBAMU
e TEIbHOCTH U (pusuyecKoro 310poBbs WISl mpodHUIaKTHKH
MoAep>KaHuUs CIIEI[UaIbHOCTH; CPEACTBA epeHANPSIKEHUS
HE00X0IUMOTO npodunakTuku XapaKTEePHBIMH IS
YPOBHS (hM3MUECKOH [epeHAIPSKCHUS IMAHHOI CreMUaTbHOCTH
[TOJATOTOBJICHHOCTH.




0. OK 9 Hcmonb3oBath COBPEMCHHBIC CPEACTBA M [IPUMECHSITH CPEICTBA
nH(pOpMaLMOHHBIE [yCTPOHCTBA HHPOPMATH3AIMH; MH()OPMAMOHHBIX
TeXHOJIOTHH B MOPSIOK X IPUMCHEHUS U [TEXHOJIOTUI ISt
NpoQecCHOHANBHONH [IporpaMMHOe 00€ecrieYeHne B [PEICHNUS
NeATEIbHOCTH. MmpogecCHOHATBHOM MpO(eCcCUOHANBHBIX
ImEeATECIIbHOCTH Bagad, UCII0JIb30BaTh
COBpPEMEHHOE
MPOTpaMMHOE
oOecrieucHme
10 OK 10 Ionb30BaTECS IpaBHIIA TIOCTPOEHHS MOHMMATh TEKCTHI Ha
Mpo(eCCHOHANBHON [IPOCTHIX U CIIOMKHBIX 0a30BEIC
NMOKyMEHTalMel Ha  [[IpeI0KEHHUH Ha npodeccrnoHaTbHBIC
FOCYAapCTBEHHOM M [IpO(heCCHOHABHBIE TEMBI; [TEMBI; y4acTBOBATh B
MHOCTPAaHHOM MpaBHJia YTEHHUS TEKCTOB Imraorax Ha 3HaKOMBIE
[I3BIKaX. MpogheCCUOHANTBHOM o0mue 1
HaIIpaBICHHOCTHU HpO(beCCI/IOHaJ'ILHLIe
[TeMBI
11 OK 11 Hcrons30BaTh OCHOBBI [PE3CHTOBATh HACH
BHAHHS IO MpeaPUHIMATETHCKOM OTKPBITHS
(buHAHCOBOI e TeTPHOCTH; TIOPSIIOK COOCTBEHHOTO JIeNIa B
FPaMOTHOCTH, BBICTPaUBAHMSA IIPE3EHTALUM  [IPOQECCHOHATBHOM
[TaHUPOBATH TEATEILHOCTH
[IPEIPUHIMATEIBCK
VIO I€SITeTbHOCTD B
mpogeCCHOHATBHOM
chepe
12 MK 3.1 VYcranaBnuBath, 3amaun ympaeieHus: aHanu3 [TectupoBats kabemu u | OOecreunBaTh
HACTPaWBaTh, MPOM3BOIUTEIHHOCTH U KOMMYHHUKAIIIOHHBIE  [BaIUTy CETEBBIX
PKCILUTyaTUPOBAaTh U  [HAIC)KHOCTH, YIIPABICHUE [yCTpOMiCTBa. [YCTPOHCTB.
0OCITy)KHBaTh 0e30MmacHOCTRIO, yueT Tpaduka,|OnucHBaTh KOHIEIIHA
TEXHUYCCKHE U yIpaBJIeHHEe KOHQUTYpAIHed. (CeTeBOM OE30MaCHOCTH.
porpaMMHo-anmapa | [IpaBma SKCIUTyaTaluu OnuChIBaTh
[THBIC CPEIICTBA TEXHUYECKUX CPEJCTB CETEBOM [COBPEMEHHBIE
KOMIIBFOTCPHBIX MHPPACTPYKTYPHL. [TEXHOJIOTUH U
ceTei. APXUTEKTYPBL
0e30macHOCTH.
13 K 3.2 IIpoBOIHUTE Knaccudpukanuro Ha6mronath 3a IMoamep>KUBaTh
MPOQUIAKTHICCKUE [PETJIAMEHTOB, IOPSIIO0K TpadKOM, BBITIOHATE [T0JIb30BATEICH

[paboTHI Ha 00BEKTAX
ceTeBOl

MH(paCTPyKTYpHI U
[paboYnX CTaHIIHSIX.

TEXHUYECKUX OCMOTPOB,
MPOBEPOK U
MPOPUIAKTHIECKUX PadoOT.
Mertoabl ycTpaHEeHUSs
HEUCIIPaBHOCTEH B
TEXHUYECKHUX CPE/ICTBAX,
CXEMBI IT0CIIeaBapUHOTO
BOCCTaHOBJICHUSI
[PaboTOCTIOCOOHOCTH CETH,
TEXHUYECKYIO U MPOEKTHYIO
ITOKYMEHTAINI0, CIIOCOOBI
[PE3ePBHOTO KOTIMPOBAHUSI
ITaHHBIX, TIPUHIMITEI PAOOTHI
XpaHUIHL JaHHBIX.
CpezncrBa MOHUTOPHHTA U
AHAJIM3a JIOKAJIBHBIX CETEH.

OTIepaIiy Pe3epBHOTO
KOTIMPOBAHUS U
BOCCTAHOBIICHUS
IMTaHHBIX.

CeTH, HACTPanuBaTh
aTapaTHoe U
MporpaMMHOE
oOecrieueHue
ceTeBOM

MHPPACTPYKTYPHI.




14 TIK 3.3 YcranaBiauBarh, OcHoBHBIE TPEOOBAHUS K OnuceIBaTh KOHIETINH BHEIPSTH
HACTpauBaTh, CpeICTBaM U BHIAM CEeTeBOH OE30MaCHOCTH. MEXaHI3MBI CETEBOM
9KCIUTyaTUPOBATh U | TECTUPOBAHUS AT OnuceiBaTh Oe3omacHoCTH Ha
00CITyKHUBaTh OIpesieNeHust COBpPEMEHHBIE [BTOPOM ypOBHE
CeTeBbIe TEXHOJIOTHUECKOH TEXHOJIOTHH U moxmemu OSI.
KoH(Urypauuu. 6e3zomacHocTH aApXUTEKTYpHI Buenpsats

MH(OpPMALMOHHBIX CUCTEM. | 0€30ITaCHOCTH. IMEXaHU3MBI CETEBOU
0ezomacHOCTH ¢
MOMOIIIBIO
IMEKCETEBBIX
PKpaHOB.
Buenpsats
rexnosorun VPN.

15 K34 VY4acTBOBaTH B Pacmupenue cTpykTypsl,  [BbeImonHsATh onepanuu OpraHu3oBbIBaTh
pa3pabOTKe CXEMBI  [METOJbI U CPEJICTBA [P€3epPBHOTO becriepeOoiinyIo
MOCIICABAPMHHOIO  [TMarHOCTUKU HEUCIIPABHOCTEH [KOIIMPOBAHUS U [paboTy CHCTEMBI 110
BOCCTAHOBJICHHUS TEXHUIECKHAX CPEICTB U BOCCTAHOBIICHHS [pe3epBHOMY
[Pab0TOCIIOCOOHOCTH [CETEBOM CTPYKTYPHI. IMTaHHBIX. [KOTTMPOBAaHUIO U
KOMIBIOTEPHOHU CETH,| MeTOIBI YCTpaHEHHs OOecnieunBaTh [BOCCTaHOBIICHHIO
BBIIIOTIHATH HEHCIIPABHOCTEN B QHTUBHPYCHYIO 3aIIUTY. MHPOPMALIHH.
BOCCTAHOBJICHUC U TeXHHUYECKHUX CPEICTBAX, IBrimosHATE AeicTBUA O0cyXuBaTh
[PE3E€PBHOE CXEeMBbI IIOCTIEaBapUHHOTO 110 YCTPAHEHHIO CETEBYIO
KOIIMPOBAHUE BOCCTaHOBJICHUS HEHCIIPAaBHOCTEH. MHGPACTPYKTYPY,
MH(OPMALIHH. [pabOTOCIIOCOOHOCTH CETH, [BOCCTaHABJINBATh

TEXHUYECKYIO U MPOCKTHYIO [paboTOCIIOCOOHOCTD
IMOKyMEHTaIHI0, CIIOCOOBI ceTu mocie cOosl.
[PE3epPBHOT0 KOIMPOBAHUS

ITAaHHBIX, TIPUHIUITEI PAOOTEI

XPaHUIIUIL JAHHBIX.

16 MK 3.5. OpranusosbiBath | IlpaBmia SKCIUTyaTaluu TMpaBuiabHO opopmiaTs | [IpoBoauTs
MHBEHTAPHU3ALUIO  [TEXHUYECKHUX CPEICTB CETEBOH TEXHUIECKYTO IMHBEHTAPU3ALIIO
TEXHUYECKUX MHPPACTPYKTYPHL. TOKYMEHTALHIO. TEXHUYECKHUX
CPEICTB CETEBOI MeToms! u cpencTBa OcymiecTBIATh CPEICTB CETEBOI
MHQPACTPYKTYPBL,  |[IHATHOCTUKH HEUCIIPABHOCTEH |[IMATHOCTHKY U [IOUCK  [MH(PACTPYKTYPBI.
OCYIIECTBIIATE TEXHUYECKUX CPEACTB U HEUCIIPaBHOCTEH BCex IIpoBoauts
[KOHTPOJIb CETEBOM CTPYKTYPBL. KOMIIOHCHTOB CCTH. [KOHTPOJIb Ka4€CTBa
000pyIOBaHUA IIOCTIE IBBITIOJIHATE NEUCTBUSL  [BBIIIOJHEHUS
Cro pEMOHTA. [10 YCTPAaHEHUIO [PEMOHTA.

HEUCIIPaBHOCTEM. IIpoBoauts
IMOHUTOPHHT
[paboTHI

17 IK 3.6 BrinonHsATh Pacmmpenue cTpykTypsl, BBINOJIHATE 3aMEHY YcrpasaTe
BaMeHy pPacXOIHBIXMETOMBI U CPEACTBA [PACXOIHBIX MaTepHAJIOB HEUCIIPABHOCTH B
MaTepHaoB HINaTHOCTUKN HEUCIIPABHOCTEH [ METIKUIT pEMOHT COOTBETCTBUH C
MEJKHI PEMOHT[TEXHUYECKUX CPEJCTB U nepudepuitHoro MOJIHOMOYHUSIMHU
nepudepuitHoro CETEBOH CTPYKTYpBHL. 000pyIOBaHUSL. [TeXHUKA.
o0opynoBaHus, MeTtoms! ycTpaHeHHS OcymiecTBIATh 3aMeHsATh
OnpenenarTsb HEHCTIPABHOCTEH B IMUarHOCTHUKY U MOMCK  [pacXOJHbIE
lycrapesiiee TeXHUIECKHUX CPEIICTBAX, HEHCIPaBHOCTEN BCEX |MaTepHabl.
oOopynoBaHue HICXEMBI T0ClIeaBapUitHOT O KOMIIOHEHTOB CETH. MOoHUTOPHHT
[IPOrpaMMHBIE BOCCTAHOBJICHU BoInomHATE eiicTBUS  [0OHOBIICHUH
cpemcTeBa  CceTeBOMPabOTOCIIOCOOHOCTH CETH, [0 YyCTPAaHEHUIO MporpaMMHO-amnmap
MHPPACTPYKTYphl.  [TEXHUYECKYIO U IPOEKTHYIO  [HEHCIPABHOCTEH. QTHBIX CPEJICTB

ITOKYMEHTAITHEO, CIIOCOOBI
[PE3EPBHOTO KOMUPOBAHUSI
ITAaHHBIX, TPUHIAIBI PAaOOTHI
XpaHWINIIT JaHHBIX.

ceTeBOM
MHPPACTPYKTYPHIL.
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2 CTPYKTYPA H COJEPKXAHHUE YYEEHOW JHCHUIIIMHBI MJK 03.02
«BE30ITACHOCTb KOMITBIOTEPHBIX CETEH»

2.1. O0bem y4eOHOI IMCUMIIIMHBI U BBl y4e0HO0I padoThl

. Bceero CemecTpbl
Bun yuedHoii padoThI

4acoB 7
Oo0s3aTenbHast yueOHasi HArpy3ka (Bcero) 140 140
B ToMm uncae:
3aHATHSA JEKIIMOHHOIO THITA 84 84
[paKTHYECKUE 3aHATHs (IPAKTHKYMBI) 56 56
\Koncynomayuu 6 6
By npoMexxyTOYHOM aTTecTaliu — 9K3aMeH 6 6
OO6m1ast TpyroeMkocTh 152 gaca 152 152

2.2

CTpykTypa THCHUNIHHBI

OcBoenne yueOnor mucuumumabl MJIK.03.02 «be3onacHOCTh KOMITBIOTEPHBIX
CeTei» BKIIFOYACT U3YUCHHE CICAYIOIINX Pa3/IeioB:

KoamyecTBO ayANTOPHBIX YaCOB
HaumeHoBaHue pa3aesioB U TeM Bcero
Teopernueckoe IIpakTuyeckue
o0yueHnue 3aHATHS
Pa3nen 1. UudopmanmnonHas 6e30nacHoOCTh 22 14 8
Paznen 2. TexHoJ10ruu 3alMThHI JAHHBIX 34 20 14
Pa3ngen 3. ba3zoBble TeXHOJI0rHH CeTeBOM
. 30 20 10

0€30IaCHOCTH
Paznen 4. TexHooruu o0HApy:KeHUsI BTOP:KEHUH 28 18 10
Paspnen S. YnpasJienue cereBoii 6e3011aCHOCTBIO 26 12 14
Bcero mo xucuunimne 140 84 56

2.3 Temaruueckuidi mJjIaH u cogepxkanue ydyeOHon mucuumaumabl MJIK.03.02
«be30macHOCTh KOMIIBIOTEPHBIX CeTe

HaumenoBanue Cojep:kanue y4eOHOI0 MaTepHaia H GpopMbl Oobrem Koabr
pa3esioB U TeM OPraHU3aUNHA AeSITEILHOCTH 06y Jarommxcs B yacax | KOMHIETEHuNH,
dopMupoBaHUIO
KOTOPBIX
CrnocoocTByeT
JJIeMEHT
nporpamMmbI
Pa3pea 1. Cooeporcanue yuednozo mamepuana 22 TIK 3.1-TIK 3.6
HudopmaunonHas Ulexyuu 14 OK 01-11
0e30macHOCTH
1. OcHoBHbIC MOHATHS HHPOPMALKMOHHOHN 6E30MACHOCTH U 4
3aIUThl HHPOPMALHH.
2. Yrpo3sl HHHOPMALMOHHOW 0€3011aCHOCTH. 4
2. OCHOBHbBIE TIOHSATHSI MOJIUTHKH HH()OPMALMOHHOM 4
0€30I1aCHOCTH.
3. ConmanbHas HHXCHEPHSL. 2
IIpakmuueckue 3anamus 8
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1. TlocrpoeHue CTpPyKTypbl HOpPMATUBHO-ITPABOBBIX
TOKyMEHTOB JIeTEJIbHOCTH KOMITAHMH Ha 0a3e pOCCHHCKOTO
3aKOHOJIATENBCTBA B chepe MH(POPMAIIOHHOTO MpaBa.

2. TloaroroBka ONMMCaHUs OXpaHIEeMOH HHPOPMAITIH,
MO/ICTIH YIPO3, TIOCTPOCHNE MOJIeTH HHHOPMALIMOHHOM
0€30TIaCHOCTH.

3. CmocoObI 3aIIUTH OT COIHATIFHON HHKCHEPHH.

Paspgen 2.
TexHO0JIOTHH 3aIUTbI
JaHHBIX

Cooeporcanue yuedbHozo mamepuana

Jlexuyuu

dyHIaMeHTAIbHBIC YTPO3bI CETEBOUW 0€30aCHOCTH.

CrangapTsl nHGOpMaLMOHHOI Oe301acHOCTH.

BbesomacHocTh ceTeBbIX yerpoiictB OSI.

B

Kpunrorpaduueckas 3anmra TaHHBIX.
KpHnTorpaqueCKne CUCTEMBI.

5. TexHonoruu ayTeHTU(GUKAIMHA. ABTOPH3AIHS,
ayTeHTH(]UKAIMS U y4eT JOCTyTIa.

Hpaxmuuecxue 3anamun

14

1. HCCJ’ICHOB&HI/IC CCTCBBIX aTaK U HHCTPYMCHTOB IIPOBCPKU
BAIIUTHI CCTH.

HCCJ’ICHOB&HI/IC METOA0B H.H/I(prBaHI/IH.

W3ydyenue kpuntorpadueckoii CHCTEMBI.

N3ydyenune kpunTorpaduu OTKPBITHIX KIIFOYEH.

Opranmzanus 6€30IacHOTO JOCTYyTa K YCTPOHCTBAM.

Hactpoiika 6e30macHOTo 10CTyIa K MapiipyTU3aTopy.

Nyl ORI wr™

Obecnieuenne aAMUHUCTpaTUBHOrO foctyna AAA u
cepBepa Radius.

Nl DO DO N N N

MK 3.1-IIK 3.6
OK 01-11

Paznen 3.
Ba3oBble TEXHOJIOTHH
ceTeBoii 0e30IaCHOCTH

Cooepircanue yuedoHozo mamepuana

Jlexuyuu

1. HpOTOKOJ’II)I 3alIUTHI HA KAHAJIbHOM U CCAHCOBOM YPOBHSAX.

3amriTa Ha CETEBOM YPOBHE.

2. TexHOIOruU MEKCETEBOIO OKpaHUPOBAHUAA.

3. Peamm3zarus texHomoruit Opanamayspa. ACL.

4. Be3omacHOCTE JTIOKAJIbLHOM CETH.

5. Peanmm3anuga texnonorniit VPN.

Hpakmuqecmte 3anamus

1. Hactpoiika monuTuku 6€30MacHOCTH OpaHAMAaydpOB.

2. Hactpoiika 6€301acHOCTH Ha BTOPOM YPOBHE Ha
KOMMYTaTOpax.

3. Hacrpoiika Site-to-Site VPN, ucnions3yst uarepdeiic
KOMaHIHOHN CTPOKH.

K 3.1-[IK 3.6
OK 01-11

Paznen 4.
TexHosornn
o0HapyKeHUs
BTOPKEHUH

Cooepircanue yuedbnozo mamepuana

Jlexuyuu

KOHHGHL{I/IH aaliITUBHOT'O YIIPABJICHUA 0€30I1aCHOCTEIO.

TexHoOTUs aHAIIM3a 3allUIICHHOCTH.

Peaﬂmaunﬂ TEXHOJIOTUH NpeAOTBpAIICHUS BTOPKCHUS.

I .

KomrbrorepHbIe BUPYCHI M IPOOJIEMBI aHTUBHPYCHOM
3alIUTHL.

5. AHTHBHPYCHBIE IPOTPAMMBI M KOMIUIEKCHI.

Hpakmultecxue 3anamus

1. I/ICCHGHOBaHI/IG TEXHOJIOTUI NpeaOoTBpalliICHUS BTOPKCHUS.

2. Hacrpoiika cucTemsl peaoTBpamieHus Brop:kenuii (1PS).

3. Opranusarms odecredeHus 0€30MaCHOCTH

I10Jb30BATCIILCKUX KOMIIBIOTCPOB.

N B~

MK 3.1-1IK 3.6
OK 01-11
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Paspea 5. Cooepircanue yueonozo mamepuana 26 MK 3.1-[IK 3.6
Ynpasienue ceTeBoi | Texyuu 12 OK 01-11
0e30MacHOCThI0 = "
1. 3amaun ynpaBlieHHs] CHCTEMOH CeTeBO O€3011acHOCTH. 2
2. ApXHTEKTypa yrnpaBieHHs 0€30MacHOCTHI0 KOPTIOPATHBHBIX 2
MH(OPMAIMOHHBIX CHCTEM.
3. YpasieHue 0€30MacHON CEThIO. 4
4. Cisco ASA. 4
[IIpakmuueckue 3anamus 14
1. 3yyeHne OCHOBHBIX MOHATHU TII00aTFHOMN U JIOKAJIHHOH 2
MOJUTHKH 0€3011aCHOCTH.
2. bazoBas HacTpotlika 1uIr03a 6e3omacHoctd ASA n HacTpoiika 2
OpaHIMay’pOB HCIIONB3Ys HHTepeiic KOMaHTHON CTPOKH
3. bazoBas HacTpoiika nutto3a 6e3omacHoctd ASA 1 HacTporika 2
OpanaMayspoB ucnos3yst ASDM
4. Hactpotika Site-to-SiteVPN ¢ oxHo#t cTopoHb! Ha 2
MapIIpyTH3aTOpe UCHONB3Ys nHTEepdeiic KOMaHIHOH CTPOKH U
C IpYToii CTOPOHBI UCTIONB3YS IITI03 Oe3omacHocTH ASA
mocpencteoM ASDM.
5. Hactpoiika Clientless Remote Access SSL VPNS ucrnons3ys 2
ASDM.
6. Hactpoitka AnyConnect Remote Access SSL VPN 2
ncronb3yst ASDM.
7. duHaNbHAs KOMIUIEKCHAs pakTHYecKas paboTa 1o 2
0e30TIaCHOCTH.
2.4 Conepxxanme pa3aeoB IMCUUILTAHbBI
2.4.1 3aHATHSA JEKIIMOHHOI0 THIIA
Ne HaumenoBanue @opma
Copnep:xanue pasjeiia TeKYIIero
pasgena pasgena
KOHTPOJISI
1 2 3 4
1 Uudopmaunuonnas | OCHOBHbIE NOHATUS WH(POPMAIMOHHONH OE30MACHOCTH M 3allIUThI vV, T
6e30macHOCTh nadopmanmy.  OCHOBHBIE  TOHATHS,  OOIIEMETONOJIOTHYECKHUE

NpUHIOMNBL  o0ecniedeHnst  WH(pOpMannMOHHON  0e30macHOCTH.

locynapcrBenHass ~ mH(OpManMoHHas  HONMUTHKA.  [IpoGieMsl
nHopManmoHHO Oe3omacHOCTH B cdepe TOCYIapCTBEHHOTO |
MYHHUIUIAJIBHOTO  yNPaBJICHUSL. Yrpo3sl  uH(pOpMALMOHHOM

GezomacHocTH. AHanu3 yrpo3 HHQOpManMOHHON  0Ge30MmacHOCTH
MeTonpl M MOAENH OICHKH YA3BHUMOCTH HH(popmarun. OCHOBHBIE
MOHATHUSI TOJWTUKK WHpOpMannoHHOW Oe3omacHocTH. CommanbHas
nHxeHepus. TeXHUKU collMaabHONW MHXXEHEPUHU.
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Ne
pa3iena

HaumenoBanue
pa3neia

Coaep:xanue pa3saeja

®opma
TeKyLIero
KOHTPOJIS

1

2

3

4

2

Texnosiorun
3alMThI JAHHBIX

QDyHIaMeHTalIbHBIE yrpo3bl ceTeBoH Oe3omacHOCTH. COBpEMEHHBIE
yrpo3sl ceTeBoi Oe30macHOCTH. BUpYCHI, 4epBH M TPOSHCKHE KOHH.
Metoap! aTax.

CranaapTel HHGOPMAIIMOHHOHN Oe30macHOCTH. be3onacHoCTh ceTeBbIX
yerpoiicte OSl. BesonacHslit moctyn k ycrpoiictBam. Ha3zHauenue
aIMHUHUCTPATUBHBIX  posiell. ~ MOHUTOPMHI M  YIpaBJCHUE
ycrpoiicTBamMu.  Mcnonb3oBaHne (QYHKIMS ~aBTOMaTU3UPOBAaHHOM
HACTPOHKHU 0€30TIacHOCTH.

Kpuntorpaduaeckas 3amura fanasix. Kpunrorpadudaeckne cHCTEMBI.
Kpunrrorpadnaeckue CEPBUCHI. basoBas  nmemnocTHOCTH u
ayreHTHYHOCTh. KoHOuneHnmampaocTh. Kpunrorpagus OTKpPBHITHIX
kiroueit. TexHomorun ayTeHTHPHUKAIINN.

ABrtopusarnus, ayreHTH(UKanus U ydetr noctyma (AAA). CeoticTBa
AAA. JlokanbHast AAA ayrentudukanus. Server-based AAA.

vV, T

ba3oBble
TEXHOJOTHH
ceTeBoii
0e30IacHOCTH

ITpoTOKOIMBI 3aIIUTHI HA KAHAJILHOM M CEaHCOBOM YPOBHSIX. 3allluTa Ha
CeTeBOM ypoBHE. TEXHOJOTMHM MEXCETEBOTO JKPaHHPOBAHUS.
Peammzanust  texHomormit  Opanmmayspa. ACL. Texnomorus
6pannMmayspa. KonrekctHslil konTpons noctyna (CBAC). Ilonmutuku
OpaHIMayspa OCHOBaHHbBIE Ha 30HaX. be3omacHOCTh JOKaIBHO CeTH.
ObecrnieueHne  0e30MaCHOCTH  MOJH30BATENBCKUX  KOMIIBIOTEPOB.
Coobpaxkenuss mo 6GesomacHoct Broporo ypoBHs (Layer-2).
Kongurypauusi 0Oe3omacHOCTH BTOpPOro YpoBHsA. be3omacHoCTb
6ecnpoBoaHbIX ceteir, VoIP u SAN.

Peammzammsa texmosornit VPN. VPN. GRE VPN. Kommnonentsl n
dyaxunornpoBanue [PSec VPN. Peanmsanus Site-to-site [IPSec VPN ¢
ucnonp3oBanueM CLI. Peammzamms Site-to-site [PSec VPN ¢
ucnone3oBanueM CCP. Peammzarmus Remote-access VPN.

T,V

TexHoaoruu
o0Hapy:KeHUs!
BTOP KEeHU

Konmermus agantuBHOTO yIpaBlieHHus 0e30macHOCTh0. TexHomorus
aHanmm3a 3anmuieHHocTH. CpelicTBa aHajm3a 3allAIIeHHOCTH CETEBBIX
MPOTOKOJIOB U cepBHcoB. CpenctBa aHanmza 3amumieHHocTH OC.
Texnonorun  oOHapyXeHHs  arak. Peamu3amms  TEXHOJOTUH
npenoTBpamieHust BropxkeHus. |PS Texnomorun. IPS curHatypsl.
Peanuzarus IPS. IIposepka u monutopunr IPS.

KommbroTepHble BUPYCHI W TNPOOJIEMBI AHTUBHUPYCHOM 3alIlUTHI
Knaccugukanus BupycoB. OCHOBHBIE KaHAJIBl PACHpPOCTPAHEHUS
BUPYCOB U JPYTUX BPEIOHOCHBIX MPOTPaMM. AHTHBHPYCHBIE
MpOTpaMMBI UM KOMIUIEKCH. [locTpoeHHe CHCTeMBl aHTHBHPYCHOU
3alIATHI KOPITOPATHBHOM CETH.

YnpasieHue
ceTeBoii
0€30MacHOCTBLIO

3amaun yrpaBieHUs] CHCTEMOH CETeBOH 0e30MacHOCTH. APXUTEKTypa
yIpaBieHusl 0e30MacHOCTHIO  KOPIIOPATHUBHBIX HMH(MOPMAIIMOHHBIX
cucreM. OcHoBHbIe MOHATHA. KoHumenuus riio0anbHOTO yNpaBIeHUS
6e3omacHocThi0. [100anbHast U JIOKajdbHAs MMOJUTHKY 0E3011acHOCTH.
Ypasnenne 6e30macHoi ceThio. [IpUHINITEI 0€30TTACHOCTH CETEBOTO
nu3aiiHa. besomacHas apxuTekTypa. YIpaBjeHHE MpoleccaMu |
6e3omacHOCTh. TecTupoBaHHMe ceTH Ha ys3BUMOCTH. HempepriBHOCTH
Om3Heca, IJIAHWPOBAaHHE BOCCTAHOBJICHWS AaBapUHHBIX CHUTYaIlWi.
JKu3HEeHHBIN LUK CeTH W TUIaHWpOoBaHWE. Pa3paboTka periiaMeHTOB
KOMITaHUH M TIOJUTHK OE€30MaCHOCTH.

Cisco ASA. Beenenue B AnantuBHoe ycTpoicTBO Oe3onmacHocTH ASA.
Kongurypauust ¢daupBona na 06aze ASA c wucroiabp30BaHHEM
rpaduyeckoro unHrepgeiica ASDM. Kondurypaunmss VPN Ha Oase
ASA c ucnonezoBanueM rpaduueckoro uarepdeiica ASDM.

[Tpumeuanne: T — rectupoBanue, P — nanncanue pedepara, Y — ycrusiid onpoc, KP — konTposbHas pabora

2.4.2 3aHATHSA CEMUHAPCKOr0 THIIA
- HE TIPEAyCMOTPEHBI
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2.4.3 TlpakTHyeckue 3aHATHS.

Hactpoiika Site-to-SiteVPN ¢ ogHOW CTOpOHBI Ha MapIIpyTH3aTOpe
UCTIONIb3Yysl MHTep(deiic KOMaHAHOW CTPOKM M C JpPYroil CTOPOHBI
UCIIONB3Ys nuto3 0ezomnacHoctu ASA nocpencrsom ASDM.

Hacrpoiika Clientless Remote Access SSL VPNS ucrions3ys ASDM.
@duHanbHAs KOMIUIEKCHAS IpaKTHUecKasi paboTa 1o 6e30MacHOCTH.

HaunmenoBanue ®dopma
Ne paznena HaunmenoBanue npaktiyeckux (JabopaTopHbIX) paboT TEKYIIEro
KOHTPOJIS
1 2 3 4
1. |Andopmaumuonnasi |[loctpoeHne  CTPYKTYpbl  HOPMAaTHBHO-IIPABOBHIX  JIOKYMEHTOB
6e30macHOCTh JEATEIbHOCTH KOMIIAHMM Ha 0a3e POCCHHCKOTO 3aKOHOJATENLCTBA B
cdepe HHOOPMAIIMOHHOTO TIPaBa.
IMoaroroBka omnmcaHus OXpaHsAeMOW WH(GOPMAIMH, MOJEIH YIpo3, 1P, ¥
MTOCTPOCHHUE MOJECTH HH(POPMAIIMOHHOW O€30ITaCHOCTH.
CriocoOBbI 3aIIUTH OT CONMATEHOW MHKCHEPHHL.
2. |TexHosiorum HccnenoBanne ceTeBBIX aTak 1 HHCTPYMEHTOB IIPOBEPKHU 3aIUTHI CETH.
3amuThl AaHHbIX  (MccnenoBanue MeTonoB mm¢poBaHus. M3ydeHne kpunrorpadmdecKon
cucTeMsbl. M3yueHne kpunrorpaduu OTKPHITHIX KIFOYEH. p. v
Opranmzanuss  6Ge3omacHOro JocTyma K ycTpoilictBaM. Hactpoiika ’
0€3011acHOTr0 AOCTYIa K MapUIPyTH3aTOPY.
O6ecneuenne anmuuucTpaTuBHoro gocrymna AAA u cepsepa Radius.
3. |Bba3oBbie Hacrpoiika nonutrku 0€30macHOCTH OpaHIMayspoB.
TEXHOJIOTHH Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpaXx. P. T
ceTeBoii Hacrpoiika Site-to-Site VPN, ncnione3ys uaTepdeiic KoOMaHIHOH CTPOKH. ’
0e30macHOCTH
4. |TexHojioruu HccnenoBanne TeXHOIOTHI MPEIOTBPALICHUS BTOPKCHHS.
o0HapyKeHUs Hactpoiika cucteMsl npenoTBparierns Bropxennit (IPS).
BTOP KeHMit Opranmzanust ~ obecniedeHust  OE30IMaCHOCTH  MOJIB30BATEIBCKUX 1P, ¥y
KOMITBIOTEPOB.
5 |YnopaBiaenue W3yyeHne OCHOBHBIX TOHATHH TJIOOQIPHOH W JIOKAJIBHON MOJUTHKH
ceTeBoii 0e301acHOCTH.
0€30MacCHOCTHI0 bazoBas HacTpoiika mumo3a OezomacHocth ASA  u HacTpoiika
OpaHAMay’pOB HCHONB3Ysl HMHTep(erHc KOMaHIHOW CTpoku. basoas
HacTpolika mnrro3a Oe3omacHocTH ASA W HacTpoiika OpaHAMay poB
ucrnoib3yst ASDM. P,y

Ilpumeuanue: IIP — npaxmuuecxas paboma, JIP — nabopamopuas paboma, T —
mecmupoganue, P — nanucanue pegepama, Y — ycmmuoui onpoc, KP — xonmponvuas

paboma
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3. OBPA30OBATEJIBHBIE TEXHOJIOT'MA

JUis mpernonaBaHusl JIEKIMOHHOIO MaTepuana JUCUMIUIMHBI «be3omacHocTh
KOMIIBIOTEPHBIX ~CETE» NPUMEHSIOTCS ayJUOBHU3yaJbHbIE TEXHOJIOTUH, KOTOpPbIE
NOJHMMAIOT Ha KayeCTBEHHO HOBBIM YpOBEHb pOJb mpenojaBarens. IlpumeHeHue
MYJIbTUMEIUIHOIO KOMIUIEKCA MOBBIIIAET HArJIsAHOCTh, HUHPOPMATUBHOCTH, MO3BOJIET
HKOHOMHTH BpeMsl 3aHATHI.

[IpakTuyeckue pabOTHI.

TexHonorusi, mpuMeHsieMas: B MpOILECCE MPOBEIACHUS MPAKTUYECKUX 3aHITHM,
COYETAaeT BO3MOXHOCTH HMH(GOPMAIMOHHBIX TEXHOJIOTMH M IPAaKTUYECKOW paboOThl s
(dopMHUpOBaHUS MOHATUHHO-TEPMHUHOJIOTHYECKOH OCHOBBI MOAYJNS, NPUOOPETEHUsS
HEOOXOJMMBIX YMEHMI M HAaBBIKOB. OJTO NO3BOJISIET padoTaTh B MajblX TIpYIIax,
KOJIJIEKTUBHO O0CYKJIaTh MCIIOJIb3yeMble TEXHOJIOTUN Pa0OThI, BOSHUKAIOIINE POOIIEMBI,

a TaKkKe WHHIHUUPYET CaMOCTOSTEIbHYIO paboTy ydJalluxcs.
NPAKTHYECKUX paboT

TBOPYCCKOM PAa3BUTHUH yUaAIIUXCH.

MMPOABIIACTCA

MNpECMCTBCHHOCTL B

HpI/I BBIITOJIHCHHNH

npoeCCHOHATBPHOM |

Ne HaumenoBanme TexHoJioruu, TexH0JI0ruM, NpUMeHsieMble
pasnena pa3nena NpUMeHsieMble PH NpH NPOBeIeHUH
NMPOBeJeHUH JIEKIITHOHHBIX NPAKTHYeCKUX 3aHATHI
3aHATHI
1 2 3 4
1 HudopmanmonHas 6e30macHOCTh TexHosorus pa3BUBaOLIErO KomnbroTepHble CUMYIISAIMH,
00yueHwUs, TPpyNIoBast JUCKYCCHUs
ayJIUOBH3YyaJIbHbIC
TCXHOJIOTUN
2 TexHOIOruu 3aIUThl JAHHBIX TexHOoN0rHs pa3BUBAOIIETO KomnbsroTepHsle cUMYIISINH,
o0y4eHwus, TpyNInoBast JUCKYCCUs
ayJIUOBH3YyalIbHbIE
TEXHOJIOTHH
3 ba3oBble TeEXHOIOTHY CETEBOU TexHOoN0rHs pa3BUBAOIIETO KomnbsroTepHsle cUMyIISIMH,
6e3omacHocTH o0y4eHwUs, TpyNInoBast JUCKYCCUs
ayJIUOBH3YyalIbHbIE
TCXHOJIOTUN
4 TexHoMOTMN 0OHAPYKEHNS BTOP)KEHHUH TexHosorus pa3BUBaOLLErO KomnbroTepHbIe CUMYIISINH,
oOyueHus, TPyNIoBast JUCKYCCHUs
ayIUOBH3yaJIbHBIC
TCXHOJIOTUN
5 YnpaBieHue ceTeBoi 6€30MacHOCTbHIO TexHosorus pa3BUBaOLIErO KomnbroTepHbIe CUMYIISINH,
oOyueHus, TPyNIoBast JUCKYCCHUs
ayJIMOBHU3YyalIbHbIE
TEXHOJOTHH
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4 YCJIIOBUSA PEAJIM3AIIA YYEBHOH INPOI'PAMMbI
JUCHUITJINHBI MK 03.02 «BE3OITACHOCTDb KOMIIBIOTEPHBIX CETEN»

4.1 MarepuajabHO-TeXHHYecKasi 0a3a, HeoOXoauMasi JJisl OCYLIECTBJIEHUSI
00pa30BaTEJHLHOT0 MPoIecca Mo AUCHHUIIHHE

Jlaboparopun «Opranu3anusi W TPHHIUIBI [TOCTPOCHHUS KOMITBIOTEPHBIX CHCTEMY,
OCHAIIIEHHBIC B COOTBETCTBUU ¢ M. 6.1.2.1. [IpumepHoii nmporpammsl 1o crenuanbrocty 09.02.06
«CeTeBoe U CUCTEeMHOE aJIMUHUCTPUPOBAHHEC).

OcHareHHbIe 62361 MPAKTHKU, B COOTBETCTBUH ¢ T 6.1.2.3 [IpumepHO#i TporpaMMBbl
o crienanbHocT09.02.06 «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

4.2 IlepedyeHb HEOOXOAMMOI'0 IPOrPAMMHOI0 O0ecreYeHus!

1. 7-zip (munensus Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reader (mumensus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (iumensus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (muuensust — http://www.openoffice.org/license.html)

5. Free Commander (nmumenswus -https://freecommander.com/ru/%d0%bb%d0%b
8%0d1%86%d0%hb5%d0%bd%d0%b7%d0%b8%d1%8f/)

6. Google Chrome (nuuen3us —

https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cBobomHOM M0CTYTIC)

8. Mozilla Firefox (yunensus — https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cBOOOIHOM J0OCTYIIC)
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5. IEPEYEHb 0CHOBH917I U JOHNOJIHUTEJBHOMW YYEBHOHN
JUTEPATYPBI, HEOBXOJUMOM JJ151 OCBOEHUS IUCLUIIJIAHBI

5.1 OcHoBHas qUTEpaTypa

1. Hazapos, A. B. DkcmtyaTaiiyus 00bEKTOB CETeBON HHPPACTPYKTYPHI : yueOHUK /
A. B. Hazapos, A. H. Enransrues, B. II. MenbnaukoB. - MockBa : KYPC ; UHOPA-M,
2020. — 360 c. — (Cpennee mpodeccuonansuoe oopazoBanue). — ISBN 978-5-906923-06-6.
- URL.: https://znanium.com/catalog/product/1071722.

2. lllanerun, B. ®. MHdpopmannonHas 6€301aCHOCTh KOMITBIOTEPHBIX CHCTEM H
cerelt : yueOHoe nmocodue / B. @. [llansrun. — Mocksa : DOPYM : UHOPA-M, 2021. —
416 c. — (Cpennee npodeccruonansHoe oopazoBanue). - ISBN 978-5-8199-0754-2. — Tekcr
: anextponnblii. — URL: https://znanium.com/catalog/product/1189327.— Pexxum noctymna:
10 TOATHCKE.

5.2 lonmosiHUTEIbHASA JTATEPATYypa

1. Hecrepos, C. A. UndpopmanmonHas 6€300aCHOCTb | yYeOHUK U MPAKTUKYM IS
cpennero npodeccuonansHoro oopazosanus / C. A. HecrepoB. — Mocksa : U3nareiabcTBo
FOpaiit, 2019. — 321 c. — (Ilpodeccnonanproe oopazoranue). — ISBN 978-5-534-07979-1.
— Texkct : anextponnsii / IBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/442312.

2. BacunbkoB, A. B. be3omnacHocTs U yrnpaBiieHue TOCTYNOM B WH()OPMAIIMOHHBIX
cuctemax : yuebHoe nocobue / A. B. Bacunbkos, 1. A. BacunbkoB. — MockBa : DOPYM :
NH®PA-M, 2020. — 368 c. — (Cpennee mpodeccuonanbHoe oOpaszoBanue). — ISBN
978-5-91134-360-6. - Texcr : ANIEKTPOHHBIM. - URL:
https://znanium.com/catalog/product/1082470.— Pexwum noctyma: mo moamucke.

3. [apteika, T. JI. Undopmanmonnas 6e3omnacHocTh : yuebHoe mocooue / T. JI.
[Tapteika, 1. U. TTonos. — 5-¢ uza., nepepad. u gomn. — Mocksa : DOPYM : UHOPA-M,
2021. — 432 c. — (Cpennee npodeccuonansuoe oopazopanue). — ISBN 978-5-00091-473-1.
- Texct : anexkrponnsiid. - URL: https://znanium.com/catalog/product/1189328.— Pexxum
JOCTYyIA: IO MOJIKUCKE.

4. bapanosa, E. K. OcHoBbl unpopmaimonseit 6ezonacHoctu : yuebnuk / E. K.
bapanoBa, A. B. babam. - Mocksa : PUOP : UH®PA-M, 2021. — 202 c. — (Cpennee
npodeccronaapHoe oOpa3zoBanue). - ISBN 978-5-369-01806-4. — Tekcrt : 21eKTPOHHBIH. -
URL.: https://znanium.com/catalog/product/1209579. — Pexxum mocTyma: 1mo moAmnucKe.

5. Cprues, 10. H. 3amura mapopmannu u uHOpManmoHHas 0e€30MaCHOCTDH :
yuebnoe nocobue / 0. H. CprueB. — MockBa : UHOPA-M, 2021. — 201 c. — (Cpennee
npodeccronanbHoe oopazoBanue). - ISBN 978-5-16-016583-7. — TekcT : 31€KTPOHHBIH. -
URL: https://znanium.com/catalog/product/1191479.— Pexwum mocTyna: 1mo mojanucke.

6. Undopmannonnas Ge3omacHoCTh : yueOHUK / MenpuukoB B. Il. mox pern.,
Kympusino A. . — Mockaa : KnoPyc, 2020. —267 c. — ISBN 978-5-406-07382-7. — URL:
https://book.ru/book/932059. — TekcT : 37eKTPOHHBIN.
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5.3 Ilepuoauyeckue U3gaHus

1. Computerworld Poccus. — URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/ Re. — URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

3. BUT. buznec & nndopmarmonnsie Texnojgorun — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. Bectauk MockoBckoro YHausepcurera. Cepus 15. BerunciaurenbHas
maTematuka u kuoepHeruka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectnuk Cankr-IlerepOyprckoro ynusepcurerta. [Ipuknagnas maremaTuka.
Nugpopmaruka. [Iponeccs! ynpasnenus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Bupryanuzanus. O6maunsie cTpykTyphl. CucteMsl XpaHeHus nanubix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. XKypnan cereBbix pemenuit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3ammura mepcoHanbHBIX JaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. Hndopmartuka u oopazoBanue. — URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. Nudopmartuka, BerYrCINTEIbHAS TEXHUKA H MH)KeHEpHOE oOpa3oBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. NudopmanmonHo-ymnpasistomue cucrembl. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup 6onpmmx nanusix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. Mup IIK. — URL:
http://dlib.eastview.com/browse/publication/64067/udb/2071.

14. Hosble nH(pOpMaLIMOHHBIE TEXHOJIOTUU B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX
https://elibrary.ru/title_about.asp?id=32949.

15. Otkpsoithie cucteMsl. CYB/I. — URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071.

16. Ilpuxmnagnas napopmaruka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

17. Tlpo6nems! nepenaun uudopmanuu. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus.

18. IIporpamMmubie TPOAYKTHI U cuctembl. — URL:
https://dlib.eastview.com/browse/publication/64086/udb/2071.

19. IlporpammMHbIie TpoAyKTHI U cuctembl. — URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

20. CAIIP u rpaduxka. - URL: https://sapr.ru/list,

21. Cucremubiit anmuauctpatop. — URL:
https://dlib.eastview.com/browse/publication/66751/udb/2071.

22. CuctemHbIN aHanu3 U npuKiIagHas napopmaruka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

23. Ynpasienue npoektamu u nmporpammamu. — URL :
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https://grebennikon.ru/journal-20.html#volume2019-3.

5.4. Ilepedenb pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHUKALIMOHHOM ceTH
«HTEepHET», HEOOXOTUMBIX JIJIsl OCBOEHUS U CHUIIHMHBI

1. ObC «BOOK.ru» [yueOnble u3manms — koswtekius st CIIO] : caitit. — URL:
https://www.book.ru/cat/576.

2. ObBC «YuuBepcurerckas Oubnamoreka ONLINE» [yueOHble, HaydHbIE 31aHUS,
NEPBOUCTOYHHUKH, XYI0KECTBEHHBIE MPOU3BEACHHS PA3IMUHbIX M3AATENbCTB; KYPHAJIBI;
MyJIbTUMEIUIHAS KOJUICKIIHS, KapThl, OHJIIAWH-IHIIUKIIONEInH, cioBapu] : cait. — URL:
http://biblioclub.ru/index.php?page=main_ub_red.

3. OBC wm3nmarensctBa «Jlawb» [yd4eOHBIC, Hay4YHBIC W3AaHUS, NEPBOMCTOYHUKH,
XYZ0’KECTBEHHBIE TMPOU3BEICHUS Pa3IUYHBIX W3JIATENbCTB; XypHambi| : cait. — URL:
http://e.lanbook.com.

4. OBC «OpaiiT» [yueOHHKU U yueOHbIe TocoOus u3narenbeTBa «HOpaitt»] : cait. — URL:
https://urait.ru/.

5. DBC «Znanium.comy» [yueOHbIe, HAyYHbIC, HAYYHO-TIONYJSPHbIE MaTEpUaIbl PA3TMUHBIX
U3JaTeIbCTB, XKypHausl] : caitt. — URL: http://znanium.com/.

6. Hayunas »osnektponHas Oubnuoreka. MoHorpaduu, W3AaHHBIE B  U3JIATEIBCTBE
Poccuiickoit Akagemun EcrecTBO3HAHUS [ITOTHOTEKCTOBBIN pecypc CBOOOTHOTO IOCTYTIA]
: cait. — URL: https://www.monographies.ru/.

/. Hayunas snexTpoHHas Oubnuoreka craredl W nybnukaumii «eLibrary.ruy» [poccuiickuii
WH(OPMAIIMOHHO-aHATTUTUYECKUI TIOpTal B OOJAcTH HAayKH, TEXHOJOTHH, MEIMIIMHBI,
oOpa3oBaHusi; Oonblas 4YacTh W3JAaHUN — cBOOomHOTO moctymal] : caifr. — URL:
http://elibrary.ru.

8. baswl mannpix komnanuu «Mct Beio» [mepuoanueckue u3gaHus (Ha PyCCKOM s3bIKe)] :
caiir. — URL: http://dlib.eastview.com.

9. KubepJlennnka : Hay4dHas OJJIEKTpOHHAs OWONMOTEKa [Hay4HbIE OHKypHAlIbl B
MOJTHOTEKCTOBOM (hopMaTe cBoOOHOTO AocTyma] : cait. — URL: http://cyberleninka.ru.
10. Poccwmiickasi AJEKTpOHHAsT WIKOJIAa @ TOCYJapCcTBeHHas oOpa3oBaTelibHas 1UiaThopma

[oJTHBIN MIKOJIBHBIN Kypc ypokoB] : caiT. — URL: https://resh.edu.ru/.

11. Enunoe okHO J0CTyma K oOpa3oBaTelbHBIM pecypcam : denepaibHas nHGOpMAIIMOHHAS
cuctemMa CBOOOJHOrO JOCTyna K HMHTETpaJlbHOMY Kartajory o0Opa3oBaTelbHBIX
MHTEPHET-PECYPCOB U K DIEKTPOHHOW OMOIMOTEKE y4eOHO-METOAMYECKHX MaTepHallOB
JUIS BCEX YpPOBHEW 0Opa3zoBaHMs: AOIIKOJIBHOE, oOIlee, cpeaHee MpogecCHOHATBHOE,
BBICIIICE, OMOIHUTENbHOE : caiit. — URL: http://window.edu.ru.

12. denepanbHblii LUEHTp HHPOPMALMOHHO-00PA30BaTENbHBIX PECypcoB [Ans  oO1ero,
CpeaHero MpoQecCHOHAIBHOTO, JOMOJIHUTEIBHOIO 00pa3oBaHMs; MOJHOTEKCTOBBIN
pecypc cBoboaHoro pocryna] : caitt. — URL: http://fcior.edu.ru.

13.Enunas kosutekiuss 1U(pPOBBIX 00pa30BaTeNbHBIX PECYpPCOB [[JIs MpErnojaBaHUs U
U3y4eHUs Y4eOHBIX AMCUUIUIMH HAYaJIbHOTO OOIIEro, OCHOBHOTO OOIIETr0 M CpeIHEero
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6 METOANYECKHE YKA3AHUA OBYYAIOIIUMCH 1100
OCBOEHMIO JUCHUITJINHBI

VYyamuecst Ui TOJHOIICHHOTO OCBOCHHS Y4eOHOro Kypca JOKHBI COCTaBIISTH
KOHCTIEKTHI KaK MpU MPOCTYIIUBAHUU €r0 TEOPETUUECKON (JIEKIIMOHHOW) YacTH, TaK U MPHU
MOJTOTOBKE K MPAKTUYECKUM (CEMUHAPCKUM) 3aHATHAM. JKenarenbHO, YTOOBI KOHCIIEKTHI
JIEKIHMI ¥ CEMUHAPOB 3aMKMCHIBAINCH B JIOTUYECKOM MOCIIEI0BATENbHOCTH U3YUEHUS Kypca
U COJIEpKAJIUCh B OJHOM TeTpaau. ITo olOecrneyuT Oosiee MOJHYI MOATOTOBKY KakK K
TEKYILIUM Y4€OHBIM 3aHSATUSM, TAK U CECCHOHHOMY KOHTPOJIIO 3HAHUH.

CamocroarenpHass  paboTa  ydamudxcs — sIBISieTCS  BakHelmeidl  dopmoit
y4eOHO-TI03HaBaTeNbHOTO mporecca. Llenb 3amaHuil s camMOCTOSITENIbHON pPaboOThl —
3aKpenuTh W PACHIUPUTH 3HAHUSA, YMEHHS, HABBIKM, NPUOOPETEHHBIE B pe3yJbTaTe
U3y4Y€HUs [UCLUMIUIMHBI, OBJIAJIETh YMEHHMEM UCIIOJIb30BaTh IOJYYEHHbIE 3HAHUS B
MPAKTHYECKOU paboTe; MOTYyYUTh MEPBUYHBIE HABBIKH MPO(ECCHOHATBLHOM e TEIHHOCTH.

OOyueHue CTYJIEHTOB OCYIIECTBISCTCS MO TPATUIIMOHHON TEXHOJIOTUU (JCKIIUH,
MPaKTUKHU) C BKJIIFOUCHUEM WHHOBAIIMOHHBIX 3JIEMEHTOB.

C TOuUKM 3peHUsl UCHOJIB3YEMBIX METOJOB JIEKIUHU MOJPA3AEIAIOTCS CIEIYIOIINUM
o0pa3zom: UH(OPMAIIMOHHO-00BSICHUTEIIbHAS JIEKIIUS, MIOBECTBOBATENIbHAS,
nekuusi-o6ecena, mpoodieMHas JCKIUs U T. 1.

YcTHOE U3N0kKeHHe Y4eOHOTo MaTepralia Ha JIEKIIUU JTIOJDKHO KOHCTIEKTUPOBATHCS.
Cnymars JeKIUI0 HY>)KHO YMETh — MOJJAEPKUBATh CBOE BHUMAHHE, IMOHATh U 3alIOMHHUTh
yCIBIIIIAHHOE, YJIOBUTH May3bl. B mpoliecce u3m0keHus mpenoaaBaTesieM JEKIUU CTYICHT
JIOJDKEH BBISICHUTH BCE HEMOHSTHBIE BOMPOCHI. 3alUCHIBATH COJEp)KaHUE JCKIIUU HY>KHO
00s3aTeNIbHO — 3alUCH TIOMOTAIOT MOACPKUBATH BHUMAHKE, CIIOCOOCTBYIOT TOHUMAHHUIO
Y 3alIOMUHAHUIO YCJBIIIAHHOTO, MPUBOAUT 3HAHUE B CHCTEMY, CIIYXKaT OMOPOM it
nepexoja kK 0osiee rmy0OKOMY CAMOCTOSITEIbHOMY H3YYSHHIO MPeMeETa.

Metoauueckne peKOMEHAAIUM 110 KOHCIIEKTUPOBAHUIO JICKIIHIA:

— 3aIUCh JOJDKHA OBITh CUCTEMHOMH, MPEACTABISITH COOON COKpAIIEHHBIN BapHaHT
Jekuuu  mpenonaaBatens. HeoOxomumo chymath, OOAyMBIBAaTH M 3alHCHIBaTh
OJIHOBPEMEHHO;

— 3amuch BeAETCS OYEHb OBICTPO, YETKO, MO BO3MOXKHOCTH KOPOTKUMH
BBIPOKECHUSIMU;

— HE TIpeKpalias CIymaTh IpernoiaBaTesisi, Hy>KHO 3aliChIBaTh TO, YTO HEOOXOIUMO
ycBOUTh. Henb3s 3anuchiBaTh cpa3y ke BbICKa3aHHYIO MBICIIb ITPENOIaBaTeNsl, CIeAyeT e€
MOHSATH U MOCJIe ATOT0 KPaTKO 3alucaTh CBOMMU CIIOBAMH WM CJIOBaMHU MPENO1aBaTesl.
BaxxHo, 4TOoOBI B HEll HE OBLI MOTEPSH OCHOBHOM CMBICH CKa3aHHOTO; MMEHA, JaThl,
Ha3BaHUs, BBIBOJIbI, OMIPEACIICHHS 3aMUChIBAIOTCA TOYHO. ClieiyeT oOpaTUTh BHUMaHUE Ha
opopmieHHE 3amuch JICKIUH. [ KaXkJoro mpeameTa 3aBOJUTCS OOIIas TeTpajb.
OTAUYHBIM OT OCTAJILHOTO ILIBETA CIEAYET BBIACISTH OTAEJIbHBbIC MBICIU U 3aroJIOBKH,
COKpaIiaTh OTJENbHBIE CJIOBA W MPEJJIOKECHUS, UCTIOIb30BaTh yCJIOBHBIC 3HAKU, OYKBBHI
JATHHCKOTO U TPEYECKOTo andaBUTOB, a TAK)KE HEKOTOPHIE MPUEMBI CTEHOTPAPUIECKOTO
COKpaIIEHUs CJIOB.

[TpakTrueckue 3aHATUSA MO AUCIUIUIMHE «be30macHOCTh KOMITBIOTEPHBIX CETel»
MIPOBOJIATCSI B OCHOBHOM TIO CXEME:

— YCTHBIA OMpOC IO TEOpUHM B Hadaue 3aHATUS (OOCYXICHHE TEOPETUUYECKUX
POOJIEMHBIX BOIIPOCOB IO TEME);

— WHAMBHAYyalbHass palboTa TMpH BBHINOIHEHUH 3aJaHUM C HCIOJIb30BAaHHEM
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NIEPCOHAIBHOTO KOMIIBIOTEPA;

— pelieHne NPaKTUYECKUX 3a]a4 UHIUBUYAIIbHO;

— TMOJBEJICHUE UTOTOB 3aHATHUS (WK pedIiekcus);

— UHIUBUJYyadbHBIC 3aJaHUS JUIsl TOATOTOBKH K CIEAYIOIIUM MPaKTHUYECKUM
3aHATHUSIM.

[lenap mMpakTUYECKOTO 3aHATHUS — HAYYUTHh CTYACHTOB MPUMEHSITh TEOPETUUYECKUE
3HaHMUS TPU PEIICHUHU TMPAKTUYECKUX 3aJady HAa OCHOBE pealibHbIX JaHHBIX. Ha
NPAKTUYECKUX 3aHATHUIX MPeo0IaiatoT CAEAYIOIINE METOIbI:

— BepOasibHbIe (MTPe0bI1aaloIUM METOIOM JOJKHO OBITh OOBSICHEHNE);

— MpaKkTUYeckue (MMCbMEHHBIE 3aHMs], TPYIIIOBBIC 3a/IaHUS U T. I1.).

BaxxHbIM 1115 cTyZeHTa SBJISETCS YMEHHE pPallMOHAIBHO MOAOUpaTh HEOOXOIUMYIO
yueOHyto utepaTypy. OCHOBHBIMH JIUTEPATYPHBIMUA UCTOUHUKAMM SIBIISIFOTCS:

— oubnuoreunsie Gouabl punuana Kyol'Y B r. CnaBsHcke-Ha-Kybanu;

— 3JIEKTPOHHASI OMOIMOTEYHAS cCUCTeMa « Y HUBEPCUTETCKasi OMOIMOTeKa OHIANHY;

— JIEKTpOHHAast OubnuoTeyHas cuctema M3gatensctBa «JIaHby.

[Touck kHUT B OMOIMOTEKE HEOOXOAWMO HAYMHATH C W3YYEHUS MPEAMETHOTO
Karajora M CO3JaHUsl CIHCKAa KHUT, MOCOOWH, METOAMYECKHX MAaTEpHUaliOB IO TeMe
U3YYCHHUS.

[IpocMOTp KHUTM HAYMHAETCS C TUTYJIBHOTO JIUCTA, CIEAYIOLIETO Mociae 00J0KKH.
Ha ©HEM O0OBIYHO TOMEIIAlOTCsI BCE OCHOBHBIC JAaHHBIC, XapaKTEPU3YIOIIHE KHUTY:
Ha3BaHHE, aBTOP, BBIXOJIHbIC JaHHbIE, NaHHbIE O Tepew3fgaHuu W T.n. Ha oGopote
TUTYJIBHOTO JHUCTa Aa€TCd aHHOTALUs, B KOTOPOW YKa3bIBaeTCs TeMaTHKa BOIPOCOB,
OCBEIIEHHBIX B KHHIE, ONpPENENSeTCs KPYr uYuTaTeseld, Ha KOTOPbIH OHa paccyuTaHa.
bonbiioe 3HadeHWe WMMeEET MPEAUCIOBUE KHHUTH, KOTOPOE 3HAKOMHUT YHUTATENsl C
JUYHOCTBIO aBTOPA, UICTOPUEN CO3/1aHMsI KHUTH, PACKPBIBAET COJIEPKAHUE.

[IpounTaB mnpeaucioBUe U MONYYUB OOIIEe MNPEACTaBICHHE O KHUTE, CIIEIyeT
0o0paTuThCs K ornanieHuto. OriaBaeHre KHUTH 3HAKOMUT 00y4aeMoro ¢ CoiepKaHUeM U
JIOTUYECKOW CTPYKTYpPOH KHUTH, TIO3BOJIET BHIOPATh HYXXHBIM MaTepuai s U3ydeHUs.
['og W3naHusg KHUTH TO3BOJISIET CYAMTh O HOBU3HE MaTepuana. B kHure moryt ObITh
NpUMeUYaHus, KOTOpbIE COAEpXkaT pazlu4Hble JOINOJHUTEIbHbIE cBeleHus. OHu
NI€YaTa0TCsl BHE OCHOBHOI'O TEKCTAa U Pa3bsCHAIOT OTAEIbHBIE BOIPOCH. [IpeameTHble U
anipaBUTHBIC yKa3aTelyd 3HAYUTENHHO OOJIEr4al0T MOBTOPEHHE H3JI0KEHHOTO B KHUTE
Marepuaia. B KOHIlE KHUTH MOKET pacrnoJiaraTbCs BCIIOMOTaTeNbHbIM MaTepuan. K Hemy
OOBIYHO OTHOCSITCSI MHCTPYKIIMH, TIPUIIOKEHUSI, CXEMbI, CUTYaI[MOHHBIE 3a1a4l, BOIIPOCHI
JUISl CAMOKOHTPOJIA U T. 1.

Jlyig dydiiero mpencTaBlieHUs M 3allOMUHAHUS MaTepHalia 1ejiecoo0pa3Ho BECTU
3aMMCH Y KOHCHEKThI Pa3IMYHOrO COACpkKaHUs, a UMEHHO:

— TIOMETKH, 3aMEYaHusl, BbIICJIEHUE TJIAaBHOTO;

— TUJIaH, TE3UCHI, BHITTUCKH, ITUTATHI;

— KOHCIIEKT, paboyas 3anuch, pedepar, J0KJIaJ, JeKIUs U T. 1.

Uurarh y4eOHMK HEOOXOAMMO BIYMYHBO, BHUMATEIBHO, HE TPOIyCKas TEKCTa,
CTapasich MOHATH KaXAyl (Ppaszy, OMHOBPEMEHHO pa30upas MPUMEPHI, CXEMbI, TAOJIUIIHI,
PUCYHKH, IPUBEIEHHBIC B YUCOHUKE.

OaHuM U3 BaXHEHIIMX CPEACTB, CHOCOOCTBYIOIIMX 3aKPEIUICHUIO 3HAHMH,
SIBIIICTCS KpaTKasi 3aluCh MPOYUTAHHOTO MaTepuala — COCTaBIeHNe KoHcnekTa. KoHcnekr
— 9TO KpPaTKOE CBSI3HOE H3JIOKEHHE COJACP)KaHUS TeMbl, YdeOHUKAa WIIM €ro 4acTH, 0e3
noJIpoOHOCTEN U BTOPOCTENEHHbIX JeTaneil. [To cBoeil cTpykType U mocieoBaTeIbHOCTH
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KOHCTIEKT JIOJDKEH COOTBETCTBOBAThH IUIaHy yueOHHKa. [[03TOMy Ba)kKHO CHavaja COCTaBUTh
IUTaH, a MOTOM IHCaTh KOHCHEKT B BUJAE OTBETa Ha BONpOCHl miaHa. Ecian ydeOHUK
paznenéH Ha HeOOJIbIINE 03aryIaBlIeHHbIE YaCTH, TO 3ar0JIOBKM MOYKHO paccCMaTpUBaTh Kak
NYHKTHl TUIaHA, a U3 TEKCTa KaXKIOM 4YacTHU ClIeqyeT 3alucaTh T€ MBICIH, KOTOpHIE
PacKpbIBAIOT CMBICH 3ar0J0BKa.

TpeGoBaHus K KOHCIIEKTY:

— KpPaTKOCTh, CKATOCTh, 11EJI€CO00Pa3HOCTh KaXA0T0 3alHChIBAEMOT0 CJIOBA;

— COJEp)KaTeIbHOCTh 3alMCH- 3alMCBIBAEMbIE MBICIU CIEIYET (POPMYJINPOBATH
KpaTko, HO 0Oe3 ymepba s cmbicia. OObEM KOHCIEKTa, KaK IPAaBUIIO, MEHBIIE
M3y4yaeMoro Tekcra B 7-15 pas;

—KOHCIEKT MOXET OBITh KaK MPOCTHIM, TAaK U CJIOKHBIM IO CTPYKTYPE — 3TO 3aBUCUT
OT COZIEpKaHUS KHUTH U LIETU €€ U3yYeHUsl.

MeTtonuyeckrue peKOMEHIAINU 110 KOHCTIEKTUPOBAHUIO:

— MpEeXJe YeM HavaTh COCTABIATH KOHCIEKT, HYXHO O3HAKOMHUTHCS C KHHIOM,
POYMUTATh €€ CHaYyaJla 10 KOHIA, IOHATh IPOYUTAHHOE;

— Ha 00JIOKKE TEeTpaJu 3alUCBIBAIOTCS Ha3BAHUE KOHCHEKTUPYEMOW KHUTH M UM
aBTOpA, COCTABIISIETCS TUIAH KOHCIIEKTHPYEMOTO TECTa;

— 3alyCU JIy4lle JejaTh NpU MPOUYTEHWH HE OJHOTO-ABYX ab3aleB, a IEJIOoro
naparpadga Wi IJ1aBbl;

— KOHCIIEKTHpPOBaHUE BEAETCS HE C LIEJbI0 UMETh ONpPENeNEHHBIN 3amucu, a Jyis
Oojiee TOJTHOTO OBJAJEHUS COJAEPKAHHEM HM3y4aeMOro TEKCTa, MOATOMY B 3alHcsX
OTMEUAETCs U BBIIETAETCS BCE TO HOBOE, MHTEPECHOE U HY>)KHOE, YTO 0COOEHHO MPUBIIEKIIO
BHUMAaHUE;

— MOCJIe TOro, Kak cCJellaHa 3aluch cojAepaHusi maparpada, riaBbl, CIETyeT
nepevynTarh e€, 3aTeM CHOBa OOpamaThCsl K TEKCTY M MPOBEPHUTH ce0sl, MPaBHIBHO JIU
U3JI0’KEHO COJIEpKaHue.

TexHrnKa KOHCIEKTUPOBAHMS:

— KOHCHIEKTUPYS KHHUTY OOJbIIOro o0OBbEMa, 3alucCh CIENYyeT BECTH B OOIICH
TeTpau;

— Ha KaXKJIOM CTPaHMIIE CJEBA OCTABJISAIOT NOJISI WMPUHON 25-30 MM JIs 3amucu
KOPOTKHX I10/13ar0JIOBKOB, KPaTKMX 3aMEUaHUi, BOIIPOCOB;

— KaX/1asi CTaHNLa TETPau HyMEpPYeTCs;

— JJ1s1 IOBBILLIEHUSI YUTAEMOCTH 3aIIMCU OCTABIISIOT UHTEPBAJIbl MEXKIY CTPOKAMH,
a03a1aMu, HOBYIO MBICJIb HAUMHAIOT C «KPACHOW» CTPOKH;

— TpU KOHCIEKTHPOBAaHUMU IIHPOKO HCIIONB3YIOT PA3JIMUYHBIE COKpALICHHUS MU
YCIIOBHbIE 3HAaKW, HO HE B yuiepO CMBICTY 3alHCaHHOro. PekoMeHayeTcsi MpUMEHSTh
oOuieynoTpeOuTeNbHbIe COKpallleHUsl, Hampumep: M.0. — MoxkeT ObITh;, Troc. —
rOCyJIapCTBEHHBIN; 1.0. — JODKHO OBITH U T.1.

— HE cIIeAyeT COKpAIlaTh UMEHA M Ha3BaHUs, KPOME OYEHb YaCTO MOBTOPSIOIINXCS;

— B KOHCIIEKTE€ HE JIOJDKHO OBITh MEXaHMYECKOTO TMepernuchbiBaHUsl TeKcTa 0e3
IPOJYMBIBaHUS €r0 COAEPKAHUSI U CMBICIIOBOI'O aHAJIM3A.
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7 KOHTPOJIb M OLIEHKA PE3YJbTATOB OCBOEHUA YYEBHOM
JTACHUILIMHBI MJIK 03.02 « BE30IMACHOCTHh KOMITBIOTEPHBIX CETEN»

7.1 IlacnopT ¢oHIA OLIEHOYHBIX CPEACTB

Ne HaumeHnoBanue ®opma Tekylero
Komnerenuuu
pasiena pa3iena KOHTPOJIst

1 2 3 4

1 WudopmannonHas 6€30macHOCTh MK 3.1-I[IK 3.6 TectupoBanue,
OK 01-11 MPAKTHIECKOE 3aHATHE

2 TexHOIOrNK 3alIUTEl JaHHBIX IIK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 MPAKTHIECKOE 3aHATHE

3 BazoBbIe TEXHOJIOTHH CETEBOH OE30MIACHOCTH MK 3.1-T1K 3.6 TectupoBanue,
OK 01-11 MPAKTHICCKOE 3aHATHE

4 TexHosorun 0OHAPYKEHUS] BTOP)KEHUN MK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 IIPAKTUYECKOE 3aHATUE

5 VYnpapneHue ceTeBoi 0€30MacHOCTIO MK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 [IPaKTUYECKOE 3aHSATUE

7.2 Kputepuu ouleHKH Pe3yJbTAaTOB 00y4YeHHs

Kon n HanMeHOBaHHUe
po¢eCCHOHATBHBIX M 00X
KOMIIETEHIIH, (POPMUPYEMBIX B
paMKax MoJyJs

Kpurepun onenkn

MeToabl OLIEHKH

IIK 3.1. YcraHaBIIUBaTh,
HACTPaMBAaTh, SKCIUTYaTUPOBAThH
1 00CIy)KHBATh TEXHUUCCKUE U
MPOTPaMMHO-aIapaTHbIC

CpeaACTBa KOMIIBIOTEPHBIX cerTeil.

OleHKa «OTJIMYHO)Y - TEXHUYECKOE 3a/laHne
NPOaHaIM3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 33/IaHHI0 1 0(hOpMIIEH
B COOTBETCTBHH CO CTaH/IapTaMH, MOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OueHka «X0poII0» -aIrOpUTM pa3paboTaH,
o(opMIICH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 331aHHIO, IIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

OueHKa «y10BJEeTBOPHUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3amen/3aueT B hopme
cobeceJ0BaHUs:
NPaKTHYECKOE 3a]aHKe
10 MOCTPOCHHUIO
ANITOPHTMA B
COOTBETCTBHH C
TEXHUYECKUM 33/IaHHEM
3aiuta OTYETOB MO
MPAKTHYECKUM paboTaM.

1IK 3.2. TIpoBoauTh
npodunakTuyeckue paboThl Ha
00BEKTax ceTeBOn
HHPPACTPYKTYPHI U pabodInx
CTaHIHUSAX.

OLeHKa «OTJUYHO» - TEXHIYECKOE 3aaHHe
IPOaHAIM3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3a1aHUI0 U 0hOopMIIeH
B COOTBETCTBUU CO CTaHAApTaMU, MOSICHECHBI €TI0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOPOII0Y -aJITOPUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 3a1aHHIO, IIOSICHEHbI €r0 OCHOBHBIE
CTPYKTYPBIL.

OueHKa «y10BJETBOPHTEILHO» - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3ameH/3aueT B opme
cobeceJ0BaHUS:
NPaKTHYECKOE 3a]aHIe
10 TOCTPOCHHUIO
AITOPUTMA B
COOTBETCTBUU C
TEXHUYECKUM 3a/IaHHEM.
3aiura OTYETOB MO
MPAKTHYECKUM paboTaMm.
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ITIK 3.3. YcranaBiuBaTh,
HACTPauBaTh, IKCIUTyaTUPOBATh
1 00CITy’KHBATh CETEBbIC
KOH(pUTypanuu

OmueHka «OTJIHMYHO) - TEXHNYECKOE 3alaHNe
MIPOAHATU3HPOBAHO, ANTOPUTM pPa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHHIO U 0(OPMIICH
B COOTBETCTBHH CO CTaHIAPTAMH, TIOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OueHKa «X0pOII0Y -aJIrOPUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 331aHHIO, IOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBL.

OueHKa «y10BJEeTBOPHUTEIbLHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Dk3ameH/3adeT B popme
cobeceoBaHmA:
NPaKTHYECKOE 3a/1aHNe
IO TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3a/IaHUCM.
3amyra 0T4EeTOB 10
MPAKTHIECKUM padoTaMm.

1IK 3.4. YyacTBOBaTh B
pa3paboTKe CXEMBI
MOC/IeaBapUUHOTO
BOCCTAHOBJICHUSI
paboTOCIOCOOHOCTH
KOMITBIOTEPHOI CeTH,
BBITIOJIHSATH BOCCTAHOBIICHUE U
pe3epBHOE KOTTUPOBAHKE
HHPOPMAIIIH.

O1eHKa «OTJIMYHOY - TEXHHUECKOE 3aJaHue
MIPOaHATU3UPOBAHO, AITOPUTM Pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHUIO U 0(OPMIICH
B COOTBETCTBHUH CO CTaHJapTaMH, IIOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBI.

OmueHKa «X0poI0» -aIrOpUTM pa3paboTaH,
0(hopMIICH B COOTBETCTBHH CO CTaHAAPTAMH H
COOTBETCTBYET 33aHHIO, TIOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPHIL.

OueHka «y10BJEeTBOPUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHMIO.

Ok3ameH/3a4eT B hopme
cobecenoBaHMs:
OPaKTHYECKOE 3aIaHKe
10 MOCTPOCHHUIO
aIITOPUTMA B
COOTBETCTBHH C
TEXHHYIECKUM 33aHUCM.
3amuTa 0TYETOB 110
[PaKTHIECKUM paboTam.

IIK 3.5. Opranu3oBbIBaTh
MHBEHTAPHU3ALNIO TEXHHIECKUX
CPEZICTB CETEBOH
MHQPaCTPYyKTYpHI,
OCYILECTBIISATH KOHTPOJIb
000pyOBaHUs TTOCIIE €T0
PEMOHTA.

OueHka «OTJIMYHO) - TEXHHYECKOE 3a/laHNe
MIPOAHAIU3MPOBAHO, ANTOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHHIO M 0(OPMIICH
B COOTBETCTBHUH CO CTaHJapTaMH, IOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBI.

O1eHKa «XOPOII0Y -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBHH CO CTaHAAPTaAMHU U
COOTBETCTBYET 3a/IaHHIO, IOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBI.

OueHka «y10BJEeTBOPHUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3ameH/3a4eT B popme
coOecenoBaHMs:
MPaKTHYECKOE 3aJaHUe
0 TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHHUYECKUM 3aJ[aHUEM.
3amuTa 0OT4eTOB 10
NPaKTHYECKUM paboTaM.

IIK 3.6. BpInonHATh 3aMeHy
Pacxo/HBIX MaTepHajoB 1
MEJIKUI PEMOHT
nepudepuitHoro obopynoBaHus,
OTIpeNieNATh yCTapeBIiee
000py0BaHUE U IPOTPAMMHBIE
CpeACTBa CETEBOM

HHQPACTPYKTYPHL.

OLeHKa «OTJINYHO» - TEXHHYECKOE 3aIaHHe
NPOAHAITU3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3a1aHUI0 U 0hOopMIIeH
B COOTBETCTBUU CO CTaHAApTaMU, MOSICHECHBI €TI0
OCHOBHBIE€ CTPYKTYPBHI.

Or11eHKa «XOPOILI0Y -aJrOPUTM pa3paboTaH,
oopMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 33IaHHIO, TIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBL

OLeHKa «yI10BJIETBOPUTEIBHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHUIO.

Ok3ameH/3a4eT B popme
cobecenoBaHMs:
NpaKTHYECKOE 3a/laHNe
0 TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ[aHUEM.
3amuTa 0OT4eTOB 110
MPAKTHIECKUM paboTaM.

OK 01. Berbupats crmoco0bt
peuieHus 3a1a4y
npoQeCcCUOHANTBHOM
JIeATeIIbHOCTH, IPUMEHUTEIBEHO
K Pa3JIMYHbIM KOHTEKCTaM.

— 000CHOBAaHHOCTH IIOCTAHOBKH IIEJIH, BEIOOpA U
MIPUMEHEHHS METOIOB B CIIOCOOOB PEIICHHS
po¢eCCHOHATBHBIX 337134,

- aJIcKBaTHas OLICHKA M CaMOOIIeHKa 3 QEeKTHBHOCTH
1 Ka4eCTBa BBIMTOJHEHUS IPO(HECCHOHATBHBIX 3a7a4

Hurepnperanust
pe3yIbTaToB
HAOIOICHUH 32
JIESITETbHOCTEIO
obyuJaromerocs B
IPOIIECCe OCBOCHUS
obpa3oBaTenbHOM
MIPOTrPaMMBI.
DKcHnepTHOE
HAOIIOIEHNE U OLIEHKA
HA TPaKTHYECKUX
3aHATHUSAX.
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OK 02.OcymmecTBiIsITh OUCK,
aHaJIM3 U MHTEPIIPETAIUIO
HHPOPMALUHU, HEOOXOTUMOU
IS BBITIOJIHEHHUS 33124
npoQeCCUOHATBHOM
JIEATEILHOCTH.

- ICII0JIb30BaHUE PA3INYHBIX HCTOYHUKOB, BKITIOYAs
9JIEKTPOHHBIE PECYPCHI, MEAUAPECYPCHI,
HHTepHEeT-pecypchl, MEPHOIUUSCKUE H3IAHHUS 1O
CMICIUATBHOCTH ISl peLICHHs TPO(eCCHOHATBHBIX
3amaq

OK 03. [TnarupoBats u
pean30BEIBaTh COOCTBEHHOE
npodeccruoHaIbHOE U
JIMYHOCTHOE Pa3BHUTHE.

- ICMOHCTpAILUS OTBETCTBEHHOCTH 33 TIPHHSTHIC
peuieHus

- 000CHOBaHHOCTh CAMOAHAJIN3a U KOPPEKIIUS
pe3yIbTaTOB COOCTBCHHOI PabOTHI.

OK 04. PaboTaTh B KOJIEKTUBE
U KoMaHze, 9PPEeKTUBHO
B3aUMOJICHCTBOBATH C
KOJJIETaMH, PYKOBOJICTBOM,
KJIIHEHTaAMHU.

- B3aUMo/IeiicTBUE C 00yJaronMMucs,
IIpernoiaBaTesIMU U MacTepaMu B Xojie 00yueHHUs, C
PYKOBOAUTEISIMU Y4€OHOW M MPOU3BOICTBEHHOI
MIPAKTHK;

- 000CHOBAaHHOCTB aHaJN3a pabOTHI WICHOB KOMAaHIbI
(IO TYMHEHHBIX ).

OK 05. OcymiecTBisiTh YCTHYIO
Y MUCBMEHHYI0 KOMMYHHUKAIIUIO
Ha TOCY/IapPCTBEHHOM SI3BIKE C
y4eTOM 0COOCHHOCTEH
COLMAJIBHOTO ¥ KYJIBTYPHOTO
KOHTEKCTA.

-ITPaMOTHOCTb YCTHOM U IMCbMEHHOH peyy,
- ICHOCTb (DOPMYJIMPOBAHNUS U M3JIOKECHUS MBICIIEH

OK 06. IlposBasaTh
rpaxIaHCKO-TIATPHOTHYECKYIO
MO3UIIUIO, TEMOHCTPUPOBATH
OCO3HAHHOE [TOBEICHHE HA
OCHOBE€ TpaJUIITUOHHBIX
00I111eYEIOBEUYECKUX [ICHHOCTEH,
MPUMEHATH CTaHAAPTHI
AHTHKOPPYIIIHOHHOTO
TTOBEJICHUS.

- co0oieHNe HOPM TTOBEJECHUS BO BPEMs YI€OHBIX
3aHATHUH U IPOXOXKACHUS yueOHOH U
IIPOU3BOJCTBEHHOM IIPAKTUK,

OK 07. ConeicTBOBAaTH
COXPaHEHMIO OKpYKaromei
Cpebl, pecypcocOepexeHHIo,
3(h(eKTUBHO IeHCTBOBATH B
Ype3BbIYANHBIX CUTYALUSX.

- 3()peKTUBHOCTH BBITIOJIHEHNUS 1TpaBuiI Th Bo Bpems
y4eOHBIX 3aHATHH, IPH MPOXOXKICHNUH yueOHOI 1
MIPOU3BOJICTBEHHON MPAKTHUK;

- 3HaHHE W MCIIOIb30BaHNE PecypcocOeperaronmx
TEXHOJIOTHH B 00IACTH TEIEKOMMYHHUKAIIUN

OK 08. Mcnonp30BaTh cpeacTBa
(hm3M9IecKoi KyIbTypHI IS
COXPAaHEHHMsI U YKPEIUICHHS
3JI0POBBSI B IpoLiecce
npodeccnoHaTLHOMI
JACATCIBHOCTH U MOAACPKAHUEC
HE0OX0IMMOT0 YpOBHS
¢usnueckoit
MOATOTOBJIEHHOCTH.

- 3¢ }EeKTUBHO UCIOIB30BATh CPEACTBA PU3NUECKON
KYJNbTYPHI AJIS1 COXPAHEHUS W YKPEIUICHHS 310POBbS
B TIpolecce MPodecCHOHaTbHON AESITENbHOCTH U
oJiAep’KaHue He0OX0AUMOTO YPOBHS (PU3UUECKOM
MTOJITOTOBJICHHOCTH.

OK 09. Ucnons3oBaTh
HH(POPMAIMOHHBIC TEXHOJIOTHU
B IPO(eCCHOHATBHOM
JIESITETBHOCTH.

- 9 PeKTUBHOCTH UCTIOIB30BAHUS
WH(POPMAIMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHIA
B PO eCCHOHATIBHON JIESITEIPHOCTH COTJIACHO
(hopMUpyEeMBIM YMEHUSIM U TIOJIY4aeMOMY
MPaKTUYECKOMY OMBITY.
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OK 10. [Toms30Batbcs
npodecCHOHATBHOM
JIOKyMEHTaIlel Ha
TOCYAapCTBEHHOM U
MHOCTPAaHHOM $I3bIKaX.

- 9(pPeKTUBHOCTH UCTIOIH30BaHUS B
po(eCCHOHATBHOI NeATeTFHOCTH HEOOXOTUMOMH
TEXHUYCCKOH JOKYMCHTAIINH, B TOM YHUCIIC Ha
AHTJIMICKOM SI3BIKE.

OK.11. Hcnons30BaTh 3HAHUS
1o (PMHAHCOBOMW TPAMOTHOCTH,

IJIaHUPOBATh

MNpeANPUHUMATCILCKYO

JCATCIBbHOCTD B

npodecCHOHANBHON chepe

- 3(1)(1)6KTI/IBHO IJIaHUPOBATH NPCANTPUHUMATEIIBLCKYIO

JIeATeNILHOCTh B ITpoQecCHOHaIbHON cdhepe npu

MIPOBEJCHUH PadOT MO KOHCTPYHUPOBAHHIO CETEBON

nH}pacTpyKTypHI

7.3 OueHo4HbIe CpeaACcTBA AJIsl IPOBEACHHUS TeKyLleil aTTecTalun

Texymuii KOHTPOJIb MOKET MPOBOJAUTHCA B (hopMe:
— ()pOHTANBHBINA OMPOC — MHANBUIYAJIBHBIM YCTHBIA OIPOC
— IMCbMEHHBINA KOHTPOJIb
— TECTUPOBAHUE 110 TEOPETUIECKOMY MaTepHaly
— IpaKkTH4YecKast paboTa — MOJAroTOBKA OTUETA,

— 3alliyTa BBIIIOJJHCHHOTI'O 3aJaHud,

— pa3paboTka npoOeMbl Kypcea (CooOIeHue).

B IIpumepsnl
- JIaieHusl JInunele kayecTBa
@opma atre 3HaHus YMmenus OIEHOTHBIX
CTalMu (HaBBIKH) CTYydEHTA CpencTB
VYerHbli Kontpons 3Hanmii mo| Onenka  ymenusa| Ouenka HaBbikoB| OneHka — cnoco0-| KoHTposbHbIe
(TTMCBEMEHHBIN)  |oNpeeICHHBIM pa3nu4aTh KOH-pabOThl C JIMTEpa-HOCTU ONEPAaTHBHO HBOIPOCHI IO Te-
oIpoc 1o TeMaM [pobiieMam KpPETHBIE IOHATHS  [TYPHBIMU HCTOY-Ka4E€CTBEHHO MaMm
HUKaMH OTBEYaTh HA  HO-IPUIATAIOTCS
CTaBJICHHBIE BO-
IIPOCBHI
IIpaktuueckue | Kontpomes  3HaHms| Onenka  ymeHus| OneHka HaBeIKOB| OmeHka — cmoco0- Temsl  paborT
(1aboparopHble) [TEOPETUYECKUX OCHOBpaboTarh ¢  cO-pabOThl C TEXHHU-HOCTH ONEPATUBHO H[IPHUIIATAIOTCS
paboTHI MHPOPMATHUKN H[BpEMEHHOI KOM-ECKHMHU CPEICT-KaYeCTBEHHO PELIATH
MHOOPMALMOHHBIX  [BLIOTEPHOM TeX-BaMH nH(popMa-ToOCTaBICHHBIC Ha
[TEXHOJIOT U, HUKOW,  MCIOJIb30-TH3alUY, CHELH-IPAKTHYECKUX
BO3MOXKHOCTEH HBaTh BO3MOXXHOCTHRAJIBHBIMHA npo-pa60TaX 3aaqu  H
[IPUHIMUIIOB HC-BBIYUCIIUTENBHON  [FpaMMHBIMHU ApPryMEHTHUPOBATh
IMOJIb30BaHHUA CO-TeXHUKHU HcpeacTBaMu [PE3YJIbTAThI
BpeMCHHOﬁ KOMHB_HpOFpaMMHOFO
FOTEPHON TEXHUKH. oOecrieueHUsT  IpH
pEIIeHNH  MPaKTHU-
HYECKHX 3a/1a4.

Tectuposanne | Konurpons 3nanmii mo| Onenka  ymenms| Onenka HaBeikoB| Onenka  cmoco6-| Bompocs
OTIpeIeIeHHBIM pa3nu4aTh KOH-JIOTHYECKOTO  aHa-HOCTH OIEPATHBHO HIPHIIATAIOTCS
npoGiiemMam KpPETHBIC IOHATHS  [IM3a W CHHTE3a NPHKAYECTBEHHO

COMOCTaBICHUU oTBeYaTb Ha  IO-
KOHKPETHBIX CTaBJICHHbIE BO-
MOHATUI IIPOCHL
Ilpumepuwl 3a0au u 60npocos 011 meKyue2o0 KOHMpOs.
1. TepmunonOTHs B 007MaCTH 0€30MACHOCTH HH(POPMAITMOHHBIX CETEH.
2. Merononorust nocTpoeHus 6e30nacHbIX HHPOPMALIMOHHBIX CETEH.
3. TunoBkie MOOEIn aTak, HaIpaBJICHHBLIC Ha TIPCOaO0JICHHUC 3alIUThI

I/IHCI)OpMaLII/IOHHBIX CHUCTCEM, YCJIOBHUA HUX OCYHICCTBUMOCTH, BO3MOIKHBIC ITOCICACTBHA,
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CIoco0BbI PEIOTBPAILEHHUS.

4. OnucaTh poJib YeIOBEUYECKOro (hakTopa B 00ecrneueHn 0€30MacHOCTH CETEH.

5 CdopmupoBaTh ¥ TPOW3BECTH HAa3HAUYCHUE POJICH  IOJB30BATEISM
UH(POPMAIIMOHHON CHCTEMBI.

6. Onucatp KIacCU(pUKALNIO KOMIIBIOTEPHBIX BUPYCOB.

7. IlepeyrcIuTh OCHOBHBIE 3aKOHOAATEIbHBIC JOKYMEHTHI B 00JIaCTH 00eCTICUCHUS
0€30macHOCTH XpaHeHHs U 00paboTKH HHGOPMAITUH.

Ilpumepvr mecmoswix 3a0anuii:

1. Wudopmamms, I0CTym K KOTOpPOH OrpaHUYMBACTCS B COOTBETCTBHHU C
3aKOHOJIaTeNbCTBOM Poccuiickoit ®Deneparuu U IpeacTaBiIseT coO0if KOMMEpPUYECKYIo,
CIY>KE€OHYIO UJTH JIMYHYIO TailHbI, OXpaHsIONIKecs e€ BIaIeNblieM, Ha3bIBACTCA

A) xoH(pHICHITHATBHOM

b) nocrymnuoi

B) nenoctHoi

I') Bce BapuaHThI BEpHBI

2. HabGop mpaBui, KOTOpbIE PETrIaMEHTUPYIOT (YHKIIMOHHPOBAHUE MEXaHU3Ma
MH(OPMALIMOHHOM 0€30MaCHOCTH Ha3bIBAIOTCS

A) MOTUTUKOMN

b) nnentudukanmeit

B) xoHpuaeH11nansHOCTEIO

I') Bce BapuaHThI BEpHBI

3. @®opmupoBanue mpoduias TpaB Ui KOHKPETHOTO Yy4YacTHHMKA Ipolecca
MH(OPMALIMOHHOTO OOMEHA, Ha3bIBACTCS

A) aBTOpHU3anueit

b) unentuduxanueit

B) ayrentuduxanueit

I') Bce BapuaHThI BEpHBI

4. YcrpoiicTBa KOHTPOJISI IOCTYyTa U3 OJTHOM MH(OPMAIIMOHHON Cpellbl B APYTYIO
IIPEAOCTABIISIIOT

A) MexceTeBble SKpaHbl

b) anTuBUpycHOe obecrieueHue

B) ckanepsl 6e3onacHocTH

I') Bce BapuaHThI BEPHBI

5. YcTpoiicTBa mpoBepkH KauecTBa (yHKIIMOHUPOBAHUS MOJIETH O€30MaCHOCTH JIIS
KOHKPETHOW MH(OPMAIIMOHHON CUCTEMbI 00€CIIeYuBaIOT

A) ckaHepsl 6€30MacHOCTH

b) anTHBUpYCHBIE TPOTPaMMBI

B) MexceTeBbie S3KpaHbI

I') Bce BapuaHThI BEpHBI

6. O000mImIEHHOE HaA3BaHUE TEXHOJIOTHH, MO3BOISIONINX OOECIEYUTHh OJHO HIIH
HECKOJIbKO CETEBBIX COCTUHEHNH (JIOTHYECKYIO CETh) MMOBEPX APYIrOil CETH — 3TO
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A) Mozenb MexceTeBoro B3aumoaeicTus OS|
b) BuptyanpHas yactHas cetb VPN

B) npotoxon IPSEC
') MexxceTeBbIC DKPAHBI

7. CeTeBoil MPOTOKOJI ayTeHTU(UKAIIMH, KOTOPBINA Mpe/iaraeT MeXaHu3M B3aUMHOMN
ayTeHTU(UKAINK KIMEHTA U CEpBepa Mepel YCTAaHOBICHUEM CBS3H MEKy HUMH — 3TO

A) mpotokout Kerberos

b) nporokon ARP

B) npotoxon ICMP

I') mpotokos POP3

7.4. OuleHOYHBIE CpeICTBA VISl MPOBeIeHUsI MPOMEKYTOYHOM aTTecTAlNU

IIpumepst
®opma Y VeHMS Brnanenue JInynble KayecTBa OIICHOUHBIX
aTTecTaluu (HaBBIKH) CTyJIeHTa cpencTB
ITorosast arrecTarus
Ox3ameH  [Kontpons 3HaHuAONEHKa Ouenka HaBbIKOBOLEHKa CIOCOOHOCTHBOMPOCH IIpU-
0a30BBIX YMEHUSI UIOTHYECKOr0  CO-IPAaMOTHO ¥  YETKOUIararoTcs
[TOJI0KEHUM BIOHUMATh CIIC-[TOCTABICHHUSI H3/1araTh MaTepuanl  [3amaum
obnacTu aJMU-IUAJIbHYIO Tep-xapakTepucTHKH [OLEeHKa CHOCO6HOCTI/IHpHnaraK)Tc;[
HUCTPUPOBAHHUS  [MHUHOJOTHIO. |0OBEKTOB TPaMOTHO U YETKO
KOMIIBIOTCPHBIX OHCHKa O]_[eHKa HABBIKOBHU3JIAraTb XOJ PEIeC-
CUCTEM YMCHUSA JIOTUYECKOI'O HHUA 3a4a4 B obacTn
[peuIaThb MBIIIIJICHUS HpH3KCHHyaTaHI/II/I 00BEKA
TUITOBBIE pelieHNn 3ajau B[TOB CETEBOH nHppa-|
Bajaqn BoOmacTi 3IKCIuTya-CTPYKTYPBI
obnacTu Tanud  OOBEKTOB
PKCITyaTallMM |cereoli  uH(pa-
O6’beKTS)B CTPYKTYpBI
ceTeBoIl
nadpa-

7.4.1 IlpumepHbIe BONIPOCHI AJIsl IPOBEACHNUS POMEKYTOUYHOM aTTeCTAllUN

. IloHATHE HaLIMOHATIEHOW 0€30MacHOCTH.
. HanimonaneHbie nHTEpechl B nHOOpMaMoOHHOH cdepe.
. Uctounuku u conepkanue yrpo3 B uH(popMannoHHou cepe.
. CoBpemMeHHbIE YTPpO3bl CETEBOI 0€30MaCHOCTH.
. besomacHocTk ceteBbix ycrpoiicts OSl.
. ObecnieueHre 6€30MaCHOCTHU MOJIb30BATENbCKUX KOMITBIOTEPOB.
. IPS TexHonoruu.
. Texnonorus 6pannmayspa.
9. OcHOBHBIE MOHATHUS KPUNTOrpaQUUeCcKOn 3alUThl HH(POpMAITIH.
10. CumMeTpHUHbIE KPUITOCUCTEMBI IIU(POBAHUS.
11. AcuMMeTpUYHBIE KPUTITOCUCTEMBI ITH(PPOBAHHUSL.
12. DOnextponHas nudpoBas NOANUCH U GYHKIUS XIIIUPOBAHHUS.
13. AyrenTudukaius, aBTopu3anus 1 aAMUHUCTPUPOBAHHUE EHCTBUN
II0JIb30BATEICH.
14. KoHuenuusi nocTpOoeHUs BUPTYaJIbHbIX 3alniieHHbIX ceTel VPN.

00O ~NO U1~ WIN—
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15. IlpoTokossl hopMUPOBaHNS 3AIIMIIEHHBIX KAHAJIOB HA KAHAIIBHOM U CEaHCOBOM
YPOBHSIX.

16. TexHomoTUM 3aIIUTHI B OECIIPOBOIHBIX CETSIX.

17. Ilporoxon Kerberos.

18. TexHomoruu 0OHAPYKEHUS aTak.

19. KomnbroTepHbie BUPYCHI M TPOOJIEMbl AHTUBUPYCHOU 3aIlIUTHI.

20. AHTUBUpPYCHBIE IPOTPAMMBbI U KOMIUIEKCHI.

21. Yopasnenue 0e301acHOM CETHIO.

7.4.2 TlpuMepHble 3a1a4M JJisl IPOBeIeHUs MPOMEKYTOYHOH aTTeCcTAlUH

1. IlpogemMoHCTpHpOBaTH UCIIOJIb30BaHKUE BCTpOoeHHBbIX cpeacTB OC s obecneue-
HUsI 0€30MIaCHOCTH.

2. IlpoieMOHCTPHPOBATH MPOLIECC YCTAHOBKH U HACTPOWKH MPOTPAMMHBIX CPEJICTB
3aIUTHI (POTPaMMHBIE TTPOKCH-CEPBEPHI, TUATHOCTHYECKUE TPOTPaMMBI H T.11.).

4. [IpogeMOHCTPUPOBATH YIIPABICHUE TTOIH30BATEISIMA U MX TIPaBaMH JOCTYTIA B
OC Windows.

5. [IpogemMoHCTpUpPOBATh UCTIOIB30BaHNe porpaMMel Ethereal ans ananmza
CeTeBOro Tpaduka.

6. [IpoBecTu aHanmu3 ypoBHs Oe3omacHOCTH 3amuThl JanHeIX B OC Windows.
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8 JOITOJIHUTEJIbHOE OBECIIEYHEHUME JMCHUIIJINHBI

Kpunrorpadguyeckas 3amura 1anabix. Kpunrorpaguyeckue cucremsl.

Hayka, 3anumaromiasics BompocaMu 0Oe3omacHoOi CBsi3u  (T.e.  MOCPEICTBOM
3amu@poBaHHBIX COOOIICHUI Ha3biBaeTcss Kpunmonoeueti (Kryptos — Ttaiinblii, logos —
HayKa). OHa B CBOIO ouepean paszensercs Ha 1B
HAMPAaBIICHUS KpUNmozpaguro u KpunmoaHaius.

Kpunmoepagusi —Hayka o co3naHum 0O€30MacHBIX METOJOB CBSI3H, O CO3/IaHUU
CTOMKUX (YCTOMYMBBIX K B3j0My) middpoB. OHa 3aHMMaeTCss MOMCKOM MaTeMaTUYECKHUX
METOJIOB MpeoOpa3oBaHus HHPOPMAIUH.

Kpunmoananuz — nanHblil pa3ien MOCBAILIEH HCCIEIOBAHUIO BO3MOYKHOCTH YTECHHS
cooOmieHni 0e3 3HaHMS KIIOYEH, T. €. CBs3aHa HEMOCPEJACTBEHHO CO B3JIOMOM HIU(POB.
Jlrogu, 3aHUMarOIMecs KPUMNTOAHAJIM30M U HCCIEIOBAaHMEM IIH(PPOB HA3BIBAIOTCS
KpUNMoaHaIumuKamu.

[ugp — cOBOKYITHOCTH 0OpAaTUMBIX TIPe0Opa30BaHN MHOKECTBA OTKPBITHIX TEKCTOB
(T.e. MCXOMHOTO COOOIIECHHS) HA MHOXECTBO 3aIlIM(POBAHHBIX TEKCTOB, MPOBOIUMBIX C
1eNbl0 WX 3amuThl. KOHKpeTHBIN BU IpeoOpa3oBaHus OMPEeNsIeTcss C TOMOIMIBIO KItoua
mudpoBaHUs.

Kpunmoepaguueckas  cucmema — cemMelcTBO  mpeoOpa3zoBaHuii mmdpa U
COBOKYITHOCTh KJTtOuel (T.e. anroputm + kimtoun). CaMmo mo cebe onmucaHue airoputMa He
SABJISIETCS. KpUNTOCUCTEMOM. TOIBKO AOMOTHEHHOE CXEMAaMH PACIpPEEICHUsI U YIIPABICHUS
KIIFOYaMH OHO CTaHOBHUTCS cucTtemou. Ilpumepsr anroputmoB — onucanuss DES,
'OCT28.147-89. [lomoaHEeHHBIE aNrOpUTMAaMH BBIPAOOTKH KIIOYEH HpeBpaliaroTcs B
KpunrocucuteMbl. Kak mpaBuiio, onrcanue anroputMa mudpoBaHus yKe BKIIOYaeT B ce0s
Bce HEoOXoJMMbIe yacTu. KpunrocuctemMbl MOTYT oOecrieunBaTh HE TOJIBKO CEKPETHOCTH
NepeaBaeMblX COOOIIEHUMH, HO M HMX ayTEeHTUYHOCTh (MOMJIMHHOCTb), a TaKke
MOATBEPKICHHUE MOITMHHOCTHU MOJIb30BATEIIS.

CoBpeMeHHbIE KPUIITOCUCTEMBI JIETSATCA HA CAMMETPUYHbBIE U ACHMMETPHUYHBIE.

Cummempuunvie  Kpunmocucmemvl (¢ CEKpemHbIM — KIIOYOM)  — JIaHHBIC
KPUINITOCUCTEMBbl TIOCTPOEHBI Ha OCHOBE COXPAaHEHHUS B TailHE KIOYa IU(POBAHUS.
[Tpouiecchl 3ammdpoBeIBaHUS U pactIMPOBBIBAHUS UCHOIB3YIOT OJUH U TOT K€ KIIOY.
CekpeTHOCTh KItoua siBisieTcss moctynaroM. OcHOBHasi mpobiieMa Mpu MPUMEHEHUHU
CUMMETPUYHBIX KPUITOCUCTEM Il CBSI3U 3aKJIIOYAETCA B CIOXKHOCTH TeEpenadyd 000uM
CTOpOHAM CeKkpeTHoro kitoda. OpHAKO JaHHBIE CHUCTEMbI O00JAJar0T  BBICOKUM
ObIcTpOciicTBHEM. PacKkpbiTHe KITt0Ua 37I0YMBIIIJIEHHUKOM TPO3UT PACKPBITHEM TOJIBKO TON
nHpopManum, 4ro ObuTa 3amudpoBaHa Ha ATOM KiIrO4e. AMepukaHCckuil U Poccuiickumii
crangaptsl mudpoanus DES u 'OCT28.147-89, kaununatel Ha AES — Bce 3TH alnropuTMBI
SIBJISIFOTCSI IPEJICTABUTEIISIMU CUMMETPUYHBIX KPUIITOCUCTEM.

Acummempuynvle Kpunmocucmemul (cucmemvbt OMKPbIMO20 WUDPOBAHUSL) — CMBICI
JAQHHBIX KPUIITOCUCTEM COCTOMT B TOM, 4YTO IS 3amm(poBaHus M paciiudpoBaHUS
UCIIOJIB3YIOTCSI pas3Hble TpeoOpazoBanus. OMHO W3 HHUX — 3alIU(PPOBAHUE — SBISCTCS
abCOIOTHO OTKPBITHIM ISl BceX. Jpyroe ke — pacmmdpoBaHue — OCTa€TCS CEKPETHBIM.
Takum oOpaszom, Jr000M, KTO XO4YeT YTO-Tu0O0 3amudpoBaTh, MOJB3YETCS OTKPBHITHIM
npeoOpa3zoBaHUEM.
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Ho pacuudpoBaTh U mpodyuTaTh 3TO CMOXKET JIMIIL TOT, KTO BJAJ€€ CEKPETHBIM
npeobpa3oBaHreM. B HacTOSIMIT MOMEHT BO MHOTUX aCHMMETPUYHBIX KPUIITOCUCTEMAX BH/T
peoOpa3oBaHus ONMpELIeTCs KIFOYOM. T.¢ y MoJIb30BaTelIs €CTh JIBa KIIF0Ya — CEKPETHBIN
U OTKPBITHIA. OTKPBITHIA KIIIOY MYOJIHUKYeTCS B OOLIEAOCTYITHOM MECTe, U KaXKIbIid, KTO
3axX04eT MOocJaTh COOOIIEHUE ATOMY MOJB30BATENI0 — 3alIM(POBBIBAET TEKCT OTKPBITHIM
KIIF04oM. PactimdpoBaTh CMOKET TOJIBKO YIIOMSHYTBIN ITOJIH30BATENH C CEKPETHBIM KITFOUOM.
Takum oOpa3oM, mponagaeT npodiema nepeaaduu CeKPeTHOro Kitoda (Kak y CHMMETPUYHBIX
cucteMm). OJIHaKO, HECMOTPSI HA BCE CBOM MPEUMYIIECTBA, ITH KPUITOCUCTEMBI JJOCTATOYHO
TPYJOEMKH U MeIUTENbHbl. CTOWKOCTh aCUMMETPUYHBIX KPHUIITOCUCTEM OazupyeTcs, B
OCHOBHOM, Ha QJITOPUTMUYECKON TPYAHOCTH PEIINTH 32 MPUEMIIEMOE BpeMs KaKyro-Tu0o
3amayy. Eciu  3I0yMBINIUIEHHUKY — yAacTcd  MOCTPOUTh  TakOMl — allfOPpUTM,  TO
JTUCKpeIuTHpOBaHa OyAeT BCA CUCTEMa M BCE COOOUICHUS, 3alIM(pPOBaHHBIE C MOMOIIBIO
ATOW CUCTEMBI. B 3TOM COCTOMT TJlaBHas OMACHOCTh ACMMMETPHYHBIX KPUIITOCHCTEM B
OTIUYHE OT CUMMETpHYHBIX. OIHO W3 OCHOBHBIX TIpaBWJI Kpuntorpadpum (eciu
paccMaTpuBaTh €€ KOMMEpYECKOe MPUMEHEHHe, T.K. Ha TOCYJapCTBEHHOM YPOBHE BCE
HECKOJIbKO HMHaue) MOXKHO BBIPA3UTh CIEAYIOIIUM 00pa3oM: g31om wugpa ¢ yeivio
npouecms 3aKpblmy0 UHGOPMAayuIo 00JIHCeH 000UMUCH 310V MbIUIEHHUK) 20pa300 00podice,
yem ama UHGopmMayus Cmoum Ha camom oere.

TaitHONHKCB.

TaltHOMCHIO HA3BIBAIOTCS TPHEMBI, C IIOMOIIIBIO KOTOPBIX COJIEPKaHUE HAITUCAHHOTO
CKPBIBAJIOCH OT T€X, KTO HE JIOJDKEH OBLI MPOYHUTATH TEKCT.

Haunnast ¢ cambIX JIpeBHUX BPEMEH, YEJIIOBEYECTBO OOMEHHMBAIOCH MH(MOpMAIHeEi,
OTChUIas APYT Ipyry OyMaxkusie uchbma. B JIpeBneM Benukom HoBropose Heo6xoaumMo Ob11
CBOpAaYMBaTh CBOM OEPECTSHBIC TPAMOTHI CIIOBAMH HAPYKY — TOJIBKO TaKUM OOpa3oM OHHU
MOTJIM TIEPEBO3UTHCS M XPAHUTHhCS, B TMPOTUBHOM CiIyda€ OHU pPa3BOPAYUBAIUCH
CaMOTIPOM3BOJIBHO H3-32 M3MEHEHHUS YPOBHS BIAKHOCTH. OTO OBLJIO TOXOXKE Ha
COBPEMECHHBIC MTOYTOBBIE KAPTOYKH, B KOTOPBIX TEKCT, KaK M3BECTHO, TAKXKE OTKPBIT JJIS
qy)KUX B30POB.

Tounbix AaT U aOCONIOTHO OECCIOPHBIX JAHHBIX O TAWHOMHMCH B JIPEBHOCTH
COXPaHWJIOCh OYEHb M OYE€Hb MaJIo, TO3TOMY Ha HAIlleM caliTe MHOTHE (haKThl IPEICTaBICHBI
MyTeM XYAO0KECTBEHHOro aHanmu3a. OjgHako, BMeCTe C H300peTeHHuEeM IHQpPOB
CYIIIECTBOBAJIH, PA3yMEETCS, U CIIOCOOBI COKPBHITHSI TEKCTA OT MOCTOPOHHUX II1a3. B npeBHei
['pertuu, k mpumepy, AJis 3TOrO Kak-To pa3 o0puin padba, HaHEeCIM HAAMKICh Ha €T0 rOJIOBe, U,
MIOCJIe TOTO KaK BOJIOCHI OTPOCIIH, OTIIPABIIIN C TIOPYUYCHUEM K ajpecary.

IudpoBanue — cnocod mpeoOpa3oBaHUs OTKPHITONH HMHMOPMAIMU B 3aKPBITYIO U
obpatHo. [IpumensieTcss nisi XpaHeHHUs BaXXHOW MHGPOPMAIMU B HEHAJEKHBIX UCTOUYHUKAX
wim nepemaun e€ Mo HesamuimméHHbIM KaHaimaM cBs3u. CorimacHo ['OCT 28147-89,
¢ poOBaHUE MOAPA3ICIASTCS Ha MPOIIECC 3alIM(PpPOBLIBAHUSA U pacIn()POBLIBAHHMSL.

Creranorpadus (0T rped. CKpBITHIA U I'ped. MHITY, OYKBAIBHO «TalHOIHUCHY») — 3TO
HayKa O CKpBITOW mepenadye WHGOpManuu MYyTEM COXpaHEHUs B TallHE camoro Qakra
nepeIayn.

B oraumume ot kpunrorpadgum, KOTOpas CKpPBIBAET COACPKUMOE CEKPETHOTO
cooOmieHus, creraHorpadusi CKpbIBaeT caMo ero cymiecrBoBanue. Creranorpaduio 0ObIYHO
HCIIOJIB3YIOT COBMECTHO C METOAaMH KpHUNTorpadun, TakuMm 00pa3oM, JOTOIHSS e€.

OCHOBHBIC TPUHITUITEI KOMITBIOTEPHOU cTeraHorpaduu ¥ 00J1acTH e€ MPUMECHCHHUS
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K. [leHHOoH nan HaM OOIIYI0 TEOPUIO TAaWHOMKCH, KOTOpas fABISETCS 0azucom
cTeraHorpaduu Kak Hayku. B coBpeMEHHON KOMIBIOTEPHOM cTeraHorpaduu CyuecTByeT
JIBa OCHOBHBIX TUMa (aitioB: cooOuieHne— ¢aii, KOTOpbIi MpeaHa3HaueH ISl CKPBITHS, U
KOHTeHep—(haiii, KOTOPbII MOKET OBITh UCTIOJIb30BAH JJI CKPBITHUS B HEM cooOieHus. [Ipu
9TOM KOHTEHWHEpHI ObIBalOT ABYX THINOB. KoHTeHep—opuruHan (uiu “IlycToii” KoHTelHep)
— 3TO KOHTEHHEpP, KOTOPBII HE CONEPKUT CKpbIToM nHpopmaruu. KonreliHep—pe3yiapTaT
(wn  “3amoNHEHHBIA” KOHTEHHEpP) — ATO KOHTEWHEp, KOTOPBIM COAEPKHUT CKPBITYIO
uHbopmanuo. [lox KIIOYOM MOHUMAETCS CEKPETHBINM SJIEMEHT, KOTOPBIA OIpeaenseT
HOPSJIOK 3aHECEHUS COOOIIEHUS B KOHTEHHED.

OCHOBHBIMH TOJIOKEHUSIMA COBPEMEHHOM KOMITBIOTEPHOM cTeraHorpauu SBIISIIOTCA
CIIeIYIOIIHNE:

1. MeToibl CKPBITHUS JOHKHBI 00eCTIeYrBaTh ayTEHTUYHOCTD U IIEJIOCTHOCTD (aiina.

2. [Ilpeanomaraercs, 4dYTO TPOTHUBHUKY TMOJHOCTBIO HM3BECTHBI BO3MOKHBIC
creraHorpauIecKue METOIBI.

3. be3onmacHOCTb METOJOB OCHOBBIBAETCS Ha COXPAHEHUU CTEraHOrpauuecKum
npeoOpa3oBaHEeM OCHOBHBIX CBOMCTB OTKPBITO MepeaaBaeMoro (aiiia npu BHECEHUU B HETO
CEKPETHOT'0 COOOIIEHHS 1 HEKOTOPON HEU3BECTHON MPOTUBHUKY UH(POPMAIIMH — KITIOYA.

4. Jlaxe ecnu (akKT CKpBITHUS COOOINEGHHS CTajdl HM3BECTEH IPOTUBHUKY 4Yepes
COOOINHMKA, W3BIECYCHHE CAMOTO0 CEKPETHOTO COOOIIEHUS TMPEACTaBIsET CIOXKHYIO
BBIYHMCIIUTENBHYIO 33/1a4y.

B cBsi3u ¢ Bo3pacTaHuEM poJId TI00ATBHBIX KOMIBIOTEPHBIX CETEH CTaHOBUTCS BCE
0ojee BaXXKHBIM 3HA4YeHHE cTeraHorpaduu. AHanu3 HHGOPMAIUOHHBIX HCTOYHHUKOB
KOMIIBIOTEpHON ceTu Internet mo3BoisissieT BAenaTh BBIBOJ, YTO B HACTOSIIEE BpeMs
creraHorpauueckiue CHUCTEMbl AaKTUBHO HCIOJB3YIOTCA IS PEIICHUS] CIEAYIOIINX
OCHOBHBIX 33/1ay:

1. 3amuTa KOHPUACHIHAILHON HHPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

2. Ilpeononenue cucTeM MOHUTOPUHTA U YIIPABJICHUS CETEBBIMU PECYPCAMU;

3. KamydnupoBanus mporpaMMHOT0 00€CIIEYEHNS;

4. 3ammTa aBTOPCKOrO IpaBa HAa HEKOTOPbIE BUIBI  MHTEIUICKTyaJbHOU

COOCTBEHHOCTH.

Kpunrtorpapuueckas croilkocTs (WM  KPUOTOCTOMKOCTb) —  CIIOCOOHOCTH
KpUNITOTpauIecKoro aaropuTMa MpOTUBOCTOSTh BOZMOKHBIM aTakaM Ha HeTro. ATaKyrolue
KpUnTorpau4ecKuii alropuTM UCIONB3YIOT METOAbI KpunToananu3a. CTOMKUM cuuTaeTcs
QITOPUTM, KOTOPBIM JUIsi YCIHENIHOW aTaku TpeOyeT OT MPOTUBHHUKA HEJOCTHKHUMBIX
BBIYUCIIUTENBHBIX PECYpPCOB, HEAOCTIKUMOTO OO0OBEMa TIEPEXBAYCHHBIX OTKPBITHIX H
3amu@pPOBaHHBIX COOOIIEHUI HUITH YK€ TAKOTO BPEMEHU PACKPBITHSI, YTO TI0 €r0 HCTCUYEHUIO
3amuIieHHast iHpopMaIus OyIeT yKe He aKTyalbHa, U T. /|

Tumbl KpUNTOCTOMKUX CUCTEM MIU(DPOBAHUS.

AOCONIOTHO CTOMKHE cucTeMbl. Jloka3aTenbCTBO CYIIECTBOBAHHUS aOCOJIIOTHO
CTOWKHX alropuTMOB I(poBanus 06110 BeinoaHeHO Kitogom [IleHHOHOM 1 OyOIMKOBaHO
B pabote «Teopusi CBSI3M B CEKPETHBIX CHCTEMax». TaM ke ompeJesneHbl TpeOOBaHUS K
TaKOIo poJia CUCTEMaM:

e KIIIOUY TEHEPUPYETCS IS KOKIOTO COOOIIEeHUs (KaXK bl KITF0Y UCTIOJIb3YETCS OIHH
pas3)

e KJIIOY CTAaTHUCTUYECKU HANEKEH (TO €CTh BEPOATHOCTU TMOSBICHHS KaXXJOTO M3
BO3MOJKHBIX CUMBOJIOB PaBHbI, CHMBOJIbI B KJIFOUEBOI MOCIEI0BATEILHOCTH HE3aBUCUMBI U
CIIy4aiiHbl)
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e JUIMHA KJIOYA PaBHA WX OOJIbIIE IMHBI COOOIICHUS

e HCXOAHBIA (OTKPBITHIN) TEKCT 00JagaeT HEKOTOPOW H3OBITOYHOCTHIO (SIBISETCS
KPUTEPUEM OICHKH MPABUIBHOCTH paciiu(pOBKH)

CTOMKOCTh O3TUX CHUCTEM HE 3aBHCHUT OT TOTrO, KaKUMH BBIYUCIUTEIHLHBIMU
BO3MOXXHOCTSIMU ~ 00JalaeT KpUNTOAHANUTHK. [IpakThueckoe TMpPUMEHEHUE CHUCTEM,
VIOBIIETBOPSIONINX TPEOOBAHHSIM A0COIOTHON CTOMKOCTH, OTPAHHYEHO COOOPaKCHUSIMHU
CTOUMOCTH ¥ YA00CTBa MOJIb30BAHHUSI.

Hekotopeimu  anHanmutukamu  yrBepxaaercs, urto [llubp Bepnama siBusiercs
OJTHOBPEMEHHO  a0COJIOTHO  KpUNTOrpapuueckd  CTOMKMM M K  TOMY  Ke
€MHCTBCHHBIM MIHU(PPOM, KOTOPBIHA YIAOBIECTBOPSIET STOMY YCIOBHIO.

JloctarouHo  CcTOMKME CHCTEeMbl. B OCHOBHOM NIPHUMEHSIOTCS MPAKTUYECKU
CTOWKHE UM BBIYUCITUTENBHO CTOMKHE cucTeMbl. CTOMKOCTh 3TUX CUCTEM 3aBUCUT OT TOTO,
KaKUMHU BBIYUCIIHTEILHBIMI BO3MOXHOCTSIMH 00JIafjaeT KpunToaHATUTUK. [IpakTtudeckas
CTOWKOCTB TAKUX CHCTEM 0a3UPyeTCsl Ha TCOPHUH CIIOKHOCTH U OI[CHUBAETCS HCKITFOUUTEITHHO
Ha KaKoW-TO OMpeIeJICHHbI MOMEHT BPEMEHH U MTOCIIEIOBATENILHO C IBYX ITO3HIIHIA:

e BBIYHCIUTENbHAS CIIOKHOCTh MOJHOTO Tepedopa

e W3BECTHBIC HA JAHHBIA MOMEHT ciabocTu (ySI3BUMOCTH) M HUX BJIUSHHUE Ha
BBIYHUCITUTENBHYIO CIIOKHOCTb.

B kax0M KOHKPETHOM Clly4ae MOTYT CYIIECTBOBATH JOMOJHUTEIbHBIC KPUTEPUU
OLIEHKN CTOUKOCTH.

CHOXXHOCTh QJITOPUTMA TIO3BOJIIET OIICHUTh, HACKOJIBKO OBICTPO pAaCTET €ro
TPYIOEMKOCThH C YBENTMYEHHEM 00beMa BXOHBIX JaHHBIX. [10]1 TpY10€MKOCTHIO TOHUMAETCS
KOJIMYECTBO 3JIEMEHTApHBIX OINepalnui, KOTOpble HEOOXOANUMO BBIMOIHUTH JUISI PEIICHUs
3aladyl ¢ TIOMOINBI0 JaHHOTO ajroputMma. OOBIYHO OICHKA CIIOXKHOCTH aJTrOPUTMAa
npencrasnsiercss B Buue O(f(N)), rne O — ¢ynkuus cnoxkHoctH, a N — HHCIO
oOpabaTbiBaeMbIX HAONIOACHUN WM mnpuMepoB. HawmeHee 3aTpaTHBIMU — SIBJISFOTCS
aNrOpPUTMBI, I KOTOopbiX ¢yHKIMs ciaoxkHocTtu uMmeeT Bu f(N) = C u f(N) = C*N, roe C —
KOHCTaHTa. B TepBOM cilydae BBIYMCIIUTEIBHBIC 3aTpaThl HE 3aBHUCAT OT KOJIHMYECTBA
o0OpabaTbIBaeMbIX JTaHHBIX, 2 BO BTOPOM — JHMHEHHO Bo3pactaioT. CaMbIMH 3aTpaTHBIMU
SBJITFOTCSL  QITOPUTMBI, CJIOKHOCTh KOTOPBIX HUMEET CTENEHHYI0 U (PaKTOpHATBHYIO
3aBUCUMOCTH OT YHUCia 00pabaThiBaeMbIX HAOIIOICHUH.

JlnrHa Kiroya.

KonnuectBo nHpopManuu B Kiitoue, Kak MpaBUiio, U3MEpsIeTCsl B OUTax.

Hns COBPEMEHHBIX CHUMMETPHUYHBIX aJrOPUTMOB (AES, CASTS,
IDEA, Blowfish, Twofish) ocHoBHOI XapaKTepUCTHKON KPUITOCTOMKOCTH SIBJISCTCS JJTUHA
kimtoua. [llndpoBanue ¢ kirouamu nauHOM 128 OUT 1 BBIIIE CYUTAETCS CUITBHBIM, TaK KaK JJIs
pacudpoBkr  mHGoOpManu 0e3  KiIo4Ya  TpPeOYIOTCS TOJAbl  pabOThl  MOIIHBIX
CYIEePKOMITLIOTEPOB. JIJIsI aCHMMETPUYHBIX aJITOPUTMOB, OCHOBAaHHBIX HA TIPOOJIEMax TEOPUU
gucen (mpobiema dakropusamuu — RSA, npobiema nuckpetHoro sorapudpma — Elgamal) B
CHJTy MX 0COOCHHOCTEH MUHHUMAJIbHAS HaJIE&)KHas JUIMHA KIIFo4a B HacTtosiiee Bpems — 1024
our. Jlmsi acMMMETPUYHBIX QJITOPUTMOB, OCHOBAHHBIX Ha HWCIIOJIb30BAHUU TEOPUU
smmntrdeckux kpuBbix (ECDSA, TOCT P 34.10-2001, ACTY 4145-2002), MUHUMaTBHON
HaAEKHON JITMHON Kitoua cuuTtaeTcs 163 OUT, HO peKOMEHIYIOTCS NIuHBI oT 191 Out u
BIIIIE.

B sToit Meromonoruu u s MUGPOBAHUS, W JUISI PACIIM(PPOBKU OTIPABUTEIEM H
MOJIyJaTeJieM TMPUMEHSETCS OJUH M TOT K€ KI04Y, 00 HCIOJIb30BAHUU KOTOPOTO OHH
JIOTOBOPWIIKCH JI0 Hadajia B3auMOJCHCTBUSI.
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Ecnu xnrod He OB CKOMIIPOMETUPOBAH, TO MPU pacHIM(PpOBKE aBTOMATHUYECKH
BBITMOJHSAETCS ayTeHTU(UKALUS OTIPABUTENS, TAK KaK TOJILKO OTIPABUTENb UMEET K04, C
MOMOIIBI0O KOTOPOTO MOKHO 3amM@poBaTh MH(POPMALIMIO, U TOJBKO MOJydYaTelb HUMEET
KJII0Y, C TIOMOIIBI0 KOTOPOT'O MOKHO paciudpoBaTh HHPOPMAIHIO.

Tak kak OTIpaBUTENb U MOJYy4YaTedb — €AUHCTBEHHBIC JIFOAHM, KOTOPbIE 3HAIOT 3TOT
CUMMETPHUYHBIM KJIIOY, NP KOMIIPOMETALMU KIH04a OYJET CKOMIIPOMETUPOBAHO TOJIBKO
B3aMMOJICHCTBHE ATUX JABYX NoJib3oBarenei. [Ipobaemoii, koTopas OyneT akTyajabHa U IS
IPYTUX KPUIITOCUCTEM, SIBISIETCS BOINPOC O TOM, Kak O€30MacHO paclpoCTpPaHSTh
CUMMETPUYHBIE (CEKPETHBIC) KITIOYH.

AJNTOPUTMBI CUMMETPUYHOTO IMU(POBAHUS UCIONB3YIOT KIIOYM HE OUYE€Hb OOJIBIION
JUTUHBI 1 MOTYT OBICTPO MK(POBaTh 00IbIINE 00BEMBI JaHHBIX.

[TopsiAOK UCTIOJIB30BAHUS CUCTEM C CUMMETPUYHBIMU KIIFOUAMH:

1. be3omacHo co3maercd, pacHpOCTPAHSETCS M COXPAHSETCS CHUMMETPUYHBIN
CEKPETHBIN KITIOY.

2. OTmpaBUTENb CO3/IAET AIEKTPOHHYIO TOJMUCH € MTOMOIIBIO pacdeTa XAUI-(pyHKITUU
JUISl TEKCTA U MIPUCOEANHEHUS MTOTYUYEHHON CTPOKHU K TEKCTY

3. OTnpaBUTENb HACTIOJB3YET OBICTpBII CUMMETPUYHBIN aJTOPUTM
g poBaHUug-pacinPpOBKH BMECTE C CEKPETHBIM CHUMMETPUYHBIM KIIOYOM K MOJTy4YEHHOMY
MakeTy (TEeKCTy BMECTE C MPUCOECIUHEHHOW AJIEKTPOHHOW MOJIUCHIO) MJisl MOJIYYEHUS
3amuppoBaHHOro TeKcTa. HesBHO TakuM 00pa3oM MPOU3BOJIUTCS ayTEHTU(PUKAIUS, TAK KaK
TOJIBKO OTIIPABUTENb 3HAET CUMMETPUYHBIN CEKPETHBIN KIII0Y U MOKET 3aln(poBaTh 3TOT
nakeT. ToJbKO MoTydaTeslh 3HaeT CHMMETPUYHBIN CEKPETHBIHN KITI0U M MOKET paciin@poBaTh
3TOT IAKET.

4. OtnpaButenb mnepeaaetr 3amudpoBaHHbIA TeKCT. CHUMMETPUYHBIA CEKPETHBIN
KJIFO4 HUKOT/Ia HE MepeaeTCs M0 HE3aIUILEHHBIM KaHalaM CBS3H.

5. [lonyuarenb  UCMONB3yeT TOT KE CaMbli  CHUMMETPHUYHBIA  aNrOpUTM
mupoBaHUg-pacuIn(pPOBKH BMECTE C TEM K€ CAMbIM CUMMETPUYHBIM KIFOUOM (KOTOPBIM
YK€ €CTh y IoJlydaresisi) K 3aiupoBaHHOMY TEKCTY JUIsl BOCCTAHOBJIEHUSI HCXOHOTO TEKCTa
U 3JIeKTPOHHOM noanucu. Ero ycnemHoe BOCCTaHOBIEHUE ayTeHTU(DUIUPYET KOr0-TO, KTO
3HAET CEKPETHBIN KIIIOY.

6. [lonyuarens oTaeNsIeT 3JIEKTPOHHYIO MOJANUCH OT TEKCTA.

7. Ilony4arens co3gaeT APYryw SJIEKTPOHHYIO TOJAINUCH C IIOMOIIBIO pacueTa
X2~ YHKITUH IS TTOJIYYeHHOTO TEKCTA.

8. [lonyuarens cpaBHUBaeT JBE OTUX JJIEKTPOHHBIX TMOAMHUCH JJsi MPOBEPKU
LEJI0CTHOCTH COOOUIEHUS (OTCYTCTBHSI €T0 UCKAXKEHMUS )

JloCcTynHBIMU CETOAHSI CPEACTBAMHU, B KOTOPBIX HCIOJIB3YETCSd CHUMMETPHUYHAS
METO/I0JIOTHsl, SIBJISIFOTCSI:

« Kerberos, koTopblil 6611 pazpaboTan A ayTeHTUPUKALIUU TOCTYIIa K pecypcam B
cetd, a He I Bepudukamuu naHHbIX. OH HCTHOJB3YEeT LEHTPAIbHYIO 0a3y MaHHBIX, B
KOTOPOM XPaHATCS KOIMHUU CEKPETHBIX KIIOYEU BCEX MOJIb30BATEIICH.

o Cetu OanxomatoB (ATM Banking Networks). OTu cuCTeMBbI SBISIOTCS
OpUTHHAJIbHBIMHU pa3paboTKaMU BIAJICIONIMX UMU OAHKOB M He mpojarorcsa. B Hux Takxke
HCIOJIB3YIOTCSI CHMMETPUYHBIE METOJI0JIOTHH.

CpaBHEeHHE C aCUMMETPUYHBIMU KPUIITOCUCTEMAMH.

JlocTonHCTBA:

« ckopocth (o ganubiM Applied Cryptography — Ha 3 mopsiika Bblie)

e TPOCTOTA pean3anuu (3a cu€T 6oJiee MPOCTHIX ONEpaLnii)
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e MeHblIas Tpedyemast IJIMHA KITF04a JIJIsl COMOCTaBUMOM CTOHKOCTH

e H3YUYCHHOCTbH (3a cuéT OOJIBIIIETO BO3PACTa)

Henocrarku:

e CJIOHOCTb YIPABJICHUS KItouaMu B Oojbiiod cetr. (O3HayaeT KBagpaTUYHOE
BO3pacTaHHUE 4YKCIIa Nap KIIYeH, KOTOpble HaJ0 FeHEepUpOBaTh, NEpPENaBaTh, XpPaHUTh U
YHUYTOXATh B ceTu. [{ns cetu B 10 aboHeHTOB Tpedyercs 45 kmoueid, as 100 yxe 4950, nis
1000 — 499500 u T. 1.

e CJOXHOCTh OOMeHa Kiro4amu. JIjis mpuMeHeHus: HE0OX0JUMO PEUIUTh MPodIeMy
HaAEKHOM TMepenayn KIroved KaxaoMy aOOHEHTY, TaK KaK HYXKEH CEKpeTHBIM KaHam Ui
nepeay Kaxa0ro Kiiroya o0euM CTOPOHAM.

JI71st KOMITIEHCAalluU HEJJOCTATKOB CUMMETPUYHOTO MU(POBAHUS B HACTOAIIEE BpeMs
IMIMPOKO TPUMEHsIETCS KOMOMHUPOBaHHAs (rHOpuAHas) Kpunrorpaduyeckas cxema, rie ¢
MOMOIIBI0 ACUMMETPUYHOTO IMHGPOBaHUS MEpeaéTcs CEaHCOBBIN KIIIOY, MCIOIb3yEeMbIi
CTOpOHAMH JIJIs OOMEHa JaHHBIMH C TIOMOIIBI0 CUMMETPUYHOTO MU GPOBAHUS.

BaXHbIM  CBOWCTBOM CHUMMETPUYHBIX MIHU(POB  SBISETCS HEBO3ZMOXHOCTH UX
WCIIOJIb30BAHUS JJI IOTBEPKIACHUS aBTOPCTBA, TaK KAK KJIKOY U3BECTEH KaXKJI0M CTOPOHE.

B aT0ii MeTomonoruu Kirouu s md(poBaHUS U pacliuPpOBKU pasHbIC, XOTSA U
co3natorcst BMecte. OAUH KITIO4Y J1€71aeTCd U3BECTHBIM BCEM, a IPYIrOW JIEp>KUTCS B TaliHE.
XoTst MOXHO UGPOBATH U pacIuPOBHIBATH 00OMMU KITIOYaMHU, JIaHHBIE, 3an(poBaHHBIC
OJIHUM KJIFOUYOM, MOTYT OBITH pactiu(poBaHbl TOJBKO IPYTUM KITIOYOM.

Bce acummeTrpuuHbIe KPUITOCUCTEMBI SBISIIOTCS OOBEKTOM aTak IyTEM MPsIMOTO
nepebopa KItoued, U MOAITOMY B HHUX JOJDKHBI HUCIIOJIB30BATHCS TOpa3fo Oojee JTMHHBIC
KJIIOYM, 4YE€M T€, KOTOpPbIE HCIOJB3YIOTCS B CHUMMETPUYHBIX KPUNTOCUCTEMAX, MJId
oOecrieueHrs] PKBUBAJIGHTHOTO YpoBHs 3amuThl. bptoc Illneiiep B kuure «llpuknamnas
Kpunrtorpadus: MPOTOKOJbI, AITOPUTMBI M UCXOAHBIA TeKCT Ha Cy» MPUBOAUT CIEIYIOIIHE
NaHHbIe 00 YKBUBAJICHTHBIX JUTMHAX KITIOYEH.

JInuHa cHMMETPUYHOTO JInuHa OTKpBITOrO
KJIH04a KJIro4a
56 out 384 our
64 Outa 512 our
80 out 768 out
112 6ur 1792 6ura
128 our 2304 outa

Jns Toro droObl wn30exaTb HU3KOH CKOPOCTH alTOPUTMOB aCHUMMETPUYHOTO
mudpoBaHus, TEHEPUPYETCS BPEMEHHBINH CUMMETPHYHBINA KITIOY /711 KaX/10TO COOOLICHUS U
TOJIbKO OH MHU(pyeTcs acCUMMETpUYHBbIMU anroputmMamu. Camo cooOieHue mudpyercs ¢
UCIOJIb30BAHMEM  3TOT0  BPEMEHHOI'O0  CEaHCOBOTO  KJ4Ya M ajropurMa
g poBaHus/pacinpoBKU, OMUCAHHOTO B MyHKTe 2.1.1.1. 3aTeM 3TOT ceaHCOBBIN KItOY
mudpyercs ¢ TOMOIIBIO  OTKPBHITOTO  ACHMMETPUYHOTO  KJIIO4Ya  MOJIydarens H
aCUMMETPUYHOTO aJiropuT™Ma mudposanusd. [locie 3Toro 3ToT 3ammppoBaHHbIN CEaHCOBBIN
KIII0Y BMECTe C 3alu(pOBaHHBIM COOOLIEHHEM nepenaercs mnoiydarento. [lomyuartens
UCIOJB3YET TOT K€ CaMbli aCUMMETPHYHBIM alropuT™M MU(GPOBAHUS U CBOM CEKPETHBIN
KJTIOY 115 paciin(poBKU
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CEaHCOBOI'0 KJFOYa, a IMOJIYYCHHBIH CEaHCOBBIA KIIHOY MCIOIB3YeTCs IS pacuinpoBKU
camoro cooOIIeHUs.

B acuMMeTpUUYHBIX KPUNTOCHCTEMAaX BaXKHO, YTOOBI CEAHCOBBIC M ACUMMETPUYHbBIC
KJIIOYM OBUIM COMOCTaBUMBI B OTHOILIEHWM YPOBHS 0€30MaCHOCTH, KOTOPBIM OHU
oOecrnieunBaioT. Ecinu ucnonb3yercss KOpOTKUN ceaHCOBBIN Kitou (Hampumep, 40-OuTOBBIN
DES), To He uMeeT 3HaYeHUs, HACKOJIbKO BEJIIMKHA aCUMMETPUUYHBIE KIIOUU. XaKepbl OyIyT
aTaKoBaTh HE HMX, a CEAHCOBbIC KIIOUYU. ACUMMETPUYHBIE OTKPBITHIC KIIIOUU YS3BUMBI K
aTakaM TpSMBIM [epedOpOM OTYACTH U3-3a TOTO, YTO MX TSKEJIO 3aMeHuTh. Eciu
aTaKyIOIIMI y3HAET CEKPETHbI aCHMMETPUYHBIN K04, TO OyAeT CKOMIPOMETHPOBAH HE
TOJNBKO TEKYIIEE, HO M BCE IMOCIEAYIOIIHE B3aWMOJCUCTBHS MEXAY OTIPABUTEIIEM U
NOJIy4aTeJIeM.

[TopsiAOK UCTIOJIB30BAHUSI CUCTEM C ACUMMETPUYHBIMU KIIFOUaMH:

1. bezonacHo co37al0TCST M PACHPOCTPAHSIOTCS ACMMMETPUUYHBIE OTKPBITHIE U
cekpeTHble Kimoun (cM. pazgen 2.2 Huke). CeKpeTHbIN aCUMMETPUYHBIN KITIOY Mepe1aeTCs
ero Biaaenbily. OTKpBITHI aCHMMETPUYHBINA KIIIOY XpaHUTCS B 0a3e maHHbXx X.500 u
aJIMAHUCTPUPYETCS IICHTPOM BbIIaun cepTudukaToB (mo-anriauiicku — Certification
Authority umu CA). Iloapa3zymeBaeTcs, 9TO MOJIH30BATEIN JOKHBI BEPHTh, 9TO B TaKOU
CHUCTeME TMPOU3BOJAUTCS O€30MacHOE CO3JaHHe, PACHpeleIeHHe U aTIMUHUCTPUPOBAHUE
KJrouamu. boree Toro, eciau coznarens KIIOYEH U U0 WIM CUCTEMA, AIMUHUCTPUPYIOIINE
WX, HE OJTHO M TO €, TO KOHEYHBIN MMOJIb30BATEINb JIOJKEH BEPUTH, UTO CO3/JaTEIb KIIFOUEH Ha
CaMOM JI€JI€ YHHUUTOKUJI UX KOIHIO.

2. Co3naercsi dSJEKTPOHHAs TOJMUChH TEKCTa C IOMOIIBI0 BBIUUCICHHUS €0
xom-pyHkiuu. [lonydenHoe 3HaueHue mU@pPyeTCcss ¢ UCMONIH30BAHUEM ACHMMETPUYHOTO
CEKpPETHOI0 KJII0Ya OTMPABUTEINsI, a 3aTE€M IMOJyYeHHAasl CTPOKa CHUMBOJIOB J00aBIsAETCS K
nepeaaBaeMoMy TEKCTY (TOJIBKO OTIIPABUTENb MOKET CO3/1aTh 3JIEKTPOHHYIO MOAIUCH).

3. Coznaercst CEKpEeTHBIN CUMMETPUYHBIN KITFOY, KOTOPBINA OyAeT UCTIONB30BaThCS IS
mr(poBaHUs TOIBLKO ATOTO COOOIICHHS MUIM CeaHCa B3aMMOJCHCTBHUS (CEaHCOBBIN KIIIOY),
3aTeM MpU MOMOIIM CUMMETPUYHOTO aITropuTMa MHU(PPOBaHUs/pacIn(POBKU U 3TOTO KITr04Ya
mudpyeTcss UCXOAHBIA TEKCT BMECTE C J00ABICHHOW K HEMY DJIEKTPOHHOW MOJIHUCHI0 —
noJiydaercs 3amu(poBaHHBIN TEKCT (IUPP-TEKCT).

4. Tenepb HYKHO PELIUTH MpoOJIEMY C Mepeadyeil CeaHCOBOTO KIItoYa IMOIy4aTellto
COOOIICHHUS.

5. OrnpaBuTenb JOJKEH UMETh aCMMMETPUUYHBINA OTKPBITHIM KIIIOY LEHTpPa BbLIAUd
ceprudukaroB (CA). IlepexBar He3amm(poOBaHHBIX 3alPOCOB HA TMOJYYECHHE DITOTO
OTKPBITOTO KJIIOYa SIBJISETCS paclpocTpaHEHHOW (opMoil ataku. MoxeT cylecTBOBaTh
1enasi cucteMa CepTH(HUKATOB, MOATBEPKIAONINX MOUIMHHOCTh OTKPBITOTO Kitoda CA.
Cranpapt X.509 onuceiBaeT psii METOAOB AJI MOJYYEHHS TOJIb30BATEISIMU OTKPBITHIX
kioueit CA, HO HM OJIMH M3 HUX HE MOXKET MOJHOCTHIO 3aIUTUTh OT MOJAMEHBI OTKPBITOTO
kimoua CA, 9TO HArJISAHO JOKA3bIBACT, YTO HET TAKOW CUCTEMBI, B KOTOPO MOXKHO OBLIIO OBI
rapaHTUPOBATH MOJJIMHHOCTh OTKPBITOro Kitoua CA.

6. OtmpaButens 3anpammBaeT y CA aCUMMETPUYHBIM OTKPBITHIA KIFOY TOJyJaTelis
COOOIIIEHHUsA. DTOT MPOIIECC YSI3BUM K aTake, B X0/ KOTOPOM aTaKyrOIIUi BMEITUBACTCS BO
B3aMMO/ICHCTBHE MEXKTYy OTIIPABUTEIIEM U MOJTy4YaTeIeM U MOXKET MOIU(GUIIUPOBATh TpaduK,
repeaBacMblid MEKJ1y HUMH. [103TOMY OTKpPBITBI ACHMMETPUYHBIA KIIFOY ITOJTYy4YaTeNst
«noanuceiBaetcs» CA. Ito o3HayaeT, yto CA HCHOJB30BAI CBOM ACUMMETPUYHBIN
CEKPETHBIN KITFOY JJIs MU (PPOBAHUS ACUMMETPUIHOTO OTPBITOTO KITFOYA ToJTydaTess. TOIbKO
CA 3HaeT acMMMETPUYHBIH cekpeTHBIN kitod CA, Mo3TOMY € CTh TapaHTUU TOTO, YTO
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OTKPBITBI aCHMMETPUYHBIN KJIH0Y MOJTy4yaTels noixydeH uMeHHo oT CA.

7. Ilocne  monydyeHHs:  aCUMMETPUYHBIA  OTKPBITBIM  KJIIOY  MOJy4yaTelss
pacuupoBBIBAETCS C MOMOIIBI0O ACHMMETPUYHOTO OTKphITOro kitoua CA u anroputrma
acummeTpuyHoro mudposanus/pacimmdpoBku. EcrectBenno, npeamnonaraercs, yro CA He
ObLT CKOMIpOMeTHpoBaH. Eciam ke OH OKa3bpIBaeTCsl CKOMIPOMETHPOBAHHBIM, TO 3TO
BBIBOJIUT U3 CTPOSI BCIO CETh €ro mnojb3oBateneil. [loaTomy MokHO U camomy 3amudpoBath
OTKpPBITBIE KIIOYM JAPYTUX MOJb30BaTENIEH, HO T/I€ YBEPEHHOCTh B TOM, YTO OHHU HE
CKOMIIPOMETHUPOBAHbI?

8. Tenepp mudpyeTcss ceaHCOBBIM KIIOY C MCIOJIb30BAHUEM ACHUMMETPUYHOIO
anroputMa IHUGPOBaHUA-PACIIU(PPOBKH UM ACUMMETPUYHOIO  KJIOYa  [OJydarens
(momyaerHoro ot CA u pacmmgppoBaHHOTO).

9. 3ammdpoBaHHBIM CEaHCOBBIN KIIIOY MPUCOSTUHSACTCS K 3alIU(POBAHHOMY TEKCTY
(KOTOpBIN BKIIIOYAET B c€0s TakKe OOABICHHYIO paHee JIEKTPOHHYIO TOJIMHKCH).

10. Bech moy4yeHHBIH TaKeT JaHHBIX (3amU(POBAHHBIA TEKCT, B KOTOPBIH BXOJUT
MMOMHMO HCXOJIHOTO TEKCTa €ro AJIGKTPOHHAs MOJIUCh, U 3alIu(GPOBAHHBINA CEaHCOBBIN
KJTIOY) TepeaaeTcs noiayqareinto. Tak kak 3amudpoBaHHBIN CEaHCOBBIN KITIOU TIEpEaeTCs M0
HE3aIIUIIEHHOW CETH, OH SIBJIIETCS] OUYEBUIHBIM OOBEKTOM PA3IUYHBIX aTakK.

11. IMony4yatens BbIAETSET 3alIM(GPOBAHHBIA CEAHCOBBIA KIIOU U3 IMOJYYEHHOTO
MaKera.

12. Tenepp moNy4aTento HYXXHO PEIIMTH MPOOJIeMy C pacmudpoBKOM CEaHCOBOTO
KJTIOYa.

13. IMonydatensb MOMKEH UMETh aCUMMETPUYHBIA OTKPBITHIN KIIIOU IIEHTPa BhIAAYU
cepruuxaton (CA).

14. Ucnions3ys CBOM CEKPETHBIM ACUMMETPUYHBIM KIIOY M TOT XK€ CaMbIil
ACUMMETPUYHBIN aITOPUTM MU(POBAHUS TOTyYaTENh PACIIH(PPOBHIBAET CEAHCOBBIN KITIOY.

15. [lonyuatens mnOpuUMEHSIET TOT K€ CaMbli CHUMMETPUYHBIM  aIrOpUTM
mudpoBaHUg-pacinpoBKH U paciupOBAHHBI CHUMMETPUYHBIN (CEAaHCOBBIN) KIIIOU K
3amu(ppPOBaHHOMY TEKCTY U MOTYyYaeT UCXOIHBIN TEKCT BMECTE C DJICKTPOHHOMN MOAMUCHIO.

16. Tlomy4datens OTAENSIET SACKTPOHHYIO TOJIMUCH OT HCXOJIHOTO TEKCTA.

17. Tlonyuarens 3anpamuBaer y CA aCUMMETPUYHBIN OTKPBITHIM KIIFOY OTIIPaBUTEIIS.

18. Kak TOibKO 3TOT KJII0U MOJTY4YEeH, MOTydaTedb paciupoBbIBAET €r0 ¢ MOMOIIBIO
orkpeiToro  kimwoua CA W COOTBETCTBYIOIIETO  aCUMMETPUYHOIO  ajiropuTMa
¢ poBaHUs-pacIuPpoOBKH.

19. 3arem pacuudpoBbiBaeTCs XAI-QYHKIMS TEKCTA C UCIIOIB30BAHUEM OTKPBITOTO
KJIFOYa OTIPABUTEIS U ACUMMETPUYHOTO aJITOPUTMA IUPPOBAHUSA-PACITU(POBKH.

20. [ToBTOPHO BBIYUCISIETCS XAI-(DYHKIIHS MTOTYYEHHOTO HCXOIHOTO TEKCTA.

21. JIBe >Tu XdmI-QYHKIIMU CPaBHHUBAIOTCS I MPOBEPKH TOTO, YTO TEKCT HE ObLI
W3MEHEH.

AJNTOPUTMBI KPUIITOCUCTEMBI C OTKPBITHIM KJIIFOUYOM MO>KHO UCIIOJIb30BATh:

— KakK CaMOCTOATENbHbIE CpPEACTBa [Jisi 3alllUTHl TMepelaBaeMONl M XpaHUMOM
uH(popmanuu;

— Kak cpeAcTBa pacmpeneneHus kimodeid. OOBIYHO C MOMOUIBI0 aJITOPUTMOB
KPUIITOCHCTEM C OTKPBITBIM KIFOUOM PAaCIpEACISIOT KIIOUW, Mallble 1Mo 00BhEMy. A camy
nepenayy OONBIMX WH(GOPMAIMOHHBIX ITOTOKOB OCYIIECTBISIOT C TIOMOIIBIO JIPYTUX
aJITOPUTMOB;

— KaK CpeCTBa ayTeHTU(UKAIINH TT0JIH30BATEIICH.

[IpeumyecTsa:
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1. ITpeumymiecTBo aCUMMETPUYHBIX mudpos nepes CMMMETPUYHBIMU
mu@paMu COCTOUT B OTCYTCTBUU HEOOXOJIMMOCTH MPEIBAPUTEIBHON Mepeaud CEKPETHOTO
KJII0Ya 10 HAAEKHOMY KaHAITY.

2. B cummeTpuuHoil kpuntorpaduu K04 AEpKUTCS B CEKpETe Uit 00eUX CTOPOH, a B
ACUMMETPUYHOUN KPUIITOCUCTEME TOIBKO OJIMH CEKPETHBIM.

3. [Ipu cummeTpruyHOM MHPPOBAHUN HEOOXOAMMO OOHOBIISATh KIIFOY ITOCIE KaXI0T0
(akTa mepegaum, Torjga Kak B aCUMMETPUUYHBIX KpunrtocucteMax mnapy (E,D) moxno He
MEHATh 3HAYUTEIbHOE BPEMSI.

4. B OoNbIINX CETSIX YHUCIIO KII0YeH B aCHMMETPUYHOM KPUIITOCUCTEME 3HAUUTEIHEHO
MEHbIIIE, YeM B CUMMETPUYHOM.

HenocraTtku:

1. IlpeumytiecTBO aIropuTMa CUMMETPUYHOTO MHU(PPOBAHUS HAJl HECUMMETPUYHBIM
3aKJII0YAETCA B TOM, YTO B MIEPBBIM OTHOCUTEIBHO JIETKO BHECTH U3MEHEHUSI.

2. XOTsl COOONICHHUS HAACKHO MHPPYIOTCA, HO «3aCBEUUBAIOTCS» IONyYaTellb H
OTIPABUTENH CAMHUM (PAKTOM MEPECHUTKH MU(POBAHHOTO COOOIICHUS.

3. HecumMeTpuuHbIE aNrOpUTMBI UCHIONB3YIOT —0OOJiee UIMHHBIE KIIOYH, YeM
cumMmetrpuunble. Hmxke mnpuBemeHa Tabnuila, COMOCTaBiSIOmIAs JUIMHY — KJIIOua
CUMMETPUYHOTO aJITOPUTMa C JJIMHOM KIII0Ya HECUMMETPUYHOTO AJITOPUTMA C aHAJIOTUYHOU
KPUINITOCTONKOCTBIO:

JInuHa cHMMETPUYHOTO JInuHa HECUMMETPUYHOTO
KJIIo4ua, OUT KJIIo4ua, OuT
56 384
64 512
80 768
112 1792
128 2304

[Ipouecc mmdpoBaHus-pacindpoBaHus ¢ UCTIOIB30BAHUEM TAPBI KITFOYEH TPOXOAUT
Ha JBa-TpU TOpAJKA MeEIJIeHHee, ueM IudpoBaHHe-pacinPpoOBaHUE TOTO K€ TEKCTa
CUMMETPUYHBIM alIrOPUTMOM.

B unctoM BHaEe acCUMMETPUYHBIE KPUIITOCUCTEMBI TPEOYIOT CYIIIECTBEHHO OOJIBIIINX
BBIUHCIIUTEIIBHBIX PECYPCOB, MIOTOMY Ha MPAKTUKE MCIOJIB3YIOTCA B COUETAHUU C JPYTHUMU
aIropuTMaMHu.

Jst DI coobiienne nmpeaBapuTeNbHO MOABEPracTCsl XSIMUPOBAHUIO, & C TTOMOIIBIO
ACHMMETPUYHOTO  KJI0Ya  TOJMUCHIBACTCS  JIMIIb  OTHOCHUTEIBHO  HEOOJBIION
pe3ynbTar Xem-(yHKIHH.

Jlnst mmdpoBaHUsS OHU HCIONB3YIOTCS B (hopMe THOPUIHBIX KPUIITOCHCTEM, TJIE
Oonpiue 00bEMBI TAHHBIX MUPPYIOTCS CHMMETPUYHBIM MTU(POM HA CEaHCOBOM KITIOYE, a C
MOMOIIBI0 ACHMMETPUYHOTO MIH(pa nepeaaéTcst TOIbKO caM CEaHCOBBIN KITIOU.

B kpunrorpadun JUHEWHBIM KPUITOAHAIIN30M Ha3bIBaETCS METO/]I
KPUINTOAHATUTUYECKOTO BCKPBITUS, UCIIOJIb3 YOI JIMHEHHBIE TPUOJIMKEHUS ISl OMUCAHUS
paboTel mudpa.

JIuHeHbIN KpUnToaHAIH3 ObLT U300PETEH SIMOHCKUM KpumiTosioroM Muitypy Matyn
(Mitsuru Matsui).
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http://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F

[Ipennoxenupli uM B 1993 r. (Ha EBpokpunTe-93) amroputm ObUT H3HAYAIBHO
HampaBieH Ha BckpbiTHe DES m FEAL. BmocneacTBuu NWHEHHBIN KpuNTOaHaIu3 ObLI
pacpocTpaH€éH W Ha JApyrae aiaroputMmbl. Ha  cerogHAmHWUNA  J€Hb  HapAnxy
¢ nuddepeHnnaIbHbIM KPUITOAHAIN30M SBJISIETCS OJHUM U3 HauboJee pacnpocTpaHEHHBIX
METOJIOB BCKpPBITUSL OJouHbIX MmuppoB. Pa3paboranbl aTaku Ha OJIOYHBIE U IOTOKOBBIE
mu@psl.

OTKpbITHE JIMHEWMHOTO KPUNTOAHAIN3A MOCTYKHUIIO TOTYKOM K IMOCTPOCHHUIO HOBBIX
KPUOTOTPaPUUECKIX CXEM.

[Tpuniun paboTHI.

Kpunroananus npoucxoaut B /1Ba mara. [ lepBblid — IOCTPOEHUE COOTHOLICHUN MEXIY
OTKPBITBIM TEKCTOM, MIU(POTEKCTOM U KIIOYOM, KOTOpBIE CIIPaBEUIUBBI C BBICOKOM
BEPOATHOCTHIO. BTOpoil — HCHOIB30BaHHWE 3TUX COOTHOIICHHM BMECTE€ C HW3BECTHBIMU
napaMu OTKPBITHIA TEKCT — MU(POTEKCT JJIsl MOJIYYEHUsI OUTOB KIIIOYA.

3anmTa OT TMHEWHOT0 KpUNTOaHAIn3a

Jlnst ataky Ha GIIOYHBIN MIKUGP ¢ TOMOIIBIO JIMHEHHOTO KPUIITOAHAIM3a JOCTATOYHO,
Kak ObLIO OMKCAHO BBIIIE, MOTYYUTh IMHEHHOE COOTHOIICHHE, CYIIECTBEHHO CMEIIEHHOE 110
BepoATHOCTH OT 1/2. COOTBETCTBEHHO, TIEpBas 11eJb IIPH IPOCKTHPOBAHUH MU (Pa, CTOMKOTO
K aTake, — MUHUMHU3HUPOBATh BEPOSTHOCTHBIE CMEUICHHS, YOEOUThCSA, UYTO TOJI0O0HOE
COOTHOIIIEHHE He OyneT cyliecTBoBaTh. J[pyrumu cioBamu, HEOOXOJUMO clelaTh Tak,
9TOOBI TIPH J1}0O0M U3MEHEHUN TEKCTa WM KJII0Ya B TOJyYaroIeMcsl Mu(ppPOTEeKCTe POBHO
MOJIOBMHA OWUT MEHsJIa CBOE 3HAaY€HHWE HA TMPOTHUBOIOJIOXKHOE, MPUUEM KaXKAbId OUT
U3MEHSICA C BEPOATHOCTHIO 1/2. OOBIYHO 3TO JOCTUTAETCsl MyTEM BBIOOpAa BBICOKO
HEJTMHEHWHBIX S-O0KCOB M YCHIICHHEM Oughghy3uu.

JlaHHBIN OAX0 00EeCIIeYnBaeT X0poIiee 000CHOBaHNE CTOMKOCTH mudpa, HO 9TOOBI
CTPOTO JIOKa3aTh 3alIUIIEHHOCTh OT JIMHEWHOTO KPUIITOAHAIIN3a, pa3paboTuynkaM ImudpoB
HEOOXOJMMO YUYUTHIBATH OOJiee CIIOXKHOE sIBIICHUE — 3¢hhexm nunetinvix oboaouex (linear
hull effect).

Heckonbko Oosee oOmiasi Teopusi 10Ka3aTeIbCTBA 3alIMIIEHHOCTH OT KJlacca aTak,
OCHOBaHHBIX Ha JINHEWHOM KpUNITOAHATN3e, 0a3upyeTcs Ha MOHATUU Jexoppensayuu. Teopus
MPENINoNaraeT, 4YTroObl YCTPOWCTBO SIBIISJIOCH TaK Ha3bIBAEMBIM JIEKOPPEISIIUOHHBIM
MoxaysieM, 3G(EKTUBHO OJIOKUPYIOIIMM PACTPOCTPAHCHUE TPATUIMOHHBIX JUHEUHBIX H
muddepeHIMaNbHbIX — xapakTepuctuk. Clieqyer 3aMeTuTb, 4YTO IHUQPBI, KOTOPBIC
ONTUMAJILHBI TPOTUB HEKOTOPOTO Y3KOTO KIIAcCa aTak, 0OBIYHO CIIa0bl TPOTUB IPYTUX TUIIOB
aTax.

VYnpasnenue kmovyamu (YK) siBisieTcss HACTONBKO Ba)XHOM M pa3BUTON 00JACTBIO
Kpunrorpaduu, 4To TpeOyeT OTAECNBHOTO M JeTalbHOrO paccMmorperus. Ha cuctemsr YK
BO3JIAraeTcs OrPOMHBIN HAOOp pasNuYHBIX QYHKIUN, 00ecIedeHre CaMbIX Pa3HBIX 0a30BbIX
U BHOBb MPUOOPETCHHBIX CBOWCTB KPUITOCHUCTEM, KOTOPHIE HMH YKOMILICKTOBAHBI.
[TomoOHBIE CXEMBI MOTYT BBIMIOJNHATH XPAaHEHHE, NEPEChUIKY, MHUdpoBaHue (TO ecTh
obOecrieyeHre KOHPUACHIMAIBLHOCTH), ayTCHTH(PUKAIMIO, «CHady HAa  XpaHCHHE»
(nemoHUpoBaHKE) U pa3jcicHUe KiItodeh. EnumHCcTBEHHBIM 0OmKMM CBOMCTBOM cucTeM YK
SIBJISIETCSL TO, YTO KaK Pe3yJIbTaT pa3HOOOpa3HBIX TpaHChOpMaIlMidi OHM JOHKHBI CHAOIUTH
KPUINITOCUCTEMY KJIFOYOM (CHMMETPUYHBIM WM aCUMMETPUYHBIM), Ha KOTOPOM M Oyner
MIPOU3BEACH OCHOBHOM IpoIiiecc MUGPOBAHUS TOKYMEHTA.

B 3aBucuMOCTH OT TOro, Kakoi THN KJIHOYa TeHepupyeT B urore cucrema YK,
MPOU3BOUTCS UX JICJICHNUE HA CUCTEMBbI YIIPABJICHUS, CAMMETPUYHBIMU KIIFOYaMHU U CUCTEMBI
yOpaBJI€HUs aCUMMETPUYHBIMU KITHOYaMHU.
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http://ru.wikipedia.org/wiki/DES
http://ru.wikipedia.org/wiki/FEAL
http://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%84%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
http://ru.wikipedia.org/wiki/%D0%91%D0%BB%D0%BE%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9E%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%B9_%D1%82%D0%B5%D0%BA%D1%81%D1%82

Cucrembl ynpaBlIeHHS] CUMMETPUYHBIMU KIIOUAMH JENISATCS B CBOK OYEpENb Ha
CUCTEMBbl C HAJIWYMEM HAYaJbHBIX MACTEP-KJIKOYEH M CHUCTEMbI C HYJIEBOM HadaJbHOU
uHdopmanueit. Kak oTaenbHbI MaTepHall pacCCMOTPEHBI CUCTEMbI JIETIOHUPOBAHUS KITFOUEH
U CHCTEMBI pazfieneHus cekpera. K coxxaneHuro, TaHHBIN pa3esl HE MOXKET OXBATUTh J1aXKe
MOJIOBUHBI pa3inuuHbiX cxeM YK u kpunrtorpapuueckux MpPOTOKOJIOB HAa MX OCHOBE — Ha
CETOAHSIIHUNA JIEHb MCCIEOBaTENsIMU pa3paboTaHO OoJiee COTHM pas3IMYHBIX cxem. Bcee
yallle M yalle BCTpeyarolleecsi ceiddyac BBEIEHUE TPEThEro CyObeKTa KpUITOOIEpaluil —
JIOBEPEHHBIX JIUII C PA3TUYHBIMU (PYHKIIUSIMU U [TOJTHOMOYMSIMHU — IMOPOJUIIO LIENTYI0 BOJIHY
IPOTOKOJIOB, OOECHEeYMBAIONIMX HOBBIE CBONCTBA KPHUNTOCUCTEM (aNeUIMPyeMOCTbh,
MOATBEPKICHHUE 1aThl/BPEMEHU MOANMUCAHUS, JETOHUPOBAHUE KITIOUCH U T. 11.).
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PELIEH3WS

Ha pabodyro IporpaMMy y4eOHON TUCIUTIIHHEL
MJIK.03.02 Be30onacHOCTs KOMITBIOTEPHBIX CETEH
s creransHocTa 09.02.06 CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHUE

PaGouass nporpamma yueGmoit  guemmmmmael  MJIK.03.02  besomacHOCTB
KOMIIBIOTEpHEIX ~ ceTelt  coorsercTByer @I'OC 1o  CHENMANTBHOCTA — CPEIHETro
npoQecCHOHAIEHOTO 00pa30oBaHUs 09.02.06 «CeteBoe 51 CHCTEMHOE
AIMHHECTPUPOBAHIE», YTBEPKAEHHOTO NPHKa3oM MHHHCTEPCTBA 0Gpa30BaHMs U HAyKH
Poccuiickoit ®enmeparmu ot «09» mexabps 2016 r. Ne 1548, s3aperucTpupoBaH B
MunucrepeTe roctuumy 26.12.2016 1. (per. Ne 44978), W TpPUMEpHOH OCHOBHOH
obpasosatensHoil TporpamMe mo  crenmansHocTH 09.02.06 CereBOoe ¥ CUCTEMHOE
aIMUHUCTPHPOBAHHE, YTBEPKACHHOU IIPOTOKOJIOM @enepanbHOTO yae0OHO-
MeToqudeckoro obbexumHenus o YITIC  09.00.00 Ne3 or 15.07.2021 .
(3aperucTpUMpoBaHO B TOCYJApCTBEHHOM  peecTpe  TPUMEPHBIX  OCHOBHBIX
06pa30BaTEIbHBIX TIPOrPAMM PETHCTPAIMOHHBIA HOMEp 5, IIPHKa3 @®I'eOYy AI1O WPIIO
No I1-24 ot 02.02.2022 1.).

B paGouyio mporpamMMy y4eOHOM IUCHUIUIHHBI BKIFOUEHBI Pa3ZIelibl «[Tacmopt
paboueif mporpammbl y4eGHOM auCHHMIIMEBD, «CIpyKTypa W COICPXKAaHHC yueOHOH
TUCIAILIAHEDY, «O6pa3oBaTebHble TEXHOJOIHM», «YCIOBHS DPeaju3allii MPOrPaMMbI
yae6HOM aucHuIUIHHED, «IlepedeHb OCHOBHBIX M HOMONHUTEIBHBIX HHGOPMAITMOHHBIX
ACTOYHMKOB, HEOOXONMMBIX  JUIA  OCBOGHMSl  JUCIMIUIMHED),  «Meronuieckue
peKoOMeHAAuY 00yJaOIIMCs 110 OCBOCHHIO TUCLIUILIHHBD?, «OlleHOYHBIE CPEeNCTBa IS
KOHTPOJIS YCTIEBAEMOCTI U «JlONOTHATENbHOE 00eCTIeeHHE TUCIUIIIIHED.

CtpykTypa © cojepxaHue pabodeidl MpOrpaMMel —COOTBETCIBYIOT —MEILAM
o6pazosarensHoi nporpamMmbl CIIO 10 crielHanbHOCTH 09.02.06 «CeTeBoe U CHCTEMHOE
aIMHHHUCTPUPOBaHKE» U OyayIel mpodecCHOHaNIbHON AeATeIPHOCTH CTy ICHTA.

O6beM pabodel mporpaMmbl y4eOHOM JUCIAIUIMHEI TOJHOCTBIO COOTBETCTBYET
yuebHOMY TIUaHy IOJATOTOBKM IO [aHHOM CIEIHAIbHOCTH. B mporpamme 4YeTKO
chopMyIupoBaHbl IeTH 00ydeHusl, a TaKKe IPOTHO3UPYEMBIE Pe3yJIhTaTRI o0y4deHHs 110
TUCIUILIAHE.

Ha OCHOBAaHHM IIPOBEIEHHOW SKCIEPTH3a MOXKHO CJeNaTh 3aKiO¥eHHe, HTO
pabouast mporpaMMa y4eOHON IHUCLUIIIAHEL MJIK.03.02 be3onacHOCTh KOMIIBIOTEPHBIX
ceteiit mo cmnemmanpHOocTH 09.02.06 «CerTeBOoe M CHCTEeMHOE aIMUHUCTPHPOBAHHC
COOTBETCTBYET TPeOOBAaHUSIM CTaHIAPTa, IPOMeCcCHOHATPHBIM TpeGoBaHUsIM, a TaKXKe
COBPEMEHHBIM TPeOOBaHUAM PBIHKA TPYJa.

WHxeHep-porpaMMHCT 1 KaTeropuu
otnena ACYTII ynpasnenust ACYTII,

KUIuA, MOIT Kpacuogapckoro PITY 000 UK «CUBUHTEK»

dummana «Makpoperuor FOIn» OO0 MK Dunmnan «Makpoperwon Or»
352800, r. Tyance Coumnenas, 40

«CUBUHTEK» yance, yn. Coummcxas, 40

W:E;M /KM 772691001

¥
« » 20 r. FZ M.B. Jlutyc



PEL[EH3IST

Ha pabodyro mporpaMMmy yueOHOH TUCIIUIIIUHEL
MJIK.03.02 be3onacHOCTh KOMIIBIOTEPHBIX CETEHR
s crenpanbHOCcTH 09.02.06 CeTeBoe ¥ CUCTEMHOE aIMUHHUCTPHUPOBAHHE

PaGouas mporpamma yuebuodt aucuuruimeel  MJIK.03.02  be3omacHOCTB
KOMIBIOTEpHBIX ~ ceTedi  cootBercTByeT ®I'OC 1o  CcHenManpHOCTH — CPEIHETO
IIPO(eCCUOHATBHOIO o0pa3oBaHusA 09.02.06 «CereBoe %1 CHCTEMHOE
aIMUHICTPHPOBAHKE», YTBEPKICHHOTO MpHKa3oM MUHUCTepCTBa 00pa30BaHHsI U HAYKH
Poccuiickoit @emeparium oT «09» nmexabps 2016 1. Ne 1548, sapeructpupoBaH B
Munucreperse roctunmu 26.12.2016 1. (per. Ne 44978), m HIpHMEPHOH OCHOBHOM
obpazoparensHoi mporpamme mo crnenuansHocTH 09.02.06 CeteBoe U cHCTEMHOE
aIMUHHUCTPUPOBAHUE, yIBep)KIeHHOH  mporokonoM — DenepanbHoro  y4eOHO-
Metomuueckoro o0eemmHeHns 1o YITIC  09.00.00 Ne3 or 15.07.2021 r.
(3aperuCTpUpOBAHO B TOCYJApCTBEHHOM  peecTpe  IPHMEPHBIX  OCHOBHBIX
06pa3oBaTeNbHbIX IPOrPaMM PErHCTPAlHOHHBIM HoMep 5, npukaz ®I'BOY 110 UPTIO
No I1-24 ot 02.02.2022 1.).

B pabouyro mporpammy y4eOHOM MUCLHUIIIMHBI BKIIOYEHEI pasmensl «llacmopt
paGoueil mporpamMmbl yueOHOW AUCHUIIHHED, «CTpyKTypa M COAepKaHue ydeOHOU
IMCLHUILIHHED, «O0pa3oBaTellbHble TEXHOIOTMH», «YCIIOBHS pealu3al[id IIPOrpaMMEI
y4eOHON AMCIMIUIMHBD, «[lepeueHbh OCHOBHBIX M JOIOIHHTENBHBIX HH()OPMAIMOHHBIX
HUCTOYHHMKOB, HEOOXOIUMBIX IS  OCBOGHMA  IOUCIHHMIUIMHEY, «MeTomudecKue
PEKOMEHIAIMH 00YJaloIIUMCs IO OCBOSHUIO JUCHUILTHHEDY, «OLleHOYHbIE CPEACTBA JULT
KOHTPOJIS YCIIEBAEMOCTI» ¥ «J[OTIOTHUTENEHOE 00eCTIeueHHE NACIUILIMHED).

Crpyktypa H comepxaHHe pabodell NpOrpaMMBEl  COOTBETCTBYIOT — IEJISIM
o6pazosarensHoit mporpamMmel CITO nmo cnenmanerocTH 09.02.06 «CeteBoe u crcTeMHOE
aJIMUHHCTPHUPOBaHKE» U OymyIiei npodeccruoHalbHOR NeATENbHOCTH CTyACHTA.

O6wvem paboueil mporpamMMbl y4eOHOM IUCLMIIIMHBEI IIOJHOCTBIO COOTBETCTBYET
y4eGHOMY IUIaHy TIOATOTOBKM IO IaHHOW CHENMalbHOCTH. B mporpamMme 4eTKO
cOpMyITMPOBAHEI IIe/M O0yYEHHs, a TakKe MPOTHO3UPYEMbIe Pe3yNbTaThl O0y4YeHHs M0
TUCITUILINHE.

Ha ocHOBaHWM TIPOBEACHHOW SKCIEPTH3a MOXKHO CH€jIaTh 3aKioYeHHe, 4TO
pabouas mporpamma yuedHo aucrumirsel MJIK.03.02 be3omacHOCTh KOMITBIOTEPHBIX
cereii mo cmenmansHocTH 09.02.06 «CereBoe M CHCTEMHOE aIMHHHCTPUPOBAHHE)
COOTBETCTBYET TpeOGOBAHMWSM CTaHIApTa, MPOPECCHOHAIBHBIM TPeOOBaHUAM, & TaKKe
COBpeMEHHBIM TpeOOBaHUAM PHIHKA TPY/A4.

Hupextop OO0 «buzHec acCHCTEHT»
« o o» 20 o



