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1. OBIIASI XAPAKTEPUCTHUKA PABOYEW IIPOI'PAMMBI YEIEBHOFI
JUCIUIIVIMHBI M/IK 03.02 «bBE3OITACHOCTBb KOMIIBIOTEPHBIX CETEN)»

1.1 ObaacTs npuMeHeHns padoyeil MPOrpaMMbl

PaGowass mporpamma y4eOHOW AUCHUIUIMHBI «be30macHOCTh KOMITBIOTEPHBIX
CeTeil» SABJISAETCS YacCThI0 OCHOBHOM IpodeccroHaIbHON 00pa30BaTEbHON MPOrpaMMbl B
cootBeTcTBUU ¢ DenepalibHbIM TOCYJapCTBEHHBIM 00pa30BaTEIbHBIM CTaHIAPTOM
cpeanero npodeccuonanbHoro odpazoBanus (manee GI'OC CIIO) mans cnenuanbHOCTH
09.02.06 CereBoe 1 CHCTEMHOE aIMUHUCTPUPOBAHUE.

1.2 MecTo IMCHMILIMHBI B CTPYKTYPe NPOrpaMMbl NOATOTOBKH CIEeNMATUCTOB
Cpe/iHero 3BeHa

VYyebnas gucnummmaa MJIK 03.02 «be3omacHOCTh KOMIBIOTEPHBIX CETEH»
OTHOCHUTCSI K Mpo(heccCHOHANBbHOMY MOAYIIO «DKCIUTyaTalusi 0ObeKTOB ceTeBOM MH(ppa-

CTPYKTYPBD».

1.3 Hean» u 3agaum y4eOHOW AUCHUIJIMHBI — TPe0OBaHUS K pe3yJjbTaTam
OCBOCHHS TUCIHHUILINHBI

enn qucuuIivHbl: (GOPMHUPOBAHHME y YYALIMXCS CHUCTEMbl 3HAHUH, YMEHUH U
HaBBIKOB B 00JIACTH MCHOJIb30BaHMS CPEACTB MH(POPMAIIMOHHBIX TEXHOJIOTUH Kak 0a3bl
IUIsL Pa3BUTHSL TPO(ECCUOHATBHBIX KOMIIETEHLIUH.

B pesynbrare u3yueHus npodeccHOHATBLHOrO MOJIYJs OOy4arolMics JOJKEH
uMemsb NpaKmu4eckuii Onvim 6.

— 00CITy’)KUBaHUU ceTeBoi UHPPaCTPYKTYPHI, BOCCTAHOBJIEHUU
paboToCcIIOCOOHOCTH CEeTH Tocie cOos;

— YJAJ€HHOM aJIMUHHCTPUPOBAHHMM U BOCCTAaHOBJIEHHM pPabOTOCIOCOOHOCTH
ceTeBoi UHPPACTPYKTYPHI;

— TOJIEP’KKE T0JIb30BaTeIed CeTH, HACTPOIKe anmapaTHOro W MPOrpaMMHOIO
o0ecrieueHust ceTeBO HHPACTPYKTYPBHI.

B pe3ynbTaTe 0OCBOCHUS AUCHUILUINHBI 00yYaIOLIUIICs TOJKEH yMemsb.

— BBIIOJHATh MOHUTOPHHI W aHAIMU3 PabOThl JIOKAIBHOM CETH C IOMOILBIO
MPOrpaMMHO-aNIMapPaTHBIX CPEJICTB;

— OCYILECTBJIATh JUArHOCTUKY U MOMCK HEHCIPABHOCTEH BCEX KOMIIOHEHTOB CETH;

— BBIMIOJIHATH ICHCTBUS M0 YCTPAHEHUIO HEHCIIPABHOCTEH.

B pe3ynbTaTe 0OCBOCHUS AUCHUIUIMHBI 00YYAIOLIUIICS TOJIKEH 3HAMDb:

— apXUTEKTYpy M (YHKIUU CHCTEM YIIPaBICHHS CETSMH, CTAHIAPThl CUCTEM
yIpaBJIeHUS;

— Cpe/cTBa MOHUTOPUHTA U aHAJIN3a JIOKAIbHBIX CeTeH;

— METO/Ibl YCTPaHEHHs] HEUCIIPABHOCTEH B TEXHUYECKHUX CPEICTBAX.

MaxkcumanbsHasi yueOHasi Harpy3ka o0ydaromerocs 152 yacos, B TOM 4HCIIE:

— o0s13aTenbHas ayJUTOpHas yueOHas Harpy3ka oOyuatorierocs 140 gacos.



1.4. IlepeyeHb IUIAHMPYEMBIX Ppe3yJabTATOB O0y4YeHHUS MO AMCUHMUILIMHE
(Ilepeyensb popmupyeMBbIX KOMIIETEHLHH)

OcBoeHne IUCHUIUIMHBI «be30MacHOCTh KOMIIBIOTEPHBIX CETE» CHOCOOCTBYET
(OpMUPOBAHUIO y CTYACHTOB CIEAYIOUIUX MPOPECCHOHATBHBIX KOMIETEHITHI:

[IK 3.1. YcranaBnuBaTh, HaCTpauBaTh, SKCIUIyaTUPOBATh U OOCITYKUBAaTh TEXHU-
YeCKUe U MPOrpaMMHO-aIIapaTHbIE CPEICTBA KOMITbIOTEPHBIX CETEH.

[IK 3.2. [IpoBoauTh npoduiiakTuueckue padoThl Ha OObEKTaxX CeTeBOM HHpa-
CTPYKTYpbI M pabOYUX CTaHLHUAX.

[1K 3.3. YcranaBnuBaTh, HaCTpauBaTh, IKCILTyaTUPOBAaTh U OOCITY)KUBaTh CETEBbIE
KOH(UTypanuu.

[IK 3.4. YyacTBOBaTh B pa3pabOTKE CXEMbI IMOCICAaBAPUHHOTO BOCCTAHOBIICHUS
paboTOCTIOCOOHOCTH KOMITBIOTEPHON CETH, BBIMOJIHATH BOCCTAHOBIIEHHE U PE3EPBHOE
KOMUpOBaHUE HHGOPMAITUH.

[IK 3.5. Opranu3oBbIBaTh WHBEHTAPU3ALIUIO TEXHUYECKUX CPEJCTB CETEBON HH-
(bpacTpyKTyphbl, OCYIIECTBISATH KOHTPOIb 000PYI0OBAaHUS MOCIIE €r0 PEMOHTA.

[1K 3.6. BeinonHsTh 3aMEHY pacXOJHBIX MaTEpPHUAIOB U MEJNKHUI peMOHT nepude-
puitHoro 00OpyJOBaHMS, ONPENeNATh YycTapeBliee O0OOpyAOBaHME U MPOrPAMMHBIE
CpEeJICTBA CETEBON MHPPACTPYKTYPHI.

OpHoBpeMeHHO ¢  TPO(EecCHOHAIbHBIMU ~ KOMIETEHIUSIMU Y  CTYJIEHTOB,
oOyyaroImuxcsi M0 AUCHUIUIMHE «be30macHOCTh KOMIIBIOTEPHBIX CETei» co3aarTcs
HPEANOCHIIKY A1 GOPMUPOBAHUS OOIIMX KOMIETEHIIUHI:

OK 1. BribupaTh croco0Obl pemieHust 3anad Mnpo(ecCUOHAIbHOU NeATENIbHOCTH,
INPUMEHUTENBHO K pa3IMYHbIM KOHTEKCTaM.

OK 2. OcymiecTBiATh  IOUCK, AaHAJIW3 W  UHTEpOpeTanur  HHpOpmanuy,
HE00X0IMMOM Ul BBIIOJIHEHHUS 3a]1a4 PO EeCCUOHANBHOMN 1eATEIbHOCTH.

OK 3. [InanupoBate M pealn30BbIBaTh COOCTBEHHOE NPOPECCHOHAIBHOE U
JMYHOCTHOE pa3BUTHE.

OK 4. PaGotarh B KOJUIEKTHMBE U KOMaHJe, 3(pPEeKTUBHO B3aUMOJEHCTBOBAThH C
KOJIJIETaMH, PYKOBOJICTBOM, KJIIMEHTaMH.

OK 5. OcymiecTBiAITh ~ yCTHYHO M IUCbMEHHYI0  KOMMYHHUKAIMIO  Ha
TOCYJJapCTBEHHOM SI3bIKE€ C Yy4Y€TOM OCOOEHHOCTEH COLMAIbHOIO M KYJIbTYPHOTO
KOHTEKCTA.

OK 6. [IposiBnsATH  Ipa)kIaHCKO-NMIATPUOTHUYECKYIO MO3UINI0, JIEMOHCTPUPOBATH
OCO3HaHHOE TIOBEJICHUE HAa OCHOBE O0IEYEIOBEYECKUX LIEHHOCTEH.

OK 7. ConeiicTBOBaTh COXpaHEHHUIO OKPYXarollel Cpeibl, pecypcocOepekeHuIo,
3¢ PEKTUBHO IEHCTBOBATH B UPE3BbIUANHBIX CUTYALIUSX.

OK 8. lcnonws3oBath cpenctBa (pU3MYECKOW KyJIbTYphl [UIsl COXpaHEHUS U
YKpPEIUICHHUs 3/I0pOBBsl B Ipoliecce MpoPecCHOHATBHON NEATENIbHOCTH U MO KaHue
HEO0OXOMMOTO YPOBHS (PU3UICCKOMN TTOATOTOBICHHOCTH.

OK 9. lcnons3oBaTh HMH(POPMAIIMOHHBIE TEXHOJOTHM B MPOQPECCHOHATHLHOU
JESITEIBHOCTH.

OK 10. [Tomp30oBaThCs npoheccuoHaIbHON TOKYMEHTAIMe Ha TOCy1apCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.

OK 11. IInanupoBaTh NpeAIPUHUMATEIBCKYIO AESITENFHOCTD B MPO()EeCCHOHATBHON

cdepe.



Ne Unnexc ConepxaHue KoM- 3HaHuA Ymenns IpakTHUecKuii
II.II. KOMITETEHIMH | TIETCHIMH (WiIH e€ OITBIT
4acTH)

1 OK1 Br16npath crioco0bl | OCHOBHBIE HCTOUHHUKH BJIaJICTh aKTyaJIbHBIMH
[pemeHus 3a1a4 nH(pOpMaLUK U pecypchl Ul | METOJaMu paboThI B
npoeCCHOHANBHOM [PEIICHHS 3a7a4 ¥ Ipo0ieM B | IpodecCHOHAIBLHON U
eI TEIbHOCTH, podecCHOHATBHOM W/ WA CMEXHBIX cepax;
MPUMEHUTENBHO K [COLIMAIBHOM KOHTEKCTE; peann3oBarthb
[pa3IMIHBIM QITOPUTMBI BBITIOHEHUS pab0T| COCTaBJIEHHBIN IUIaH;
KOHTEKCTaM B Ipo(eCcCHOHATILHON 1 OLICHNBATh PE3YJIbTAT

CMEXHBIX 00JIaCTAX; METOIBI | U MOCIIEACTBHS CBOUX

paboThI B mpodeccOHaNBHON | NelHcTBUI

1 CMEKHBIX cepax (camoCTOSITENFHO HITH
C TIOMOIIBIO
HQ{"T‘QDLYIXVQ\

2 OK 2 OCYHIGCTBJ'IHTL HOMECHKJIaTypa OIIpeACATh 3aJa4n
MOMCK, AHAJTH3 U HH(MOPMAIMOHHBIX JUIS TIONCKA
HHTEPIPETAIHIO MCTOUHHMKOB [IPUMCHSIEMBIX B uHpopmanum;
dbopMa, npod)eccnoria{mﬂon OTPEeENSATh

M e TeNbHOCTH; HEO0X0/IMMBIE
HEOOX0MMOH s IPUEMBI CTPYKTYPUPOBAHHUS | HCTOYHUKH
BBINIOTHCHUA 3a11aY9 |y opmarmn; hopmaT HH(pOPMAIINH,
PO(ECCHOHANBHOM |0(hOpMIIEHHUS PE3YIIBTATOB IIaHUPOBATh MPOLECC
NIeATENBHOCTH rorcka HHGOpMaIMu TIOHCKA,

CTPYKTYPHPOBAThH
MOJTy4aeMyto
uHpopmanmio;
BBIIEIATE HAanOoIee
3HaYMMOE B MEPEUHE
HH(pOPMaLUH,
OLICHUBATh
MPAKTHYECKYIO
3HaYUMOCTh
pe3yJIbTaToOB MOUCKA;
ohopMIIATH
pe3yJIbTaThl MOKCKA

3 OK 3 Il1aHMpOBaTh U COJlepKaHKE aKTyaJIbHOM  [OIpeesaTh
[pean30BbIBATH HOPMaTHBHO-TIPABOBOI AKTYalbHOCTh
COOCTBEHHOE TOKyMEHTAIlM1; COBPEMEHHAs [HOPMAaTUBHO-IIPABOBOM
npodeccronanbHOe [HaydHas U npodeccroHaNbHast [IOKyMEHTalluN B
W JINYHOCTHOE TEPMUHOJIOTHSL; BOSMOXHBIE  [IPO(ecCHOHATBHOM
[pa3BUTHE. TPaeKTOpUHU e TenpHOCTH;

Mpo¢eCCHOHATHFHOT0 pa3BUTHs [IPUMCEHATH

1 caM0o00pa30BaHMUS COBPCMCHHYIO HAYIHYIO
mpodecCHOHATBHYIO
TEPMHHOJIOTHIO;
OIPEICNSATh 1
BHICTPANBAThH
TPACKTOPUU
MpodecCrOHaTHHOTO
[Pa3BUTHS U
caM000pa3oBaHUs

4 OK 4 PaGorath B MICHXOJIOTUYECKHE OCHOBBI  |OPTaHM30BBIBATH PadoTYy|
KOJUIEKTHBE 1 NeATENLHOCTH KOJUIEKTHBA,  [KOJUIEKTHBA M KOMAaHJIBI;
KOMaH/Ie, [CHXOJIOTUYECKUE B3aMMOJICICTBOBATH C
B PeKTHBHO 0COOEHHOCTH JINYHOCTH, KOJUIETaMH,
B3aHMOJIECTBOBATE [0CHOBBI IPOEKTHOM [PYKOBOJICTBOM,

C KOJIJICTaMH, IEATCIIBHOCTH KIIMEHTAMH B XO1€
[PYKOBOJZICTBOM, npoeccroHabHOM
KITHEHTAMH. e TeNbHOCTH




No Hupexe | ComeprkaHue KOM- 3HaHuA Ymenns IpakTHUecKuii
ILI. [KOMIETEHIINH| TIeTEHIINN OIIBIT
(vm e€ wacTh)
5 OK'5 OCyIIecTBIATE 0COOEHHOCTH COLMATBLHOTO UIPAMOTHO M3J1araTh
YCTHYIO U KYJIBTYPHOTO KOHTEKCTA; CBOW MBICITH U
MMUCHMEHHYIO mpaBuiia 0QopMIICHUS 0 OpPMIISTh TOKYMEHTBI
KOMMYHHKALIMIO Ha |[TOKYMEHTOB M IIOCTPOEHHUSA Mo podeccuoHaTbHOM
rOCYJIApPCTBEHHOM  [YCTHBIX COOOIIEHHIA. TeMaTHKe Ha
SI3BIKE C YUETOM TOCYTapCTBEHHOM
0COOCHHOCTEH SI3BIKE, TIPOSIBIISATH
COIMAIIEHOTO U TOJICPAHTHOCTH B
KYJIBTYPHOT'O [paboueM KOJICKTHBE
KOHTEKCTA.
6 OK 6 [posiBsaTh CYIIHOCTbh TPakIaHCKO- ONMUCBHIBATH 3HAYUMOCTh
rpa)kIaHCKO-TATPHO [MATPHOTHYECKOH MTO3HIUH, CBOCH CIIEUAIEHOCTH
THYECKYIO MMO3MITUIO, [00IIeUeNTOBEYECKIX
JIEMOHCTPHPOBATL  [IEHHOCTEH; 3HAYUMOCTb
0CO3HAHHOE npodeccuOoHATBHOM
IMOBEJICHUE HA NCATCIIBHOCTU CIICIIUAJIBHOCTHU
OCHOBE
TpaJUIIMOHHBIX
00I11€YETOBEUCCKHIX
[IEHHOCTEH.
7. OK 7 CopeiicTBOBaTH IpaBMJIA PKOJIOTHYECKOH  [cOOII0AaTh HOPMBI
COXpPaHECHHUIO 0€30MaCHOCTH IIPU BEICHUU  PKOJOTMYECKON
OKPY’KAaIOIIEH CPEbL,IpodhecCHOHATBHOM be3zonacHocTH;
pecypcocOepekeHHIONesTeNbHOCTH; OCHOBHBIE OTIpeIeNIATh
, 3 dexTrBHO pecypchbl, 3aJ1eHCTBOBaHHbIC B [HAIIPABJICHHS
[IeiiCTBOBATH B npogeccuoHabHO pecypcocOepexeHus B
Ype3BBIYAMHBIX IEATEILHOCTH; IIYTH pamMKax
CUTyalHAX. o0ecreyeHus npoeccroHaILHOM
[pecypcocOepekeHus e TensHOCTH
8. OK 8 Hcrnons30BaTh POIIb (PU3HYECKOM KyIILTYPHI [IPUMEHATh
cpencTBa B OOIIEKYIBTYPHOM, [paliMOHaJIbHbIC TIPHEMbI
(bu3nIeCKoi podeCcCHOHATBHOM U ITBUTaTEIbHBIX
KYJIbTYPBI JIJIsI COIMAIBHOM Pa3BUTHU (dyHKIMI B
COXPaHEHHUS U YEIOBEKA; OCHOBEI 30POBOTO  MPOodeCCHOHATBHON
YKpETLICHUS 00pa3a KU3HU; YCIOBHUS IMeaTeTbHOCTH,
3I0pOBbsI B Tipoliecce/npodeccnoHabHOM MOTB30BATHCS
MPO(ECCHOHANBHOM |[TEATENBHOCTH U 30HBI PHCKA  (cpeIcTBAMH
JCATCIIBHOCTH U (I)I/ISI/I'-ICCKOFO 300POBBA MJIA HpOCI)I/IJIaKTI/IKI/I
OaAACPKaHUA CIICIUAJIBHOCTH, CPEIACTBA [epeHaIpsHKEHUS
HE00X0TUMOTO npodUIaKTHKI XapaKTePHBIMH IS
YPOBH: ¢)H3I/IquK0ﬁ TCPECHAIIPSHKECHUA Z[aHHOﬁ CIIEIIHAJIbHOCTH
[IOJrOTOBJICHHOCTH.
0, OK9 Hcnonb3oBaTh COBPEMEHHBIE CPEJICTBA U [IPUMEHSThH CPE/ICTBA
nH(pOpManMOHHbBIE [ycTpoiicTBa HH(MOPMATH3ANUK; [MHPOPMAINOHHBIX
TEXHOJIOTHH B [OPSI/IOK X MPUMEHEHHS U [TEXHOJOTHH IS
poeCcCHOHAIBHON [porpaMMHOe 00ecTeueHre B [pELIeHUs
e TeNbHOCTH. podeCCHOHATBEHOM mpodeccroHaTbHBIX
e TeNbHOCTH Bajiav; UCIONTb30BaTh
COBPEMEHHOE
MPOTPaMMHOE
oOecrieucHIe




Ne Wnpexc ConepxaHue KOM- 3HaHuA VMenus IIpaxTnyeckuit
II.II. KOMITCTEHINHU | TIETCHIMH (WiIH e€ OITBIT
4acTH)

10 OK 10 TMonb30BaThCs TIpaBUIa MOCTPOEHHUS [OHUMATh TEKCTHI Ha

po(heCCHOHAIBHON [[IPOCTHIX U CIOKHBIX 0a3oBBIC
TOKyMEHTallel Ha  [peUIoKeHni Ha npodeccroHabHEBIE
rOCYJAapCTBEHHOM U [Ipo()eCCHOHANTLHBIE TEMBI; TEeMBI; y4acTBOBAaTh B
MHOCTPaAHHOM [MpaBUJia YTEHUS TEKCTOB Imranorax Ha 3HaAKOMBIE
AI3BIKAX. npoeccHOHaNbHOM obme 1
HaIIpPaBJICHHOCTH HpO(i)GCCPIOHaJ‘ILHLIe
TEMBI

11 OK 11 InanupoBaTh OCHOBBI [PE3EHTOBATH HIEU

NpeInpUHIMATENbCK [IPEIPHHUMATENBCKOM OTKPBITHS

VIO IeATETbHOCT B |[AATEIBHOCTH; MOPSIIOK COOCTBEHHOrO JIeNIa B
npodeccoHaIbHON [BBICTPAMBAHMS MPE3EHTAMU  [MPO(eCCHOHATLHOM
chepe. IeSATENEHOCTH

12 1K 3.1 VcTaHaBIMBATH, 3ajauu ynpasjieHus: aHanus [TecTuposaTh kabenu u | OOGecrnednBarh

HaCTpanuBaThb, IMPONU3BOJUTCIIBHOCTH U KOMM YHHUKAITUOHHBIC BalIUTy CETEBBIX

DKCIUIyaTUPOBATh U [HAJEKHOCTH, YIIPaBICHUE [yCTpoiicTBa. YCTPOICTB.
00CITy)KUBATh 0e30MacHOCThI0, yueT Tpaduka,OnuchBaTh KOHLETIIUH
TEXHUYECKHE U yIpaBJieHue KOHUTypale. (ceTeBoil 0€30MacHOCTH.
porpaMMHo-amnmapa| Ilpasuia skcruryaranuu OnuceIBaTh
THBIC CPCICTBA TEXHUYECKHUX CPECTB CETEBOM [COBPEMEHHBIE
KOMIIbIOTCPHBIX MH(PacTPyKTYpHI. TEXHOJIOI'MH U
CeTCH. APXUTEKTYPbI

0€30MaCHOCTH.

13 K 3.2 ITpoBoAUTS Knaccuuxammro Ha6ronath 3a IToepKuBaTh
NpOQUITAKTHIECKHE [perJIaMEHTOB, OPSLOK TpauKOM, BEIIIOIHATh [[OJIb30BAaTENCH
PabOTHI Ha 00BEKTAX [TEXHUYECKUX OCMOTPOB, oIepaly pe3epBHOro  |CETH, HACTPaUBaTh
CETEBOI MPOBEPOK U KOITUPOBAHUS U anmnapatHoe U
MHOPACTPYKTYPHI U [IpodUIaKTHIECKHUX paboT. BOCCTAHOBJICHHSA [POrpaMMHOE
paboumx cTaHUMAX. | MeTomnpl yCTpaHeHus ITAHHBIX. obecrieueHne

HEUCIIPABHOCTEW B ceTeBOU
TEXHUYIECKHX CPEICTBAX, MHDPACTPYKTYPBL
CXEMBbI II0CIIEaBapUIHOT O
BOCCTaHOBJICHUS
[paboTOCIIOCOOHOCTH CeTH,
TEXHUIECKYIO U IIPOCKTHYIO
TOKYMEHTAITHIO, CITOCOOBI
[PE3EPBHOTO KOTIMPOBAHUS
TAHHBIX, TIPUHIUIEI PAOOTHI
XPaHWINI JaHHBIX.
CpencTBa MOHUTOPHHTA U
AHAJIN3a JIOKAJIBHBIX CETEH.

14 TIK 3.3 VYcraHaBIuBaTh, OcHOBHBIE TpeOOBAHUS K OmnwchBaTh KOHIENINY BHeIpATs
HacTpauBaThb, CpeICTBaM U BUAAM CeTeBOI 0€30MacHOCTH. [MEXaHN3MBI CETEBOH]
9KCIUTYaTHPOBATh U | TECTUPOBAHMUS JUTA OmnuceIBaTh OezomacHOCTH Ha
00cIyXnuBaTh OIpeACIeHHS COBPEMEHHBIE BTOPOM YPOBHE
CETEBBIE TEXHOIOTMUECKON TEXHOIOTHA U momenn OSI.
KOH(UTypaImu. Oe3omacHOCTH APXUTEKTYPHI BaenpsTs

MH()OPMAIMOHHBIX CHCTEM. | O€30MacHOCTH. MEXaHH3MBI CETEBOH|

0€30I1aCHOCTH C
[TOMOILIBIO
MEKCETEBBIX
PKPaHOB.
Buenpsats
TexHoaorun VPN.




Ne Wnpexc ConepxaHue KOM- 3HaHuA VMenus IIpaxTnyeckuit
I.II. KOMIIETEHIUN TIeTEHIINN OITBIT
(vm e€ wacTh)

15 IK 3.4 VYyacTBOBaThH B Pacmmpenue cTpyktypsl,  [BemonssaTh oneparn | OpraHn3oBBIBaTh
[pa3paboTKe CXeMBbI  [METOIBI M CPE/ICTBa [PE3EpBHOTO OecriepeboiiHyIo
[OCIIeaBapuiHOTO  |[TMAarHOCTHKH HEUCIIPaBHOCTEH [KOIMPOBAHUS 1 paboTy CHCTEMBI TI0
BOCCTAHOBJIEHHUS TEXHUYECKUX CPENCTB U BOCCTaHOBJICHHS [pE3epPBHOMY
PaboTOCIIOCOOHOCTH |ceTEBOM CTPYKTYPHIL ITaHHBIX. KOITMPOBAHUIO U
KOMIBIOTEPHOM CETH,| MeTobl yCTpaHeHH s ObecrieunBaTh BOCCTaHOBJICHHUIO
BBITOJTHSATD HEHCIPaBHOCTEH B QHTUBUPYCHYIO 3aIUTY. [AH(OPMAIHH.
BOCCTAHOBJICHUC U | TeXHUYECKHUX CPEACTBAX, IBEITTOJIHATE JEHCTBUSA O6CJ‘Iy)KI/IBaTI>
[pe3epBHOE CXEMBI ITOCIIeaBapUHHOTO MO YCTPaHEHHIO CETEBYIO
KOIIMPpOBaHNE BOCCTaHOBJICHHUS HEHCIIPaBHOCTEH. nH]pacTpyKTypy,
MH(OPMALIKH. paboOTOCIIOCOOHOCTH CETH, BOCCTaHABJINBAThH

TEXHUYECKYIO U MPOEKTHYIO paboTOCIOCOOHOCTD
TOKyMEHTAIIHIO, CTIOCOOBI ceTH rocie cOos.
[PE3EPBHOTO KOTTUPOBAHUS

TAHHBIX, IPUHIUITEI PAOOTHI

XpaHWINIL JaHHBIX.

16 1K 3.5. Opranu3oBeBaTh | IIpaBuiia SKCILUTyaTaluK [TpaBuibHO opopMIATh | [IpOBOAUTE
MHBCHTApU3aIlUuIO TCXHUYCCKUX CPCIACTB CETEBOM [TEXHUYCCKYIO MHBCHTApHU3alUuIo
TEXHUYECKHUX MH(PPACTPYKTYPBL ITOKYMEHTALIMIO. TEXHUYECKHUX
CPEICTB CETEBOU Mertonp! 1 cpeacTBa OCyIecTBITh CPEJICTB CETEBOU
MH(PACTPYKTYPBI,  |IMarHOCTUKU HEHCIPaBHOCTEH [TMarHOCTUKY M MOUCK  [MHPPACTPYKTYPHI.
OCYIIICCTBIIATD TEXHUYECKUX CPEACTB U HEUCIPaBHOCTEN BCEX IIpoBonuth
KOHTPOJIb CETEBOW CTPYKTYPHI. KOMIIOHCHTOB CCTH. KOHTPOJIb KaueCTBa
000py10BaHUs MOCIIE BBIMONHATD NEHCTBUSL  [BBIOJIIHEHUS
ero peMOHTa. [0 YCTPAHEHUIO [PEMOHTA.

HEUCIPaBHOCTEM. IIpoBonuth
MOHHUTOPHHT
padoThI

17 IIK 3.6 BoImonHaTh Pacummpenune CTpyKTyphl,  [BBIIOJNHATH 3aMeHy VCTpansaTs
3aMEHYy pPacXOTHBIX[METOIBI U CPENICTBA [PACXONIHBIX MaTEPUAJIOBHEUCIIPABHOCTH B
MaTepHaIoB HTMarHOCTHKH HEUCIIPABHOCTEH [ MENKUI PEMOHT COOTBETCTBHHU C
MeJIKUI PEMOHT|TEXHHYECKHUX CPEACTB U nepudepuitHoro [IOJTHOMOYHSIMU
nepudepuitHoro CETEeBOM CTPYKTYPBHI. 000pyIOBaHUsL. TEXHUKA.
000pyI0BaHUs, Mertoap! ycTpaHeHHUs OcyiecTBIATh 3aMeHATh
OIIpEeIEIIATD HEHCIpaBHOCTEH B IMMarHOCTUKY U IIOMCK  [PacXOJHbIE
ycTapeBliiee TEXHUYECKHX CPEICTBAX, HEHCIIPaBHOCTEH BCEX [MaTepUabl.
00OpyIOBaHHE H|CXEMBI TIOCTICaBaApUMHOTO KOMIIOHCHTOB CETH. MoHuTopuHT
IpOrpaMMHBIE BOCCTAHOBJICHUSA IBBITIONTHATE ACHCTBHS  |0OHOBIICHUIH
CpencTBa  CeTeBOHPAOOTOCIIOCOOHOCTH CETH, 0 YCTPaHEHHUIO [POrpaMMHO-AIIIAD
MHQPACTPYKTyphl.  [TEXHHYECKYIO M IPOEKTHYIO  |HEeHCIPaBHOCTEH. ATHBIX CPEJICTB

TOKYMEHTAITHIO, CIIOCOOBI
[PE3EPBHOI0 KOIIMPOBAHUS
TAHHBIX, TPUHIUITBI PAOOTHI
XPaHHUJIMIIL JAHHBIX.

CeTeBOU
MH(pacTpyKTYpBHI.

10




2 CTPYKTYPA H COJEPXKAHHE YYEFHOH JIUCIHIL/IMHBI MJIK 03.02

«BE30ITACHOCTbH KOMIIbIOTEPHBIX CETEH»

2.1. O6beM y4eOHOI JUCHUIIMHBI M BUbI YU4eOHOH padoThl

Bun y4eOHoii padoThI Beero Cemectpht

4acoB 7

Oobs13aTenbHas yueOHas Harpy3Ka (Bcero) 140 140

B ToM uncrne:

3aHSITHUS JICKIIMOHHOTO THIA 84 84

[PaKTHYECKUE 3aHATHS (TPAKTHKYMBI) 56 56

Koncyremayuu 6 6

By npoMexxyTOYHO# aTTecTaluy — 3K3aMeH 6 6

OO0mrast TpymoeMKOCTh 152 yaca 152 152

2.2  CTpyKTypa IMCUMILJIMHBI

OcBoenne yueOHOM mucummuinabl MJIK.03.02 «be3omacHOCTh KOMIBIOTEPHBIX
ceTel» BKIIIOYACT U3yUYCHHUE CICAYIONINUX Pa3/eioB:

KosanyecTBO ayIMTOPHBIX YaCOB
HaunmMeHoBaHMe pa3ieioB U TeM Bcero
TeopeTnueckoe IIpakTHyeckue
o0yyeHue 3aHATHSA

Paznen 1. Undopmanmnonnas 6e30n1acHOCTh 22 14 8
Pazaen 2. TexHOJI0rMH 3alUTHI JTAHHBIX 34 20 14
Pa3nen 3. ba3zoBble TEXHOJIOTHHM CEeTEBOM 30 20 10
0€30MaCHOCTH
Pa3nen 4. Texnonorun ooHapy:KeHusi BTOPKeHUIA 28 18 10
Pa3nen 5. YnpasiieHune ceTeBoii 0e30acHOCTbIO 26 12 14
Bcero no qucuumniinnae 140 84 56

2.3 TemaTnueckuil MJaH U coaep:xkaHue y4deOHoil mucuuminabl MJIK.03.02

«be3onmacHOCTh KOMIIBIOTEPHBIX CeTEI

HaumeHoBaHHe Conep:xaHue y4eGHOro MaTepuasia u popMsbl Oonem Kompr
pa3aesioB U TeM OPraHu3aluHy AeATeILHOCTH 00y Yal0LIMXCSH B yacax | KOMIICTCHIUH,
¢opMupoBaHHNIO
KOTOPbIX
cnoco0cTBYeT
3JI€EMEHT
NMPOrpaMmbl
Pa3nen 1. Cooeporcanue yuedHozo mamepuanda 22 IIK 3.1-TIK 3.6
HNudopmannonnas exuuu 14 OK 01-11
0e30macHoOCTh
1. OcHoBHBIC TOHATHUS HH(OPMAIIMOHHOH 0€30MMaCHOCTH U 4
3aIIUTH HH)OPMAIIHH.
2. Vrpo3sl nHGOPMAIIMOHHON 6€30MacHOCTH. 4
2. OCHOBHBIE IOHATHS TOJTUTHUKHA HH()OPMATMOHHOH 4
0E30MMacCHOCTH.
3. CoumanbHas HHXCHEPHS. 2
IIpakmuueckue 3auamus 8
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1. TloctpoeHue CTPYKTYpbl HOPMaTHBHO-TIPABOBBIX
TOKyMEHTOB JIeITEIbHOCTH KOMITAHUM Ha 06a3e pOCCHHCKOro
3aKOHOJATENbCTBA B chepe HH(OOPMAITMOHHOIO TIPaBa.

2. TloaroroBka onmcaHus OXpaHsIeMoil HHOPMAIWH, 4
MOJIETIH YIpO3, MOCTPOCHUE MOJIETN NH(OPMAIMOHHOM
0€30MacHOCTH.

3. CriocoObI 3aIHTHI OT COLMATBHON MHKEHEPHH. 2

Paznen 2. Cooepicanue yuednozo mamepuana 34 IIK 3.1-TIK 3.6
TexHosornu 3auThl | JJexyuu 20 OK 01-11

JaHHBIX " a

1. dyHmameHTalbHBIC YTPO3bI CETEBOH 0€30MaCHOCTH.

2. Cranpaptsl HHGOPMALIMOHHOH O€30MaCHOCTH. 4
3. BbezomacHocts cereBbix ycrpoiictB OSI. 4
4. Kpunrorpaduueckas 3anura JaHHBIX. 4
Kpunrorpadhuueckiue CHCTEMBI.

5. TexHONOTHU ayTeHTH(HHUKAIIMH. ABTOPHU3ALIHS, 4
ayTeHTU(UKALUS U y4eT JOCTyIa.

\IIpakmuueckue 3anamus 14
1. HccrnemoBaHue CEeTEBBIX aTak U HHCTPYMEHTOB MPOBEPKH 2
BalllUThI CCTHU.

2. VccnenoBaHHue METOIOB MIM(POBAHMSL. 2
3. H3ydenue kpunrorpaduueckoil CUCTEMBI. 2
4. Wzydenue kpuntorpaduu OTKpbITHIX KITIOYEH. 2
5. Opranuszanysi 0e30MacHOro A0CTyIa K YCTPOWCTBaM. 2
6. Hacrpolika Ge30macHOro 10cTymna K MapiipyTu3aTopy. 2
7. ObecrieueHne aTIMUHUCTpATUBHOTO nocTyna AAA 1 2
cepsepa Radius.

Pasnea 3. Cooepitcanue yueonozo mamepuana 30 TIK 3.1-TIK 3.6
BasoBble TexHoaoruu | Jlekyuu 20 OK 01-11
CeTeBoi 6e30MaCHOCTH 1 ™ 1h670K0MBl 3aIMTH Ha KAHATHHOM H CEAHCOBOM YPOBHSIX. 4

3ammmTa Ha CETEBOM YPOBHE.
2. TexHONOrHH MEXCEeTeBOro SKpaHUPOBAHHUS. 4
3. Peanuzanus texnomnoruii 6panamayspa. ACL. 4
4. Be30macHOCTb JIOKAJTBHON CETH. 4
5. Peanmmzarms texaomoruit VPN, 4
\IIpakmuueckue 3anamus 10
1. Hacrpoiika nonutuku 6€30macHOCTH OpaHAMAay3POB. 4
2. Hacrpoiika 0€30macHOCTH Ha BTOPOM YPOBHE Ha 4
KOMMYyTaTOpax.
3. Hacrpoiixa Site-to-Site VPN, ncrons3ys HaTEpdEiic 2
KOMaHJAHOW CTPOKH.
Paznen 4. Cooeporcanue yuedbnozo mamepuana 28 IIK 3.1-11K 3.6
TexHosoruu 18 OK 01-11
Jlexkuyuu
o0HApYKeHHUs 7)
BTOpIKEHHil 1. KoHnenmus aganTHBHOTO YIPaBICHUS 0€30ITaCHOCTBHIO.
2. TexHONOrHs aHaJIN3a 3alUIICHHOCTH. 4
3. Peanuzanys TEXHOJIOTUi MPEIOTBPAIICHUS BTOPIKEHHUS. 2
4. KommbproTepHBIE BUPYCHI M IPOOIEMBI aHTUBUPYCHOM 4
3alIUTBL
5. AHTUBHpPYCHBIE IPOrPaMMBbI U KOMILIEKCHI. 4
IIpakmuuecKkue 3anamus 10
1. HccnenoBaHue TEXHONOTUI IPEIOTBPALICHUS BTOPKEHHS. 4
2. Hacrpoiika cucremsl npeoTBpamieHust Bropxenuit (1PS). 4
2

3. Opranuszanus obecrieueHns: 0€30MacHOCTH

TTOJB30BATCIIBCKHUX KOMIIBIOTCPOB.
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Paznen 5. Coodepoicanue yuebnozo mamepuana 26 IIK 3.1-TIK 3.6
Ynpagjienue ceTeBoil | Jexyuu 12 OK 01-11
0€30I1aCHOCTBIO > > 5
1. 3amaun yrpaBIeHUs] CUCTEMOM ceTeBOl Oe30IacHOCTH.
2. ApXUTEKTypa yIpaBIeHHUs 0€30IMaCHOCTHIO0 KOPITOPATHBHBIX 2
MH(POPMAIMOHHBIX CUCTEM.
3. YrpasieHue 0e30MacHON CEThIO. 4
4. Cisco ASA. 4
IIpakmuyecKkue 3anamusn 14
1. N3ydeHre OCHOBHBIX IMOHSTHH TI100abHOM U JIOKATBHOM 2
[TOJTUTHKH OE30MaCHOCTH.
2. ba3zoBas HacTpoiika nutto3a 6e3omacHoctd ASA 1 HacTpoiKa 2
OpaHIMay’pOB MCIOIB3Ys HHTEP(EIic KOMaHTHON CTPOKU
3. basoBas HacTpoiika nutto3a 6e3omacHoctd ASA 1 HacTpoiKa 2
OpanaMay’poB ucnonas3ys ASDM
4. Hacrpoiika Site-to-SiteVPN ¢ oxHol cTOpoHbI Ha 2
MapuIpyTU3aTOpE UCTIONB3Ys HHTEp(eiic KOMaHTHOM CTPOKU U
C IPYroil CTOPOHBI UCTIONB3Ys 1UTI03 Oe3omacHocTH ASA
nocpencreoM ASDM.
5. Hacrpoiika Clientless Remote Access SSL VPNS ucronb3yst 2
ASDM.
6. Hactpoiika AnyConnect Remote Access SSL VPN 2
ucnons3ys ASDM.
7. GuHanbHAs KOMIUICKCHAs pakTHyeckas padora mo 2
0e30macHOCTH.
2.4 Coaep:xanue pa3aesioB JUCIHHUILIHHBI
2.4.1 3aHATHA JeKIMOHHOI 0 THIIA
Ne HaumenoBaHue Popma
Conep:xaHue pazjeia TeKylLIero
pa3nena pa3nena
KOHTPOJISI
1 2 3 4
1 HNudopmanuonnas | OCHOBHbIE IMOHATHS HWH(POPMAIMOHHONH O€30MaCHOCTH W 3alIUTHI vV, T
0e30macHoOCTh nHpopmanu.  OCHOBHBIE  TOHATHS,  OOIIEMETOHOIIOTHICCKHE

HHXeHepus. TEeXHUKH COLMaNbHON NHXEHEPUH.

MpPUHIMNEL  obecrieueHUst ~ WHPOPMAIIMOHHOM  0E30MacHOCTH.

locymapctBennass ~ uH(popManuoHHas  HOMUTHKA.  [IpoOieMsl
vH(pOpMaIMOHHOI Oe30macHOCTH B cepe TOCYAapCTBEHHOIO H
MYHULOUNAIBHOTO  YIIPaBJICHUS. Yrpo3el  MHPOPMAIMOHHOMN

Oe3omacHOCTH. AHamM3 yrpo3 HHPOPMAIMOHHOW  0€30macHOCTH
Meroapl ¥ MOJETH OLICHKH Ys3BUMOCTH uH(popMaimu. OCHOBHbBIE
TOHATUS TOJIWTUKKA HWH(POPMAIMOHHOW Oe3omacHocTh. ColnanbHas
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Ne
pa3aena

HaunmeHnoBanue
pasaeJia

Conep:xanue pasneia

dopma
TeKyIIero
KOHTPOJIS

1

2

3

4

2

Texnooruu
3aIUTHI JAHHBIX

dyHnaMeHTanbHbBIE yrpo3bl ceTeBoi Oe3omacHocTH. CoOBpeMEHHBIE
yrpo3bl ceTeBol Oe30macHOCTH. Bupychl, 4epBU M TPOSIHCKHE KOHH.
Mertopas! aTak.

Crannaptsl HHOOPMAITMOHHON 0e30macHOCTH. be30macHoCTh CeTeBhIX
ycrpoiicte OSIl. BesomacHerii mocTyn k ycrporictBam. Ha3HaueHwme
aJMUHHCTPATUBHBIX  poied. ~ MOHHMTODMHT ¥ YIpaBJIeHHUE
ycrpolicTBamMu.  Vcnonb3oBaHue (QYHKIUS aBTOMAaTH3MPOBAHHOM
HaCTpOWKH 0€30MacHOCTH.

Kpunrorpaduueckas 3amura gansbix. Kpunrorpaduueckne cucremsl.
Kpunrorpadudeckue CEPBUCHI. bazoBas LIEJIOCTHOCTh u
ayTeHTHYHOCTh. KoHbuneHumanpHocTh. Kpunrorpadus OTKPBITBIX
Kiroueld. TexHonmorun ayreHTHOUKAIN.

ABTopu3anusi, ayreHTuuKamus u yder pocryna (AAA). CaoiictBa
AAA. JlokanbHast AAA ayrentudukanus. Server-based AAA.

V, T

Bba3oBrie
TEeXHOJIOrHU
ceTeBoOM
0e3omacHOCTH

[IpOTOKOIBI 3aIIUTHI HAa KAHAJTEHOM M CEAHCOBOM YPOBHSIX. 3alllUTa Ha
ceteBOM  ypoBHE. TeXHOMOTHH MEKCETEBOrO  OKPaHHUPOBAHHUSL.
Peanuzanmst  texHomoruit  Opanmmayspa. ACL. Texuonorus
Opanamayspa. Konrekctubiii koHTpons gocryna (CBAC). [Monmutuku
OpaHJMayspa OCHOBaHHbIE Ha 30HaX. be30omacHOCTh JOKaIBHOI CeTH.
OoOecrieueHne  0OE30MACHOCTH  IMOJIB30BATEIBCKUX  KOMIIBIOTEPOB.
Coobpaxenunss mo GesomacHocTu BrOoporo ypoBus (Layer-2).
Konpwurypanust Ge3zonmacHOCTH BTOPOro ypoBHs. be3omacHocTb
6ecnpoBoaHbIx ceteit, VoIP u SAN.

Peammzammsa texmomormii VPN. VPN. GRE VPN. Komnonenrsl u
¢ynxuonuposanue [IPSec VPN. Peanuszauus Site-to-site [IPSec VPN ¢
ucnonb3oBanuem CLI. Peanmuzaums Site-to-site [PSec VPN ¢
ucnonp3oBanneM CCP. Peammsanus Remote-access VPN.

T,V

Texunosorun
oOHapYyKeHUs!
BTOP KEHU I

KoHuenuus aganTuBHOTO ynpaBiieHHs 0€30MacHOCTBIO. TexXHOIOrHs
aHanM3a 3amuiieHHocTH. CpecTBa aHalu3a 3aIlUIEHHOCTH CETEBBIX
MPOTOKOJIOB M cepBUcOB. CpencrBa aHanmmsa 3ampumieHHoctH OC.
TexHomornu  OOHapyXeHHsS  aTak. Peamm3amus  TEXHOJIOTHH
npenorBpamieHus BTopskeHus. |IPS texnomormm. IPS curHaTypsl.
Peanmuzanus IPS. Ilposepka u morutopunr IPS.

KoMmnbloTepHble BHPYCBl W HpOONEMbl aHTHBHUPYCHOH 3allUTHI.
Krnaccudukanmss BupycoB. OCHOBHBIE KaHANbl pPaclpOCTPAHEHHS
BUPYCOB M JPYTUX BPEIOHOCHBIX MpOrpaMM. AHTHBHUPYCHBIE
IporpaMMbl M KOMIUIEKChl. llocTpoeHne cucTeMbl aHTHBHUPYCHOM
3aIUTHl KOPIIOPATUBHOM CETH.

Ynpasaenue
ceTeBoM
0€30MaCHOCTBIO

3amaun yrpaBIICHUsS CHCTEMOI CeTeBOM Oe30macHOCTH. APXUTEKTypa
yIpaBlieHUusT 0e30MacHOCTBI0 KOPIIOPATHUBHBIX  MH(OPMAIMOHHBIX
cucteM. OcHoBHble MOHATHA. KOHIENus rio6asbHOTO yHpaBIeHUS
6e3omacHOCTBIO. [ 100anbHAS M JIOKANbHAs TTOJUTHKH O€30IacHOCTH.
VYmpapnerne 6e30macHoON ceThio. [IpHHIUMIEI 6€30MacHOCTH CETEBOTr0
nu3aiiHa. be3omacHas apXuTekTypa. YIpaBlieHHE MpoLeccaMu U
6e3omacHocTs. TecTupoBaHue ceTH Ha YsI3BUMOCTH. HenmpeprIBHOCTH
Ou3Heca, IUIAHUPOBAHWE BOCCTAHOBIICHUS ABAPHUHHBIX CHTYaIHH.
JKv3HeHHBI IUKII CeTH W TUTaHUpoBaHWE. Pa3paboTka periaMeHTOB
KOMITaHWH M TIOTUTHK O€30ITacCHOCTH.

Cisco ASA. Beenenue B AqantUBHOE yCTPOHCTBO Oe3omacHOCTH ASA.
Kondurypamms ¢ampBonma nHa 6aze ASA ¢ HUCIOIB30BaHHEM
rpaguueckoro uHTepdeiica ASDM. Kondurypamus VPN Ha 0asze
ASA c ucnonezoBanueM rpaduaeckoro narepdeiica ASDM.

[Tpumeuanue: T — rectupoBanue, P — Hanmcanue pedepata, Y — yctHslit onpoc, KP — konTposnbHas pabora

2.4.2 3aHATHSA CEMUHAPCKOI0 THIA
- HE TIPEIyCMOTPEHbI
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2.4.3 TlpakTHYecKkue 3aHATHA.

Hactpoiika Site-to-SiteVPN ¢ ongHO# CTOpOHBI Ha MapIIpyTH3aTOpPE
UCTONb3yss uHTepdeiic KOMaHIHOM CTPOKM W C JAPYrod CTOPOHBI
UCIoNb3ys 1UT03 6e3omacHoctu ASA nocpencrsom ASDM.

Hacrtpoiika Clientless Remote Access SSL VPNS ucrions3yss ASDM.
DduHanpHasE KOMIUIEKCHAs! IPaKTHYeCcKast paboTa 1o 6e30MacHOCTH.

HaumenoBanue ®dopma
Ne pa3zena HanmenoBanue npaktiyecknx (J1abopaTopHBIX) paboT TEKYIIEro
KOHTPOJIS
1 2 3 4
1. |Audpopmammonnasi |[loctpoeHrne  CTPYKTypbl ~ HOPMATHUBHO-TIPABOBHIX  JIOKYMEHTOB
0e30IaCHOCTh JeATEIbHOCTH KOMIIAaHMM Ha 0a3e pPOCCHHCKOro 3aKOHOIATENbCTBA B
cdepe HHGOPMAIOHHOTO TIpaBa.
[loaroroBka onmcaHust oOxpaHsieMod HH(GOPMAIMK, MOJEIH Yrpo3, [P, ¥
MOCTPOEHHE MOJIENT! HHPOPMAIIHOHHON O€301TaCHOCTH.
CriocoOBbI 3aIUTHI OT COIUATbHON HHKEHEPHH.
2. |TexHoJoruu HccnenoBanue ceTeBbIX aTak ¥ MHCTPYMEHTOB IIPOBEPKHU 3aIUTHI CETH.
3ammThl AaHHbIXx  [MccnenoBanne MetonoB mmdpoBanus. M3ydenue kpunrorpadpuyeckon
cucTeMbl. 3ydenne kpunrorpaduy OTKPHITHIX KITFOUEH. P, v
Opranmzamnus ~ 0e30macHOroO JOCTyma K ycrpoicTBam. Hacrpoiika ’
0e30MacHOro J0CTyMa K MapuIpyTu3aTopy.
O6GecneueHne agMuancTpaTuBHoro qocrymna AAA u cepsepa Radius.
3. |ba3oBble Hacrpoiika nonutiku 6e30nacHoCTd OpaHIMay3poB.
TEXHOJIOTUHU Hacrtpoiika 6e30macHOCTH Ha BTOPOM YpOBHE Ha KOMMYyTaTopax. op. T
ceTeBoil Hacrpoiika Site-to-Site VPN, ucnionb3ys uaTepdeiic KOMaHIHON CTPOKH. ’
0e301aCHOCTH
4. |TexHosoruu HccnenoBanue TEXHONOTHI NPETOTBPALICHHS BTOPYKEHUSL.
oOHapyKeHUs! Hacrpoiika crctembl npenoTBpaiieHus Bropxkenuii (1PS). p. v
BTOP:KeHHit Opranmzauusi  obecriedyeHus  OE30MACHOCTH  MOJIB30BATENbCKUX ’
KOMITBIOTEPOB.
5 |YnpaBiaeHue V3ydeHne OCHOBHBIX IIOHATHH IJIOOAJTBHON M JIOKAJIBHOHW IOIUTHKU
ceTeBoii 0€3011aCHOCTH.
0e30MacHOCTHIO bazoBas Hactpoiika nnmo3a OezomacHoctH ASA M HacTpolika
OpaHIMay’poB HCHONB3Ysl HHTepdeiic KoOMaHAHOW CTpoku. bazoBas
HacTpoiika nuio3a Oe3omacHoctn ASA M HacTpoiika OpaHaMaydpoB
ucrnoib3ys ASDM. P, ¥

Ipumeuanue: IIP — npaxmuuecxas paboma, JIP — nabopamopuas paboma, T —
mecmuposanue, P — nanucanue pegpepama, VY — ycmmuwiii onpoc, KP — xoumponvhas

paboma
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3. OBPA3OBATEJIBHBIE TEXHOJIOT'UHA

Jlns  mpenogaBaHus JIGKIIMOHHOTO Marepuaia JucUUIUIMHBL «be3onacHocTh
KOMITBIOTEPHBIX CETeH» MPUMEHSIOTCS ayJUOBU3YyalbHbIE TEXHOJOTHUH, KOTOPbIE
MOAHMUMAIOT HA KA4YECTBEHHO HOBBIM ypOBEHb poJib TMpemnoaaBatens. l[IpumeHeHue
MYJIbTUMEIUHHOTO KOMILUIEKCA TMOBBIIIACT HATJISIHOCTh, UHPOPMATUBHOCTH, MO3BOJISET
SKOHOMUTD BPEMsI 3aHSITHH.

[IpakTuyeckue paboTHI.

TexHomorusi, MpuUMeHseMasi B TMpPOIECCe MPOBEACHUS MPAKTHUECKUX 3aHITHH,
COYETAaeT BO3MOXKHOCTU WH(OPMAIIMOHHBIX TEXHOJOTHH M MPAKTUUECKOH paOOTHI JIst
dbopMupoBaHusl TMOHATUMHO-TEPMUHOJIOTUYECKOW OCHOBBI MOJYJIA, MPUOOpPETECHUS
HEOOXOJAMMBIX YMEHHMM M HaBBIKOB. JTO TO3BOJSET paboTarh B MallbIX TpyMmax,
KOJUIEKTUBHO OOCYX/1aTh UCIOJIb3yEMbIE TEXHOJIOTUH PaOOThI, BO3HUKAIOIINE MPOOIEMBI,

a TaKkKe WHUIMHPYET CaMOCTOSTENBHYIO paboTy ydaImxcs.
MPaKTUYECKUX paboT

TBOPYCCKOM PAa3BUTHHU yHaAIIUXCH.

IMPOABJIACTCA

MNPEEMCTBCHHOCTL B

IIpn BhIMOTHEHUN

npoeCCHOHATBHOM U

Ne HauMeHnoBanue TexHosorum, TexHoJi0rnyu, NpUMeHsieMble
pa3aena pa3aena NpHUMeHsieMble TPH TIPU NPOBeIEHUH
NPOBeeHUH JIEKIIUOHHBIX NMPAKTHYeCKUX 3aHATHI
3aHATHH
1 2 3 4
1 WupopmannonHas 6e30MacHOCTh TexHonmorus: pa3BUBarOLIETO KoMmproTepHbIe CUMYNALIUY,
00y4eHwUs, IpYNIOBast JUCKYCCHS
ayJMOBU3YaJIbHbIC
TEXHOJIOTUH
2 TexHomoruu 3aIuThl JaHHBIX TexHonmorys pa3BUBarOLIETO KoMmproTepHbIe CUMYNALIUHY,
00y4eHwUs, IpYNIOBast JUCKYCCHS
ayJMOBU3YaJIbHbIC
TEXHOJIOTUH
3 ba3oBble TEXHOMOIMU CETEBOM TexHoMOrys pa3BUBAIOLIETO KoMIproTepHbIE CUMYIALIUHY,
6e30macHOCTH o0yueHus, TPYIIOBAast JUCKYCCHSA
ayJMOBU3YaJIbHbIC
TEXHOJIOTUH
4 TexHonmorun oOHapyXeHUs! BTOPKEHUI TexHoMOrys pa3BUBAIOLIETO KoMIiproTepHbI€ CUMYIALIUHN,
00y4eHwUs, TPYIIIOBAast JUCKYCCHA
ayANOBU3YaJIbHbIC
TEXHOJIOTHUH
5 VYmpapnenne ceTeBoil 6€30IacHOCTHIO TexHoorusa pa3BUBAIOLIETO KomnerorepHsie cuMymsmnmum,
00y4eHwUs, TPYIIIOBAast JUCKYCCHA
ayANOBU3YaJIbHBIC
TEXHOJIOTHUH
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4 YCJIOBUSA PEAJIM3AIIUU YYEBHOU INPOI'PAMMbI
JAUCHUIIVINHBI MK 03.02 «<BE3OITACHOCTDb KOMIIBIOTEPHBIX CETEW»

4.1 MarepuajbHoO-TeXHHMYeCKass 0a3a, HeoOXoAuUMAas IJsl OCYyIEeCTBJICHHS
00pa3oBaTeJbHOI0 MPoOLEcca Mo TUCHUILUIUHE

Jns  peanuzani  OpOrpaMMbl  YYEOHOW — TUCHUIUIMHBI  JIOJDKHBI  OBITH
MIPEAYCMOTPEHBI CIIEYIONINE CTICIIHATbHBIC TTOMEIIICHHUS:

Kabuner «Hugopmamuxuy, ocHameHHBI oO0OpyJaoBaHUEM: pabouee MecTo
MpenojaaBaTessi, MocaJoyHble MecTa oOydaronuxcs (Mo KOJUYECTBY OOyYarouuxcs),
y4eOHbIC HATJISIIHBIE TOCOOUs (TabIUIIbI, TIAKATHI), TEMATUYECKHE MANKU TUTAKTHICCKUX
MaTepuagoB, KOMIUIEKT Y4e€OHO-METOJIWYECKOM IJOKYMEHTAIMU, KOMIUIEKT y4eOHUKOB
(yueOHbIX mOCOOMI) MO KOJMYECTBY OOYy4alOLIUXCs, TEXHUYECKUMU CpeACTBaMU
oOy4yeHHUsi: — KOMIIBIOTEp C  JIUMIEH3MOHHBIM MPOTPaMMHBIM  OOECIICUCHUEM,
MYJIbTUMETUATIPOCKTOP.

Peanuzamus ydeOHOM auciuminHbl «be30macHOCTh KOMIMBIOTEPHBIX —CETEH»
OCYIIIECTBJISIETCS B CIIEIIUATIBHO 000PY/I0BaHHBIX KaOWHETAX.

1. JlaGopaTopusi NpOTpaMMHO-AIMapaTHONW  3alUThl  OOBEKTOB  CETEBOU
MHPpACTPYKTyphl BKJIIOYAET: JOCKAa HWHTEpPAKTHBHAs, KOMIbIOTEp, MOHUTOpHI — 30,
MYJIbTUMEIUA-TIPOCKTOP, KOMITHIOTEPHBII CTOJI, HAarJISIIHbIE rmocoous,
y4eOHO-METOANYECKHE MaTeprabl, T0CKa yueOHas, BbIxo B IHTepHeT.

4.2 IlepeyeHb HEOOXOAMMOIO MPOTrPAMMHOI0 00ecIeYeHNs]

1. 7-zip (nmuuensus Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reader (siutien3sus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (aumensus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (utiensus — http://www.openoffice.org/license.html)

5. Free Commander (nunensus -https://freecommander.com/ru/%d0%bb%d0%b
8%0d1%86%d0%hb5%d0%bd%d0%b7%d0%b8%d1%8f/)

6. Google Chrome (uneH3us —

https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cBoOoHOM OCTYIIE)

8. Mozilla Firefox (muuensus — https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cBOOOHOM JIOCTYIIE)
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5. IEPEYEHb OCHOBHQFI U JONOJIHUTEJBHOMW YYEBHOU
JIUTEPATYPBI, HEOBXOJUMOM JJ151 OCBOEHUSA JUCHUILINHBI

5.1 OcHoBHas uTEpaTypa

1. Hazapos, A. B. Dkcrutyaranusi 00beKTOB ceTeBO HHPPACTPYKTYpPHI : yUeOHUK /
A. B. Hazapos, A. H. Enranerues, B. II. MensaukoB. - Mocksa : KYPC ; UHOPA-M,
2020. — 360 c. — (Cpennee npodeccuonansuoe odpazoanue). — ISBN 978-5-906923-06-6.
- URL.: https://znanium.com/catalog/product/1071722.

2. lllanbrun, B. ®. UndopmanmonHas 6e30macHOCTh KOMIIBIOTEPHBIX CHUCTEM U
cetelt : yueOHoe nmocooue / B. @. lllansrun. — Mocksa : DOPYM : UHOPA-M, 2021. —
416 c. — (Cpennee npodeccuonansHoe oopazoBanue). - ISBN 978-5-8199-0754-2. — Tekcr
: anexktponnblid. — URL: https://znanium.com/catalog/product/1189327.— Pesxum mocTyma:
10 TTOJIITUCKE.

5.2 lomosiHUTEIbHAS JTUTEPATYPA

1. Hecrepos, C. A. UHdopmanronHas 0e30MacHOCTb : yUeOHUK U TMPAKTUKYM IS
cpennero npodeccruonaabHoro oopasosanus / C. A. HecrepoB. — Mockaa : M3narenscTBO
FOpaiit, 2019. — 321 c. — (ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-07979-1.
— Texkcrt : anextponnsiii // IBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/442312.

2. BacunbkoB, A. B. be3zonacHocTh U ynpasiieHUe JOCTYNOM B MH(GOPMAITMOHHBIX
cucreMax : yuebHoe nocobue / A. B. Bacunpkos, 1. A. BacuibkoB. — Mocksa : DOPYM :
NH®PA-M, 2020. — 368 c. — (Cpennee mpodeccroHanbHoe oOpaszoBanue). — ISBN
978-5-91134-360-6. — Tekct : AIIEKTPOHHBIN. — URL:
https://znanium.com/catalog/product/1082470.— Pexwum qocTyma: 1o MOIIMUCKE.

3. IMaprteika, T. JI. Uudopmarnmonnas OGe3omacHocTh : yueOHoe mocobdue / T. JI.
[Tapteika, 1. W. [TonoB. — 5-¢ u3z., nepepad. u gomn. — Mocksa : ®OPYM : UHOPA-M,
2021. — 432 c. — (Cpennee npodeccuonanbHoe oopazopanue). — ISBN 978-5-00091-473-1.
- Tekcr : anexkrponnsiit. - URL: https://znanium.com/catalog/product/1189328.— Pexxum
J0CTyMa: O MOJIUCKE.

4. bapanona, E. K. OcHoBsl unpopmaimonsneit 6ezonacuoctu : ydebnuk / E. K.
bapanoBa, A. B. ba6am. - Mocksa : PUOP : UH®PA-M, 2021. — 202 c. — (Cpennee
npodeccuonaapHoe oopaszoBanue). - ISBN 978-5-369-01806-4. — TekcT : 37€KTpOHHBIH. -
URL.: https://znanium.com/catalog/product/1209579. — Pexxum mocTyma: 1mo HOAMKMCKeE.

5. Cpmue, 10. H. 3amura undopmanmu u uHOpManuoHHas O€30MaCHOCThH :
yaeOHoe mocobue / FO. H. CerueB. — MockBa : UH®PA-M, 2021. — 201 c¢. — (Cpennee
npodeccuonanpHoe oopazoBanue). - ISBN 978-5-16-016583-7. — TekcT : 2IMEKTPOHHBIH. -
URL: https://znanium.com/catalog/product/1191479.— Pexxum noctymna: 1mo mojanucKe.

6. Undopmanmonnas OGe3omacHocTh : ydeOHuk / MenwuukoB B. Il. mom pen.,
Kynpusuos A. . — Mocksa : KaoPyc, 2020. —267 c¢. — ISBN 978-5-406-07382-7. — URL.:
https://book.ru/book/932059. — TekcT : AMEeKTPOHHBIH.

7. OcHOBBl HH(pOpMaMOHHON Oe3omacHocTn : yuebnuk / B.FO. Porosuw,
WN.b. I'anymikun, B. HoBuxoB, C.b. BenpeB ; Axkanemuss CneACTBEHHOTO KOMHUTETa
Poccuiickoit @enepanuu. — Mocksa : FOauTu-/lana : 3akon u npaso, 2018. — 287 c. : 1. —
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Pexxum JOCTyIIA: o HOIIUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=562348 — ISBN 978-5-238-02857-6. —

TeKCT : AIEeKTPOHHBIN.

5.3 [lepuoanyeckue U3TaHUs

1. Computerworld Poccus. — URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/ Re. — URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

3. BUT. busnec & undopmanronnsie Texnosoruu — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. Bectauk Mockosckoro Yuusepcurera. Cepust 15. BerunciaurenbHas
MaTematrka u kuoepueruka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectnuk Cankr-IlerepOyprckoro ynuBepcurera. [Ipuknannas MaTeMaTuka.
Nudopmaruka. [Iponeccst ynpasnenus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Buptyanuzauusa. O6maunsie cTpykTyphl. CucteMbl XpaHeHus ganHbix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. XKypnan cereBbix pemenuiit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3amura nepcoHanbHBIX JaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. Hudopmaruka u oobpazopanue. — URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. MudopmaTtuka, BEIUMCIUTEIbHAS TEXHUKA U HH)KEHEpHOE oOpaszoBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. NudopmanmnonHo-ynpasssitonie cucremsl. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup 6onpmux ganasix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. Mup IIK. — URL:
http://dlib.eastview.com/browse/publication/64067/udb/2071.

14. HoBrle I/IH(i)OpMaIlI/IOHHBIe TCXHOJIOT'MH B aBTOMATU3UPOBAHHBIX CUCTECMAX
https://elibrary.ru/title_about.asp?id=32949.

15. Otxkpsiteie cuctembl. CYB/I. — URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071.

16. Ilpuxnagnas napopmaruka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

17. Tlpo6nemsr nepenaun nndopmanmu. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus.

18. IIporpammubIe poAyKTHI U cuctembl. — URL:
https://dlib.eastview.com/browse/publication/64086/udb/2071.

19. IIporpammuBbIe TpoAyKTH U cuctembl. — URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

20. CAIIP u rpaduxa. - URL: https://sapr.ru/list,

21. Cucremnslii agmuauctparop. — URL:
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22. CucTeMHBbIH aHanu3 U npukiagaas napopmartuka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

23. Ympasnenue npoektamu u nporpammamu. — URL :
https://grebennikon.ru/journal-20.html#volume2019-3.

5.4. TlepeueHb pecypcoB HH(POPMAIHOHHO-TEIEKOMMYHUKALIMOHHOI CeTH
«HTepHET», HEOOXOAUMBIX /IJISI OCBOCHUS TMCUMILIUHBI

1. ObC «BOOK.ru» [yueOnble uznmanus — komekius mus CIIO] : caiir. — URL:
https://www.book.ru/cat/576.

2. OBC «YuuBepcurerckas Oubmuoreka ONLINE» [yueOHble, HayudHble 37aHWUS,
MIEPBOMCTOYHHUKH, XYJI0)KECTBCHHBIC NMPOM3BEICHUS Pa3IMYHbBIX H3aTCIIbCTB; KYPHAIbI;
MyJIbTUMEIUNHHAS KOJUICKIUS, KapThl, OHJIAWH-IHIIUKIIONEIuH, cioBapu] : cait. — URL:
http://biblioclub.ru/index.php?page=main_ub_red.

3. ObC wm3parenbctBa «JlaHb» [ydeOHBbIC, Hay4yHbIE W3JaHHS, TEPBOUCTOYHUKH,
XYJI0’)KECTBEHHBIC TMPOM3BEICHUS PA3IUYHBIX M3/aTeIbCTB; JKypHaubl] : cait. — URL:
http://e.lanbook.com.

4. OBC «IOpaiit» [yueOHUKH U yueOHbIe TocoOus u3narenberBa «HOpaitt»] @ caiit. — URL:
https://urait.ru/.

5. OBC «Znanium.com» [y4eOHbIC, HaAyYHbIC, HAYYHO-TIOMYJIIPHBIE MAaTEPUAIIBI PA3THYHBIX
U3aTeIbCTB, J)KypHaubl] : caitr. — URL: http://znanium.com/.

6. Hayunas omekrtpoHHass OubOnuoreka. MoHorpaduu, WU3AaHHBIE B  HM3aTEIbCTBE
Poccuiickoit Akanemun EcTecTBO3HaHUS [TOJIHOTEKCTOBBIA pecypc CBOOOIHOTO AOCTYTIA ]
: caiit. — URL: https://www.monographies.ru/.

7. Hayunas snmektponHHas OuOnmoTeka crtaTedl W myOnmkainuii «eLibrary.ru» [poccuiickuit
UHPOPMAIIMOHHO-aHATUTHYECKUH TIOPTall B 00JACTH HAYKH, TEXHOJIOTUH, MEIUIIMHEI,
oOpaszoBaHMs; OoJbIlas YacTh H3JaHUNW — CcBoOomHOro noctyma] : cait. — URL:
http://elibrary.ru.

8. baspl manHbix kommnaHuu «Mct Beroy [mepuoanmyeckue m3gaHus (Ha pycCKOM si3bIKe)] :
caiit. — URL.: http://dlib.eastview.com.

9. KuGOepJlennnka : Hay4Has OJJCKTpPOHHAas OWONMOTEKAa [HAy4YHBIC IKYpPHAIBI B
MOJIHOTEKCTOBOM popMmaTe cBoOoaHOrO fAoctyna] : cat. — URL: http://cyberleninka.ru.
10. Poccuiickass 3JeKTpOHHAsl IIKOJIA : TOCYIAapCcTBeHHas oOpa3oBareibHas ILiaThopma

[oJTHBIH MKOIBHBIN Kypc ypokoB] : cait. — URL: https://resh.edu.ru/.

11. EnuHOe OKHO JOCTyIa K o0pa3oBaTeibHBIM pecypcaM : (enepaibHas HHOOpMaIMOHHAS
cUCTeMa CBOOOJHOTO JOCTyHma K HWHTETPAJIbHOMY Karajuory o0Opa3oBaTelbHBIX
MHTEPHET-PECYPCOB U K AJIEKTPOHHOU OMOIMOTEKE y4eOHO-METOAMYECKHX MaTepHalioB
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6 METOIMYECKHE VYKA3AHMS OBYYAIOIIMMCSI 1O
OCBOEHUIO JUCHUIIAHBI

VYyamuecs Uig NOJHOLIGHHOIO OCBOEHMSI y4eOHOro Kypca JOJKHBI COCTaBIISATH
KOHCIIEKTBI KaK MPHU NPOCIYIINBAHUN €r0 TEOPETHUECKOM (JIEKIIMOHHOM) YacTH, TaK U Npu
MOJATrOTOBKE K MPAKTHUYECKUM (CEMUHAPCKUM) 3aHATHAM. JKenaTenbHO, YTOOBI KOHCIIEKTHI
JIEKUMN U CEMUHAPOB 3aKCHIBAJIUCH B JOTMYECKOHN MOCIEA0BATEIbHOCTH U3YUEHHS Kypca
U COAepXKaluCh B OAHOM TeTpagu. DTo obecrneyuT Oojee IMOJHYI0 MOATOTOBKY Kak K
TEKyIIIUM Y4eOHBIM 3aHATHUSAM, TaK U CECCHOHHOMY KOHTPOJIIO 3HaHUH.

CamocroaTenpHass  paboTa  ydyaliuxcs — sIBIseTCs  BakHeWmed  Qopmoit
y4eOHO-TI03HaBaTenbHOro mporecca. llenbs 3amaHuil s caMOCTOATENbHONW pabOThl —
3aKpeNUTh W pACHIMPUTH 3HAHUS, YMEHHs, HABbIKW, NMPUOOPETEHHBIE B pe3yibTaTe
W3Y4YEeHMs] JUCLUMIUIMHBL, OBJAJETh YMEHHEM HCIOJIb30BaTh MOJYYEHHbIE 3HAHHUS B
MPaKTUYECKOU paboTe; MOTYyYUTh NEPBUYHbIE HABBIKK MPOPECCUOHATBLHON e TEeIbHOCTH.

OO0yueHue CTyACHTOB OCYUIECTBISIETCS MO TPATUIIMOHHON TEXHOJIOTMH (JIEKIUH,
MPAKTUKH) C BKIIFOUEHUEM HUHHOBAI[MOHHBIX 3JIEMEHTOB.

C ToukM 3peHHS HMCMONb3YyEeMbIX METOJOB JEKIUHU MOAPA3ACISIOTCA CIETyOIIM
obOpazom: MH(pOPMaIIMOHHO-00BICHUTENbHAS JIEKIIHS, MOBECTBOBATEIbHAS,
neknusa-o6ecena, mpooieMHas JEKIUs | T. 1.

YcTHOE M3N0kKeHHe YYeOHOro MaTepHalia Ha JIEKIUU JTOJKHO KOHCTIEKTUPOBATHCS.
Cnymath JIEKIUIO HY)KHO YMETh — MOJJEPKUBATh CBOE BHUMAaHUE, MOHATh U 3alIOMHUTh
yCIBIIIAHHOE, YJIOBUTH Nay3bl. B mpoliecce U310KeHNs IPEnoJaBaTesieM JIEKIUU CTYyACHT
JOJKEH BBIICHUTH BCE HEMOHSATHBIE BOIPOCHI. 3alUCHIBATh COJACPIKAHME JIEKLIUHA HY>KHO
00s13aTeNbHO — 3aMKUCH TIOMOTAIOT MOJIIEPKUBATH BHUMAaHHUE, CIOCOOCTBYIOT TOHUMAHUIO
Y 3alIOMUHAHUIO YCJBIIIAHHOIO, NPUBOAUT 3HAHUE B CHUCTEMY, CIYy’KaT OMOpPOM IS
nepexojia K 0oJiee riry00KOMy CaMOCTOSITEIbHOMY M3YUYEHUIO MTPeIMETa.

Meroanueckue peKOMEHIalluK 0 KOHCTIEKTUPOBAHUIO JIEKLIAN:

— 3aIUCh JOJKHA OBITh CUCTEMHOM, IPEJCTABIATh COOOM COKpaIIEHHBI BapuaHT
JexkuuMu mnpenojaBarens. HeoOxomumo  ciymarh, OO0AyMbBIBaTH UM 3allMCHIBATh
OJIHOBPEMEHHO;

— 3amuch BeAETCS OYeHb OBICTPO, YETKO, IO BO3MOKHOCTH KOPOTKUMHU
BBIpAKEHUSIMU;

— HE TIpeKpallas cIylaTh IpernoaaBaTesi, Hy>KHO 3alUChIBATh TO, YTO HEOOXOIUMO
ycBouTh. Helnb3s 3anuchiBaTh cpa3y K€ BHICKa3aHHYIO MBICIIb IPENOIaBaTENs], CIETyeT €€
MOHSATH U IMOCJIE 3TOTO KPaTKO 3alucaTh CBOMMU CJIOBaMU WM CIIOBaMHM IpPENoAaBaTells.
Baxxno, utoObl B Heil He ObUT MOTEpPSH OCHOBHOM CMBICH CKa3aHHOTO; UMEHA, JaThl,
Ha3BaHUs, BBIBObI, OMPEICIICHUS 3aIChIBalOTCs TOYHO. CiieyeT oOpaTUTh BHUMaHUE Ha
opopmienue 3amucu Jiekuumu. JlJis Kakaoro mnpeaMera 3aBOJUTCS o0Ias TeTpajb.
OTIMYHBIM OT OCTAJBHOIO LIBETA CIIEAYET BBIAEIATH OTACIBHBIE MBICIM U 3ar0JIOBKH,
COKpaIllaTh OTJENIbHBIE CJIOBA M MPEUIOKEHHUs, MCIONb30BATh YCIOBHbIE 3HAKH, OYKBbI
JATUHCKOT'O U TPEUECKOTo an(aBUTOB, a TaKXKe HEKOTOpPbIe MPUEMBI CTEHOTpaphUIeCKOro
COKpAILEHUS CIIOB.

IIpakTrueckue 3aHATHSA 1O JUCLUIIIMHE «be30macHOCTh KOMIIBIOTEPHBIX CETEH»
IIPOBOJATCS. B OCHOBHOM IO CXEME:

— YCTHBIM OINpOC IO TEOpUHM B Haudaie 3aHATHS (00CYXICHHE TEOPETUYECKHX
MPOOJIEMHBIX BOIIPOCOB IO TEME);

— WHAMBHUAyalbHas pa0doTa MPU BHINOTHECHUH 3aJaHUA C HCIOJIB30BAaHUEM
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MIEPCOHAIBHOTO KOMITBIOTEPA;

— peleHue NPakTUYECKUX 3a]a4 UHIUBUYAJbHO;

— MIOJIBEJICHUE UTOTOB 3aHATHUS (WIH peduieKcus);

— WHIUBUIYaJbHBIE 3aJaHUs JUId MOJATOTOBKM K CIEAYIOIIKUM MPAKTHUYECKUM
3aHSTHSIM.

Llenap mpakTHUUECKOTrO 3aHATHUS — HAYYUTh CTYIAEHTOB NMPUMEHSATH TEOPETHUECKHE
3HaHMS TpPU pPEHICHUH MPAKTHUYECKUX 3aJad Ha OCHOBE pealibHbIX JaHHbBIX. Ha
MPAKTUYECKUX 3aHATUAX MPeo0IaiatoT CIeayOINe METOIbI:

— BepOanbHbIe (MPeobIagalouM METOIOM JOJKHO OBITh OOBSICHEHHUE);

— IpaKTHUYecKHe (MMCbMEHHBIE 31aHUs, TPYIIIOBBIC 3a/1aHUS U T. I1.).

BaxxHbIM 17151 cTyZieHTa SIBIsIETCS YMEHUE PAllMOHAIBHO MOJ0UpPATh HEOOXOAUMYIO
yueOHyto utepaTypy. OCHOBHBIMU JIUTEPATYPHBIMU UCTOUHUKAMM SIBIISIFOTCS:

— oubnuoreunsie ponabl punmnana Kyol'Y B r. CnaBsincke-Ha-Ky0Oanu;

— 3JIEKTPOHHAsI OMOIMOTEYHAs cUcTeMa «Y HUBEPCUTETCKasi OMOIMOTEKa OHJIaH»;

— 3JIeKTpOHHAas OnbnuoTeunas cucreMa M3narenscTBa «JlaHby.

[Touck xHUT B OMONIMOTEKE HEOOXOAUMO HAYMHATH C M3Y4YEHUS MPEIMETHOIrO
Karajora M CO3/IaHUsl CIUCKAa KHUT, MOCOOMH, METOJUYECKMX MaTepHalloB IO TeMe
U3YyYeHHUS.

[IpocMOTp KHUTM HAYMHAETCS C TUTYJIBHOIO JIUCTA, CIAEAYIOUIErO MOciae 0OJ0KKH.
Ha HEM O00BIYHO MOMeEIalTCsI BCE OCHOBHBIC JAHHBIC, XapaKTEPU3YIOUIUE KHUTY:
Ha3BaHUE, aBTOp, BBIXOJHBIC JaHHbIC, JAaHHbIE O nepeuszgaHuu u T.4. Ha oGopore
TUTYJBHOI'O JHMCTa JA€Tcsd AaHHOTALMsA, B KOTOPOW YyKa3bIBaeTcs TEMaTHKa BOIPOCOB,
OCBELIEHHBIX B KHUIE, OIpPENENAeTCs Kpyr 4MTaTesel, Ha KOTOPbI OHa paccuuTaHa.
bonbuioe 3HaueHWe HMeeT MNPEAUCIOBHE KHUTH, KOTOPOE 3HAKOMMT 4YMTaTelsl ¢
JIMYHOCTBIO aBTOPA, UCTOPUEH CO3/IaHMsI KHUTH, PACKPbIBAET COAEpIKaHuUE.

[IpounTaB mpeauciaoBHE M MONY4YHMB OOIIEE IMPEJICTaBICHUE O KHUTE, CIENyeT
00paTuThCs K ornanieHuto. OriaBieHle KHUTH 3HAKOMHUT 00y4aeMoro ¢ coJep>KaHueM U
JIOTMYECKOM CTPYKTYpOH KHUTIH, MO3BOJIIET BbIOPATh HY)KHBIM Marepuain i U3ydeHUs.
'op w3gaHus KHUTH MO3BOJISIET CYJUTh O HOBHU3HE Marepuana. B kHure moryTt ObITh
NpUMEYaHus, KOTOpbIE COJEpKaT pa3lU4yHble JIONOJHUTENbHbIE cBeaeHUs. OHH
[IeYaTaloTCsl BHE OCHOBHOT'O TEKCTa M Pa3bsICHAIOT OTJENbHbIE BONIpPOCHl. [IpeaMeTHble u
asipaBUTHBIE yKa3aTeJM 3HAYUTEIHHO OOJEerdyaroT MOBTOPEHHE H3JI0KEHHOI'O B KHHUIE
MaTepuana. B KoHIIe KHUTH MOXKET pacroyiaraTbCsi BCIOMOrarenbHbIil MaTepuai. K Hemy
OOBIYHO OTHOCSTCS MHCTPYKLIUH, MIPUIIOKEHHSI, CXEMBI, CUTYal[MOHHBIE 3a7a4i, BOIPOCHI
JUISL CAMOKOHTPOJIS U T.JI.

JUist JTydinero mpejcTaBlIeHUs] U 3allOMUHAHMS MaTepuaia Lesecoo0pa3HO BECTU
3allUCH Y KOHCIEKTHI PAa3JIMYHOIO COAEPKAHMS, a UMEHHO:

— IIOMETKH, 3aMEYaHHUsl, BbIJIEJICHNE TJIABHOI'O;

— IJIaH, TE3UCHI, BBIMUCKH, [TUTATHI,

— KOHCTIEKT, pabouas 3anuch, pedepar, JOKIa, JSKIHs U T.1.

Yurate y4eOHMK HEOOXOAMMO BIYMYHBO, BHHUMATEIbHO, HE IMPOMYyCKas TEKCTa,
CTapasch MOHATh KaXAyI (ppasy, OMHOBPEMEHHO pa3dupasi MpUMephI, CXEMbI, TaOJHUIIbI,
PHUCYHKH, IPUBEJCHHBIE B YUEOHHKE.

OmHuM W3 BaXHEWIIMX CPEJICTB, CIOCOOCTBYIOIIMX 3aKPEIUICHUIO 3HAHHIA,
ABJISIETCS KpaTKas 3alMCh IPOYUTAHHOTO MaTepuasa — cocTaBlieHne KoHcnekTa. Koncnekr
— 9TO KpaTKOE CBSI3HOE H3JIOKEHHE COJACP)KAHUS TeMbl, YdeOHHKa MM €r0 4acTH, 0e3
MOJIPOOHOCTEN U BTOPOCTENEHHBIX AeTaneil. [Io cBoell cTpyKType U mociieoBaTeIbHOCTH
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KOHCTIEKT JOJDKEH COOTBETCTBOBATH IJIaHy yueOHHKa. [l09TOMy BayKHO CHa4dasia COCTaBUTh
TUTaH, a TOTOM IMCaTh KOHCIEKT B BUJE OTBETa Ha BOMPOCH iaHa. Ecnu ydueGHHK
pa3aenéH Ha HeOOBIIHE 03arjaBICHHBIC YaCTH, TO 3ar0JIOBKM MOXXHO pacCMaTpUBATh KaK
MYHKTHl TUTaHA, a W3 TEKCTa KaXJOW YacTH CJeIyeT 3ammucaTh T€ MBICIH, KOTOPBIE
PaCKpBIBAIOT CMBICIT 3aT0JIOBKA.

TpebGoBaHMs K KOHCHIEKTY:

— KPaTKOCTh, CKATOCTh, LIEIECO00Pa3HOCTh KAKIOTO 3aTMChIBAEMOTO CIIOBA;

— COAEPIKATEIbHOCTh 3aIHCH- 3alMCBIBAEMBIE MBICTH CIEAYyeT (OPMYITHPOBAThH
KpaTko, HO 0e3 ymepba ans cMmbicia. OObEM KOHCIEKTa, Kak MPaBUIIO, MEHBIIE
M3y4aeMoro Tekcra B 7-15 pa3z;

—KOHCIIEKT MOXET OBITh KaK POCTHIM, TaK M CIIOKHBIM TI0 CTPYKTYPE — 3TO 3aBUCHT
OT COJICpKaHMsI KHUTH U 1ETHN €€ N3ydeHusl.

MeTtoamueckue peKOMEHIAINH 110 KOHCTIEKTUPOBAHUIO:

— MpEeXIe YeM HadaTh COCTaBIISATh KOHCIEKT, HY)KHO O3HAKOMHUTBCS C KHHTOM,
MPOYMTATh €€ CHavaja JI0 KOHIA, MOHITh MPOYUTAHHOE;

— Ha OOJIOKKE TETPaIy 3alHMChIBAIOTCS Ha3BaHHE KOHCIIEKTHPYEMOW KHHUTH U UMS
aBTOpa, COCTABIISICTCS MJIaH KOHCIIEKTUPYEMOTO TECTa,

— 3amKCH JydYlle AeNaTh NMPU TMPOYTEHHUH HE OJHOTO-IBYX ad3aleB, a IEJI0ro
naparpada Wid IJ1aBbl;

— KOHCTICKTHPOBAHHE BEAETCA HE C LEIbI0 UMETh ONpECIEHHBIN 3alnc, a s
0ojiee TIOJHOTO OBJIAJICHUSI COACPNKAHMEM H3y4aeMOro TEKCTa, MO3TOMY B 3aIUCAX
OTMEUAETCs U BBIIETISETCS BCE TO HOBOE, MHTEPECHOE U HYKHOE, UTO OCOOEHHO MPUBIIEKIIO
BHUMaHUE;

— MOCJIe TOro, Kak cjellaHa 3amuch cojeprkaHusi maparpada, riaBbl, CleIyeT
nepeuuTaTh €€, 3aTeM CHOBa OOpalaThCsi K TEKCTY M MPOBEPUTH ceOs, MPABUIBHO JIH
U3JI0’KEHO COZIepIKaHUE.

TexHrKa KOHCTIEKTUPOBAHUSA:

— KOHCHEKTUPYS KHUTY OO0JbIIOro 00bEMa, 3aluch CleIyeT BECTH B OOIIeH
TeTpaiu;

— Ha Ka)XJOW CTpaHUIE clieBa OCTaBJISAIOT MOJs MUPUHON 25-30 MM A7si 3amTUCH
KOPOTKHX T0J[3ar0JIOBKOB, KPATKUX 3aMeUYaHHii, BOIIPOCOB;

— KaX/1as CTaHUIIa TeTPad HyMepyeTcs;

— JJISl TIOBBIIICHUS YUTAEMOCTHU 3alUCU OCTABIISIIOT MHTEPBAJIBI MEKIY CTPOKaMH,
ab3ariaMu, HOBYIO MBICIIb HAYMHAIOT C «KPACHOI» CTPOKH;

— TpU KOHCIIEKTHUPOBAHUHU IIMPOKO HCIONB3YIOT PA3IUYHBIE COKpAIICHUS H
YCIIOBHBIE 3HAaKW, HO HE B ymepO CMBICTY 3alHMCAaHHOTO. PekoMeHayeTcsi MPUMEHSThH
o0IIeYNIOTPEOUTENbHBIE COKpAIleHHs, Hampumep: M.0. — MoxeT ObiTh, TrocCc. —
TOCyapCTBEHHBIH; 1.0. — JOHKHO OBITh U T.1I.

— HE CJIelyeT COKpallaTh MMEHa U Ha3BaHUs, KPOME OUYEHb YaCTO MOBTOPSIOIINXCS;

— B KOHCIIEKTE€ HE JIOJDKHO OBITh MEXaHMYECKOTO IEpeNHChIBaHHUs TeKcTa 0e3
MPOAYMBIBAHUS €TI0 COACPKAHUS U CMBICIIOBOTO aHAJIM3a.
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7 KOHTPO.Ib M OLIEHKA PE3YJBTATOB OCBOEHHMS YYEFHOM
JTACHOUILIMHBI MJIK 03.02 «<BE30ITACHOCTH KOMITBIOTEPHBIX CETEN»

7.1 MMacnopr ¢oHIA OLEHOYHBIX CPEACTB

Ne HaumenoBanue ®opMa TeKylero
Komnerenmmun
pasgena pasaena KOHTPOJISI

1 2 3 4

1 WNudopmanmonHas 6e30macHOCTh IK 3.1-[IK 3.6 TectupoBanue,
OK 01-11 MIPAaKTUYECKOE 3aHITHE

2 TexHoIOrNM 3alUTHl JaHHBIX IK 3.1-[IK 3.6 TectupoBanue,
OK 01-11 MIPAKTUYECKOE 3aHITHE

3 BbazoBble TexHOMOrMN CeTeBOI Oe30I1acHOCTH IK 3.1-[IK 3.6 TectupoBanue,
OK 01-11 MIPAKTUYECKOE 3aHITHE

4 TexHomorun oOHApYKEHHUS] BTOPIKEHHUH IK 3.1-[IK 3.6 TectupoBanue,
OK 01-11 MIPAKTUYECKOE 3aHITHE

5 VYnpagsieHue cereBoli 0€30MacHOCTbIO MK 3.1-T1IK 3.6 TectupoBanue,
OK 01-11 MIPAKTUYECKOE 3aHITHE

7.2 KpuTepum OLeHKH pe3yJibTaTOB 00y4YeHUs

Kox 1 nanmenoBanue
npoecCHOHANBHBIX U O0IIUX
KOMIIETEeHIIMH, (OpMHUPYEMBIX B
paMKax MOIYJIS

Kpurepun ouenku

Mertonpbl OLICHKHU

IIK 3.1. YcTaHaBiIuBarh,
HACTPauBaTh, IKCILTyaTUPOBATh
U 00CITy)KUBAaTh TEXHUUECKHE U
MPOrpaMMHO-aMNapaTHbIe

Cpe/CcTBa KOMIIBIOTEPHBIX CETEH.

OLeHKa «OTIHYHOY - TEXHHYECKOE 3aJaHHe
[POaHAIU3UPOBAHO, aITOPUTM Pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3aIaHUI0 U 0 OpMIIEH
B COOTBETCTBUH CO CTaHAAPTaMHU, IIOSCHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

O11eHKa «XOPOLIO0Y» -aJTOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBHH CO CTAHAAPTAMHU U
COOTBETCTBYET 3a/IaHHUIO, TIOSCHEHBI €r0 OCHOBHBIE
CTPYKTYpBL

OLeHKa «y/I0BJIE€TBOPUTEIBbHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 33JaHHMIO.

Dk3amMen/3auer B popme
cobeceoBaHus:
MPaKTUYECKOE 3alaHue
TI0 TOCTPOCHUIO
QJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKHUM 3aJJaHHEM
3armra OTYETOB 110
MPAaKTUIECKUM paboTaMm.

1IK 3.2. IlpoBoauTh
npodunaktuyeckue paboThl Ha
00BEKTaxX CETEBOM
HHPPACTPYKTYPHI U pabOInX
CTAQHIUAX.

OLeHKa «OTIHYHOY - TEXHHYECKOE 3aJaHIe
MPOAHAIN3UPOBAHO, AJTOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3aIlaHUIO0 ¥ O(OpPMIICH
B COOTBETCTBHH CO CTAHAAPTaMU, HOSICHEHBI €0
OCHOBHBIE CTPYKTYPHI.

Or1eHKa «XOPOLIO0Y» -aJNTOPUTM pa3padoTaH,
0(hOpMIICH B COOTBETCTBHH CO CTAHAAPTAMH H
COOTBETCTBYET 3a/IaHHUIO, TIOSICHEHBI €T0 OCHOBHBIC
CTPYKTYpBL

OLeHKa «y/I0BJIE€TBOPUTETBHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 33JaHHMIO.

Dk3amMen/3auer B popme
cobeceoBaHuA:
NPaKTUYECKOE 3a/1aHUe
TI0 TOCTPOCHUIO
QJITOPHTMA B
COOTBETCTBHH C
TEXHUYECKUM 3a1aHHECM.
3armra OTYETOB 110
MPAaKTUIECKAM padoTaMm.
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ITIK 3.3. YcranaBiauBaTh,
HACTpaMBaTh, IKCILTYaTHPOBATH
U 00CITyXHUBATh CCTEBBIC
KOH(pUTypanuu

O1eHKa «OTJIMYHO» - TEXHUYECKOE 33/1aHHe
MIPOaHAIM3UPOBAHO, AJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUECKOMY 3a/IaHUI0 X O OpMIIEH
B COOTBETCTBHH CO CTaHAAPTAMHU, TIOSICHEHBI €T0
OCHOBHEBIE CTPYKTYPBI.

O1eHKa «XOPOII0Y -aJTOPUTM pa3padboTaH,
o(hopMIIEH B COOTBETCTBUH CO CTaHAApTaMH U
COOTBETCTBYET 33JJaHHUIO, TIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBL

O1eHKa «y/IOBJIETBOPHUTEIBHO) - allTOPUTM
pa3paboTaH U COOTBETCTBYET 3aaHHIO.

Dx3ameH/3aueT B popme
co0eceIoBaHus:
MPAKTHYECKOE 3aJaHUe
IO TIOCTPOCHHUIO
aNropuT™Ma B
COOTBETCTBHH C
TEXHHUYECKUM 3a/IaHUEM.
3ammra OTYETOB MO
MPaKTHYECKUM padoTam.

IIK 3.4. YdacTBOBaTH B
pa3paboTKe CXeMBbI
MocJieaBapuitHOr O
BOCCTAHOBJIEHUSI
paboToCIOCOOHOCTH
KOMITBIOTEPHOM CETH,
BBINOJIHATH BOCCTAHOBJICHUE U
pe3epBHOE KOITUPOBAHHE
UH(OpPMAILUH.

O1eHKa «OTJIHYHOY» - TEXHUYECKOE 3a/1aHHe
MPOAHAIM3MPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 33/IaHHIO 1 0()OPMIIEH
B COOTBETCTBHH CO CTaHAAPTAMH, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1leHKa «XOpOII0Y -aJrOPUTM pa3padboTaH,
o(hopMIIeH B COOTBETCTBUY CO CTaHAApTaMH U
COOTBETCTBYET 33JJaHHUIO, OSICHEHBI €0 OCHOBHBIE
CTPYKTYPBL.

Ol1leHKa «y/IOBJIETBOPUTEJIBHOY - allTOPUTM
pa3paboTaH U COOTBETCTBYET 3aIaHHMIO.

Dk3ameH/3aueT B (opme
cobeceI0BaHus:
MPaKTHYECKOE 3aaHue
IO TIOCTPOEHUIO
ajropuT™Ma B
COOTBETCTBHH C
TEXHHYECKUM 3a/IaHUEM.
3ammra OTYETOB MO
MPaKTHYECKUM padoTam.

IIK 3.5. Opranu3oBbIBaTh
HWHBCHTApU3AIUIO0 TEXHUYCCKUX
CpEACTB CETEBOM
UHDPACTPYKTYPHL,
OCYILECTBIIATH KOHTPOJIb
000py/I0BaHusl IOCIIE €ro
peMoHTa.

OLeHKa «OTIHYHOY - TEXHHYECKOE 3aJaHNe
[POAHAIU3UPOBAHO, aITOPUTM Pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3a/laHUIO0 ¥ 0 OpMIIEH
B COOTBETCTBUU CO CTaHAAPTaAMHU, IMOACHCHBI €I'0
OCHOBHBIE CTPYKTYPBHI.

OI11eHKa «XOPOLIO0Y» -aJTOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBHH CO CTAHAAPTAMHU H
COOTBETCTBYET 3a/IaHHUIO, TIOICHEHBI €r0 OCHOBHBIC
CTPYKTYpBL

OueHKa «y/I0BJI€TBOPUTEIBHOY» - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHUIO.

Dk3amMen/3auer B popme
cobeceloBaHus:
MPaKTHYECKOE 3a]aHue
IO TIOCTPOEHHUIO
QJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHHCM.
3armra OTYETOB 110
MPAaKTUIECKUM paboTaMm.

1IK 3.6. BBIOTHATE 3aMeHy
PacXoHBIX MaTEpUalIoB U
MEJIKUH PEMOHT
nepudepuitHoro o0opyaoBaHus,
OIIPEJIECTIATh yCTapeBIlee
000pyI0BaHNE U IPOrpaMMHBIE
CpENCTBA CETEBOU

HHPPACTPYKTYPHI.

OueHKa «OTIHYHOY - TEXHHUYECKOE 3aJaHue
IPOAHAIU3UPOBAHO, aITOPUTM Pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3alaHUI0 ¥ O OpMIICH
B COOTBETCTBUH CO CTaHAAPTaMH, IIOSCHEHEI €T0
OCHOBHBIE CTPYKTYPHI.

Or11eHKa «XOPOLIO0Y» -aJTOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBHH CO CTAHAAPTAMH H
COOTBETCTBYET 3a/IaHHUIO, TIOSICHEHBI €T0 OCHOBHBIC
CTPYKTYpBL

OLeHKa «y/I0BJIE€TBOPUTEIBHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 33JaHHMIO.

Ok3amMen/3auer B popme
cobeceoBaHus:
MPaKTUYECKOE 3alaHue
TI0 TOCTPOCHUIO
QJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHHEM.
3armra OT4YETOB 110
MPAaKTUIECKAM padoTaMm.

OK 01. Berbupatb cioco6st
pelieHus 3a1a4y
podeCcCHOHATHHON
JeATENEHOCTH, IIPUMEHUTEIIBHO
K Pa3JINYHBIM KOHTEKCTaM.

— 000CHOBaHHOCTB TIOCTAHOBKH IIEJIH, BEIOOpa H
MIPUMEHEHHS] METO/IOB U CIIOCOOO0B PEIICHUS
podeCCHOHANBHBIX 3a/1a4;

- aJleKBaTHAsI OLIEHKA M CAMOOIIEHKa Y(PPEKTUBHOCTH
¥ KauecTBa BBITIOIHEHUS MPO(eCCHOHANTBHBIX 33124

WnTepnperanyst
pE3yJIbTaTOB
HaOIIOAEHN 3a
JIEATEIHOCTHIO
oOyuaromierocs B
MpoILecce OCBOCHHUS
00pa3oBaTenpHON
MPOrPaMMBL.
DKCIIepTHOE
HaOJTI0ZICHNE U OIIEHKa
Ha MPAaKTHYECKUX
3aHATHSAX.

26




OK 02.Ocy1ecTBisITh MOUCK,
aHaJIM3 U MHTEPIIPETALNIO
nH}opManuy, HeoOXOTUMOM
JUTSL BBITIOJTHEH WS 33124
podeCCHOHATHHOM
JeSTEITLHOCTH.

- UCMIOJIb30BAHUC PA3JIMYHBIX UCTOYHUKOB, BKJIIOYas
QJICKTPOHHBIC PECYPChI, MEAUAPCCYPCHI,
I/IHTepHeT-pecprLI, NEPUOANICCKNEC U3JJAHUS TTO
CIICHHUAJIBHOCTH I pCIICHU HpO(i)eCCI/IOHaJ'IBHBIX
3aga4

OK 03. IInanupoBats u
peanu3oBbIBaTh COOCTBEHHOE
po¢hecCHOHAIBHOE U
JIMYHOCTHOE pa3BUTHE.

- IEMOHCTpAIHs OTBETCTBEHHOCTH 32 TIPUHSTHIC
pelIeHus

- 000CHOBaHHOCTh CaMOaHAJIN3a U KOPPEKIUS
pe3yabTaToOB COOCTBEHHOM PaOOTHI.

OK 04. PaboTtaTh B KOJUIEKTHBE
u xomaHje, 3pdexTuBHO
B3aMMOJICHCTBOBATH C
KOJUIEraMH, PyKOBOJICTBOM,
KJIMEHTaMH.

- B3aUMOJIeHCTBHE ¢ 00y4arOUMUCH,
npernoiaBaTeIsiMU U MacTepaMu B XoJie 00y4YeHUs], C
PYKOBOIUTENSIMHU y4eOHOM U IPOU3BOJCTBEHHON
MPAKTHUK;

- 000CHOBAaHHOCTb aHAIM3a PaOOTHI YWIEHOB KOMaH/bI
(TIOMYMHEHHBIX).

OK 05. Ocy1iecTBIATh yCTHYIO
U MUCbMEHHYI0 KOMMYHUKAIIUIO
Ha TOCYJIapPCTBEHHOM SI3BIKE C
y4eTOM 0COOCHHOCTEH
COLMAJIEHOTO U KYJIBTYPHOI'O
KOHTEKCTa.

-IPaMOTHOCTh YCTHOM U IIMCbMEHHOM peuH,
- SICHOCTh (h)OPMYJIMPOBAHUS U U3JIOKEHUS MBICIIEH

OK 06. IlposiBnsaTh
IPakJaHCKO-NIATPUOTHIECKYIO
TIO3HUIIHIO, IEMOHCTPUPOBATH
O0CO3HAHHOE IIOBEAEHUE Ha
OCHOBE O0II[EYETOBEYECKUX
IIEHHOCTEMN.

- coOmoAeHre HOPM TIOBEICHHUS BO BpeMs y4eOHbIX
3aHATHH M POXOKACHHS y4eOHOH 1
IIPOM3BOACTBEHHOM NPAKTUK,

OK 07. CogeiictBoBaTh
COXPAHEHMIO OKPYKAOLIEH
cpenbl, pecypcocOepekeHHIo,
3¢ PEeKTUBHO ENiCTBOBATH B
Ype3BbIYAWHBIX CUTYalUsX.

- 3¢ deKTUBHOCTH BhINIONHEHUs npaBuil Th Bo Bpemst
yueOHBIX 3aHATHI, TIPU MPOXOKICHUN yIeOHOH U
IPOM3BOJICTBEHHOH MIPAKTHK;

- 3HaHHE U UCIIOJIB30BaHUE PecypcocOeperaronmx
TEXHOJIOTHI B 00JIaCTH TEJIEKOMM yHHKAIHH

OK 08. Mcnonp3oBaTh cpencTsa
(bU3MYECKON KYIBTYpBI IS
COXpaHEHHs M YKPeIUICHUs
3[I0pOBBSI B TIpOLIECcCe
npodeccCHOHANBEHOMN
JeATENFHOCTH U MOAJIepIKaHUe
HE00XOIUMOT0 YPOBHS
(uznIecKon
TIOATOTOBJICHHOCTH.

- 3¢ }EKTUBHO UCTIONH30BATh CPEICTBA (HU3UUECKOM
KYABTYPBI ISl COXpPAaHEHHS H YKPEIUICHHS 37I0POBbS
B Tporiecce MpodecCHOHaNbHO AeSTeTbHOCTH 1
MozIepKaHNe HE0OXOIUMOT0 YPOBHS (PH3HIECKOH
MIOATOTOBJIEHHOCTH.

OK 09. Ucnonb3oBaTh
UH(OPMAIMOHHBIE TEXHOJIOTUH
B IpodecCHOHATBHOM
JeSTENEHOCTH.

- 3(ppeKTHBHOCTH MCIIOTH30BAHMUS
HHOOPMAIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOT Hil
B IpO(eCCHOHATBHOM e TeNFHOCTH COTJIACHO
(bopMHUPYEMBIM YMEHUSM H TIOJy4aeMOMY
MIPAaKTHYECKOMY OIIBITY.

OK 10. ITomp30BatbCs
podeCCHOHATHHOM
JIOKYMEHTaluel Ha
TOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- 3(ppekTHBHOCTH HCTIONTH30BAaHNUS B
po¢eCCHOHATBFHOMN EATETFHOCTH HEOOXOTUMOH
TEXHUYECKOMN IOKYyMEHTAllMK, B TOM YHUCIIE Ha
AHTJIMIACKOM SI3BIKE.
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OK.11. IInanupoBaTh - 3¢(eKTUBHO TUTAHUPOBATH NPEANPUHAMATEIBCKYIO
MIPEAIPUHIMATENIBCKYIO JIeATENFHOCTD B MMPO(eCcCHOHANBHOH chepe npH
JIeSITEIbHOCTD B MIPOBEZICHUH PabOT 10 KOHCTPYHUPOBAHHIO CETEBOM
npodeccronansHol chepe HHPPaACTPYKTYPHI

7.3 OueHovHbIe CpeaCcTBA AJIA NMPOBEACHUA TeKylleld aTTecTallu

Texymuii KOHTPOJIb MOKET IPOBOJUTHCS B hopMe:

— (pOHTAIBHBINA ONPOC — MHIMBUTyaJIbHBIN YCTHBIN OIIPOC
— IUCbMEHHBIA KOHTPOJIb

— TECTUPOBAHNUE 10 TEOPETUYECKOMY MaTepHaiLy

— IpaKTHYecKasi paboTa — MOJArOTOBKA OTYETA,

— 3aIllATA BBIIOJIHEHHOTO 3a/I1aHMUS,

— pa3paboTka mpoOiemMbl Kypca (CooOIIeHue).

B IIpumepst
dopmMma aTTe- JIAACHUsA JInunble KayecTBa
P 3Hanua Ymennus OLCHOTHBIX
cTanuu (HaBBIKH) CTyJAeHTa CpecTB
YcerHbIN Kontpons 3Hanuii mo| Ounenka  ymenusi, OueHka HaBbIKoB| OIleHKa croco0- KoHTposbHbIe
(TIMCBMEHHBIN)  |OMpPeACTICHHBIM [pa3uyaTh KOH-pa0OThl C JIUTEpPa-HOCTH ONEPATUBHO HBOMPOCHI IO Te-
ormpoc Mo TeMaM  [pobiieMam KpPETHBIC IOHATHA  [TYPHBIMU HUCTOY-KAUECTBEHHO MaM
HUKaMH OTBEYaTh Ha  MO-IPUIAraroTCs
CTaBJICHHBIE BO-
[IPOCHI

[Ipaktuyeckue | Konrtpons snanus] Ouenka  ymenwsii Onenka HaBbikoB| Omenka — croco0-| Tembl  paboT
(;1abopaTopHbIe) [TEOPETUUECKHX OCHOB’pa6OTaTL C  CO-paboOTBl € TEXHH-HOCTH OIEPATHBHO HIIPUIIATAIOTCS
B

[padoThI MH(POPMATHKH HBpEMEHHOMN KOM-YECKUMHU CPEACT-KAYECTBEHHO PCIIATh
MH(POPMAILHOHHBIX MBIOTEPHON T€X-[BaMH uHhopMa-TIOCTaBICHHBIE Ha
[TEXHOJIOTHH, HUKOW,  HCIOJIb30-TU3all1H, Cceu-{lIPaKTHIECKUX
BO3MOJKHOCTEN HBaTb BO3MOXXHOCTHAJIbHBIMU npo-pa60TaX 3aa4in Y
MPUHIAIIOB HUC-BEIYHUCIUTEIHHON rpaMMHBIMU ApryMEHTHPOBATH
TIIOJIb30BAHUS CO-TeXHUKHU HCPENCTBAMHA [PE3YJIbTAThI
IBPEMEHHON KOMIIb-| [IPOrpaMMHOIO
FOTEPHON TeXHUKH. oOecriedeHuss  MpU

[PELLICHUN  TPaKTH-
MECKUX 3a/ad.

Tecruposanue | Konmrpons smammii mo| Onenka  ymenms Omenka HapbikoB| OmeHka — croco6- Bompockr

OIpEeAEIICHHBIM [pa3Iu4aTh KOH-JIOTHYECKOT0  aHA-HOCTH OIEPATUBHO HIPHIIATAIOTCS
mpoGyiemam KpETHBIE ITOHATUS  [IM3a W CHUHTE3a NPHUKAYECTBEHHO

COIIOCTABJICHUH OTBEUaTb Ha  IIO-

KOHKPETHBIX CTaBIICHHbIE BO-|

[MOHSTUNA [IPOCHI

Ipumepul 3a0a4 u 60npocos Oisi MmeKyuje2o KOHMpOJisi.

1. TepmunOIOTHS B 0067aCTH 6€30MACHOCTH UH(DOPMAIIMOHHBIX CETEH.

2. MeTonos0rust MOCTpoeHUs 6e30MacHbIX MH(POPMALIMOHHBIX CETEH.

3. TunoBele MoOAENM aTak, HaNpaBJIEHHbIE HA NPEOAOJEHUE  3aIIUTHI
MH(POPMAIIMOHHBIX CHCTEM, YCJIOBHUS WX OCYLIECTBUMOCTH, BO3MOKHBIE IOCIEACTBHA,
CHOCOOBI TPEOTBPAIICHUSI.

4. Onmcatp poiib YeIOBEYECKOTo (hakTopa B obecredyeHn 0e30MacHOCTH CEeTEeH.

5 CdopmupoBaTh ¥ TPOU3BECTH HA3HAUEHUE pOJIEH  TMOJIB30BATEISIM
MH(POPMAIIMOHHON CUCTEMBI.

6. Onucarp Kiaccu(PpUKAIMIO KOMIBIOTEPHBIX BUPYCOB.
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7. IlepeunciiuTh OCHOBHBIE 3aKOHOAATENbHBIE TOKYMEHTHI B 00J1aCTH O0ecTIeueHus
0€30MacCHOCTH XpaHEHHsI U 00pabOTKN MH(POPMALIUH.

Ilpumepovr mecmoswvix 3a0anuii:

1. Wudopmanus, AOCTyn K KOTOPOM OIrpaHUYMBAETCS B COOTBETCTBUHU C
3aKoHOIaTenbCcTBOM Poccuiickoit denepanuu U MpeACTaBIsSET COOOW KOMMEPUECKYIO,
CITY>K€OHYIO WU JTUYHYIO TallHBI, OXpaHsIoecs e€ BiIaJeNblieM, Ha3bIBACTCA

A) xoH(UACHITHATHHOMN

b) nocrynnoit

B) nenoctHoi

I') Bce BapuaHThI BEpHBI

2. Habop mpaBui, KOTOpbIE periaMeHTUPYIOT (YHKIMOHHUPOBAHUE MEXaHU3Ma
MH(OPMAIIMOHHOM 0€30MaCHOCTH Ha3bIBAIOTCS

A) nonuTUKOM

b) unentudukanueit

B) koH(ueHIIManbHOCTHIO

I') Bce BapuaHThI BEpHBI

3. ®opmupoBanue mpodmias mpaB ST KOHKPETHOIO YYacTHHKA IIpoliecca
MH(POPMAIIMOHHOTO 0OMEHA, Ha3bIBACTCS

A) aBTOpH3aLKEH

b) unentudukanueit

B) ayrentudukamnueit

') Bce BapuaHTHI BEPHBI

4. YcrpoiicTBa KOHTPOJIS JAOCTYyNa U3 OJHOM MHGOPMAlMOHHOW cpefibl B IPYTYIO
PEIOCTABIISIIOT

A) MEXCETEBBIC IKPaHbI

b) antuBHupycHoe obecrieueHue

B) ckanepsi 6ezonacHocTH

I') Bce BapuaHThI BEpHBI

5. YerpoiicTBa npoBepkH KauecTBa GyHKIIMOHUPOBAHUS MOJIEIA O€30MaCHOCTH JIJIs
KOHKPETHOM MH(POPMAIIMOHHON CUCTEMBI 00€CTIeYNBaOT

A) ckaHepbl 6€30ITaCHOCTH

b) anTuBHpYyCHBIE IPOTPAMMBI

B) mexceteBble 3KpaHbl

I') Bce BapuaHThI BEpHBI

6. O0001mEHHOE Ha3BaHUE TEXHOJIOTHHM, MO3BOJISIONINX OOCCIIEYUTH OJHO HIIH
HECKOJIBKO CETEBBIX COSMHEHUN (JIOTHYECKYIO CETh) MOBEPX JIPYTrOil CETH — 3TO

A) Mozenb MexkceTeBoro BzaumozeicTeus OS|

b) BupryansHas yactHas cerb VPN

B) npotokon IPSEC

I') MexceTeBbIe SKpaHBbI
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7. CeTeBoil MPOTOKOJI ayTEHTU(UKAIIMHU, KOTOPBINA MpeIjiaraeT MEXaHU3M B3aUMHOM
ayTeHTU(HUKAMU KIMEHTa U cepBepa Mepe]] YCTAHOBICHUEM CBSI3U MEXI1Yy HUIMH — 3TO

A) mporokon Kerberos

b) nmporokon ARP

B) npotokon ICMP

I') mporokon POP3

7.4. OneHoYHbIE CPeCTBA VIS POBEICHUS NMPOMEKYTOYHON ATTeCTAlMU

[Tpumepst
®opma Y N oy— Bnanenue JIuuHble KayecTBa OLIEHOUHEIX
aTTecTaluu (HaBBIKH) CTyJIeHTa CpecTB
MTorosas aTrectaius
Ox3amer  |Kontponb 3HaHuAOLEHKa OrneHka HaBBIKOB(OIIEHKA CIOCOOHOCTHBOMPOCH! IpU-
0a30BBIX [YMCHHUS JIOPMYECKOr0  CO-TPAaMOTHO ¥ YETKOJIararoTcst
MOJIOXKEHUH BIOHMUMATh CIIe-[TOCTABICHHS yuu3naraTh Matepuan  [3ajauu
o0J1acTu aJMU-IUANIBHYIO Tep-xapakTepucThky |OLeHKa CHOCO6HOCTI/Ian/]nara}OTCﬂ
HUCTPUPOBAHHUS  [MHUHOJOTHIO. |0OBEKTOB rPAaMOTHO M YETKO
KOMITBIOTEPHBIX  [OICHKa OleHKa HAaBBIKOBHM3JIAararh XOJ pelle-
CHUCTEM [YMCHUA JTIOTHYECKOTr O HUs 3a1a4 B o0Jtacty
[perathb MBIILTCHUS IpUPKCIUTyaTaluy 00BEKA
[TUTIOBBIC peureHnn 3agady BTOB CETEBOH HH(Pa-
Baja4in Bobmactu 3Kcrya-[CTPYKTYPBI
o0macTr Talii  OOBEKTOB
OKCILTyaTallMM |cereBoil  MH(Qpa-
oGLeKT?B CTPYKTYpBI
CETEBOI
nHbDa-

7.4.1 IllpuMepHBIe BONPOCHI 1JIS1 POBEACHUS MPOMEKYTOYHOI aTTeCcTAlUN

. [lonsiTHe HaIIMOHATBHOM 0€30MaCHOCTH.
. HatinonanbHble MHTEpECH B MTHPOPMAIIMOHHOH cdepe.
. Ucrounuku u copepxaHue yrpo3 B UHPOpMAIIMOHHOM cdepe.
. CoBpeMeHHbIE yIpo3bl CETEBON OE30MaCHOCTH.
. bezonacHocTs cereBrIx ycrpoiict OSI.
. Obecnieuenre 6€30MaCHOCTH MOJIB30BATEIBCKUX KOMIIBIOTEPOB.
. IPS Texnonorum.
. Texnonorust 6panamayspa.
. OCHOBHBIE MOHATHUS KPUNITOTpaPUIECKON 3aIUTH HHPOPMAIUH.
10. CuMMeTpHUYHBIE KPUIITOCUCTEMBI ITU(POBAHMUSL.
11. AcummeTprUYHBbIE KPUTITOCHCTEMBI IIH(PPOBAHMUS.
12. DnextpoHHas nudpoBasi HOAMUCH U GYHKITUS XIIIUPOBAHUS.
13. Ayrentudukaius, aBTopu3anus U aIMUIHUCTPUPOBAHUE TICHCTBHIA
MOJIb30BaTEIIEH.
14. KoHuenius nocTpoeHust BUPTyalIbHbIX 3amuuieHHbIx cerel VPN.
15. TIpoTokos! OpMUPOBAHMS 3ALTUIIICHHBIX KaHAJIOB HAa KAHAIIBHOM F CEAaHCOBOM
YPOBHSIX.
16. TexHOIOrMM 3aLIUTHI B OECIIPOBOJIHBIX CETSIX.
17. TIporokon Kerberos.
18. Texnonoruu oOHapy>KEHUs aTak.

O 0 NO U1k W —
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19. KomnbrorepHble BUPYCHI U IPOOJIEMbI AHTUBUPYCHOW 3aILIUTHI.
20. AHTUBUPYCHBIE IPOTPAMMBI U KOMILUIEKCHI.
21. YmpaBnenue 0€30MacHO# CETHIO.

7.4.2 TlpumepHble 3a1a4M JJIsl IPOBeeHUs] MTPOMEKYTOUYHONH aTTeCTAIUH

1. IIlpogeMoHCTpUPOBATH UCIIOJIb30BaHKE BCTPpOeHHBIX cpeacTB OC miisa obecrnieye-
HUs1 0€30MaCHOCTH.

2. [IpoaeMOHCTpHUPOBATH MPOLECC YCTAHOBKU U HACTPOMKHU MTPOTPAMMHBIX CPEACTB
3amuThl (TPOrpaMMHBIE IPOKCU-CEPBEPHI, TUATHOCTUUECKUE MTPOTPAMMBI U T.I1.).

4. IIpoaeMOHCTPUPOBATH YIIPABICHUE MOJIB30BATEISIMHA U UX TIpaBaMH J0CTyIa B
OC Windows.

5. IlpogeMOHCTpHPOBATh MCITOJIb30BaHKe nmporpaMmel Ethereal aims ananuza

ceTeBoro Tpaduxa.
6. IIpoBecTr aHaIM3 ypOBHS 0€30MacHOCTH 3amuThl AaHHBIX B OC Windows.
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8 JOINOJIHUTEJBbHOE OBECHHEYEHUE JVCHUIIVIMHBI

Kpunrorpadguyeckas 3amura 1anubix. Kpunrorpadguyeckue cucreMsl.

Hayka, 3aHumMaromiasics BompocamMu Oe3onmacHOM cBsi3u  (T.e.  MOCPEICTBOM
3aIu(ppoBaHHBIX COOOIICHUN Has3biBaeTcst Kpunmonoeueti (Kryptos — Taitabiii, logos —
HayKa). Omna B CBOIO oyepenpb paznensercs Ha 1Ba
HaIPaBJICHUS KPUNMO2papuio 1 KpUNmoaHaius.

Kpunmoepagus —nayka o co3laHuu O€30MacHBIX METOJOB CBSI3H, O CO3JaHUU
CTOMKHX (YCTOWYHMBBIX K B3JoMy) mu(ppoB. OHa 3aHUMAETCS TMOMCKOM MaTeMaTHYEeCKHX
METO/I0B MTpeoOpa3oBaHus HHPOPMALUK.

Kpunmoananus — nanHplii pa3jesl MOCBSLIEH MCCIEAOBAHUIO BO3MOKHOCTH UTEHUS
cooOmieHnii 0e3 3HaHUS KIIOYeH, T. €. CBSi3aHa HEMOCPEJICTBEHHO CO B3JIOMOM HIM(POB.
Jlrogu, 3aHUMarolMecss KPUNTOAHAIM30M UM HCCIEAOBAHMEM IIH(POB HA3bIBAIOTCA
KPUNmMoaHaiumuKamu.

LTughp — cOBOKYITHOCTH 0OpPaTUMBIX MPeoOpa30BaHMT MHOYKECTBA OTKPHITHIX TEKCTOB
(T.e. UCXOAHOTO COOOIIEHMS]) HA MHOKECTBO 3alIM(PPOBAHHBIX TEKCTOB, MPOBOJUMBIX C
1enblo ux 3auuThl. KOHKpeTHbIM BUJ mpeoOpa3oBaHus ONpeenseTcs ¢ MOMOIIbI0 KIloya
mUQppPOBAHUS.

Kpunmoepaguueckass  cucmema — cemelcTBO  mpeoOpa3oBaHuil muppa
COBOKYITHOCTh KJItouel (T.e. anropuTt™m + kioun). Camo mo cebe onmucaHue airoputMa He
ABJISIETCSI KpUNITOCUCTEMOM. TONBKO JOMOJIHEHHOE CXEMaMU paclpeesieHus] U YIpaBICHUS
KJII0YaMH OHO CTaHOBUTCS cucteMoil. Ilpumepst anroputmoB — omnucanus DES,
I'OCT28.147-89. JlomonHEHHbIE aNTOPUTMaMH BBIPAOOTKM KJIIOUEH MpEeBpaIlaloTCcs B
KpuntocucuteMbl. Kak npaBuiio, onucanue aropuTMa muppoBaHus yke BKIOYAeT B ce0s
Bce HeoOxoaumble yacTh. Kpunrocuctembl MOTYT oOecrnieunBaTh HE TOJIBKO CEKPETHOCTb
nepefaBaeMbIX COOOLIEHUH, HO M MX AayTeHTHUYHOCTh (MOIJIMHHOCTH), a TakKke
MOJITBEP K ICHUE TIOITTMHHOCTHU TOJIb30BaTElIs.

CoBpeMeHHbIE KPUTITOCUCTEMBI JENATCS Ha CHMMETPUYHbIE U aCHMMETPUYHBIE.

Cummempuunvie  Kpunmocucmemvl (¢ CEKpemHbIM — KIIO4OM)  — JaHHbBIC
KPUNTOCUCTEMBI TOCTPOEHHI HAa OCHOBE COXpaHEHUA B TailHe Kio4ya MIUGPOBAHHUSL.
[Ipouecch 3amuppoBeIBaHus U paciIupOBBIBAHUS UCIONIB3YIOT OJMH U TOT K€ KIIOY.
CekpeTHOCTh KItOua siBisieTcss mocTtyidatoM. OcCHOBHasi mpoOiieMa TpU TPUMEHEHUU
CUMMETPUYHBIX KPUNTOCHUCTEM I CBSI3U 3aKIIOYAETCS B CIOXKHOCTU TeEpenadyn oO0ouM
CTOpOHAM CeKpeTHoro kioya. OJHaKo JaHHBIE CHCTEMBl OOJIAJal0T  BBICOKUM
ObICcTpoAeiicTBHEM. PackppiTHe KITI0Ya 37I0YMBIIIJIEHHUKOM TPO3UT PACKPHITHUEM TOJIBKO TOM
uHpopmanmu, 4To ObUTa 3amudpoBaHa Ha ATOM Kirode. AMepukaHckuil u Poccubickwii
cranaaptsl mudpoBanus DES u TOCT28.147-89, kanaunatel Ha AES — Bce 3TH anropuTMbl
SBIISIIOTCS IPEJCTABUTEISIMU CUMMETPUYHBIX KPUIITOCUCTEM.

Acummempuunvle kpunmocucmemvl (cucmemvl OMKPbIMO20 WUUPPOBAHUL) — CMBICIT
JAHHBIX KPUOTOCHUCTEM COCTOMT B TOM, 4YTO Ui 3amddpoBaHus M pacmu(poBaHUs
UCHOJB3YIOTCS pa3Hble npeoOpa3oBanusa. OAHO M3 HUX — 3alIM(pPOBAHUE — SIBISETCS
abCOIIOTHO OTKPBITHIM Ui BcexX. Jlpyroe xe — pacmu@poBaHHe — OCTACTCS CEKPETHBIM.
Takum o0pazom, 000, KTO XO0YeT 4YTO-TH00 3amudpoBaTh, MOJIB3YETCS OTKPBHITHIM
npeoOpa3oBaHHUEM.
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Ho pacmmdpoBare u mpoyuTaTh 3TO CMOXKET JIMIIL TOT, KTO BJIaJIe€ CEKPETHBIM
npeoOpazoBanreM. B HacTOSIINIE MOMEHT BO MHOTHX aCHMMETPUIHBIX KPUTITOCHCTEMAX BHU/T
mpeoOpa3oBaHus ONMpEaesIeTcs: KIo4oM. T.e y moiap30BaTens eCTh Ba KIIf04a — CEKPETHBIHI
U OTKPBITHIA. OTKPBITHIA KITIOY MyOIHKYeTCS B OOMIEAOCTYITHOM MECTe, W KaKIbId, KTO
3aX0YeT IOCJIaTh COOOIIEHUE ATOMY IOJI30BATEII0 — 3aIIH(PPOBBIBAET TEKCT OTKPBHITHIM
KIIt0uoM. PactmmdpoBaTh CMOKET TOJIBKO YITOMSHYTBIN ITOTH30BATENH C CEKPETHBIM KITFOYOM.
Takxum oOpa3om, mponaaaer mpodiaeMa rnmepeayr CeKpeTHOTO Kirtoua (Kak Y CHMMETPHYHBIX
cuctem). OTHaKO, HECMOTPSI HA BCE CBOM MTPEUMYIIECTBA, ITH KPUIITOCHCTEMBI JOCTATOYHO
TPYJOEMKH W MeUIUTEIbHBL. CTONKOCTh aCHMMETPUYHBIX KPUIITOCHCTEM Oa3upyercs, B
OCHOBHOM, Ha aJTOPUTMHYCCKON TPYTHOCTH PEIIUTh 32 NMPHUEMIIEMOE BPEMS KaKyrO-JIN0O
3amaqy. Ecin  37M0yMBINUIEHHWKY — yJacTCs  MOCTPOUTh  TaKOH  aJlfOPUTM,  TO
JTMCKpEeUTHPOBaHa Oy/JeT BCS CHCTEMa M BCE COOOIICHHMS, 3aln(PpOBaHHBIC C ITOMOIIBIO
ATOW CHUCTEMBbI. B 3TOM COCTOMT TJIaBHAs OMACHOCTh ACUMMETPHYHBIX KPUIITOCHCTEM B
oTnuyre OT cuMMeTpuuHbIX. OJHO W3 OCHOBHBIX TIpaBWJI Kpunrtorpaguu (eciu
paccMaTpuBaTh €€ KOMMEpPYECKOEe NPHMEHEHHE, T.K. Ha TOCYJapCTBEHHOM YPOBHE BCE
HECKOJIbKO HMHA4Ye€) MOXKHO BBIPa3UTh CIEAYIONIMM 00pa3oM: 8310M wugpa ¢ yenvio
npouecms 3aKpblmy UHGOPMayuto 00JIHCeH 0OOUMUCH 310YMbIULIEHHUK) 20pa300 00podice,
uem dma uHgopmayusi Cmoum Ha camom oere.

TaliHOIHKCHE.

TaltHONIMChIO HA3BIBAOTCS IPHEMBI, C TIOMOIIIBIO KOTOPBIX COJICPYKAaHUE HATMCAHHOTO
CKPBIBAJIOCH OT T€X, KTO HE JI0JKEH ObUT MPOYUTATH TEKCT.

Haumnnas ¢ cambIx JApeBHUX BpPEMEH, Y€IOBEUECTBO OOMEHHBAJIOCh HMH(pOpMaIueH,
oTchUIas APYT Npyry OyMaxkHeie nuchbma. B JIpesnem Benrkom HoBropoae Heo6xoaumo 0611
CBOpayMBaTh CBOM OEpECTSHBIE TPAMOTHI CIOBAMU HApyXy — TOJbKO TaKUM OOpa3oM OHHU
MOTJIM TIEPEBO3UTHCS M XPAHUThCS, B NPOTUBHOM ClIydae OHHU pa3BOPAuYMBAIIUCH
CaMOTIPOM3BOJIBHO H3-32 W3MEHEHHs YPOBHA BJIAKHOCTH. ITO OBUIO IMOXO0XE Ha
COBPEMEHHBIE MMOYTOBBIE KApTOYKH, B KOTOPBIX TEKCT, KaK M3BECTHO, TAKXKE OTKPHIT IS
Yy>KUX B30POB.

Tounsix gar u aOCONIOTHO OECCHOPHBIX JAHHBIX O TaWHOMUCH B JPEBHOCTH
COXPaHWJIOCh OYEHb M OYEHb MaJIo, IO3TOMY Ha HaIlleM caiiTe MHOTHE (DaKThl IPEICTaBICHBI
NyTeM XyJIO0XKeCTBEHHOro aHanmm3a. OpjHako, BMecTe C U300peTeHHueM IMH(pPOB
CYILIECTBOBAJIH, PA3yMEETCs, U CIIOCOOBI COKPBITUS TEKCTa OT MOCTOPOHHUX TJ1a3. B npeBHei
['pertuu, x mpumMepy, I TOTO KaK-TO pa3 oOpwiI padba, HaHECIM HAJIKICh Ha €ro TOJIOBE, U,
MOCJIe TOTO KaK BOJIOCHI OTPOCIH, OTIIPABUIIM C TIOPYUEHUEM K aJpecary.

[udpoBanue — cnocod mpeoOpa3oBaHKMS OTKPBHITOM WH(OpPMAlUM B 3aKpPHITYIO U
obparHo. [Ipumensiercs: sl XpaHeHUs Ba)xXHOW MH(POpPMAIMU B HEHAAEKHBIX HCTOYHHKAX
uiu mepedadn e€ mo He3amumEéHHbIM KaHajmaM cBs3u. CormacHo ['OCT 28147-89,
mudpoBaHKe MOAPA3IEISIETCS Ha MpoIiece 3amu(poBbIBaHUS U paciiu(ppoBLIBaHUS.

Creranorpadus (OT rped. CKpHITHIA U TPeY. MUIY, OYKBAJIBHO «TaHOIMHUCH») — 3TO
HayKa O CKpBITOW mepenade MHPOpMAIMU MYTEM COXpaHEHUS B TaiflHe camoro ¢akra
nepenayu.

B ornmuume ot kpunrtorpaduu, KOTOpas CKpPBIBAET COACPKUMOE CEKPETHOTO
cooOmieHus, creranorpagusi CKpsIBaeT caMo ero cymectBoBanue. CreraHorpaduo 0ObIYHO
HCIOJIB3YIOT COBMECTHO C METOJaMH KpHUNTOrpaduu, TaKuM 00pa3oM, JOTOJHSS e€.

OcCHOBHBIE TPUHITUITBI KOMITBIOTEPHOU cTeraHOTpaguu ¥ 00JIacTH e€ TPUMEHECHUS
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K. IllenHHOH nmanm Ham OOIIYyI0 TEOpPHIO TAaWHOMMCH, KOTOpas sBIsIeTCs 0aznucom
creraHorpaduu Kak Hayku. B cOBpeMEHHOIl KOMIBIOTEPHOW cTeraHorpaduu CyiecTByeT
JIBa OCHOBHBIX TUIIA (haijIoB: cooOLIeHne— (ailll, KOTOPBIM NpeqHa3HAUYEH JUIsl CKPBITUS, U
KOHTEeWHep—(]ailsl, KOTOPBIA MOXKET ObITh HCTIOJIb30BAH AJI CKPBITUS B HEM cooOtieHus. [Ipu
9TOM KOHTEHHephl ObIBalOT ABYX TUIOB. KoHTeiHep—opurunain (niam “Ilyctoil” KoHTelHep)
— 3TO KOHTEHHEp, KOTOPbI HE COAECPKHUT CKpbITOW MHpopmanuu. Konreiinep—pe3ynabrart
(wu  “3amoHEHHBIA” KOHTEHWHEpP) — HSTO KOHTEWHEp, KOTOPBIM COACPKUT CKPBHITYIO
unpopmanuro. Ilog KIOYOM TMOHUMAETCS CEKPETHBIM AJIEMEHT, KOTOPBIM OmpeaesseT
MOPAJIOK 3aHECEHUsI COOOIIEHHS B KOHTEIHEp.

OCHOBHBIMHU MOJOKEHUSIMU COBPEMEHHON KOMITbIOTEPHOM cTeraHorpaduu siBIsroTCs
CIIEIyIOLIHE:

1. MeTonbl CKpbITUS AOTKHBI 00eCrieunBaTh ayTEeHTUYHOCTh U LIEJI0CTHOCTD (paiina.

2. [Ilpenmomaraercs, 4YTO MPOTUBHUKY IIOJHOCTBIO HW3BECTHBI BO3MOXKHBIC
creraHorpauuecKkiue METO/IbI.

3. be3onacHOCTb METOJIOB OCHOBBIBAETCSI Ha COXPAHEHHMM CTETaHOTpapUUeCKUM
npeoOpa3oBaHEM OCHOBHBIX CBOMCTB OTKPBITO MepeaaBaeMoro (aiisia mpu BHECEHUH B HETO
CEKPETHOr'0 COOOIICHHSI 1 HEKOTOPOW HEM3BECTHOM MPOTUBHUKY MH(OPMAIIMK — KITIOYA.

4. Jlaxe ecnu (GakT CKpBITHS COOOIIEHUS CTal M3BECTEH IPOTMBHUKY 4Yepes
COOOIIHMKA, W3BJICYEHHE CAMOIO CEKPETHOIO COOOIICHHS MPEJICTABISET CIOXKHYIO
BBIYUCIIUTENBHYIO 33/1a4y.

B cBsi3u ¢ Bo3pacTaHueM posid riao0albHBIX KOMIBIOTEPHBIX CETEl CTAaHOBUTCS BCE
0oree BaXXHBIM 3HaueHHE creraHorpadguu. AHanM3 HHPOPMALUOHHBIX HCTOYHUKOB
KOMIIBIOTEpHOM ceTu Internet mMmo3BoJsisieT BAENaTh BBIBOJA, YTO B HACTOSIIEE BpEMs
cTeraHorpa)uyeckue CHUCTEMbl AaKTUBHO HCIOJB3YIOTCS JJIsi PEIICHUS CIIECTYIOIINUX
OCHOBHBIX 3a/1a4:

1. 3amuTa KOHGUACHIMATBEHON HHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA;

2. IlpeononeHue cucTeM MOHUTOPUHTA U YIIPABJICHUS CETEBBIMU PECYPCAMH;

3. KamydaupoBaHus mporpaMMHOT0 00ECTICUCHUS;

4. 3ammMra aBTOPCKOrO TMpaBa Ha HEKOTOpPble BBl  HMHTEJUIEKTYaJbHOM

COOCTBEHHOCTH.

Kpunrorpapuyeckass cToikocTh (MM  KPUOTOCTOMKOCTh) —  CIOCOOHOCTH
KpUNITOrpauuecKoro ajJropuTMa mpoOTUBOCTOSITH BO3MOXKHBIM aTakaM Ha HEro. ATaKkyroIiue
KpunTorpadu4eckuil alropuTM HCIOIb3YIOT METOIbI KpunToanaiu3a. CTOUKUM CUUTAETCS
QITOPUTM, KOTOPBIA JUIsl YCHENIHOW aTaku TpeOyeT OT MPOTHUBHUKA HEIOCTHUKUMBIX
BBIYUCIUTENBHBIX PECYPCOB, HEIOCTIKUMOTO O0OBEMA MEPEeXBAUYEHHBIX OTKPBITHIX U
3amu(poBaHHBIX COOOIICHUI MIIH YK€ TAKOTO BPEMEHHU PACKPBITHS, YTO MO €r0 UCTEYCHHUIO
3amuieHHas nHpopMalus OyIeT yKe He akTyaiabHa, U T. /]

Tunel KPUNTOCTOWKHUX CUCTEM IMHUPPOBAHUS.

AOGCOMIOTHO CTOMKHE CcHCTeMbl. JloKa3aTeslbCTBO CYIIECTBOBAHUS aOCOIIOTHO
CTOMKHUX aJrOpuTMOB HIM(ppoBaHus 66U10 BeionHeHO Kitogom [lleHHOHOM 1 01myOIMKOBaHO
B pabore «Teopus cBSi3M B CEKPETHBIX cHCTEMax». TaM e ompeaeseHbl TpeOOBaHMS K
TaKoro poJa CUCTEMaM:

e KJIIOY T€HEPUPYETCA Ul KaXKIOro COOOMICHHS (KaXK bl KITI0Y UCTIOIB3YETCs OJIMH
pas)

e KIIOY CTAaTHUCTHYECKH HAAEKEH (TO €CTh BEPOSTHOCTH IOSBICHUS Ka)XJ0ro M3
BO3MOJKHBIX CUMBOJIOB PaBHBI, CUMBOJIbI B KJIIFOUEBOM MOCIEA0BATEIbHOCTH HE3aBUCUMBI U
CIIy4aiiHbl)
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e JUIMHA KITFOYA PaBHA WM OOJIBIIE TMHBI COOOIICHHUS

e HUCXOJHBIA (OTKPBITBHIA) TEKCT 00JaJa€T HEKOTOPOH HM30BITOUYHOCTHIO (SABIISIETCS
KPUTEPUEM OIICHKH MPaBUIBHOCTH PACIIU(POBKH)

CTOUKOCTh 3THX CHCTEM HE 3aBUCHUT OT TOTO, KAKUMHU BBIYHMCIUTEIHHBIMU
BO3MOXXHOCTSIMH ~ 00JaaeT KPUNTOAHATUTUK. [IpakTHdeckoe TIpUMEHEHHWE CHCTEM,
YAOBJIIETBOPSIIOIIMX TPEOOBAHUSAM a0COTIOTHON CTOHMKOCTH, OTPAaHHYEHO COOOPAKECHUSIMU
CTOMMOCTH M YJ00CTBa MOJIb30BAHMUSL.

Hekoroppimu  ananmutukamu  ytBepxkaaercs, uro lludpp Bepnama siBnsercs
OJTHOBPEMEHHO  a0COJIIOTHO  KPUNTOrpau4ecKh  CTOMKUM W K  TOMY K€
€IMHCTBCHHBIM MTU(GPOM, KOTOPBIH YJOBIETBOPSIET 3TOMY YCIIOBHIO.

JlocTaTo4HO  CTOWKHE CHCTEMBl. B OCHOBHOM  MNPUMEHSIOTCS MPAKTHYECKU
CTOMKHUE WJIA BBIYUCIUTEIBLHO CTOMKHE CUCTEMBbL. CTOMKOCTh 3THUX CUCTEM 3aBUCHUT OT TOTO,
KaKUMHU BBIYUCITMTEILHBIMI BO3MOXKHOCTSIMH O0JIaJlacT KpHUNTOAHATHTHK. [IpakTrueckas
CTOMKOCTh TAKUX CUCTEM 0a3UPyETCsl Ha TCOPHH CIIOKHOCTH U OI[CHUBACTCS HCKITFOUUTEIHHO
Ha KaKOW-TO OINPE/ICTICHHBI MOMEHT BPEMEHM U MOCIEA0BATEIIHHO C ABYX MO3UIIMIA:

e BBIYHCIUTEBHAS CIIOXKHOCTH MTOJIHOTO Tiepedopa

e U3BCCTHBIC Ha JIAHHBIM MOMEHT CJa0OCTH (YS3BUMOCTH) W HMX BIIHMSHHE Ha
BBIYHMCIIUTEIBHYIO CIIOKHOCTD.

B kaxJI0oM KOHKPETHOM CJIy4ae MOTYT CYIICCTBOBATh JOIMOJHUTEIBHBIC KPUTEPUHU
OIIEHKU CTOMKOCTHU.

CHoXXHOCTh airopuT™Ma TMO3BOJISIET OLEHUTh, HACKOJBKO OBICTPO pacTeT ero
TPYJIOEMKOCTD C YBEJTMUEHUEM 00beMa BXOAHBIX JaHHBIX. [0 Tpy10€MKOCTHIO MOHUMAETCS
KOJIMYECTBO 3JIEMEHTAPHBIX OIepanui, KOTOpble HEOOXOIMMO BBINOJHUTH JUIS PELICHUs
3aJaud C TIOMOUIBI0 JaHHOTO anroputma. OOBIYHO OILIEHKA CII0XXHOCTH alropuTMa
npeacrasisiercas B Buge O(f(N)), rme O — ¢yHkuus ciaoxHocTd, a N — YHCIO
oOpabaThiBaeMbIX HAOMIOJAEHUN WM npuMepoB. Haummenee 3aTpaTHbIMU  SIBISIOTCS
aNTOPUTMBI, 17151 KOTOpBIX PyHKIHs cinoxHocTH uMmeeT Bua f(N) = C u f(N) = C*N, rae C —
KOHCTaHTa. B mepBoM cilydae BBIYMCIUTEIbHBIC 3aTpaThl HE 3aBUCAT OT KOJIMYECTBA
oOpabaThIBaeMbIX JTaHHBIX, a BO BTOPOM — JMHEHHO Bo3pacTaioT. CaMbIMH 3aTpaTHBIMU
SBJISIIOTCSL  QJITOPUTMBI, CJIOXHOCTh KOTOPBIX HMMEET CTENEHHYI0 U (HaKTOpHAIbHYIO
3aBUCHUMOCTHU OT Yncia 00padaThiBaeMbIX HAOIIOACHHIA.

JlnnHa kiroya.

KonundaectBo nnpopmanmu B Kiro4e, Kak MpaBUiio, U3MEpPsIeTCsl B OUTax.

Host COBPEMEHHBIX CUMMETPUYHBIX aJrOpUTMOB (AES, CASTS,
IDEA, Blowfish, Twofish) ocHoBHO#T XapakTepHCTHKOW KPUITOCTORKOCTH SIBJISICTCS JUTMHA
kitoua. [lludposanue ¢ kimrouamu aiauHON 128 OUT U BBIIIE CUATACTCS CHIIBHBIM, TaK KaK JJIs
paciudpoBku  wHbopMmanuu Oe3  Kiaoya  TpeOyrTcs Toabl  pabOThl  MOIIHBIX
CYNEepPKOMIBIOTEPOB. J1JI1 aCHMMETPUYHBIX aITOPUTMOB, OCHOBAHHBIX Ha MPOOIIeMax TEOPUHU
gucen (mpodiema ¢akropusauu — RSA, npobiema muckpernoro snorapudpma — Elgamal) B
CHJIy UX OCOOCHHOCTEH MHHHMMaJbHAs HaJAEKHAS JUTMHA KJIF04Ya B Hacrtosmee Bpems — 1024
our. JIns acUMMETpUYHBIX aJITOPUTMOB, OCHOBAHHBIX Ha WCIOJIb30BAHUH TEOPHUU
sammuntraeckux kpuBbix (ECDSA, TTOCT P 34.10-2001, ICTY 4145-2002), MmuHuManbHou
HaAEKHON JUTMHOW Kiroda cuutaercst 163 OuUT, HO peKOMEHIYIOTCs UHBI OT 191 6ut u
BBIIIIE.

B aroit meTomonorun u s mudpoBaHus, U A8 pacmin@pPOBKA OTHPABUTEIIEM U
MOJIy4aTesIeM TMPUMEHSETCS OJWH M TOT K€ K04, 00 HCIOIh30BAHUU KOTOPOTO OHH
JIOTOBOPWIIKCH JIO Hadaja B3auMOJICHCTBUS.
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Ecnu xmtou He ObUT CKOMIIPOMETHPOBAH, TO NPH paclIM(ppoBKE aBTOMATHYECKU
BBITNIOJIHAETCS ayTEHTU(UKAIUSA OTIPABUTENS, TaK KAK TOJIBKO OTIPABUTENb UMEET KIIOY, C
MIOMOIIBI0O KOTOPOTO MOKHO 3aliu(poBaTh MH(POPMALMIO, U TOJBKO MOJYy4aTedb HMEET
KJIIO4, C MIOMOIIBI0 KOTOPOTO MOXKHO paciiudpoBaTh HHPOPMAIIHIO.

Tak kak OTHpaBUTENb U MOJNyYaTellb — €IMHCTBEHHbIE JIOAW, KOTOPBIE 3HAIOT 3TOT
CUMMETPUYHBIA KJII0Y, NMPU KOMIPOMETALUU KiIo4a OyJeT CKOMIPOMETHPOBAHO TOJIBKO
B3aMMOJIEHCTBUE ATUX ABYX MHojb3oBareneil. [Ipobnemoli, kotopas Oyner akTyalibHa U AJs
IPYTUX KPUIITOCUCTEM, SBISETCA BOMNPOC O TOM, Kak O€30IacHO paclpoCTpPaHsITh
CUMMETPUYHBIE (CEKPETHBIE) KITIOUH.

ANrOpUTMBI CUMMETPUYHOTO MH(PPOBAHUS UCIIOJIB3YIOT KIIOYM HE OYEHb OOJbIION
JUIMHBI U MOT'YT OBICTPO IIM(POBATH OO0JIbIINE OObEMBI JAHHbIX.

[Topsiiok MCIIONIB30BAHUS CUCTEM C CUMMETPUUYHBIMH KITFOUaMHU:

1. bezonacHO co3/maeTcs, pacHpoCTPAHSETCS M COXPAHSETCd CHUMMETPUYHBIN
CEKPETHBIN KIIIOY.

2. OTnpaBUTENb CO3JAET AIEKTPOHHYIO MOJMUCH C MOMOIIBIO pacyeTa X31-QyHKIUU
JUIS TEKCTA U MIPUCOCTUHEHUS TTOJTyYeHHON CTPOKHU K TEKCTY

3. OtmpaBuTenb HCIIOJIb3YET OBICTPBIii CUMMETPUYHBIN JITOPUTM
¢ poBaHUS-paCIIUPPOBKH BMECTE C CEKPETHBIM CUMMETPHYHBIM KIIFOUOM K IMOTYYEHHOMY
naketry (TeKCTy BMECTE€ C MPUCOEAWHEHHON 5SJEKTPOHHOM MOJMUCHIO) JUISl TOTYYSHHS
3amuppoBaHHOro TekcTa. HesBHO TakuM 00pa3oM MpOU3BOIUTCS ayTeHTU(UKAIMS, TaK KaK
TOJIbKO OTIPABUTEJIb 3HAET CUMMETPUYHBIN CEKPETHBIN KIII0Y U MOXET 3alIu(poBaTh 3TOT
nakeT. TonbKo nosyydarenb 3HaeT CAMMETPUUYHBINA CEKPETHBIN KITII0Y U MOKET pacliuppoBaTh
3TOT MAaKeT.

4. OtnpaBurens nepegaer 3amu@poBaHHbIE TekCT. CHMMETPUUYHBIH CEKPETHBIN
KJIF0Y HUKOTJa HE NepeaeTcs M0 HEe3alUILEHHbIM KaHaJlaM CBSI3H.

5. [lonyyarens  ucnosb3yeT TOT K€  CaMblii  CHUMMETPUYHBIH  aJIrOpUTM
mudpoBaHus-paciInppoBKH BMECTE C TEM K€ CaMbIM CUMMETPHUUYHBIM KJIFOUOM (KOTOPBIH
y’K€ €CTh y IoJIyyaTesis) K 3aiu(poBaHHOMY TEKCTY JJIsl BOCCTAHOBJIEHUS HCXOJHOI'O TEKCTa
U 3JIeKTPOHHOI noanucu. Ero ycnemHoe BOCCTaHOBIIEHUE ayTEHTU(UIUPYET KOI0-TO, KTO
3HAeT CEKPETHBIN KIIOY.

6. Ilony4arens OTAEISACT IIEKTPOHHYIO OJAMKUCH OT TEKCTA.

7. Ilonygarens co3gaer Opyryl 5SJIEKTPOHHYIO IOANKCH C TIOMOIIBIO pacueTa
X3UI-(PYHKIUY 71 TOJY4EHHOTO TEKCTa.

8. [lomyyarens CpaBHHBAaET JBE OSTUX OJJIEKTPOHHBIX TOIMMCU Ui IPOBEPKHU
LEJIOCTHOCTH COOOIEHUs (OTCYTCTBUS €T0 NUCKAXKEHUS)

JIOCTYIIHBIMH CETOJHSI CPEACTBAMHU, B KOTOPBIX HCHOJb3YEeTCSI CHUMMETpUYHAs
METOJI0JIOTHsI, SBJISIOTCS:

o Kerberos, koropsrit 6611 pazpaboTan Aisi ayTeHTU(DUKAIIMK JTOCTYIa K pecypcam B
ceT, a He JUIsl BepuuKauu JaHHBIX. OH HCHONB3yeT LEHTPalbHYIO0 0a3y JIaHHBIX, B
KOTOPOM XPaHATCS KOIMHU CEKPETHBIX KIIOUEH BCEX IMOJIb30BATEIICH.

e Ceru OanxomatoB (ATM Banking Networks). Otu cucrembl SBISIOTCA
OpPUTHMHAIBHBIMH pa3pabOTKaMH BIAJCIOUIMX MMU OAHKOB M HE IMpoJaroTcs. B HuX Taxke
HCIOJIB3YIOTCSI CHMMETPUYHBIE METOJIOJIOTHUH.

CpaBHEHHE ¢ aCUMMETPUUYHBIMHU KPUIITOCUCTEMAMM.

JlocTouHCTRBA:!

« ckopoctb (1o ganubiM Applied Cryptography — va 3 nopsiaka Bbitiie)

e IIPOCTOTA peanu3anuu (3a cu€r 6oJiee IMPOCTHIX ONepariuil)
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e MeHblIas TpeOyemasi AJIuHa KIrva JUIsl COIIOCTaBUMOM CTOMKOCTH

e H3YUYEHHOCTH (3a CUET OOJIBIIETO BO3pPACTa)

HenocraTku:

e CJIOXHOCTb YIIpaBJI€HMs KitouaMu B Oombpuiol cetd. O3HayaeT KBaJIpaTHYHOE
BO3pacTaHWE 4YHClia Map KIIOYel, KOTOpble HAJ0 TeHEpUpOBaTh, MEpeAaBaTh, XPaHUTh U
YHUYTOXAaTh B ceTu. J{ist cetu B 10 abonentoB Tpedyetcs 45 kmoueit, ais 100 yxe 4950, mst
1000 — 499500 u 1. n.

e CJOXHOCTh OOMeHa KiroyaMmu. /[t mpuMeHeHus: HeoOX0IUMMO PElIUTh IpodIeMy
HaJEKHOM Nepefaun KI4ed KakaoMy aOOHEHTY, TaK KaK HYKE€H CEKPETHbIM KaHall s
nepesay Kaxa0ro Kiroya 00euM CTOpOHaM.

JIJis KOMIIeHCallud HEJJOCTaTKOB CUMMETPUYHOIO MIM(POBAHMS B HACTOALIEE BpeMs
HIMPOKO MpPUMEHsAETCS KOMOMHUPOBAaHHAs (TMOpUAHAs) Kpunrorpaduyeckas cxema, rie ¢
MOMOIIBI0 ACUMMETPUYHOIO MIN(POBAHUS MEPEeNaETCs CEaHCOBBIM KIHOY, MCIOIb3yeMbIH
CTOPOHAMH JUIsl OOMEHA IaHHBIMU C TIOMOIIbI0 CUMMETPUYHOTO MHU(PPOBAHUS.

BaxxHbIM  CBOMCTBOM CHUMMETPUUYHBIX WHU(POB  ABISIETCS HEBO3MOXKHOCTb MX
WCIIOJIb30BAHMS /71l TOJITBEPIK/ICHUS aBTOPCTBA, TaK KaK KIIF0Y U3BECTEH KaXKJI0M CTOpOHE.

B s1oit Meromonoruu KiaouM A WKM@pPOBaHUS U paclIMPpPOBKU pa3HbIe, XOTS U
co3naroTcst BMecte. OJIUH KITIOY JIeNIaeTCsl U3BECTHBIM BCEM, a APYTOM JAEp:KUTCSA B TailHe.
XoTst MOXHO UGPOBaTh U paclin(PpoBEIBATH 000MMU KIIOYaMH, TaHHBIE, 3alIn(pOBaHHBIE
OJIHUM KJTFOYOM, MOT'YT OBITh paciiu(ppoBaHbl TOJIBKO IPYTHUM KIFOUOM.

Bce acuMMeTpuuyHbIE KPUIITOCHCTEMBI SIBISIOTCS OOBEKTOM aTak IIyTeM IpsiMOro
nepebopa KIOYel, 1 MO3TOMY B HHUX JOJDKHBI MCIIOJIB30BaThCs Iropas3jio Oojee JUIMHHBIE
KJIIOYM, Y€M T€, KOTOpPBIE HCIOJB3YIOTCA B CHMMETPUYHBIX KPUITOCHCTEMAX, s
o0ecrieueHus] 3KBUBAJIEHTHOro ypoBHs 3amurhl. bproc Illnediep B knure «lIpuknannas
KpUnrorpagus: IpoTOKOJIbI, AITOPUTMBI U UCXOAHBIM TekcT Ha C» MPUBOAUT ClEAYIOIINE
JlaHHbIE 00 SKBUBAJICHTHBIX JUIMHAX KIIIOYEH.

JITMHa CHMMETPUYHOT'O JITMHA OTKPBITOTO
KJIF04a KJII04a
56 out 384 our
64 Outa 512 our
80 out 768 out
112 our 1792 outa
128 our 2304 outa

Js Toro 4troObl n30€XaTh HHU3KOM CKOPOCTH alrOPUTMOB ACHUMMETPUYHOTO
muQpoBaHusl, FCHEPUPYETCS BPEMEHHBIN CUMMETPUUYHBIN KITIOY JIJIsl KQXKJI0T0 COOOIICHUS U
TOJIBKO OH mU(ppyeTcss acuMMeTpuuHbIME anroputMamMu. Camo cooOmieHue mudpyercs ¢
UCIOJB30BAaHMEM  3TOTO  BPEMEHHOIO  CEaHCOBOrO  KJIOYa M aIropuTM™Ma
g poBanust/paciupoBKy, onucaHHOro B myHKTe 2.1.1.1. 3atem 3TOT ceaHCOBBINA KIIIOY
mudpyercs ¢ MOMOIIbIO  OTKPBITOTO  ACMMMETPHUYHOTO KJII0Ya [oJydaTels U
aCHMMETpHYHOTO anroputma mudposanus. [locie 3Toro 3ToT 3ammdpoBaHHbI ceaHCOBBIT
KJII0Y BMECTEe C 3amu(pOBaHHBIM COOOILIEHUEM mepenaercs mnoiydarento. [lomydarensb
UCTOJB3YET TOT K€ CaMblii AaCUMMETPHYHBIA alropuTM MU(GPOBAHUS M CBOM CEKPETHBIN
KJTIOY [T paciiuppoBKU
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CEaHCOBOI'0 KJIIOYa, a IOJYYEHHBId CEaHCOBBIM KIIOY MCIOJIb3YETCS A paciu(poBKU
camoro cooOUIeHusl.

B acuMMeTpHUHBIX KPUNTOCHCTEMAX Ba)KHO, YTOOBI CEAHCOBBIE M ACUMMETPHUYHBIC
KJIIOYM OBUIM COINOCTaBUMBI B OTHOIIEHMH YpPOBHS O€30MaCHOCTH, KOTOpPBI OHHU
obecnieunBatoT. Eciiu ucnosib3yeTcss KOPOTKUI CeaHCOBBIA Kitou (Hampumep, 40-OUTOBBIIM
DES), To He nMeeT 3HaYeHHs], HACKOJIBKO BEJIMKH aCUMMETPUYHBIEC KIIIOUU. XaKepbl OyayT
aTakoBaTh HE MX, a CEAHCOBbIE KIIOYU. ACHMMETPHYHBIE OTKPBITHIE KIIOYM YS3BUMBI K
aTakaM NpsSMbIM MepeObOpOM OTHAaCTHM U3-3a TOrO, 4YTO HMX TSKEJIO 3aMeHuTh. Eciu
aTaKyIOIINI y3HAeT CEKPETHbI aCHMMETPUYHBIN KIIt04Y, TO OyAeT CKOMIPOMETUPOBAH HE
TOJIbKO TEKyllee, HO W BCE MOCIEAYIOIIUE B3aUMOJICHCTBUS MEXKIY OTIPABUTEIEM U
MIOJTyYaTeNeM.

[Topsiiok MCIOIb30BaHMS CUCTEM C ACHMMETPUYHBIMU KIHOYaMU:

1. bezonacHO co3fal0TCd U PACHpPOCTPAHAIOTCS ACUMMETPUYHBIE OTKpBIThIE U
cekpeTHbIe KU (cM. pazzaen 2.2 Himke). CeKpeTHbI aCUMMETPUYHBIN KITFOY MepeaeTcs
ero Biazenbily. OTKPBITBI aCUMMETPUYHBIM KITIOU XpaHUTCA B 0aze gaHHBIX X.500 u
aIMUHHUCTPUPYETCS LEHTPOM BbIgauu ceptudukatoB (mo-anrmumiicku — Certification
Authority unmu CA). [loapazymeBaercs, 4TO MOJIb30BATENN JOKHBI BEPUTh, YTO B TaKOM
CUCTEME TMPOU3BOJUTCS OE30MaCHOE CO3/aHMEe, paCHpe/ieieHHe U aJIMUHUCTPUPOBAHUE
KJItouaMu. bonee Toro, eciau cozgaTenb KIKYEH U JIMLIO WX CUCTEMa, aAMUHUCTPUPYIOIIHE
WX, HE OJJHO U TO %€, TO KOHEYHBI! MOJIb30BaTENb JOJIKEH BEPUTh, UTO CO3JaTelNb KII0Uel Ha
CaMOM JIeJI€ YHUUYTOXKWII UX KOIIHUIO.

2. CoznmaeTcsi 9JEKTpPOHHAs MOJNUCh TEKCTa C IOMOIIBIO BBIUKCICHHUS €ro
xom-¢yHkuuu. [lonydeHHoe 3HaueHHE MHUQPPYETCS C HCMOJIb30BAHUEM ACUMMETPUYHOIO
CEKpPETHOr'0 KJIIoua OTMpPABHUTENs, a 3aT€M MOJyueHHas CTPOKa CHUMBOJIOB J00aBJSETCS K
nepeaBaeMoMy TEKCTY (TOJIBKO OTIPABUTEIh MOXKET CO3/1aTh AJIEKTPOHHYIO MOJIIHCH).

3. Coznaetcst CEKpETHBIN CUMMETPUYHBIN KIIF0Y, KOTOPBINA OyAET UCTIOIBb30BATHCS IS
mHUPpPOBaHUS TOJIBKO TOTO COOOIIECHUS WIM CEaHCa B3aUMOACUCTBUS (CEAHCOBBIA KITIOY),
3aTeM IpU MOMOIIY CUMMETPUYHOTO aNropuTMa mudpoBaHus/pacmu@poBKy U 3TOTO KIr04a
mu@pyeTcss UCXOAHBIA TEKCT BMECTE C J00ABICHHONW K HEMY SJIEKTPOHHOW MOJIMHUCHIO —
MOJTy9JaeTcCs 3amuppOBaHHBIA TEKCT (IIHQPP-TEKCT).

4. Ternepb HY)XHO pEIIUTH MPOOIEMY C Meperadeil ceaHCOBOro KI04a MOJTydaTenro
COOOIIIECHHUS.

5. OTmpaBuTeNb JOMHKEH UMETh aCHMMETPUYHBIA OTKPBITHIA KITIOY IEHTPA BbIIaYu
cepruduratoB (CA). IlepexBar He3amm@poBaHHBIX 3alPOCOB HA TOJYyYEHHUE ITOTO
OTKPBITOTO KIJIIOYA SIBJISIETCSl paclpocTpaHeHHOW (opmoii ataku. MOXeT CylIecTBOBATh
1enas cucteMa cepTU(HUKATOB, MOATBEPKIAIONINX TOIMHHOCTh OTKpHITOro kitoya CA.
Cranmapt X.509 onucelBaeT psAx METOJAOB AJs IOJYYEHHs] IOJIb30BATEISIMU OTKPBITBHIX
kimoueil CA, HO HM OJIMH U3 HUX HE MOJKET MOJIHOCTBIO 3aLUTUTh OT MOAMEHBI OTKPBITOIO
kitoya CA, 94TO HarsAHO J0KA3bIBAET, YTO HET TAKOW CUCTEMBbI, B KOTOPOH MOXHO ObLIO OBl
rapaHTUPOBATh MOJIMHHOCTh OTKpBITOro Kitoya CA.

6. OtnpaBurens 3anpamuBaeT y CA aCUMMETPUYHBIA OTKPBHITHIA KIFOU TOJIy4aTesst
cooOmieHns. JTOT MPoIecC YSA3BUM K aTake, B X0/1€ KOTOPOil aTaKyroIUii BMEIIUBACTCS BO
B3aMMO/ICHCTBUE MEXIY OTIPABUTENIEM U MOJIy4aTe]IeM U MOXXET MOJU(PHUIIMPOBATH TPAHK,
nepefaBaeMblii MeXay HUMH. I109TOMY OTKpPBITBIM ACUMMETPUYHBIA KIIXOY I10JTy4aTelis
«noanuceiBaerca» CA. Oto o3Hadaer, yto CA HCHONB30Bal CBOM AaCHUMMETPUYHBIN
CEKPETHBIN KITIOY JUTSI II(PPOBAHHSI aCHMMETPHYHOTO OTPBITOTO KIII0Ua MoTydaTens. ToabpKo
CA 3HaeT acUMMETpPUYHBIN cekpeTHbIN K104 CA, Mo3ToOMy € CTh TapaHTUH TOTO, YTO
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OTKPBITHIA aCUMMETPHUYHBIN KIIIOY [OJIy4aTess noixydeH uMeHHo oT CA.

7. Ilocne  moyiyueHHsT ~ ACUMMETPUYHBIA  OTKPBITBIM  KJIIOY  [OJydaTens
pacin@poBbIBAETCS C MOMOIIBI0 ACUMMETPUYHOIO OTKphITOro kimoua CA u anroputrMa
acuMMeTpuyHoro mudposanus/pacindpoBku. EcrectBenHo, npeanonaraercs, 4yro CA He
ObUT CKOMIpPOMETHpOBaH. Ecim e OH OKa3bIBaeTCsi CKOMIIPOMETHPOBAHHBIM, TO 3TO
BBIBOJIUT U3 CTPOSI BCIO CETh €ro noJib3oBareneil. [loaromy MokHO U caMoMy 3amn(poBaTh
OTKpBITHIE KIIIOYM JPYrHX I[0JIb30BaTENed, HO TJI€ yYBEPEHHOCTh B TOM, YTO OHU HE
CKOMITIPOMETHUPOBAHBI?

8. Temepr mmdpyercs CEaHCOBBIM KIIOY C HCIHOJIH30BAHHEM AaCHMMETPUIHOTO
anroput™Ma IHUQPpPOBaHUA-pacCIIUPPOBKM M  aCUMMETPUYHOIO  KJIHOYa  MOJIydaTens
(momyuerHoro ot CA u pacmudpoBaHHOTO).

9. 3ammdpoBaHHbI CEaHCOBBIN KJIHOY MPUCOEAUHAETCS K 3alIn(PpOBAaHHOMY TEKCTY
(KoTOpBIH BKIIIOYAET B ce0s TakKe T0OABICHHYIO PaHee JICKTPOHHYIO MOIIHUCH).

10. Bech mosiyuyeHHBIH MakeT JaHHBIX (3alIM(pPOBaHHBIA TEKCT, B KOTOPbI BXOAUT
MOMUMO HCXOJIHOTO TEKCTa €ro AJIEKTPOHHAs MOJMUCh, W 3allU(pPOBAHHBIA CEaHCOBBIM
KJII0Y) IepeaeTcs noxydarento. Tak Kak 3amu@poBaHHbIN CeaHCOBBIN KITIOU TIepeaeTcs 1o
HE3aIUIIICHHON CETH, OH SIBJISIETCS OUYEBUIHBIM OOBEKTOM Pa3IMUHbIX aTakK.

11. IlonyuyaTenb BbIAEISET 3alIM(PPOBAHHBIN CEAHCOBBIM KIIOY M3 MOJYYEHHOIO
nakera.

12. Tenepr monydyarento HyX HO pEHIMTh MpobiieMy C pacmu@poBKOil ceaHCOBOTrO
KJIH0Ya.

13. Tlosnyyarens AOJIKEH UMETh aCUMMETPUUYHBIA OTKPBITHINA KIIIOY LEHTpPA BbLIAYU
ceptudukatoB (CA).

14. Ucnonb3yss CBOM CEKPETHBIM AaCHMMETPUYHBIA KIHOY U TOT IKE CaMBbIH
aCUMMETPHUYHBIN QJIFOPUTM LIM(PPOBAHUS MOTydaTeNlb paciin(pOBbIBAET CEAHCOBBIM KIHOU.

15. Ilosnyyarens NpuUMeHsieT TOT JK€ CcaMblii CHUMMETPUYHBIH  AIrOPUTM
mudpoBaHus-paciiuppoBKH U PACHIMPPOBAHHBI CUMMETPUYHBIN (CEaHCOBBIN) KIIIOY K
3aM(ppPOBAHHOMY TEKCTY M IOJIy4aeT UCXOJHBIN TEKCT BMECTE C 3JIEKTPOHHOM MOANUCHIO.

16. IlosmydaTenb OTAENSIET IEKTPOHHYIO MOANUCH OT UCXOAHOTO TEKCTA.

17. Tlonyuarens 3anpamuBaeT y CA aCUMMETPUUYHBIA OTKPBITHIM KIII0Y OTIIPaBUTEIIS.

18. Kax TOibKO 3TOT KJIFOY HOJIYYEH, [0JIydaTeslb PACIIN(PPOBBIBAET €0 ¢ HOMOILBIO
orkpbiToro  kmo4a CA M COOTBETCTBYIOIIETO  aCUMMETPUYHOIO  aJrOpUTMa
mudpoBaHUS-pacInPPOBKHU.

19. 3arem pacmmdpoBsiBaeTCs X3MI-(QYHKIUSA TEKCTa C UCIOIB30BAHUEM OTKPBITOTO
KJII0Ya OTIPABUTEJI U aCUMMETPUYHOTO alropuTMa mMuppoBaHus -pacuInppoBKH.

20. IToBTOpHO BBIYMCISAETCS XAI-(DYHKINS OTYYEHHOTO UCXOIHOTO TEKCTA.

21. JIBe 3T X31I-QPyHKIUN CPaBHUBAIOTCS Il MPOBEPKU TOTO, YTO TEKCT HE OBLI
W3MEHEH.

ANropuTMBI KPUIITOCUCTEMBI C OTKPBITHIM KIOYOM MOKHO MCIIOJIb30BaTh:

— Kak CaMOCTOSITENIbHbIE CpEeACcTBa JUIsl 3alllUThl IE€pelaBacMOM M XpaHUMOM
uH(popMannH;

— Kak cpeicTBa pacmpenesneHuss kiouyeil. OObIYHO C MOMOINBIO aJTOPUTMOB
KPUITOCUCTEM C OTKPBITBIM KIIIOUOM PaCHpeeNsioT KII0UM, Majble Mo 00bEMy. A camy
nepeady OonbmIUX WHGOPMAIMOHHBIX MOTOKOB OCYIIECTBIISIIOT C MOMOIIBIO APYTHX
AJITOPUTMOB;

— KaK CpeJICTBa ayTeHTU(UKALINU TIOJIH30BaTEIICH.

[IpenmymecTna:
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1. IlpenmymiecTBO ACUMMETPHUYHBIX m@poB nepesl CMMMETPUYHBIMU
muppamMu COCTOUT B OTCYTCTBUU HEOOXOAUMOCTH MPEABAPUTEIBHOMN NEpejaul CEKPETHOIO
KJIIOYa 110 HAJIE)KHOMY KaHAIy.

2. B cumMMeTpudHO# KpunTorpadun K04 IEPKUTCS B CEKPETE U 00EHX CTOPOH, a B
ACUMMETPUYHOU KPUIITOCUCTEME TOJIBKO OJUH CEKPETHBIN.

3. Ilpu cumMeTprIHOM MIU(PPOBAHUN HEOOXOTUMO OOHOBIIATH KITIOU MOCIIE KAXKIAOTO
(dakra mepegaud, TOrJa Kak B aCUMMETpPUYHBIX Kpunrocuctemax mnapy (E,D) moxHO He
MEHSTh 3HAYUTEIHHOE BPEMSI.

4. B OonpLIKX CETSIX YUCIIO KIHOYEH B aCUMMETPUYHON KPUIITOCUCTEME 3HAUUTEIBHO
MEHbIIE, YeM B CHMMETPUYHOM.

Henocrartku:

1. IlpenmMy1iecTBO aJirOpuTMa CUMMETPUYHOTO MKU(PPOBAHUS HAJl HECUMMETPUYHBIM
3aKJII0YAETCs B TOM, YTO B IIEPBbII OTHOCUTENILHO JIETKO BHECTH U3MEHEHUSI.

2. X0oTsl cOOOIleHNs HaeXKHO MMHUDPYIOTCS, HO «3aCBEUYMBAIOTCA» MOJydaTeldb U
OTIPABUTEIh CAMHUM (PAKTOM MEPECHUTKH IU(POBAHHOTO COOOUIECHHUS.

3. HecumMeTpuuHble alaropuTMbl UCHIONB3YIOT —Oojiee JUIMHHBIE KIIOYM, YEM
cummeTpuuHble. Hipke mnpuBeneHa TabnMia,  COMOCTaBiAIONIas JUIMHY — KIlOo4a
CUMMETPUYHOTO aJITOPUTMA C IJTMHON KIII0UYa HECUMMETPUYHOTO aliTOPUTMa C aHaJIOTUYHOU
KPUIITOCTOMKOCTBIO:

JIIMHa CHMMETPUYHOTO JITMHa HECUMMETPUYHOTO
KJIfo4a, OUT KJIro4a, OUT
56 384
64 512
80 768
112 1792
128 2304

[Ipouecc mudpopanus-pacindppoBaHus ¢ UCMOIL30BAHUEM MAPhI KIIIOUEH TPOXOTUT
Ha JBa-TpU TMOpAJIKa MeEJUICHHEe, 4YeM IHn@poBaHue-pacimiupoBaHue TOTO K€ TEKCTa
CUMMETPUYHBIM aJITOPUTMOM.

B uuctom Bupe acuMMeTpUYHbBIE KPUITOCUCTEMBI TPEOYIOT CYHIECTBEHHO OOJIBIINX
BBIYUCIUTENBHBIX PECYPCOB, IOTOMY Ha MPAKTHKE UCIOJIB3YIOTCS B COYETAHUM C APYTUMU
ITOPUTMAaMHU.

Jiis DUIT coobiienre npeaBapuTeNbHO MOABEPraeTcs XEIUPOBAHUIO, 4 C TIOMOIIBIO
ACUMMETPUYHOTO  KJII0Ya  TOMINHUCHIBAETCS  JIUIIb  OTHOCUTEIBHO  HEOOJBIION
pe3ynbTar Xen-(pyHKIHH.

Jlns mmdpoBaHUs OHU HCIONB3YIOTCS B (popme THOPHIHBIX KPUNTOCHCTEM, TIie
OobIIe 00bEMBI JAHHBIX MUGPYIOTCS CUMMETPUYHBIM MIKU(POM Ha CEaHCOBOM KITIOYE, a C
MOMOIIIbIO ACUMMETPUYHOTO IK(ppa neperaéTcst TONBKO CaM CEaHCOBBIN KITIOY.

B kpunrorpadun JTMHEHHBIM KPUNITOAHATH30M Ha3bIBaeTCSA METOJ
KPUTITOAHAIUTUYECKOTO BCKPBITHS, UCTIONB3YOIINI IMHEWHBIE TPUOIMKSHUS JJ1s1 OTTMCAHUS
paboTsI mudpa.

JInHeHbIN KpUNTOaHAIN3 ObLT M300pETEH SIMOHCKUM KpunTojorom Munypy Manyu
(Mitsuru Matsui).

41


http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%90%D1%81%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
http://ru.wikipedia.org/wiki/%D0%AD%D0%A6%D0%9F
http://ru.wikipedia.org/wiki/%D0%A5%D0%B5%D1%88-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
http://ru.wikipedia.org/wiki/%D0%93%D0%B8%D0%B1%D1%80%D0%B8%D0%B4%D0%BD%D0%B0%D1%8F_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B5_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
http://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F

[Ipennoxennbiit um B 1993 r. (Ha EBpokpunte-93) anroputm ObLI H3HAYAIBHO
HanpaBieH Ha BckpeiTue DES m FEAL. BmocnenctBum nuHEHHBIH KpUNTOAHAIH3 OBLT
pacrpocTpan€éH M Ha JApyrue aiaroputMmel. Ha  cerogHsmHuid  1eHb  HapARy
¢ 1 pepeHrnaIbHbIM KPUIITOAHAIN30M SBJISIETCSA OAHUM M3 HauOoJiee pacpoCTpaHEHHBIX
METOJIOB BCKpBITUA OJ0uHBbIX IMHU(poB. Pa3paboranbl araku Ha GJIOYHBIE U TOTOKOBBIE
mudpsI.

OTKpBITHE JIMHEWHOTO KPUMNTOAHAIHN3a MOCITYXHJIO TOIYKOM K IOCTPOEHHUIO HOBBIX
KpUNITOrpauueCKUX CXEM.

[IpunH1Mn paGoThI.

Kpunroananus nmpoucxoaut B ABa mara. [IepBelil — HOCTpOEHNE COOTHOIIEHU N MEKTY
OTKPBITBIM TEKCTOM, IIU(PPOTEKCTOM U KIIOYOM, KOTOpbIE CIPABEUIMBBI C BBICOKON
BEpPOSITHOCTHIO. BTOpOi — uCnosb30BaHME AITHX COOTHOLIEHUH BMECTE C HM3BECTHBIMU
napamMu OTKPBITBIN TEKCT — MU(POTEKCT A7 NOJTyUYeHUs: OUTOB KIIOYa.

3amura OT JMHEHHOTO KPUIITOAHAIN3a

Jlng ataky Ha GOYHBIN MIKM(P ¢ TOMOIIBIO JIMHEHHOTO KPUIITOAHAIN3a AOCTATOYHO,
Kak ObUIO OMKCAHO BBIIIE, TOTYYUTh JIMHEHHOE COOTHOLIEHUE, CYIIIECTBEHHO CMEIIEHHOE 110
BeposATHOCTHU OT 1/2. COOTBETCTBEHHO, NIEpBasi 11eJb MIPU MPOSKTUPOBAHUH UG Pa, CTOMKOTO
K aTake, — MUHUMHU3HMPOBATh BEPOSATHOCTHBIE CMEUICHUS, YOEIUThCSA, UYTO MOJ00HOE
COOTHOIIIEHHE He OyJaeT cyliecTBoBaTh. Jpyrumu ciloBaMH, HEOOXOAMMO cJienaTh Tak,
YTOOBI MPU 1:0O0M U3MEHEHUU TEKCTa WIM KJII0Ya B IMOJIyYarolleMcsl MH(PPOTEKCTe POBHO
[OJOBMHA OUT MeHsula CBOE 3HAUEHHE Ha IPOTUBOINOJIOXKHOE, NPUYEM KaXAbld OWUT
U3MEHSUICA C BepOSITHOCTbIO 1/2. OOBIMHO 3TO JAOCTHraercss IyTéM BBIOOpPA BBICOKO
HEJTMHEHHBIX S-00KCOB M YCUIIEHUEM Ougghy3uu.

JlaHHBIH oaxo0] obecrieunBaeT xopouiee 000CHOBaHUE CTOMKOCTH MK dpa, HO YTOOBI
CTPOro J0Ka3aTh 3alIUIIEHHOCTh OT JIMHEHHOI0 KpUITOAHAIN3a, pa3paboTyukaM HIHPpoB
HEOOXOJMMO YUYHUTHIBATh 0OJICE CIIOKHOE SIBICHHE — dhghexm nunetinvix oborouex (linear
hull effect).

Heckonpko Oonee obuiast Teopust A0Ka3aTeNbCTBa 3aLUINEHHOCTH OT Kjacca arak,
OCHOBAHHBIX Ha JINHEHHOM KpHUIITOaHaIu3e, 0a3upyeTcsl Ha MOHITUU dekoppensayuu. Teopus
npeirnonaraer, 4yToObl YCTPOWCTBO SBISUIOCH TaK Ha3blBAEMBIM JIEKOPPEISALUOHHBIM
MoayJeM, 3PQPEKTUBHO OJOKHPYIOIIUM PpacHpOCTPAaHEHHE TPAJULMOHHBIX JMHEHHBIX U
middepeHanbHbIX  XapakrepucTuk. Cremyer 3aMeTUTh, YTO IIH(QPBL, KOTOpbIE
ONITUMAJIbHBI IPOTUB HEKOTOPOT'O Y3KOr0 Kilacca aTak, 0ObIYHO C1a0bl HPOTHB JPYTUX THUIIOB
aTax.

Vnpasnenue kmouamu (YK) sBisercs HAcTONBKO BaKHOW M pa3BUTON 001acThIO
Kpunrorpapuu, 4to TpedyeT OTIENbHOTO M JeTalbHOro paccMoTpenus. Ha cucremer YK
BO3J1araeTcsi OrpOMHBIN HA0Op pa3InYHbIX PyHKUIUH, oOecrieueHre caMbIX pa3HbIX 0a30BbIX
U BHOBb INPUOOPETEHHBIX CBOICTB KPUOTOCHUCTEM, KOTOpPbIE HMH YKOMIUJIEKTOBAHBI.
[TotoOHBIE CXE€MBI MOTYT BBINOJHATH XpaHEHHE, MEPechUIKy, HIM(poBaHHe (TO €cTb
oOecrieueHre  KOHOQUACHUMAIBHOCTH), AayTeHTHU(UKAlMIO, «clady Ha  XpaHEHHe»
(TemoHMpOBaHKE) W pa3zelicHHe KiIrouer. EqMHCTBEHHBIM OOIIMM CBOWMCTBOM cucteM YK
SBJISIETCSI TO, YTO KaK pe3yJibTaT pa3HOOOpa3HBIX TpaHCcPopMaIuil OHHM JOJDKHBI CHAOIUTh
KPUITOCUCTEMY KIIOYOM (CHMMETPUYHBIM WJIM aCHMMETPHYHBIM), Ha KOTOPOM M Oyaer
MIPOU3BEJICH OCHOBHOI mpoliecc mu(poBaHus JOKyMEHTa.

B 3aBucuMocTH OT TOro, Kakoul THII KJIKO4a IeHepupyeT B urtore cucrema YK,
IIPOU3BOJIUTCS UX JEJIEHNE HA CUCTEMBI YIIPABIEHUS, CAMMETPUYHBIMU KIIFOUaMU U CUCTEMBI
YIPABJIEHHUS aCUMMETPUYHBIMU KITIOYaMHU.
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http://ru.wikipedia.org/wiki/DES
http://ru.wikipedia.org/wiki/FEAL
http://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%84%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
http://ru.wikipedia.org/wiki/%D0%91%D0%BB%D0%BE%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9E%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%B9_%D1%82%D0%B5%D0%BA%D1%81%D1%82

CucreMbl ynpaBlieHUs CUMMETPUYHBIMU KIHOYaMM JAENATCS B CBOIO OYepelb Ha
CHUCTEMBl C HAJIMYMEM HAYAIBHBIX MacTEP-KIIOYEM M CHUCTEMBl C HYJEBOM Ha4aJIbHOU
uH(popmanuen. Kak oTaenbHbIi MaTeprall pacCCMOTPEHBI CUCTEMBI IEIOHUPOBAHUS KITIOUEH
Y CUCTEMBI paszeneHus cekpera. K coxxalleHHIo, TaHHBIN pas3Aesl HE MOYKET OXBAaTUTh JAXKe
MOJIOBUHBI paznuuHbiX cxeM YK u kpunrorpaduyeckux NMpOTOKOJIOB Ha UX OCHOBE — Ha
CETOAHSIIHUNA JIeHb MCCIEAOBATENSIMU pa3paboTaHo 0ojee COTHHU pazIuyHbIX cxeM. Bce
yalle M yaule BCTpeyaroleecss cedyac BBEIEHHE TPEThEro CyObeKTa KPUNTOONEpaLUd —
JIOBEPEHHBIX JIUL C Pa3IMYHBIMU (QYHKIMSAMHU U MOJIHOMOYUSAMH — MOPOAMUIIO LETYI0 BOJIHY
MPOTOKOJIOB, 00OECHEeYMBAIOUIMX HOBBIE CBOWCTBA KPUNTOCHCTEM (ANeJTUPYEMOCTb,
MOATBEPXKACHNUE JaThl/BPEMEHHU MOANKCAHNUS, JENOHUPOBAHUE KITIOYEH U T. I1.).
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H3menenns B paGoyeii mporpaMme y4eGHOH JTHCHHITHHBI

MJIK.03.02 BE3OIIACHOCTh KOMIIBIOTEPHBIX CETEN

cnenHaJabHOCTH (9.02.06 «CeTeBoe ¥ cHcTeMHOe aAMHHHCTPUPOBAHIE»
B paGouyio nporpammy yueOHoi mucrmmanael MJIK.03.02 BE3OITACHOCTD
KOMIIbIOTEPHBIX CETEM BHOCATCA CIEAYIOMME H3MEHEHHUS:

OCHOBaHMA BHECEHUS
JOMOJIHEHWH 1 M3MEHEHUHA

Paznen PII]I, B koTOpEIi
BHOCATCS U3MEHEHUS

ConeprkaHre BHOCUMEBIX
JIOTIOJIHEHUH, U3MEHEHUI

[Ipennoxenue
paboTopaTers

[Ipennoxenue cocraBUTENs
[IPOIPAMMBI

[Ipuobperenne HOBO#
JUTEpaTyphl, 0OHOBICHHE
niepeuHs qureparypsl 35C

I1.5 [Tepeuens ocHOBHOH U
JIOTIOJIHUATEINIbHOM yueOHOH
JIATEpaTyphl, HEOOX0UMOi1
JUI OCBOEHUS IUCIUIIIHHEI

OO6HOBJICHHE CITMCKA
JIUTEPATYPHI

CocTaBUTENE:

o

0O.A. Cemeniiosa

YTBepKIEHA Ha 3acelaHUU INPEeIMETHO-IMKIOBOH KOMHCCHH (DH3MKO-MATEMaTHUYECKHUX
IACIMIUIMH U CHEIMAIbHBIX MIUCHUIUIMH CcHenuaabHoCTH «KOMIBIOTEpHBIE CETHY
npoTokoa Ne 10 ot «19» mas 2022 r.

[Ipencemaresis MpeIMETHO-IIUKIOBOM KOMHCCHH

Havansuuk YMO dunmmnana

3asenyrouas oubnuorekoit puimana

Hauansnuk VBI] (iporpaMMHO-HHGbOPMAITHOHHOE
obecniedenue 00pa3oBaTeIbHON IPOrpaMMBI)

M.C. bymyes

«19» mag 2022 1.

A.C. JleMueHKO

«20» masz 2022 r.

@f / M.B. ®ydanbko

«20» mag 2022 1.

B.A. Txaueuko

«20» mas 2022 r.




PEIIEH3MA

Ha pabouyro mporpaMMy y4eOHOR TUCHUILIAHEL
MJIK.03.02 Be30macHOCTh KOMITBIOTEPHBIX CeTel
s criermmansrocte 09.02.06 CeTeBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHHE

Pa6ouas mporpamma yuebmoit mucnmmuasl MJIK.03.02 besomacHOCTh
KOMIIBIOTEpHBIX ~ ceredt  coorBercTByeT PI'OC  crenuanbHOCTH — CPEAHEro
npodeccronansroro  obpazosanus  09.02.06  «CereBoe H  CHCTEMHOE
a/IMAHUCTPUPOBAHHEY, YTBEPKIEHHOIO IpHKa3oM MunucTepersa 06pasoBaHus U
Haykn Poccuifckoit @enepaimm  oT  «09»  nexabps 2016 1. No 1548,
saperncTpupoBad B MurucTepeTBe FocTHimA 26.12.2016 T. (per. No 44978).

B pabouyrwo mporpamMMmy Yy4eOHOW [IUCIHIUIMHBL BKJIFOYEHBI PAa3/Ieibl
«[lacopr paGoueit mnporpammsl ydeOHOH —mucuMIUMHEDY, «CTpyKTypa H
comepxanue yueOHOM  aucnuuHED, —«OOpasoBaTelbHBIE  TEXHOJIOTHNY,
«YCNOBHMSL peanu3alliil [porpamMMbl  ydebHoM mucnuruivHsDy, «llepeueHs
OCHOBHBIX H JOTIONHUTEJbHEIX HH(GOPMAIMOHHBIX HMCTOYHUKOB, HEOOXOIUMBIX
Ul OCBOEHWS UCIIHINIMHED, «MeToquueckue peKoMeHaliy 00yJaromuMes 110
OCBOEHHIO JUCIUILIAHEDY, «OLIeHOUYHBIe CPeACTBa I KOHTPOJIS YCIIEBaeMOCTH) H
«JlonmomuuTenpHOE O0ecTIeueH!Ee JUCIIUTLTAHBDY.

CrpykTypa u cojepxaHHe pabouel MpOrpaMMbl COOTBETCTBYIOT IEISIM
oGpaszoatensHoi mporpammsl CITO mo cmenmansHoctd 09.02.06 «CerteBoe u
CHCTEMHOE aIMUHHUCTPUPOBaHUE» U Oymymiell mpohecCHOHAbHON NesTeNbHOCTH
CTYIEHTA.

O6seM pabouelt mporpaMMbl y49eOHOM  [MMCHUIIUHBL  IOIHOCTBIO
COOTBETCTBYyeT yueOHOMY IUIaHy IIOATOTOBKH IO JAHHOH CHEIHAlbHOCTH. B
IIporpaMme 4eTKO C(OPMYTHPOBaHBI eI 00ydeHHUs, a TAKKE IPOTHO3UPYEMbIe
pe3yIbTaThl 00yUYEeHHMS 110 QUCIUITIAHE.

Ha ocHOBaHMH IIPOBEIEHHON HKCIIEPTH3a MOXKHO CIeNaTh 3aKII09eHHUe, 9TO
pabogas mporpamma yueOmoit mmemmmimmbl  MJIK.03.02 - besonacHoCTh
KOMITBIOTEpHBIX ceTeif mo cmermansHocTH 09.02.06 «CereBoe M CHCTEMHOE
aIMUHHCTPUPOBAHUE COOTBETCTBYET TpeOoBaHUAM CTaHaaprTa,
pod)eCCHOHATBHEIM TPeGOBaHMSM, a TAaKKe COBPEMEHHBIM TPeOOBAHUAM PHIHKA

TpyZa.

Hupextop OO0 «busnec acCHCTEHT»

« » 20 . JI.C. 3uma




PELIEH3MA

Ha pabouyro mporpaMMy yueOHOH AUCIHUIIAHEL
MJIK.03.02 Be3onacHOCTh KOMIIBIOTEPHBIX CETeH
s crienransHocTH 09.02.06 CeTeBoe ¥ CHCTEMHOE aIMUHUCTPHPOBAHNE

PaGouas mporpamma yuebnoi mucrummuael MJIK.03.02 besomacHOCTE
KOMIBIOTEpHEIX  ceTel  cooTBeTcTByeT OI'OC  crenuajbHOCTH — CpemHETo
npodeccronansioro  obpazosanus  09.02.06  «CereBoe ¥ CHCTEMHO®
aZIMHHUCTPHPOBAHUE», YTBEPKACHHOTO IIPHKa3oM MuHucTepeTBa 00pa3oBaHus U
Hayku Poccuiickoit @emepaumu 0T «09» mexabps 2016 1. Ne 1548,
3aperucTpuposad B Munmcrepcerse octuuu 26.12.2016 r. (per. Ne 44978).

B paGouyio mnporpamMy Yy4eOHON AMCHMIUIMHBI BKITIOYEHBI Da3zellbl
«Ilacmoptr paboueit mnporpamMmel ydeOHON JMCIUIIIHHED, «CTpykTypa ¥
colepkanie  y4eOHOW  OUCIMIUIHHBDY, «OOpasoBaTeNbHBIE  TEXHOJIOTHWY,
«YcnoBys pealW3aliéd IIporpaMMbl  y4eOHOM HHCIMIUTHHED, «llepedeHb
OCHOBHBIX M JIONOTHUTEIBHBIX HH()OPMAIHOHHBIX HCTOYHHUKOB, HEOOXOIUMBIX
JITSL OCBOEHHS TUCLHUIIMHED, «MeToaudecKue peKoMeHIaluy 00yJaromuMces 10
OCBOEHHIO JUCIIUILIAHEDY, «OLIeHOTHEBIe CPeACTBa Ul KOHTPOIIA YCIIEBAEMOCTI) U
«JlonoyrEUTERHOE OOecTieueHHe JUCITUILIAHED).

CrpykTypa H cojepXaHue paboueil NpOrpaMMBbl COOTBETCTBYIOT LEIAM
obpazosarensroit mporpammsl CITO mo cmemmansHocT 09.02.06 «CeteBoe n
CHCTEMHOE aJMAHHCTPHUPOBAaHHE» ¥ Oymymied mpodecCHOHaNbHON AesSTeNbHOCTH
CTyZeHTA.

O6beM pabodveir mporpamMMbl y4eOHOH — MUCLHMIUIMHBL  [TOJTHOCTBIO
COOTBETCTBYET yueGHOMY IUIaHy IIOJrOTOBKM IIO IaHHOM crenuansHoCTH. B
IporpaMme 4eTko cHOpMyITUPOBaHBl IENH O0YYECHHS, & TAKXKe NPOrHO3UPYEMBIE
pe3yJIbTaThl 00y4YEeHHUs 0 JUCLMILIMHE.

Ha ocHOBaHMH MPOBEIEeHHON SKCIEPTH3a MOXKHO CIENaTh 3aKIIFOYCHUE, 9TO
paGoyas mporpamma ydeGHo#t muenmmnmael  MJK.03.02  BeszomacHOCTB
KOMIIBIOTEpHBIX ceTeif mo cnermansHocTH 09.02.06 «CeTeBOe 1 CHCTEMHOE
aqMUHUCTPUPOBAHUE COOTBETCTBYET TpeOOoBaHUIM CTaHzapTa,
podecCHOHATFHEIM TPEOOBAHUIM, @ TAKKe COBPEMEHHBIM TPeOOBAHUSM PBHIHKA

TpyZa.

HuxeHep-porpaMMHCT 1 KaTeropuu

otaena ACYTII ynpasnenust ACYTII,

KHITuA, MOIT Kpacuonapckoro PITY

dummana «Maxpoperrnon FOI» OO0 MK : ]
«CVIBVIHTEK» e

« » 20 m / M.B. HHTyc



