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1 OBIIASI XAPAKTEPUCTHKA PABOYEI ITPOTPAMMBI YYEBHOI
TUCHUILTAHBI

1.1 O6aacTh NnpuMeHEeHHs MPOrPaMMbI

Pabowass mporpamma y4deOHO# muctmmianHbl «OpraHu3anus aJMAHUCTPUPOBAHUS
KOMITBIOTEPHBIX CHUCTEM» SIBJISIETCS YacThI0 OCHOBHOW mpodeccuoHaIbHOM 00pa3oBa-
TEIBHON MporpaMMbl B COOTBETCTBHH ¢ DemepalbHBIM TOCYIapCTBEHHBIM 00pa3oBa-
TEJIBHBIM CTaHJIAPTOM cpeaHero npodeccruonanbHoro odpaszosanus (ganee ®I'OC CIIO)

i crienuaibHocTH 09.02.06 CeTeBOe U CHCTEMHOE aIMUHUCTPUPOBAHUE.

1.2 MecTo IMCUMIUIMHBI B CTPYKType NPOrpaMMbl MOATOTOBKH CHENUAJHCTOB
Cpe/iHero 3BeHa
JucuunnuHa «Opranuzanys aJMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CHCTEM)» OT-

HOCHUTCA K HpO(l)GCCI/IOHaHI)HOMy MOIYJIHO ((OpFaHI/ISaIII/ISI CETCBOT'0 aAMHUHUCTPHUPOBAHU)).

1.3 Heau u 3aga4m y4eOHON AMCUHUIJIMHBI - TPeOOBAHUS K Pe3yJIbTATAM OCBOEHHS
AUCHUTLIMHBI

B pesynprate m3ydeHus mnpodecCHOHAIBHOIO MOIYNS OOyYalOMIMHCS JOJKEH
UMeTh NPAKTHYeCKHii ONBIT B!

— YCTaHOBKE, HACTPOHKE M CONMPOBOXKICHUH, KOHTPOJIE MCIOIb30BaHUs cepBepa U
pabounx cTaHIMK 7151 0€30MaCHOCTH Nepeaad HHPOPMALIUH.

yMeThb:

— aJMUHUCTPHUPOBATH JIOKAIbHBIC BEIYUCIUTENbHBIE CETH;

— MIPUHAMATh MEPHI [0 YCTPAHEHUIO BO3MOXKHBIX COOEB;

— ofecrmeymBaTh  3alIUTYy TpUd  MOJKIIOYEHHH K  HH(OPMALMOHHO-
TEJIEKOMMYHHKAIIMOHHOH ceTu « HTepHeT».

3HATH:

— OCHOBHBIC HAIPaBJICHUS a/IMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;

— YTHIINTHI, QYHKIMH, yIAJIEHHOE YIPABICHUE CEPBEPOM;

— TEXHOJIOTHIO 0€30M1aCHOCTH, MPOTOKOJIOB aBTOPHU3AIMH, KOH(PUICHIIMATLHOCTH U
0€30macHOCTH MPH paboTe C CETEBBIMU PECYpCaMH.
MaxkcumanpHasi yueOHasi Harpy3ka o0ydvaromerocs 213 gaca, B TOM 4ucIie:

- o0s13aTenpHast ayAuTOpHas yueOHas Harpyska oOyuaromerocs: 198 yacos;

- KOHCYJIbTallus IE€PE OK3aMCHOM 9 4acCoB,



- UTOrOBas arTecTalnus 6 J4acoB.
1.4. TlepeyeHb INIAHMPYEMBIX pe3yJIbTATOB 00yueHus no aucuuiinue (Ilepeyenn
¢GopmMupyeMbIX KOMIIETEHIU )
OcBoenne nucuuIInHbl «Opranu3anus aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX
CUCTEM» CIIOCOOCTBYET (POPMUPOBAHMIO Y CTYIEHTOB CIEAYIONINX MPO(EeCCHOHATBHBIX
KOMIIETEHIINH:
IIK 2.1. AIMAHHCTPHUPOBATH JIOKAIBHBIE BEIYUCINUTEIBHBIE CETH U IPUHUMATD MEPBI 110
YCTPaHEHHUIO BO3MOXKHBIX COOEB.
[1K 2.2. ATMUHUCTpUPOBATh CETEBBIE PECYPChl B MH(POPMAIIMOHHBIX CUCTEMAX.
I[IK 2.3. O06ecneunBaTh CcOOp JaHHBIX JUIsl aHajdu3a UCIOJB30BaHUS U
(GyHKIMOHUPOBAHUS IPOTPAMMHO-TEXHUUECKUX CPEJICTB KOMITbIOTEPHBIX CETEH.
IIK 2.4. B3zaumoeiicTBOBaTh CO CIENUATMCTAMU CMEXHOTO TIpodruist mpu pa3paboTke
METOJI0B, CPEJICTB U TEXHOJIOTHI NMpuMeHeHus1 00bEKTOB MpodeccuoHaNbHON eI TEIbHOCTH.
OnHoBpeMeHHO ¢ mpodeccuoHaNbHBIMU KOMIETEHIMSIMHU Y CTYJEHTOB, 00yYaroInXcs
no gucuurinHe «OpraHu3anusi aAMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CHCTEM» CO3AK0TCA
IPEINOChUIKHU U1 (POPMUPOBaHUS OOIIUX KOMIIETECHIIMNA:
OK 1. BeiOuparh cnocoObl pelieHds 3aaady NpodhecCHOHANBHON AesITeNIbHOCTH,
IPUMEHUTEIBHO K Pa3JINYHbIM KOHTEKCTaM
OK 2. OcymiecTBasTh MOUCK, aHAIU3 U MHTEPIpPETALNI0 WHMOPMALMKU, HEOOXOIUMOM
JUT BBITIOJIHEHUS 3a/1a4 MPOodeCCUOHAILHOM AesITeTbHOCTH
OK 3. IlnanupoBarh U pean30BbIBATh COOCTBEHHOE MPOGECCHOHATBHOE U TUYHOCTHOE
pa3BUTHE.
OK 4. Paborath B KOJUIEKTHBE M KOMaHJe, 3(PQPEKTUBHO B3aMMOJEHCTBOBATH C
KOJUIETaMH, pyKOBOJCTBOM, KIINEHTaMHU.
OK 5. OcymiecTBisATh YCTHYIO U NMUCbMEHHYI0 KOMMYHHUKAIMIO Ha TOCYAapCTBEHHOM
A3BIKE C Y4ETOM 0COOEHHOCTEH COIMAIbHOTO U KyJIbTYPHOTO KOHTEKCTA.
OK 6. IlposaBiaATh TIpakKAAHCKO-NIATPUOTHUYECKYIO TO3ULUIO, JIEMOHCTPUPOBATh
OCO3HaHHOE TIOBEJICHUE HAa OCHOBE OOIEYETIOBEYECKUX LIEHHOCTEH.
OK 7. CopeiicTBOBaTh COXpPaHEHHUIO OKpYXKAIOMIEH Cpeabl, pecypcocOepekeHuro,
3¢ PEKTUBHO IEHCTBOBATH B UPE3BBIUANHBIX CUTYALIUAX.
OK 8. Hcnonb3oBatek cpeacTBa (GU3NYECKOW KyJIbTYpbI Ul COXPAHEHUS U YKPEIUICHUS

3I0pPOBbS B TMporecce MpoPecCHOHATBHOM IEATENBPHOCTH W TOJACPKAHUE HEOOXOIUMOTO



ypoBHS (pU3NYECKON MOATOTOBICHHOCTH.

OK O.

ACATCIIbHOCTHU

HUcnons30BaTh

MH(pOpPMaLIMOHHBIE

TCXHOJIOI'MH

B NpOoQeccCHOHaIbHOU

OK 10. Tlons3oBaThesi mpodeccroHanbHOM JOKYMEHTalUUMeld Ha TOCYyAapCTBEHHOM M

HWHOCTPAHHOM A3bIKaX.

OK 11. [InanupoBaTh NpeINPUHUMATENIBCKYIO IEATENbHOCTh B MPOPECCHOHATBHOM

chepe
Ilna B pesynbrate u3ydenus yaeOHOM JUCIMIUIMHBI 00yYaroIecs T0KHBI
upoed Hunexc | CoaepxaHue KOM-
b KOMIle- | TeTeHnuu (Wim eé 3HATH yMeTb HUMETb TPAKTHYECCKUH OTBIT
anedn TEHIHH 94acTH) (BIIaneTh)
Bbi6rpath criocoobt .
OK-1 AKTyaJIbHbIN aHaJIM3UPOBATh
peleHus 3a1a4 .
.. [mpodeccuoHaNbHBIN U 32129y W/ WK
npogeccuoHATBHOM .
COIIMAJIbHBIM KOHTCKCT, HpO6HCMy U BBLACIISATH
TeATENbHOCTH, b )
B KOTOPOM IMPUXOAUTCA (€€ COCTABHBIC YaCTH;
MMPUMEHUTEIIBHO K
paboTaTh U KHTh; OIPENENATH ITAIBI
[Pa3JIMYHBIM i
1 OCHOBHBIC UICTOYHUKH |PCIICHUA 3a1a4K;
' KOHTEKCTaM
nHbopmManum u BBIABJIATH U
pecypchl st pemieHust 3QdeKTHBHO UCKATh
3ama4d v npobJeM B uHpopmanuio,
NpoecCHOHAbHOM  [HEOOXOOUMYIO IS
W/WIH COLIaTbHOM peILIeHNs 3aJa4un
KOHTEKCTE W/WIH IPOOIIEeMBI
2. OK-2 OcyiiecTBIATh HOMEHKJIATypa HOMEHKJIATypa
MOKCK, aHAJIHU3 U MH(OpPMALIMOHHBIX nH(OpMAaLIMOHHBIX
MHTEPIIPETALII0 NCTOYHHKOB HCTOYHHUKOB
nH(OpPMaIUH, [PHMEHSAEMBIX B NPUMEHSAEMBIX B
HeoOXoanMol it [mpodeccuoHanbHOM  [MpodeccroHanbHON
BBITIOJIHEHHS 3a/1ad  |IeSTENbHOCTH; IPUEMBI |[IESTEIBHOCTH;
po(heCCHOHAIBHON  [CTPYKTYPUPOBaHUS pHEMBI
e TeNTbHOCTH uHdopmanum; GopMar |[CTPYKTYpUPOBAHHS
ohopmiteHHs unpopmanum; hopmar
[pe3yIbTaTOB HOMCKA |0 OPMIICHUS
nHbOpMaUH pe3yIbTaTOB MOKMCKA
nHpOpMaLI
3. OK 3 [l1arupoBaTh 1 coJep kaHne OIIPENIeNATh
[pean3oBBIBATh AKTYaIbHOH AKTYaJIbHOCTb
COOCTBEHHOE HOPMaTHUBHO-TIPaBOBOW [HOPMATHBHO-
NpoecCHOHANIBHOE  |TOKyMEHTALH; PaBOBOH
1 IMTYHOCTHOE COBpEMEHHAsI HAyYHas |TOKYMEHTAIMH B
[pa3BUTHE 1 ipopeccoHaNbHAs  [IPOQECcCHOHATBHOM
TEPMUHOJIOTHUSL; e TEeNbHOCTH;
BO3MOYKHBIE PUMEHSTH
TPAaCKTOPUH COBPEMEHHYIO
MPOPECCHOHATBFHOTO  [HAYIHYIO
[pasBHTHS U NpoQeCCHOHATLHYIO
caM000pa3oBaHus TEPMUHOJIOTHIO;
ONpeneNsTh U
BBICTPaUBATh
TPACKTOPUH
po(heccHOHAIBHOTO




OK 4 PaGortaTs B TICUXOJIOrHYECKHUE OpraHU30BbIBATH
KOJUIEKTHBE 1 OCHOBBI JICSITENBHOCTH  [paboTy KOJIIEKTHBA 1
KOMaHIe, KOJUIEKTHBA, KOMaH/IbI;

P PeKTUBHO TICUXOJIOTMYECKHE B3aMMOJICHCTBOBATH C
B3aMMOZEHCTBOBATh |0COOEHHOCTH KOJUIETaMH,

C KOJUIEraMH, ITTYHOCTH; OCHOBEI PYKOBOJZICTBOM,
[PYKOBOJZICTBOM, MPOEKTHOH KJIMEHTaMH B XO0JIe
KIIIEHTAMH. eI TENbHOCTH npoeccroHaLHOM

OK 5 OcCyIecTBIATh 0COOCHHOCTH TPaMOTHO U3JIaraTh
YCTHYIO U COIMaIBHOTO CBOM MBICIIU H
[MICEMEHHYIO KYJIbTYPHOTO ohopMIISATH
KOMMYHHUKAIIMIO HA |[KOHTEKCTa; MpaBWia  |TOKyMEHTHI 110
rOCylapCTBEHHOM |0 OpMIICHUS npoeccroHaEHOM
SI3BIKE C YY4ETOM TOKyMEHTOB U TEMaTHKE Ha
0coOCHHOCTEH [OCTPOCHMS YCTHBIX  [FOCYAapCTBEHHOM
COLIMAJIBHOTO U COOOIIEeHNH. SI3BIKE, TIPOSIBIISITH
KYJIbTYPHOTO TOJIEPaHTHOCThH B
KOHTEKCTa paboueM KOJJIEKTUBE

OK 6 [IposBnsTH CYLHOCTb I'PaKJaHCKO- |OIIUChIBATh
rpakJaHCKO- MaTPUOTHYECKOM 3HaYMMOCTh CBOCH
[MaTPUOTUICCKYIO TTO3HIINH, CIICIITHMAJIBHOCTHU
[MO3UIIUIO, 00II[EUEIOBEUECKUX
JIEMOHCTPHUPOBATh  [IEHHOCTEH;

OCO3HAHHOE 3HaYHMOCTh
MOBE/ICHHUE Ha npogeccuoHABHOI
OCHOBE e TeNbHOCTH
TPpaJUIIMOHHBIX CIICIIHAJIBHOCTHU
00111e4EIIOBEYECKUX

LIEHHOCTEH.

OK 7 CoaeicTBOBATE MpaBuiIa COOJIIOIaTh HOPMBI
COXpPaHEHHUIO PKOJIOTHYECKON DKOJIOTUYECKOU
OKpY>KaroIen 0e30IacHOCTH TIPU 6e30macHOCTH;
Ccpensl, BE/ICHUN OIpEeACNIATD
pecypcocOepekeHno [Mpo)eCCHOHANIBHOM  [HATpaBJICHUs
, 93hdexTuBHO e TeNbHOCTH, pecypcocOepexeHus B
eliCTBOBATH B OCHOBHBIE PECYPCBI,  [paMKax
UpE3BbIYAHBIX 3a1ciCTBOBaHHbIE B npodeccroHaNBLHOM
CUTYaIUsX. NpoecCHOHANbHONH  |[NeATEeNbHOCTH

OK 8 Mcnonp3oBath HCIIOJIb30BaTh poJib pr3HYECKOn
CpencTBa (OIBKYIBTYpHO- KyJIbTYpHI B
(br3HIecKOi 03]I0POBUTENBHYIO OOLIEKYIIbTYPHOM,
KYJIbTYPBI IS eATENbHOCTD JUIS po(hecCHOHAIBHOM H
COXPaHECHUS U YKPETUIEHUS 3/10POBbsI, [COINAIEHOM

YKpETUICHUS
30pOBBSI B TIpOLIECCe
podeCCHOHATBHOMN
e TeNEHOCTH U

MO IePKAHMS
HEOOXOJUMOTO
YpOBHS pHU3HUECKOI
[IOAT OTOBJICHHOCTH.

TTOCTHKCHISI
PKU3HEHHBIX U
podeCCHOHATHHBIX
LieJel; IPUMEHSTD

[PallMOHAJIbHBIC TIPUEMBI

NIBHTATENBEHBIX
(hyHKTIHH B
podeCCHOHATBFHON
NesATEeNbHOCTH;
MOJIE30BATHCS

CpecTBaMu

pa3sBHTHU YeJIOBEKa,;
OCHOBEI 3JJOPOBOT'O
00pasa KU3HH;
YCIIOBUS
npodeccroHaTbHOM
NeATENBHOCTH U 30HBI
prCKa (U3MIECKOro
30pOBBS ISt
CIICIIMANTbHOCTH;
cpencTBa

POPHUIAKTHKI




0. OK 9 cnonb3oBath COBPEMEHHBIE CPEJICTBA [[IPUMEHATH CPECTBA
nHpOpMaMOHHBIE |1 YCTPOWCTBa nH(pOpMAaIMOHHBIX
TEXHOJIOTHH B MH(pOpMaTH3aIHY; TEXHOJIOTHH ISt
rpodeccHoHANBHON  |ITOPSIIOK UX pereHus
e TeITbHOCTH TIPUMEHEHHS 1 npoeccroHaIBHBIX
IporpaMMHOe 3a/1a4; MCIOJIb30BATh
oOecrieueHre B COBPEMEHHOE
npoecCHOHANILHON  [MporpaMMHoOe
eI TeNbHOCTH obecnieueHne
10 OK 10  [lomp3oBaTbecs MpaBuiia MOCTPOSHHSI  [TOHUMATh OOIINI
Npo(heCCHOHANIBHOM [IPOCTHIX U CIOXKHBIX  |CMBICI YETKO
TOKyMeHTaleil Ha  [[Ipe/UIoKeHn i Ha MPON3HECEHHBIX
rOCYIapCTBEHHOM M |[IpO()eCCUOHANIbHBIE  |BBICKA3bIBAaHHMN Ha
MHOCTPaHHOM TEMBbI; OCHOBHbIE W3BECTHBIE TEMBI
SI3BIKAX. 001eynoTpeouTensHble|(podeccnoHabHEIC
rnaronel (ObITOBasi 1 (M OBITOBEIE),
npodeccroHanbHast MOHUMATh TEKCThI Ha
JICKCHKA); 0a30BbIC
podecCHOHATBHBIC
TEMBbI;, y4aCTBOBAaTh B
ajorax Ha
3HAKOMBIE OOIIHE U
npogeccroHaNbHbIC
TEMBL
11 OK 11 [l1anupoBath OCHOBBI BBISIBIIATh
MpeIIpUHUMATENbCK [TPEATPUHIMATENBCKOM |IOCTOMHCTBA U
VIO I€ATEIbHOCT B |IESITENBHOCTH; OCHOBBI [HEIOCTATKU
npogeccnoHanbHO#  [(prHAHCOBOM KOMMEPYECKOH HIIeH;
cepe TpPaMOTHOCTH; NPaBUJIa [IPE3EHTOBATh UJIEH

pazpaboTku OuzHec-
[UIAHOB; MOPSIIOK
BHICTPAHBAHUSI
Mpe3eHTalNY;
KpeIUTHbIE OaHKOBCKHE
[POYKThI

OTKPBITHS
COOCTBEHHOIO JI€jIa B
npodheccroHAILHOM
NesATeNbHOCTH;
ohopMIIsATh OHU3HEC-
UIaH; PACCUUTHIBATH
pa3Mepsl BBITLIAT 110
MPOLICHTHBIM CTaBKaM

KpEAUTOBAHUA




10. [IK 2.1 |AnMunucTpupoBaTh [TexHOIOrMH Co3naBats u [InaHupoBaTh U BHEIPSTH
ITOKaIbHBIE 0e30MacHOCTH, KOH(GUTYypHpoBaTh  |haiiyioBbIe XpaHIWIHIA U
BEIYUCIIUTEIBHBIE  |[IPOTOKOJIBI YYETHBIE 3aIUCH CHCTEMBI XpaHEHHs JaHHbIX.
CEeTH U IIPUHUMATh  [aBTOPHU3ALIUH, OT/IEBHBIX PazpabatbiBaTh 1
MepBbI IO KOH(WICHIIMAIEHOCTD  [TIOJIb30BaTeeH 1 aIMUHHUCTPUPOBATh PEIICHUS
YCTpaHEHHIO 1 06e30MacHOCTh NIPU  [TIOJIb30BATEbCKUX |0 yrpasiieHuto [P-anpecamu
BO3MOXKHBIX cOoeB. [pabote B Web. TpyIIL. (IPAM). TIpoekTupoBaTth

TTopsiox OO0ecrnicynBaTh peanu3oBbIBaTh pemieHus VPN.
VCTI0JIb30BAHMS 3ammTy npu [TpumensTh MacuTabupyemble
KJIaCTEPOB. TOAKITIOYEHHUH K [penIeHust ISl yIaJIeHHOTO
nH()OpMaLMOHHO- nocrymna. [IpoekTupoBats u
TENIEKOMMYHHUKAIIOH [BHE/PSITH PEIICHUS 3aIUThI
Hoit cetn "UuTrepHet" |[noctymna k cetn (NAP).
CpencTBaMu Pa3pabaTeiBaTh CTpaTeruu
orepaloHHON pa3MelleHHs KOHTPOJIEPOB
CHCTEMBI nomeHa. YcranaenuBath Web-
cepepa. OpraHn3oBbIBaTh
TOCTYII K JIOKaJIbHBIM U
r7100aJTbHBIM CETSIM.
ConpoBOX1aTh U
KOHTPOJIMPOBATh
MCIIOJIb30BAHHE TIOYTOBOTO
cepsepa, SQL-ceprepa.
[IpoexTrpoBaTh CTpaTEruu
BUPTYaJIU3aluu. HHaHI/IpOBaTb
1 pa3BePTHIBATH BUPTYaIbHBIE
MallUHbL. Y IPaBIsATh
Ppa3BEPTHIBAHUEM BUPTYaIbHBIX
MalluH. Peann3oBbiBath 1
[UIAHUPOBATh PEILICHUS
BBICOKOM JOCTYITHOCTH IS
(haitnoBeix ciyxO0.
BHuenpsts nHppacTpyKTypy
OTKPBITBIX KJIIOYEH.

11. [IK 2.2  |AnMunHHCTpUpOBaTh ([ e€XHOIOTHH 'YcTaHaBIMBATh U [IpoekTHpOBaTH MOJEIH
CETEBBIC PECYPCHI B [0€30MaCHOCTH, KOHQHUT'YPHPOBATh  [pa3pelleHn AIs CIyKOBI
WH(OOPMALMOHHBIX  [IPOTOKOJIBI QHTUBHPYCHOE KaTaJloroB.

CHCTEMaX. ABTOPU3AINY, porpaMMHOE [TpoexkTHpOBaTH CXEMBI CAHTOB
KOH(DHICHIINATIBHOCTE  [00ecredeHue, Active Directory.
1 0E30IIaCHOCTh IPH  [IPOTrpaMMHOE Pa3pabatbiBaTh CTpaTeruu
pabore B Web. obecrieueHue 6a3 pa3MeIieHns KOHTPOJUIEPOB
TTopsnox TaHHBIX, moMeHa.
WCTIONTb30BAHMSA pOrpaMMHOE Brenpsite nHGPaCTpyKTYpy
KIIaCTEpOB. obecrieueHne OTKPBITBIX KITFOUEH.
MOHHUTOPHHTA. [naHMpOBaTh M peann30BHIBATH,
ObecnieqanBaTh uH(ppacTpyKTypy ciayx0
3almTy Npu YIIPaBIICHUSI IIPABaAMHL
MOAKITIOYEHUHN K
WHPOPMAaIIMOHHO-
TENCKOMMyHUKAIIHOH
Ho#t cetn "UuTepHET"
CpencTBaMu
OnepaluOHHON
CHCTEMBI
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12. [IK 2.3 |OGecnieunBats cOOp |ANTOpUTM PerucrpupoBath [11aHupoBaTh U peanu3oBaTh
JTAHHBIX JJIS aHAJIHM3a [ABTOMATH3alMY 33734  [TOAKIIOYEHHE K MOHUTOPHHT CEPBEPOB.
WCIIONIb30BAaHMSA M |0OCITY>KUBaHUSL. TOMEHY, BECTU Peanu3oBaTh U MIaHUPOBATH
¢yHKIoHNpoBaHus ([Iopsiiok MOHUTOPUHTA |OTIETHYIO [pEILIECHNS BBICOKON
[IpOrpaMMHO- 1 HACTPONKHU TOKYMEHTAIUIO. TOCTYIHOCTH 17151 paidIIOBBIX
TEXHUYECKUX MIPOU3BOUTENBHOCTH. ciryxO0.

CpeACTB 'TeXHONOTuIo BEACHUS BHenpsTs nHPpacTpyKTypy

KOMIIBIOTEPHBIX OTYETHOU OTKPBITBIX KJIIOYEH.

ceTel. TOKYMEHTaI[1H. [ImaHupoBaTh U peanu3oBbIBATH)
nH(pacTpyKTypy ciyx0
YIpaBJICHUs IpaBaMu.

13. [IK 2.4 |B3aumozelicTBOBaTh [ANTOPUTM Ob6ecrieunBaTthb PaccuuTeIBaTh CTOUMOCTH
CO CIIELUANIUCTAMH  [aBTOMATH3AllUM 3a/lad  [3alUTy [IPU JTUIIEH3MOHHOTO ITPOrPaMMHOI0
CMEXHOT0 PO UIIst |00CITy)KUBaHUSL. MOAKITIOUEHHUH K o0ecreueHuns CeTeBOM
npu pa3paboTke TexHomoruio BeeHns:  [MHPOpMaIMOHHO- nH(pacTpyKTYypHI.

METO/I0B, CPEJICTB U |0TUETHOM TENEKOMMYHHUKAIIOH (OCYIIECTBIISTh COOp AaHHBIX
TEXHOJIOT Ui IOKYM EHTaL1H. Holt cetu "MHTepHeT" |14 aHa/IN3a HCIOIb30BAHUS U
pUMEHEHUS CpeAcTBaMHU (hyHKIIOHUPOBaHHUS

00BEKTOB OIepalvoHHON [POrpaMMHO-TEXHIUYECKUX
npogeccuoHaTBLHOM CHCTEMBI. CPEACTB KOMIIBIOTEPHBIX CETEH.
NesITeNTbHOCTH [ImaHupoBaTh U peann3oBbIBATH

nHppacTpyKTypy ciyx0
VIIpABJICHHSI IPABAMH.
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2 CTPYKTYPA U COAEPXKAHWE YYEBHOW JUCIATLINHBI

2.1. O0beM yuyeOHOM AUCHMIIMHBI M BBl y4e0HOIl padoThI

Bcero CemecTpbl

Bu yaeOHOM paboThI 1acoB 6
Oos13aTeIbHAs YueOHasi HAarpy3Ka (Bcero) 198 198
B Tom uncne:
3aHSTHS JICKIIMOHHOTO TUTIA 100 100
[PAKTUYECKHUE 3aHATHS (TPAKTUKYMBI) 98 98
1abopaTopHbIC 3aHATHUS - -
KypCOBOE MTPOCKTHPOBAHUE - -
CamocTrosiTejibHasi pa6oTa (Bcero) 9 9
B TOM YHCJIE:
\Koncyromayuu 9 9
By mpoMeXyTOYHOH aTTecTaiui — JK3aMeH 6 6
OO611as1 TPYI0EMKOCTh 213 213

2.2 CTpyKTypa IMCUMIIJIMHBI
OcBoenune yuebHoW aucuurminHael MJIK.02.03 «Opranuzanus agMUHUCTPUPOBAHUS

KOMIIBIOTCPHBIX CUCTCM» BKIIHOYACT U3YUCHHUC CIICAYIOIIHUX Pa3aciiOB U TCM:

KosinyecTBO ayIMTOPHBIX YaCOB
HanmeHoOBaHMe Pa3/1eJi0B  TeM Beero | Teopermueckoe IlpaxTirieckne u Camocros-
06yueHue JabopaTopHble | TeqabHas padora
3aHSATHSA CTyJeHTa (4ac)
Tema 3.1 [IpoexTHpoOBaHHNe U peaau3alusi
cepBepHOii HHPPACTPYKTYPbI 86 52 34 -
Tema 3.2. Peaninzanusi npoBUHYTO#
CepBEePHOl MHPPACTPYKTYPbI 112 48 64 -
Bcero mo mucuumnimne 198 100 08 B

2.3 TemaTtuyeckuii IJIaH u coaep:xkanue ydeoHou qrucuumianabl MJ/IK.02.03
Opranusanusi aIMUHUCTPUPOBAHNS KOMIIbIOTEPHBIX CUCTEM

HanmenoBanue
Conep:xaHue yuyeOHOro MaTepHaJa, .
pa3/1esioB U TeM O0néM B
J1aGopaTopHbie padoThHI U MPAKTHYECKUE 3aHATHUS, CAMOCTOSITeIbHAS yueOHAs
MERIMCIUTLTHHADH a0oTa o0yuyaroluxcs, KypcoBasi padora (IPOeKT) (ec/iu npedycmompensi) Hacax
BIX Kypeos (MJIK) p y » Kyp p p pecy p
Tema 3.1 Coodepircanue 86
Ipoextnpoanue u | 1 | IlanupoBaHue anrpeiiga u MUrpanuu cepBepa
peajn3anus Pexomenmanmu mo amrpeiiny w murpamum. Co3laHue IUTaHA anrpeiina u
cepBepHO MUTpanuy cepsepa. IlmaHnpoBanue BUPTyaTu3auu
HHQPACTPYKTYPBI 2 | IlnanupoBaHue M BHeIpeHHe WHQPACTPYKTYPHI AJsl pPa3BepPTHIBAHUSA

cepBepoB

Beibop monmxomsmieii crparermu co3maHus o0pa3oB cepBepa. BHenpenme
CTpaTEery aBTOMAaTHYECKOTO Pa3BEPTHIBAHUS

3 | [lnanupoBaHue W Ppa3BepTbIBAHHE CEPBEPOB € HCMOJIb30BAHHEM
AUCIeTYepa BUPTyaJabHbIX MamnH (VMM)

O0630p mucneruepa BHUpTyalnbHBIX MammH B System Center 2012 R2.
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Peanmuzamust OuOMmoTek M TpoduMiIed mucrieTdepa BUPTYaJIbHBIX MAIIUH.
[TmanupoBanue 1 pa3BepThIBaHKE CIIY’KO VMM.
4 | IlpoekTHpoBaHMe M BHeApeHUe WHPPACTPYKTYPHI JIECOB W I0OMEHOB
Active Directory Domain Services
IIpoextpoBanue neca AD DS. IlpoexktupoBanue U peanusanus
JIOBEpHUTENBHBIX OTHOLIEHUH MEXIy JiecaMu. [IpoekTupoBaHne HWHTETpalvu
ADDS c¢ WindowsAzureActiveDirectory. IIpoekTupoBaHHe W CO3IaHUE
nomenoB AD DS. IlpoextupoBanue npoctpancts uMeH DNS B cpene AD DS.
IIpoexTrpoBaHue noBepuTenbHBIX oTHoueHnit AD DS.
5 | IpoexkTupoBaHue U peaau3anus uHPpacTpykTypsl noapasaenenuii (OU)
U paspewenuii AD DS
[TnanupoBaHue nenerupoBaHus aAMUHHUCTPATUBHBIX 3aj1ad. [IpoexTrpoBanne
cTpykTypsl nompazaenenuit OU. IlpoekTupoBaHue W BHEIPEHHE CTPATETUU
rpymn AD DS
6 | IlpoexTHpOBaHUE U BHEIPEHHE CTPATETMH IPYNINOBBIX NOJIUTHK
Co6op TpeOyemoit mHMOpMAIUK ISl TPOCKTUPOBAHUS TPYIIOBBIX TOIHTHK.
[IpoektupoBaHre W BHEApPEHHE TPYNIOBBIX IOMUTUK. [IpoekTHpoBaHKe
00paboTKM TPYMNIOBBIX MOJUTHK. [IJTaHUpOBAaHWE YIpaBIICHHS TPYMIIOBBIMHU
TOJINTHKaMHU
7 | TpoexTHpoBaHue U peanu3anus pusnueckoii Tomosoruun AD DS
[TpoextrpoBanue u peanuszanus caiitoB Active Directory. IIpoekriupoBanue
perumkaimu Active Directory. [IpoekTupoBanue pa3mMenieHuss KOHTPOJUIEPOB
JOMeHa. BupTyanuzanusi KOHTpOUIEpoB joMeHa. [IpoekTHpoBaHHe BBHICOKOM
JIOCTYITHOCTH KOHTPOJUIEPOB JIOMEHa
8 | IlnaHupoBaHWe U peau3alus XPAHUIULI TAHHBIX
[TnanupoBanne u BHeapenue iSCSI SAN. IlnaHupoBaHue W BHeApEHHE
Storage Spaces. OnrtiumMu3zanys $HaiioBbIX CIyK0 Uit GHIHATIOB.
9 | [lnanupoBaHue U peanu3alysi 3aIUTHI CeTe
O0630p mpoexTHpoBaHus Oe30macHOCTH ceTel. [IpoekTupoBanue U BHEOpEHHUE
ucnonp3oBanusi  Windows Firewall. IIpoektupoBaHue W  BHeApeHHE
undpactpykrypsl NAP
1 | IIpoexTHpOBaHUe M peaTH3ALUS 3AIMTHI CIYKO A0CTYNIA K CETH
0 | [nanupoBanue u BHenapeHue DirectAccess. [lnmaHupoBaHue W BHEApEHUE
VPN. IlnanupoBanue u BHenpenue Web Application Proxy. [InanupoBanue
CIIO)KHOM MH(PACTPYKTYpPHl yAAJIEHHOI0 JOCTyNa
B mom uucne npakmuueckux 3anamuil u 1a60pamopHslx pabom 34
1 | IInarmupoBaHue anrpeiia  MUTPAINK CepBepa
2 | IlnanupoBaHue U BHeApeHHE HHOPACTPYKTYpPHI 7Sl pa3BEePTHIBAHHS CEPBEPOB
3 | [InanupoBaHue M pa3BepPTHIBAHHE CEPBEPOB C HCIIONB30BAHMEM IHCIIETYEpa
BUPTyasbHBIX ManmH (VMM)
4 | IlpoekTpoBaHWE W BHEApEHHE HH(PACTPYKTYPHI JIECOB M TOMEHOB Active
Directory Domain Services
5 | IIpoextupoBanue u peanusaims HHPpacTpyKTypsl moxapaszaenenuit (OU) u
paspemenniit AD DS
6 | IIpoexTrpoBaHNE 1 BHEAPEHHE CTPATET MU IPYNIIOBBIX MTOJIUTHK
7 | lpoextupoBanue u peanusaiws ¢pusnueckoit Tononorun AD DS
8 | IlmanupoBaHue U peaan3alys XpaHWIHII JaHHBIX
Tema 3.2. Cooepircanue 112
Peanusauus 1 | O630p ynpasienusi llentpom Oopadorkn J[aHHBIX NpeINPUATHS
HPO/BHHYTOi 0630p LIOJ npeanpustus. O630p komnonent SystemCenter 2012 R2
cepBepHoii 2 | lnanupoBaHue U peaan3anusi CTPATErud BUPTYATH3AIHH CEPBEPOB
MH(PACTPYKTYPbI [ImarupoBaHwe pa3BepTHIBAHUS AWCIETYEpa BUPTYaNbHBIX MammH (VMM).
IInanupoBaHue U peannu3anysi CEpBEPHON BUPTYAIU3ALNH.
3 | TlnaHupoBaHWe U PeaJu3anusi CeTeBOIl HHPPACTPYKTYPHI H CHCTEM
XpaHeHHUs1 JAHHBIX VISl BUPTYAJIH3alHH
[TmanupoBaHye cucTeM XpaHEeHHs sl BUpTyanu3anun. Peamsanns cucrem
XpaHeHUs sl BUpTyanu3anuu. [InaHupoBaHne u peanu3aiys ceTeBon
nH(paCTPyKTYpHI U BUpTyanusanuu. [lnanupoBanne n peanuzanus
BHPTYaJIN3aIAN CETH
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IInanupoBaHue U pa3BepThbIBaHNEe BUPTYAIbHBIX MAIIIMH

[InanupoBaHue mapaMeTpoB BHUPTyaldbHbIX MammMH. IloaroroBka K
pa3BepTHIBAaHUIO BUPTYalbHBIX MAIIMH C HCIONB30BAaHUEM JHCIETYEpa
BUpTyanbHbIX MamumH (VMM). Pa3BepTbiBaHuHe BUPTYalIbHBIX MallUH.
[TnanupoBanue u peanusanys permmkn Hyper-V

I[nanupoBanue U peaTu3anus pelieHNsI M0 ATMUHHCTPHPOBAHUIO
BUpTyanu3auuu [InanupoBaHue 1 peann3alys aBTOMaTH3AIHH C
ucnons3oBanueM System Center 2012 R2. IInanupoBanue u peanu3aius
MicrosoftSystemCenterAdministration. [lnanupoBatue u peanusanus Self-
Service ¢ ucnonezoBanueM System Center 2012 R2. [InanupoBanue u
peanu3anus yCTaHOBKHA OOHOBJICHUH B HH(PACTPYKType CEpBEPHOM
BHPTYyaJIN3aIiN

[nanupoBanue U peaTu3anus CTPAaTeErnl MOHUTOPHHTA CEPBEPOB
[InanupoBanne wmonutopuara B Windows Server 2016 R2. O630p
SystemCenterOperationsManager. IlnanupoBaHHe W HACTPOHKA KOMIIOHEHT
MoHuTopuHra. Hacrpoiika B3aumopeiictsus ¢ VMM

IInannpoBanne W peanu3anysi pelleHUH BbLICOKOH MOCTYNMHOCTH UIA
(ailuioBBIX CJYXKO U IPUIOKEHU I

[InanupoBanue u peannzanus Storage Spaces. [ImaHupoBaHue u peanusanus
DFS. Ilnanuposanue u peanusanus NLB

IlnanupoBanne W peaJu3anusi pelieHUii BBICOKOW JOCTYINIHOCTH Ha
OCHOBE KJ1aCcTepoB

[TnanupoBanue WHQPPaCTPYKTYyphl OTKA30yCTONUUBBIX KiIacTepoB. BHenpeHue
OTKa30yCTOMUYMBOrO Kiacrepa. IlnaHupoBanue u peanus3anus CHCTEMBI
YCTAaHOBKM OOHOBJIEHMH JIJIsl OTKa30yCTOMYHMBOro Kiacrepa. WHterpanus
OTKAa30yCTOMYMBBIX  KJIAcTepOB M  BUpTyanusauuu. IInanupoBanue
pacnpenenéHHbIX OTKa30yCTOWYUBBIX KIACTEPOB

IlnaHupoBaHWe W peaju3anMsi CcTpaTernu Oecnepe0oiiHoil PaGoOTHI
(Business Continuity Strategy)

O030p crpareruu OecrniepeOoiiHO padoTel. [lnaHupoBaHMe M peanu3anys
cTparerwii pe3epBHOrO KONMpOBaHWsA. ILIaHMpOBaHHE W peanu3aius
BOCCTAaHOBJICHUs. [ITaHMPOBAHUE U PEANH3aLMs PE3CPBHOIO KOMHUPOBAHKS U
BOCCTAHOBJICHHUSI BUPTYaJIbHbBIX MalIUH

[N

IInanupoBaHue u peanuzanus HHPPACTPYKTYPbl OTKPBITHIX KJIK0Yeii
[ImanupoBaHue U pa3BepThIBAHUE YIOCTOBEPSIOMUX IeHTPoB. [ImanupoBanue
U peanuzanus I1a0JIOHOB cepTUdUKATOB. [lnaHMpoBaHWe W peau3anus
BbIJIa4U U OT3bIBa cepTr(uKaroB. [InaHupoBaHKE U peann3alus apXuBaliy U
BOCCTQHOBJICHHS KJItOUeH

IInanupoBanue u pa3BepthiBanue AD FS

[InanupoBanue u peanusaims uHdpactpykrypsl AD FS. IlnanupoBanue u
peammzanust AD FS Claim Providers u Relying Parties. [InanupoBanue u
peanuzanust AD FS Claims u Claim Rules. [TnanupoBanue u peanuszanus Web
Application Proxy

[N

IInanupoBaHue U peanu3anys A0CTyNa K JaHHBIM JJIsl MOJIb30BaTeel U
YCTpOiicTB

[ImanupoBanme u peammsamust DAC. IlmanmpoBaHne TOIKITIOYEHUS K
pabouemy mectry (Workplace Join). ITnanupoBanue pabounx mamok (Work
Folders)

IInanupoBaHue U peanu3anus cJIyk0bl ynpapjaeHus: IpaBamMu

O630p AD RMS. IlmanupoBanme u peammsanus kiaactepa AD RMS.
[TmarupoBanwe u BHempenue mabmoHoB AD RMS u mommtuxk AD RMS.
[TmarupoBanue u peanmsanus BHemHero goctyma Kk AD RMS. ITnarupoBanme
u peanmzanus BzaumonercTeuss AD RMS u Dynamic Access Control.

B mom uucne npakmuueckux 3anamuil u 1a060pamopHvlx padbom

1.

OcymecTBieHNe KOHPUTYPHUPOBAHUS TIPOTPAMMHOTO 00ECTICICHHUS Ha CepBEpax
1 pabouMX CTaHIMSIX.

YcraHoBKa IIpaB J0CTylad U KOHTPOJIb UCIOJIb30BAHUS CETCBBIX PECYPCOB

AI[MI/IHI/ICTpI/Ip OBaHHC CCPBCPOB

Pacuér croumoctu ceTeBoro 060pyHOBaHI/I$I 1 [IPOrpaMMHOro obecrnieueHus

Peructpauus noap3oBaTenen J0KaJIbHON ceTn

OCYIIIGCTBJ'IGHI/IC aHTHBHPYCHOﬁ 3alluThI

No g~ IwiN

HpI/IMeHeHI/Ie CCTCBBIX YTWJINT JUIA OINPCACIICHUSA pa6OTOCHOCO6HOCTI/I CCTH

64
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8.

Opranmsauus gynkuronupoanus JIBC na 6aze OC Windows Server 2019.
Hacrpolika cepBepa umeH.

9.

YZ[EU'IGHHOC YIIpaBJICHUEC KOMIIbIOTCPOM

10. Mcnonp3oBanune yruutsl Backup

11. YnpaBneHue peecTpom

12. I'pyrmmossie monutukn OC Windows Server 2019

13. Lentp ceprudukammu OC Windows Server 2019

Koncyabranus

Hrorosas arrecranmusi (3K3aMeH)

HToro

213

2.4 Conep:xaHue pa3iejioB TUCHUIINHBI

2.4.1 3ausaTHA JEeKIHMOHHOI0 THIIA

Ne

n/n

HaumenoBanue
pa3aena

Cogepxanue pasnena

®dopma
TEKYLIETO
KOHTPOJIS

Tema 3.1
IIpoexTupoBaHue
W peaJn3anus
cepBepHoOii
HH(PaCTPYKTypbI

IlnanupoBanue amnrpeiiia W MUrpanud cepBepa  PekoMmeHpanuu 10
anrpeliny um murpauun. Co3gaHue IUlaHa anrpeiiia ¥ MUrpaluu cepBepa.
[TnanupoBanue BUPTYaJIU3AIMU IlnianupoBanue | BHeJIpeHHe
HHPACTPYKTYpHl IS pa3BepThIBaHUSI cepBepoB BpiOop moaxomsmiei
CTpaTeruu cozfaHus oopa3oB cepsepa. BHenpenue crpaTerny aBTOMaTH4ECKOro
pasBepreiBanusi  IlnaHupoBaHMe M pa3sBepThHIBaAHHE  CepPBEpPOB €
HCIO/IB30BAHMEM JucHeTdepa BHUPTYaabHbIx MammH (VMM) OG630p
mucrieTuepa BUpTyanbHbIX MammuH B System Center 2012 R2. Peanmzanus
Oubnuorexk u mpoduieil aucneryepa BUPTYalIbHBIX MamuH. [lnanupoBanue u
pasBeptbiBanue  cayx60 VMM.  IlpoekTHpoBaHme u  BHeJIpeHHE
HHPPACTPYKTYpPHI JecoB U 1oMeHOB Active Directory Domain Services
[IpoextupoBanne Jneca AD DS. [IIpoektupoBaHme H  peam3anusi
TOBEPHUTENBHBIX OTHOIICHUH MEXIy JiecaMH. lIpoekTHpoBaHHME WHTETpaLUH
ADDS ¢ WindowsAzureActiveDirectory. TIpoekTHpoBaHHE W CO3JaHHE
momenoB AD DS. IpoextupoBanue npoctpancts umeH DNS B cpene AD DS.
[IpoexTrpoBanue moBepuTenbHBIX oTHomeHuit AD DS. IlpoexkTupoBanue u
peanu3zaunusi uHQppacTpykTypsl noapasaeienmii (OU) u paspemennii AD
DS [InanupoBanne JIeTIETUPOBAHUS aJMUHHUCTPATHUBHBIX 3ajau.
[IpoextrpoBanne cTpykTypsl moapasmeneHuit OU. IlpoextupoBanme u
BHeAperne crpatermn rpynn AD DS IlpoexkTHpoBanHMe M BHeIpeHHe
cTpaTerid TrpynnoBbIXx mnoautuk CO6op tpeOyemoil wHbopManmu mis
[IPOCKTUPOBAHMUS TPYNIOBBIX MOMUTHK. IIpoekTMpoBaHME U BHEApEHHE
IpYNIOBBIX MHOMUTHK. IlpoekTmpoBaHMe 0OpaOOTKM TIPYNNOBBIX MONUTHK.
[InanupoBaHue ympaBicHUs] TpynmnoBbIMU noiuTHkamu IlpoexkTHpoBaHue W
peanu3anus ¢puznyeckoii Tonosorun AD DS IlpoextupoBanue u peanm3ams
caiitoB Active Directory. IIpoextmpoBanme pemmkamun Active Directory.
[IpoekTpoBaHNEe pa3MeEIIEHHsS KOHTPOJUIEPOB JOMEHAa. BupTyanmmszanus
KOHTPOJUIEPOB JoMeHa. [IpoekTHpoBaHe BBICOKOH JOCTYITHOCTH KOHTPOJJICPOB
nomeHa IlsiaHnpoBaHue M peajiM3alusi XPaHWINLL JaHHBIX [[1anupoBanue 1
Baeaperne 1SCSI SAN. IlmanupoBanme wu BHempeHme Storage Spaces.
Ontumuzamus  ¢aitmoBeix  cnyx0 mis  ¢umuanos. IlnanupoBanne u
peanu3anus 3amuThl cereil O030p MPOEKTHPOBaHUS OE30IMACHOCTH CeTel.
[MpoextrpoBanne u  BHeapeHwe ucnomb3oBanumst  Windows — Firewall.
[TpoexktupoBanne u BHeapeHne HMHGpacTpykTypsl NAP IIpoexTnpoBanue u
peajM3anusi 3alIMTHI CIy:K0 qocTyna K ceTH [ImaHmpoBaHue W BHEIpEHHE
DirectAccess. ITnannpoBanne u Buenpenne VPN. InannpoBanue n BHeApEeHHUE
Web  Application Proxy. IlnanupoBanme CIIOXHON  HMHQPACTPYKTYpbI
YIAJICHHOTO TOCTYIa

V,KP, T
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Tema 3.2.
Peannsanus
MPOABUHYTOM
cepBepHOii
HHQPACTPYKTYPHI

00630p ynpasJjenus Llentpom O6padorku JaHHBIX NpeInpusiTus

00630p HO/I mpemnpustus. O630p kommoneHT SystemCenter 2012 R2
[nanupoBaHue U peaTu3anus CTPaTerul BUPTYaIN3alii CEPBEPOB
[lmaHupoBaHKe pa3BEpTHIBAHMS JAUCIIETYEpa BHPTYalbHBIX MammH (VMM).
[TnanupoBaHye W peanusanusi cepBepHol BupTyanmzauuu. IliaHupoBanme u
peaqmn3anusi ceTeBoii HHQPACTPYKTYPHI M CHCTEM XpPaHEHHS] JAHHBIX A
BUpTyanu3anuu  [lnaHupoBaHWEe CHCTEM XpaHEHHs JUIS BUPTYaTU3alWH.
Peanmuzanumst cucteM XpaHeHUs Uil BUpTyanm3anuu. [lnmanumpoBanue w
peanu3anus ceTeBoil MH(QPACTPYKTYpHI JJIsl BUpTyainu3auuu. [InanupoBanue n
peanmmzauus BUpTyatmzauuu cetd IliaHmpoBanme uW  pa3BepTHIBaHHE
BHPTYAJIbHBIX MammH [InaHupoBaHue MapaMeTpoB BHUPTYaJIbHBIX MAallWH.
[loaroroBka K pa3BEpPTHIBAHUIO BHPTYANbHBIX MAIIMH C HCIOIB30BaHUEM
micneryepa BUpTyanbHbIX MammH (VMM). PassepTeiBaHue BHPTYyalbHBIX
MmaiuH. [TnanupoBanue n peanusanus perumkud Hyper-V IlnanupoBanme u
peaqm3anusi pelleHHsT 10  AAMHHHCTPUPOBAHMIO  BUPTyaJIu3ainuy
[lnanupoBaHve W peanu3alys aBTOMAaTH3allMM C HCIONb30BAaHHEM System
Center 2012 R2. [TnanupoBaHue u peanu3aius
MicrosoftSystemCenterAdministration. TlmanupoBanve u peanusamus Self-
Service ¢ wucnonb3oBanuem System Center 2012 R2. IlnanupoBanume u
peanu3anus.  YyCTAHOBKM  OOHOBJIEHMH B  WH(PAaCTpyKType  CepBEepHOM
BupTyanu3aiuu [liaHupoBanue W peaju3anusi CTPATerHd MOHMTOPHHTA
cepBepoB IlnanupoBanue monutopunra B Windows Server 2016 R2. O630p
SystemCenterOperationsManager. IlmanupoBaHHe W HACTPOMKA KOMIIOHEHT
MoHuTopuHra. Hacrtpoiika B3ammozneiicteus ¢ VMM IlnanupoBanue H
peajJM3anusi pelIeHWil BBICOKOW NOCTYNMHOCTH MJIsi (ailJIOBBIX CiIyxk0 H
npuaoxeHuil [InanupoBanue n peanuzanus Storage Spaces. [ImanupoBanue u
peanmuzanst DFS. IlnanmpoBanue u peanmzarms NLB IlnanupoBanme u
peaju3anusi pelleHHHl BBICOKOH JOCTYNHOCTH HAa OCHOBEe KJIACTepOB
[TnanupoBaHue WHPPACTPYKTYPHl OTKA30YCTOMUMBBIX KiacTepoB. BHenpenue
O0TKa30yCTOWYMBOrO KjacTepa. IlmaHupoBaHMe U peanusalysi CHCTEMBI
YCTAaHOBKM OOHOBIICHHH JJIsl OTKa30yCTOMYMBOro kiacrepa. VIHrerpanms
OTKa30yCTOWYMBBIX  KJIAacTepoB M BHUpTyaduzauuu.  IlnaHupoBaHue
pacnpenenéHHbplX  OTKa30yCTOW4YuBBbIX  KinactepoB  IlanupoBanume u
peanu3zauusi crpateruu OecnepeOoiiHoii paborbl (Business Continuity
Strategy) O63op crparernu OecriepeboiiHoii pabotel. I[lmanupoBaHue wu
peanu3anus  CTpaTeruii  pe3epBHOro  KonupoBaHus. IlnanupoBanue u
peanu3anusi BoccTaHOBiIeHMs. IlnaHupoBaHHME W peanu3aunusl pPE3epPBHOTO
KOMMPOBAHUSI M BOCCTAaHOBJIEHHUS BHUPTyalbHbIX MamuH IlnaHmpoBanHue u
peaju3anusi WHQPACTPYKTYPbI OTKPBITBIX KJw4eill I[lnanuposanue u
[pa3BEpTHIBAHUE Y OCTOBEPSIOMMX LEHTPOB. I[lmaHupoBaHMe M peanu3aiys
mrabiaoHoB ceprudukaroB. [lnraHupoBaHMe M peanu3alys BBIIAYM U OT3bIBA
ceprudukaro. [InaHupoBaHNe M peanu3alys apXHWBalUM W BOCCTAHOBJICHHS
kmodeld IlnanumpoBanme u pasBeproiBanne AD FS IlnanmpoBanme u
peanmzanus uHGpacTpykTypel AD FS. [lnanupoBanme u peammsamus AD FS
Claim Providers u Relying Parties. [InanupoBanue u peanuzanus AD FS Claims
u Claim Rules. ITnanupoBanme u peanmszamuss Web Application Proxy|
I[InaHupoBaHWe W peajM3anMs J0CTyNa K AaHHbIM JJIsl MoOJb3oBaTesell U
yerpoiictB [Lmanuposanne u peanmzamust DAC. [InanupoBaHie MOIKIIOYECHUS
K pabouemy mecty (Workplace Join). IImanmpoBanue paboumx mamok (Work
Folders) IliianupoBanue 1 peau3anus CayKObI yIpaBieHus: MpaBamMu
O630p AD RMS. IlmanupoBanme wu peammsamusi kimacrepa AD RMS.
[lnarupoBanwe u BHenapeHue mabmoHoB AD RMS m mommtuk AD RMS.
[TrarupoBaHue U peanuzanys BHemrHero qoctyna kK AD RMS. ITnanupoBanue u
peanmzanus B3aumoneiicteuss AD RMS u Dynamic Access Control.

V,KP, T

Ipumeuanue: T - mecmupoganue, P - nanucanue pegpepama, Y - ycmusitl onpoc, KP - konmpoavuas paboma

2.4.2 3aHATHA CEMHUHAPCKOI0 THIA

— HE IPEeyCMOTPEHBI
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2.4.3 IlpakTHyeckue 3aHATHSA

No HaumenoBanue ®dopma
ConeprkaHue paszzena
/o paszena TEKYIIEro
KOHTPOJIS
Tema 3.1 [InanupoBaHue anrpeia 1 MUTpaIu cepBepa [1P
IIpoexTupoBanue u |[[naHMpoBaHWe U BHeAPEHUE HHPPACTPYKTYPHI I Pa3BEPTHIBAHKS CEPBEPOB
peam3anus [TnanupoBaHWe W pa3BepPTHIBAHHE CEPBEPOB C HCIIONB30BAHHEM JAWCIIETYEpa
cepBepHOi BHUpTYyanbHbIX ManH (VMM)
uHppacTpykTypsl |[IpoekTHpoBaHNEe W BHEApPEHHE HH(PACTPYKTYPHI JIECOB M JIOMEHOB Active
1. Directory Domain Services
[TpoexktupoBanue u peanusanms HHPpacTpyKTypsl mnoxapaznenenunit (OU) un
paspemenuit AD DS
[TpoexkTupoBaHNe ¥ BHEIPEHHE CTPATETUH I'PYIIIOBBIX TOITUTHK
[IpoekTHpoBaHue U peanusaiys Gusndeckoi Tormomorurt AD DS
[TnanupoBaHue U peasiu3alys XpaHWIHIL JaHHBIX
Tema 3.2. OcylecTriIeHHE KOHPUTYPUPOBAHUS TPOTPAMMHOIO 00CCIICYCHUS Ha [1P
Peanuzanus cepBepax ¥ pab0OYUX CTAHITUSIX.
MPOABUHYTOMH 'Y craHOBKa MpaB AOCTYIAa U KOHTPOJIb UCIOIB30BaHMUS CETEBBIX PECYPCOB
cepBepHoii ATTMUHUCTPHPOBAHNE CEPBEPOB
uHppacTPyKTYpsl  |Pacyér cTOMMOCTH ceTeBOro 000pyIOBaHHS U MMPOrPaMMHOr0 00eCIeYeHUsI
Perucrpanys nosnp3oBarenei JIOKaJIbHON CETH
OcyIiecTBIEeHNE aHTUBUPYCHON 3aIUTHI
2 [IpuMeHeHne CeTEeBBbIX YTHUIIUT JUIsl ONpe/esieHHs] pab0TOCIIOCOOHOCTH CETH
Opranuzauus gpynkurnonupoanus JIBC na 6aze OC Windows Server 2019.
HacTtpolika cepBepa umeH.
Y naneHHoe ynpasieHHe KOMITBIOTEPOM
Vcnons3oBanue yrunutsl Backup
'YIpaBieHHue peecTpoM
['pynnosbie nonutukn OC Windows Server 2019
Lentp ceprudpukaumn OC Windows Server 2019

Ipumeuanue: I[1P- npakmuueckas paboma

2.4.4 Copep:xkanue camocTosiTesbHol pa6oTsl (IIpuMepHasi TeMaTuka pedepaToB)

— He npenycmoTpeno

2.45 IlepedyeHb y4eOHO-METOAMYECKOT0 OOecTiedeHHsI AJIsl CAMOCTOSITEILHOI padoThI

00yYAKOIIMXCS 10 TUCIHUIINHE

— He npenycmoTpeno
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3 OBPA3OBATEJIBHBIE TEXHOJIOT A

Jis oOyudeHuss OpraHu3alMM aJMHUHHCTPUPOBAHUS KOMIIBIOTEPHBIX CHCTEM IIpe-
JyCMaTpUBAETCsl MCIOJIb30BAaHUE B YYEOHOM IPOLECCE AKTUBHBIX M HMHTEPAKTUBHBIX (HOpM
MIPOBEJICHUSI AYAUTOPHBIX U BHEAYAMTOPHBIX 3aHATHI C Lenbl0 (OPMHPOBAHUS U Pa3BUTHUS

po¢eCCUOHATBHBIX HABBIKOB 00YYaIOIIHUXCS.

B mpomecce oOyueHus mpuMeHSIOTCS 00pa3oBaTeIbHBIC TEXHOJOTHH JIMYHOCTHO-
NEeSITeTbHOCTHOTO, pa3BUBAIONIET0 U TMpobisemMHoro oOydenus. OOsi3aTeneH j1aboOpaTOpHBIN

IMPAaKTUKYM 110 pa3aciiaM JUCHOUIIIINHBIL.

B yuebGHOM mponecce Hapsy ¢ TpaJAWLMOHHBIMH 00pa30BaTEIbHBIMU TEXHOJIOTUSMU

HCIIOJB3YIOTCA KOMIIBIOTCPHOC TCCTHUPOBAHHUC, TCMATUUYCCKHUC MPE3CHTALIUNW, WHTCPAKTHBHLIC

TEXHOJIOT'UH.

3.1 OoOpa3oBare/ibHbIe TEXHOJIOTMH NPH NPOBeAeHUH JEeKIHIi

Tema Bup1 mpuMeHseMbIx 06Ra30BaTeJ‘IBHBIX Komnuuectso
TEXHOJIOT Uit 4acoB
Tema 3.1 [IpoexTpoBaHue n peajn3anus cepBepHOit AyIMOBH3YallbHbIE TEXHOJIOTHHU, TEX- 52 (40%)
HHPPACTPYKTYPHI HOJIOTHS Pa3BUBAIOLIETO O0YYEeHUS
Tema 3.2. Peanuzanusi NpoABUHYTOM cepBepHOii AyIuOBH3YyalIbHBIE TEXHOIOTUH, JINY- 48 (42%)
HHPPACTPYKTYPHI HOCTHO-IEATENbHOCTHOE 00YUCHHUE
Beero no qucnumuiibe (B TOM Yucie HHTepakTHBHOe o0yuenue*) | 100 (82%)

3.2 Oopa3oBaTejibHbIe TEXHOJIOTUH NPHU MPOBEIEHUN MPAKTHYECKUX U JIA0OOPATOPHBIX

3aHATHHU
Tema Bunel npuMensieMblx oOpaszoBartenbHbIX | KonndecTBo
TEXHOJIOT I 4acoB
[TnanupoBanue anrpeiiia 1 MUTPALMU cepBepa 34 (34*
P peua patt pBep KomnbroTepHble CUMYISIINN, pa3dop (34%)
KOHKPETHBIX CUTyallui
[TnanupoBanne W  BHeApeHHE  HHQPAcTpyKTypel  AnsAKOMIBIOTEpHBIE CUMYISLUH, pa3doop
[pa3BEpPTHIBAHUS CEPBEPOB KOHKPETHBIX CUTyallui
[InanupoBaHue U pa3BepPThIBAHUE CEPBEPOB C UCMONB30BaHHEM|KOMIBIOTEpHBIE CUMYIISILIUY, Pa30op
muicieTyepa BUPTyaabHBIX MamH (VMM) KOHKPETHBIX CUTYyallui
[IpoekTupoBaHWe W BHEOpEHUE HHPPACTPYKTYpHl JecoB H|KOMIBIOTEpHBIE CUMYISILUH, pa3oop
momeHoB Active Directory Domain Services KOHKPETHBIX CHUTYaITHiA
[IpoexTnpoBanue u peanuzanus uHppacTpyKTYpbI|KOMITBIOTEpHBIE CUMYISILUH, pa3dop
moapasnenenuit (OU) u paspemennit AD DS KOHKPETHBIX CHUTYaITHiA
[IpoekTpoBaHHME W BHEAPEHHE CTpPAaTeTMH TPYHNOBBIX|KOMIBIOTEpHBIE CUMYISIIUK, Pa30op
MTOJINTHK KOHKPETHBIX CUTYaIlni
[IpoexTrpoBanne u peanm3arms ¢usndeckoit Tomonormu ADKommbroTeprbie cumymsinmy, pa3oop
DS KOHKPETHBIX CHTYaIlni
[IranupoBaHKe 1 peanu3anys XpaHWINIL JaHHBIX KommbroTepHbie cUMymsiiug, pa3oop
KOHKPETHBIX CHTYaIni
OcyIiecTBIICHHE KOH(pUTypUPOBAHUS porpaMMHOro[KOMITBIOTEPHBIE CUMYITAIIAH, pa30oop 64 (64%)

oOecrieueHns Ha cepBepax U pabounX CTAHIIUSX.

KOHKPETHBIX CHTyaINi

'YcraHOBKa MPaB JIOCTYIA U KOHTPOJIb UCIIOIB30BAHUS CETEBBIX
[pecypcoB

KommbioTepHbie cUM YISy, pa3oop
KOHKPETHBIX CHTyaIlni

AIMUHUCTPHPOBAHUE CEPBEPOB

KommbioTepHbie cuMymsium, pa3oop
KOHKPETHBIX CHTyaIlni

Pacu€r CTOMMOCTH CETEeBOro 00OPYIOBaHMS U MPOTrPAMMHOIO
oOecrieueHus
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KommbroTepHbie cuMymsium, pa3oop
KOHKPETHBIX CHTYaIlNi




Perucrpanus noap3oBatenei J0KaIbHOU CETH KommbroTepHbie cCUMyIIsIng, pa3oop
KOHKPETHBIX CUTYaIlNi

OcCyIlecTBIEHNE aHTUBUPYCHON 3alUTHI KommbroTepHbie cuMymsinum, pa3oop
KOHKPETHBIX CUTYaIlNi

[lpuMeHeHHe  CETEBBIX  YTHIMT  JUii  ompeneieHus|KOMIbIOTepHbIe CUMYISILUH, pa3doop
[paboTOCIIOCOOHOCTH CETH KOHKPETHBIX CUTYaIlHi

Opranmszanus yaknnonuposanus JIBC na 6aze OC Windows[KoMibroTepHble cUMyIsIug, pa3zoop
Server 2019. Hactpoiika cepBepa uMeH. KOHKPETHBIX CUTYallUi

Y naneHHOE ynpaBIeHHE KOMIBIOTEPOM KomrmbroTepHbie cuMyisinum, pa3oop
KOHKPETHBIX CUTYaIlHi

cnonp3oBanue yruuThl Backup KoMIbIOTepHEBIC CUMYIISIIHHN, pa3oop
KOHKPETHBIX CHTYaIlHid

'Y paBieHHe peecTpoM KoMIbroTepHbIe CUMYIISIIIH, pa30op
KOHKPETHBIX CUTYaIlHi

['pymmoseie momutukun OC Windows Server 2019 KoMIbIOTEepHBIC CUMYIISAIINAH, pa30oop
KOHKPETHBIX CUTYyaIIHii

LlenTp ceprudukamuun OC Windows Server 2019 KoMIboTepHBIE CUMYIISIIIH, pa300p
KOHKPETHBIX CUTYallui

Bcero no ucuumivae (B TOM YHCIe HHTEpPaKTHBHOE 00y4eHue*) 98 (98*
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4. YCJIOBUSA PEAJIM3AIIMA ITPOT'PAMMbBI YYEFHOU JUCIHUATLINHBI

4.1 MarepuajbHO-TeXHHYeckass  0a3a, HeoOXoamMasi JUIA  OCYLIECTBJICHHS

06pa30BaTeJIbHOI‘O nmpomecca mo JMCIuIJINHEe

Jns peanuzandu MOpoOrpamMMbl  TPO(PECCHOHATBEHOTO MOJYJIS  JOJIKHBI  OBIThH
MIPEAYCMOTPEHBI CIIETYIONINE CTICIIHATIbHBIC TTOMEIIICHHUS:

Jlaboparopun «Opranuzanusi ¥ NPUHIUIBI TOCTPOCHUSI KOMIIBIOTEPHBIX CUCTEM,
OCHAIllEHHbIE B COOTBETCTBUHU C M. 6.1.2.1. IIpumepHON mporpaMmsl 1O CHENUAIBHOCTH
09.02.06 «CeTeBoe 1 CHCTEMHOE aIMUHUCTPUPOBAHUE.

OcHamieHHble 0a3bl MPakTUKH, B COOTBETCTBUM ¢ 1 6.2.1.3 IlpumepHoit
nporpamMmsl 1o cneruanbHocTH 09.02.06 «CereBoe M CHCTEMHOE aIMUHUCTPUPOBAHUE).

4.2 TlepevyeHb HEOOXOAUMOI0 NPOrPAMMHOI0 00eceYyeHn st
1. 7-zip(ouien3us Ha anrd. http://www.7-zip.org/license.txt).

2. Adobe Acrobat Reade (umensust —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

3. Adobe Flash Player(mumensus—
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

4. Apache OpenOffice (muuensus— http://www.openoffice.org/license.html).

5. FreeCommander (umeH3us—
https://freecommander.com/ru/%d0%bb%d0%b8%d1%86%d0%hb5%d0%bd%d0%b
7%d0%b8%d1%8f/).

6. Google Chrome (muneH3us—
https://www.google.ru/chrome/browser/privacy/eula_text.html).

7. LibreOffice (B cBoO0aHOM nOCTYIIC).

8. Mozilla Firefox (muuensus— https://www.mozilla.org/en-US/MPL/2.0/).

9. nanoCADgepcus 5.1 nokanbHas (uneH3us — cepuitabiii Homep: NC50B-
45103 ot 24.10.2016).
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https://get.adobe.com/reader/?loc=ru&promoid=KLXME
http://www.7-zip.org/license.txt
http://www.7-zip.org/license.txt
https://freecommander.com/ru/%d0%a0%c2%bb%d0%a0%d1%91%d0%a1%e2%80%a0%d0%a0%c2%b5%d0%a0%d0%85%d0%a0%c2%b7%d0%a0%d1%91%d0%a1%d0%8f/
https://freecommander.com/ru/%d0%a0%c2%bb%d0%a0%d1%91%d0%a1%e2%80%a0%d0%a0%c2%b5%d0%a0%d0%85%d0%a0%c2%b7%d0%a0%d1%91%d0%a1%d0%8f/
https://get.adobe.com/reader/?loc=ru&promoid=KLXME
https://www.google.ru/chrome/browser/privacy/eula_text.html
https://freecommander.com/ru/%d0%bb%d0%b8%d1%86%d0%b5%d0%bd%d0%25b
https://www.google.ru/chrome/browser/privacy/eula_text.html
https://www.mozilla.org/en-US/MPL/2.0/

5 NEPEYEHb OCHOBHOM M JONOJHUTEJBHOM YUYEBHOH
JUTEPATYPBI, HEOBXOJIUMOM 1151 OCBOEHUS JUCHUILINHBI

5.1 OcHoBHasi IuTEpaTypa

1. Opranuzanus ceTeBoro aAMUHUCTpUpoBaHus : yueOHuk / A. U. bapanuukos, I1.
A. bapanuukos, A. IO. I'pomos, O. A. JlomreBa. — Mocksa : KYPC : UH®PA-M, 2020.
— 384 c. - ISBN 978-5-906818-34-8. - URL:
https://znanium.com/catalog/product/1069157.

2. Tewraiikun, E. A. OpraHuzaius ceTeBOro aJiMHUHUCTpHpoBaHHs. CeTeBbIe
OTIEPAIIMOHHBIE CHUCTEMBI, CEPBEPHI, CIYKOBI M MPOTOKOJBI. [IpakTnueckue pabOTHI :
yuebnoe nmocoodue / E. A. Tenraitkun. — Cankr-IlerepOypr : Jlanp, 2020. — 100 c. —
ISBN 978-5-8114-4763-3. — TekcT : 35eKTpoHHbIHN // JlaHb : 21eKTpOHHO-0MOIMOTeYyHAs
cucreMa. — URL: https://e.lanbook.com/book/139326 . — Pexum poctyma: s
aBTOPHU3. MOIb30BATEIICH.

3. Tewnraiikun, E. A. Opranuszamnusi ceTeBoro aaMuUHHCTpuUpoBaHUs. CeTeBble
OTIEPAIIMOHHBIE CHUCTEMBI, CEPBEPHI, CIy>KOBI M TPOTOKONBI. JlabopaTopHblie pabOTHI :
yuebHoe nmocobue / E. A. Tenraitkun. — Cankrt-IlerepOypr : Jlanp, 2020. — 128 c. —
ISBN 978-5-8114-4734-3. — TekcT : 25IeKTpOHHBIH // JIaHb : 371eKTpOHHO-OMOIHOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/136178 . — Pexum poctyma: s
aBTOPHU3. MMOIH30BATEIICH.

5.2 JlonoiHUTEIbHASI JINTEPATypa

1. 3apamenckux, E.Il. HMHpopmanmoHHbIE CHUCTEMBI: YIpPaBJICHUE >XKU3HEHHBIM
[IMKJIOM : Y4YeOHHK M TPAKTUKYM JUIs CPEIHEro mpodecCHoHanbHOro oOpa3zoBaHus /
E. Il. 3apamenckux. — MockBa :  MsnmarensctBo  FOpaiit, 2020. — 431c. —
(ITpopeccuonanpHoe  oOpazoBanue). —  ISBN 978-5-534-11624-3. —  Tekct
anektponnsiii // OBC FOpaiir [caiit]. — URL: https://urait.ru/bcode/457148.

2. T'omumpina, O. JI. MHbopManuoHHBIE CHCTEMBI M TEXHOJOTUU @ ydeOHOe
nocobue / O. JI. 'omuupeina, H. B. Makcumos, 1. U. ITonmoB. — Mocksa : POPYM :
NH®PA-M, 2021. — 400 c. — (Cpennee mpodeccuonanbnoe obpazopanue). - ISBN
978-5-00091-592-9. - Tekct : 3JICKTPOHHBIMN. - URL:
https://znanium.com/catalog/product/1138895. — Pexxum gocTyma: 1mo momucke.

3. Kosran, H. M. KommnwlorepHeie cetm : ydeOHoe mocobme : [16+] / H.
M. Kopran. — Munck : PUIIO, 2019. — 180 c. : wun., tabn. — Pexxum pocryma: 1o
noxmucke. — URL: https://biblioclub.ru/index.php?page=book&id=599948.— bubmuorp.
B kH. — ISBN 978-985-503-947-2. — TekcT : 2IeKTPOHHBIH.

5.3 llepuoguyeckue U3TaAHUS

1. Computerworld Poccus. — URL:

http://dlib.eastview.com/browse/publication/64081/udb/2071.
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http://dlib.eastview.com/browse/publication/66752/udb/2071.
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MaTematuka u kuoepuetuka. - URL: https://dlib.eastview.com/browse/publication/9166.
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https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Buptyanuzauus. OGnaunble cTpykTyphl. Cuctemsl XpaHeHus qaHHbix. — URL
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http://dlib.eastview.com/browse/publication/64078/udb/2071.
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10. ndopmaTtuka, BIYMCIUTENbHAS TEXHUKA U HHKEHEpHOE 00pa3oBaHueE. -
URL.: https://www.elibrary.ru/title_about.asp?id=32586.
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http://dlib.eastview.com/browse/publication/71235.
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https://dlib.eastview.com/browse/publication/90728/udb/2071.
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https://e.lanbook.com/journal/2067#journal_name.

15. IIpo6aemsr nepexaun napopmanun. — URL:
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5.4 IlepeyeHb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«/HTepHET», HEOOXOAUMBIX /IJISI OCBOCHHS IMCUMILIUHbBI
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caiit. — URL: https://urait.ru/.

5. IBC «Znanium.com» [yyeOHblE, HAyYHbIEC, HAYYHO-TIOMYJIIPHbIE MaTepUabl
pasIMYHBIX U3IATEeILCTB, )KypHabl] : caiT. — URL: http://znanium.com/.

6. Hayuynass »3jexkTpoHHass OuOimorexka. MoHorpaduu, u3JaHHBIE B
m3narenbcTtBe Poccuiickoit  Akamemun EcTecTBO3HAaHUS [IOJHOTEKCTOBBIM pecypce
cBobonHoro nocryma] : cat. — URL: https://www.monographies.ru/.

/. HayuHasi JileKTpOHHasi OuO/IMoOTEeKa cTaTel U mydaukanuii «eLibrary.ru»
[poccuiickuii HHPOPMALIMOHHO-AHAIMTUYECKUN TOpTan B 001acTH HAyKH, TEXHOJOTHUH,
MEIUIIMHBI, 00pa3oBaHus; OOJbIIasl YacTh M3JAHUM — CBOOOJHOTO JOCTyMa]| : CaWT. —
URL.: http://elibrary.ru.

8. ba3pl nannbix komnanum «Hcr Bblo» [nepuoanueckue wuzgaHus (Ha
pycckom si3bike)] : cait. — URL: http://dlib.eastview.com.

9. Poccuiickasi 3JIeKTPOHHAs IIKOJA :@ TOCylapcTBeHHass oOpa3oBareiibHas
iatdopma [OIHBIN MKOJIBHBIN Kypc ypokoB] : cait. — URL: https://resh.edu.ru/.

10. EnnHoe okHO JaocTyna K o0pa3oBaTeibHbIM pecypcam : (denepanbHas
uHbOpMAIlMOHHAsT CUCTEMa CBOOOIHOTO JOCTyNma K HHTErpaJbHOMY KaTajory
00pa30BaTeNbHbIX HMHTEPHET-PECYPCOB U K OJIEKTPOHHOM Oubianmoreke y4ueOHO-
METOJAMYECKMX MaTepHalioB JUIsl BCEX YpOBHEH oO0pa3oBaHUs: [OILIKOJIbHOE, oOIiee,
cpenHee mpodeccHoHambHOE, BBHICIIEE, JIOMOJHHMTENbHOe : caWT. — URL:
http://window.edu.ru.

11. ®enepanbHblii HeHTP HHPOPMAIHOHHO-00Pa30BaTEeIbHBIX PECYPCOB [Js
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12. Eaunas  ko/uleknusi HU(PPOBLIX 00pa3oBaTeJLHbIX PeCypcoB [Uis
MpernofaBaHusl W M3Y4YCHHsS YYEOHBIX TUCIUIUIMH Ha4yadbHOTO OOIIero, OCHOBHOTO
obmero W cpeaHero (MOJHOro) 0Omero o0pa30oBaHUsS, IOJHOTEKCTOBBIM pecypc
cBoboaHoro noctynal : caidt. — URL: http://school-collection.edu.ru.

13. OdunuanbHbII HHTEPHET-MOPTaJ NPaBoBOI uHpopMaumH.
T'ocynapcTBeHHasi cucTeMa NPaBoOBOM MHMOPMALIMHU [[IOJHOTEKCTOBBI pecypc
cBoboaHoro noctynal : cait. — URL: http://publication.pravo.gov.ru.

14. Konekcnl u 3akoHbl P®. [IpaBoBas cripaBOYHO-KOHCYJIbTAllMOHHAS CUCTEMA
[OTHOTEKCTOBBIN pecype cBoboaHOTO AocTyma] : caT. — URL: http://kodeks.systecs.ru.

15. TPAMOTA.PY : cnpaBo4HO-MH()OPMAITMOHHBIA HHTEPHET-TIOPTAN : CAMT. —
URL: http://www.gramota.ru.

16. DHuMKIONEIMYM [DHLMKIIONENH. CnoBapu. CripaBoYHUKH
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6. METOAUYECKHUE YKA3ZAHUA OBYYAIOLIMUMCA IO OCBOEHUIO
AN CIHUITIMHbI

VYuyammecss A MOJHOIEGHHOTO OCBOEHUSI Kypca «OpraHuzamnus aJIMUHHCTPUPOBAHUS
KOMITBIOTEPHBIX CHUCTEM» JOJDKHBI COCTABISATh KOHCIEKTHI KakK MpPH MPOCITYIIMBAHUH €Tro
TEOPETHUYECKOMN (JICKIIMOHHOW) YacTH, TaK U MPHU MOATOTOBKE K MPAKTUYECKUM (CEMHUHAPCKUM)
3aHATUAM. JKenaTenbHO, YTOOBI KOHCTIEKTHI JICKIIUHA M CEMUHAPOB 3alUCHIBATUCH B JIOTHYECKOMN
MOCJIEIOBATEIbBHOCTH U3YUYEHUS Kypca U COACPKAIUCh B OJTHOM TeTpaau. ITo obecrneuut 6osee
MOJIHYIO TOATOTOBKY KaK K TEKYIIUM Y4YeOHBIM 3aHSATHUSM, TaK U CECCHOHHOMY KOHTPOIIO
3HAHUU.

YcTHOE M30KeHHEe ydeOHOro Marepuana Ha JIEKIUH JOJKHO KOHCIEKTUPOBATHCS.
CnymaTh JEKIUIO HYXXHO yMETh - MOJJIEPKUBATh CBOE BHUMAHHE, TOHITh W 3allOMHUTH
YCIBIIIIAHHOE, YJOBUTH May3bl. B mpoliecce HM3I0KEHHS MPENoaBaTesieM JEeKIUH CTYIAEHT
JOJDKEH BBIACHUTH BCE HEIMOHSATHBIE BOMPOCHL. 3alUCHIBATh COACP)KAHHME JIEKIUU HYKHO
00s13aTeIbHO - 3aMKMCH TOMOTAIOT TMOAJACPKUBATh BHUMAaHHE, CIIOCOOCTBYIOT NMOHUMAHHUIO U
3alIOMHHAHUIO YCJBIIIIAHHOTO, MPUBOJUT 3HAHUE B CHUCTEMY, CIIyXaT OMOpPOW IJiA TMepexoja K
6oee r1y0OKOMY CaMOCTOSTEILHOMY U3YUYEHHIO IIPEeIMETa.

MeTtonnyeckue peKOMEHIalluU MO0 KOHCTIEKTUPOBAHUIO JICKIIHIA:

- 3aMuch JOJKHA OBITh CUCTEMHOM, MPEACTABIATh COOOM COKpauIEHHBIA BapuUaHT
Jekuuu npenogasarens. Heo6xoaumo ciaymaTh, 00AyMbIBaTh U 3alMCHIBATh OJJHOBPEMEHHO;

- 3anmuch BEAETCS OYEeHb OBICTPO, UETKO, IO BO3MOXHOCTU KOPOTKUMH
BBIPAKEHUSIMU;

- HE MpeKpalias ciaymaTh MNpenoiaBaress, HyKHO 3aUChIBaTh TO, YTO HEOOXOAUMO
ycBOUTh. Henb3sl 3amuchiBaTh Cpa3y K€ BBICKA3aHHYIO MBICTH IPENOJaBaTens, cieayeT eé
HOHSTH U MOCJE 3TOTO KPaTKO 3amucaTh CBOMMH CJIOBAMU WJIM CIIOBaMU TpenoaBaTtens. BaxHo,
9YTOOBI B HEW HE OBLI MOTEPSTH OCHOBHOM CMBICI CKa3aHHOTO;

- UMEHA, 1aThl, Ha3BaHUsl, BBIBOJIbI, ONIPEICIICHHSI 3aITUCHIBAIOTCS] TOYHO;

- cienyer oOpaTUTh BHHUMaHHEe Ha OGOpMIIeHHE 3amucH JeKuuu. s Kaxmoro
npeaMera 3aBojuTCs oOmias TeTpaab. OTIUYHBIM OT OCTAJIBHOTO IIBETA CIEAYET BBIACIATH
OTJIeIbHBIE MBICII U 3arOJIOBKU, COKpAIIaTh OT/EIbHBIC CJIOBAa M MPEIOKEHUSI, UCIIOIh30BaTh
YCIIOBHBIE 3HAKH, OYKBbI JATHHCKOTO W TPEYECKOTO anaBUTOB, a TaKKe HEKOTOPbIC MPUEMBI
CTEHOTPaUUECKOr0 COKPAIICHUS CIIOB.

[IpakTuyeckue 3aHATHA o UCIUTUINHE MJIK.02.03 «Opranuzanus
aMUHUCTPUPOBAHUSI KOMIIBIOTEPHBIX CUCTEM» IPOBOJISATCS MO CXEME:

— YCTHBIM OMPOC N0 TEOPUU B HaUaje 3aHATHS;

— paboTa B rpynmnax mo pa3penieHuI0 Pa3InuyHbIX CUTYallUN 110 TEME 3aHSITHS;

— pelieHre MpakTUIeCcKuX 3ajady;

- UHAWBUAYAJIBHBIC 3a/IaHUs U1 ITOJATOTOBKU K NPAKTUYCCKUM 3aHATHAM.
HCJ’IB MPAKTUYICCKOI'0 3aHATUSA - HAYUYUTHh CTYACHTOB IMPHUMCHATHL TCOPCTUUICCKUC 3HAHUA

IpH PCIICHUHA NMPAKTUICCKUX 3a/1a4 Ha OCHOBC PCAJIbHBIX JJAHHBIX.
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Ha npaktndeckux 3aHATHSAX MPE0OIaAaI0T CIIEIYIOIINE METOIBI:

— BepOaIbHbIe (MPeodIIaiatoIuM METOAOM JIOJKHO OBITh OOBSICHEHHE);,

- MpaKTHYECKUe (MMChbMEHHBIE 3aHNUs, TPYIIIOBBIC 3aJaHUS U T. II.).

BaxHpIM U1 CTyZeHTa SBISETCS YMEHHE pAlMOHAJIBHO IMOAOUPATH HEOOXOIUMYIO
yaeOHyto mureparypy. OCHOBHBIMU JINTEPATYPHBIMUA UCTOYHUKAMH SIBIISTIOTCSI:

— oubnuoteunsie Gpouasl punuana Kyol'y;

- AIIEKTPOHHAsI OMOIMOTEYHAs cucTeMa « Y HUBEPCUTETCKasi OMOIMOTeKa OHIAiH»;

— AJIEKTPOHHAsI OMOIMOTEYHAs CUCTeMa U3aTebCTBa «JIaHby.

[Touck kHUT B OMOIMOTEKE HEOOXOIMMO HAYMHATH C M3YYCHUS MPEJAMETHOTO KaTajlora u
CO3JIaHMsl CIIMCKAa KHUT, MOCOOWH, METOJMUYECKUX MaTepHuajoB Mo TeMe m3ydeHus. lIpocmotp
KHUTH HAYMHAETCS C TUTYJIBHOTO JIMCTAa, CIEAYIOMEro mocie oOmoxku. Ha HEM 00brdHO
MOMEIIAIOTCSI BCE OCHOBHBIE JaHHBIC, XapaKTePU3YIOIINE KHUTY: HAa3BaHUE, aBTOP, BBHIXOIHBIC
JaHHBIC, JaHHBIC O Mepen3AaHuu u T.1. Ha obopoTe TUTympHOTO nHcTa MaéTcs aHHOTAIMS, B
KOTOPOM YKa3bIBAaeTCsl TEMaTHKa BOMPOCOB, OCBEHICHHBIX B KHUTE, OMNPEIENACTCS KpyT
yuTaTeneld, Ha KOTOPBIH OHa paccuuTaHa. boiblmoe 3HaUYeHHWE MMEET MPEAUCIOBHUE KHHTH,
KOTOpPO€ 3HAKOMHUT YHTATEeNs C JIMYHOCTHIO aBTOpA, MCTOPHEW CO3JaHUS KHUTH, PACKPHIBACT
conepxkanue. [IpounB mpeaucioBHE W TIOTY4YWB OOIIee NpPEICTAaBICHHE O KHHIE, CIEIyeT
oOpatuThCcsi K ornaBieHuo. OTNaBlIeHWE KHUTH 3HAKOMUT 0O0y4aeMOro C COJACp)KaHWEM H
JIOTUYECKOM CTPYKTYpPOM KHUTH, MO3BOJSIET BBHIOpATh HY)XHBIM MaTepuai s usydeHus. ['on
U3JIaHUsl KHUTH TO3BOJSIET CYAMTh O HOBHU3HE Marepuana. YeMm uamie KHUTa U3Ia&Tcs, TeM
00JIBIIIYIO0 IIEHHOCTh OHA MpeJCTaBisieT. B KHUre MOryT ObITh MpUMEYaHHsl, KOTOPbIE COAepKAT
pa3iIuyYHbIe JOMOJIHUTEIbHbIE cBeieHns. OHM MeYaTaloTCs BHE OCHOBHOTO TEKCTA U Pa3bsCHSIOT
otnenbHble Bompockl. [Ipeamernbie W andaBUTHBIE yKazaTeldd 3HAYUTENBHO OOJIETYAIOT
NOBTOPEHUE U3JIOKEHHOTO B KHHUIe Marepuana. B KOHIlE KHUTHM MOKET pacrlojaratbcs
BCIIOMoOTaTeNNbHbIA MaTepuan. K HeMy OOBIYHO OTHOCSITCS MHCTPYKIIMH, MPHIIOKEHUS, CXEMBI,
CUTYallMOHHBIE 3a/1a4H, BOTIPOCHI JJII CAMOKOHTPOJIS U T. 1.

Jljis my4niero npeicTaBiIeHUs U 3allOMUHAHUS MaTepuala 11eJ1ecoo0pa3HO BECTH 3alUCU
Y KOHCIIEKTHI Pa3IUYHOTO COACPKAHUS, 2 UMEHHO:

- MIOMETKH, 3aMEYaHHUsI, BBIJICJICHNE TJIABHOTO;

- IUTaH, T€3UCHI, BBIIUCKH, [IUTATHI,

- KOHCIIEKT, pabouas 3amuch, pedepar, ToKIal, JEKIUs U T. 1.

Yurarh yueOHUK HEOOXOAUMO BAYMUYUBO, BHUMATEIHHO, HE MPOITyCKasl TEKCTa, CTAPasiCh
MOHATh KXY (paszy, OMHOBPEMEHHO pa3dupasi MPUMEpHI, CXEMBbI, TAaOIHIIBI, PUCYHKH,
npuBenEHHbIE B yueOHHKe. OJHUM U3 BaXHEWIINX CPEJCTB, CIIOCOOCTBYIOIIMX 3aKPEIICHUIO
3HAHWUW, SIBISIETCS KpaTKas 3allkiCh NPOYUTAHHOTO MaTepuajga - COCTABJICHHE KOHCIIEKTA.
KoHcnekT - 3To KpaTKoe CBSI3HOE U3JI0KEHHE COJCpKAaHUS TeMbl, yUeOHHUKA WM €ro 4acTH, 0e3
MOJIPOOHOCTE W BTOPOCTENEHHBIX jeraneil. Ilo cBoell CTpyKType M MOCIEeI0BATEIHLHOCTH
KOHCIIEKT JIOJKEH COOTBETCTBOBATh IUIaHy ydeOHMKa. [1o3ToMy Ba)XHO CHadajga COCTaBHUTH
JIaH, a TOTOM ITUCaTh KOHCIIEKT B BUJIE OTBETA HA BONPOCHI IiaHa. Eciu yueOHUK pa3fenéH Ha
HEOOJIBIINE 03arJIaBIICHHBIC YaCTH, TO 3ar0JIOBKM MOXKHO pacCMaTpUBaTh KaK MyHKTHI TUTaHA, a
M3 TEKCTa Ka)XJ0H YacTH CJIEyeT 3aIucaTh T€ MBICIH, KOTOPhIE PACKPHIBAIOT CMBICI 3ar0JIOBKA.
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TpeboBaHMs K KOHCIIEKTY:

- KpPaTKOCTh, C)KATOCTh, LIEJIECO00PAa3HOCTh KaKI0T0 3alIMChIBAEMOIO CJIOBA;

- COJIEP/KaTEIbHOCTh 3allUCU- 3alMCBhIBAEMBIE MBICIH CIEAyeT (OpMyJIUpOBAThH
KpaTKo, HO 0e3 ymiepOa anst cmbicia. OOBEM KOHCIIEKTa, KaK MPABUIIO, MEHBIIE H3y4aeMOro
TekcTa B 7-15 pa3;

- KOHCIIEKT MOXET OBITh KaK MPOCTHIM, TaK U CJIIOKHBIM MO CTPYKTYPE - 3TO 3aBUCUT
OT COZICp KaHMS KHUTH U LIETU €€ U3yUeHUsl.

MeTtonnyeckue peKOMEHIalluy M0 KOHCTIEKTUPOBAHMIO:

- MpEeXJAEe 4YeM HauaTh COCTABJISATh KOHCHIEKT, HY)XHO O3HAKOMHUTHCS C KHHUTOM,
MPOYUTATh €€ CHayaia JI0 KOHIIA, MOHITh MPOYUTAHHOE;

- Ha O0JIOXKKE TETpPajy 3aMHMCHIBAIOTCS HAa3BaHWE KOHCIEKTUPYEMOW KHUTHU U UMsI
aBTOpa, COCTABJIAETCA IJIaH KOHCIIEKTUPYEMOTO TECTA;

- 3aMMcH Jiydllle Jielarhb NpU NPOYTEeHHM HE OJHOro-IAByX abs3aleB, a LEeJIoro
naparpada Wid IJ1aBbl;

— KOHCIIEKTUPOBaHHE BEAETCA HE C LIEeNbI0 MMETh OMNpECNIEHHBIN 3amucH, a Jyisd
0oJiee MOJHOTO OBJIAJICHUS COJIEP)KAHUEM HM3Yy4aeMOro TEKCTa, MOATOMY B 3aIUCSAX OTMEYaeTcCs
U BbLIETIsIeTCSl BCE TO HOBOE, MHTEPECHOE U HYKHOE, UTO OCOOEHHO MPUBIIEKJIO BHUMAHUE;

- mociie TOro, Kak cjellaHa 3aluch cojepkaHus mnaparpada, TiaaBbl, cIeAyeT
nepeyuTaTh €€, 3aTeM CHOBa 00paThCs K TEKCTY W MPOBEPUTH CeOs, MPAaBUILHO JH U3JI0KEHO
coJiep:KaHue.

TexHrKa KOHCTIEKTUPOBAHUS:

- KOHCHEKTUPYS KHUTY 00J1bII0ro 00bEMa, 3aluch CIeayeT BECTH B O0IIeH TeTpaau;

- Ha KaXJOW CTpaHMIIE CJIEBA OCTABIISIIOT MOJIS MIUpUHON 25-30 MM [uis 3amucu
KOPOTKHX T0J[3ar0JIOBKOB, KPATKUX 3aMe4YaHHii, BOIIPOCOB;

- KaXKJasi CTAHUIIA TeTPaau HyMepyeTcs;

- JUIS TIOBBIIICHHUS] YUTAEMOCTH 3alMCH OCTaBISAIOT MHTEPBAIBI MEXAY CTPOKaMH,
ab3ariaMu, HOBYIO MBICIIb HAUMHAIOT C «KPACHOM» CTPOKH;

- IpU KOHCIEKTUPOBAHUU IIUPOKO HCIONB3YIOT pPA3IMYHBIE COKpAIlIeHUS U
yCIIOBHBIE 3HAaKW, HO HE B YyIIepO CMBICTY 3amucaHHOro. PexomeHmyeTcss TpPUMEHSTh
00IIeyIOTPEeOUTENbHBIE COKPAIIICHHS, HAIPUMEP: M.0. - MOXKET ObITh; TOC. - TOCYJapCTBEHHBIN;
11.0. - TOJKHO OBITH U T.JI.

- HE CJeAyeT COKpallaTh UMEHa U Ha3BaHUs, KPOME OYEHb YAaCTO MOBTOPSIOIINXCS;

- B KOHCIEKTE HE JOJHKHO OBITh MEXaHHYECKOTO IMEepernuChIBaHMUS TeKcTa 0e3
MPOIyMBIBAHUS €T0 COACPKAHUS U CMBICIIOBOT'O aHAIH3a.

CamocTtosiTenbHas paboTa CTYICHTOB SBJISICTCS BaKHEWIenH GopMoi.

®dopMoli UTOTOBOTO KOHTPOJIS SABIIAECTCS dK3aMEH. DK3aMCHAIMOHHBIA OMJIET COACPIKUT

ABa TCOPCTUYCCKHUX BOIIPOCA U 3a1a1y..
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7 KOHTPOJIb Y OLIEHKA PE3VJBTATOB OCBOEHUS YUEBHOM
TUCHMILTAHBI

7.1 ITacnopt ()oHAA OLIEHOYHBIX CPEACTB

HanmeHnoBaHue oieHOYHOT O

Ne Komnerenuuu
/1 Konrponupyemble pasaeibl (TeMbl) JUCHUILIMHEL CpencTsa
1 Tema 3.1 [IpoexTupoBanue u peasmsanusi cepepuoii| OK 1-11, IIK [IpoBepka KOHCIIEKTOB, ITPAKT.
' HHPPACTPYKTYPHI 2.1-2.4 pabota, TecT
Tema 3.2. Peanuzanusi NpoaIBUHYTOI cepBepHOii OK 1-11, TIK
2. HH(PaCTPYKTypbI 2.1-2.4 [TpoBepka KOHCHEKTOB, IpPAKT.

pabota, TecT

7.2 Kpurepnu oueHKH pe3yibTaTOB 00y4YeHHs

KoHTponbs 1 oneHka pe3ysnbTaToB OCBOCHHUS YYEOHOM IUCHMILIMHBI OCYIIECTBIISIETCS
npernojaBaTe’leM B IMpolEecce MPOBEACHUS  MPaKTUYECKUX  paboT, TECTUPOBAHMS,
co0eceI0BaHUs MO pe3ysibTaTaM BBIMOJIHEHHs J1a00paTOpHBIX paldoT, a TAKXKE pelIeHus 3a1ay,
COCTaBJIEHUs pabOyuX TAaOIUI] U MOATOTOBKM COOOIIEHHHM K YpPOKYy. 3HaHUS CTYACHTOB Ha
MPAKTUYECKUX 3aHATHUAX OIICHUBAIOTCS OTMETKAMU «OTIINYHOY, «XOPOILOY,
«YJIOBJIETBOPUTEIBHO» U «HEYIOBIECTBOPUTEIBHO.

Kox 1 nanmenoBanue

npoheCCHOHANBHBIX 1

00IIMX KOMIIETEHIINH,
(dbopMupyeMBbIX B paMKax

Kpurepun ouenku

Mertonpbl OLICHKHU

BBIYHCIIUTENBHBIE CETH U
MIPUHUMATh MEpHI 110
YCTPaHEHUIO BO3MOXKHBIX
cOoeB.

MOZYIs
1IK 2.1. AnmununctpupoBats | OlLieHKa «OTJIMYHO» - TEXHUUECKoe | Dk3ameH/3a4eT B opme
JIOKaJIbHBIE 3aJjaHKe NIPOAHAIU3UPOBAHO, cobeceoBaHMs: TPAKTHIECKOE

anroput™ paspaboraH,
COOTBETCTBYET TEXHHIECKOMY
3a/laHuio 1 0(OpPMIICH B
COOTBETCTBHU CO CTaHJapTaMH,
TIOSICHEHBI €T'0 OCHOBHEIE
CTPYKTYpBL

OreHKa «XOpOLLI0Y -aJIrOPUTM
paspaboraH, opopMIIeH B
COOTBETCTBHH CO CTaHIApPTaMHU H
COOTBETCTBYET 3a/IaHHUIO, TIOSCHEHEI
€ro OCHOBHBIE CTPYKTYPBI.
OLeHKa «y/I0BJI€TBOPUTETBHOY -
aNTOPUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

3aJIaHKe 0 TIOCTPOCHUIO alrOpUTMa B
COOTBETCTBUHU C TEXHUYECKUM
3aJaHIEM

3ammura 0T4eTOB MO0 MPAKTHIECKUM H
nmabopaTopHBIM paboTam
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TIK 2.2. AnMuHHUCTpUpPOBATH
CETEBBIE PECYPCHI B
nH(OpMAaIMOHHBIX
cucremMax.

O1eHKa «OTJIHYHO» - TEXHHIECKOEe
3aJlaHne MTPOaHATU3UPOBAHO,
aNTOPUTM pazpadoTaH,
COOTBETCTBYET TEXHUIECKOMY
3aJlaHuIo ¥ 0(OpPMIIEH B
COOTBETCTBHH CO CTaHJapTaMH,
TIOSICHEHBI €70 OCHOBHEBIE
CTPYKTYPBIL.

O1eHKa «XOPOIII0» -aJIrOPUTM
paspaboraH, oOpMIICH B
COOTBETCTBHH CO CTAHJAPTAMU H
COOTBETCTBYET 33JJaHHUIO, TIOSICHEHEI
€ro OCHOBHBIE CTPYKTYPBHI.

Ol1leHKa «y/I0BJIETBOPUTEJIBHO) -
aJTOPUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUIO.

Ok3ameHn/3a4eT B popme
cobeceoBaHMs: IPAKTHIECKOE
3aJJaHKe MO TIOCTPOCHHUIO AITOPHTMA B
COOTBETCTBHHU C TEXHHYCCKHM
3a7aHAeM

3amura OTYETOB 110 MPAKTHYECKUM U
71abopaTopHBIM paboTam

IIK 2. 3. O6ecnieunBaTh cOOp
JIAHHBIX JJTSl aHATH3a
HCIIONTB30BAHUS U
(yHKIIMOHUPOBAHUS
MIPOrPaMMHO-TEXHUYECKUX
CPEICTB KOMITBFOTEPHBIX
CETEM.

OlieHKa «OTIIHYHOY - TEXHHYECKOE
3aJjaHKe MPOAHATIU3UPOBAHO,
aJrOPUTM pa3paboTaH,
COOTBETCTBYCT TEXHUYECKOMY
3a/1aHuI0 ¥ 0(hOPMIICH B
COOTBETCTBHH CO CTaHapTaMHu,
IIOSICHEHBI €I'0 OCHOBHBIC
CTPYKTYPBL.

OlieHKa «XOPOILI0Y -aJTOPUTM
pa3paboran, oopMIIeH B
COOTBETCTBHH CO CTAaHAAPTAMH U
COOTBETCTBYET 3a/IaHHUIO, TIOSCHEHEI
€ro OCHOBHBIE CTPYKTYPBI.

OueHka «y/10BJ1€TBOPUTEIBHOY -
aNropUTM pa3paboTaH
COOTBETCTBYET 3a/laHUIO.

Ok3ameHn/3a4er B popme
cobece0BaHMs: IPAKTHIECKOES
3aJlaHKe 110 TIOCTPOCHHUIO aJIrOPUTMA B
COOTBETCTBUHU C TECXHUYCCKUM
3a7aHueM

3armiura OTYETOB 10 MPAKTHYECKUM H
nabopaTOpHBIM paboTam

IIK 2.4. BzaumonencTBoBaTh
CO CHEeLHAINCTaMU
CMEXHOT0 POGUIIS TIPH
pa3paboTke METO/IOB,
CPEICTB Y TEXHOJIOTUI
MIPUMEHEHHsI 00HEKTOB
podeCCHOHATBFHON
JeSATENbHOCTH.

OueHKa «OTIHYHOY - TEXHHYECKOe
3aJjaHKe IPOAHAIN3UPOBAHO,
anroput™ paspaboraH,
COOTBETCTBYET TEXHHIECKOMY
3a/laHuio 1 0(OpMIICH B
COOTBETCTBHH CO CTaHIAapTaMHU,
TIOSICHEHBI €70 OCHOBHBIC
CTPYKTYpBL

OreHKa «X0pOLI0Y -aJrOPUTM
paspaboraH, opopMIIeH B
COOTBETCTBHH CO CTaHIApTaMHU U
COOTBETCTBYET 3a/IaHHUIO, TIOSCHEHEI
€ro OCHOBHBIE CTPYKTYPBI.

OLeHKa «y/I0BJIE€TBOPUTETBHOY -
aNTOpPUTM pa3paboTaH 1
COOTBETCTBYET 3a/IaHUIO.

Ok3amen/3a4er B popme
cobeceoBaHMs: IPAKTHIECKOEe
3a7aHUe 110 TIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHU C TEXHHICCKHUM
3agaHueM

3ammmra OTYeTOB MO0 NMPAKTHIECKHM H
nmabopaTopHBIM paboTam

7.3 OueHoYHBbIE CpeaCTBA /sl IPOBeIeHUs TeKYllel aTTecTaluu
Texymuii KOHTPOJIb MOKET MPOBOIUTHCS B (hopme:
-(poHTaIBHBIN OIPOC

-MHAUBUYJIbHBIA YCTHBIN OIPOC
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-IMMCbMEHHBIN KOHTPOJIb

-TCCTUPOBAHUC IO TCOPCTUUCCKOMY MATCPUAITY

-IpaKTU4ecKas (J1abopatopHas) pabora

-3allliTa BBIIIOJTHCHHOI'O 3a1aHus,

dopma atTe- JIndHbIe KauecTBa [Tpumepst
3HaHuA YMmenus Brnanenus (HaBbIKH) OLIEHOUHBIX
CTanyu CTyZIeHTa B
CpPENCTB
Y CTHBII Kontpons 3HaHui o |OneHka yMeHus OrneHka HaBBIKOB  |OIIeHKa croco0- KonTtpomnbHbIe
(MMCBMEHHBIN)  [OMpeIeNIeHHBIM pa3nuyaTh KOH- paboThI ¢ IUTEpa-  [HOCTH OIIEPATHBHO M [BOIPOCHI 110 TEMaM
OITpOC MO TeMaM |pobieMam KpPETHbIE MOHATUSL  |TYPHBIMH UCTOY-  |[Ka4eCTBEHHO MpUIIararoTcs

HHUKaMH

OTBCYaTh Ha I10-
CTaBJICHHBIC BO-

POCHI
[Ipaktnyeckue |KoHTponb 3HaHUA OrieHKa yMEHUs OrneHka HaBbIKOB  |OII€HKa croco0- Tembl paboT
(J1abopaToOpHBIC) [TEOPETUUECKUX OCHOB [pabOTaTh C CO- pabOoThI ¢ TEXHH- HOCTH OIICPATHBHO H |[[IPUJIATAFOTCS
paboThI UH()OPMATUKH U BPEMEHHOW KOM-  [4ECKUMH CPEJICT-  [Ka4eCTBEHHO pellaTh
UH(OPMALIMOH - HBIX [TBIOTEPHOMU TeX- Bamu nHpopma- [MOCTaBJICHHBIE HA
TEXHOJIOTUH, HHKOM, UCIIONB30-  [TH3AllUM, CIICIH- [MPAKTUYECKUX
BO3MOXXHOCTEH U BAaTb BOSMOXHOCTH |aJIbHBIMU IIPO- pa60Tax 3aga4u U
TMPUHIIAIIOB HC- BBIUYMCIINTEIILHOMN rpaMMHBIMU ApPryMEHTUPOBATH
IMOJIb30BaHUsA CO- TCXHUKH U cpeacTBaMu PE3YJIbTAThI
BPEMEHHOM KOMIIb-  |[IPOrPaMMHOI0
IOTEPHON TEXHUKU.  [o0ecrieueHus Ipu
peLIeHNH MPaKTH-
YECKUX 3a7a4.
TectupoBanne |KouTpons 3HaHui o |[OIeHKAa YMEHUS OreHka HaBBIKOB  |O1I€HKa CIIOCO0- Bomnpock! pu-

OMPEACICHHBIM
npobieMam

pa3n4yaTh KOH-
KPETHBIE TTOHATHA

JIOrHYeCKOro aHa-
TI3a ¥ CHHTE3a IpU
COIIOCTABJICHUU
KOHKPETHBIX
MMOHSTHI

HOCTH OIIEPAaTHBHO U
Ka4eCTBEHHO
OTBEYaTh Ha I0-
CTaBJICHHBIE BO-
POCHI

J1araroTcs

Koumponvuas paboma. KontponbHas paboTa siBJsieTcs HAOOPOM MPaKTUUECKUX 3a1aHUN

H 3aJ1a4 I10 TCMaM 1/13yqaeM0171 JUCHHUITIINHBI, ITO3BOJIAIOIHNX (bOpMHpOBaTB 3HaHHA, a TaKKC

yMEHUS 00yJarmuxcs B 007acT QU3UKH.

[Tpumeps! 337124 ¥ BOIPOCOB K KOHTPOJIBHOM padoTe:

=

I[J'IH 4ero 1npcaHasHa4CHbI IIPAMBIC U 06paTHBIC 3aIIPOChL roucka?

2.  OnwummuTte Ha3HaueHne komnoHeHToB DNS: 30Ha, cepBep MMEH, JOMEHHOE PO

CTpaHCTBO NMCH.

© N o g b~ w

30

HazoBuTe OCHOBHBIC THIILI 30H U UX Ha3HAUYCHUE.

HazoBuTe 0OCHOBHBIC IIpaBrJIa MMCHOBAHUA JOMCHOB.

KakxoBa makcumanbHO JomycTUMast JJIMHA UMEHHU JJOMeHa?
KaxoBa makcumanbpHO nomyctumast aimmHa umenn FQDN?
C KaKoif 1eNbI0 UCIIONIB3YIOT HECKOJIBKO CEPBEPOB UMEH?

[TpuBeauTe MPUMEPHI HCIIOIB30BaHUs YTHIIUTHI NSIOOKUP.




9.  MoxHo i1 ogHOMY |IP-anpecy HY>KHO MPUCBOUTH HECKOIHKO UMEH?
10. iyst wero ucnonbiyercs daiin HOSTS? B kakom mopsiike HY>KHO pacrojiaraTh 3aucu

B (paitme HOSTS- ymopsiIo4eHHBIMU IO KAKOMY-TTHO0 TTapaMeTpy W TPOU3BOJIBHO?

[IpumepbI TECTOBBIX 3a/IaHU:
VKaxure YTHIUTBI HCIOJb3yeMbIC Il HPOBEpKH paborocmocobHocTH cTeka T CP/IPu
MapIIpyTa MPOXOXKACHHUS TAKETOB:

ping;

tracert;

arp;

rarp.
Hasnauenue cnyx0e1 DHCP:

Hactpoiikax TCP/IP; usmenenne napametpos cteka TCP/IP;

ABTOMAaTHYCCKOC TIOJTYYCHHUEC KIIMCHTAMU CBGI[GHI/Iﬁ 0

aBTOMATUYECKOE Pa3peIleHUs UMCH;
aBTOMATHYECKOI0 MpeoOpa3oBaHusi CAMBOJIBHOTO UMeHus B IP-aapec.
OOBEKT ceTH, KOTOPBIH MOTYT MCIIOJIB30BAaTh HECKOIBKO MOJIH30BATEIICH OJTHOBPEMEHHO - 3TO
pabouast CTaHIHS;
CETEeBOH pecypc;
cepBep;
pabouas rpyrmma.
Hcnonp30oBaHWE TEXHOJOTHHM KAIIMPOBAHHS TIO3BOJISET: KIMEHTY HCIOJIb30BaTh PECypc B
ABTOHOMHOM PEKHME;
YCKOPSATH TOCTYT K CETEBBIM pECypcaM;
TIOBBINIATH KOH(PUICHIIUAIBHOCT;
YBEIIMYUBATH CKOPOCTHh PAOOTHI CETH.

7.4 OueHOYHBIE CPEACTBA /ISl NPOBeIeHUsI MPOMEKYTOUYHOM aTTecTalluu

[Ipumepst
dopma JIngyHble KadyecTBa
P 3HaHus VMenus BrnasieHre (HaBBIKH) OLCHOIHBIX
aTTecTalun CTyICHTa CpecTB
Torosas arrecranus
JK3aMeH Kontpons 3Harns |OueHKa yMEHHS O1l€HKa HABBEIKOB Ornerka cnocoOHOCTH  [Borpocst
0a30BBIX TIOHUMATh CIIe- JIOCHYECKOTr0 CO- TPaMOTHO W YETKO MIPHIATaIOTCS

TOJIOKCHHH B

[IHATBHYIO TEp-

IIOCTaBJICHUA U

n3Jjlaratb MaTe€pual

001aCTH agqMU- MHHOJIOTHIO XapaKTePUCTUKU
HUCTPHUPOBAHUS 00BEKTOB
KOMIIBIOTEPHBIX OreHKa yMEHUS O1leHKa HABBEIKOB OreHKa ciocoOHOCTH  [3a7auu IpuIIa-

CHUCTEM

peaTh TUIOBbIE
3agaun B o0J1acT
A IMIHUCTPH-
[POBAaHMS KOM-
MBIOTEPHBIX CHC-
TeM

JIOrMYECKOr0
MBIIIUTCHHUST TIPH
[PEIICHUH 3a/1a4 B
00J1aCTH aJMHUHH-
CTPUPOBAHUS KOM-

rPaMOTHO U YETKO
M3J1araTh X0/ PeIICHHs
3a1a4 B 00acTu

IbIOTCPHBIX CUCTCM

AIMUHHUCTPUPOBAHUA
KOMIIBIOTCPHBIX CUCTEM

TarOTCsA
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74.1

N o 0 A~

HpI/IMeprle BOIIPOCHI IJIsI IIPOBEACHUS HpOME)KyTO‘{HOﬁ arTrecranmuu

Bonpocwr sxkzamena

OcHOBHBIE MIPUHIUIIBI MapIIPyTU3AMH. JIoruka paboTel MapIIpyTH3ALUH.
Crarnueckas u [uHaMu4decKas Mapmpyrusanus. Hactpoliika cratnaeckoit u 1u-
HaMUYECKOM MapIIpyTU3aLUU.

Hacrpotiika o6opynoanus Wi-Fi(touku nocryna). Hactpoiiku noctyna k Wi-Fina
KJIMEHTCKUX MallllHaX.

Opranuzanus K3IHUPYIIEroproxy-cepsepa.

OO6ecnieyeHue 3amuThl IPU AOCTYIE K TI100aTbHBIM CETSM.

Hactpoiika 6panamayapa (firewall)

Hacrpoiika cuctemsl Tpancisnuu ceteBbix aapecoB (NAT). Ioustrue NAT.

Hactpoiika npo3paunoronpokcupoBanusi(transparentproxy).

9. ComnpoBoxaenue u kKoHTpoJb Webcepsepa. HacTpoiika u KOHTpOJIb KOHDUTYpaLIuH

web-cepsepa.

10. OrpanuueHue J0CTyIa K CEPBEPY.

11.ComnpoBokaeHre U KOHTPOJb (aiiiaoBoro cepBepa. Hactpoiika 1 KOHTPOJIb KOH-

¢burypamuu cepsepa.

12. CompoBoskaeHre U KOHTPOJIb TOYTOBOTO cepBepa. HacTpoiika cepsepa.

13.KonTtpoas koHpuryparuu cepepa SQL-cepBepa. Hactpoiika nmpaB mocTyna mosib-

3oBarenell k 6azam gaHHbIX. OOHOBIIEHHE CITYKO cepBepa.

14. PesepBHOE KONMMpPOBaHUE U BOCCTaHOBIIeHHE 0a3 maHHbIX SQL-cepsep.

15.Onrrumuzanust ciyx6 SQL-cepBepa. OnTuMuzanys UCIONb30BAHUS TAMSITH CIIyKOaMu.

7.4.2

1.

IIpumepHble 3a1a4u AJ5 NPOBeAeHUs MPOMEKYTOUHOI aTTecTalun

[TponemMoHCTpUPOBATH pabOTy CETEBBIX YTHIIUT JJIsl ONpeiesieHus: paboToCmocoOHOCTH

cetu. [losicHUTB pe3yabTATHL

IIporemoncTpupoBath HacTpoiiky DNS-ceppepa.
[IponemonctpupoBats HacTporiky DHCP-cepsepa.
[TponeMoHCTpUpPOBATH HACTPOUKY CITyKOBI KaTanoroB ActiveDirectory.

IIponeMOHCTpHUPOBATH HACTPOMKY I'PYIIIOBBIX IOJUTHK.
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6. IIpoaemoHCTpUpOBaTH HACTPOMKY Web-cepepa u FTP-ceppepa.

7. IlponeMOHCTpUPOBATH HACTPOMKY MMOYTOBOTO CEPBEPA.

8. TIpomemoHcTpupoBaTh paboTy ¢ pe3epBHbIME KoMy B Windows.

9. IlpomemoHCTpHpPOBATh pabOTY CCUCTEMON MOHUTOPHHTA COCTOSIHUS CETH.

10. IIpomemoncTpupoBaTh padboTy Mo HacTpoiike SQL-cepBepa.
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8. JOHNOJIHUTEJIBHOE OBECIIEYEHHUE JJUCIUIIJINHBI

HJIaHI/IPOBaHI/Ie n peajin3anus 3alllUTbI cerei

He3zaBucumo ot 06beMa KOMIIBIOTEPHOM CETH ITpobiieMa 3aliuThl HH(GOpMaLUU U 0011el ceTeBOI
0€30MaCHOCTH HHUKOTJa HE TMOTEpsieT CBOEW aKTyalbHOCTH IO TOH MPHYMHE, YTO TEPMHH Cemesdst
be3onacHocmp BKIIOYaeT B ceOS HE TOJBKO MPOLEAYPHl 3aIIUTHI WHPOPMAIMU OT XHIIEHHUS WIN
W3MEHEHHs, HO U, TJIaBHBIM 00pa3oM, KOMIUIEKC MEPOIPHITANH 10 NPEIOTBPALICHUIO B CETH
BCEBO3MOXHBIX cOoeB. Takum 00pa3oM, CHEHHUATUCT MO CETEeBOW 0€30IacHOCTU JOJDKEH BIAAETh HE
TOJIBKO HMHCTPYMEHTaMU IO O€30IacHOMY XpaHEHUIO M Iepepade HH(OpMaluu, HO U aJE€KBaTHO
pearupoBaTb Ha CUCTEMHbIE COOM.

Kak u B mobomM mpoekre, npu pazpaboTKe cUCTEMbl OE30MACHOCTH CETEBOW MHPPACTPYKTYPbI
HE0OX0IMMO PYKOBOJCTBOBATHCS HM3BECTHBIM IMPHHLMIIOM 'Ienb omnpaBasiBaeT cpeactsa". Ilpu uem
3TOT MPUHLMUI HEOOXOJMMO YUHUTBHIBATh CO BCEX CTOPOH. TO ecTh mpu pa3paboOTKe CHUCTEMBI CETEBOM
0€30MacHOCTH HEOOXOJMMO YETKO ONpEAENUTh IeNb — 3allUTHUTh aBTOMAaTHYECKHUE OU3HEeC-Npoyeccyl,
MPOTEKAIOIIME Ha TMPEANPUSATUM U, BO-BTOPBIX, BbIOpaTh JUIsl pEIICHUs ASTOM 3ajaud aJeKBaTHbIE
cpenctsa. s 3Toro He06X0AUMO OIPENETUTh TPEOOBaHUS PYKOBOICTBA MPEANIPHUATHS K 3aIIUTE CETH B
dbopme eauHOTO JOKyMEHTa. B nmampHeieM equHBIA TOKYMEHT, COTJIACOBAHHBIM CTOPOHAMH, TOJDKEH
ObITh JIONOJIHEH IIJIAHOM BBINIOJHEHHS TOCTaBJIEHHBIX 3ajay. AHanu3 TOCTaBICHHBIX PYKOBOICTBOM
TpeOoBaHU K 0€30MTaCHOCTH CETH HEOOXOIMMO TIPOBOIUTh, YIUTHIBAS CIEAYIONIHE (aKTOPHI:

1. CMeTHasi CTOMMOCTb MNpoeKTa (yCHelHas peanu3alus Jo0oro MpoekTa, B T.4.
CBSA3aHHOTO C oOOecreyeHHeM CceTeBOil MH(PacCTpYKTypbl 3aBUCUT OT peajbHbIX (DUHAHCOBBIX
BO3MOXHOCTEH MpeAnpusiTUs);

2. COOTBETCTBHE CHCTeMbl 0€30MaCHOCTH TpPeOGOBAHMAM 3aKOHA (3a4acTyi0 JaHHbIE
OTPEIEIEHHOT0 THUIA W METOJbl paboThl C HUMHU TOJYMHEHBI 3aKOHOJATEIbHOMY DPETyJINPOBAaHHUIO,
HarpuMep, JJUYHbIC JaHHbIE PAOOTHUKOB; HEOOXOAUMO, YTOOBI TTPOCKTUPYEMasi CHCTEMa 0€30TaCHOCTH
OTBeuasia rocyJapCTBEHHBIM CTaHAAapTaM 0 paboTe C TaHHBIMHU);

3. NPUHIHUI COBMECTHUMOCTH (TIPOEKT JO/DKEH pPEaIM30BBIBATHCSA '"Majoil KpOBbIO" C
MaKCHMaJIbHBIM HCIIOJIb30BAHHEM BO3MOKHOCTEH YK MMEIOIIMXCS Ha MPEANPHITHN CUCTEM );

4, NPUHOHUI MacITA0MPyeMoOCTH (TP pa3pabOTKE CHUCTEMBI 0OE30MacHOCTH BCEra
HEO0OXO0IMMO YUYUTHIBATh BO3MOXHBIN B OyAYIIIEeM pOCT KOPIOPATUBHON CETH);

5. NPUHIUI Y100CTBA CONMPOBOKIEHHUS (CUCTEMa JTOKYMEHTUPOBAHHUS ABJIAETCS OJTHOM U3
OCHOBHBIX YacTel 0e30IacHOCTH, MOATOMY BO3MOKHOCTb d(PPEKTUBHON MOINEPKKH CHCTEMBI JI0JDKHA
ObITh "MOCTaBJICHA BO I1aBy yria'");

6. y100cTBO paGoThl KOHEYHBIX MOJb30BaTeIell (B cliyyae eciu cucTemMa 0e30MacHOCTU
CeTH BHEIPAETCS Ha NPEANPUSITUM YIPABICHUYECKUM pEIIeHHEM, TO, KaK IPaBHIIO, 3TO BHI3BIBACT
HEraTUBHYIO PEAaKIHI0O CO CTOPOHBI KOHEYHBIX IOJIb30BaTENe B CHUJIY TOTO, YTO MM MPUXOIUTCS
OTKa3bIBaThCsl OT BBHIPAOOTAHHBIX MPUBBIYEK MPH pabOTe C CEThIO; HEraTUBHOE OTHOIIEHHME MEepPCOHaNa
MOXXET CBECTH Ha HET BCIO NPOJENaHHYI paboTy, MOITOMY MpH Pa3pabOTKe U BHEIPEHHH CHUCTEM
3aIUThI KOPIIOPATUBHON CETH C MOJIb30BATENAMH HEOOXO0AUMO BECTH Pa3bsICHUTENBHYIO PaldoTy).

Takum o0pa3zoMm, odeBHIHA HEOOXOJUMOCTb IPOBEACHMUSA ayIuTa YXKe HMMEIOLUIUXCS Ha
NPEINPUATHH CUCTEM, 0ONpOC KOHEUHBIX MOJIb30BaTENe CHCTEMbl M MHTEPBbIOMPOBAHUE PYKOBOJCTBA
NPENpUATH JUI TOTO, YTOObI aHanu3 aleKBaTHOCTU CHUCTEMBbl 0€30IacHOCTU KOPIOPATHBHOM ceTH
MOKHO OBUIO YCIIEIIHO 3aBEpUIMTh. Pe3ynbTaTOM NpPOBEAEHHOIO aHajau3a JOJDKEH CTaTh KOMIUIEKT
JOKYMEHTOB, COJAEpKalllMii ONMCAaHWE allapaTHBIX M MPOrPaMMHBIX CPEICTB, MHCIOJIb3YEMBIX B
KOPIIOPAaTUBHOM CETH, OMNHMCAaHUE aBTOMATH3MPOBAHHBIX OM3HEC-TIPOIIECCOB, KOTOpPbIE HEOOXOIMMO
3alIUTUTh, KJIACCHU(PUKALNIO WUHPOPMALMH, HCIOJIb3YEeMOW OpraHu3alyen, XapakTepUCTHUKY PHCKOB
UCIOJIb3YEMOM CHCTEMBI M OIMCAHUE BIMSHUS COTPYJHUMKOB Ha aBTOMAaTU3MPOBAHHYKO CHCTEMY.
Heo0x01uM0 BBISICHUTB JUISl YETO UCHOJIB3YIOTCS T€ WM MHBIE TaHHBIE, KAaKOB OyIeT yiuyepO OT OlHO0K
WIM HEXBaTKM JAaHHBIX, a TaKXe ONPEeAETIUTb CTeNeHb KOH(QUACHIUATBHOCTH TOW WM WHOU
nH(pOpMaINHY, TOCKOJIbKY JaHHBIE Pa3HBIX THIIOB TPeOYyIOT pa3HOM CTeNeHH 3alluThl. B 1aHHOM ciydae
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ncHa OIIMOKK WU YIrpo3bl OIMPCACTACT KOJUYCCTBO 3aTpaT Ha 3alllUTY AAHHBIX OT 3THUX OIIHOOK H
yrpos3.

He HYXHO 3216BIBaTB, 4YTO OJHUM M3 CaMbIX YA3BHUMBIX MCCT B aBTOMaTHBHpOBaHHOﬁ CHUCTEMC
apinsieTcs yenosek. [Ipu pa3paboTke cucTeMbl 0€30MacCHOCTH JUTS MOCEIYIOUIET0 pa3rpaHHueHHs MIPaB
JOCTylla K pecypcamM W TIOJTHOMOYMN Ha JEHCTBUS B KOPIIOPATUBHOM CETH HEOOXOJAMMO HMETh
CTPYKTYPHYIO CXEMY NPENIPUATUS U CBSI3aHHYIO C HEM CXEeMY IIpaB M ITOJHOMOYUN COTPYAHHUKOB C
BbIJICJIEHUEM IPaHUIL] O€30IIaCHOCTH.

IIman 3aI0UTBI CETHU OOJIKCH COCTOATH U3 CICAYIONUX CTPYKTYPHBIX 3JICMCHTOB!

1. ONUCcaHHe CNnoco00B TNPOPMIAKTHKM M YCTPAHEHHSl MOCJHEICTBMH aTak Ha
KOPIOPATHBHYIO CeTh ;

2. NnpuMeHsieMble 0a30Bble NPUHIIUNBI 321IUTHI HHpOpMaUK;

3 MeTOoJbl MOJEJIMPOBAHNS YIPO3;

4. ONUCaHMe OTBETHBIX JeliCTBU NPH aTaKe;

) onucaHue NMpoueaypbl aBApUITHOI0 BOCCTAHOBJICHHS

6 OIHCAHHe CeTeBbIX CErMEHTOB.

B 1ol cBsi3u mox 0a30BBIMHM MPHUHIMIIAMU 3alIMTHl UH(QOpPMALMU HEOOXOAMMO MOHUMATh
clleAyoIee:

1. NPUHLIMI OTKPBITOCTH cucTeMbl (UCIOJIb30BaHKE OOLIEPUHATHIX
CTaH/IapTU3UPOBAHHBIX AJITOPUTMOB 3a4acTyIO0 ropaszio Jiydyile W 3PQPeKTUBHEE, YEM HCIIOIb30BaHHE
MaJIOU3BECTHBIX UM CAMOCTOSATEIBHO pa3pabOTaHHBIX 3alIUTHBIX aITOPUTMOB);

2. NPUHIUI TPOCTOTHI (P B3aMMOJEHCTBUM C KOHEYHBIM I0JIb30BaTENIeM CHCTEMa
3alUThl JOJDKHA OBITH IMPOCTOM, YTOOBI HE CO3AaTh MYTAaHUIlY; CJIOKHbIE MEXaHM3MBI JOJIKHBI ObITh
OTJIEJIEHBI OT HOJIb30BATENS);

3. NPUHIMI MUHMMAJIBHOH YA3BHMOCTH (B CIIy4ae €ClIM HY)KHO 3allUTUTh UH(DOPMaIUIO
OT KOIMPOBAHUS, HY’KHO IPOCTO CHATh C CUCTEMHBIX OJOKOB IMUIIYIIME YCTPOWCTBA, a HE MPUMEHATh
CJIO’KHBIX IIpaB JI0CTYIA K HUM);

4. NPUHIMI HAMMEHbINUX NPUBHJIErHii (10 YMOJYaHUIO BCE MOPTHI U JOCTYN K (ailiam
11l TIOJIb30BATENIeH 3aKpBIThl, CAMM MOJIB30BATENM Pa3AeiIeHbl HAa IPYIIbl U NOJIY4al0oT MUHUMAIbHBIX
Ha0op MpaB, HEOOXOJUMBIH JUIs BBINOJIHEHUS UX IPON3BOACTBEHHBIX (QYHKLUI);

S. NPUHUMI KOHTPOJIA (BCeraa HEOOXOIMMO KOHTPOJIMPOBATH COCTOSTHHE CHCTEMBI,
NOJICP)KUBAs €€ TEXHUYECKOE COCTOSIHME Ha aKTyaJlbLHOM YPOBHE, IPU 3TOM TaKkKe HE0O0X0AUMO
KOHTPOJIMPOBATh NOBEJCHUE aJMMHUCTPATOpa CUCTEMBI C TOMOIIIBIO ayANuTa, He 3a0bIBast, UTO YEJIOBEK
ABJIIETCS C1a0bIM 3BEHOM B CHCTEME).

IIpu pa3paboTke miaHa 3amuThl OKOJO 30 MPOLEHTOB BPEMEHM HEOOXOAWMO BBIIENATH
MOJICIUPOBAHUIO Yrpo3. B KOHEYHOM HTOre 3TO CHM3UT PHUCK YSI3BUMOCTH cucTeMbl. [Iponecc
MO/IEIIUPOBAHUS YTPO3 HEOOX0AUMO MTPOBOAUTH CIETYIOLUIUM 00pa3oM:

1. c(hopMHUpPOBATH KOMAHAY N0 MOJEJMPOBAHMIO (B HEE JOJDKHBI BXOJIUTH CIIEIUATHUCTEI,
MMEIOIIHUE OIBIT pabOThI C BHEAPSEMBIM 000PYI0BAHHEM U TPOTPAMMHBIM 00ECIICYCHHUEM );
2. HCMOJIL30BATH [aHHbIE aHAJN3a, TMPOBEIEHHOr0 HAa MNpeIbUAYIIMX 3Tamnax

MOCTPOCHHUSI KOHIHECNTYAJIBbHOI'O IJIaHA 3aH.[I/ITI>I(Ha 9TOM CTaANU BBISBIISIOTCA HEJOCTATKHU C06paHHOI71
n pa3pa60TaHH0171 K JaHHOMY MOMCHTY ,Z[OKYMGHTaI_[I/II/I);

3. NMOMCK Yrpo3 (00cyxIatoTcs U MpopadaThIBAIOTCA BCE BBICKA3aHHBbIE BAapUaHTHI aTak C
yKa3aHHEM CTENeHH MX ONACHOCTU U pa3pabOTKOM MJIaHa peakluu Ha KaXayto U3 yrpos);
4. BbIOOD MEXaHM3MOB M METOHOB MNpPeJIOTBPAIICHUS CMOACJIHPOBAHHBIX Yrpo3 (IIpu

BLI60pe TEXHUYCCKUX CPCACTB HCO6XO,Z[I/IMO YUYUTBIBATE UX COBMCECTUMOCTH C YXKC HMCIOUIMMUCSI B
KOpHOpaTHBHOﬁ CCTHU YCTpOﬁCTBaMH " nporpaMmMamMiu. ITocae MPOBEACHUA ayAuTa UMCIOUXCA CUCTEM
HCO6XO,Z[I/IMO HUMCTHh CIIHMCOK HMX TCXHHUYCCKHUX OFpaHI/I‘-ICHI/Iﬁ HJIs1 TOTO, YTOOBI MOKHO OBLIO B IOJHOM
MCPE UCIOJIB30BaTh BO3MOKHOCTU HOBOTO O60py,Z[OBaHI/I$I U nporpamMm M BO n30eKaHUe KOH(I)J'II/IKTOB
HOBBIX CUCTEM C YK€ I/IMCIOI_I_II/IMI/ICH).

ITocne BLI60pa TCXHUYCCKUX CpCACTB pcain3allul CUCTCMbI 0€30IMacHOCTH HCO6XOI[I/IMO
M03a00TUTLCI O TPEX BAXKHBIX ACIICKTaX, ABa U3 KOTOPBIX ABJIAIOTCA TCXHHUYCCKUMH ( cnianuposamas
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npoyeodypvl  80CCMAHOBNEHUA U 00CYOUMb  BO3MONCHOCHb CE2MEHMUPOBAHUs cemu ), a TPeTHUH —
HICUXOJIOTHYECKHH (3TO nyOauunas peakyus Ha amaxy KOpnopamusHoll cemu ).

Paznenenne cetm Ha 000COOJECHHBIE ceemenmbl JODKHO OOECIeUnBaTh COOTBETCTBHE €€
¢u3nveckoil U norndyeckoil HHPpPacTpyKTyp. KOMIBIOTEpHI, BBHIOIHSIIOMME CXOIHBIC 33Jaul JOJKHBI
O0OBEIMHATHCA B TPyNIbl. Pa3HBIM TpynmaM KOMIBIOTEPOB B 3aBHCHMOCTH OT UX 3aaad TpeOyercs
pasHad CTCIICHb 3alllUThl, p€ajindyeMas pa3HbIMHU MCXaHU3MaMHU. C@FMCHTI/IpOBaHHaﬂ cembs IIOHATHEE B
AAMUHUCTPHUPOBAHHHU, T.K. Pa3HBIC AAMHUHHUCTPATOPHLI YETKO 3HAIOT MPCACIIbI CBOCH OTBETCTBEHHOCTH.

ITpouenyps! 3KCTPEHHOTO BOCCTAHOBJIEHHSI HEIb3sl COPAChIBATH CO CUYETOB, IIOCKOJIBKY YacTO OT
CKOPOCTH BOCCTAHOBJICHUSI CUCTEMBI TIOCIIE CO0s 3aBUCHUT KOJMUYECTBO YOBITKOB opranuzanuu. [loaromy
npu pa3paboTKe IUIaHA 3allUThl CETH HEOOXOJMMO YTBEPAUTH CTPATETHUIO apXHWBAllMH, CO31aTh
CTIENUANBHYIO TPYIIITY aIMHHHUCTPATOPOB, 3aHUMAIOIIIUXCSI BOCCTAHOBIICHHUEM.

Uro Kacaercsi MCUXOJIOTUYECKOTO AaCTEeKTa, HEOOXOIUMO YUeCTh, UYTO AKTHBHOE BHEIPECHHE B
CO3HAHME TOJb30BaTeNeld MH(OpPMAMM O 3alIUTe CUCTEMbl MOYTH CTOJb € A(P(PEKTUBHO, KaK U
HETMOCPE/ICTBEHHOE HAJM4Me JTOM CHUCTEMBI 3aliuThl. B ciiydae oOOHapyXeHHs arakd Ha
KOPIHOPATUBHYIO cemb U €€ YCHENIHOTO OTPa)Ke€HHs, HE0OX0AMMO J0BOAUTH MH(OPMALIHIO 00 3TOM /10
CBeJIeHNsI COTpyaHUKOB. [lomoOHast ungopmayus ocTaHOBUT OONBIIMHCTBO BHYTPEHHHUX aTaK Ha cemb,
KOTOPbIE MOTJIU ObITh MPEANPUHATHI COTPYTHUKAMU MTPEATPHUSITHSL.
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N3menenus B paGodeii nporpamme y4eGHOMH AMCHHILIHHBI
MJIK.02.03 OPTAHU3AIIUA A AMUHUCTPUPOBAHHNSA KOMITBIOTEPHBIX

CHCTEM

cnenuagabaocTH (09.02.06 «CeTeBoe H CHCTEMHOE AAMUHHCTPHPOBAHHIE»
B paGouyio mporpammy yuebnoit mucnmmnuasl MJK.02.03 OPT"TAHM3AIIMA
AIMUHUCTPUPOBAHNMA KOMIIBIOTEPHBIX CHUCTEM BHOCATCS CIEXyIOIINE

H3MCHCHHA!

OcHOBaHUA BHECEHHUA
IOMOJIHEHUH W M3MEHECHHUH

Paspen PI1/I, B koTopHIid
BHOCSITCS I3MEHECHHS

Conep:xaHre BHOCHMBIX
JIOTIOJIHEHUH, U3MEHEHUI

[Ipemnoxenue
paboTomaTens

[IpeuioxeHe COCTABUTEILS
POTPaMMBI

[IpunoOperenne HOBOM
JIUTEPaTyphl, OOHOBICHHE

1.5 IlepeueHbs OCHOBHOM U
JOMOTHUTENIBPHON ydeOHOM

OOHOBJIEHME CIIICKA
JIUTEPATYPHI

nepeuns nurepatypsl OBC | nmuTeparypsl, HE0OX0IUMOM
JUI OCBOEHUS! NHCIUILIMHEI
CocraBHUTeITH: kf{:{f/f il B.A. Kum

VTBepKacHa Ha 3aCeNaHUd TPEIMETHO-IMKIOBOM KOMHUCCHH (DU3UKO-MAaTeMaTHYeCKUX

IUCLMIUIMH M CIHEIUAIBHEIX IUCHUIUIMH CrenuaisHocTH «KoMIBIOTepHEIE CEeTH»
mpotokoa Ne 10 ot «19» mas 2022 1.

HPGI[CGI[&TCHB HpCI[MGTHO-—I_II/IKJIOBOﬁ KOMHCCHH

Haganeauk YMO ¢unuana

3aBenyromas 0uOIHOTEKON puinana

Haugansnuxk MBI (mporpaMmHO-UHGOpMAaLIOHHOE
obecnieuenrie 00pa30RaTENLHON IPOrPAMMEL)

7

17/2P 4
Lt

M.C. bymyes

«19» mag 2022 1.

=
Q’ A.C. JlemueHKO

7

«20» mas 2022 1.

Cv7 /// M.B. ©®ydansko

«20» mag 2022 1.

O B.A. Tkagenko

<

«20» mas 2022 1.




PEIIEH3WA

Ha pabouyro nporpamMmy y4eOHON JUCIHUIIUHEL
MJIK.02.03 Opranuzauusa afiMUHUCTPUPOBAHUS KOMIIBFOTEPHBIX CHCTEM
s cnermanbHOocTH 09.02.06 CeTeBoe 1 cUCTEMHOE aMUHUCTPUPOBAHUE

Pabouas mnporpamma yueOuo¥ aucummmuasl MJIK.02.03 Opraxruzanys
aIMUHHUCTPUPOBAHUS  KOMIIBIOTEpHBIX  cucTeM  coorBercTByeT — PI'OC
CIIEIHATIBHOCTH CcpeaHero mpodeccuonansroro oopasosanus 09.02.06 «CereBoe u
CUCTEMHOE aIMHHHCTPHPOBAHUEY», YTBEPXKAEHHOro IpuKazoM MuHHCTEpCTBA
oOpazoBanus u Hayku Poccuiickoit @enepanuu ot «09» mexabps 2016 r. Ne 1548,
3aperucTpupoBan B MunucTepceTBe rocTumuy 26.12.2016 1. (per. Ne 44978).

B pabouyio nporpammy y4eOHONH JUCLMIIIMHBL BKIIXOYEHBl DPaslellbl
«[TactiopT paboueit mporpamMMmbl yueOHON AMCLHHUIUIMHBEDY, «CTpyKTypa H
colepxanue ydeOHONM  DUCUMIUIMHEDY, «OOpa3zoBaTenbHBIE  TEXHOIOTHU,
«YCIIOBHS  peald3alMM IpOrpaMMbl  y4eOHOW JucUMILIUHEBD, «llepedens
OCHOBHBIX ¥ JIOTIOJIHUTEIFHEIX MHGOPMALMOHHBEIX HCTOYHHMKOB, HEOOXOIMMBIX
JUIL OCBOEHHS IUCLHUILTAHBED, «MeTonndyeckue peKOMeHNaluH 00yJarolumMes 10
OCBOEHHIO JUCLMIUTHHEDY, «OLeHOYHBIE CPEICTBA IJIs KOHTPOJII yCIIeBaeMOCTH» H
«JlononuuTenbHOE oOecneyeHre JUCIUITIIHHED).

Crpyktypa u comepkanue pabodel IporpaMMbl COOTBETCTBYIOT LIEJAM
obpazoBarensHoi mnporpammer CITO mo cmermmansHOcTH 09.02.06 «CeTeBoe H
CHCTEMHOE aJIMHHUCTPHPOBaHUE» U Oyayleld mpodeccroHaIbHON AEATeNIbHOCTH
CTy[I€HTA.

O6bem pabouelt mporpaMMbl  y4eOHOM  AUCLUIUIMHBEI  ITOJHOCTBIO
COOTBETCTBYeT yueOHOMY INIAHy IIOATOTOBKM IO IaHHOM cIeluanbHoCTH. B
porpaMMe 4eTKo cHOpMyIMpOBaHbl Lend 00ydeHHs, a TaKXKe IIPOrHO3UPYEMEIE
pe3ynbTaThl 00yUeHHs 110 AUCLUILINHE.

Ha ocHOBaHWH MPOBEIECHHOMN 3KCIIEPTH3a MOXKHO CAENIATh 3aKII0UEHHE, YTO
pabouass mporpamma yuebmo#t mmcrmmimuel  MJIK.02.03  Opranusamus
aIMHHUCTPUPOBAHUST KOMIBIOTEPHBIX cHcTeM 10 crenuansHoctd  09.02.06
«CeTeBOoe M CHCTEMHOE aJMHHUCTPHPOBAHHE» COOTBETCTBYeT TpeOOBaHMAM
cranmapra, ImpodeccHoHANbHBIM TpeOoBaHMSM, a TakXkKe COBPEMEHHBIM
TpeOOBaHMSIM PHIHKA TPYyAa.

HmxeHep-nporpaMMUCT 1 KaTeropruu

otnena ACYTII ynpasnernus ACYTII,

KUITuA, MOII KpacHogapckoro PITY

bunmnana «Maxpoperuos FOI'y OO0 UK e :
«CUBUHTEK» B g 3

« » 200 & .”/f"/' M.B..J;IHTYC



PELEH3US

Ha pabouyro mporpaMMmy yueOHON TUCIUILINHEL
MJIK.02.03 Opranuszaius aIMIHACTPUPOBAHKA KOMIILIOTEPHBIX CHCTEM
st crrermraneHOCTH 09.02.06 CereBoe UM CHCTEMHOE aIMHHHCTPHPOBAHME

PaGouas nporpamma yueGuoit mucuumiumasl MJIK.02.03  Opranusars
aIMUHHCTPUPOBAHMS  KOMIBIOTEPHEIX ~ cHcTeM  coorBercTByer  @I'OC
CIIEI[HANBHOCTH CpejHero mpodeccruonansHoro odpasosanus 09.02.06 «Cetesoe u
CHCTEeMHOE aJMHMHHCTPHPOBAHUE», YTBEP)KIEHHOIO IpHKazoM MuHucTrepcTBa
obpazoBanus u Hayku Poccuiickoii @eneparu oT «09» nexabps 2016 r. Ne 1548,
3aperiucTpupoBal B Munucreperse rocturmu 26.12.2016 r. (per. Ne 44978).

B pabouyro mnporpamMmy y4eOHOW JIUCIHMIUIMHBI BKJIIOYCHBI pas3/iesbl
«[Tacmopr pabouelt mporpamMmsl y4deOHOW AWCIMIUIMHBED), «CTpykTypa Wu
comeprkanpe y4eOHOM — mWCHMIUIMHEDY, «OOpa3soBaTeNbHBIE  TEXHOJIOIHWY,
«VYCI0BUS —peanm3alii  [MPOrpaMMmbl  yueOHOM  mucHMInMHEDY, «llepedeHb
OCHOBHBIX M JIOIOJIHUTENBHEIX HHGOPMAIHOHHEIX HCTOYHHMKOB, HEOOXOIMMBIX
IUTS OCBOEHHS NUCLMIUIMHED, «MeTonudecKue peKOMeHaul 00yJaroluMes 10
OCBOEHHIO IUCIMILIMHED, « OIeHOYHBIe CpeCTBa AJisi KOHTPOJIS YCIIEBAEMOCTHY H
«JomonuutensHoe oOecriedeHre TUCITUIIAHED).

Crpykrypa U cojepxaHue pabodedl HpOrpaMMbl COOTBETCTBYIOT LIEJSM
obpasosarensroit mporpamMmbl CITO mo cmemmansrocTd 09.02.06 «CeteBoe u
CHCTEMHOE aIMHHHCTPHUpPOBaHHe» U Oyaymiel npodeccHOHaNbHON JesTeNbHOCTH
CTYIEHTA.

O6wseM paboueit mporpamMmbl  yueOHOM  JHUCLMIUIMHBEL  ITOTHOCTBIO
COOTBETCTBYEeT y4eOHOMYy IUIaHy IIOArOTOBKM IO IAaHHOM CHEHHaIbHOCTH. B
IporpamMMe 4eTKO CHOpMyIHpPOBaHEl HenHu o0y4eHw s, a TAaKKe MPOTHO3UPYEeMBIe
pe3yabTaThl 00y4eHUs 110 AUCLHUIIINHE.

Ha ocHOBaHHH MPOBENCHHOMN SKCIIEPTH3a MOXHO CIENaTh 3aK/IF0YCHUE, YTO
pabouas mporpamma yuebmoit mucnmmumesl  MJIK.02.03  Opranusarus
aJIIMUHHACTPHPOBAHMSA KOMITBIOTEPHBIX cHcTeM 1o crenuaneHocTd  09.02.06
«CeTeBoe M CHCTEMHOE aJMHHHCTPHPOBAHHE» COOTBETCTBYET TPeOOBaHHAM
craHgapra, Npo(ecCHoHANbPHBIM TpeOOBaHHAM, a TaKKe COBPEMEHHBIM
TpeOOBaHMSIM PHIHKA TPYAA.

Hupextop OO0 «busHec acCUCTEHT»

« » 20 . J.C. 3uma




