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1. OBIIASI XAPAKTEPUCTUKA PABOYEH ITPOIPAMMBI YUYEBHOH
JUCHUIIVIMHBI MJK.01.01 «KKOMIIBIOTEPHBIE CETH»

1.1. O6aacTh NpUMeHEHUs POrPaMMBbI

PabGouas mporpamma yueOnoit auciumuimael MJIK.01.01 «KommbioTepHbie ceTtu» sBIsETCS
4aCThIO IPOrPAMMBI IOATOTOBKH CIELNUATIMCTOB cpeaHero 38eHa B coorercTBuu ¢ ®I'OC CIIO
no crieranbHoCcTH 09.02.06 «CeTeBoii M CHCTEMHBIN aIMUHUCTPATOPY.

1.2. MecTo AMCUUNJIHHBI B CTPYKTYPe NPOrpaMMbl MOATOTOBKH CHENHATNCTOB CPeIHEro
3BeHa

JucuumivHa BXOAUT B mpodeccuoHanbHblii Moayis [IM.01 «Bbimonnenue pabot mo
MPOEKTUPOBAHUIO CETEBON MH(PACTPYKTYPbI».

[Ipy u3ydyeHMM NUCUUIUIMHBI HMCIOIB3YIOTCA 3HAHUS W yMEHUs, CHOpPMHpPOBAHHBIE B
npouecce wu3ydenuss aucuumuind MJIK.01.02 «Opranuzanus, TpPUHLMUIOBI TOCTPOCHUS U
(GyHKUIMOHUPOBaHUS KOMIbIOTEpHBIX ceTei», OI1.12 «OcHoBbl Teopun uHpopmanuu», OI1.02
«ApxutekTypa ammapaTtHblx cpenct», OIL.01 «OmnepanuoHHble CHUCTEMBD). Y CHEIIHOE
M3y4YeHHE JUCIUIUIMHBI HEOO0XOAMMO Ui MPOXOXKICHUS Y4YeOHOH M MPOU3BOACTBEHHOM
npaktuk 1o wmoayio  [IM.01  «Beimonnenue paboT 1O MPOCKTUPOBAHUIO CETEBOMU
UHOPACTPYKTYpb» W JJs YCBOEHHUS MOcCieayoumx mnpodeccnoHanbHbix Moxayieit [1M.02
«Opranuzanusi cereBoro aaMuHUCTpupoBanus», [IM.03 «Okcminyaranus oObEKTOB CETEBOM

UHDPACTPYKTYPHD».
1.3. Iesan u 3a1a4M AUCHUIIMHBI, TPeOOBAHUSA K pe3y/ibTaTaM OCBOEHH S JUCIUILINHBI

B pesynbrare usyuenus npoheccuoHaIbHOTO MOyl 00yYarOIINIICs T0JKEH:
UMeTh MPAKTUYECKHU il ONbIT B!

— MNPOCKTUPOBAHUU aAPXUTEKTYPhl JIOKAIBHOMW CETH B COOTBETCTBUU C IOCTABJICHHOU
3aja4uei;

— YCTaHOBKE M HACTPOMKE CETEBBIX TIPOTOKOJIOB M CETEBOro OOOpyJAOBaHHUS B
COOTBETCTBUU C KOHKPETHOM 3a/1a4ueii;

— BBIOOpPE TEXHOJIOTHH, HWHCTPYMEHTAJIBHBIX CPEJCTB IIPH OpraHU3alUM IpoIiecca
UCCIIe0BaHUs OObEKTOB CETeBOM HHPPACTPYKTYPHI,

— obecrieueHnn 0€30MMacCHOTO XpaHEeHHs U Tiepenayu HH(OOpMaluK B JTOKAIHHOM CETH;

— HCIIOJB30BAaHUE CIICIMAIIBHOTO MPOTPAMMHOTO OOECIEUCHUs MJIs MOJICTUPOBAHUSA,
MPOEKTUPOBAHUS U TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH.

yMeTb:

— IIPOEKTHUPOBATH JIOKAIBHYIO CETh, BRIOMPATh CETEBHIEC TEXHOJIOTHH;

— HCMOJB30BaTh MHOTO(QYHKIMOHAIbHBIE NPUOOPEl MOHHTOPHHTA, MPOTPAMMHO-
arrmapaTHele CPEACTBA TEXHUYECKOTO KOHTPOJIS JIOKAIBHOM CETH.

3HATh:

— 00IMe TPUHIUIIBEI TTOCTPOCHUS CeTel, CETEBBIX TOIOJOTHM, MHOTOCIOWHOW MOJIEIH
OSI, TpeboBaHMIi K KOMITBIOTEPHBIM CETSIM;

— apXUTEKTYpy MPOTOKOJIOB, CTAHAAPTU3ALMU CETEH, 3TANOB MPOECKTUPOBAHMS CETEBOU
UHOPACTPYKTYPHI;

— 06a30BbIE TPOTOKOJIBI 1 TEXHOJIOTUU JIOKATBHBIX CETEH;

— MPUHIUIIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEM;

— CTaHJApThl KaOeyei, OCHOBHBIC BUIbl KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHHOB,
TIOHSTHUH, CTAHAPTOB U TUTIOBBIX 3JIEMEHTOB CTPYKTYPUPOBAHHOW KaOEIbHOU CUCTEMBI.

MaxkcumanpsHasi yueOHast Harpy3ka oOydvaromerocs B 3 cemectpe 193 yacos, B ToM uncie:
oOsi3aTenbHast ayIUTOpHAs yueOHas Harpy3ka oOyuatomierocs 184 gaca;



KOHCyJbTanus 3 Jaca,
UTOrOBasg aTrecTanys 6 4acos.

1.4. IlepeyeHb NJAHMPYEMBIX Pe3yJbTATOB O0y4YeHHs MO0 JWCHUININHe(epeYeHb
(popmMupyeMbIX KOMIIETEHIH )

Vuamuiics noJbkeH o0J1agaTh OONIMMH  KOMIIETCHIIMSIMHU, BKJIIOYAIOINIMMHU B ceOs
CIIOCOOHOCTB:

OK 01 BpeiOupars crnocoObl pemieHus 3anad MpodeccHOHANbHOW AEsITENbHOCTH,
MPUMEHHUTENBHO K Pa3IMYHbIM KOHTEKCTaM

OK 02 OcyuiecTBiasTh NOKUCK, aHAJIW3 U MHTEPHPETALNI0O UHPOpMAIUU, HEOOXOIUMOM
JUI BBITIOJIHEHUS 3a/1a4 MPO(EeCCUOHAILHOMN eI TeIbHOCTH

OK 03 IInanupoBaTh U peagnu30BbIBaTh COOCTBEHHOE MPOPECCUOHATBHOE U JIUYHOCTHOE
pa3BUTHE.

OK 04 PaGorarb B KOJUIEKTUBE M KOMaHAE, 3(PQPEKTUBHO B3aUMOAECHCTBOBATH C
KOJIJIEraMH, pyKOBOJICTBOM, KJIMEHTaMH.

OK 05 OcymiecTBisiTh YCTHYIO M NMHUCbMEHHYIO KOMMYHMKAIIMIO Ha TOCYJIapCTBEHHOM
S3BIKE C YYETOM OCOOCHHOCTEN COLMAIBHOTO U KYJIBTYPHOT'O KOHTEKCTA.

OK 06 [IlposBAssTh TpakIaHCKO-MATPUOTHUECKYIO TIO3MIMIO, JIEMOHCTPUPOBATh
OCO3HAaHHOE TIOBE/ICHNE HAa OCHOBE TPAJAULIMOHHBIX O0IIEUEI0BEUECKUX [IEHHOCTEH.

OK 07 CopeiicTBoBaTh COXPAaHEHHUIO OKPYXKAIOIIEH Cpeapl, pecypcocOepexeHuIo,
3¢ (HeKTUBHO JIEHCTBOBAThH B YPE3BhIYANHBIX CUTYaLIUAX.

OK 08 Hcnonb3oBarh cpeacTBa (pU3MUEeCcKOl KyJIbTYpbl AJIi COXPAHEHUS U YKpEIUICHUS
3I0pOBbS B Ipoliecce NpodhecCHOHANBHON NEeATENbHOCTH W MOJJIEPKaHUS HEOOXOIUMOIo
ypOBHS (pU3MUeCcKON MOATOTOBIEHHOCTH.

OK 09 MHcnons3oBaTh HHPOPMAIMOHHBIE TEXHOJOTHH B  MPOo(EeCCHOHAIBHOU
NEeSATEIbHOCTU

OK 10 Ilonb3oBaThcsi mpodeccHoHaNbHOW JOKyMEHTallueid Ha TOCYJIapCTBEHHOM U
MHOCTPAHHOM SI3BIKAX.

OK 11 IInanupoBath NpeANpUHUMATENBCKYIO I€ATEILHOCTDh B MPOGECCHOHANLHOM cdepe

[1K 1.1. BpInonHATh NPOEKTUPOBAHNE KaOEIbHON CTPYKTYPBI KOMIIBIOTEPHOM CETH.

[IK 1.2.0cymiecTBiaTh BBHIOOP TEXHOJOTUU, MHCTPYMEHTAIBHBIX CPEJCTB U CPEICTB
BBIYMCIUTEIHHON TEXHUKH MIPU OpraHU3allUU Tpoliecca pa3paboTKH U UCCIEOBaHUS 0OBEKTOB
npodeccuoHanbHON eI TEIIbHOCTH

[IK 1.3. ObecrnieunBaTh 3alUTy UHPOPMAIIUK B CETH C UCIOJIB30BAHUEM MPOrPAMMHO-
anmapaTHBIX CPEJCTB.

[IK 1.4.IlpuHuMaTh y4acThe B IPUEMO-CIATOYHBIX UCTIBITAHUIX KOMIIBIOTEPHBIX CETEH U
CETEeBOTO O00OPYIOBaHHUS PA3IUYHOTO YPOBHS M B OIIGHKE KauecTBa M HSKOHOMHYECKOH
3 PEKTUBHOCTH CETEBOM TOTIOJOTHH.

[IK 1.5.BpimonHsaTh TpeOOBaHUS HOPMATHUBHO-TEXHUYECKOW JOKYMEHTAIIUU, UMETh OTIBIT
oopmIIeHHS TPOEKTHOM TOKYMEHTAIIH.



2. CTpyKTypa u coep:kaHHe YU4eOHOIH TUCIMIIIMHBI

2.1. O0beM y4yeOHOI TUCHMIIMHBI M BU/bI y4eOHO#l padoThI

Bcero gacos CeMmecTpsl

Buy yue6HOI paboThI 4
O0s13aTenbHas yueOHasi HAarpy3Ka (Bcero) 184 184
B ToMm uncne:
BaHATHUS JICKIMOHHOTO THTIA 96 96
[paKTHYeCKUe 3aHsATHS (TPaKTUKYMBI) 88 88
lTabopaTOPHBIC 3aHATUSL
CamocTosiTeTbHAsi padoTa (Bcero) 3 3
B TOM YHCIIe:
\Koncyromayusi 3 3
\Peghepam
KYpcosoe npoexmuposanie
CamocmosimenvHas 6HeayoumopHas paboma 6 guoe OOMAHUX NPAKMUYECKUX
Badanuil, UHOUBUOYALHBIX 3A0AHUL, CAMOCMOAMENbHO20 NO0OOPA U U3YHEHUS.
QononnumenbHo20 meopemuiecko2o Mmamepuand u op.
By npoMexxyTOYHO# aTTecTaluy — 3K3aMeH 6 6
OO011ast TPyI0EMKOCTh 4acoB 193 193

2.2. CTpyKTypa IMCUMIJIMHBI

VYyeOnas qucuuminia «KoMIbIOTEpHBIE CETH» UMEET CIEAYIOLIYI0 CTPYKTYPY:

KonnuecTBo ayAMTOPHBIX YaCOB
CamocTosiTeJIbHAS
IIpakTHueckue u
HanmeHoBaHMe pa3/1e/10B U TeM TeopeTuueckoe paloTa cTyaeHTa
Bcero J1abopaTopHbIe
o0y4yeHue (4ac)
3aHATHSA

88 46 42 -
Tema 1.1. BBeieHue B ceTeBble TEXHOJOTHH
Tema 1.2. IIpMHUIMIBI MAPIIPYTU3ALUH U 96 50 46 _
KOMMYTALUU
|Bcer0 10 JMCIUIINHE 184 96 88 —

2.3. TemaTnueckuii miiaH u cogep:kanue yuyeonoii aucuunanusiMIK.01.01

«KOMHLIOTepHLle CceTH»

HaumeHoBaHnue
pa3/esioB U TeM
MEKIUCUUILINHAPHOT O

Conep:xaHue y4eOHOr0 MaTepuaa,
JabopaTopHble padoThHI H NPAKTHYECKHE 3AHATHS, CAMOCTOSITeJIbHAS
yueOHas pa6oTa odyyawumxcs, KypcoBas padora (IpoeKT) (eciu
npeodycmMompeHul)

O0BéM B
gacax

kypca (MAK)
1

2

Tema 1.1. BBenenne B Conep:xaHue

88

ceTeBbIC TEXHOJIOIMH 1 KOMHL}OTCPHLIG CCTH

CoBmecTHast pabora, MIHTEpHET W COBpPEMEHHBIE CETEBBIC TEXHOIOTHH —
o0rmacTe TPUMEHEHWS] M Ha3HAa4YeHWe. BHIBl KOMIBIOTEPHBIX CETEH.
I'mobanbHble M nokanbHbIE ceTH. OJHOPAHTOBBIE W KIMEHT-CEPBEPHBIC
apxuTeKTypbl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas Cpela W CEeTeBbIC
ycTpoiictBa. TexHomoruun mnonxiatoueHus K HMurtepHer. KoHBepreHTHbIE
cern. KauectBo m HanmexxHocTh cereldl. OCHOBHBIC MOHSTHSI CETEBOU
6e3zomacHocTH. TeHAEHIMN pa3BUTHS CETEH.

2 | KoHcompHBIH mocTym, ymaneHHbIH mocTyn ¢ momombio Telnet m SSH,
rcnonb3oBanue nopra AUX.

3 | CeTeBble MPOTOKOIbI U KOMMYHHKAIIMH

KommpoBanme wu mapamerpel  cooOmieHmsi. CeTeBble  MPOTOKOIBL.
BzanmopneiictBue mporokonoB. Habop mporokonos TCP/IP m mporece
oomena manHbEIMH. Opranmsanuu no crangaptmsammu: [SOC, IAB, IETF,
IEEE, ISO. MuoroypoBHeBsie Momenmu OSI um TCP/IP. Mukancynsmws




naaHbIX. Ilporokonmbuble Omokn maHHBIX (PDU). locTynm K JIOKadbHBIM
pecypcam. CereBas aapecauus. MAC- u IP- agpeca. JlocTyn K ynanéHHBIM
pecypcam. 11103 o ymMonyaHuio.

CeteBoii noctyn

[Iporokomnsl u cravAapThl pu3HdecKoro ypoBHs. CrocoOb! MOIKIIIOYEHHUS K
cern. CereBrble nHTepdeticHpie iatel (NIC). Cpenpl nepenayn JaHHBIX U
WX XapaKTepPUCTUKU: MPOITyCKHAs CIIOCOOHOCTh, IPOU3BOJUTEIHLHOCTb.
Buger  Menneix  cereBbix  kabeneii: UTP, STP, KoakcHalIbHBIH.
PazHOBUIHOCTH, OCOOEHHOCTHM TIPOKJIAAKH W TECTHPOBAHMS KaOelei.
CrtpykTypa ¥ OCOOCHHOCTH TIPOKJIAIKH ONTOBOJOKOHHBIX KaOelnew.
BecnipoBoHbie cpescTBa nepenayun qanubix. Crangapt Wi-Fi IEEE 802.11.
KaHnanbHbI ypoBEeHB U €ro HOAYPOBHU: Y IPaBICHHE JIOTHYECKUM KaHAJIOM
(LLC) m Ynpasienne JOCTYIIOM K cpejie nepenaun naHaeix MAC.
CrpykTypa Kajjpa KaHaJIbHOTO YPOBHS M MPHUHIUIIBI €70 (OPMUPOBAHHS.
CraHapThl KaHAJILHOTO YpoBHs. DU3NUecKas 1 JOruuecKast TOImoJIOT s
cetd. TOMONOrMK «TOYKA-TOYKa», «3BE3/1a», CIIOJTHOCBS3aHHAS,
«xonblieBas». [lomyaymiekcHas ¥ MOIHOAYIUIEKCHAs repeavya JaHHbIX.
Oco6ennoctu kajapoB LAN, WAN, Ethernet, PPP, 802.11.

CeteBrble Texnosnorun Ethernet

CemeiictBo cereBbix TexHomoruii Ethernet. Ilpuuiunm paGoter Ethernet.
B3aunmoneiicteue Ha noaypoBHsix LLC u MAC. YmpasineHue JOCTYIOM K
cpene nepenaun AaHHbIX (CSMA). MAC-anpec: unentudukamnus Ethernet.
ATpubytel kanpa Ethernet. Ilpencrasnennss MAC-aapecoB. OnHo- u
MHOT'0aJIpECHOM, LIMPOKOBEIATEIbHON PacChUIOK. CxBO3HOE
noakmoueHue, MAC- u [P-anpeca.

IIpotokon pasperreHus aapecoB (ARP): mpuHIuMIel paboThI, poOib B
npoliecce yaaieHHoro ooMeHa qanHbiMu. Tadmuiel ARP Ha ceTeBbix
ycrpoiictBax. OcHOBHBIE HenocTaTkH npoTokona ARP - Harpyska Ha cpexy
nepefadu JaHHbIX U 6e30MacHOCTb.

OcHoBHas uHpopmanusi o noprax kommyraropa. Tadmauua MAC-aapecos
kommyTartopa. Dynxmus AUto-MDIX. CnocoObl mepechbUIKH Kajapa Ha
kommyraropax Cisco. bydepusanus namsté Ha  KOMMYyTaTopax.
®ukcupoBaHHas U MOAYJIbHAs KOHGUTyparuu KoMMyTaTopoB. CpaBHeHHE
KOMMyTanuu ypoBHs 2 u ypoBHs. Texnonorust Cisco Express Forwarding.
Bupryansubiit  uHTEpdeiic  kommyraropa (SVI), Mapupyrusupyemslii
nopt, EtherChannel ypous 3. Koudwurypamus mapiipyTu3upyeMoro
ropra.

CeTteBoii ypoBeHb

CerteBoii ypoBeHb B IpolLiecce INepefadu JaHHBIX. IIpoTokonbl cereBoro
ypoBHs. OcHOBHBIE XapakTepucTuku I[P-mportokoma. CTpykTypa HakeToB
IPv4 u IPv6. OcobeHHOCTH U TpenMyIlecTBa IMpoTokonga Pv6. Metoasl
MapuipyTH3ald  y37a0B.  Tabmuma — MapmpyTH3aluM — Y3JI0OB  H
Mapmpyruzaropa st mporokomoB IPv4d  m  IPv6.  VYcrpoiicTBO
Mapuipytuzatopa — IIpomeccop, mamsTh, OIEpallMOHHAs CUCTEMA.
IlopkimtoueHne K MapLIpyTH3aTOpPy 4depe3 pasinyHble nopThl. Hactpoiika
HCXOMHBIX MapameTpoB, MHTep(deiicoB, MUTI03a MO YMOTYAHUIO U IPYTUX
XapaKTEPUCTUK MAPIIPYTH3aTOPA.

TpaHcHOPTHBIH YPOBEHb

Hasnauenue u 3a1auu TpaHCIIOPTHOTO YPOBHSI.

MynbTHIUIEKCUpOBAaHHE CceaHCOB  cBsi3u. OmnmcaHne ©  CpaBHEHHE
mpotokonoB TCP u UDP — HaneXHOCTh M MPOWU3BOAUTENHEHOCTh, 00JIACTh
npuMeHeHns. Anpecarusi moptoB u cermeHtranus TCP u UDP. O6men
maaabiva 1o TCP. TIlpomeccer TCP cepsepa. YcranoBinenme TCP-
COCMMHEHUsI ¥ €ro 3aBepiieHue. [IpUHIMIBI  «TPEXCTOPOHHETO
pykonoxatusp»y TCP. Hapé&xwaocte u ympaBnerme morokom TCP -
[oaTBepxkeHne TMOMyYEHUs] CETMEHTOB, IOTEpPsl JAHHBIX W TIOBTOpHAS
repenada, ympasieHHe MOTokoM. OOMEH NIaHHBIMH C HCIOJIb30BAHHEM
UDP. IIponeccs! u 3ampocst UDP-cepBepa, UDP-gaTarpaMmsl, mponecchl
UDP-knuenTa. [punoxenus, ucnonssytomue UDP u TCP.

IP-agpecamus

Crpykrypa [Pv4-anpecos. CereBast n y3nmoBas yacts [P-ampeca.
[IpeobpazoBanue agpecoB MEXy IBONYHBIM U JAECITEPUIHBIM
npencrasiaeHreM. Macka nozaceru IPv4. CereBoll anpec, anpec y3na u




IIMPOKOBEIAaTeNbHbIN aapec cetu IPv4. IlpucBoenue y3iry cTaTHUECKOro U
muHamudeckoro |Pv4-anpeca. MHoroanpecHas nepenayva. [Tyomuaabie n
yactHsle [Pv4-anpeca. IPv4-anpeca cnenuanbHOro Ha3HAUYEHMS.
IIpucBoenue IP-agpecos.

CoBMecTHOE HCTIoNb30BaHue POoToKoI0B IPv4 u IPv6: nBoliHOM cTek,
TyHHENHpOBaHue, npeodpasoBanue. [Ipeacrasnenue IPvo-anpecos.
[IpaBuna coxpamenus 3anucu [Pv6-anpecos. UnauBuayansHeli,
TpYNIIOBOM, MPOU3BONIBHBIN TUIIEI [PV6-anpecoB. CTpyKTYphI JIOKAJIBHOTO U
rJ100aJIbHOT0 MHANBUAYAIBHBIX [Pv6-anpeco. CtaTtiueckas u
JMHaAMHUYecKasi KOHQUTypalyy r1o0aJbHOro HHANBHAYAIBFHOTO ajpeca.
[pouecc EUI-64 u ciy4aiiHO creHepupOBaHHBIH UISHTU(PUKATOP
uHTepdeiica.

ICMP-cepBucel. Otnmunst s nporokonoB [IPv4 u IPv6. CooOenus
ICMPvI6  «3ampoc  k  mapmpyruzaropy»,  «OObsiBiI€HHE  OT
MapIIpyTU3aTOpay», «3ampoc cocemHero y3na» u «OObSABICHUE COCEIHEro
y3na». TectupoBaHHe ceTH C MOMOLIBIO 3X0-3alpOcOB. TpaccupoBKa
Mapuipyra. Bpemsi NpoxoxaeHHs CHUTHaJla B IpIMOM W 0OpaTHOM
Hanpaenenusix (RTT). Bpems xusun (TTL) IPv4 m mpenen mepexomoB
IPv6.

Paznenenue IP-cereii Ha moaceTn

Cermentammss  [P-cereii. OOMeH  JaHHBIMH  MEXIY  MOJACETSIMH.
[lnanupoBanue ajpecanud B TOJACETAX. PacuerHble QOpMyNbl ISt
cerMeHTanuu cetu. Pa30ueHne Ha MoACETH HA OCHOBE TPeOOBAaHHH y3JIOB U
ceTed, B COOTBETCTBUU C TpebOoBaHusMH ceTell. OmpeneneHue MacKu
nozceTd. Pa3OueHue Ha IMOACETH C MCIOJB30BAHHEM MAacKd MepEeMEHHON
bl (VLSM). bazoBas Monenb u HazHaueHue OnokoB aapecoB VLSM.
[TnanupoBanue azapecarmu cetd. OcoOeHHOCTH MpoeKkTupoBaHus I[Pv6-
cern. Pa3OueHue Ha TIOACETH C MCIOJNB30BaHUEM HICHTH(UKATOpA
uHrepdeiica.

YpoBeHb npHJI0KeHUI

YpoBeHb NPUIIOKEHUM, YPOBEHb NPEICTABICHUS U CEAHCOBBIM YpPOBEHD.
IIpumepsl  pacnpocTpaHEHHBIX — NpWIOKEHUH.  IIpoTokonbl  ypOBHs
npunoxenuit. Onnopanroseie cetu (P2P). Mozaens THIIa «KIHEHT-CEPBEPY.
O0630p mporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cuyx06a
nomeHHbIX UMEH (DNS). @opmat coobmenmii u nepapxus DNS. Ytunura
«nslookup». Cnyx6a DHCP. IIporokon mnepenauu daiiios (FTP).
[Iporokon obomeHa Grmokamu cepBepHbIX coodbmeHuit (SMB). Konremniu
«Bceobsemmonmuit  Muatepuer» BYOD.  JlocraBka  AaHHBIX IO
KOHBEPIeHTHBIM CETSIM.

Co3naHue 1 HacTpoiika He0O/IBILONH KOMIBIOTEPHON ceTH
[TnanupoBaHue U co3iaHre HEOOBIIOH KOMIIBIOTEPHON CETH: ONpEAeIeHIEe
KITFOYEBHIX ()aKTOPOB, BEIOOP TOITOJIOTHH U CETEBBIX YCTPOUCTB, BEIOOP U
HaCTPOWKa MPOTOKOJIOB, CUCTEMBI aipecaiii. Mepbl 10 00eCTIeYEeHHIO
0€30MacHOCTH CeTH. Y A3BUMOCTH U CETEBBIC aTakH. Pa3BepIBaTEIbHBIC
aTaku, Ataku qocrymna, Otkas B oocnyxuannu (DoS-atakn). PesepsHoe
KOMMPOBAHUE, OOHOBJICHNE U YCTAHOBKA MCIpaBIeHU. MexKceTeBble
9KpaHbl. AyTeHTH()UKAIWA, aBTOpH3anus 1 yaér. Brmodenue mporokona
SSH.

@alyioBble CUCTEMBI MAapIIPYTU3aTOPOB M KOMMYTAaTOpOB. PesepBHOE
KOMMPOBAHHE W BOCCTAHOBJIEHHE C MIOMOIIBIO TEKCTOBBIX (hailyios,
MIPOTOKOJIA TFTP, USB-nakomuTens. Bcerpoennsie CITY>KOBI
Mapmpyruzanui. [logmepikka OecmpoBOAHBIX moxakimtodeHni. Hactpoiika
BCTPOEHHOT'O MapIIPyTH3aTOpa.

mom uucjie npaKkmuiecKux 3auamuil
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CocraBieHue KapThl ceTH VIHTEpHET ¢ MOMOIIBI0 VTWIHUT «ping» u
«traceroute»

Co3naHue mpocToi ceTH:

* VYcraHoBKa ceaHca KOHCOJIH C CETEBBIM 000pYIOBaHHUEM ITPH TIOMOIIH
nporpammbl Tera Term;

* Cosnanue ceTw;

Hactpotiika 0CHOBHBIX TapaMeTPOB KOMMYTaTOpA.

IIpocmoTp cereBoro Tpaduka ¢ momormisko mporpammbel Wireshark.




4 | TloaxiroueHre KOMIIBIOTEPOB K CETH C IOMOIIBIO Kabemel 1 4
0ecTpOBOHBIX aJlalTepPOB:
*  Ompenenenne ceTeBBIX YCTPONUCTB U KAHAJIOB CBSI3H;
*  OOXuM ceTeBOro kKabes;
* IIpocMOTp MaHHBIX O GECIPOBOIHBIX U ITPOBOIHBIX CETEBBIX
ajanTepax.
5 | U3yuenue Ethernet-texnomnornii: 4
* TIIpocmorp MAC-anpecoB ceTeBBIX YCTPONCTB;
*  Hsyuenwue kaapoB Ethernet ¢ momomnipro nporpammel Wireshark;
* IIpocmotp ARP c momomipto nporpammel Wireshark, uarepdeticoB
komaHHOH ctpokn Windows u 10S;
*  Hcnonp3oBanue unTepdeiica komanaHouH crpoku I0S ¢ Tabmuiamu
MAC-azipecoB KOMMYyTaTopa.
6 | IlocTpoenue cern Ha Oaze MapIIpyTH3aTOPA: 2
* IIpocMoOTp TabIMIl MapIIPyTH3aLUH Y3JI0B;
*  l3ydeHue pU3MYECKUX XaPAKTEPUCTHK MapUIPyTH3aTOPa;
* CoznaHue ceTH, COCTOSIIEH U3 KOMMYTAaTopa U MapIpyTH3aTopa.
7 | V3y4yeHue TpaHCIIOPTHOTO YPOBHSI: 2
* HabmozneHue 3a mporeccoM TpEXCTOpOoHHero «pykonoxartus» TCP ¢
MOMOIIbI0 TiporpaMmbl Wireshark;
*  WMsyuenmne 3axBaueHHBIX JaHHBIX DNS UDP ¢ momorisio nporpaMMel
Wireshark;
* Uzyuenue 3axBaueHHbix nakeroB FTP wu TFTP ¢ nomompro
nporpamMMbl Wireshark.
8 | Hacrpoiika IP-agpecarmu: 4
*  Hcnonp3oBanue kanbkynstopa Windows B pabote ¢ ceTeBbIMU
aZipecamu;
*  Konsepramus [Pv4-agpecoB B JBOMYHYIO CUCTEMY CUHCIICHUS;
*  Omnpenenenue [Pv4/IPv6-anpecos;
*  Hacrpoiika [Pv6-agpecoB Ha ceTeBBIX YCTPOIHCTBAX;
*  TectupoBaHHe cETEBOr0 NOAKIIOYEHHS C IIOMOLIBIO KOMaHJ «ping» U
«traceroutey.
9 | Cermenrauums IP-cereii: 2
*  H3yuyeHue KaJabKyJsaTOPOB IOACETEM;
*  Pacuér noacereii IPv4;
* Paszgenenue cereil ¢ pa3TMUHBIMU TOTIOJIOTUAMHU Ha MOCETH;
* Pa3pabotka 1 BHeIpEHUE CXEMBI aipecaruy pa3IeNEéHHON Ha OACEeTH
IPv4-cetn;
Pa3pabotka 1 BHempeHue cxemsl aapecarmu VLSM.
1| IP-ampecammst: 4
0|e anamm TpaduKa OTHOAAPECHON TIepeadn, IMUPOKOBEIIATEIEHON 1
MHOT'03J]pECHON PaCChHIIKH;
*  HacTpoiika agpecanuu [Pvo;
*  mpoBepka anpecanuu [Pv4 u IPvo6;
*  orpaboTKa KOMIUICKCHBIX MPAKTHUECKUX HABBIKOB.
1 | Cermenramnusg IP-cereii: 4
1| e  opranmsaums nomceTH Mo pa3THYHBIM CIEHAPHAM;
*  pa3paboTKa M BHEApPEHHUE CTPYKTYPHI aapecanuu VLSM;
*  BHEJPCHHE CXEMBI aJipecanuy pa3ienéunoi Ha noaceru IPv6-ceru;
®*  0oTpaboTKa KOMIUICKCHBIX MPAKTHYECKUX HABBIKOB.
1 | M3ydeHne OCHOBHBIX CETEBBIX CIYXO0: 2
2. Wzydenne dpynkun ooMeHa QaitiaMu MeXay OJHOPAHT OBBIMU
ycTpoiicTBaMu orpezeneHne npeodpazopanmii PAT;
. Wzydenune npasui pabotsr DNS;
. W3yuenne nporokona FTP.
1 | OGecmnieuenne 6e30MaCHOCTH CETH: 2
3| ¢ Wsyuenue yrpo3 ceTeBoii 6€30MaCHOCTH;

*  JlocTyn K ceTeBbIM ycTpoiicTBaM 1o nporokony SSH;

10




*  OO0ecrieueHre 0€30MACHOCTH CETEBBIX YCTPOUCTB;

AHamn3 KOMITBIOTEPHOW CETH U HACTPOIKa MapUIpyTH3aTopa:

* IlpoBepka 3amepskeK B epeady CETEBBIX MAKETOB C TOMOIIBIO YTHIIUT
«ping» u «traceroutey;

*  Hcnonp3oBanue untepdeiica komanaHol crpoku (CLI) mis coopa
CBEJICHUI O CETEBBIX YCTPOWUCTBAX;

*  Vmpasnenue ¢aiinaMn KOHQHUTypaly MapIpyTH3aTopa ¢ IIOMOLIBIO
MIPOrpaMMBbl SMYIISIIIAN TEPMUHAIIA

*  Vmpasnenue ¢aitnaMn KOHPHUTYpaly YCTPOMCTB C UCIIOIb30BAaHHEM
TFTP, ¢pnemr-namstu u USB-nakonureneit

*  l3ydenme npoleyp BOCCTaHOBJICHUsI TAPOJIEH.

1
5

[IpoexTrpoBaHue U CO3JaHUE CETU AJIS MaJIOrO MPEANIPUSITUS — UTOTOBBII
MPOEKT

Tema 1.2. IIpyHOUIBI
MapmIpyTH3aluu 1
KOMMYTalUH

Cooeprcanue

96

1

Brenenne B KOMMyTHpPYeMbIe CETH

Oo0benunénnsie cetn. Mepapxus B kKoMMyTHpYyeMoii cetn. Ponb
KOMMYTHpYyeMbIX ceTeil. Kommyrupyemas cpena. JJunamuueckoe
3anoiHeHne Tadbnusl MAC-aipecoB KoMMyTaTopa. MeTobl NEPEeChUIKH
Ha KkoMMyTaTtope. KoMMyTamus ¢ npoMexyTodHbIM XpaHeHrneM. CKBO3Has
KOMMYTaLusl.

Kommyrarmonsslie foMeHbl. CHIKEHHE IEPErpy30K CETH.

OcHOBHBIE KOHIENIIUH U HACTPOH KA KOMMYTAaMH

OcHOBHBIE KOHIIENIIMU 1 HACTpoiiKa KoMMyTaluu. [leppoHadanbHas
HACTPOKKa KOMMYTAaTOpa U BOCCTAHOBJIEHUE MIOCIIE CHCTEMHOI0 COOSL.
Hacrpoiika nocrymna jajist 6a30BOro yrnpapieHUsl KOMMYTaTopoM ¢ [Pv4.
JynnexcHas cBsi3b. HacTpoiika HopToB KOMMyTaTopa Ha (u3nueckoM
ypoBHe. DYyHKIIMS aBTOMATUYECKOr0 ONpe/ie/ieHns Tua kaodens (Auto-
MDIX). IIpoBepka HacTpoek nopra kommyraropa. [lonck u yctpanenue
npo0JieM Ha ypOBHE JIOCTYTIA K CETH.

besonacHocTe koMMyTaTopa. 3aIUIIEHHBIN YIANEHHBINA TOCTYIL
Hacrpoiika SSH. Pacnipoctpanénnbie yrpo3sl 0€3011acHOCTH:
nepenoinenue Tadnuibl MAC-aapecos, DHCP-cny¢uHr, ucronbs3oBanue
yszBuMocTelt mpotokona CDP, Araku Telnet u ap. AynuT u npakTudeckue
PEKOMEHAIH 110 obecreueHuro oe3omnacHocTu cetu. bezonacHocTh mopTa
kommyraTopa. OrciexuBanre DHCP coobuienuit. @yHkius
6e3onacHocty noprta. Buner 3amutel MAC-aapeco. PeximMbl
pearupoBaHus Ha HapyuleHue Oe3onacHocTd. [IpoBepka u HacTpoiika
mopToB. IIporokon cereBoro Bpemenu (NTP).

BupryanbHble JokajabHble ceTH (VLAN)

Bupryanbsubie nokansHbie cetd (VLAN) — knaccudukaliys 1 OCHOBHbIE
XapakTepucTHKU. TpaHku BUPTyanbHbIX ceTeil. KoHTpob
IIMPOKOBEIATENBHBIX ToMeHOB B ceTax VLAN. TerupoBanue kaapoB
Ethernet nuis unentudukanuu cetu VLAN. Ceru native VLAN u
terupoBanue crangapta 802.1Q. Terupoanue romocooit VLAN.
Peanuzauuu BUpTyasibHOH JIOKaJIbHOM ceTH. HazHaueHune mopToB ceTsaM
VLAN. Hacrpoiika TpaHKOBBIX KaHaIOB. [IpoTOKON TMHAMHYIECKOTO
coznmanus TpankoBoro kanaina (DTP). [louck u ycTpaHeHne HENONTAI0K B
BHUPTYaJIbHBIX JIOKAJBHBIX CETSAX W TPAHKOBHIX KaHanax. [Ipobiemsr ¢ IP-
anpecanueil cetu VLAN. HecoBnianeHus: pe;xuMOB TPaHKOBOI CBSI3U.
[IpoexTuposanune u odecriederne d6ezonacHoctd VLAN: hopping, crypuar
KOMMYTaTopa, aTaka ¢ IBOMHBIM TerupoarneM, Cetb PVLAN nepumerpa.
[IpakTHyeckre peKOMEHAAINH MO TPOSKTHPOBAHNIO BUPTYaJIbHON
JIOKaJIbHOH CETH.

Konuenuusi MapmpyTusanuu

Hacrpoiika mapmpyrusatopa. MexaHU3MBbI IEPECHIIKU TAKETOB.
[Noaxmodenne u HacTpolka ycTpoicTB. CBETONMOIHBIE HHANKATOPHI HA
MapuipyTr3aTope. AKTHBAIUs U HacTpoika |P-anpecarm. [IpoBepka
CBSI3HOCTH CETEH ¢ MpsAMBIM MOoAKIIOUeHHeM. [IpoBepka HacTpoek
nHTepdeiica. PunbTpanys BEIXOAHBIX JAHHBIX KOMaH/ «Showy.
Kommyranusa nakeroB Mexay ceTssMu. OyHKIUS KOMMYyTaluu
MapuipyTru3atopa. Mapmpyruzanys naketo. OnpeneneHne myTy.
[Ipouecc npuHATHS pEIIEHHs O IepeChlIKe MaKeToB. Beroop
ontumansHoro myTd. Ilporokonst RIP, OSPF, EIGRP. Pactnpenenenue
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HATpYy3KH. AJMHHUCTpHpPOBaHUE paccrosiaue (AD) u HageKHOCTH
Mapuipyra. AHaIu3 TaOJIUI] MAPIIPYTU3AIUN — UCTOYHHK TAHHBIX,
TIPUHITUTIE (POPMHUPOBAHUE BO3MOXXHOCTH HACTPOUKH. 3aIUCH TaOIHITBI
MapUIpyTU3ALMU JUIS CETEH C MPSMBIM MOAKIIOUYEHUEM. 3aJaHKe
CTaTHYECKUX MapipyToB. [IpoTOKOIBI JUHAMUUECKON MapIIpyTH3aUI
cereii [Pv4 u IPv6.

MapmpyTtuzanus me:xay VLAN

[puHnune! padots! Mapmpyrusanuu Mexay VLAN. Hacrpoiika
MapuIpyTH3alyy Ha 6a3e MapIpyTH3aTOPOB C HECKOJIbKUMHU (PH3HYECKUMHU
uHTepdeiicamu, ¢ UCIOIb30BaHIEM KOH(pUTypanuu router-on-a-stick,
Yyepe3 MHOTOYPOBHEBBIH KOMMYTaTOp. [1pobiaeMbl MapiIpyTH3aiy MEXITY
VLAN. I[IpoBepka kKoH(GUTypanuy KOMMYyTaTopa 1 HaCTPOEK
Mapuipyruzaropa. Hemonamku B pabote nntepdeiica. Omundku B 1P-
ajzipecax ¥ Mackax nojceru. Hacrpoiika u paboTa KOMMyTaluu Ha 3-M
ypoBHe. Mapmpyruzanust Mexay VLAN uepe3 BUpTyabHbIE HHTEP(EHCH
KOMMYTaTopa, MapIIpyTu3upyemsle moptel. Hemonaaxku B HacTpoiikax
KOMMYTaTopa 3-TO YpOBHSL.

Cratnyeckasi MaplIIpyTH3ALMA

[IpenmyiecTBa U 3a1a4u CTATUYECKON MapiipyTu3anuu. THUrbl
CTaTUYECKUX MapIIPyTOB: CTAHAAPTHBIN, IO YMOIYAHHUIO, CYMMapHBIii,
rtaBaronui. Hactpoiika cratnyeckux mapmpytoB IPv4 u IPv6. Komanma
«ip route». Mapuipyt crieayromiero nepexosa. Hanpsimyro monkitou€HHbIH
CTaTUYECKUU MaplIpyT. [I0NMHOCTBIO 3a1aHHBIM CTATUYECKUI MApILpPYT.
Hactpoiixa cratuaeckoro Mapuipyra mno ymondanuto. Kinaccopast
aapecanus. KiaccoBele macku noaceru. beckimaccoBas MeXXa0MeHHas
mapuipyruzaius CIDR. O6bennHenue mapipyroB. Opranusaius
cynepcereil. Mcnons3oBaHue Macok MoJceTH (PUKCUPOBAHHOW JJTHHBI
(FLSM). Macka noncetu nepemensoit ainunsl (VLSM). Hactpoiika
CYMMapHBIX U IUIABAIOLIUX CTATHUECKUX MapIIpyToB. Pacuér cymmapHoro
mapuipyra. O0beuHeHue cereBbix ajapecoB IPv4 u IPv6. Iouck n
yCTpaHEHHE HETI0JaI0K B HACTPOHKAX CTATHYECKOr0 MapIlpyTa U
MapuIpyTa 10 yMOIYaHHIO.

JMHaMuYecKkas MapIIpyTH3AHs
IIpoToxosnbl AMHAMUYECKON MapIIpyTH3aLUN — HA3HAUCHUE, TIPUHIIMIIBI
paboTsl 1 uctopus pa3sutus. CpaBHEHHE TUHAMUYECKOI U CTATHYECKOMN
MappyTu3anuy. [IpuHIUIEL paboThl MPOTOKOIOB MApPIIPYTH3ALMHI: ITyCK
rocine BKIO4YeHus nutanus, CereBoe oOHapyxeHne, OOMeH JaHHBIMH
Mapuipyrusanun, Obecnedenue cxonumoct. Knaccudukaiiys npoTokonos
Mapmpyruzauui. [Ipotokonsr IGP u EGP. [luctaHIMOHHO-BEKTOpHBIE
npotokoiisl RIP, IGRP. TIpoTokosns! MapIpyTH3aIiy O COCTOSHHIIO
xanaia OSPF u IS-IS. KinaccoBbie u 6eckitaccoBbIe IPOTOKOJIBI
MapUIpyTH3aUH. XapaKTEPUCTUKH U METPUKH MPOTOKOJIOB.
JuHamudecKkasi TUCTaHIIMOHHO-BEKTOPHAS MapIIPYTH3AIHsL.
JMCTaHIIMOHHO-BEKTOPHBIN alNropuT™M. MeXaHU3Mbl OTIPAaBKU U
TIOTYYEHHS JAHHBIX MapIIPYTH3ALUH, PacuéTa ONTUMAIBHBIX ITyTeH U
JI00aBIIeHUS MapIIPYTOB B TAOIHITY MapIIpyTH3AIIH, OOHAPYKEHUS 1
pearvupoBaHus Ha U3MEHEHUs B Tonosiorud. Hactpoiika nmporokona RIP:
BKitfoueHne RIPV2, oTkitoueHne aBTOMaTH4eCKOro 00beANHEHNS,
HacTpOWKa MacCHBHBIX MHTEP(EIcoB, nepeaada MapuIpyTa o yMOTIAHHIO
no cetu. Hactpoiika nporokona RIPng. IIpouecc mapuipyruzanuu no
cocrosiHUIO KaHana. Hello mpotokon. maker cocrosaus kanana (LSP).
JlaBrHHAs pacchlIKa MAKETOB COCTOSHUS KaHaa. JIaBuHHAs pacchuika
TMAKETOB COCTOSHUS KaHana. Co3ganue nepeBa Kpardanmmx myreit SPF.
Job6asnenne mapmpyros OSPF B Tabmuy mapmpyrusamun. HemocraTtku
MIPOTOKOJIOB MapIIPYTHU3ALMH IO COCTOSHHIO KaHamna. Tabmuia
MapUIpyTH3aIUH. 3aHCH C IPSIMBIM ITOKITIOYEHHEM U YIaIEHHON CETH.
Junamudecku nomydaembie MapmpyTsl [IPv4/6. Iporecc moncka

MapuipyTa.

OSPF nast onHoii 061acTu

CewmetictBo porokonoB OSPF. XapakTepucTrku, MpUHINIB paOOTHI 1
komrioHeHTsl OSPF. Ocobennoctr OSPF mist omHO# M HECKOIBKUX
obmacteit. MaructpansHas obnacts. Makancymsmus coobmenuit OSPF.
Twurer nakeroB OSPF: maker npuserctsus (hello), naker ornmcanust 6a3sl
naaabix (DBD), naker 3anpoca cocrosinus kanana (LSR), maker
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obHoBneHus cocrosiHus kanana (LSU). maker moaTBepskaeHus COCTOSTHUS
kxanana (LSAck). OOHOBJIeHHUS cocTOsTHUS KaHana. Pabodue cocTosHUS
OSPF. Brinenennsiii (DR) u pe3epBHBIi BBIICICHHBIH MapIIPyTH3aTOP
(BDR). Cunxponn3zanus 6a3 nanaeix OSPF. Hacrpoiika OSPFv2 s
ofiHOM obnact. Pexxum KoH(UTypannu HaeHTH(UKATOPHI
Mapuipyruzaropa. Mcnons3zoBanue uarepdeiica loopback. Brmodenue
OSPF na untepdeiicax. [llabmonnas macka. Komanna «network.
Hacrpoiika naccuBubIX uHTepdeiicoB. Gopmyna pacuéra METPUKH
croumoctt OSPF. HacTpoiika 3HaYeHHUI POITYCKHON CITOCOOHOCTH
unTtepdeiica. [IpoBepka cocemHNX YCTPOHCTB, HACTPOEK NPOTOKOJIA,
JaHHBIX npouecca u apyrux xapaxrepuctuk OSPF. Cpasnenue OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tononorust cern OSPFv3. Hactpotika
uneHrudukaropa Mapupyrusatopa OSPFv3. Brirouenne OSPFv3 Ha
uHTepdeiicax.

9 | Cnucku xourposs gocryna (ACL)
Crcku koHtpons gocryna (ACL). [Tpunumn padorsr ACLenmckoB. Tumsn
ACL-criuckos Cisco mist [Pv4. TlpucBauBanue HomepoB u uMeéH ACL-
crinckam. Pacuér mabnonHoi macku B ACL-crinckax. Pekomenganuu mo
cozanmio U pasMenienuto ACL-crckoB. PazmenieHre cTanaapTHBIX U
pacmupenHsix ACL-cniuckoB. Hactpoiika crangaptaoro ACL-crincka.
[Tpumenenue cranaaptHbix ACL-crinckoB Ha uHtepdeiicax. Kommenrapun
K ACL-criuckam. [IpoBepka u pegakTupoBaHue CTaHAAPTHBIX
HyMmepoBaHHbIX ACLcmuckoB. ACL-cratuctuka. 3amura moptoB VTY ¢
nomoripio cranaapTHoro ACL-cnncka IPv4. CtpykTypa u HacTpoiika
pactmpenabix ACL-cniuckoB st [Pv4. @unbrpanys Tpaduka c
UCTIONIb30BaHHeM pacuiMpeHHBIX ACL-CIIICKOB.

ITouck u ycrpanenue Henoianok ACL-crmckoB. PacnipocTpaHéHHBIE

ommOku ACL-cniuckoB. Cpasaenue ACL-cninckoB aist [Pv4 u IPv6.
Hacrpoiika u npoBepka ACL-crinckoB mist [Pv6.

10 Tporoxoa DHCP

[Iporokon DHCP. DHCPv4: 6a3oBas onepais, popmaT COOOLICHHIA,
cooO1eHus oOHapyxeHus U npeuioxkeHus. Hactpoiika, mposepka u
perpancisiuus npocroro DHCPv4-cepsepa. Hactpoiika MapiipyruzaTopa
B kauectBe DHCPv4-knuenTa. Hactpoiika mapiipyrusaTopa Kiacca
SOHO. Ilouck u ycTpaHeHHe HEMoNaI0K B paboTe MaplIpyTU3aTopa
DHCPv4. Ilporoxon DHCPv6. ABTomMaTndeckas HacTpoiika agpeca 6e3
orcnexxuanus cocrosinus (SLAAC). [punnmn padorsr SLAAC ¢
DHCPv6. DHCPV6 ¢ u 6e3 orcnexxuBanusi cocTosiaust. [Iporiecchbl
DHCPv6. Hactpoiika mapmipyruzaropa B kauectee DHCPv6-cepBepa u
DHCPv6-knuenra. [louck u ycrpanenue Henonanok B padore DHCPv6.

11 Ilpeo6pa3oBanue ceTeBbIX agpecoB IPv4
[Ipeobpa3zoBanue cereBbix anpecoB [Pv4. KonnenryansHoe
npeobpa3oBanue ceTeBbiX aapecoB (NAT). TepMUHOMOT U U IPHHITUITEI
pa6oter NAT. IIpoctpanctBo gactHeIX [Pv4-anpecoB. Ctatuaeckoe u
IUHaMUYecKoe mpeodpa3oBanue ceTeBbix anapecoB (NAT).
IIpeobpazoBanue agpecos moptoB (PAT). CpaBuenne NAT u PAT.
IIpenmymectBa u Hegocratku NAT. AHann3 cTaTH4eCKOro
mpeobpazoBanns NAT. [Ipuanun pabotsr murammdeckoro NAT Hactpoiika
u ipoepka NAT, PAT. Ilepeanpecamms noptoB. Hactpoiika NAT u
mpotokona [Pv6.

Ionck u ycTpanenne Heronaaok B pabore NAT.

B mom uucne npakmuueckux 3anamuil u 1a060pamopHvix padoom

46

1 | Hacrpoiika koMMyTaTopa:
* ba3oBas HacTpoilka KOMMYTaTopa;
*  Hacrpoiika mapameTpoB 0€30MaCHOCTH KOMMYTATOpA.

2 | Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:

*  Hacrpoiika npotokona SSH;

*  Hacrpoiika pyaxuuu Switch Port Security;

¢  Tlouck u ycTpaHeHHE HENONAIOK B CUCTEMe 0E30MacHOCTH MOPTOB
KOMMYTaTOpa;

OtpaboTKa KOMIUIEKCHBIX MPaKTHYECKHX HABBIKOB.

3 | Kongwurypanus cereit VLAN:
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*  Kondurypamus cereit VLAN U TpaHKOBBIX KaHAJIOB;
* Tlouck u ycTpaHeHHe Henonaiok B KoHGurypanun VLAN;
*  Peamm3anus cuctemsl 6e3omacHocTH cetd VLAN;

*  Peamusauus cereit VLAN 11 cermeHTanuu ceTeil mpeanpusTiii
MaJIOro ¥ CpeiHero Ou3Heca.

4 | Hactpoiika MapuipyTu3aropa:
*  Hcnonp3oBaHue KOMaHIbI traceroute st OOHAPYKESHUS CETH;
*  JIoOKyMEHTHpOBaHHE CETH;
*  Hacrpoiika uarepdeticoB IPv4 u IPv6;
*  Hacrpoiika u mpoBepka HEOOJNIBIIOH CETH;
HccnenoBanre MappyToB ¢ IPSIMBIM TTOJKIIIOYEHHEM.
5 | Hacrpoiika MapupyTi3amnum:
*  CocraBienue cxembl ceTu MIHTEepHeT;
*  Hacrpoiika 6a30BbIX MapaMeTpOB MapHIPyTU3aTOpa C IOMOIIBIO
unrepdeiica komananoi crpoku (CLI) cucremsr Cisco 10S;
*  Hacrpoiika 6a30BbIX TapaMeTpOB MapIipyTu3aTopa ¢ momoriso CCP.
6 | Mapupyruzanus mexay VLAN:
*  Hacrpoiika mapmpyruzamu Mexxay VLAN mist kakaoro uHTepdetica;
*  Hacrpoiika mapupyruzanuu Mmex 1y VLAN Ha ocHOBe cTaHznapTa
802.1Q u TpaHKOBOr'O KaHasa;
* Tlouck u ycTpaHeHUE HEMOJNAJI0K B MapIIPYTU3AIMU MEXK]TY CETSIMU
VLAN.
7 | Hacrpoiika craTnueckol MapiipyTH3alyu:
*  Hacrpoiika cratnueckux mapupyrtoB [Pv4/IPv6 no ymonuanuio;
* Paspabotka u peanu3zaius cxemsl aapecauuu [Pv4 ¢ ucronb3oBanremM
VLSM;
*  Pacuér cymmapusix MapupyroB IPv4 u IPv6;
* [Ilouck u ycTpaHeHHE HEMIONAA0K CTaTHIECKUX MapumpyroB IPv4 u
IPV6.
8 | Hacrpolika tuHaMUuECKOI MapLIpyTH3aLHH:
. HccaenoBaHue cXOQMMOCTH;
° CpaBHeHHE METOJI0B BEIOOpa MyTH B mpoTokonax RIP.
9 | Hacrpoiika npotokoioB RIPv2 u RIPng.
1 | Hacrpoiika nporokoioB OSPF:
0| Hacrpotika 6a3oBoro mporokona OSPFv2 mis ogaoM
00J1acTH;
N bazosas HacTpoiika nporokona OSPFv3 mis onHol
obmact.
1 | Uzyuenne MexaHU3MOB pabOTHI CO CIIICKAMU KOHTPOJIS JOCTYIA:
1|+ Harnsauoe npencrasierne padorsl ACL-crucka;
*  Hacrpotika crangaptaeix ACL-cruckos;
*  Hacrpoiika crangapTabIXx nMeHOBaHHBIX ACL-CIICKOB;
*  Hacrpoiika ACL-cnicka s iuanii VTY;
*  Hacrpoiika pacmmpeHHBIX ACL-CIICKOB TS pa3TUYHBIX CLIICHAPHEB;
* Tlowuck u ycTpanenue Heronaaok B pabore ACL-crinckos;
* Hacrpoiika ACL-criuckos [Pv6;
*  OrpaboTKa KOMIUIEKCHBIX IPAKTHYECKUX HABBIKOB.
1 | Hacrpotika ACL-cuckoB:
2 Hacrpotiika u mpoBepka cranmapTHeIXx ACL-CIHCKOB;
* Hacrpoiika u npoBepka orpanuuenuii VIY;
* Hacrpoiika n npoBepka pacmupeHHbIx ACL-crinckoB;
* Tlouck u ycTpaHeHHE HETONAI0K B HacTpolike n pazmemennn ACL-
CIINCKOB;
*  Hacrpoiika n npoBepka ACL-crickoB s [Pv6.
1 | Nsyaenne nporokono DHCP:
3

* bazosas Hactpoiika DHCPv4 Ha Mapmpyruzarope;
* ba3osas Hactpoiika DHCPv4 Ha komMmyTaTope;
* Tlouck u ycrpanenue Heronaaok B pabore DHCPv4;
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Hactpotika cepsepa DHCPV6 Ge3 oTClie:KHBaHUS COCTOSHUS H C
OTCJICKMBAHUEM COCTOSHYIS,

[Mouck u ycrpanenue Henonanok B pabore DHCPvo6.

N3yuenne nporokona DHCP:

Hacrpoiika nporokora DHCP ¢ momomipro komann Cisco I0S;
OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

-

Hpe06pa3OBaHHe CCTCBBIX aJIpCCOB:

Wzydyenune npuHnuna padotsr NAT;

Hacrtpoiika cratuueckoro u auHamuyeckoro NAT;

Peanmzanus crarnueckoro u quHamudeckoro NAT;

Hacrtpotika nepeampecaru mopToB Ha Mapipytusarope Linksys;
IIpoBepka, MOUCK U yCTpaHEHUE HEMoIa 0K KoHpuryparwii NAT;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYCCKUX HABBIKOB.

-

Nzyuenue padotsl ¢ NAT u PAT:

Hacrpoiika quaamuueckoro u cratuueckoro NAT;
Hacrpoiika NAT-nyna ¢ neperpyskoii u PAT;
[Nouck u ycrpaneHue Henonajok koHpurypanuii NAT.

Koncyabranus

UTtoropas arrectamus

Bcero no aucuuniinHe

193
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2.4. Copep:xkaHue pa3aesioB AUCHUILTUHBI

2.4.1. 3ansaTHA JEeKIMOHHOI0 THIIA

Ha/Ie)KHOCTH ceTeil. OCHOBHBIE MTOHSTHS CETEBOH Oe30macHOCTH. TeHIeHIMN pa3BUTHS CETel.
KoHconpHBIN ToCcTyN, yaaneHHsli goctyn ¢ nomosio Telnet u SSH, ucnone3oBanue nopra AUX.
Komuposanue u mapamerpsl coodnieHus. CeTeBble MPOTOKONBI. B3anMoselicTBie MpOTOKOIIOB.
Ha6op npotokonoB TCP/IP u nponecc oomMeHa qaHnHEIMU. OpraHnu3anyy 0 CTaHAapTH3AIHN:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposHeBbie Monenu OSI u TCP/IP. VHKancymsiys JaHHBIX.
[porokonsubie 6oku manHbIX (PDU). Jloctyn k jnokanbHEIM pecypcaM. CeTeBas aapecariis.
MAC- u IP- agpeca. loctyn k ynan€HHeM pecypcam. L3 mo ymomaanwuto. [Iporokomnst n
cTaHmapTH! pu3Ideckoro ypoBHs. CriocoOsl moakirodeHus K ceTH. CeTeBble HHTep(eliCHBIE IITaThl
(NIC). Cpenpl nepeaun JaHHBIX ¥ UX XapaKTEPUCTHKHU: MPOITYCKHAsK CIIOCOOHOCTB,
MIPON3BOANTENBHOCTE. Brbl MenmHbIX ceTeBbx kadeneit: UTP, STP, koakcnanbHbII.
Pa3HOBHIHOCTH, OCOOCHHOCTH MPOKJIAIKH U TeCTHPOBaHUs kabeneld. CTpyKTypa 1 0COOCHHOCTH
MIPOKJIaJKH ONITOBOJIOKOHHBIX Kabeneil. becripoBoaHble cpencra nepenadu gaHueix. Cranmapt Wi-
Fi IEEE 802.11.KananbHbIil ypoBeHb 1 €r0 MOAYPOBHHU: TOMONIOIHN «TOYKA-TOYKay, «3BE3/1aY,
«TOJTHOCBSI3aHHAs», «KOJbIIeBas». [lomynyriekcHas 1 IOTHOYIUICKCHas Iepeaya JaHHBIX.
Ocobennoctu kagpoB LAN, WAN, Ethernet, PPP, 802.11. CemeiicTBO ceTEeBBIX TEXHOJIOTHI
Ethernet. [Tpuniumn pa6otsr Ethernet. Bzaumopneiicteue na mogypoBHsix LLC u MAC. Vnpasnenue
noctymnoMm K cpene nepenaun gaHabix (CSMA). MAC-anpec: unentudukanus Ethernet. ATpuOyrs
kaznpa Ethernet. [IpencraBnenus MAC-anpecoB. OHO- 1 MHOI0aIPECHOM, IMINPOKOBEIIATEIBHOM
pacceutok. CxBo3Hoe noxpkimodenne, MAC- u [P-aapeca. [Iporokon paspeuienus agpecoB (ARP):
MIPUHIMITEL paboThI, POJIb B MPOLIECCE YIaJIeHHOro oOMeHa JaHHbIMU. TabGmuusl ARP Ha ceTeBbIX
ycTpoiictBax. OcHOBHBIE HefjocTaTku npoTtokona ARP - Harpyska Ha cpefy nepenaun JaHHBIX U
Oe3omacHocTh. OCHOBHAst HH(pOpManus o opTax kommyraropa. Tabmuia MAC-aapecos
kommyTaropa. Oyrkims Auto-MDIX. Crioco0Obl nepechiiku kaapa Ha kommyraTopax Cisco.
bydepuzauust namsTi Ha KoMMyTaTopax. PUKCHUpOBaHHAs M MOAY/IbHAS KOHUTypanuu
KoMMyTaTopoB. CpaBHEHHE KOMMYTalu ypoBHs 2 u ypoBHsi. TexHonorus Cisco Express
Forwarding. Bupryanbasiii uarepdeiic kommyraropa (SVI), Mapiupyrusupyemsiii mopr,
EtherChannel ypoBus 3. OcHoBHbIe xapaktepucTuku [P-niporokona. Ctpykrypa nakeroB [Pv4 u
IPv6. OcobeHHOCTH 1 TIperMyIecTBa mpotokona Pve. Meroasl Mapiupyru3anuu y3ioB. Taomuna
MapILIpyTU3alMHU Y3JI0B U Maplipyru3zaTopa s nporokonos IPv4 u [Pv6. YerpoiictBo
MapripyTu3atopa — [Ipoueccop, namsre, onepannonHas cucrema. [logkmrouenue K
MapIIPyTU3aTOPy Yepe3 pasinyHble HopThl. HacTpolika HCXOAHBIX MapaMeTpoB, UHTepdeiicoB,
[IJTF03a TI0 YMOTYAHUIO U IPYTUX XapaKTepUCTUK MapIupyTu3aTopa. HazHaueHue u 3amaun
TPAHCIIOPTHOrO YpOBHS. MyNbTHILIEKCHPOBAaHHUE CEaHCOB CBsi3H. ONUCcaHKe U CPAaBHEHHUE
rporokosoB TCP u UDP — Hazie:KHOCTD U POU3BOAUTEIBHOCTD, 00JIACTh IPUMEHEHUSL.
Anpecaiust moptoB u cermenrtanust TCP u UDP. Oomen nanubivu mo TCP. TIpoueccst TCP
cepBepa. YcranosneHue TCP-coenunenus u ero 3aBepiieHue. [[puHIUIbI «TpEXCTOPOHHETO
pykonoxatisny TCP. Hanéxuocts u ynpasienue norokom TCP - [lonrBepkaenue noaydeHus
CETMEHTOB, IIOTEPs IaHHBIX U IIOBTOPHAS Nepeaya, ylpanieHue noTokoM. OOMEH JaHHBIMH C
ncrionbzoBanueM UDP. [Iponeccet u 3anpocst UDP-cepBepa, UDP-gararpammsl, nporeccsr UDP-
knuenta. [Ipunoxenus, ncnonssytoume UDP u TCP.Crpykrypa IPv4-anpecos. CereBas u y3noBast
uacTb [P-anpeca. [IpeoOpazoBaHue agpecoB MeXTy JBOMIHBIM U AECATEPUIHBIM NIPEACTABICHUEM.
Macka moncetu [Pv4. CereBoii aapec, aapec y3ia 1 MIMPOKOBEIATEIbHBIN aapec ceT [Pv4.
[IpucBoeHHe Y31y CTaTHUECKOT0 U AuHamudeckoro IPv4-anpeca. MHoroaapecHas nepeaaya.
[1yonuuansie u yactHble [Pv4-anpeca. [Pv4-anpeca cnenmansHoro HasHauenus. [Ipucsoenue 1P-
anpecoB. COBMECTHOE HCTIONB30BaHUE MPOTOKONOB [Pv4 u [Pv6: nBOIHOM cTeK, TyHHETHMPOBaHHE,
npeobpasoBanue. [Ipencrasnenue [Pv6-agpecos. [IpaBuia cokpamienus 3anucu [Pv6-anpecos.
MHAMBUAYaTBHBIA, TPYIIIOBOM, MPOU3BONBHBIN THUITE [PV6-aapecoB. CTPYKTYpHI JOKAIBHOTO U
r1100aIbHOr0 MHAUBUAYAIBHEIX [Pv6-anpeco. Cratudeckas 1 AMHAMHYIECKast KOHQHUTypauy
rio6anbpHOro MHAUBUAyansHOro aapeca. Ilporecc EUI-64 n cyuaifHo creHepupoBaHHbIH
naeHTUUKaTop uHTEepdetica.

ICMP-cepBuchl. Otinuus 1t npotokonos IPv4 u IPv6. Coobenns ICMPVI6 «3Bampoc k
MapIIpyTu3aTopy», «OObsSBIEHHE OT MapIIPYTU3aTOpay, «3aIpoc COCETHET0 y3Ia» U
«OOBSBICHIE COCETHETO y3a». TecTHpoBaHNE CeTH C MOMOIIBIO 3X0-3aPOCOB. TpacCHpOBKa
MapmpyTa. BpeMst mpoxoskIeHus cuTHajIa B psMOM U oOpaTtHoM HampasieHusx (RTT). Bpems
ki3Ha (TTL) IPv4 u mpenen nepexonos [Pvo6.

Pasnenenue IP-cereil Ha moaceTu

Ne [Hamvenosarne Conepxanue pasjiena (TeMbI) (Popua
pasjena (TeMbl) TEKYIIETOo
KOHTPOJIS
2 3 4
1 [Temal.1. CoBMecTHas paboTa, IHTepHET ¥ COBPEMEHHBIC CETEBbIE TEXHOJIOTUU — 00JIaCTh NpuMeHeHuss 1 (I, Y
BBenenue B Ha3HadeHNE. BHUpl KOMIIBIOTEPHBIX ceTel. [ 100ambHbIe U TOKaNbHBIEe ceTH. OTHOPAHTOBBIC H
ceTeBble KITUCHT-CEPBEPHBIC apXUTEKTYphl. OCHOBHBIE KOMIIOHEHTHBI CETEH, CeTeBasi cpe/ia U CETEBbIC
T€XHOJIOTM U ycrpoiictBa. Texnomnoruu nonkiatouenus k Murepuer. Konsepreutusie cetu. KauectBo u
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2 [Tema 1.2.

[ pUHUIUIBI
MapIIpyTH3AIMH
1 KOMMYTalu1

O0beHERHBIE ceTH. MepapXus B KOMMYTHPYeMOit ceTu. Poib KOMMYTHPYEMBIX CeTeH.
Kommyrupyemas cpena. Jlunamudeckoe 3anonaenne Tabmumnsl MAC-aapecoB KOMMyTaTopa.
IMeTozB! epechUTKH Ha kKoMMyTaTope. KommyTranus ¢ mpoMexxyTodHbIM XpaHeHneM. CKBO3HAs
kommyTarms. Kommyrarmonnasie qoMeHsl. CHIDKEHHE neperpy3ok ceTd. OCHOBHBIE KOHIIEIIINH 1
HacTpoiika kommyTtarmu. [lepBoHavanbHas HaCTpOiiKa KOMMYTaTOpa M BOCCTAHOBIICHHE IIOCTIE
cucremHoro co6ost. Hactpoiika moctyma st 6a30BOro ynpasieHHs! KoOMMyTaTopoM ¢ IPv4.
UTyniexcHast cBsi3b. HacTpoiika mopToB koMMyTaTopa Ha (pusndeckoM ypoBHe. DyHKIHS
ABTOMATHYECKOT0 onpejieicHus tuma kaoess (Auto-MDIX). [IpoBepka HacTpoek mopTa
KkommyTtaTopa. [Torck n ycrpaneHue npobiaeM Ha ypoBHE JIOCTyIa K ceTu. be3omacHocTh
KOMMYyTaTOpa. 3aIUINEHHBIA ynanéHHbId noctyrn. Hacrpoiika SSH. PacnpoctpanéHHBIE Yrpo3bI
oe3omacHocTy: nepenoiaenne Tabmummel MAC-aapecoB, DHCP-ciiy¢uHr, ncnonbs3oBanue
yst3BuMocTeii mpotokona CDP, Araku Telnet n 1p. AynuTt U npakTH4ecKue peKOMEHaliH 10
obecrieuennio Oe3onacHocTH ceTH. besomacHocTs nopta kommyraTtopa. Orcnexusanne DHCP
coobmennii. DyHkIwms 6e3onacHocTr mopta. Bussl 3amutet MAC-aapeco. Pexxumbl
pearupoBaHus Ha HapymieHHe O6e3onmacHocTH. [IpoBepka U HacTpoiika nopToB. [IpoTokoin ceTeBoro
Bpemenu (NTP). Bupryansusie nokansable cetn (VLAN) — kitaccudukarys 1 OCHOBHBIE
XapaKTepUCTHKHU. TpaHKH BUPTYaIbHBIX ceTell. KOHTpoIb mypoKoBenaTe IbHBIX JOMEHOB B CETSIX
IVLAN. TerupoBanue kanpoB Ethernet ans nnentudukamum cetn VLAN. Ceru native VLAN u
reruposanue cranaapra 802.1Q. Teruposanue ronocosoit VLAN. Peanuzanuu BUpTyansHON
mokanbHOM cetr. Haznauenue noptoB cerssim VLAN. Hacrpoiika TpankoBbIx kaHaioB. [IpoTokon
ITMHAMHIYecKoro co3aanus TpankoBoro kanana (DTP). Ilouck n ycrpaneHne HeronazokK B
BUPTYaIbHBIX JIOKATBGHBIX CETSIX M TPAHKOBBIX KaHaax. [Ipobnemsl ¢ IP-anpecanmeii cetn VLAN.
HecoBrageHus pexxuMoB TpaHKOBOH cBs3u. [IpoekTrpoBaHue 1 obecrieueHne 6e30macHOCTH
IVLAN: hopping, cmyduHr KOMMyTaTopa, aTaka ¢ ABOHHEIM TerupoBanueM, Cetb PVLAN
mepumerpa. [IpakTudeckre peKOMEHIANH 110 MPOSKTHPOBAHHIO BUPTYaILHON JIOKATBHOM CETH.
Hacrpoiika mapmpyruzatopa. MexaHu3MBI IiepechlIkH nakeToB. [logximouenne 1 HacTpoiika
ycTpoiictB. CBETOAMOIHBIE HHIUKATOPBl HA MapIIpyTH3aToOpe. AKTHBAIUS U HacTpolika IP-
anpecanyn. [IpoBepka CBA3HOCTH ceTeil ¢ MpsAMBIM HoaKitoueHreM. [IpoBepka HacTpoek
nHTepdeiica. unbTparys BEIXOAHBIX JaHHBIX KOMaHA «showy. KoMMyTaius makeToB Mexmy
ceTsmu. DYHKIMS KOMMYTaIMK Mapuipyru3aropa. Mapipyrusaius naketoB. OnpeesieHie myTH.
INpouecc npUHATHS peleHus O NepechUIKe MakeToB. Bei0op onrumansHoro mytu. [poTokosnst
RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AnMuHHCTpHpoBanue paccrosiaue (AD) u
HaJeKHOCTh MapLIpyTa. AHAJIN3 TaOIUL MapIIPYTU3ALMN — UCTOUYHUK JaHHBIX, IPUHIIUIIBI
(bopMHpOBaHHE BO3MOXXHOCTH HACTPOMKHU. 3alMCH TaOIMIbI MapIIPYTH3ALHMHI UL CeTeH ¢
MIPSMBIM MOAKITIOYEHHEM. 3alaHNe CTAaTUYECKUX MapIpyToB. [IpoTokonbsl fuHaMuuecKoi
maprpyrusanun cereid [Pv4 u IPV6. [punimms! paboTsl Mapipyruzamiy Mexay VLAN.
Hacrpoiika MapupyTu3auuy Ha 6aze MapLIpyTH3aTOPOB ¢ HECKOJIBKUMH (DPU3HYECKIMU
unTepdeiicamu, ¢ UCIIONB30BaHUEM KOH(PUTIYpaluu router-on-a-stick, yepes MHOrOYpOBHEBbIH
kommyTtarop. [Ipodnemsr Mapmpyruszanun Mexxay VLAN. IIposepka koHpuryparm
KOMMYTaTopa M HaCTpoeK Mapipyruzaropa. Hemonaaku B pabore unrepdeiica. Ommdku B IP-
azipecax U Mackax nozcetu. Hacrpoiika u pabora koMMyTauuy Ha 3-M ypoBHe. MapuipyTuzaius
mexny VLAN uepe3 BupTyasbHble HHTEPHEHCH KOMMYTAaTOpa, MApLUIPYTU3UPYEMbIE TTOPTHI.
Henonaaxu B HacTpoiikax kommyraTopa 3-ro ypoBHs. Cllpenmyiectsa u 3a1aui cTaTU4eCKOM
MapLIpyTU3alMy. TUIBI CTATHYECKUX MAPILPYTOB: CTAHAAPTHBIMH, 10 YMOITYaHUIO, CYMMAapPHBI,
raBatonmi. Hacrpoiika crarnueckux mapuipyroB IPv4 u IPv6. Komanna «ip route». Mapripyr
cienyroero nepexoaa. Hanpsamyro noakimrou€HHeli craTuueckuil Mapiupyt. IlonHocTbio
3aJlaHHBINA CcTaTHYecKuil MapupyT. HacTpoiika ctaTnueckoro Mapuipyra no yMoa4aHHIo.
Knaccopas agpecanus. KinaccoBsle Macku nojceTH. beckiaccoBast MeXXIOMEHHAs! MApIIPyTH3AIMS
CIDR. O6wvenunenue MapiipytoB. Opranuzanus cynepcereil. Mcnonab3oBaHHe MacoOK MOJACETH
¢uxcuposannoit punel (FLSM). Macka noacetu nepementoit munst (VLSM). Hacrpoiika
CyMMapHBIX U IUIABAOMINX CTATUUECKUX MapLIpyToB. Pacuér cymmapHOro Mapuipyra.
O6nenunenue ceteBbix afapecoB IPv4 u [Pv6. Tlouck u ycrpaHeHne HEMoaal0K B HACTPOUKaxX
CTaTHUYECKOT0 MapIIpyTa U MapIIpyTa 10 yMoIJaHuto. [IpoTokomIbl JHHAMUYeCcKoH
MapIIpYTH3ALHMH — Ha3HAaYeHUE, IPHHIMUIIBI paboThl U UCTOpUs pa3BuTus. CpaBHEHHE
JMHAMHYECKOHN U CTaTHUeCcKoi MapuipyTu3auni. [IpuHIUNB paboThl MPOTOKOIOB
MapIIpyTU3aIMU: TyCcK Moce BKIroueHus nutanus, CeteBoe oOHapyxeHue, OOMeH JTaHHBIMU
Mapripyruzanun, Odecrederne cxoaumoct. Kitaccudukaius mpoTokoiIoB MapIpyTH3aIUH.
IIporokonsl IGP u EGP. lucranimonno-sexropHbie porokonsl RIP, IGRP. ITporokoinst
MapipyTuzauu o coctossHuto kanana OSPF u IS-IS. KnaccoBbie n GeckiiaccoBbie MPOTOKOIBI
MapHIpyTU3aluy. XapaKTepUCTUKN 1 METPUKH IPOTOKOJOB. JIMHaMuueckasi TUCTaHIIMOHHO-
BEKTOpHAst MapuIpyTu3amys. JncTaHIIMOHHO-BEKTOPHBIN alropUT™M. MeXaHu3Mbl OTHPABKU U
MOTYYIEHUS JaHHBIX MapIIpyTH3aIMY, PacuéTa ONTUMAIBHBIX ITyTel U J00aBISHUS MapIIpyTOB B
TabNHIy MapIIpyTH3aIIK, OOHAPYKEHHS M PearHpoOBaHUs Ha U3MEHEHHS B TOMOJIOTHU.
Hacrpoiika npotokona RIP: Bkimtouenue RIPv2, oTkiroueHrne aBTOMaTHYECKOTO 00bEANMHEHHUS,
HACTPOIKa MacCUBHBIX HHTEP(ENCOB, Mepeaada MapuIpyTa o yMOT4aHHIO 1Mo ceTu. Hactpoiika
mporokona RIPng. TIporecc mapuipyrusaimu mo coctosiauio kanana. Hello mporokos. maker
cocrosHus kaHana (LSP). JIaBuHHas pacchlika MakeTOB COCTOSHMS KaHana. JIaBHHHAs pacChUIKa
MIAKEeTOB COCTOSIHUS KaHana. Co3maHue aepeBa kpardaiimmx myreit SPF. Jlo6aBnenne Mapuipyros
OSPF B tabmuiy Mapmpyrusanuy. HegocraTku IpoTOKOIOB MapIIpyTHU3AIUH IO COCTOSTHUIO
kaHaja. Tabuuua MappyTu3anun

T,V

[Tpumeuanue: T - rectupoBanue, P - Harmcanue pedepara, Y - yCTHBIH ompoc
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2.4.2. llpakTH4yecKue 3aHATHS

dopma
No HaumenoBanue paznena HanmeHoBaHMe paKTHUECKUX PabOT TEKYLIETO
KOHTPOJIS
1 2 3 4
1 Tema 1.1. Beenenne B cereBpie  (COoCTaBJICHUE KapThl ceTH VHTEpHET ¢ MOMOIIBIO yTHUT «pingy» ullIP,Y, T

[TEXHOJIOTHH «traceroute»
CozltlaHue MpoCToil ceTu:

®* VYcraHOBKa ceaHca KOHCOJIH C CETEBBIM 000pYJIOBaHHUEM IIPU
nomouty nporpammsl Tera Term;

* Co3pgaHue cety;

Hactpolika 0OCHOBHBIX TapaMeTPOB KOMMYTaTOpa.

[TpocmoTp cereBoro Tpaduka ¢ moMouipio nporpammel Wireshark.

[TonkmroueHre KOMITBIOTEPOB K CETU C MIOMOIIBIO KadeseH u
0eCrIpOBOJTHBIX a/laNTePOB:

*  OmnpeseneHne CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;
*  OOXHUM CeTeBOro Kabens;

*  TIpocMOTp JaHHBIX O OECIIPOBOIHBIX U MPOBOHBIX CETEBBIX
ajanTepax.

3yuenue Ethernet-texHonoruii:

* IIpocmorp MAC-anpecoB ceTeBBIX yCTPOMCTB;

* H3yuenue kaapoB Ethernet ¢ momomnipro nporpammel Wireshark;

* IIpocmotp ARP c momonipto nporpammbr Wireshark,
uHTepdeiicoB komanHo# ctpokn Windows u 10S;

*  Hcnonb3oBanue unrepdeiica komanaHoit crpoku [0S ¢
tabmuamu MAC-agpecoB KoMMyTaTopa.

[TocTpoeHue ceTd Ha 0a3e MapIIPyTH3aTOpa:
* IIpocmoTp TaGIuL MapLIPYTH3ALMU Y3JI0B;
* lzydenue pu3nMuecKuX XapaKTEPUCTHK MapLIPYTH3aTOPA;

*  CospmaHue ceTH, COCTOSAMIEH 3 KOMMYTaTopa 1
MapIIpyTH3aTopa.
M3ydeHne TpaHCIIOPTHOTO YPOBHS:

* HabGmroneHue 3a mporeccoM TpPEXCTOPOHHETO «PYKOMOKaTHS
TCP ¢ nomomrsto mporpammbl Wireshark;

®* U3yuenme 3axBaueHHbIX HaHHBIX DNS UDP ¢ momomisio
HpOrpaMMBbl
Wireshark;

®* Uzyuenue 3axBaueHHbIX nakeTtoB FTP u TFTP ¢ momouisio
nporpammbl Wireshark.

IHactpoiika [P-agpecarmu:

* Hcnonp3oBanue kanmpkynsiTopa Windows B pabote ¢ ceTeBbIMU
ajipecamu;

*  Konsepramus [Pv4-agpecoB B JBOMYHYIO CUCTEMY CUHCIICHUS;

*  Ompenenenne [Pv4/IPv6-anpecos;

* Hacrpoiika [Pv6-agpecoB Ha ceTeBBIX YCTPOHCTBAX;

®  TectHpoBaHHE CETEBOTO NOAKITIOYCHHS C IOMOLIBIO KOMaH/
«ping» U «traceroutey.

Cermenranus [P-cereii:

*  l3yueHue KaabKyJsTOPOB NOJCETEM;

*  Pacuér nmoacereii IPv4;

* PazneneHue cereil ¢ pa3nMuHBIMU TONOJOTHSIMU Ha MOJICETH;

* Pa3paborka u BHEIpEHUE CXEMEI aJipecallid pa3IeiéHHON Ha
nonxcety [Pv4-cetu;
IPa3paboTka 1 BHenpeHUe cxeMbl aapecarmu VLSM.
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IP-anmpecarms:

*  aHainm3 TpaduKa OTHOAJAPECHOH MepeayH,
[IMPOKOBEIIATEIHHONH 1 MHOT0AAPECHON PaCCHUIKH;

®  HacTpolika agpecanuu [Pvo;

®* npoBepka agpecanuu IPv4 u IPvo6;

®  0TpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

CermenTanus [P-cereit:
®  OpraHu3alys MoJACETH MO Pa3IUYHbIM CIICHAPUSIM;
® pa3paboTKka U BHEAPEHHUE CTPYKTYPHI aapecanuu VLSM;

®  BHEAPCHHE CXEMBI aJpecanuu pa3aenéHHoi Ha noacetu |Pv6-
ceTy;

° 0Tpa60T1<a KOMIIJICKCHBIX MPAaKTUYCCKUX HABBIKOB.

3y4eHrie OCHOBHBIX CETEBBIX CIYXKO:

. N3zydenue ¢pyHkmumu ooMeHa daitmamMu Mex Ly
OJJTHOPaHT'OBBIMHU YCTPOMCTBAMH ONpeJIeNIeHNe TpeoOpa3oBaHui
PAT;

. N3ydenue npasui padorst DNS;

* N3yuenne nporokona FTP.

OOecrnieueHne 0E30MaCHOCTH CETH:

*  l3ydenue yrpo3 cereBoil 6€30MacHOCTH;

*  JlocTyn K ceTeBBIM ycTpoiicTBaMm 1o nporoxony SSH;
*  OOecrieueHne 0€30MACHOCTH CETEBBIX YCTPOUCTB;

IAHaIM3 KOMIIBIOTEPHOM CETH U HACTpOiiKa MapIIpyTH3aTopa:
* IIpoBepka 3azeprKeK B IIEpeJaun CETEBBIX AKETOB C IOMOLIbIO
YTUIIUT «ping» u «traceroute;

* Hcnonb3oBanue unrepdeiica komanaHoit crpoku (CLI) mst
cOopa cBeieHHi 0 CEeTEBBIX YCTPOICTBAX;

*  Vmpasnenue ¢aitnamMu KoHPUTypaluu MapuIpyTH3aTopa ¢
HOMOILBIO TIPOrPAMMBI IMYJIALMH TEPMHUHAA

*  Vmpasnenue ¢aitnamMu KOHQUTypaIMu YCTPOKICTB C
ucnonb3oBanueMm TFTP, ¢pnem-namstu u USB-HakonuTene

* N3yueHue npoueayp BOCCTaHOBJIEHUS NapoJieH.

[TpoexkTHpoBaHUE U CO3JaHUE CETU JUI MAJIOTO MPEAIIPUATHS —
MTOrOBBIM POEKT

Tema 1.2. [IpyHIMIBI
MapIIPpyTH3AUUN 1 KOMMYTAHH

IHacTtpoiika kommyTarTopa:
*  ba3oBas HacTpoilka KOMMYyTaTopa;
*  Hacrpoiika napameTpoB 0€30aCHOCTH KOMMYTATOPA.

1Py, T

Hactpotika 6e30macHOCTH KOMMYTaTopa:
*  Hacrpoiika npotokona SSH;
*  Hacrpoiika ¢pyrxumnm Switch Port Security;

* Ilouck u ycTpaHeHHE HENONIAIOK B CHCTEME OE30IIaCHOCTH
MIOPTOB KOMMYTaTopa

Kondurypamms cereit VLAN:
*  Koudurypamms cereit VLAN U TpaHKOBBIX KaHAJIOB;
* [lonck u ycTpaHeHre Hermonaaok B KoHpurypanun VLAN

[HacTpolika Mapmpytuzaropa:
M Hcnonp3oBanne KoMaHabI traceroute st 06HapY)KeHI/I$I CETH,;
®  JIOKyMEHTHpPOBAHUE CETU;

* Hacrpotiika uarepdeiico IPv4 u IPvo6;
Hacrpoiika 1 mpoBepka HeOONBIION ceTn

Hactpolika MapmpyTu3anum:
* CocraBnenue cxemsl ceT IHTepHeT;

*  Hactpoiika 6a30BBIX MapaMeTpOB MapIIPYTH3aTOPa C HOMOIIBIO
unrepdetica komanaHoit crpoku (CLI) cucremsr Cisco 10S;

*  Hactpoiika 6a30BBIX MapaMeTpOB MapIIPYTH3aTOPa C HOMOIIBIO

CCP.
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Mapmpyruzanus mexay VLAN:

*  Hacrpoiika mapmpyrusanuu Mmexay VLAN ais kaxaoro
nHTepdeiica;

*  Hacrpoiika mapmpyrusanuu Mmex1y VLAN Ha ocHOBE
crangapta 802.1Q u TpaHKOBOro KaHana,

* Ilouck u ycTpaHeHHE HEMTONAI0K B MAPIIPYTH3AIMUA MEXKTY
cetsimu VLAN.

IHacTtpolika ctaTuueckoi MapuipyTH3alluu:

* Hacrpoiika cratnueckux mapmpytoB [Pv4/IPv6 mo
YMOIYaHHIO;

*  Paszpabotka u peanuzanms cxeMsl aapecanuu [Pv4 ¢
ucronb3oBanneM VLSM;

*  Pacuér cymmaphsix MapupyroB IPv4 u IPv6;

* Ilouck u ycTpaHeHHE HETONAI0K CTATHUECKUX MapIIPyTOB
IPv4 u IPv6.

Hactpoiika nuHaMuyeckoi MapuIpyTH3aIHu:

° HccnenoBanue cXoquMoCTH;
' CpaBHEHHE METOJI0B BEIOOpA MTYTH B MPOTOKOJIAX
RIP.

Hactpoiika npotokonor RIPv2 u RIPng.

Hactpoiika npotokono OSPF:

° Hactpoiika 6azoBoro nporokoia OSPFv2 ms
OJTHOM 00J1acTH

M3y4eHre MexaHn3MOB Pa0OThI CO CITUCKAMHU KOHTPOJIS TOCTYTIA:

*  Harmsannoe npencrasienue pabotel ACL-crmcka;

*  Hacrpoiika crangaptasix ACL-cruckos;

*  Hacrpoiika crangapTabix nuMeHOBaHHBIX ACL-criuckoB;

*  Hacrpoiika ACL-criucka mst muanit VTY;

*  Hacrpoiika pacimpenssix ACL-CIIMCKOB 1S pa3IHuHBIX
CLICHAPUEB;

* Ilouck u yctpanenue Hernonagok B pabore ACL-crnckoB

Hactpoiika ACL-criuckoB:

* Hacrpoiika u npoBepka crannapTHeIx ACL-CIHCKOB;
* Hacrpoiika u nposepka orpanuuenuii VIY;

*  Hacrpoiika u npoBepka pacuripeHHbIX ACL-cnuckoB;

®* Ilouck u ycTpaHEeHHE HEMONAJOK B HACTPOUWKE U Pa3MELLEHUH
ACL-cuckos;

M3yaenne mporokonos DHCP:

* bazoras Hactpoiika DHCPv4 na mapmpyruzarope;

* baszoras Hactpoiika DHCPv4 Ha xomMmyTatope;

* Ilouck u yctpanenue Heronaaok B pabore DHCPv4;

* Hacrpoiika cepsepa DHCPv6 Ge3 oTciieXuBaHUs COCTOSHUS H C
OTCJIC)KUBAHUEM COCTOSHUS;

* Ilonck u yctpanenne Hemonaaok B pabore DHCPv6.

M3yaenne nmporokona DHCP:
*  Hacrpoiika npotoxona DHCP ¢ nmomompio komauz Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

[TpeoOpa3oBaHUE CETEBBIX AAPECOB:

*  U3yuenme npuHIuna padboter NAT;

*  Hacrpoiika cratnueckoro u quHamuueckoro NAT;

*  Peamm3amus cratudeckoro u guHamudeckoro NAT;

*  Hacrpoiika nepeaapecanuu NopToB Ha MapLIPyTH3aTOPeE
Linksvs:

Mzygaenne padotel c NAT u PAT:

* Hacrpoiika nuHamudeckoro u cratnueckoro NAT;

* Hacrpoiika NAT-nyna ¢ neperpyskoii u PAT;

* Ilouck u ycrpanenue Heronanok koHpurypanuii NAT.
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2.4.3. JlabopaTopHble 3aHATHS

— HE MPEIyCMOTPEHBI

2.4.4. TlpumepHasi TEeMAaTHKA KypCOBBIX padoT

— HE IIPEyCMOTPEHO

2.4.5. ConepxaHne caMOCTOSITEIbHOW PadoThI

— HE IIPEyCMOTPEHO

2.4.6. IlepeyeHb y4eOHO-MeTOAMYECKOT0 00ecrieYeHH IJIsl CAMOCTOSATEIbHON padoThl

00y4aromuXxcs 1mo AMCUUIJINHe
Ha camocTtosiTenbHy0 paboTy CTYJI€HTOB OTBOJUTCS HOJb YaCOB y4eOHOTO BPEMEHHU.
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3. Oopa3oBaTebHbIE TEXHOJOTUH

JUig ynaydiieHus: yCBOGHHsI YYEOHOro Marepualia MpeayCMaTpUBAETCsl HCIIOJIb30BaHHUE
AaKTUBHBIX U MHTEPAKTHBHBIX (OPM MPOBEACHHS ayAUTOPHBIX M BHEAYIUTOPHBIX 3aHATUHA C
1enblo (OPpMUPOBAHUS U pa3BUTHs MpodeccHoHaIbHBIX HAaBBIKOB oOydaromuxcs. B mpouecce
NpernojaBaHusi TMPUMEHSAIOTCS  00pa3oBaTeJIbHBIE TEXHOJOIMHM DPAa3BUTUS  KPUTHUECKOTO
MBIIICHHS, TPOOIeMHOE 00yUeHHEe, MPOEKTHOE 00yUueHue, padoTa B MaJIbIX TPyIIIax.

3.1. Ob6pa3oBaTebHbIe TEXHOJIOIMH NPH MPOBEAEHUH JEKIHI

Hi3yuaeMble TeMbI JHCIHUILINHBI TexHosI0rnN, NpUMeHsieMble NPH Koa-Bo
TIPOBe/IEHUH JIEKIMOHHBIX 3aHATH JacoB
1 |AyTHOBH3yaJIbHBIE TexHonorun@6™
Tema 1.1. BBeieHHe B ceTeBble TEXHOJIOTHH TexHomnorust npobJIEMHOro 00y4YeHuUs
) |AyIMOBH3YaJIbHbIC TexHonoruus0*
Tewma 1.2. IIppHIUNBI MAPDIIPYTH3AIMA M KOMMYTalUH  (TexHOmorus npo6ieMHOro 00yueHus
Bcero no mucuuiuiiee (B TOM YKClIe HHTEPAKTUBHOE 00ydeHne™) 96(96*)

3.2. Obpa3oBaTe/ibHbIe TEXHOJOIUM NPH NMPOBEIeHUH NPAKTHYECKUX 3aAHATHI

M3y4yaeMble TeMbI JHCIHILTHHBI TexHo10rH, IPUMeEHsIEMbIE MPH Koui-Bo
MpPOBeJIeHHH MPAKTHYECKUX 3aHATHI 4acoB
CemecTp 4
Tema 1.1. BBe/ieHue B ceTeBbIe TEXHOJIOTHU
1 CO_CTaBneHI/Ie KapThl CeTH MHTEpHET ¢ MOMOIIBI yTHIHTKOMIBIOTEPHEIE  CHMYISIHH,  pa3bop 2*
«pIng» U «traceroutey KOHKPETHBIX CUTYallui
Co3iaHue MpocTon CeTH: 2*
*  VYcraHOBKa CeaHca KOHCOJH C CETEBBIM
2 obopyznoBaHueM Ipy oMot nporpammsl Tera Term;
*  CosnaHue ceTy; KoMIbIOTepHBIE  CHMYISLMH,  pa3dop
HacTpoiika OCHOBHBIX ITapaMeTPOB KOMMYTATOPA. KOHKPETHBIX CUTYyallui
3 |[[IpocMoOTp ceTeBoro Tpaduka ¢ MOMOIIBIO IPOrPAMMBI KoMmbloTepHbIE  CUMYJSLIUH,  pa30bop 2*
\Wireshark. KOHKPETHBIX CHTYaIlHi
4 [loaxiroueHne KOMIBIOTEPOB K CETH C IIOMOIIBIO Kabemneit 4*

1 OECTIPOBOIHBIX a7l TePOB:
*  OmnpeneneHre ceTEBBIX YCTPONUCTB M KaHAJIOB CBS3H;
*  OO0xuM ceTeBOro Kabdes;

*  IIpocMOTp JaHHBEIX O OECIIPOBOJIHBIX U MPOBOAHBIX  [KOMIBIOTEpHBIE  CHUMYINSIMH,  pa3dop
CETEBBIX aJaNTepax. KOHKPETHBIX CUTYaIHi
3yuenne Ethernet-texHomoruii: 4*

* IIpocmorp MAC-ampecoB ceTeBBIX YCTPOUCTB;

*  Uyuenme kampoB Ethernet ¢ momMormpr0 mporpamMmel
Wireshark;

* IIpocmotp ARP ¢ momomsto mporpamMmel Wireshark,
uHTepdeiicoB komauaHOM cTpokn Windows u 10S;

* Hcnonp3oBanue naTEepdeiica komanaHOH cTpoku 10S

¢ tabmmmamu MAC-azmpecoB KOMMyTaTopa. KoMnbtoTepabie  cuMyniuuy,  pasbop

KOHKPETHBIX CUTYaIHi
[locTpoeHne ceTn Ha 6a3e MapIIpyTU3aTOpa: 2*

* IIpocMoTp TabIHIl MapIIPyTH3ANNH Y3JI0B;
* 3ydeHue pU3MUECKNX XAPAKTEPUCTHK

MapIIpyTU3aTopa;
* CozgaHue CeTH, COCTOSIIEH U3 KOMMYTaTopa 1 KOMIIbIOTEPHBIE ~ CUMYIALUH,  pa3bop
MapupyTu3aTopa. KOHKPETHBIX CHUTYaIIHiA
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HBy‘I CHHEC TPAHCIIOPTHOI'O YPOBHA:

* HaOmopenune 3a  mporeccoM — TPEXCTOPOHHETO
«pykonoxarus» TCP ¢ mnomomplo IporpaMMel
Wireshark;

* U3yuenne 3axBaueHHbIXx pAaHHeIx DNS UDP ¢

IOMOLIbIO IMTPOTrpaMMBbI
Wireshark;

* Uzyuenue 3axBaueHHbix mnakeroB FTP u TFTP c

2*

i KommbioTepHsle  cumynsinuy, — pasbop
nomoIipio nporpammel Wireshark. KOHKDETHBIX CHTYAITHil
Hactpoiika [P-aapecanyu: 4*
*  Hcnomnp3oBanue kanpkynsTopa Windows B pabote ¢
CETEBBIMH aJ[pecamu;
*  Konseprauus IPv4-anpecoB B JBOMUHYIO CHCTEMY
CUUCIICHUS;
*  Omnpenenecuue [Pv4/IPv6-anpecos;
*  Hacrpoiika IPv6-aapecoB Ha ceTeBBIX YCTpOICTBaX;
*  TecTupoBaHHE CETEBOTO MOIKITIOYECHHUS C TIOMOIIBI0  |[KOMIBIOTEpHBIE — cHUMYNSnuH,  pa3bop
KOMaHJI «ping» u «traceroutey. KOHKPETHBIX CUTYallHi
CermenTanus IP-cereii: 2*
*  l3yueHue KaJIbKYJIATOPOB TOJICETEN;
*  Pacuér noncereii IPv4;
* Paznenenue cereil ¢ pa3nUUHBIMU TOMOJOTUAMH Ha
HOJICETH;
*  Paszpabotka 1 BHEIpEHHE CXEMBI aipecaliii
paznenénnoii Ha noxcetu [Pv4-cern; KOMIBIOTSPHES  CHMyIAmME,  pasGop
Pa3zpaboTka u BHeIpeHHe cxeMbl ajpecarun VLSM. KOHKDETHEIX CHTyaLi ,
IP-ampecars: 4*
*  ananu3 Tpaduka ogHOAIPECHOH IepenayH,
LIMPOKOBEILATENBHON U MHOI0aipECHON PaCChUIKH;
®  HacTpoiika agpecauuu [Pvo;
*  mposepka anpecaiu [Pv4 u IPv6; KOMIIBIOTEPHBIE  CHUMYISLUH,  pa3bop
®  0TpabOTKa KOMIUIEKCHBIX MPAKTHYCCKHUX HABBIKOB.  [KOHKPETHBIX CHTYAIIHH
Cermenranus [P-cereit: 4*
®  OpraHu3aiys MOJCETH 110 PA3IUYHBIM CLIEHAPHUSIM;
*  pa3paboTKa M BHEAPEHHE CTPYKTYPHI aJpecarin
VLSM;
®  BHEAPEHUE CXEMBI aJpecaluy pa3acaEéHHON Ha
nonceru IPV6-cerw; KommeioTepHple  cumymsanuy, — pasoop
*  0oTpaboTKa KOMIUICKCHBIX IPAKTUYECKUX HaBBIKOB. KOHKPETHBIX CHTYaLlHit
3ydeHrie OCHOBHBIX CETEBBIX CITYKO: 2*
. Nzydenue Gynkimu ooMeHa daitnamu MexmLy
OHOPaHTOBBIMHU YCTPOMCTBAMHM OIPE/IEICHNIE
npeobpa3oBanuii PAT;
. Wzyuenne mpasun padboter DNS;
KommbioTepHsle  cumymsnuy, — pasoop
. Wzyuenne mporokona FTP. o
KOHKPETHBIX CHTYyaIlnH
OOecrnieueHne 0€30MaCHOCTH CETH: 2*
*  U3yuenme yrpo3 ceTeBoi 6e30MacHOCTH;
*  JloCTym K CeTeBBIM yCTpO¥cTBaM 1O mpoTokory SSH; KOMIIbIOTEPHBIE  CUMYIALUH,  pa3bop
*  OOecrieueHne 0€30MACHOCTH CETEBBIX YCTPOUCTB; KOHKPETHBIX CHUTYaITHiA
AHaJIN3 KOMIBIOTEPHON CETH U HACTPOHKa 4*
MapLIpyTH3aTopa:
* TlpoBepka 3aaep>eK B MEPEAaUN CETEBBIX TAKETOB C
TIOMOIIBIO YTHIIMT «ping» u «traceroutey;
*  Hcnonp3oBanne naTepdeiica KoMaHIHON CTPOKH
(CLI) mst cOopa cBeeHHI O CETEBBIX YCTPONCTBAX;
*  Vmpasnenue ¢aitnaMnu KOHQHUTYparuu
MapIIpyTU3aTOpa ¢ MOMOIIBIO MPOTPAMMBI OMYJIsiK |[KOMITBIOTEPHBIE  CUMYJIALMH,  pa3dop

TCpMHHAJIa

KOHKPETHBIX CHTYaIlNi
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[TpoexTHpoBaHMe M CO3JaHUE CETU LIS MaJIOTO ’](OMHL}OTepHLIe CUMYJISIIMK,  pa3bop 2%
[IPEATIPUSITHSL — UTOTOBBIA MPOEKT KOHKPETHBIX CHTYyallnh
Tema 1.2. IIpyHIUIBI MAPIIPYTH3ALUHA U KOMMYTALUH
5  |Hacrpoiika koMmMyTaTopa: 2%
*  basosas macTpoiika KoMMyTaTOpa; KommbioTepHsle  cumynsinuy, — pas0op
*  Hacrpoiika napameTpoB 0€30I1aCHOCTH KOMMYTaTOopa. KOHKPETHBIX CHTYALUHit
Hacrpoiika 6e30macHOCTH KOMMYyTaTOpa! 4*
*  Hacrpoiika npotokona SSH;
6 *  Hacrpoiika pyukuuu Switch Port Security;
* Tlouck u ycTpaHeHHE HETIONAIOK B CHCTEME
6€30MacHOCTH MTOPTOB KOMMYTAaTOPa; KoMIbIOTEpHBIE  CHMYJALMH,  pa3top
OT1paboTKa KOMIUIEKCHBIX MPAKTUYECKHX HABBIKOB. KOHKDETHBIX CHTYaLHil
7 Konduryparms cereidr VLAN: KoMIBIOTEpHBIC ~ CUMYJISAIMH,  Pa3dop 4*
*  Koudurypauus cereit VLAN U TpaHKOBBIX KaHaI0B; [KOHKPETHBIX CHTYaIHit
* Tlouck u ycTpaHeHHE HEMOJNAI0K B KOHQUTypaLuH
VLAN;
*  Peammsanusa cucreMsl 6e3omacHocT cetd VLAN;
*  Peammuzanus cereit VLAN i cermeHTanuu cetei
NpEeINpUsITHI MAJIOro U CpeiHero Ou3Heca.
8  |Hacrpoiika MapuipyruzaTtopa: KoMmpioTepHble  CUMYISILIAM,  paz0op 2*
*  Hcnonp3oBaHue KOMaH/ABI traceroute IS KOHKPETHBIX CHTYyallHH
OOHApYXKEHHUS CETH;
*  JIOKyMEHTHPOBAHUE CETH;
*  Hacrpoiika unrepdeiicoB IPv4 u IPv6;
*  Hacrpoiika 1 npoBepka HeOOIBILION CETH;
ViccnenoBaHne MapIpyToB C IPSIMBIM MTOJKIIIOYEHUEM.
9  |Hactpoiika MapuipyTu3aiuu: 4*
*  CocraBienue cxemsl ceTu VIHTepHET;
*  Hacrpoiika 6a30BbIX apaMeTpoOB MapIIpyTU3aTOpa C
MOMOIIIBI0 UHTEpdetica komanaHou crpoku (CLI)
cucreMsl Cisco 10S;
*  Hacrpoiika 6a30BBIX MapaMeTpPOB MapIIPYTH3aTOpa ¢ |KOMITBIOTEPHEIC CHMYJIALHH, pasoop
nomommeio CCP. KOHKPETHBIX CUTYyaIlui
Mapipyruzarms mexay VLAN: 2*
*  Hacrpoiika mapmpyruzammum Mmexay VLAN mis
Ka)kJoro HHTepdeiica;
10 ¢ Hacrpoiika Mapmpyrusamun Mexay VLAN Ha ocHOBe
crargapta 802.1Q u TpaHKOBOTO KaHaNa,
*  Tlouck U yCTpaHEHUE HEMONAA0K B MAPIIPYTU3aluK  |KOMIIBIOTCPHBIC — CHMYIISLUH, pasbop
MEXOY CETSIMUA VLAN. KOHKPETHBIX CI/ITya]_II/Iﬁ
Hactpolika cTaTudecKkod MaplIpyTU3anuu: 4*
*  Hacrpoiika cratnueckux mapuipyros IPv4/IPv6 mo
YMOITYaHHMIO;
11 [ Pa3pabotka u peanmsanus cxemsl aapecarwm [Pv4 ¢
ncronp3oBaHneM VLSM;
*  Pacuér cymmapusix MapupyroB IPv4 u IPv6;
* Tlouck u ycTpaHEeHHE HETONAI0K CTATHYECKUX KommbioTepHsle  cumymsnuy, — pasoop
mapuipyros IPv4 u IPv6. KOHKPETHBIX CUTYallUi
Hactpolika AuHaMUYECKOW MapIIpyTU3aIIH: 2*
12 [ HccnenoBanne cxonumocT;
* CpaBHeHHE METOI0B BHIOOpA ITYTH B KomnbtotepHble  cumynsiuuu, — pasbop
nporokoaax RIP. KOHKPECTHBIX CHTyaIIPII;’I
13 |Hacrpoiika nporokonoB RIPv2 u RIPng. KOMIBIOTEpHEIE  CHMYISIHH, — pa3top 2*

KOHKPETHBIX CHTyaIlNi
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14  |Hacrpoiika nporokonoB OSPF: 2%
* Hacrpoiika 6a3oBoro mporokoina
OSPFv2 mist ogHol obnactu;
y basoBas HacTpoiika npoTokona KommbioTepHsle  cumynsinuy, — pas0op
OSPFv3 ms ogHoi obnmacty. KOHKPETHBIX CHTYAIHit
15 |M3yuyeHne MexaHH3MOB pabOTHI CO CIIMCKAMH KOHTPOJIS 4*
nocrymna:
*  HarnmanHoe npencrasnenne padorst ACL-criucka;
*  Hacrpoiika crangaptaeix ACL-criuckos;
*  Hacrpoiika crangapTasix uMeHoBaHHBIX ACL-
CIIUCKOB;
*  Hacrpoiika ACL-cniucka mist muauii VY
*  Hacrpoiika pactmpeHasix ACL-ciickoB st
Pa3IMYHBIX CIIEHAPHEB;
* Tlouck u ycrpaneHue Heronaaok B pabore ACL-
CIIUCKOB;
*  Hacrpoiika ACL-cnickos IPv6; KoMmbioTepHble  CUMYISILNM,  pa30op
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKHX HABBIKOB. hCOMKDETHEIX cHTyamp
Hactpoiika ACL-ciickos: 4%
* Hacrpoiika u npoBepka ctanaapTHeIx ACL-crrckos;
* Hacrpoiika u nposepka orpanuuenuit VIY;
* Hacrpoiika u npoBepka pacimupeHHbIx ACL-CIUCKOB;
* Tlouck u ycTpaHeHHE HEMOJaI0K B HACTPOHKE U
pa3memennu ACL-
CTIHCKOB, KommbpioTepHble  CUMYJSIMH,  pa3dop
*  Hacrpoiika u npoBepka ACL-criuckoB mist [Pv6. KOHKPETHBIX CHTYALIH
M3zy4enue nporokonos DHCP: 2*
*  basosas Hactpoiika DHCPv4 nHa mapmpyruzarope;
*  basosas Hactpoiika DHCPv4 Ha xommyTatope;
* Tlouck u ycrpanenue Henonaaok B pabore DHCPv4;
*  Hacrpoiika cepsepa DHCPV6 6e3 orcnexuBaHus
COCTOSIHUS U C OTCIIC)KUBAHUEM COCTOSHUS; KoMMbIoTepHBIE  CHMYISLHH,  pasoop
* Tlowuck u ycrpanenue Heronanok B pabore DHCPv6. KOHKDETHBIX CHTYaITHit
M3zy4enue nporokona DHCP: 2*
*  Hacrpoiika nporokona DHCP ¢ momorpio komaua
Cisco 10S; KOMIIBIOTEPHBIE  CHUMYISLUH,  pa3bop
*  OrpaboTKa KOMIUIEKCHBIX IIPAKTHYECKMX HABBIKOB.  [KOHKPETHBIX CHTYAIIHH
[Ipeobpa3oBaHNe CETEBBIX aJPECOB: 4*
*  Wsyuenme mpuniuna padotsr NAT;
*  Hacrpoiika cratuaeckoro u auHamugeckoro NAT;
*  Peammzanus craTM4eckoro v nuHamudeckoro NAT;
*  Hacrpoiika nepeaapecanuy nopToB Ha
Mapmpyruzarope Linksys;
* IlpoBepka, MONCK U yCTpaHEHHE HETIONA/I0K
ronpurypaunit NAT; KOMIBIOTEpHBIE ~ CHMYISAIMH,  pa30op
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKHX HABBIKOB. KOHKPETHBIX CHTYaLHil
W3zyaenne padorel ¢ NAT u PAT: 2*
* Hacrpoiika auramudgeckoro u cratadeckoro NAT;
* Hacrpoiika NAT-nyna ¢ neperpy3koii u PAT;
* Tlouck u ycTpaHeHHE HETIONAI0K KOH(DUTYypannit KommbioTepHsle  cumymsinuy, — pasoop
NAT. KOHKPETHBIX CUTYallli
Bcero no mucuuiuinHEe (B TOM YHCIIEe HHTEPaKTUBHOE 00ydeHne™) 88 (88*)

25




4. YCJIOBUSI PEAJIM3AIIMHA ITPOT'PAMMbBI YUEBHOM JJUCHUTLIAHBI

4.1. MarepuajbHo-TeXHHYeCKas 0a3a, He0OXOAMMAs IJIAA OCYIIeCTBJICHU S
00pa3oBaTeJIbHOI0 MpoLecca Mo TUCUUILUIHHE

JUia  peanu3zan  mporpamMmbl  PO(ECCHOHATBLHOTO  MOJIYJsS  JOJKHBI  OBITh
[IPEyCMOTPEHBI CIEAYIOINE CIICHUATIbHBIC IOMEILICHUA:

Jlabopatopuss «OpraHu3anus W TPUHIUIBI TIOCTPOCHUS KOMIBIOTEPHBIX CHUCTEM»,
OCHaIIeHHbIe B cooTBeTcTBUU C M. 6.1.2.1. IIpumepnoii nporpammsl o crenuansHocTd 09.02.06
«CeTeBoe M CHCTEMHOE aIMHHACTPUPOBAHUEY.

Crynusa IlpoexkTnpoBaHus M [u3aiiHa CETEBBIX ApPXUTEKTYp M HHXKEHEPHOH Trpaduku,
OCHAIIIeHHast B COOTBETCTBHU C 1. 6.1.2.2. TIpumepHoii mporpammel mo crnenuanbsHoctd 09.02.06
«CeTeBoe U CHCTEMHOE aIMHHUCTPHPOBAHHE.

OcHaiieHHble 0a3bl NpakTHKU, B cooTBercTBMM ¢ 1 6.1.2.3 IlpumepHoil mnporpammsl 10
crienpanbHOCTH 09.02.06 «CeTeBO€ U CHCTEMHOE A IMUHUCTPUPOBAHUE.

4.2. TlepeyeHb HEOOXOAUMOI0 IPOrPAMMHOI0 O0eceYeHu st

1. 7-zip(nuuensus Ha anr. http://www.7-zip.org/license.txt).

2. Adobe Acrobat Reade (numen3us —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

3. Adobe Flash Player (munensus—
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

4. Apache OpenOffice(muuensus— http://www.openoffice.org/license.html).

5. FreeCommander(umeHsus —
https://freecommander.com/ru/%d0%bb%d0%b8%d1%86%d0%b5%d0%bd%d0%b
7%d0%b8%d1%8f/).

6. Google Chrome (nmuuensus— https://www.google.ru/chrome/browser/privacy/eula
text.html).

7. LibreOffice(s ceoboaHOM H0CTYyIIE).

Mozilla Firefox (munensus— https://www.mozilla.org/en-US/MPL/2.0/).

9. nanoCADsgepcus 5.1 nokanpHas (mureH3us — cepuitaeii Homep: NC50B-45103 ot
24.10.2016).

©
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5. INEPEYEHD OCHO]%HOI?'I U JOMNOJIHUTEJIBHOMW YYEBHOU
JIATEPATYPBI, HEOBXOJUMOM JJ151 OCBOEHUSA JUCHUIIINHBI

5.1 OcHoBHasi IMTEpaTypa

1. Makcumos, H. B. KomnsiorepHsie cetu : yuebnoe nocodue / H. B. Makcumos, U. U.
[TomoB. — 6-¢ u3x., mepepad. u mom. — Mocksa : DOPYM : UHOPA-M, 2021. — 464 c. —
(Cpenmnee mpodeccronanpHoe obOpaszoBanue). - ISBN 978-5-00091-454-0. - URL:
https://znanium.com/catalog/product/1189333.

2. Kosran, H. M. KommerotepHsie cetu : yaeOHoe mocodue : [16+] / H. M. Kosran. —
Munck : PUIIO, 2019. — 180 c. : un., tabn. — Pexxum gocryma: mo moxamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=599948 .— bubauorp. B ku. — ISBN 978-985-
503-947-2. — TekcT : NeKTPOHHBIH.

5.2 JlonmoJHUTEJILHAS JUTEPaTypa

1. Ky3un, A. B. Komneiotrepusie cetu : yueOHoe nocodue / A.B. Kysun, [.A. Ky3us.
— 4-¢ wm3n., nepepadb. u gon. — Mocksa : DOPYM : UHOPA-M, 2020. — 190 ¢. —
(Cpennee mpodeccuonanpHoe oOpazoBanue). - ISBN 978-5-00091-453-3. - Tekct
anektponnsiid. - URL: https://znanium.com/catalog/product/1088380. — Pexum gocTyma: mo
HIOJIITUCKE.

2. Cetm ¥ TENEKOMMYHHMKAIlMW : Yy4YeOHUK U TMPAKTUKYM Uil  CPEIHEro
npodeccuonanpHoro  obpazoBanmsi/ K. E. CamyiimoB [m  1p.]; 1moa  pemaknuei
K. E. CamyitnoBa, U. A. [llanumosa, JI. C. Kyns6osa. — Mocksa : U3marensctBo [Opaiir,
2020. — 363 c. — (ITpodeccuonanpHoe obpazoBanue). — ISBN 978-5-9916-0480-2. —
Texcr : osnekrponnbiii // DBC IOpaiit [caiit]. — URL: https://urait.ru/book/seti-i-
telekommunikacii-456638.

3. Katynumn, I'. I1. OcHOBBI HHPOKOMMYHUKAIIMOHHBIX TEXHOJOTUH : ydyeOHOe mocodue

: [12+] / T'. II. Katynun. — Mocksa ; bepaun : JQupekr-Menua, 2020. — 734 c. : ui., cxeM.,
TalI. — Pexxum JOCTYTIA: 1o IO IITACKE. — URL:
https://biblioclub.ru/index.php?page=book&id=597412 .— bubauorp. B ku. — ISBN 978-5-
4499-1504-7. — DOI 10.23681/597412. — TeKCT : 3JE€KTPOHHBI.

4. [Mangpuxos, A. C. MHdopmarmonHbie TeXHONIOTHH : yueOHoe mocodue : [16+] / A.

C. llangpukoB. — 3-¢ u3A., ctep. — Munck : PUIIO, 2019. — 445 c. : ni., Tabn. — Pexum
nocryna: mo moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=463339. —
bubnuorp.: c. 426-430. — ISBN 978-985-503-887-1. — TekcT : 37€KTPOHHBIMN.

5.3 Ilepuoanyeckue U3IaHus

1. Computerworld Poccus. — URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/ Re. — URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

3. BUT. buznec & nndopmannonnsie Texnonoruu — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. Bectauk Mockosckoro Yuusepcurera. Cepus 15. BeruncnutenbHas MaTeMaTuka v
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kuOepreruka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectauk Cankr-IlerepOyprckoro ynusepcurera. [Ipukinannas MareMartuka.
Nudpopmaruka. IIponeccs! ynpasnenus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Bupryamuzamusa. O6maunsie cTpykTypsl. Cuctemsl xpaneHnus ganubix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. XKypnan cereBbix pemenniit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3amura nepcoHanbHBIX JaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. Hndopmaruka u obpazosanue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. Undopmatuka, BIYMCINUTEIbHAS TEXHUKA U UHXKEHepHOe oOpa3oBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. UndopmannonHo-ynpasinsomue cucremsl. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup 6onpmux gaHusix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. HoBble nH(OpMALIMOHHBIE TEXHOJIOTUU B aBTOMATHU3UPOBAHHBIX CHCTEMAaX
https://elibrary.ru/title_about.asp?id=32949.

14. Tlpuknagnas nuapopmaruka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

15. IIpo6aemsr nepemaaun napopmanun. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus.

16. Cuctemusrii agmuauctpatop. — URL:
https://dlib.eastview.com/browse/publication/66751/udb/2071.

17. CuctemHbIi aHaMM3 U NpukiaagHas nHpopmaruka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

18. Ympasnenue npoekramu u nporpammamu. — URL : https://grebennikon.ru/journal-
20.html#volume2019-3.

5.4 TlepeyeHb pecypcoB HH(POPMAIHOHHO-KOMMYHHUKALIMOHHOI ceT «AHTEepHETY,
HEe00XOAUMBIX JIJISl OCBOCHHUS M CHUIJIMHBI

1. 9BC «BOOK.ru» [y4eOnbie mzmanus — xoyutekiust mis CIIO] : caitt. — URL:
https://www.book.ru/cat/576.

2. IBC «YuuBepcurerckas oudauoreka ONLINE» [yueOHble, HayuyHbIE 3JaHUA,
NIEPBOMCTOYHUKH, XyJOKECTBEHHBIE IPOM3BEACHUS pa3INYHBIX W3AATEIbCTB; KYpPHAJIbI;
MyJIbTUMEIUIHAS KOJUIEKIMS, KapThbl, OHJAlH-3HUMKIONEAWH, ciaoBapu| : caidT. — URL:
http://biblioclub.ru/index.php?page=main_ub_red.

3. OBC wm3narenbcTBa «JlaHb» [yueOHBIC, HAay4yHBIC H3/aHUS, MEPBOMCTOYHHKH,
XyJOXKECTBEHHbIE TPOU3BEIEHUS pa3JIMYHBIX H3ATENbCTB; XKypHanbl| : cair. — URL:
http://e.lanbook.com.
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4. IBC «¥OpaiiT» [yueOHUKHN U yueOHbIEe TocoOus u3narenbcTBa «fOpailt»] : callT. —
URL: https://urait.ru/.

5. 3BC «Znanium.com» [y4yeOHblE, Hay4dHblE, HAy4HO-TIOMYJSPHbIE MaTEPUAIIBI
pa3IMYHbBIX U3IATEILCTB, )KypHabI] : caiT. — URL: http://znanium.com/.

6. Hayunasi 2jiekTpoHHass OubGauoTexka. MoHorpaduu, W3TaHHBIE B W3ATEIHCTBE
Poccuiickoit Akagemuu EcTecTBOo3HaHUS [MOJTHOTEKCTOBBIM pecypc CBOOOTHOTO AOCTyma] :
cait. — URL: https://www.monographies.ru/.

/. HayuyHasi 3jeKTpoHHass OuOjmoTeka crareil W myOumkaumii «eLibrary.ru»
[poccuiickuii MHPOPMALIMOHHO-AaHATUTUYECKUN TMOpTadl B O0OJACTH HAyKH, TEXHOJIOTHH,
MEIUIIMHBI, 00pa30oBaHus; OOMbINas YacTh M3IaHUM — cBoOOMHOrO aocrtyna] : cabT. — URL:
http://elibrary.ru.

8. ba3bl nanubix komnanuu «Hcr Bbroy» [nepuognueckue uznaHus (Ha pycCKOM
s3bike)] : caiit. — URL: http://dlib.eastview.com.

9. Poccmiickasi 3JIeKTpPOHHAasi IIKoOJAa @ TOCYIapCTBEHHas 0Opa3oBaTesbHas
wiaTgopMa [OJTHBIA MIKOJIBHBIN Kypc ypokoB] : caiT. — URL: https://resh.edu.ru/.
10. EanHoe OKHO jJocTyna K o0pa3oBaTejbHBIM pecypcam : deaepanbHas

nH(OpPMAIMOHHAs ~ CUCTEMa  CBOOOJHOTO  JOCTynma K  WHTErpajbHOMY  KaraJiory
00pa3oBaTeIbHBIX UHTEPHET-PECYPCOB U K AIEKTPOHHOU OMOIMOTEKEe yueOHO-METOTUYSCKUX
MaTepuasoB s BCeX YpOBHEH o00pa3oBaHusA: JOLIKOJIbHOE, oOlee, cpeaHee
npodeccruoHanbHOE, BICIICE, JOMOaHUTeabHOE : caiit. — URL: http://window.edu.ru.

11. ®enepanbHblii UHeHTP HHEAOPMAIMOHHO-00PA30BaTEJIBLHBIX PECYPCOB [
o0uiero, cpeaHero npodecCuoHaNbHOIO, TOMOTHUTEIBHOTO 00pa30BaHUs; MOJIHOTEKCTOBBIN
pecypc cBobomHoro gocryma) : cait. — URL: http://fcior.edu.ru.

12. Equnas ko/uiekuusas  uu@poBbIX  00pa3oBaTelbHBIX  PecypcoB  [ais
NPEeToiaBaHus U U3YYeHHs] YUEOHBIX JUCUMIUIMH HadyalbHOrO OOIIEro, OCHOBHOTO OOIIEro M
cpenHero (MOoMHOro) olIero o0pa3oBaHus; MOJTHOTEKCTOBBIA pecypc CBOOOAHOTO JocTyna) :
caiit. — URL.: http://school-collection.edu.ru.

13. OpunuaabHbIii HHTEPHET-MOPTAJ NpaBoBoii HHPopmauuu. ['ocynrapcTBeHHan
cucTeMa NpPaBoBoil MHGOPMALMHU [TOJTHOTEKCTOBBINM pecypc cBOOOJHOIO AOCTyNa] : CauT. —
URL.: http://publication.pravo.gov.ru.
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6. METOJIMYECKHE YKA3AHUS OBYUYAIOIAMCS ITO OCBOEHHUIO
TUCHMILTAHBI

Jucuurnnuna HaueneHa Ha ¢opmupoBanue obmux (OK 1-11) u npodeccronanbHbIX
kommnereniui (1K 1.1-1.5).

OOyyeHune CTYIEHTOB OCYIIECTBISETCA IO TPAAULMOHHOM TEXHOJOTUU (JIEKIHUH,
MPAKTUKH) C BKIIFOUEHUEM MHHOBAIIMOHHBIX JIEMEHTOB.

YcTHOE M3N0XKEeHHE yuyeOHOro MarepHualia Ha JIEKIMHM JIOJKHO KOHCIIEKTHUPOBATHCS.
Cnymarpe JEKIHI0 HYKHO YMETh - NOIJAEPKUBATH CBOE BHUMAHME, IOHATh M 3alIOMHUTH
YCHBIIIAHHOE, YJOBUTH Nay3bl. B mporecce M3I0KeHMs INpernojaBaTesieM JIEKIUHA CTYACHT
JOJDKEH BBIICHUTH BCE HENOHATHBIE BOIIPOCHI. 3alMCBIBATH COJAEPKAHUE JIEKIIUU HYKHO
00s13aTeNbHO - 3alHUCHU MOMOTAIT MOJAJIEP)KUBATh BHUMAHUE, CIIOCOOCTBYIOT MOHUMAaHHUIO U
3allOMMHAHUIO YCIIBIIIAHHOTO, IPUBOJINAT 3HAHUE B CHCTEMY, CIIY’KaT OIOPOM Ul Mepexona K
6oee ri1y00KOMY CaMOCTOSATEILHOMY M3YYEHHIO IIPEeIMETa.

Meroanuecknue peKOMEHIalluK 0 KOHCIIEKTUPOBAHMIO JIEKIIAMN

* 3anKuch JOJKHA OBITh CHCTEMHOM, NPEJCTaBIATh COOOM COKpPAIIEHHBIM BapHaHT
JexkuuMu npenonasarens. Heobxoaumo ciymath, 00AyMBIBaTH U 3alHMCHIBATH
OJIHOBPEMEHHO;

*  3amKCh BEIETCS OYEHb OBICTPO, YETKO, IO BO3MOKHOCTH KOPOTKHUMHM BBIPAKEHUSIMU;

* He Mpekpamas cilylmaTh NpenojaBaTelis, Hy>KHO 3allUChIBaTh TO, YTO HEOOXOIUMO
yCBOUTH. Heunb3s 3anuchIBaTh Cpasy Ke BBICKA3aHHYIO MBICIIb IIPENOAABATENsA, CIELYET
€€ MOHATb U IIOCJIE DJTOr0 Kparko 3alucarb CBOMMH CJIOBAaMHU WJIM  CJIIOBaMU
npenojaBatesis. BaxHo, 4ToObl B Hell He ObLT IOTEPSH OCHOBHOMN CMBICI CKa3aHHOI'O;

* HMEHA, J1aThl, HA3BaHUs, BBIBOJbI, ONIPEACIICHNS 3alIUCBIBAIOTCA TOYHO,

* cienyer oOpaTUTh BHUMaHuE Ha 0(OPMIICHHE 3alIUCH JIEKIMHU. I KaXKA0ro npeaMera
3aBoauTcs oOmast terpaab. OTIMYHBIM OT OCTalIbHOIO I[BETa CIEAYET BBIIACIAThH
OTJEIBbHBIE MBICIM U 3arojOBKHM, COKpallaTb OTIEIbHBIE CJIOBA U IPEUIOKEHHUS,
UCIIOJIb30BaTh YCIOBHBIE 3HAKH, OYKBBI JJATHHCKOT'O U I'PEYECKOro ajn(aBUTOB, a TAKKE
HEKOTOPbIE MPUEMBI CTEHOTPa(pUUECKOT0 COKPAIIECHHUS CIIOB.

IIpakTnyeckue 3aHATHA MO JUCHUIUIMHE «KoMIbrOTEpHBIE CETH» MPOBOAATCA IO
cxeme:

* YCTHBIM OIIPOC 10 TEOPUHU B HAYAJIE 3aHATH;

* paboTta B rpymmnax mno pazpeueHio pa3IuuHbIX CUTyalllui M0 TeMe 3aHITHS;

* peuicHUE MPaKTUYECKUX 3a7ad4;

® MHIWBUAYAJIBHBIC 3aJJaHUA IJIA MOATOTOBKH K IPAKTUYCCKUM 3aHATHUAM.
HGHB INPAaKTUYCCKOI'O0 3aHATHUA - HAYYUTb CTYACHTOB IIPUMCHATH TCOPCTHYCCKUC

3HAHUS TIPU PEIICHUM MPAKTUYECKUX 3a7a4 HA OCHOBE PEaJIbHBIX JIaHHBIX.
Ha mpakTudeckux 3aHsITHIX MPeo0IaialoT CIeayONUe METOIBI:
* BepOanbHbIC (TPeo0IaIal0IIM METOIOM JIOJIKHO OBITh 00BsSCHEHNE);

* [paKTUYECKHUE (MMCbMEHHbIE 3JaHMs, TPYIIIIOBbIE 3aJaHMS U T. I1.).
BaxHpIM a7s1 cTyeHTa SBJSETCS yMEHHE PAlMOHAIbHO MOAOMpPAaTh HEOOXOAMMYIO

yueOHyro urepatypy. OCHOBHBIMH JIMTEPATYPHBIMU UCTOUHUKAMH SIBJISTFOTCSI:

* Oubmmoteunsie honasl punmana Kyol'y;
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* 3JIEKTPOHHas OMOIMOTEYHasl CUCTEMA « YHUBEPCUTETCKass OMOIMOTEKA OH - JIaiH »;
* 3JIEKTPOHHas OMOIMOTEYHAsl CUCTEMA U3ATENNbCTBA «JlaHby.
[Touck KHUT B OMOIMOTEKE HEOOXOAMMO HAYMHATH C U3YUYEHHUS IPEIMETHOrO Karajaora

U CO3/[aHMS CIHCKAa KHUT, MOCOOMH, METOJUYECKUX MaTEepHaJOB MO TEME U3YUYCHUS.
[IpocMOTp KHHUTM HAUMHAETCS C TUTYJBHOIO JIMCTA, CIEAyIoIiero nocie o0noxku. Ha Hém
OOBIYHO TTOMEIIAIOTCSI BCE OCHOBHBIE JAaHHBIC, XapaKTepU3YIOIINE KHUTY: Ha3BaHHUE, aBTOP,
BBIXOJIHBIC JaHHBIC, JaHHbIC O MepeusgaHuud U T.1. Ha obopore TUTYIbHOrO JucTa HaéTcs
AHHOTAIMS, B KOTOPOM YKa3bIBAETCS TEMAaTHKa BOMPOCOB, OCBEIIEHHBIX B KHUTE,
ONpeAeNsieTCs KpPyr 4YMTaTeNeld, Ha KOTOPBIM OHA paccuuMTaHa. boJblioe 3HaYeHHE HUMEET
MPEIUCIOBUE KHUTH, KOTOPOE 3HAKOMHUT YUTATEIISI C TUYHOCTHIO aBTOPA, UCTOPUEH CO3JaHUS
KHUTH, pacKpbIBaeT cojieprkanue. [IpounB mpenucioBue U MoJyduB o0I1ee MpeAcTaBIeHUE O
KHHUTE, CIeyeT OOpaTUThCsi K oriaBiaeHuio. OriaBieHWe KHUTH 3HAKOMUT 00y4aeMoro c
COJIEpKaHUEM U JIOTUUECKON CTPYKTYpON KHUTH, MO3BOJISIET BHIOPATh HYKHBIM MaTepuan s
n3ydeHus. 1’0/l u31aHusl KHUTHU MO3BOJSAET CYJIUTh O HOBM3HE MaTepuaia. Uem uyaille KHUTA
n3naércsi, TeM OONBINYIO IIEHHOCTh OHA MPEJCTaBisieT. B KHHUre MoryT ObITh NMpUMEUYaHUs,
KOTOpPBIE COJIEPHKAT pa3IUUHbIE JOMOJIHUTEIbHbIE CBeIeHUsl. OHU Me4aTaroTCsi BHE OCHOBHOTO
TeKCTa W Pa3biICHAIOT OTJeNbHBIE BOMpPOCH. IIpenMerHsie W andaBUTHBIC YyKa3aTelu
3HAUYUTENIbHO OOJIEr4aroT MOBTOPEHHE M3JIO)KEHHOTO B KHUTE MaTepuana. B KoHIEe KHUTH
MOJKET pacroiaraTbCs BCIoMorareabHblii Mateprai. K HeMy 0OBIYHO OTHOCSTCSI HHCTPYKIIUH,
IPWIOXKEHUS, CXEMBI, CUTYalIMOHHBIE 3a/1a4, BOIIPOCHI ISl CAMOKOHTPOJIS U T.[I.

Jlis jydiiero mOpeNcTaBIEHUS M 3allOMHHAHMS MaTepHualia Iejlecoo0pa3HO BeCTH

3alMCHU U KOHCIIEKThI Pa3JINYHOTO COAEPKAHUS, & UMEHHO:
* [IOMETKH, 3aMEYaHUs, BBIJCIICHUE IJIaBHOIO;
* IUIAH , TE3UCHI , BHIIIUCKY , ITUTATHI ;
* KOHCIIEKT, paboyasi 3anuck, pedepar, J0KIad, JeKIUs U T. 1.

Yurarh y4yeOHUK HEOOXOIMMO BIYMUYHMBO, BHHMMATEIBHO, HE TPOIYycKas TEKCTa,
cTapasch NOHATH Kaxayko ¢pa3y, OIHOBPEMEHHO pa3bupasi MpUMEpPbI, CXEMbl, TaOJHIIbL,
PUCYHKH, TpuBenEHHbIE B yueOHHMKEe. OIHUM M3 BaXKHEHIIHUX CPENICTB, CHOCOOCTBYIOIIMX
3aKpEIUICHUIO 3HAHUMU, SBJSETCA KpaTKas 3aluch MPOYMTAHHOTO Marepuaja - COCTaBIICHHE
KoHcrekTa. KOHCIEKT - 3TO KpaTKoe CBA3HOE M3II0KEHHUE COICPIKAHUSI TEMBI, yIeOHUKA WU
ero vactu, 0e3 moapoOHOcTe W BTOpocTeneHHbIX pnetaneid. [lo cBoeil cTpykType
MOCIIEIOBATEIbHOCTH KOHCIIEKT JIOJKEH COOTBETCTBOBATH IUIaHy yueOHUKa. [loaToMy BakHO
CHayajia COCTaBUTh IUIaH, a IOTOM IUCAaTh KOHCIEKT B BUJE OTBETA HA BONPOCHI IU1aHa. Eciu
y4eOHUK pa3zienéH Ha HeOONbIIME O3arjiaBlieHHbIE YacTH, TO 3aroJIOBKH MOKHO
paccmaTpuBaTh Kak ITYHKTHI IUIaHA, & U3 TEKCTA KaXKJIOM 4acCTH CIIeIyeT 3alucaTh T€ MBICIH,
KOTOpBIE PACKPBIBAIOT CMBICT 3arojioBKa. TpeOoBaHUS K KOHCIIEKTY:

* KpaTKOCTh, CXKATOCTh, 11eJIeCO00PA3HOCTh KaXkIO0TO 3alMChIBAEMOTO CIIOBA;
*  COAEPKATEIBHOCTh 3alKCH- 3allMChIBAEMbIC MBICTH CIeayeT (HOpPMYIHpPOBATH KPATKO,

HO 0e3 ymiep6a anst cmbicia. OOBEM KOHCIIEKTa, KaK MPABHUIIO, MEHBIIE M3y4yaeMOro

TekcTa B 7-15 pa3z;

* KOHCIIEKT MOXKET OBITh KaK MPOCTHIM, TaK M CIIOKHBIM IO CTPYKTYpE - 3TO 3aBUCHUT OT

COACPIKAHUS KHUTHU U LIEJIH €€ N3yUCHUS.
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Mertonnueckre peKOMEHIAIUY 10 KOHCIIEKTUPOBAHUIO:

MPEXKIE YEM HA4YaTh COCTABJIATH KOHCIEKT, HY’)KHO 03HAKOMUTBHCS C KHUTOM, IPOYUTATH
€€ CHavaJ1a /10 KOHIIa, TOHATh IPOYUTAHHOE;

Ha OOJIOKKE TeTpaau 3alMCHIBAIOTCS HA3BAHUE KOHCIEKTUPYEMOW KHHUTU U HMS
aBTOPA, COCTABJISAETCS IJIaH KOHCIIEKTUPYEMOTO TECTA;

3aMuCH JIy4Ille JIeJaTh MpU MPOYTEHUH HE OJHOTO-JBYX ab3alleB, a 1esaoro maparpada
WY TJIABHI,

KOHCIICKTUPOBAHUE BEJETCSA HE C IEJIbI0 UMETh OMpPENeNEHHbIN 3amucH, a s 0oJee
MOJHOTO OBJIAJICHUS COACPKAHUEM HM3y4aeMOro TEKCTa, TIO3TOMY B 3alUCIX
OTMEYAeTCs M BBIIETSAETCS BCE TO HOBOE, MHTEPECHOE M HYXKHOE, YTO OCOOCHHO
MIPUBJIEKIIO BHUMAHHE;

MOCJIe TOTO, KaK CJAeJiaHa 3alKCh CoAepkaHus maparpada, riaaBbl, CIeAyeT IepeunTaTh
e€, 3aTeM CHOBa 0OOpaThCid K TEKCTy U IPOBEPUTH CEOs, MPAaBWIHHO T HU3JI0XKEHO
CoZIepKaHUE.

TexHruKa KOHCIEKTUPOBAHMS:

KOHCIIEKTUPYSI KHUTY O0JBIIIOr0 00bhEMa, 3aMuCh CIEAyeT BECTH B O0IICH TeTpay;

Ha KaXJOW CTpaHMIE CJI€BA OCTAaBJISIIOT MOJA IUpUHOW 25-30 MM sl 3amucu
KOPOTKHUX MO/A3ar0JIOBKOB, KPATKUX 3aMEUYaHHil, BOIPOCOB;

Ka)K/1asi CTaHMIIA TETPaJId HyMEPYETCS;

JUIS TIOBBIIIEHUS YUTA€MOCTH 3aIllMCH OCTaBIISIIOT HWHTEpPBaJIbl MEXIY CTPOKaMHU,
a03a1iaMy, HOBYIO MBICITb HAUMHAIOT C «KPACHOM» CTPOKH;

P KOHCIEKTUPOBAHUHU IIUPOKO HMCHOJIB3YIOT PA3JIMYHBIE COKPAIICHHUS U YCIOBHBIE
3HaKM, HO He B ymiepd CMbICIy 3amucaHHOTO.PexkomeHayeTcss TPUMEHSTh
o011eynoTpeOUTEeIbHBIE COKpAIllCHHs, Hampumep: M.0. - MOXeT OBITh, ToC. -
roCyJapCTBEHHBIN; 1.0. - TOMKHO OBITH U T.]I.

HE CIIeJTyeT COKpalllaTh UMEHA U Ha3BaHUs, KPOME OUYE€Hb YaCTO MOBTOPSIOIIUXCS;

B KOHCIEKTe HE JOKHO OBITh MEXaHHMYECKOTO IepeluChiBaHUs TEKCTa 0e3
MPOAYMBIBAHUS €r0 COJICPKaHUS U CMBICJIOBOTO aHAJIU3A.

Benenne koHcrekTa SBIsSETCS HEOOXOAMMBIM BHJIOM Y4YEOHOM JCATEIHLHOCTH.

HOCKOHBKy KOHCIICKT:

B IOJHOM OOBEME OIIEHUBACTCS KaK pPa3HOBUIHOCTh NUCBMEHHOTO OTBETa Ha
M3y4aeMbI€ BOIIPOCHI;

CIyHUT ©0a30d JIi YCTHOTO OTBETa HAa CEMHUHApe MO0 OJHOMY U3 BOMPOCOB
paccMaTpuBaEMOro IUIaHa;

CBEJICHUS U3 KOHCIIEKTAa MOTYT BBICTYIIaTh B KayeCTBE HMCTOYHHMKA JOMNOJHEHUN K
OTBETaM JPYTUX CTYJEHTOB.

Opranuzanus TEKyIIero KOHTPOJsSl 3HAHWM, YMEHHA M HaBBIKOB OOYyYarOIIUXCS

OCYHIECTBIISIETCS ITYyTEM YCTHOTO OMPOCa, KOHTPOJIBHBIX PadoT.

®opMOoit HITOrOBOTO KOHTPOJIS SIBISAETCS IK3aMeH. DK3aMEHAIIMOHHBINA OUJIET CONEPIKUT

ABa TCOPCTUYCCKHUX BOIIPOCA U 3a/1a1y.
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1. O1neHoyHbIe cpeacrea IJisi KOHTPOJA YCII€EBA€EMOCTH

7.1. Tacmopt (oHaa O1lleHOYHBIX CPeICTB

Ne n/n| KoHTposnupyembie pasiesbl (TEMBbI) HaumeHOBaHME OLEHOUYHOTO CPEICTBA
JUCIUTLTAHGL Ko koHTpomupyeMoit
KOMIIETEHIINH (MIIH ee YacTH)
1 Tema 1.1. BBenenue B ceTeBbIe OK 1-11, 1K 1.1-1.5 npakTHUeckas pabora
2 Tema 1.2. IIpuHIMIBI OK 1-11,IIK 1.1-1.5 npakTHuecKas paboTa

7.2. Kputepuu olleHKH pe3yJIbTATOB 00y4eHusl

Pe3ynbrathl 00yueHUs OLEHUBAIOTCS IO TPATUITMOHHOM IIKaJIE:

Ko 1 HaumeHoBaHUE

po¢heCCUOHAIBHBIX U

00X KOMIIETCHIIMIA,
(dhopMHpyEMBIX B
pamMKax Moyt

Kpurepun onenkn

MeToab!I OlLIEHKU

[IK 1.1. BeimoiHsATH
MIPOEKTUPOBAHHE
KaOeJIbHON CTPYKTYpPBI
KOMIIBIOTEPHOM CETH.

O1eHKa «OTJIMYHOY - TEXHUIECKOE
3aJjaHie TIPOAHATM3UPOBAHO,
aNTOPUTM pa3paboTaH,
COOTBETCTBYCT TCXHUYCCKOMY
3a/1aHHI0 U 0(pOPMJIEH B
COOTBETCTBUU CO CTAaH/IapTaMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBHI.

O11eHKa «XOPOIIO0Y -aJITOPUTM
paspaboTtaH, 0hOpMIIECH B
COOTBETCTBUU CO CTaHJAapPTaMU U
COOTBETCTBYET 3a/IaHUIO, ITOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1ieHKa «y/10BJETBOPUTEIBHO) -
AITOPUTM Pa3pabOTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3ameH/3aueT B popme
cobecenoBaHus:
NPaKTUIECKOE 3a/IaHNe
10 TIOCTPOCHHIO
alropuT™Ma B
COOTBETCTBHUHU C
TEXHUYECKUM 3a/laHHEM

3amura OT4ETOB 110
NPaKTUYECKUM U
nabopaToOpHBIM paboTam

K 1. 2.
OcyIecTBIATh BBIOOD
TEXHOJIOTUH,
HHCTPYMEHTAIbHBIX
CPEJICTB U CPEJICTB
BBIYUCIIUTEIBHON
TEXHUKH TIPU
OpraHu3aIuu
nporiecca pa3paboTKH
M UCCIIEI0OBAHUS
00BEKTOB
npohecCHOHATLHOU
NEATEILHOCTH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHue MPOaHAIN3UPOBAHO,
aNropuT™ pazpaboTaH,
COOTBETCTBYET TEXHHUYECKOMY
3a7aHuio 1 oopmIIeH B
COOTBETCTBUH CO CTaHAAPTAMH,
HOSICHEHBI €T0 OCHOBHbBIE
CTPYKTYpBHI.

O1eHKa «XOpoLI0» -aJITropUTM
pa3paboTaH, opopMIIeH B
COOTBETCTBUU CO CTaHAAPTaMU U
COOTBETCTBYET 3a/IaHUIO, TTOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJ1€TBOPUTEIbHOY -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3ameH/3a4ueT B popme
co0eceI0BaHus:
NPaKTUYECKOE 3a/IaHUC
10 TTOCTPOCHHIO
QITOPUTMA B
COOTBETCTBHUHU C
TEXHUYECKUM 3aJJaHUEM

3amura OTYETOB 10
PAaKTUYECKUM U
n1abopaTOpHBIM paboTam
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IK 1. 3.
ObecnieunBaTh
3anIUTy HH(GOPMAIIH
B CETH C
WCTIOJIb30BAHUEM
IPOrPaMMHO-
anrmapaTHbIX CPEJICTB.

O1ieHKa «OTJIMYHOY - TEXHUUECKOE
3aJjaHie POAHATM3UPOBAHO,
QITOPUTM pa3padoTaH,
COOTBCTCTBYCT TCXHUYCCKOMY
3aJaHuI0 U 0(pOpPMIICH B
COOTBETCTBUH CO CTaHJaPTaMH,
HOACHCHBI €I'0 OCHOBHBIC
CTPYKTYPBIL.

O1leHKa «XOPOII0» -AJITOPUTM
paspaboTaH, 0o(hopMIICH B
COOTBETCTBUU CO CTAHIAPTAMH U
COOTBETCTBYET 33J[aHUI0, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OneHka «y/10BJ1eTBOPUTEIBHO) -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3ameH/3auet B hopme
cobece0BaHus:
NPaKTHYECKOE 3a/JaHNe
10 TIOCTPOCHHIO
rOpUT™Ma B
COOTBETCTBHUHU C
TCEXHUYCCKUM 3aJaHUEM

3ammuTa OTYETOB 1O
MPAKTUYCCKUM U
nabopaTopHBIM paboTam

IIK 1. 4. IIpuanmats
ydacTue B IpUeMo-
CHATOYHBIX
WCTIBITAHUSX
KOMIIBIOTEPHBIX CETEN
U CETEBOTO
000pyI0oBaHUs
Pa3IMYHOTO YPOBHS U
B OIICHKE KayecTBa U
9KOHOMHUYECKOH
ahdexTuBHOCTH
CETEBOM TOMOJIOTUH.

O1eHKa «OTJIIMYHOY - TEXHUIECKOE
3aJjaHAe TIPOAHATM3UPOBAHO,
NTOPUTM pa3paboTaH,
COOTBETCTBYCT TCXHUYCCKOMY
3a/laHUI0 U OPOPMIIEH B
COOTBETCTBUH CO CTaH/IapTaMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBHI.

O1eHKa «XOPOIIO0Y -aJITOPUTM
paspaboTtas, 0hopMIIECH B
COOTBETCTBUH CO CTaHAAPTAMHU U
COOTBETCTBYET 3a/IaHUIO, ITOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1ieHKa «y/10BJETBOPUTEIBHO) -
AITOPUTM Pa3pabOTaH u
COOTBETCTBYET 3a/IaHUIO.

Dk3ameH/3a4ueT B popme
cobecenoBaHus:
NPaKTUIECKOE 3a/IaHNe
10 TIOCTPOCHHIO
QITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 3a/laHHEM

3ammura OT4ETOB 110
MPAKTHYECKUM U
nabopaTopHBIM paboTam

IIK 1. 5. BeimonHATE
TpeOOBaHUs
HOpPMAaTHBHO-
TEXHHUUYECKOM
JOKYMEHTAIUU, UMETh
OTIBIT 0(hOPMIICHHS
MPOEKTHOM
JOKYMEHTAIUH.

OmeHka «OTJIMYHO» - TEXHUUECKOE
3a7jaHue MPOAHAIN3UPOBAHO,
aNropuTM pazpaboTaH,
COOTBETCTBYET TEXHHYECKOMY
3a7aHuio 1 ohopmIIeH B
COOTBETCTBUH CO CTaHAAPTaMH,
TIOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBI.

O1eHKa «XOpOLIO0Y -aJITOPUTM
pa3paboTaH, opopMIIeH B
COOTBETCTBUU CO CTaHAAPTaMU U
COOTBETCTBYET 3a/IaHUIO, TOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJ1€TBOPUTEIbHO) -
ITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

DKk3aMmeH/3aueT B hopme
cobeceloBaHus:
NPaKTUYECKOE 3a/IaHUC
10 TIOCTPOCHHIO
QITOPUTMA B
COOTBETCTBUHU C
TEXHUYECKUM 3aJaHUEM

3amura OTYETOB 1O
PAaKTUYECKUM U
n1abopaTOpHBIM paboTam
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7.3. O1neHoYHbIe cpeacrea IJist NIpoOBEACHUSL TEKyIHEﬁ arrecranmmuu

Texymunii KOHTPOJIb MOKET IPOBOJUTHCS B pOpMeE:
*  (ppoHTANBHBI OIpOC ;
*  WHAMBUIYAJIBHBIA YCTHBIM OIPOC;
* NHMCbMEHHBI KOHTPOJIb;
* TECTUPOBAHME.

[Ipumepst
dopma JIruHbIe KauecTBa
SHAHUS 'YMeHus BrnageHus (HaBBIKH) OII€HOYHBIX
aTTeCTalluu CTyZEeHTa
CpeICTB
'V CTHBIN KouTponb 3HaHuit mo Ornenka HaBeIKOB  |O1ieHKA KonTponbHbie
(muceMeHHBIN)  [Teme (onpeneneHus, |OueHKa yMeHHs paboThI ¢ CIIOCOOHOCTH BOIPOCHI 10

OIpocC o (mpaBwuJia, OCHOBHBIC [pa3/InMdaThb KOHCIICKTaMH OIICPATUBHO U TeEMaM
TEMaM HOJ'IO)KCHI/IH) KOHKPCTHBIC IMTOHATHA, HeKHHﬁ, C Ka4Y€CTBECHHO IpujiararoTcs
(bopMyIHpOBaTE U [yUCOHHKAMH, 0TBEYATh HA
[IPUMCHATH 3alura I1OCTAaBJICHHBIC
onpeieseHus U 1abopaTOPHBIX BOIPOCHI
MpaBuiia pabot
IIpuMepHBIe BONMPOCHI IJIsl YCTHOI'O ONMpoca
1. BerumcnuTenbHas W TEJICKOMMYHMKAIIMOHHAs TEXHOJIOTMH. Pacmpe/ieieHHbIe
BBIYUCITUTEIIbHBIE CUCTEMBI.
2. MuoromammaHass cucteMa. CHCTeMBbl MakeTHOW o0paboTKH. MHOTrOTepMHUHAIBHBIC
CUCTEMBEI.
3. Tlepseie riobanbuble ceTd. [IpUHIUTT KOMMYTAIUK TTAKETOB.
4. Jlokanbnbie cetu. CereBas TexHonorus. COMMKEHUE JIOKATBHBIX U TI00aTbHBIX
ceTeu.
5. KoHBepreHIus KOMIbIOTEPHBIX M TEJICKOMMYHHKAIIMOHHBIX CETEH.
6. IloHATHE TOTONOTHH CETH.
7. TlomHocBsizHas Tomosorus. [lluHHas Tomonorus. 3Be31000pa3Hast TOOIOTHS.
8. KoumbiieoOpasznas Tomonorus. KoMmmyTupyroriasi TOnoaorus.
9. TIlIporokonsl kommyHnukaimu. Cetu Ethernet.
10. IIporoxoa TCP/IP.
11. dynkuuonupoBanue Ethernet-cereii.
12. HekoTopble COBPEMEHHBIC CETEBBIC TIPOTOKOJIBI.
13. IIporokon GPRS.
14. CewmetictBo mpotokoioB Wi-Fi (IEEE 802.11x).
15. Oo6menmraoBenHbiMucooOmeHusMu(INstant Messaging and Presence).
16. Mopenu MeXCeTeBOro B3auMOICHCTBHSI.

17.Mogaens OSI. Yposau moxenu OSI: ¢pusndeckuii, KaHAIBHBIA, CETEBOM,

TPaHCHOPTHBIN, CEAHCOBBIN, PEICTABICHHUS, IPUKJIIATHOM.

18.Mogaens TCP/IP. Yposuu moaenu TCP/IP: cereBoro untepdeiica, MeKCETEBOTO

19.

B3aMMOJICUCTBHS, TPAHCIIOPTHBIN, IPUKIATHOM.
Cpasnenune monener TCP/IPu OSI. Crek cereBbix npotokosioB TCP/IP.

20.MctopusEthernet. IEEE 802.3 (LOBASES); IEEE 802.3a (L0BASE?2); IEEE 802.3¢

(1BASE5); IEEE 802.3i (L0BASE-T); IEEE 802.3j (L0BASE-F);

21.1EEE 802.3u (L0O0BASE-TX, 100BASE-T4, 100BASE-FX); IEEE 802.3y

22.

(100BASE-T2);
|EEE 802.3z (1000BASE-X); IEEE 802.3ab (1000BASE-T);

23.1EEE 802.3ae (10GBASE-SR, 10GBASE-LR, 10GBASE-ER, 10GBASE-SW,

10GBASE-LW, 10GBASE-EW); IEEE 802.3an (LOGBASE-T); IEEE 802.3aq
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24.
25.

1.
2.

w

19.

20.
21.
22.

23.
24.

1.
2.

N Ok W

10.

(10GBASE-LRM); IEEE 802.3ba (100 Gigabit Ethernet).

dusunyeckas agpecanms.

CrpykTrypa kaapa Ethernet. O6men nanubsiMu B cetsix Ethernet.
CTpyKTypupOBaHHAs KaOeIbHasl CUCTEMA.

IToncucrempr CKC: BHEMIHUX MarucTpajied, BEyTPEHHUX MarucTpaei,
TOpPU30HTaNIbHAS, 000PYI0BaHUs, paboyero MecTa, aIMUHUCTPATUBHAS.
Tunossle padotsl o MoHTaxy CKC.

Jloruueckas aapecanusi. Ctpykrypa IPv4 agpeca. Macka cetu. CriocoOsI 3agaHust
MacKH CETH.

Brruucnenue agpeca cetu. Konuuectso y3110B B ceTH. Berancienne
HIMPOKOBEUIATEIHOTO ajpeca.

Tunst IPagpecos. KnaccoBas aapecanusi.

Jlenenue ceTeil Ha MOJICETH.

Conocrapnenue pu3nUecKux U jorudeckux agapecon. [Iporoxon ARP.
O6opyaoBanue Jyisi IPOBOIHOM JIOKaIbHOM ceTh. [IpoBOHBIE CETEBBIE CPEIbI.

Buras mapa. Cxembl 001Ma BUTOM MapBhl.

Certesnie kapThl (NIC) st ipoBoaHbIX ceTeii. YcranoBka u HacTpoiika NIC.

CereBble KOHIIEHTPATOPHI 1 KOMMYTATOPBI.

Jomens! koiumsuit. llIupokoBemarenbHas pacceuika.

CereBble MapuIpyTu3atopsl. Tabaua MapupyTU3alum.

JlononautensHOE ceTeBoe 00opyaoBanue. Beibop ceTeBoro o60pynoBaHusl.

Pacuinpenue ceru.

TexHOoI0TUs KIIMEHT-CEPBEP.

CepBuCHI B KOMIIBIOTEPHBIX CETsIX. BEIOOP ceTeBBIX MPOTPaMMHBIX CPEJICTB.
OcoOeHHOCTH pPa3BUTHS TEXHOJIOTHM OecrnpoBoaHOro nocrymna. [IpeumyiiectBa u
HEJIOCTAaTKA HCIIONb30BaHUsl OecnpoBOoAHbIX ceTeil. CraHaapThl OecrpOBOIHBIX
ceTei.

O6opynoBanue uisi OECIPOBOJHBIX CETEW: TOYKM JOCTYMA, aJanTephl, KIUEHTHI,
MapUIpyTU3aTOPBI, PETPAHCIATOPHI (TOBTOPUTEIHN ), MOCTHI.

Kananet Wi-Fi. SSID. MeToap! IpoBEpKH MOITHHHOCTH. AJTOPUTMBI ITH(PPOBAHHSL.
Poranus ceteBbix kmroueit. @unprpanust MACaapecos.

Cranpapruzanus cereid. MOgyIbHOCTb U CTaHIAPTU3ALIMSL.

HctoyHuku cTranaapTos.

I'pynmel crangaproB CKC.

[IpoexTupoBaHue JIOKaJIbHOM CETH.

Otanbl  CO3JaHMsI CTPYKTYPHUPOBAHHON KaOenbHOW cUCTeMbl: (OpMHUpPOBAHUE
TpeOOBaHUM, TEXHUYECKOE 3aJlaHue, ACKU3HBIM TPOEKT, TEXHUYECKUH MPOEKT,
TexHU4ecKast (pabouasi) TOKyMEHTAIHsl, BBOJI B IEHCTBUE, COMPOBOXKACHUE CHCTEMBI.
TexHnueckas JOKyMEHTALMsL.

OKcIulyaTallMOHHasl JOKYMEHTAalKs JJOKAIbHON CETH.

JloToTHUTENBHBIE dKCILTyaTallMoOHHbIe ToKyMeHThI KC.

Tpe6osanus k KC. IlpousBogutenbHocTh. Hafe:xkHOCTh 1 0€30M1aCHOCTb.
Tpeb6oBanus k KC. Pacummpsemocts n macmtadbupyemocts. [Ipo3pagyHocTs.
TpeboBanuss k KC. Tlommepxkka pasHbIX BHIOB Tpaduka. YIpaBiIseMOCTb.
CoBMECTUMOCTS.

MeTtoauka ¥ HavyalbHBIE 3TAlbl MPOCKTHPOBaHUS ceTh. Mcxoauple naHHble. Beibop
pa3Mepa 1 CTPYKTYpBbI CETH.

[IpoexTupoBanue JTOKaIbHON ceTH. Bo3mokHbIe HampaBiieHus: (PUHAHCOBBIX 3aTparT.
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Br160p € yueToM cTouMocTH.

11.IIpoexkTupoBanue KaOEIbHOW CHUCTEMBI: BbIOOp Kalens, oOlue peKOMEHIAIUU 10
CO3/IaHHIO KaOEJIbHBIX CUCTEM

12.TIIpoexTrpoBanue KabeIbHONH CHCTEMBI: OCHOBHBIE MPEUMYIIECTBA (WM TPHHIIUIIBI)
CKC, ocnoBublie crannaptsel Ha CKC, untepdetricer CKC.

13.IlpoexTrpoBanue OECIIPOBOAHON JTOKATBHOW ceTH. [[pHHIMTIBI yIydIIeHNsT KauecTBa
0eCcTpOBOIHO CBSI3H.

14.becripoBosiHast ceTh Il HEOONBIIOrO oOduca WM JOMAIIHETO HCIOJIb30BaHUS.
PexumMb1 paboThI aAanTepoB U TOYKH JOCTYIA MPH OPraHU3AIINH OSCIIPOBOTHON CETH.

15. TunoBoe pelieHue Jyisi OpraHu3auy OECIIpOBOJIHOM CETH B MaJIOM OQucCe.

16. Pacimpenue cetu. Hanbomnee BakHble (paKTOPbI, UCIIOJIb3YEMbIE MPU pa3BepThIBAHUU
CeTH.

17. CniocoObl 00beMHEHHS] BCEX TOYEK JOCTyNa B Opuce B JIOKAIbHYIO CeTb. POyMUHT
Ha KaHAJILHOM YPOBHE.

18. BecnpoBoaHast CBS3b MEXIY HECKOIBKUMU 3aHHUSIMH.

19.BBoa B skcrutyaranmio JIBC. Ilopsimok BBoJa B JKCIUTyaTalluio W TEpEeMEIICHUE
KOMITBIOTEPHOTO 000PY/I0BAHUSI.

20. Beog B skcmutyatanuto JIBC. Mepsol 6e3onacHocTu. [Topsiiok paGoTs B
UHPOpMAIIMOHHOH ceTH. OTBETCTBEHHOCTb.

1. OcHoBHbIe TOHATHSA Oe30macHOCTH. KOHPHUIEHIINATEHOCTD, IIETOCTHOCTD U

JOCTYIHOCTb TAaHHBIX.

Knaccudukanus yrpos.

CucreMHbIi ogxoA k obecnieueHnto 0e3onacHocTu. [lomuTuka 6e30macHOCTH.

ArnmnapatHble CpeJICTBA 3alUThl HHPOPMAIUH.

[Iporpammubie cpencTBa 3amuThl HHPopMmauu. CepBUCH 0€30MaCHOCTH.

Ckanep ys3BUMOCTHU Cce€TU. MeXaHU3MbI pabOThl CETEBOTO CKaHEepa JIOKAIbHOW CETH.

Bo3MoxHOCTH COBpEMEHHBIX MPOTpaMMHBIX perieHuid. CpaBHEHHE CKaHEPOB

ySI3BUMOCTEH CETH.

3amura napopmanuu. O630p METOI0B 3aIUTHI HH(POPMALIHH.

9. 3ammra OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K UH(pOpMAIIHH.

10. Kpunrorpaduieckoe nmpeodpazoBaHue HHHOPMAITUH.

11. JlnarnocTuka xecTkux quckoB. Hambosee pacpocTpaHeHHbIE HEMOMAAKU B paboTe
HDD.

12. TlpenBapuTenbHBIA MPOCMOTP HHGOPMAITUH.

13. Inarnoctuka xxectkoro aucka. I[Ipopepka HDDna npeamet duszmaeckux
noBpexaeHuit. [IporpaMmsl Ui TUarHOCTUKH JKECTKOTO JHCKA.

14. PesepBHoe konupoBanue nHpopmanuu. Texunomorus RAID.

15. RAIDO. RAID1.

16. RAID2. RAID3. RAID4. RAIDS.

17. RAIDG6. RAID?7.

18. [TonsiTue sxcnepTHO cuctembl. HGOpMalimonHoe obecredeHne SKCIepTHOMN
CHCTEMBI.

19. Haznauenue skcriepTHBIX cucteM. Anroputm coznanust DC. [Ipenmymiectra IC.

20. Tumbl mpoOiem, pemraembie DC: HHTEpIPETALHs], TPOTHO3UPOBAHNE, TUATHOCTHKA,
MPOEKTUPOBAHUE, IJIAHUPOBAHUE, MOHUTOPHHT, OTJIaJIKa, PEMOHT, 00y4eHueE,
yTpaBIICHHUE.

21.Henocrarku DC. Knaccudukarnus 3C no momHoctu. HeopmanbHbie METOBI
MOMCKA ONTUMAJIbHBIX PEIICHUH.

Nookown

oo
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7.4. OueHo4HbIe CPeICTBA VISl NPOBEIeHUS MIPOMEKYTOYHON ATTeCTAMU

® [Ipumepsl
opma JIndaHbIe KauecTBa
aTTeCTAIIH 3HaHUA Y MeHUs Bianenue (HaBbIKH) cryenTa OLIEHOYHBIX
CpeICTB
OK3aMeH Kontpons 3Hanus |Onenka ymeHuss — |OLieHKa HaBBIKOB OreHka criocooHocTH  (Bompocsr:
0a30BBIX [MOHUMATh JIOrM9ECKOro rPaMOTHO U YETKO MpUIIararoTcs
MOJIOKEHUH CIIEeIHaIbHYIO COTOCTaBJICHUS U n3j1araTh MaTepHal
TEPMIHOJIOT IO XapaKTEPUCTUKU
00BEKTOB
OrnieHKa HaBBIKOB MpH |OLieHKa CITIOCOOHOCTH  [3a7aun
OueHka yMeHMs PCLICHUY 3a1a4 B TPAaMOTHO U YETKO TIpUIararoTcsa
pelars THIOBbIE — [00IacTH W3J1araTh X0/ PeIIeHHs
3a/1auu B 001acTH  |KOMIIBIOTEPHBIX 3a/mad u
KOMITBIOTEPHBIX ~ |CETEH WHTEpIPETHPOBATh
ceTen pe3yabTaThl
7.4.1. TlpumepHble BONIPOCHI VIl IPOBeIEHUS] IPOMEKYTOUHOM aTTecTaluu

1. BpramcinuTenbHas ¥ TEICKOMMYHHKAITMOHHASI TEXHOJIOTHH. PacnpeeiieHHbIe
BBIYHCITUTEIIBHBIC CUCTEMBI.

2. MuoromammHHas cucteMa. CHCTeMbl TaKeTHOW 00pab0TKH. MHOTOTEpMHHAILHBIC

CUCTEMBI.

[TepBbie rnobabHbIC ceTH. [IpUHITUTT KOMMYTAIIMH ITAKETOB.

JlokanbHble cetn. CeTeBas TexHo0rHs. COMMKEHUE JTOKAIbHBIX U TII00ATBHBIX

ceTeu.

KoHnBepreHIusi KOMIBIOTEPHBIX U TEIEKOMMYHHUKAITMOHHBIX CETEH.

[ToHsAITHE TOTIOIOTHY CETH.

[TomHocBs13Has Tonosnorus. [lluaHas Tomomorus. 3Be31000pa3Hasi TOMOJIOTHSL.

Konbueobpasznas Tonosorus. KoMmyTupytomias TOmogorusl.

9. IIpotokomnsl kommyHuKaiuu. Cetu Ethernet.

10. IIporoxoa TCP/IP.

11. dyukumonuposanue Ethernet-cereii.

s w

N O

12.
13.
14.

HexoTopbie cCOBpeMEHHBIC CETEBBIC TPOTOKOJBI.

ITpotoxon GPRS.

CewmeiictBo mpotokoioB Wi-Fi (IEEE 802.11x).

15. Oo6menmraoBenHbiMucooOmeHusME(INstant Messaging and Presence).

16. Mopenu MeXCeTeBOro B3auMOICHCTBHSI.

17.Mogaens OSI. Yposau moxenu OSI: ¢pusndeckuii, KaHAIBHBIA, CETEBOM,
TPaHCHOPTHBIN, CEAHCOBBIN, PEICTABICHHUS, IPUKJIIATHOM.

18.Mogens TCP/IP. Yposuu moaenu TCP/IP: cereBoro untepdeiica, MEKCETEBOTO
B3aMMOJICUCTBHS, TPAHCIIOPTHBIN, IPUKIATHOM.

19. Cpasuenue mozeneii TCP/IPu OSI. Crek cereBbix npotokosioB TCP/IP.

20.UcropusiEthernet. IEEE 802.3 (10BASES); IEEE 802.3a (10BASE2); IEEE 802.3e
(1BASES); IEEE 802.3i (10BASE-T); IEEE 802.3j (LOBASE-F);

21.1EEE 802.3u (100BASE-TX, 100BASE-T4, 100BASE-FX); IEEE 802.3y (100BASE-
T2);

22. |EEE 802.3z (1000BASE-X); IEEE 802.3ab (1000BASE-T);

23.1EEE 802.3ae (10GBASE-SR, 10GBASE-LR, 10GBASE-ER, 10GBASE-SW,

10GBASE-LW, 10GBASE-EW); IEEE 802.3an (10GBASE-T); IEEE 802.3aq

(10GBASE-LRM); IEEE 802.3ba (100 Gigabit Ethernet).
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24. dwusudeckas ajapecanusi.

25. Crpykrypa kaapa Ethernet. O6men nanubsiMu B cetsix Ethernet.

25. CrpykrypupoBaHHas KaOelbHasi CHCTEMA.

26.IToncucrembr CKC: BHEITHIX MarucTpasiei, BHyTPEHHUX MarucTpajiei,
TOpPH30HTANbHAsA, 000pYyI0BaHHS, paboUero MecTa, aAIMUHUCTPATHBHASL.

27. Tunossie padoTs! o MoaTaXy CKC.

28.Jlornueckas aapecanus. Ctpykrypa IPv4 agpeca. Macka cetu. CriocoObI 3a1aHus
MaCKH CETH.

29.Brraucnenne aapeca cetu. KommdaecTBo y3710B B ceT. Berancienne
IIMPOKOBEIIATEILHOTO ajpeca.

30. Twunst IPagpecos. KnaccoBas agpecarusi.

31. [eneHue ceTei Ha MOJACETH.

32. Comnocrasienue puU3NUecKuX U Jorudeckux aapecon. [Iporokon ARP.

33. OOopynoBaHue Jjisi MPOBOJAHOM JIOKaIbHOM ceTH. [IpoBoIHbIE CETEBBIE CPEIbI.

34. Bwuras napa. Cxembl 00K1Ma BUTOU MapBhl.

35. Ceresoie kapthl (NIC) mis mpoBoaHbIX ceTeit. YcranoBka u HacTpoiika NIC.

36. CeTteBble KOHIIEHTPATOPHI U KOMMYTATOPBI.

37. Homensl kommusuid. [lIupokoBemniaTenbHas pacchuiKa.

38. CeteBble MapHIpyTH3aTOPHI. TabIUIa MapIIPYTU3AIUH.

39. HonomHuTenbHOE ceTeBoe 000pyaoBaHue. BrIOOp ceTeBoro o0opyaoBaHusl.

40. Pacmmpenwue ceTH.

41. TexHomnorus KJIMEHT-CEPBED.

42. CepBuCHI B KOMIIBIOTEPHBIX CETIX. BEIOOP CeTEBBIX MPOTPAMMHBIX CPEJICTB.

43.0co0eHHOCTH pa3BUTHsI TEXHOJIOTHI OecripoBoAHOTO AocTyna. [IpenmyiectBa u
HEJOCTaTKU MCIOJIb30BaHUs OecripoBOIHBIX ceTeil. CTaHaapThl OECIIPOBOAHBIX CETEH.

44.060pynoBanue ajsi 6€CPOBOIHBIX CETEH: TOUKH JIOCTYIIA, Al Tephl, KITUEHTHI,
MapUIpyTU3aTOPBI, PETPAHCISATOPHI (TOBTOPUTEIHN ), MOCTHI.

45. Kanansr Wi-Fi. SSID. MeToap! IpOBEPKH MOMIHHHOCTH. AJITOPUTMBI ITH(PPOBAHHSL.
Poranus ceteBbix kmroueit. @unprpanust MACaapecos.

46. Cranpaptuzanus ceteil. MoayIbHOCTb U CTaHAAPTU3ALMUA.

47. VICTOYHUKH CTaHIapTOB.

48. T'pynmsl ctangaptoB CKC.

7.4.2. TlpumepHble 3aa4M JJIs MPOBeeHUS MPOMEKYTOUYHOI aTTecTAIMU

1. TIpoBectu muarnoctuka IP-mpoTokona cBoero mpoTokoa.

2. HWcrnonb3yst KOHCONB MOMYYUTHh HH(OpPMAIIHIO 00 ammapaTHOM aJpece CeTeBOM KapThl,
IPagpece, macke cetu, numoze mo ymosyanuto, crnrcke DNS-cepBepoB cereBoro
TIOJIKITFOUCHUSI.

3. IIpoBepbTe AOCTYNMHOCTh MO CETH IMIIKO3a MO0 YMOJIYAaHHUIO M JIOOOr0 COCEIHEro
KOMIIBIOTEpA.

4. Omnpenenurte CIUCOK MAPIIPYTU3ATOPOB HA MYyTH CJIEIOBAHUS IMAKETOB OT JIOKAIHHOTO
KOMITBIOTEpA JI0 cepBepa Www.mail.ru.

5. V3en A umeer aapec 202.121.74.37 u macky 255.255.255.224. V3en B umeer aapec
202.121.74.66 u Takyoo xe MacKky. MoryT am y3iel OOMEHMBAaThcs HH(pOpManuein
HENOCPEICTBEHHO.

6. Kommanus umeer cerb ¢ aapecom 128.131.0.0 u 45 cermenroB. B Oymymiem
notpebyercs momuepxkka eme S50 moncereit. Kakas HeoOxommma wacka Jyis
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MOJIACPKKH MAaKCHMAIIbHOTO KOJIMYECTBA Y3JIOB B MOJICETH.

7. Kommnanus coctout u3 9 nojapasjaenenuii u umeet uaeHtuduxarop cetu 130.121.0.0.
Tpebyercsa noanepxka 10 3000 y310B B noapaszaeneHuu. Kakas Heooxoanuma macka?

8. Kmment mnomyunn y mpoBaiimepa 7 wuaeHtupukatopoB cereir 223.68.168.0 -
223.68.174.0. Kakag HeoOxogmMa MacKa, 4YTOOBI CBECTH KOJIHMYECTBO 3allMCEH B
TaOJIUIIe MapIIPYTU3AIUH 10 OJHOM.

9. BBIIONHUTH HAYAJIBHYIO HACTPOWKY TOPTOB MAapIIPyTH3aTOpa 1O MPEII0KEHHON
CXEME.

10. BrITOJHUTE HACTPOUKY MOJAKIIIOUEHUST OSCIIPOBOAHOTO ajanTepa K TOUKE JTOCTYIIA.
11. BeImoaHUTh 00KUM KOHHEKTOpPA Ha BUTYIO Tlapa Mo MPeJIOKEHHOMY BapUaHTY.
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8. JOMMOJHHUTEJBbHOE OBECIIEYHEHHUE JUCHUIIJINHBI

JIOTIONMHUTENBHBIM ~ MaTepual,  paclIUpSAOMUNA MU YIIyONUSIOIIMA  JIEKIUHU
IIpenojaBaTeisl, MOXXHO HAaWTH B MCTOYHUKAX, IEPEUMCICHHBIX B paszpene «llepeuens
OCHOBHOM M JIOTIOJHUTENIHONM Y4YeOHOM JUTepaTrypbl, HEOOXOAUMOW JJii OCBOCHHUS
JTUCHUTITAHBD) (CM. pasnen S).

Hwuxe npuBenen ¢pparMeHT jgeKuuu.

Tunosbie 3JIeMEHTBI CTPYKTYPUPOBAHHOM Ka0eJIbHOI CHCTEMbI

CrpykrypupoBannas kabeabHass cucrema (CKC) - ocHoBa HMH(pOPMAIIMOHHOM
UHOPACTPYKTYPBl MPEANPUSTHS, IMO3BOJSAIONIAS CBECTH B CIUHYI0 CHCTEMY MHOXKECTBO
WH(OPMAIIMOHHBIX CEPBUCOB PA3HOTO0 HA3HAYCHHS: JIOKAJIBHBIC BBIYUCIUTEIBHBIC U
TeneOHHbIE CETH, CUCTEMbI 0€30aCHOCTH, BUJICOHAOIIOACHUS U T. 1.

CKC npeacrapnger co6oil vepapXUUyecKyto KaOeIbHY0 CUCTEMY 3/IaHUS WU TPYIIIBI
3IaHUH, pa3JICJICHHYI0 Ha CTPYKTypHBIE MOACUCTeMbl. OHa COCTOMT M3 HabOpa MEIHBIX W
ONTHYECKUX KaOeJiel, KpocCC-MaHelel, COCIMHHUTEIbHBIX ITHYPOB, KaOCIBHBIX pPa3beMOB,
MOJIYJIBHBIX THE3J, WH()OPMAIIMOHHBIX PO3ETOK M BCIIOMOTATEILHOTO 00OpyaoBaHus. Bce
MIEPEUNCIICHHBIC JJICMEHTBI HMHTETPUPYIOTCS B CIUHYK) CHCTEMY M OKCILTyaTHPYHOTCS
COTJIACHO OTPEJICIICHHBIM MpPaBHIIaAM.

KabenbpHas cucrema - 3TO cucTeMa, BJIEMEHTaMH KOTOPOHM SBISIOTCA Kabenu u
KOMIIOHEHTBI, KOTOpbIe CBsi3aHbl ¢ Kabenem. K kaOeabHbIM KOMIIOHEHTaM OTHOCUTCS BCE
aCCMBHOE KOMMYTAIIMOHHOE 000pyAOBaHUE, CITy>Kallee ISl COSTUHEHUS U (PU3NYECKOTO
OKOHYaHUSl (TePMUHUPOBAHUS) Kabess - TEIEKOMMYHMKAIIMOHHBIE PO3ETKH Ha paboumx
MECTax, KpOcCOBbIE 1 KOMMYTAIIMOHHBIE TTAHEIN B TeJIeKOMMYHHKAIMOHHBIX MTOMEIICHHUSX,
My THI ¥ CILIAKCHI.

TepMUH «CTPYKTYpHpOBaHHas» O3HAYAET, C OJHON CTOPOHBI, CMOCOOHOCTH CHCTEMBI
NOJIICP>KUBATh pPa3iMyHble TEICKOMMYHHUKAIIMOHHBIE MTPIIIOKeHUs (Tiepeiady peyu, JaHHBIX
U BUJICOM300paKeHMii), C APyroil - BOZBMOKHOCTh NMPUMEHEHUS Pa3IMYHbIX KOMIIOHEHTOB U
MPOIYKIIUM PA3TUYHBIX TTPOU3BOJUTENCH, U C TpeThell - CIOCOOHOCTh K pealv3aliil Tak
Ha3bIBAEMOM MYJIbTUMEAMMHONW Cpelbl, B KOTOPOM WCIOJIb3YIOTCA HECKOJIBKO THIIOB
nepelariuX cpef - KoakcuanbHbiil kabenb, UTP, STPu ontuyeckoe BonokHO. CTPYKTypy
KAa0CIhbHOW CHCTEMBI OmpescisieT HHPpACTpyKTypa HHOOPMAIMOHHBIX TexHoJorui, IT
(InformationTechnology), uMMeHHO OHa JIHUKTYeT CcOJAEpXKaHHE KOHKPETHOIO TMPOEKTa
KaOeIbHOW CHUCTEMBI B COOTBETCTBHU C TpeOOBAaHUSMU KOHEYHOTO IOJIb30BaTell l,
HE3aBHCHUMO OT aKTUBHOTO 000PYJOBAHMS, KOTOPOE MOKET MPUMEHSTHCS BIIOCIIEICTBUU.

IMoacucrembr CKC
B crpykrype CKC cymiecTByeT HECKOJBKO TOJCUCTEM, KaMXKIasg U3 KOTOPBIX

BBIMOJIHAET CBOM (QyHKUIMM. 1A Kax/10il U3 MOJCHCTEM CYHIECTBYIOT NMPaBHia GU3NIECKUX
KOHCTPYKIIMI, TOMOJOTHS, €MOCOOB (pu3nueckux coequHEeHWH TMHMM. bmaromaps stomy
o0yierdaeTcsi agMHUHHCTPHPOBAHHE M OOCTY>KMBAaHUE CETH, W TOSBJISAETCS BO3MOXXHOCTb
HEOTPaHWYECHHO YBEIHMUYUBATH KAK 00bEM CETH, TaK U YCIOXKHSITH €€ CTPYKTYPY.
CtpyKTypupOoBaHHasi KaOeabHasi CUCTEMa COCTOMT M3 HECKOJBKHUX YpPOBHEH. YPOBHU
OTJIMYAIOTCS M0 QYHKIMSAM, PACIIOIOKEHHUIO M COCTABY KOMIIOHEHTOB (PEeriIaMEeHTUPOBAHHBIX
CTaHAapTaMH Ha KalelpHYI0 pa3Boaky B 3aAaHusax (amepukanckum EIA/TIA-568A,
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esporerickum EN-50173 u mexaynapoaasiv 1ISO/IEC11801).
Crpykrypa CKC COTJIACHO

MeXIyHapogHoMy crangapty 1SO11801 A
- noacucTema paGoyero- MecTa ) 1 )

2 - ropusoHTanLHasi noacMcTEMa - _’ ": i Wl-'z?f 1 |JJ
3 - BepTUKanbHasa noacucremMa — r ‘ (4 o
4 - nopcucrema o6opyaoBaHus E :j,
5 - maructpanu komnnekca 3ganui
© - aAMUHUCTpaTUBHas

nogacucTema I £3A

B camom o6mem caywyae CKC BxirogaeT B ce0si TpU MOACHCTEMBI: BHEITHUX
MarucTpajiei, BHyTpPeHHUX MAarucTpajieil U TOPU30HTAILHYIO.

[TogcucreMa BHEIIHMX MAruCTpajIeii COCTOUT U3

* BHEIIHMX MAarucTpajJbHbIX Kaleraell MeXITy KpOCCOBOW BHEUIHUX Marucrpajieil u

KPOCCOBBIMH 3JJaHUM,

* KOMMYTAllMOHHOIO OOOpYIOBaHUSI B ATUX CIYKEOHBIX MOMEIIEHUSAX, K KOTOPOMY

MOJIKJTIOYAIOTCS BHEIIHUE KOMMYTAIIMOHHBIE KabenHu,

* KOMMYTAI[MOHHBIX IITHYPOB W/WJIHM MIEPEMbIUEK B KPOCCOBOM BHEIIHUX MarucTpaiei.

C nomomipl0 TMOACUCTEMBl BHEIIHUX MAarucTpajied CBS3bIBAIOTCS B E€AUHYIO CETh
3/1aHUs], PACIIOJNIOKEHHBIE psAOM. B ciydae co3maHusi ceTw B mpenenax OJHOrO 3AaHus
HEOOXOJUMOCTH B TMOJCHCTEME BHEIMIHUX Maructpaneid Her. [loacucrema BHEMIHUX
MarucTpayieil yamie BCEro MMeeT TOMOJIOTHIO "KOIb10" Min "ABOHHOE KOJIBIO".

[TogcucrteMa BHYyTPEeHHHX MarucTpaJjed COCTOUT U3

* BHYTPEHHUX MAaruCTpPaJbHBIX KaOeled, MOJOKEHHBIX MEXIy KPOCCOBOM 3MaHUS U

KPOCCOBBIMU 3Ta)el,

* KOMMYTAIMOHHOE 000pYJOBaHKE B IAHHBIX KPOCCOBBIX MOMEIICHHSIX, -

KOMMYTAIIMOHHBIE IIHYPHI U/WJIH MEPEMBIYKUA B KPOCCOBOU 3AaHMUSL.

[TocpeacTBoM noicUCTEMBI BHYTPEHHUX MArucTpajieil COeAUHSIOTCS OTEIbHBIE 3TAXKU
3nanus. Eciiu CKC co3nmaercsa B mpeaenax 3Taxa, TO MOACUCTEMA BHYTPEHHUX MarucTpayien
MOXET OTCYTCTBOBATb.

I'opu3oHTaIBHAA, I TPETUYHAS MOACUCTEMA COCTOUT U3

* BHYTPEHHUX  TOPM3OHTAJIBHBIX  Kabemed  MeXIy  KpOCCOBOM  3Taxa U

WH(OPMAIIMOHHBIMH PO3ETKAMU PaOOYHMX MECT,

*  uHGOPMAIMOHHBIX PO3ETOK,
* KOMMYTAI[MOHHOTO OOOpYIOBaHHS B KPOCCOBOWM ATaxka, K KOTOPOMY TOJKIIOYCHBI

TOPU30HTAIIbHBIE Ka0elu,

* KOMMYTAIIMOHHBIX IITHYPOB W/WUJIU TIEPEMBIUYEK B KPOCCOBOM 3TaxKa.
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['opusoHTanbHass mojAcHcTEMa UMEET TOMOJOTHIO TUMA "3Be3/la", B KOTOPOU Kaxias
MH(pOpPMALIMOHHAsE PO3ETKAa COEAMHEHA CBOMM KaleleM C 3TaKHBIM KOMMYTAallMOHHBIM
oOopynoBanueM. llpu HCHOIB30BaHMKM B TOPU3OHTAIBHOM TPAKTE€ MEJHOIO KaOess
HEO0OXO0IMMO, YTOOBI BCE YEThIpe Mapbl ObUIM MOJKIIOYEHBI K OJHOM HH(OpMaMOHHON
po3eTke. MakcumanbHas JJMHA ~ TOPU3OHTAJBHOrO  mHpoOpoca  MemHOro  Kabens
(3KpaHUpoOBaHHAas WM HEIKPAHUPOBAHHAS BUTAs Mapa) HE OJKHA IpeBbiaTh 90 M.

JleneHre Ha MepedrcieHHbIE TPU MOJICUCTEMBbl MPUHLMUIHAAIBHO OJUHAKOBO W IS
opucHOM, M Uil NPOU3BOACTBEHHOW ceTu. MHorma i yaoOCTBa NPOEKTUPOBAHUS U
oOcny>)KMBaHUS TPUMEHsIETCs Oojiee MeNKoe IpoOJeHHEe Ha MOACHCTEMY pabodero Mecrta,
MOJICUCTEMY 000PY/I0BaHUS U A]MUHUCTPATUBHYIO MOJICUCTEMY.

IMoacucrema padoyero Mecta - 3T0 COSIMHEHUE MEXIAY HHOOPMAIIMOHHON PO3ETKOM
U KOMITbIOTEpOM/ TeneOoHOM/ MPUHTEPOM U T. 1. K Hell OTHOCATCS COeIMHUTEIbHBIE IIHYPHI,
ajanTepel, a TaKXKe YCTPONCTBa IMepenayd, MO3BOJIAIOIINE MOAKIIOYATh MEePEeYUCIICHHbIE
YCTPOMCTBA K CETH Yepe3 UH(POPMAIIIOHHYIO PO3ETKY.

Iloacucrema o0opyaoBaHMsi COCTOMT M3 aKTUBHOIO CETEBOTO OOOPYJOBaHUSA U
KOMITOHEHTOB, 00ECIEeUMBAIOIIUX MOJKIIOUYEHHE 3TOr0 00OpYAOBaHUS K KOMMYTAIIMOHHBIM
TIAHEJSIM: COETUHUTENBHBIX IIHYPOB, PA3bEMOB U 3JIEMEHTOB UX (PUKCALIUU.

AZIMMHHCTPATHBHAS MOACUCTEMA COCTOUT U3 COCIUMHUTEIbHBIX IPOBOJIOB U IIHYPOB,
C TOMOIIbIO KOTOPBIX MPOU3BOAUTCS (PUINYECKOE COEJUMHEHHE JIMHUN TOJCUCTEM,
HOJIKITFOUYEHHBIX K KOMMYTAI[MOHHBIM TaHEeIIsIM.

Tunosbie padorel mo MouTaxy CKC Bxitoyaror:

* YCTaHOBKY KaOelbHBIX KaHAJIOB (B KOpoOax, JIOTKax, roppoTpyode, Tpydax u T. 11.);
* pOOUBKY OTBEPCTHI B CTEHAX;

* MPOKIAJKy Kabess B KaOelbHbIX KaHaJaX;

* YCTaHOBKY PO3ETOK M 3aJeJIKy KaOessi MOIyJIU PO3ETKH;

* cOOpKYy M YCTaHOBKY MOHTaKHOTO IIKada;

* YCTaHOBKY M HaOMBKY MaT4-MaHeNel U OpraHai3epoB
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H3menenus B padoueii nporpamMme y4eGHOM HHCHHIIHHBI
MJK.01.01 KOMIIBIOTEPHBIE CETH

criennaabHOCcTH 09.02.06 «CeTeBoe H cHCTeMHOE aIMHHHCTPHPOBAHHE)
B pabouyro nmporpammy yuebHoi mucrmmmaasl MIK.01.01 KOMIIBIOTEPHBIE

CETH BHOCATCA CleAYIONHE H3MEHEHHN:

OcHOBaHus BHECESHHSI
IOMIOJIHEHW U U3MEeHEHHH

Paznen PIII, B KOTOpEIi
BHOCSATCS U3MEHEHUS

Copxepxanye BHOCMMEIX
JOTIOIHEHH, U3MEHEHUH

[Ipennoxenue
paboTozaTen

[IpennokeHue cocTaBUTEA
IIPOrPaMMBI

IIpnobperenue HOBOI
JIUTEPATYPEL, 0OHOBIEHHE
nepeuns aurepatypst O5C

I1.5 TTepeuens OCHOBHOM U
IOIONHUTENEHOH yaeOHOI
TUTEepaTyprl, HeOOXO0AUMOH
JUISL OCBOCHUS JUCIHTUTMHEI

OOGHOBIIEHIE CIIHACKA
JTUTEPATYPHI

CocTaBUTENE:

%ﬂ//

M.C. byuryer

/f//ﬂ/

YTBepiK/IeHa Ha 3acelaHiH IIPeJMETHO-IIUKIOBOM KOMHUCCHH (DU3MKO-MaTeMaTHueCKHX
JAUCIMIUIMH W CIHCHHAIBHBIX JHCHUIUIAH CHEeLUaIbHOCTH «KOMIBIOTEpHEIE CETHY
npotokos Ne 10 ot «19» mas 2022 1.

ITpencenarens IpeaAMETHO-IIHKIOBOMH KOMHCCHH

Hauaneaux YMO dunuana

3aBelyromas OubmuoTekoit Guinana

Havanenux MBI (mporpaMMHO-HHGOPMAIIHOHHOE
obecnieueHne 00pa30BATEMHHOMN IPOTPAMMEI)

M.C. byuryes

«19» mag 2022 .

A.C. JleMueHKO

«20» mag 2022 T.

ﬂ/’/ M.B. ®ydanpko

)

«20» mag 2022 1.

B.A. Tkauenko

«20» mag 2022 1.




PEIEH3US

Ha paboduyro IporpamMmy yueOHOH JTUCIHIITHHEL
MJIK.01.01 KomnproTepHBIE CETH
ns criermansHocta 09.02.06 CeTeBoe ¥ CHCTEMHOE aIMUHUCTPUPOBAHAC

Pa6ouasi mporpamma y4eOHOM JAUCIHINIAHEI MIIK.01.01 KomibroTepHBIE
cett cooreercrByeT @I'OC cnennanbHOCTH CPEIHEro nipodecCHOHATBHOTO
obpazoBanmst  09.02.06 «CereBoe M CHCTEMHOC aJIMUHUCTPUPOBAHUEY,
YTBEPKIEHHOTO IIprKa3zoM MuHHCTEPCTBA o6pasopanust ¥ Hayku Poccuiickon
®eneparmu oT «09» nexabps 2016 r. Ne 1548, saperucTpipoBaH B MUHHUCTEPCTBE
roctrn 26.12.2016 1. (per. Ne 44978).

B paGouyro mporpaMmy y4eOHOH [MCLMILUIMHBL BKIFOUCHBI Pas/IeIbl
«Tlacmopr paboueit mporpammel y4eOHOH IMCHMIUIAHED, «CTpyKTypa ™
cojepxkanne  yd4eOHOW  AMCIUILUIAHBLD?, «O6pazoBaTenpHble  TEXHOTIOTHUY,
«YCIOBHSL peamm3alliil [POrpaMMbl  y4eOHOH JMCHHILIMHBD), «[lepeueHn
OCHOBHBIX M IOTOTHHTENBHBIX HHOOPMAIMOHHBIX HMCTOYHWKOB, HEOOXOMUMBIX
1151 OCBOEHUS! UCLIAINTHHED, «MeTo/iIecKie peKOMeHIaIl 00yJatoIIMes 110
OCBOGHHIO IMCIUILIHHED, «OleHOYHbIE CPECTBA A7 KOHTPOJIS yCIIeBaeMOCTIY H
«JlomonuuTesIbHOE 00ecTedeH e AUCIUTITIHHED).

CTpykTypa W cozepkaHue paboueil IporpamMmbl COOTBETCTBYIOT LCIIM
o6pazoparesnproi mporpamMmel CIIO 1o crnenuanbHOCTH 09.02.06 «CeteBoe u
CHCTEMHOE aIMUHHCTPAPOBaHHey U Oyaymnel mpodecCHOHAIbHOU NeATENbHOCTH
CTYZCHTA.

O6bem paboueif mporpaMMel — y49eOHOM — QUCIMIUIMHBEL  IOJHOCTBEO
COOTBETCTBYeT y4eGHOMY IUIaHy IIOATOTOBKA IO NAHHOW CHELHaTbHOCTH. B
nporpamme 4eTKo chopMyTHpOBaHBI LIEIH o0y4eHus, a TaKXKe IPOTHO3UPYEMBIE
pesybTaThl 00ydeHH s 110 JUCLUILIIHE.

Ha 0CHOBAHWM MPOBEIEHHOM IKCIEPTH3a MOXKHO CHEIaTh 3aKIOUCHHUE, 9TO

pabouas mporpamMMa y4eOHON MHCIUILIMHEL MJIK.01.01 KoMmproTepHBIe CETH II0
cnemanmpaoct 09.02.06 «CereBoe M CHCTEMHOE aMAHACTPUPOBAHUE
COOTBETCTBYeT TpeGOBAaHWAM CTAaHIAPTA, NPO(ECCHOHATBHBIM TpeOOBaHUAM, a
TaK)Ke COBPEMEHHBIM TPeOOBAHIAM PBIHKA TPYTIA.

VnxkeHep-NporpaMMHCT 1 KaTeropuu
ornena ACYTII ynpasnenuss ACYTIL,
KUl TuA, MOII Kpacuonapckoro PITY
dmmmana «Makpoperuon 10I'» 000 UK Bunien «F :
«CUBUHTEK» 352800, 1. Tye: AT
« » 20 . N




PEITEH3MA

Ha pabouyio porpaMmy yaeOHOH JUCIUTITAHEL
MJIK.01.01 KoMIbrOTEpHEIE CETH
s cieranbHocTH 09.02.06 CereBoe U CUCTEMHOE aIMHUHUCTPUPOBAHHE

Pa6ouast mporpamma yuebuo#t mucrmmumaasl MJIK.01.01 KommbroTepHbIe
cetu cootBercTByeT @®I'OC CrHenUambHOCTH CpPEJHEro IPO(peCCHOHAIBHOTO
obpasoBanms 09.02.06 «CereBoe ¥  CHCTEMHOE  aIMHHHCTPUPOBAHHEY,
yTBEp/KEHHOTO TpuKasom MuHucTepcrBa o0pasoBanus W Hayku Poccuiickoi
®eneparuu ot «09» mexabpst 2016 r. Ne 1548, 3apeructpupoad B MHHHACTEPCTBE
rocturmu 26.12.2016 . (per. Ne 44978).

B paGouyro mporpaMMy y4eOHOH JUCIMIUTHHBI BKIIOYEHBI Pas3/elibl
«Ilacriopr paboueil mnporpamMmel y4eOHOW AuCHMIIMHBD), «CTpyKTypa ¥
comepkaHue  y4eOHOH  JIMCLHILUIHHBDY, «O0pa3oBaTeNbHbIE  TEXHOJIOTHK,
«YClOBHSL pealM3allid TPOrpaMMbl  yd4eOHOH jgucmwruivaeDy, «IlepedeHs
OCHOBHBIX ¥ JOTIOJHHUTEIBHBIX HHPOPMAIMOHHBIX HCTOUYHHUKOB, HEOOXOIMMBIX
JUIS OCBOEHUSI JUCIUILUIHHED, «MeTomuuecKkue PeKOMEHAAU 00y YaroMcs TI0
OCBOEHHIO AUCLHUILIAHEEDY, «OLIeHOYHbIE CPeACTBa IS KOHTPOIIA YCIICBaEMOCTH H
«JIoTOIHUTEbHOE 00eCIIeYeHUE U CLMILIHHED).

CrpykTypa 4 colepxaHue pabodedl IpOrpaMMbl COOTBETCTBYIOT LETAM
o6paszoparensHoil mporpammer CITO mo cremmansHoctd 09.02.06 «CereBoe n
CHCTEMHOE aJMHUHHCTPHpOBaHUe» U Oynyiield mpodecCHOHANIBHON NeSTeIbHOCTH
CTYEHTA.

O6vem paboduedl mporpaMMbl yd4eOHOH  QMCHMIUTHHBL  IIOJHOCTBIO
COOTBETCTBYeT ydeOHOMY IUIaHy [OATOTOBKM IIO JAHHOW CIENHaIbHOCTH. B
mporpaMme 4eTko cHOpPMYIHUPOBAHBl IENH O0YYEHHUS, & TAKXKe NPOrHO3UPYEMBIE
pe3yJibTaThl 00ydeHHs 1O JUCIHUILTHHE.

Ha ocHOBaHMHM ITPOBEIEHHON SKCIEPTH3a MOXKHO CAETIaTh 3aKIIFO4eHNe, YTO

pabouas nporpamma yuebuoi nucrpmmuasl MJIK.01.01 KomnbroTepHbie ceTH 110
cnemmaneHocT  09.02.06 «CereBoe M CHCTEMHOE aIMHUHHUCTPHUPOBAHHUE
COOTBETCTBYeT TpeOGOBaHWSAM CTAHIAPTa, MPOPECCHOHAIbHBIM TpeOOBaHUAM, a
TaK)Ke COBpPEMEHHBIM TpeOOoBaHMAM PBIHKA TPY/A.

Hupexktop OO0 «buszec acCHCTEHT»
« » 20 r.




