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1 Henn u 3axa4y U3y4eHUs JUCHUIIMHBI (MOLYJIs1)

1.1 Ilenb ocBOEHUA TUCUHUIIJINHBI

®opMHpoBaHUE 3HAHUNM OCHOBHBIX COCTaBISIOIMX HH(OPMALMOHHON 0€30MacHOCTU
rocynapcTpa, oOIECTBA, HPEANpUSTUS (OpraHU3aluu) U JIMYHOCTU; YMEHMH M HaBBIKOB
WCIOJIb30BAHUS OPraHU3alMOHHBIX, MPABOBbIX, HHXEHEPHO-TEXHUYECKUX U alnapaTHo-
MPOrPaMMHBIX METOJIOB U CPEACTB IPU MOCTPOSHUH CUCTEM MH(GOPMAIIMOHHON 0€30MacHOCTH B
o0actu BEIOPaHHOTO TPO(UIIS TOATOTOBKH.

1.2 3agaun AUCHHUIIINHLBI

3HAKOMCTBO C COBPEMEHHBIMH U  KJACCHYECKMMH KOHLIENIHMSIMH  HHGPOpMAIMOHHON
6e30nacHOcTy; yriyOJeHne 3HaHUH B 00JIaCTH HAayYHBIX MPENCTaBICHUH 00 MHPOPMAIIMOHHOH
0€30nacHOCTH; pa3BUTHE HABBHIKOB HMH(POPMALMOHHOK O€30macHOcTH, chopMHUpoBaTh Yy
CTYACHTOB HEOOXOIMMBIH 00bEeM 3HAHHI M HAaBBIKOB MO AucHuIuinHE «WHpopmannoHHas
0e3omacHOCTh NpeanpusATHs (opraHm3amum)» B o0JacTH cHocoOHOCTH paboTaTth B
KOJUIEKTUBE HE JOIyCKas KJIEBeTY M paclpOCTpaHEHHWE CBEIEHHUI, MOpoyalluX WHBbIE
OpraHu3alMi W KOJUIer, coOyofas KOH(QUASHIMAIbHOCT, WH(POpPMAlUMU W HE pasriialiaTh
MaTepuaibl pabouyux HCCIENOBaHUM, OPUEHTHPOBATHCS B IPOLIECCAX BCECTOPOHHEW 3allUThI
nH(pOpMaIK IpU PeLIeHUH NTPo(eCcCHOHANBHBIX 3a1a4

1.3 Mecro qucuumiinHbl (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/ibHON NPOrpaMMbl

HucunmnHa «AHpopManuoHHas 0e30MacHOCTh NPeANnpPUATUSA (OPraHU3alMH)»
OTHOCUTCS K 4YacTH, (OpPMHUPYEMOHl yYaCTHHKaMHU OOpa3oBaTeIbHBIX OTHOIIeHHH bioka 1
"Nuctummasl (Moaynu)" ydeOHoOro rutana. B cooTBerctBuM ¢ paboyuM y4eOHBIM ILJITAHOM
JTUCITUIUIMHA M3ydaeTcss Ha 3 Kypce 10 OYHOM M Ha 3 Kypce 10 0OYHO3a0YHOM GopmMe 00ydeHHUS.
Bu npoMexxyTouHOMN aTTecTaluu: 3a4er.

N3ydenne aucnuruimHbel Oaswpyercs Ha Kypce PycCcKkuil SI3bIK M OCHOBBI JICNOBBIX
koMMyHuKanuii,  KommbroTepubiii  mpaktuky™m,  MH(bOpManuoHHO-KOMMYHUKAIIMOHHBIE
TEXHOJIOTMM B TMpodeccuoHaNbHON JeaTenbHOcTH, IIpodeccnoHanbHble KOMIBIOTEPHbBIE
nporpaMmel. [IpencraBieHHas TUCHUILIMHA SBISIETCS OCHOBOW JaJbHEHILEr0 M3yYEHUs TAKUX
JUCUMIUIMH Kak TexHosmoruueckas (IIPOEKTHO-TEXHOJOTMYecKas) NpakTuka, lloaroroBka k
MpOLEAYpPE  3ALUTHl  BBINYCKHOW KBadM(UKALMOHHOM  paboThl, 3amura  BBITYCKHOU
KBaJIM(PMKALIMOHHOM PabOoThI U psAla IpYyrux.

1.4 IlepedyeHb MJIAHUPYEMBIX Pe3yJbTATOB 00y4YeHHs] MO AUCHUILIMHE (MOIYJII0),
COOTHECEHHBIX C IVIAHMPYEMBbIMH Pe3yJIbTaTaMH 0CBOEHHS 00pa30BaTeIbHOM NPOrPamMMbl

N3yuenne paHHOM y4eOHOM OUCHUIUIMHBI HAmpaBiIeHO Ha (QOpMUPOBAaHUE Y
o0y4aronmxcs CIeAyI X KOMIETEHITHH:

Kon 1 HanMeHOBaHHE HHIUKATOPA TOCTHKEHUS PesynpTaThl 00ydeHHs 110 AUCLUIIINHE
KOMITETSHITHN
IK-2 CriocobeH popMUpoBaTh U MPOrHO3UPOBATH IIEHBI HA TOBAPHI, pa0OTHI M YCIYTH
UIIK-2.5 CobnroiaeT KOHPHUICHIINATBHOCTh 3HaeT: COBPEMEHHBIE W  KIACCHYEeCKHE  KOHICHIIHU
nH(pOpMAIHH HH(POPMAIIMOHHON 0€30MacHOCTH

3HaeT: MPUHIUIGI 3AIATH HHGOPMAIIUK HA TPENPUATHH.
VYMeer: onpenessaTh U MpenoTBpaIiaTh Yrpo3bl HHPOPMALUH
MPH pelIeHuH MPOo(HECCHOHATBHBIX 32124

VMeeT: He [OMycKaTh KJIEBETY M paclpoCTpaHEHHE
CBEJICHUH, MOpOYAlIMX WHbIC OpTaHW3allMk W KOJUIET,
cobmonaTh KOH(OWAECHIMAILHOCTh HMH(pOPMAaUK U  HE
pasriaiiaTh MaTepualbl pabounx HCCIIEI0BaHU

TpynoBoe HeWCTBHE: HCIIONB3YET COBPEMEHHBIC CpEICTBa
3aI0UTHl HH)OPMALUH




Koa n HaMeHOBaHNE HHANKATOPA IOCTHKEHHS Pe3ynpTaThl 00ydeHHs 110 AUCLUIIIINHE
KOMIIETEHINH
TpynoBoe neicTBHE: OPraHU3yeT PacuETHO-AHATTUTHYECKYIO
JIEATENBHOCTD C yIeTOM TpeOOBaHUH KOH(HAESHINATBEHOCTH.
NHnukaTopel  TOCTHKEHUS KOMIETEHIMH  CYUTAIOTCS  CHOPMHUPOBAHHBIMU  TIPHU

AOCTUKEHUHN COOTBETCTBYIOIINX UM PE3YJIBTAaTOB o6yqu1/I51.

2. CTpyKTypa H coep:KaHue M CHUIITHHBI
2.1 Pacnpenaesienre TPyA0€éMKOCTH JMCHUILIMHBI 110 BHaM padoT

O6mmast Tpya0EMKOCTh JUCIMIUIMHBI COCTABISICT 2 3a4eTHBIX eauHHMIBl (72 Yaca), uUX

PacpeacJICHUC 1o BUaamM pa60T npeaACTaBJICHO B Ta6J'II/IIIe

Bunpr pabor Bcero ®Dopma o0ydeHus
4acoB OYHO- 3a04Hast
OuHast
3a04Has
5 X 5
Kypc
ceMecTp ceMecTp CEMECTP
(gacer)
(gacer) (gacsr) (gacsr)
KonrakTHasi padoTa, B TOM YHCIIe:
AynuTopHbIe 3aHATHSA (BCEro): 34 - 24
3aHATUS JIKIMOHHOTO TUIIA 18 - 12
11a00paTOpHBIE 3aHATHUS 16 - 12
MIPAKTHYECKHE 3aHIATHUS - - -
CEMUHAPCKHE 3aHATHS - - -
HNnas xoHTakTHast padora: -
KoHTpons caMmocTosTenpHOM paboThI
4 - 4
(KCP)
[Ipomexxyrounas arrecranus (MKP) 0,2 - 0,2
CamocrosTesbHas padora, B TOM 338 ) 43.8
qucie:
IloaroroBka k J1€10BOM Urpe
«MudopmannonHas 3amuTa npeanpusTHs 10 - 10
(opraHu3anum)»
Pedepar (moknaa-mpe3eHTarus) 10 i 10
(moaroroBka)
CamocTosTensHOe H3ydeHNE Pa3/esioB,
CaMOIIO/IrOTOBKa (TIpopaboTKa 1
TTOBTOPEHHE JIEKIIMOHHOTO MaTepraa u
Marepraa yaeOHHKOB M y4EOHBIX 13,8 - 23,8
TOCOOMIA, ITIOATOTOBKA K JTa00PaTOPHBIM
3aHATHSAM, TECTHPOBAHMIO TI0 pa3zenam
JIICTIATUTHHEL )
KonTpoJs: -
[NoaroToBka K 5K3aMeHy . . .
Oomas vac. 72 72
TPYA0EMKOCTH B TOM 4HCJIe
KOHTAKTHAasA 38,2 28.2
padora
3a4. e[ 2 2

2.2 Coaep:xanue QUCHHMILIHHBI

PacnipenencHue Bu10B yueOHOI pabOThI U UX TPYAOSMKOCTH IO pa3jieiaM JUCIUILIIAHBL.
Paznensl (Tembl) OUCHMIUIMHBI, H3ydaeMmbie B 5 cemectpe (3 kypce)(ounasgopma
00yuenus)

| Ne | HanmeHoBaHue pas/ienos (Tem) | Konuyectso yacos |




Aymiropras Breaynut
Bcero pabota opHat
pabota
JI 113 JIP CPC
1. Paznen 1. BBenenue B AMCIUTIIMHY 14 4 - 4 6
’ Paznen 2. OcHOBBI rocynapcTBeHHON MOMUTUKU PD B 18 | 4 i 4 10
' o0iacTi HH(GOPMAIIMOHHON 0€30MacHOCTH
3. Paznen 3. MudopmannonHas BoliHa. 158 | 4 - 4 7.8
4 Paznen 4. OcHoBBl oOecnieueHus UH(GOPMaIMOHHON 20 | 6 i 4 10
' Oe3omacHoCTH KOMITbIOTEpHBIX cucteM (KC)
HUTOI'O no pazdenam oucyuniunsl 67,8 | 18 - 16 33,8
Kontpoins camocrositensHoi padoTs! (KCP) 4 - - - -
Ipomexyrounas arrecranus (KP) 0,2 - - - -
HOHFOTOBK& K TCKYHIEMY KOHTPOJIO - - - -
OO011ast TPYI0EMKOCTb 110 JUCIUILIIHHE 72 - - -

[Mpumevanue: JI — nexuum, [13 — npakTrueckue 3aHaTus / ceMuHapbl,JIP — maGopaTopHbie
3anstus, CPC — camocrositensHas paboTa cTyieHTa

Pazpensr  (TeMbl) JOUCHUIIIMHBI, H3y4yaeMble B S

3a0uHasaghopma odyuenus)

cemecTpe

(3 «xypce) (ouno-

KomnmuectBo yacos
Breaynut
Ne HanmenoBanwue paznesnos (Tem) AyuTopHas opliil
Bcero pabota pabota
J 13 JIP CPC
5. Paznen 1. BBenenue B gucuurmimay 14 2 - 2 10
6 Paznen 2. OcHoBBI rocyapcTBEHHOM MOJUTUKY PD B 18 ) i ) 1
' obnacti MHGOPMAIIMOHHON 6€30MacHOCTH
7. Paznen 3. Undopmanmonnas BoiiHa. 168 | 4 - 4 8,8
8 Paznen 4. OcHoBBI oOecnieueHust MH(QOPMAIMOHHOM 19 | 4 i 4 1
' 0e3omacHocTH KoMmbloTepHBIX crcteM (KC)
UTOI'O no pazoenam oucyuniuml 67,8 | 12 - 12 43,8
Kontpouss camocrositensHoi padots! (KCP) 4 - - - -
IIpomexyrounas arrectanus (MKP) 0,2 - - - -
[TonroToBKa K TEKyIIEMY KOHTPOITIO - - - - -
O01mas TPyA0EeMKOCTh TI0 JUCITUILTHHE 72 - - - -

[Ipumeuanue: JI — nexuun, II3 — npaxtuueckue 3aHsTust / cemuHapbLJIP — snabGopaTopHble
3ansaTHsl, CPC — camocrosiTenbHas paboTa CTyAeHTa

2.3 Conep:xanue pa3aenoB (TeM) THCHHNITHBI
2.3.1 3aHATHSA JTEeKIHOHHOTO THIA

No HanmenoBanue pasaciia Co;[epma}me paszena (TeMBI) dDOpMa TCKYLIETO
(Tembr) KOHTPOJIA
1. | Pasgen 1. Beenenue B | Paznen 1. BBeneHue B IUCIUILIHHY JLI
JUCHUTUINHY 1.1 [Toustre HanmoHaabHOM Oe3omacuoctu PO
1.2 Buzabl 6e3omacHOCTH
1.3 MndopmanmonHas 6e30MacHOCTb B CUCTEME
HarmoHanbHOM 6e3onacaoctr PD 1.4 Pomnp
WHPOPMAITMOHHON 0€30MACHOCTH B 00ECTIeUeHHN
HAIIMOHAJIBHOHN 0€30M1aCHOCTH TocynapcTBa
2. | Paznen 2. OcHOBBI Paznen 2. OcHoBbl rocynapcTBeHHON noautuku PO B JLI

TrOCyAapCTBEHHON obnacti nHGOPMALIMOHHOHN 0€30MacCHOCTH




nonuTuku PO B 2.1 HanmonansHele naTepeckl PO B nHbopManmonHoN
o0actu cdepe u ux odecrieueHne
WHPOPMAITUOHHON 2.2 Bunsl yrpo3 uHpopManmonHoi 6ezomacHoct PO
0e30macHoCTH 2.3 HcTounuku yrpo3 nHGHOPMAITMOHHON 0€30MaCHOCTH
2.4 OcHOBHBIE HATIPABIICHUS 00ECTIEUeHUS
WHGOPMAITMOHHON 0€30MaCHOCTH TOCY/IapcTBa
3. | Pazgen 3. Paznen 3. adopmanronHas BoiHa. JL
HNudopmaronnas 3.1 Metons! u cpeICTBa €€ BeACHUS
BOMHA. 3.2 NndopmarnmonHas 6€301MacHOCTh U
nH(pOPMAIMOHHOE TIPOTHBOOOPCTBO
3.3 NHdopManmoHHOe OpyXHe, €T0 KIacCU(UKAIUS 1
BO3MOKHOCTH
3.4 Obecneuenue HHPOPMALIMOHHON 0€30MaCHOCTH
00BEKTOB HH(OPMALMOHHON cepbl rocy1apcTBa B
yCIOBUAX UHGOPMAIIMOHHON BOMHEI
4. | Pasaen 4. OCHOBBI Paznen 4. OcHoBBI 0OecrieueHus WHGOPMAIOHHOM JLI
oOecriedeHus 6e3onacHocTy KoMmbioTepHbIx cucteM (KC)
nHPOPMAaLTMOHHON 4.1 Opranu3anyuOHHO-TIPABOBBIE OCHOBBI
0e3omacHoCTH nHpopmarmonHo# 6ezonacHoctu KC
KOMIIBIOTEPHBIX 4.2 OpranuzanoHHo-TexHnueckne ocHoBbI 1Ib KC
cuctem (KC) 4.3 AnmapaTHO-TTpOrpaMMHBIE CPEICTBa 00ECTICYSHU ST
Hb KC
4.4 OcuHosbl kommiekcHoro obecrnedenusi b KC

2.3.2 3aHATHA CEMHHAPCKOI'0 THIIA (IPaKTHYecKHe /
CeMHHAPCKHE3aHATHS/1a00PATOPHBIE PADOTHI)

No HamnmenoBanue pasacia TeMaTHKa 3aHSTHIA /pa60T CDopMa TCKYLICTO
(Tempr) KOHTPOJIS
1. | Pasnen 1. Benenue B |M3ydeHne METOIOB 3aIUThI OT pa3pyIIaoIinX JIP
JUCLUIIIMHY MPOTrPaMMHBIX BO3JEHCTBHI MTPH TIOMOIIH IIPOTPAMMHBIX
KOMITJIEKCOB aHTHBHUPYCHOH 3aIUTHI
2. | Pasnen 2. OcHOBBI M3yueHne METO0B 3allUThI IPH TOMOIIH porpammuo- |[JIP
TOCYAapCTBEHHOF anmaparHoro komruiekca Secret Net
nonuTuku PO B
obiactu
nHPOPMALTMOHHON
Oe3omacHoOCTH
3. | Pazmen 3. " Hludposanue u oomeH mudppoBanHor nHdpopmanueii ¢ |JIP,P
Nudopmaronnast HCIIOIB30BaHUEM CHCTEMBI «PGP»
BOMHa.
4. | Paznen 4. OcHOBBI [TpumeneHue crienuaIM3uPOBAHHBIX CPEJICTB JIP, 1N
obecrieueHust oprannzauuu VPN Ha mpumepe «OpenVpn»
nHPOPMATNOHHON
0e3omacHoCTH
KOMITBIOTEPHBIX
cucteM (KC)
3ammra mabopatopHoit padotsl (JIP), Beimonmnenne xkypcosoro npoekra (KII), kypcoBoit
pabotst  (KP), pacuerHo-rpadmueckoro 3amanus (PI'3), wnamnmucanue pedepata (P),

pedepara(noknana)-npesentanuu (PII), scce (D), xomnokBuym (K), rectupoBanue (T), ompoc
(O), nexuusa (JI), coctaBnenue tezucoB no nepsouctouHuky (T), auckyccus (), pazpabotka
WHIMBUAYaNbHBIX 3aaHui (mpoekToB) (13), moaroroska k nenosoit urpe (A1) u t.4.



2.3.3 IlpumepHasi TeMaTHKAa KYPCOBBIX padoT (IPOEKTOB)
KypcoBbie paboThl He IPeayCMOTPEHBI Y4eOHBIM IIJTAHOM .

2.4 llepeyeHb y4eOHO-METOAUYECKOT0 o0ecnevyeHusl AJs1 CAMOCTOSITEIbHO padoThI
00y4aromuXxcs Mo JMCHUILINHE (MO1YJII0)

HepequL y‘le6HO'M€TOI[I/I‘{eCKOFO obecreyeHus JUCHUIIIIUHBI 11O

Ne Bug CPC o
BBITIOJTHEHUIO CAMOCTOSITEIIBHON pabOThI
1 3aHATHSA JICKIIMOHHOTO U |MeToAMYeCKie YyKa3aHWs Ui TOJATOTOBKM K 3aHATHAM JICKIIMOHHOTO U
CEMHHAPCKOT0 THTIA CEMHMHAPCKOTO THIA. YTBEpXKACHBI Ha 3acemannu CoBeTa SKOHOMUYECKOTO

¢axynsrera DTBOY BO «Ky6I'Y». IIpotokos Ne 1 ot 30 aBrycra 2018 roza..
Pexxum noctyma: https://mww.kubsu.ru/ru/econ/metodicheskie-ukazaniya

2 |IloxroroBka scce, pepeparos, | Meroauyeckne yKasaHus JJIsl IIOATOTOBKH 3c¢ce, pedepaToB, KypcOBBIX padoT.
KYpPCOBBIX PadoT. YrBepxneHsl Ha 3acenmanuu CoBera sKOHOMHYecKOoro Qakynprera ®I'BOY
BO «KyoI'Y». IIpotokon Ne 1 or 30 aBrycra 2018 roma.. Pexxum mocryna:
https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya

3 Brimonaenne Meronuueckue ykazaHWS 110  BBIITOJHEHHIO CaMOCTOSITEIHOH paboThI
CaMOCTOATEIBbHON paboThl  |oOydaromuxcs. YTBepxkIeHsI Ha 3aceqaHud CoBeTa IKOHOMHYECKOTO
oOy4aroimuxcs ¢axynbrera ®I'BOY BO «Ky6I'Y». [Iporokon Ne 1 ot 30 aBrycra 2018 rona..

Pexxum moctyma: https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya
4 Brimonnenune pacyetHo-  |MeToauueckue yKa3aHUS IO BBIIOJIHEHUIO pacuyeTHO-TpaduuecKux 3aJaHui.
rpaduveckux 3amaHuit YrBepxkaensl Ha 3acenanun CoBera skoHOMHueckoro (akynprera OI'BOY

BO «Ky6I'Y». Iporokon Ne 1 ot 30 aBrycra 2018 rona.. Pexxum nocryma:
https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya

5 WHTepakTuBHBIE METOABI  |Meromuueckue yKa3aHHWs [0 WHTEPAaKTUBHBIM  MeEToJaM  OOydeHus.
o0yueHus YrBepkaens! Ha 3acenanun CoBera skoHoMHYeckoro (akynprera GI'BOY
BO «KyoI'Y». IIpotokon Ne 1 ot 30 aBrycra 2018 roma. Pexxum mocryma:
https://mww.kubsu.ru/ru/econ/metodicheskie-ukazaniya

Y4eOHO-MeTOAMYECKHE MaTepuaibl JIJII CAMOCTOSATEIBHOM pPabOThl O0yHaIOMUXCS M3
YrCiIa MHBAJIMIOB U JIUI] C OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 310poBbsi (OB3) mpenocrassitorest
B (hopMax, aanTHPOBAHHBIX K OTPAHUYEHUSIM HUX 3/10POBbS U BOCTIPUATHS HHPOPMALIUH:

JUist U1l ¢ HapyIICHUSIMU 3pEHUS:

—B TIe4aTHOW (popMe yBEIHYEHHBIM MIpU(PTOM,

— B (hopMme 3IeKTPOHHOT O JJOKYMEHTA,

— B ¢popme ayaunodaiina,

— B mieyaTHOM (opMe Ha si3bIke bpaiins.

JUist a1 ¢ HapyIIeHUsAMU CllyXa:

— B IIeyaTHOH (opme,

— B (popMe JIEKTPOHHOI O JOKYMEHTA.

Jlnis 111 ¢ HapyIIeHUsIMU OITOPHO-ABUTaTEIbHOIO anmnapara:

— B IIe4aTHOU (hopme,

— B popMe IEKTPOHHOT'O JOKYMEHTA,

— B popme ayauodaiina.

JlaHHBI TIepeYeHbh MOXXET OBITh KOHKPETU3UPOBAH B 3aBHUCHMOCTH OT KOHTHHIEHTA
00y4JaroIIMXCS.

3. OOpasoBare/ibHbIC TEXHOJOIMH, NPHUMEHsEMble IPH OCBOCHMH IMCUHMILNIMHBI
(Monxyast)

B Xxone wu3ydeHus AMCUMIUIMHBI HPEIyCMOTPEHO MCHOJIb30BAaHUE  CIEAYIOIIUX
00pa30BaTEIbHBIX TEXHOJOTHI: JIEKIMH, MPAKTUYECKHE 3aHSTUS, NpoOJeMHOE O0y4yeHue,
CaMOCTOSITeNIbHAsI pab0Ta CTYAEHTOB.

KoMneTeHTHOCTHBIM MOAXO0A B paMKaxX MpeNnoAaBaHUs AWCLUUIUIMHBI peaau3yercs B
UCIOJb30BAHUN HHTEPAKTUBHBIX TEXHOJOIMM M AaKTHBHBIX METOJOB(IIPOEKTHBIX METOMUK,
MO3rOBOTO IITypMa, pa30opa KOHKPETHBIX CHUTyalui, HHBIX (OpM) B COYETAHHUH C
BHEayIUTOPHOU paboTOii.



HCIIOJIb30BaHUC

Nudopmarmonnsie

MH(pOopMaLMOHHBIX

TCXHOJIOI'UH,

TEJIEKOMMYHHMKAIMOHHOM ceTn VIHTepHeT.
AnantuBHbIE 00pa30BaTeIbHbIE TEXHOIOIMH, IPUMEHSIEMbIE IPU U3YYEHUU JAUCHUIIIUHBI

PUMEHSIEMBbIC
pecypcos,

0pu  U3YYCHUU
JNOCTYIHBIX B

KOHCYJIbTAI[UN C UCIOJB30BAHUEM 3JIEKTPOHHOU MOYTHI.

5. OueHoYHBIE

cpeacTBa

OIS

NMPOMEeKYTOYHOM aTTecTallun

OCTHIKEHUN

TeKYIIero

KOHTPOJIA

MUCILHAIIIAHEL

MH(}OPMaAIIMOHHO-

Al i € OrpaHUYC€HHBIMHA BO3MOXXKHOCTAMH 3J0POBbA IMPCAYCMOTPCHA OpraHu3alnsa

ycneBaeMoOCTH H

OI_IeHO‘IHLIC cpeacTtBa MpEAHA3HAYCHBI MJiId KOHTPOJII W OLCHKU 06pa30BaT€HBHLIX

00y4aroIIXCcs,

OCBOMBIINX

porpammy

yaeOHOU

«AndopmanuoHHasi 0€30MaACHOCTb NPeANPUATHS (OPraHU3alMu)».
OrneHOYHbBIE CPENCTBA BKIIIOYAET KOHTPOJIbHBIE MaTepHabl JJIs MPOBEIECHUS TEeKYIIero

KOHTpoJiAs B ¢opMe JOKJIaga-Mpe3eHTaluid M0 TMPOOJIEMHBIM BOIPOCaM,

NPOME:KYTOYHOI aTTecTauM B opMe BOMPOCOB U 3a/laHUN K 3a4eTy.

U CHUTIIIINHEI

3aJaHui, U

CTpyKTYypa OLIEHOYHBIX CPeICTB /ISl TEKYIIeil M MPOMeKYTOYHOM aTTecTalluu

Ko u HanmenoBanue

HanmeHOBaHUEOIIEHOYHOTO CPE/ICTBA

Ne Pesynbrarsl 00yueHus
WHIUKATOpa . Ipomexxyrounas
1/ (B cooTtBeTcTBHH C 1. 1.4) Texymiuii KOHTPOJIb
(B cooTBeTcTBHH C 1. 1.4) aTTecTanus
3HaeT: coBpeMeHHbIe U | Bompocs JUTSt yctHoro | Bompoc Ha 3auere
KJIACCMUYECKHEe KOHIIeTIMU | onpoca mo Teme. Tembr st | 1-8
HUIIK-2.5 CobGmonaer . P N
HHPOPMAIIMOHHON JUCKYCCHI HAa JICKIIMOHHBIX
1 KOH(HICHIINATBHOCTh
0€30I1aCHOCTH saHsTUAX. Pedepar (mokman-
nH(pOpMaIHH
MIPE3CHTAIINS)
3HaeT: MPUHIUITEI 3alUThl | Bompockr JUTSt ycTHOTO | Bompoc Ha 3auere
nHpOpMaIHH Ha | ompoca mo Teme. Temsl s | 1-8
UIIK-2.5 Cobiroiaet | IpeAnpusITUH. JIUCKYCCUH Ha JIEKIIMOHHBIX
2 | KOH(HUICHIIUATEHOCTh 3aHATHUIX. BrimonHeHue
UH(pOpMAIHU 3aJaHud JI TOATOTOBKU K
nenoBoii urpe. JlaboparopHas
pabota
VYmeer: ompenensite  u | Bompockr ULt ycrHoro | Bompoc Ha 3auete
MpeoTBpamaTh  yrpo3sl | ompoca mo Teme. Temsl mis | 9-15
UIIK-2.5 Cobmomaer | mHGOpPMATIH NpU | IUCKYCCHUA Ha JIEKIIMOHHBIX
3 | KOH(pHUICHIINATEHOCTH pelIeHuH 3aHATHUAX. Brimonuenue
nH(bOpMAITHH po(heCCHOHANBHBIX 33Jad | 3alaHUid I TIOJTOTOBKU K
nenoBoii urpe. JlaboparopHas
pabora
YMmeer: He pomyckarh | Bompocsl JUIsL yctHoro | Bompoc Ha 3auere
KJIEBETY u | onpoca mo Teme. Tembr st | 9-15
pacnpocTpaHeHue JIUCKYCCHH Ha JIGKIIMOHHBIX
CBEJICHUN [OpOYAIIUX | 3aHATHUAX. Brinonnenue
UIIK-2.5 CobOmronaer A i P "
WHbIE  OpraHu3allid U | 3aJaHuil Uil TOATOTOBKH K
4 KOH(HICHIINATBHOCTh o
KOJLJIET, cobmonath | aenoBoil urpe. JlaboparopHas
nH(pOopMaIHH
KOH(UICHITHATEHOCTh pabota
nHpOpMAIH " HE
pasmiamarh  Marepuabl
pabounx UCCIeIOBaHUHN
Tpynosoe nerictBue: | Borpocsl ULt ycrHoro | Bompoc Ha 3auete
HCIOJIb3yeT COBPEMEHHBIC | ompoca 1Mo Teme. Tembl s | 16-24
HIIK-2.5 Cobmoaer | cpencrsa 3alIUTHI | JUCKYCCHA Ha JICKITHOHHBIX
5 | KOH(pHUICHIIUATEHOCTh uHGpOpMAITIH 3aHATHUIX. BrimonHeHue
UH(pOpMAIHU 3aJJaHud JI TOATOTOBKU K

nenoBoii urpe. JlaboparopHas
pabota




UIIK-2.5 Cobmnromaer
6 | xKoH}UAEHIHAITEHOCTD
nHpOpMaIHU

Tpynosoe JelcTBue:
OpraHusyer pacueTHo-
AQHAINTHYECKYIO
JEeATeIbHOCTh C  YYETOM
TpeOoBaHUit
KOH(QHICHIIHATBHOCTH

Bomnpocst ULt YCTHOTO
ompoca mo Teme. TeMbl ams
JUCKYCCHH Ha JIEKIIMOHHBIX
3aHATHSAX. Brimonnenne
3aaHuid ISl TIOJATOTOBKH K
nenoBoii urpe. JlaboparopHas
pabora

Bomnpoc Ha 3auere
25-36

TunoBble KOHTPOJIBHBIE 32JaHUS WJIN MHbIE MATEPHAJIbI, HEO0X0AUMBbIE /ISl OLLCHKH
3HAHMI, YMEHN, HABBIKOB M (MJIN) ONBITA 1eATEJbHOCTH, XapAKTEPHU3YOLIHX ITAIbI
(popMupoBaHus KOMIETEHIIUI B MpoLecce 0CBOeHUsI 00Pa30BaTeIbLHOI MPOrpaMMbl
Ilpumepnutii nepeuenv 60npoco6 u 3a0aHuLL
Bomnpocs! Aj1s1 yCTHOTO 0Ipoca Mo pasjaeny

Pasnes 1. BBegenue B AUCUMILIMHY

1.1 INoustre HanmoHaILHOU Oe3omacHocT PO
1.2 Bunst 6e30macHOCTH
1.3 MadopmannonHas 6€30MacHOCTh B CUCTEME HallMOHAIbHOW Oe3onacHocTH PO

1.4 Posib uHGpOpMaIIMOHHON 0€30MacHOCTH B 00€CIICUYCHUH HAIMOHAILHON 0€301acHOCTH

rocynapcTaa

Pa3nen 2. OcHoBbI rocygapcTBeHHOM noauTuk P® B o61actu nHGOPMAIMOHHO i
0e30MacHOCTH

2.1 HanmonanpHbie HHTEpechl PO B nHbOpManumoHHO# chepe u ux odecreueHue
2.2 Buapl yrpo3 uHpOpMaIiMoHHOH O6e3onacHoCcTH PO
2.3 Ucrounuku yrpo3 nHGOPMAIIMOHHON 0€30MacHOCTH

2.4  OcHOBHBIE
rocyJiapcTna

HamnpaBJICHUS

obecrieueHusT  MHPOPMALIMOHHOM

Pa3nen 3. UndopmanmoHHas BoiiHa.

3.1 Metoapl 1 CpeACTBa €€ BeACHUS
3.2 UudopmannonHas 6€30MacHOCTh U HHPOPMALIMOHHOE TPOTUBOOOPCTBO
3.3 UndopmaninoHHOE Opy’KHUe, €ro KiaccupUKaIus U BO3SMOXKHOCTH
3.4 OOGecneueHne UHPOPMAIIMOHHONW 0€30M1aCHOCTH 00BEKTOB MH(POPMALIMOHHON chepbl
rocyJ1apcTBa B yCJIOBUAX HH()OPMALIMOHHON BOIHBI

0€e30MacHOCTH

Pa3nen 4. OcHoBbl o0ecneyeHUus1 MHHPOPMALMOHHOM 0€30M1ACHOCTH KOMIIBIOTEPHBIX CUCTEM

(KO)

4.1 Opranu3aliuOHHO-TIPaBOBbIE OCHOBBI MH(pOpMaIoHHoN 6e3onacHoct KC
4.2 OpranuzanmoHHo-TexHu4yeckue ocHoBsl b KC

4.3 AnnapaTtHo-niporpaMmMHsie cpenctBa odecnedenus b KC
4.4 OcunoBsl komiuiekcHoro ooecrieuenust Ub KC

Temwt Ona Ouckyccuu Ha 1eKYUOHHBIX 3AHAMUAX
no pasoenam OUCUUNIUHDL
OcHOBHBIE ONpeeIeHUs U MOJ0XKEHUS TEOPUH NH(OpMaIIMOHHOM 0e30MacHOCTH
OcCHOBHBIE MTOJIOKEHUS JOKTPUHBI HHPOpMaIMOHHON 6e3omacHocTH PD
MecTo nHpOpMaIMOHHOM O€30MACHOCTH B CUCTEME HALIMOHAIBHOM 0€30MacHOCTH




O606H.[€HHaH MOJCJIb CHCTEMbI 3alllMTbl OT YI'pO3 HAPYHICHUA KOH(i)I/I,Z[eHI_II/IaJ'ILHOCTI/I

uH(popMauu
Omnpeznenenre 3JKOHOMUYECKON 0€30MMacHOCTH OpraHU3aluu.
YpoBeHb HKOHOMHUECKOMH 6e3omacHOCTH Kak OCHOBHasl XapaKTepUCTUKA

HKOHOMHUYECKOI 0€30MacHOCTH OpraHU3aluu.

HcTOUHUKY yrpo3 SKOHOMUYECKOM 0€30IacCHOCTH OpraHu3aliH.

OcHOBHBIE THUIBI M XapaKTEPUCTUKH HETAaTUBHBIX BO3JEHCTBUH Ha SKOHOMHUYECKYIO
6€e30I1acCHOCTh OpraHU3aIUH.

[{enn 35kOHOMUYECKOW 0€30MaCHOCTH OpraHU3aIlHH.

Crioco0b1 o0ecreueHrst SKOHOMUYECKON 0€30IMacHOCTH OpraHu3aliu.

Kputepuu u nokaszarenu 3KkOHOMUYECKON 0€30MaCHOCTH OpraHU3aIUH.

MeTozpl OLIEHKH SKOHOMHYECKOI 0€30MacHOCTH OpraHU3aIliH.

OcHoBHbIE HarnpaBieHHs o0ecnedeH s SKOHOMHYECKOi 0e30MacHOCTH OpraHu3aIiy.

@OyHKIMOHAJIBHBIE COCTABIISIONINE YKOHOMHYECKON 0€30MacCHOCTH OpraHn3allnH.

Kpurepun OLICHKU  H CrocoObI obecneueHus (MHAHCOBO-?KOHOMUYECKON
0€3011acCHOCTH OpTraHU3AIIIH.

Kputepun oneHkn #  cnocoObl  oOecreyeHusi TEXHOJOTMYecKoW 0e30MacHOCTH
OpraHu3aluH.

Oxosoruyeckast 6€300aCHOCTh OpraHU3aLUH.

Kputepun omneHku u  cnocobbl  oOecnedeHHMs: HMHPOpPMALMOHHONW  0€30ImacHOCTH
OpraHu3aIlHH.

OcHoBHBIE onpeeneHus popMaabHON TEOPUU 3ALIUTH HHPOPMALINH

[Tonsatue yrpo3sl. AHanu3 yrpo3 HH(pOpManMOHHON O6e30macHocTi. Buapl «Hapymurenei.

WupopmanmonHas 6€30MacHOCTb YeI0BeKa U 00IIeCTBa U TOCY1apCTBa.

VYpoBHU 321U Tl HH(POPMaLMOHHBIX pecypcoB. IIpu3Haku, CBUAETEIbCTBYIOIINE O HAIMYHU
YSI3BUMBIX MECT B UH()OPMAIMOHHOW 0€3011aCHOCTH.

OObekThl 3ammThl  WHGOpManuu. 3ammuTa HHPOPMAIMH OrPAHUYEHHOTO JJOCTYIA:
rocyJlapCTBEHHas TailHa, KOMMeEpUecKasl TaiiHa.

[TpaBoBBIE cpeacTBa 3amMTHl HHGOPMAIMH. 3aIUTa TPOrPAMMHBIX TPOIYKTOB. ABTOPCKOE
paBo.

CtpyKkTypu3anus METO10B o0ecredeHns HH(OPMaIMOHHON 0e30MacHOCTH.

OCHOBHBIE METO/IbI pea3aliy yIpo3 HHPOPMALMOHHON OE€30MaCHOCTH.

OcHOBHBIE [ PUHIIUIIBI obecrnieyeHus uH(OpPMaLMOHHOMN Oe3omacHoCTH B
aBTOMAaTU3MPOBAHHOHN CHCTEME.

[TpuuuHBL, BUABI M KAHAIBI YTEUKH HHOPMAIIHH.

MeTozbl TOCTPOEHUS 3alUIIEHHBIX aBTOMAaTU3HPOBAaHHBIX CHCTEM.

[Tonmutuka 6e3omacHocT. OCHOBHBIE THIIBI MOJIUTUKU O€30MaCHOCTH.

[TonuTHka 6e3onacHocT. Moaenu 6€30macHOCTH.

MounuTOop 6€30macHOCTH 00paeHni

dopmanbHbIe MOAEIH YIIPaBIECHUS JOCTYIIOM

PoneBoe ynpaBnenue noctynom

CKpbITbIE KaHaJIbI TI€peavu HHPOPMALUU

OCHOBBI METO/IOTIOTHH 3aIIUTHI HH(POpPMAIIIH

Knaccudukanus merogos 31

OpraHuzalOHHbIE MEpBI U MEpPbI 0OecreueHus: PU3nIecKoi 6€30MacHOCTH

MeTozb! uaeHTH pUKaK U ayTeH TU(UKALUN

MeTozpl pa3rpaHHYEHUs AOCTYIIa

Kpunrorpaduueckre MeTo b1 00eCnedeHus eI0CTHOCTH HHPOPMAaIIHH

[TocTpoeHue crcTeM 3alUThl OT YTPO3 HAPYIIEHUS JOCTYITHOCTH

Ucropust kpunrorpaduu, OCHOBHbIE TMOHSATHS M  ONpeaeneHus, TpeOOBaHUA K
KpUNTOrpauuecKuM CHCTEMaM.

3amanus 11 1abOpaTOPHBIX 3aHATHIH



3anstue 1 U3yyeHne MeTO0B 3aIIMTHI OT pa3pyIIAIOIINX IPOrPAMMHBIX BO3IEHCTBUH MPH
MTOMOIIIY TPOTPAMMHBIX KOMIUIEKCOB aHTUBUPYCHON 3aIUTHI

[TpousBecTy HACTPONUKHU MOCTOSTHHOW 3aIIUTHI, MOSICHUTD J1€HCTBUS.

Bce anTHMBUpYyCHBIE IpPOrpaMMbl UMEIOT B CBOEM COCTAaBE PE3UJEHTHYIO 4acTb, KOTOpas
3alyCKaeTCsl MpU 3arpy3ke KOMIIBIOTEPA, MOCTOSHHO HAXOJWUTCS B ONEPATUBHOM MaMsITH U B
PEKHUME PEATbHOT'0 BPEMEHU OTCIICKUBAET "MOJO3PUTEIbHBIC COOBITHA", B YaCTHOCTH, MOMBITKH
3amycka HHUIIUPOBAHHBIX TTPOT'PAMM.

[Tpon3BecTy HACTPOMKYU MPOBEPKH BeeX (HalIOB, MOSICHUTH J1EH CTBUS.

OTOT peXuM [Uisl TOBBIIIEHHE YpOBHS 3amuiieHHocTH. OH 3aMelisieT  Mpoliecc
CKaHUpPOBaHUsA, HO oOecrieunBaeT Ooyiee HAASKHYIO 3amUTy. YacTro BHpYyChl HaxonsdTcs B
3aapXMBUpOBaHHBIX  ¢aimax  (.zip,  .arj...);  HEPEAKO  BPEIOHOCHBIE  IPOTPaMMBI
pacnpocTpaHsioTcs B (ailiax ¢ I3MEHEHHBIMHU pacIIMpeHusIMH (.tXt, .jpg U T.IL.).

[Tpou3BecTu HACTPONKHU peXHUMa 3BPUCTUYECKOIO aHAJIN3a, MTOSICHUTD 1eHCTBUS.

[To3BosseT MO psily KOCBEHHBIX IPHU3HAKOB BBIABIIATH (Pailiibl, BO3MOXKHO COAEprKaliue
HOBBIE, HEU3BECTHBIE BUPYCHI, @ TAaKXK€ OTCICKUBATH '"TIOJO3PUTEIbHBIE COOBITHS" Ha BalleM
KoMIblOTEpe. DBOJIBIIMHCTBO  aHTUBHUPYCHBIX MpPOrpaMM HMEET HECKOJIbKO  YpOBHEH
IBPUCTUUYECKOr0 aHaiau3a (4alle BCEro TPH) M BO3MOXKHOCTb €ro BOOOIIE OTKIIIOYMTH.
PexoMenayeTcst ycTaHOBUTh CPEIHMHA YpOBeHb. MaKCHMalbHBIH YPOBEHb 3BPUCTHYECKOIO
CKaHMPOBAHUs, KOHEYHO, IMOBBIIIAET CTENEHb 3alUThl, HO CUJIBbHO 3aMeaJisieT paboTy M Jaer
OosbIIOE KOJMYECTBO JIOXKHBIX cpabaTbiBaHWid. Ero mmeeT cMbICH BKJOYaTh, €CIU €CTb
nH(popMaIus 0 IPeaCTOSAIEH N y)Ke HauaBIIEeCcs aTaKu HOBOT'0, paHee HEU3BECTHOI'0 BUpYcCa.

[TpousBecT HACTPOMKU JCHCTBUS aHTHBUPYCHOH MPOrpaMMbl MpU OOHAPYKEHUU BUpYCA.
TlosicHUTH nEencTBUA.

OOBIYHO UMEETCS BO3MOKHOCTh YCTAaHOBUTH OAMH U3 CIASIYIOLINX PEKUMOB!
TOJIbKO OTYET;
JICYUTD 3apa’keHHbIE (DaiiIbI; €CIIM BBUIEYUTH HEBO3ZMOXKHO:
- yIaNsTh 3apakeHHbIe (DaniTbL;
- IepEUMEHOBBIBATh, TEpEMeIlaTh 3apaKeHHbIE (DalJIbl;
- 3ampauMBaTh MOJIb30BATENS O AAJIbHEHIINX AeHCTBUIX
Cpasy yIalsiTh 3apaskeHHBIC (auibl.
PexomeHnyeTcsi yCTaHOBUTh pPEXKUM '"JIEUNTh 3apakeHHble (aljbl; €CIM BbUICYUTH
HEBO3MOJKHO, 3allpallluBaTh M10JIb30BATENSA O JaJIbHEHIINX AeHCTBUAX" .

[IpousBecTu HACTPOMKK aBTOMATUYECKOTO OOHOBJIEHUS MPOTrpaMMBbl M aHTUBUPYCHBIX 0a3.
[TosicuuTh nencTBuUA.

DTa omIus MO3BOJISIET aBTOMATUYECKH CKAa4MBATh Ye€pe3 MHTEPHET C calTa pa3zpaboTymka
BCE IIOCJIEIHME W3MEHEHMs. PeKkoMeHIyeTcss BKIIOUYUTb M YCTAHOBUTh B PaClHUCaHHUU
"exxeqHeBHO" B YI00HOE JIJIs TTOJIb30BATE/IS BPEMSsl, HAIIPUMEDP HOYbIO.

[Ipon3BecTy HaCTPOMKU aBTOMATUYECKOrO CKaHUPOBaHUS. [10sICHUTD e CTBHS.

Eciu kommbloTep BKIIIOUEH IOCTOSHHO, TO PEKOMEHJAYETCs 3allyCKaTh €KEJHEBHO B
ynoOHOe BpeMsi, HalpuMep HOUbI0, cpa3y Mocie 00HOBJICHUS MPOrPaMMbI U aHTUBUPYCHBIX 0a3.

3ansarue 2 M3yueHrne MeToA0B 3allMThl IPU MOMOIIY MPOrpaMMHO-aNNIapaTHOrO0 KOMILJIEKca
Secret Net

IIpousBecTy HaCTPOUKH CIEAYIOLIUX [1APAMETPOB, OACHUTD 1CUCTBUS.



[TonHOMOYHOE (MaHAATHOE) U IMCKPELIMOHHOE pa3TpaHUyeHHE JOCTYA.

VYcunennass ayTeHTH(UKAIMS TIOJNB30BATENCH, B TOM YHCIE C MOIJACPKKON
UJEHTU(UKATOPOB U CEPTU(DUKATOB.

KoHTpOJIb 11€7T0CTHOCTH M CO37jaHue JJOBEPEHHON NH(DOPMAIMOHHOW CPEJIBI.

KoHTpob yTeuek u KaHaJIoB pacnpoCTpaHeHHsI HHPOPMAIIUH.

3amuTa TepmuHanbHON U VDI-undpactpykTypsl.

[{enTpain30BaHHOE yNpaBJICHUE, MOHUTOPUHT U ay/IHUT.

[Tonnepkka MepapXuu U pe3epBUPOBAHMS CEPBEPOB O€30MACHOCTU B pacHpeiesIeHHBIX
HH(PPACTPYKTYpax.

ITocTpoeHre 0TYETOB O COCTOSIHUM CUCTEMBI.

WuTerparmus co cpeactBom nosepenHoi 3arpy3ku [TAK «CoGomby.

ObecrnieueHne npoiiecca pacciieIOBaHNs HHIIUACHTOB C MOMOIIBIO MOAPOOHBIX KYPHAJIOB,
OTYETOB U CHCTEMBI TEHEBOT'0 KOMUPOBAHUS OTUYX1aeMOi HHPOPMAIIUH.

Jemo Bepcus Secret Net (Poccuiickuii pa3paboT4uK MPOrpaMMHBIX U aIllIapaTHBIX CPEICTB

3anuTel nHPopMmaruu. «Kon be3omnacHocTiy) Aiist BBIMOTHEHHUS UCIONB3YETCS C 3JEKTPOHHOTO
pecypca oTkpbIToro goctyna: https:// www.securitycode.ru/products/demo-versions/

3ansatue 3" Hludpoanne m oOMeH mM@poBaHHOW HH(pOpPMaLKEHd C HUCHOIb30BAaHUEM
cuctemsl «PGP»

[TpunIunel padotel PGP mmdpoanus

OpenPGP-coBmecTMOe CpeacTBO i MHU(ppoBaHUS U HH(POBOI MOANKUCH COOOIIECHUH B
Thunderbird u Seamonkey.

PGP mmdposanue B Mozilla Thunderbird ¢ nonosnennem Enigmail.

Hactpouts PGP mmdpoanue B Mozilla Thunderbird ¢ nononnennem Enigmail. Ilepecnats
nucbMo B PGP mmdpoBanue B Mozilla Thunderbird ¢ nononnennem Enigmail.

Kmroun 1st cekpeTHhIX 3aMKOB, IM(pOBas MOANUCH, KJOYeBas Iapa, OrpaHUYCHUS
ucnonb3zoBanus PGP. O6nactu npumenenus PGP.

PGP Desktop 9.5 beta nemo Bepcusi.

[Tpon3BecTy HACTPOMKHU CHCTEMBI, TIepeaTh COOOIICHHE.

3ansatue 4 IlpuMeHeHue crenuaIn3upOBaHHBIX CpeACTB opranm3anuun VPN Ha mpumepe
«OpenVpn» CriocoObl 3aIUTHI MPOTPaMM OT TU3aCCEMOTHMPOBAHMS

ITpousBectu Hactpoiiku OpenVPN

Hactpoiiku aHOHUMHOCTH.
ITocTpoeHue TyHHeNEN U COEIMHEHNE Yepe3 IIPOKCU CEPBED.
[Togxmouenne VPN kimeHTa.

Hemo Bepcust OpenVPN 1151 BBITOJHEHHS 3a1aHUSI HCHOJIB3YETCS € AJIEKTPOHHOIO pecypca
OTKpBITOro noctymna: http:/free-vpn.ru/openvpn.html

Peghepam (0oxnao-npezenmavyus)

Tematuka pedepatoB

Ucropus pazsutus kpunrtorpaduu.

Knaccudukanus kpunrorpaguuecKux CUCTEM.

3aKoHOMATeNbHBIE W TIPABOBBIE OCHOBBI 3aIMTHIl KOMIBIOTEPHOH HHpOpMALH U
WH(POPMAITMOHHBIX TEXHOJIOTUH

OHTponusi, TeopeTHYecKass U MpaKTH4ecKash CTOMKOCTb, BBIYMCIUTENbHAs CTOHKOCTD.
Teopetuko-uHopMaImoOHHAs] CTOUKOCTD.

BrraucnutensHas ¥ BpeMeHHas CII0KHOCTh alr OpUTMA.

HIudp DES, pexumsr padorsr DES

Mudp AES



Mugpp 'OCT 28147-89.

[Torounsie mugpp PCIIOC

[udp RC4

[Iudp Pona

Bo16op kiroua, Bpemsi )KM3HHU KIII04a, pa3elIeHUe CeKpeTa.
Cxema oOMeHa CeKPETHBIMH KITIOUYaMHU: I POKOPOTON JISATYIIKH
Cxema oOMeHa cekpeTHbIMU Kitouamu - Humkeiima-11Ipenepa
ITpoTOKOJIBI OCHOBAaHHBIE HA AIIJIMITUYECKUX KPUBBIX

O6mmas cxema (HYHKITMOHUPOBAHHSI CHCTEM C OTKPBITHIMH KIIFOUaAMHU.
Kpunrocucrtema RSA u ee monupukanuu.

Kpunrocucrema Onp ['amans.

Kpunrocucrema Pabuna

Anroputmel DLIT: Hu66epra-Pymnmens

XapakTeprucTiKa IPOTOKOJIOB UACHTH(UKAIINY U ay TCHTH(PHKAITTT
WnenTtudukaius Ha OCHOBE MMapOJIs.

B3auMHast mpoBepka NOAIMHHOCTH M10JIb30BATEIIEH.
WNnentudukamus ¢ HyJ1eBOl nepeaadeii 3SHaHU.

Cxembl 00513aTeNbCTB.

CucTeMbl 3JIEKTPOHHOI' O TOJIOCOBAHMUSL.

Cucremsl nepepacnpenenenus nosepus: PGP

Cucremsbl nepepacnpeaencHus gosepus: SSL

Cucrembl nepepacnpeznencaus nosepus: X509 (PKIX)
Cucremsbl nepepacnpenenenus nosepus: SPKI

HesBHbIe cepTuduKaTh

Buppr atak: Ataka Bunepa na RSA

Ataku Ha RSA ocHOBaHHbIE Ha peleTKax

Araka XocTtaga

Araka ®panximHa-Peiitepa

YacTuuHOE pacKpbITHE KIIFOUa

CTOHKOCTh aKTyaJIbHBIX aJITOPUTMOB LI (POBAHUS

3agaHue s 1€JI0BOM UTPhI

Ha npakTryeckux 3aHATUAX TPYMIa JEIUTCS Ha JIBE MPUMEPHO paBHBIE MO KOJHMYECTBY U
MOTEHIUATY TOATPYIIIIHI.

Kaxnas w©3 moarpymnm mpeacTaBisieT  co0oi  KOHKYPHPYIOIIYIO — OpraHH3alHUIo
(npennpusitue). Ha3zpanue, npodpuib AesTENbHOCTH (OJMHAKOBBIM [UIsl 000MX HpPENIpUSITHI)
OOBIYHO MpeJyIaratoT CTyIEHTHI.

3amauell KakIOro «oTHena» sBJseTcd — pa3paboTKka MAaKCHUMaJbHOIO KOJMYECTBa
MOTEHLUAIBHBIX YIpO3 YTpaThbl, NOPYU, MCKAXEHHUS COOTBETCTBYIOILEH HHpOpPMaLUU U Mep
MIPOTUBOJENUCTBUS ATUM YrpO3aM- C OAHOW CTOPOHBI, 1 MaKCUMaJIbHOI'O KOJMYECTBA CIIOCOOOB
MIOJTy4€HHUs, TOPYH, UCKaKEHNS UH(POPMALIUU OT/el1a-KOHKYPEHTa-C IPYroi.

3aueTHO-3K3aMEHALIMOHHbIE MaTepHaJbl Ui IPOMEXKYTOYHOl  aTrrecTanuu
(3x3ameH/3a4er)
Bompocs! k 3auery

=

WudopmanmonHas 6€30MacHOCTh YeJI0BEKa M 00IIECTBA U FOCY1apCTBa.

2. YpoBHHM 3alIMThI HH()OPMAIIMOHHBIX pecypcoB. IIpiu3HaKu, CBUAETEIbCTBYIOIINE O HATUMYUN
YSI3BUMBIX MECT B UH(POPMAIIMOHHON O€30MacHOCTH.

3. Kommbrorepnsie npectymieHns. OCHOBHbIE TEXHOJIOTHH, UCIOMb3YIOIIUECs IPU
COBEpIICHNU KOMIIBIOTEPHBIX MPECTYIIICHUH.

4. OObeKxTHl 3amMThl HHopManyy. 3amuTa HHGOPMAIIMK OTPAaHUUYEHHOTO 10CTYTIA:

rocyJlapCTBEHHas TailHa, KOMMEpUYECKasl TallHa.
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COBPEMEHHbIE M KJACCHMYECKHE KOHLIENIUU HHPOPMALMOHHON 0€30MacHOCTH,

OcHOBHBIE KaHAJbl yTeYKH HHPOpMAUK. 3aluTa OT yTeYKH HHPOPMALIUU TI0
TEXHUYCCKUM KaHaJlaM.

MeTtonp! 1 cpeacTBa 3aMTH MH(OPMAIIHH.

Conep:xanue ciocob0B U CpeiCcTB obecrneyeHus: 0e301macHoCT HHGOopMaIuy.
Peanmuzanus MeTO10B M CPEICTB 3aIU Tl HH(OPMAIUH.

CpencTBa OMO3HAHUS M pa3rpaHUYEHUs JOCTyNa K HHpOpMaIuu.

. Kpunrorpagus. CuMMeTpudHbIe KPUIITOCHCTEMBI.

. Kpunrorpadus. AcuMMeTpruHbIE KPUTTTOCUCTEMBI.

. O630p u kyaccupukanysg MeTo 0B U (GpoBaHUS HH(OPMALIUH.

. DneKTpOoHHO-1I(POBast MOAIHUCE.

. OcHoBHBIE anroput™Mbl mMpposanus faHHbIX: ['OCT.

. IIpaBoBbIe cpencTBa 3auMTHl HHQOopMaMy. 3amuTa MPOrpaMMHBIX TPOTYKTOB. ABTOPCKOE

paso.

3amuTa JaHHBIX B aBTOHOMHOM KOMIIBIOTEpE.

3aimuTa JaHHBIX B BBIYUCIIUTENIBHBIX CETAX.

Pa3paboTka ceTeBbIX acleKTOB MOJMTUKUA O€30MacHOCTH.

3amura JaHHBIX B BBIYMCIIUTEILHBIX CeTsAX. MexceTreBbie 3KkpaHbl. CKaHEPHI.
[TokazaTenu oreHKH JOCTOBEPHOCTH (0€30MIMO0YHOCTH) TIepeIaun JaHHBIX B CETAX.
MeTo/b! B3J10Ma KOMITBIOTEPHBIX CUCTEM: aTaKW Ha YPOBHE ONEPAIlMOHHBIX CUCTEM, aTaKu
Ha YpOBHE IIPOrpaMMHOr0 oOecreueHs], aTaki Ha YPOBHE CUCTEM YIpaBlieHUs OazaMu
JAHHBIX.

[TaposibHas 3amMTa OnepanuoOHHbIX CUCTEM.

[TaponbHbBIE B3TOMIIUKH.

[Tonsitue yrpo3sl. AHanu3 yrpo3 nHopmanoHHoi 6e3omacHocT. Buapl «HapymmTenein».
CrpykTypu3anust MeTo10B o0ecredeHnst HH(OpMallMOHHON 0€3011acHOCTH.

OCHOBHBIE METO/IBI pean3alii yTpo3 HHPOPMAITMOHHON 0e30MacHOCTH.

OcHOBHBIE TPUHITUIIBI 00ecedeHus: HHPOpPMaIMOHHON 0€30MaCHOCTH B
ABTOMATU3UPOBAHHOU CHCTEME.

[IpuauHBL, BUIBI ¥ KaHATBI yTEYKA HHPOPMAIIUH.

MeTo/pI TOCTPOEHUS 3aLUIIICHHBIX aBTOMAaTU3HPOBAHHBIX CHCTEM.

[TonuTtnka 6e3onacHocTi. OCHOBHBIE TUIIBI TOJIUTUKH 0€30MaCHOCTH.

[Nonutrka 6e3onacHocT. Mozaenu 6€30MacHOCTH.

CranaapTsl ”HGOPMALIMOHHOM 0€30I1aCHOCTH.

ITpaBoBOE 0OecneueHne 3amuThl HHGopMaui. HopmMaTuBHbBIE JOKYMEHTHI.
Pa3pymaromue nporpaMMHbI€ BO31EUCTBUS: BUPYCHI U 3aKJIAJIKH.

AHTUBUPYCHBIE CPEICTBA.

[Icuxonornyeckue acnekThl HHHOPMALMOHHON 0€30MaCHOCTH OpraHU3aIUu.

Kpurepuu oneHUBaHUsA pe3y/IbTAaTOB 00yYeHUs
Kpurepuu oneHuBaHus 110 3a4ery:

«3aYTEHO»: CTYACHT BJIAJICET TEOPETUYECKUMH 3HAHUSAMH MO JTAHHOMY pasjeiy, 3HaeT
COBPEMEHHBIE

WHCTPYMEHTBI U METOZBI 3alUThl HH(GOPMAIUH, OMYCKAaeT HE3HAUUTEIbHBIC OMIMOKH; CTYIEHT
yMeeT MPaBUIBHO OMPEENATh YIPO3bl HHPOPMALMH, HILTIOCTPUPYS TpUMepaMu GopMyITUPOBOK
Y CUTYyaIllil BOSHUKHOBEHHS YTPO3 KOH(PHUACHIIUATHHOCTH HH(OPMAIINH .

«HE 3a4YTCHO»:. MaTrcpuhajl HC YCBOCH HJIM YCBOCH YaCTHYHO, CTYACHT 3aTpyAHACTCA

MIPUBECTH IPUMEPBI IO pALY DIIEMEHTOB IMOHATHMHOIO amnmnapara JUCHUIUIMHBI, JOBOJIBHO
OrpaHUYEHHBII 00bEM 3HaHUH MPOrPaMMHOI0 MaTepuaa.



OneHoyHble CpencTBa i WHBAIMAIOB M JIMI] C OTPAaHMYCHHBIMH BO3MOXXHOCTSMH
3I0POBBSI BEIOUPAIOTCS C YYETOM MX HHIUBUAYAIBHBIX ICHXO(PH3NUECKUX 0COOCHHOCTEH.

— NpH HEOOXOMUMOCTH HHBAJIHMIAM W JIMIAM C OrPAaHUYECHHBIMH BO3MOXKHOCTSIMH
3JI0POBbS IPEAOCTABIIACTCS JOMOJHUTEIBHOE BPEMs JIJIs TIOATOTOBKU OTBETA Ha 3K3aMEHE;

— IIpY NPOBEJCHUU MPOLEAYPbl OLIEHUBAHUS PE3YIbTATOB O0YUECHUSI HHBAIHMJIOB U JIMII C
OrpaHMYEHHBIMH BO3MOXKHOCTSIMH 37I0POBbSl IIPEyCMATPUBACTCS MCIOIb30BAHNE TEXHUUYECKHX
CpencTB, HEOOXOAMMBIX MM B CBSI3U C X WHAMBHIYaTbHBIMH OCOOCHHOCTSIMH;

— TIpU HEOOXOIMMOCTH IS OO0 YJAIOIXCSl ¢ OTPAaHUYECHHBIMH BO3MOXKHOCTSIMH 3JI0OPOBbSI
W WHBAJIWIOB TIPOLEAYpa OICHUBAHUS pE3yJTATOB OOYYCHHS 10 IUCHUIUIMHE MOXKET
MIPOBOJUTHCS B HECKOJIBKO ITAIOB.

[Tpouenypa omeHWBaHUSI PE3yabTATOB OOYYEHUS MHBAJIHMIOB U JIUI[ C OrpaHHUYCHHBIMU
BO3MOXXKHOCTSIMH 37I0POBbSl 10 JAWCHUIUIMHE (MOJIYJIO) MpPEayCMaTpHBaeT MpPedoCTaBlICHHE
uHpopManuu B ¢GopMax, aJaNTHPOBAHHBIX K OIPAHUYCHUSM HX 3I0POBbS W BOCIPHATHS
uHdopmauu:

JUist ULl ¢ HapyLIeHUsIMU 3pEHUS:

— B [Ie4YaTHOHN (hopMe YBEIUUYEHHBIM IIPUPTOM,

— B (popMe 3JIEKTPOHHOI O JOKYMEHTA.

JInst i ¢ HapyLIEHUsAMU CIIyXa:

— B IIe4aTHOHU (opme,

— B (hopme 37eKTPOHHOI0 JOKYMEHTA.

JUist a1 ¢ HapyIeHUsAMU OIOPHO-JBUTaTEJILHOTO anmapaTa:

— B mIe4aTHOU (hopme,

— B (hopme 37eKTPOHHOT'O JOKYMEHTA.

JlaHHBII TIEpeYeHbh MOXXET OBITh KOHKPETH3MPOBAaH B 3aBUCHMOCTH OT KOHTHHTCHTA
00yYaroIIHMXCS.

5. IlepeyeHb y4eOHOM JIUTEPATYPhl, HH(POPMALMOHHBIX PECYPCOB U TEXHOJIOTHii

5.1. YueOHas auTeparypa

1. I'pummna, H. B. OcHoBbl nHpOpMaOHHON 0€30MacCHOCTH MPEANPUATHS @ yuyeOHoe
nocobue / H.B. I'pummmua. — Mocksa : UHOPA-M, 2021. — 216 c. — (Bricmiee odpa3oBanue:
bakanaBpuat). — www.dx.doi.org/10.12737/textbook_5cf8ce075a0298.77906820. - ISBN 978-
5-16-015105-2. - Tekct : anextponnsbiit. - URL: https://znanium.com/catalog/product/1784437

2. bapanosa, E. K. UHdopmarnmonHas 0e30MacHOCTh U 3aluTa HHPOpMAIHH : YueOHOe
nocooue / E.K. bapanoBa, A.B. babam. — 4-e u3x., nepepad. u gorn. — Mocksa : PUOP :
NH®PA-M, 2021. — 336 c. — (Bricuiee odpazoBanue). — DOI: https://doi.org/10.29039/1761-
6. - ISBN 978-5-369-01761-6. - Teker :  2JIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1189326

JlomonHuTeNnbHas IUTEpaTypa

5.2. Ilepuoanyeckas JuTepaTrypa
1. Bassl nannsix komnauuu «Mct Beroyhttp://dlib.eastview.com
2. Dnexrponnas budbmmoreka GREBENNIKON.RU https://grebennikon.ru/

5.3. UHTepHeT-pecypcbl, B TOM 4YHCJe COBpeMeHHble NpogecCHOHAIbHbIE 0a3bl
JAHHBIX U I/IH(l)OpMaIII/IOHHI)Ie CIIPAaBOYHBLIC CUCTEMbBI

DJIeKTPOHHO-01Oan0oTeuHble cucTembl (IBC):

1. DBC «}OPAWT»https://urait.ru/

2. DBC «YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAMH» www.biblioclub.ru



3. DBC «BOOK.ru» https://www.book.ru
4. 3bC «ZNANIUM.COM» www.znanium.com
5. OBC «JIAHb» https://e.lanbook.com

IIpodeccnonanbubie 0a3bl JAHHBIX:
Web of Science (WoS) http://webofscience.com/
Scopus http://www.scopus.com/
ScienceDirect www.sciencedirect.com
Kypuaner uznarenscrea Wileyhttps://onlinelibrary.wiley.com/
Hayunas snextponnas 6udmmoreka (HOB)http://www.elibrary.ru/
6. IlosHOTEKCTOBBIE apXMBBI BEAYIIMX 3allaJHBIX HAYYHBIX )KypHAJIOB Ha Poccuiickon
iatdopme HayuHbIX xypHatoB HOMKOHhttp://archive.neicon.ru
7. HanuoHnanbHast »JeKTpoHHas OuOIMoTeKka (JOCTynm K DJEKTpOHHOW OubnmuoTeke
auccepraiuii Poccuiickoii rocynapetsentoii oudmunorexku (PT'B) https://rusneb.ru/
8. Ilpesunmentckas oubamorexka uM. b.H. Ensriunahttps://www.prlib.ru/
9. DmnekrponHas kouiekius Okchopackoro Poccuiickoro @onaa
https://ebookcentral.proquest.com/lib/kubanstate/home.action
10. Springer Journals https:/link.springer.com/
11. Nature Journals https://www.nature.com/siteindex/index.html
12. Springer Nature Protocols and Methods
https://experiments.springernature.com/sources/springer-protocols
13. Springer Materials http://materials.springer.com/
14. zbMath https://zbmath.org/
15. Nano Database https://nano.nature.com/
16. Springer eBooks: https://link.springer.com/
17. "Jlexropuym TB" http://www.lektorium.tv/
18. VHuBepcuteTckas uHpopmanuonnas cucrema POCCHUS http://uisrussia.msu.ru

arwnE

HNupopManuoHHbIE CIPABOYHbIEC CHCTEMBbI:
1. Koucynberant [lmoc - cmpaBo4Hast mpaBoBasi cucTeMa (JIOCTYIH IO JOKaJIbHOM CEeTH C
KOMIIBIOTEPOB OMOIMOTEKN)

Pecypceol cB0OOHOTO f0CTYNA:

1. AwmepukaHckas mareHTHas 60a3a maHHbix http://www.uspto.gov/patft/

2. TlonHble TEKCTHI KaHAACKUX aucceprauii http://www.nlc-bnc.ca/thesescanada/

3. KubepJlenunka(http://cyberleninka.ru/);

4. MuHHCTEpPCTBO HAyKH U BhIcIIero oOpa3zoBanus Poccuiickoit deneparuu
https://www.minobrnauki.gov.ru/;

5. ®enepanbubiii noprai "Poccuiickoe odopazosanue”http://www.edu.ru/;

6. Mudopmanuonnas cucrema "EnnHoe OkHO 1ocTymna K 00pa3oBaTeIbHBIM
pecypcam"http://window.edu.ru/;

7. Enunas xosuekius upoBbix o0Opa3oBaTebHbIX pecypcoshttp://school-
collection.edu.ru/ .

8. denepanbHbIil LEHTP HH(DOPMALIMOHHO-00pa30BaTEILHBIX PECYPCOB
(http://fcior.edu.ru/);

9. IIpoekt I'ocynapcTBeHHOro HHCTUTYTa pycckoro sizbika uMeHH A.C. [Iymkuna
"O0pa3oBanue Ha pycckom"https://pushkininstitute.ru/;

10. CmpaBouno-uHpopManuoHHbIii moptan "Pycckuii s3bik"http://gramota.ru/;

11. Cnyx0a TemMaTHYECKUX TOJKOBBIX cioBapeihttp://www.glossary.ru/;

12. Cnosapu u sanukioneauuhttp://dic.academic.ru/;

13. O6pasoBatenbubiii mopran "Yueda'http://www.ucheba.com/;


http://www.elibrary.ru/
https://rusneb.ru/
https://www.prlib.ru/

14. 3akonomnpoekT "O06 obpazoBanuu B Poccuiickoii deneparuu'. Borpocsr u
otBeThInttp://xn--273--84d1f.xn--plai/voprosy_i_otvety

CoOcTBeHHBbIE YJIEKTPOHHBIE 00pa3oBaTe/ibHbIe 1 HHGOPMAIIMOHHBIE PECYPCHI

KyoI'Y:

1. Cpena moayasHOro quHamu4deckoro odydenushttp://moodle.kubsu.ru

2. ba3a yueOHBIX IUIaHOB, Y4eOHO-METOJUUECKUX KOMILIEKCOB, MyOIMKaIUi 1
koH(epenmii http://mschool.kubsu.ru/

3. bubmuotexa nHPOPMAIIMOHHBIX pecypcoB Kadeapbl HH(POPMAIIHOHHBIX
obpa3zoBaTeabHBIX TexHOMOruithttp://mschool.kubsu.ru;

4. DnektpoHHbIil apxuB nokymentoB KyoI'Y http://docspace.kubsu.ru/

5. DneKkTpoHHbIE 00pa3zoBaTENbHbIE pecypchl Kadeapbl MHPOPMALMOHHBIX CHCTEM H
TexHoJoruii B oOpasoBanuun KyOI'Y u HayuHo-mertoamueckoro xypHama "IIKOJIBHBIE
I'OAbI" http://icdau.kubsu.ru/

6. MeToauyeckue YyKa3aHus i OOYyYAKIIUXCS MO OCBOEHHIO IHCHUILIHHBI
(Momyast)

— O0mme peKOMEHIAUM 10 CAMOCTOSATEILHON padoTe 00y4alMUXCs;

CamocrosTenbHass paboTa MPEeAyCMATPUBAET CAMOCTOSITEIPHOE OCBOCHUE OTICIBHBIX
BOIPOCOB U MpoOIeM B paMKax yueOHOW AMCHMILTUHBL B mporecce camocToaTensHONH paboTh
CIyIIaTeIN 3HAKOMSTCS C COIepKaHNEeM HAYYHBIX CTaTeld U MOHOTpaduii, COCTABISIOT TE3HCHI,
OCYIIECTBJISIOT MOATOTOBKY K CEMHUHApCKUM 3aHATHSAM, OMHPASCh HAa CIHCOK JHUTEpPaTyphl U
JOTIOJTHUTENIBHBIEC CITUCKHA K TEMaM CaMOCTOSATENbHON MOATOTOBKH.

— Mertoanuyeckne PpeKOMEHJAUMH IO OCBOCHHIO JEKIHOHHOI0 Marepuaia,
MOATrOTOBKE K JIEKIMAM;

Jlexuus sSBJIIETCS TJIABHOW, BayKHEHIIEH GopMOil yueOHBIX 3aHATUH Mo AucIuIuInHe. Ha
JIEKIIMM W3JIaraloTcs OCHOBBI TEOPETUUYECKUX 3HAHUMU, CO3[IAIOTCS YCIOBHUS U OCYLIECTBISIOTCS
BOCIUTATEIBHBIC IENX TI0 (OPMHUPOBAHUIO CIICIIUATIMCTA, CIOCOOHOTO HAXOAUTh M MPAKTUYECKH
OCMBICIIUBATh MYTH PEIIEHUS TEOPETUUECKUX M MPAKTUUYECKHX 3a/ad. Ha nexumsx uznararoTcs
OCHOBHBIC TOJIO)KEHUSI HAyKH, WX J0Ka3aTeIbCTBa, METOJMYECKHE MPUEMbI, HCTOPHUS €€
pa3BUTHS, MPUMEHUMOCTb B IPYTUX HAYYHBIX JUCHUTIIINHAX.

JIeKIMOHHBIM KypC B IOJHON MEpE ONpENeisieT CONCPKAHUE NMPAKTUYECKUX 3aHATHH,
pacuetHO-Tpapuueckux paboOT W JPYrUX BHUJIOB CAMOCTOSTEIHHOW pPabOTHI CTYIEHTOB IIO
JTUCLUIUIMHE.

['maBHBIM MOKa3aTeneM KadecTBa JIEKUMU SBJSIETCS €€ HaydHbll ypoBeHb. Jlekuus
JOJDKHA cofep)KaTh (yHIaMEHTAJbHBIE MOJOXKEHHsI, Y3JIOBbIE€ BOMPOCHI, [OKa3aTelbCTBA
MPUBOAUMBIX TOJIOXKEHHUH, TTyOOKO pacKpbIBaTh HEPA3pPHIBHYIO CBs3b AUCHUIUIMHBL ¢ Keiic-
CTaJMMU, BO3HUKAIOIIUMH B XO/€ MPAKTUYECKON AEATEIbHOCTH.

Hayunspilii  ypoBeHb JEKIIMM 3aBUCHUT OT KBAIM(PHUKAUUM TPENOAABATENS, €ro
HEIPEPHIBHOIO COBEPILIEHCTBOBAHMUSI, HAYYHOI O pOCTa. AKIIEHTUPOBAHNE BHUMAHUS HA TOM WJIU
JIpyroM TIOJNOKEHUH OyAeT MNpaBUIbHBIM IIPH BBICOKOM OOIIETEOPETHYECKON MOATOTOBKE
MperoaBaTensi, ero CrocOOHOCTH MOHMMATh HAYYHO-TEXHUYECKUE 3aJaud, BO3HUKAIOIIME Ha
COBPEMEHHOM 3Tarle.

B crpykType ydeOHOro mpoiecca Ha JICKIIMM OTBOJUTCS OKOJIO TMOJIOBUHBI Y4E€OHOTO
Bpemenu. CyliecTBEHHOE 3HAYEHHE HMEET O0BbeM Yy4yeOHOro MaTepualia, BBIHOCUMOTO Ha
nexiuio. B mobom ciaydae T0KHBI OBITH 00ecreueHbl TITyOOKOe PacKphITHE CYIIECTBAa BOMPOCa
1 JOCTaTOYHO MHTEHCUBHAs paboTa CTYJEHTOB.

OcHoBa y4eOHOro maTepuana COIEPKUTCS B ydeOHHKE. DTO HE O3HAYAeT, YTO YCTHOE
M3JIOKECHHUE JOJDKHO TOBTOPATH coAepkaHuE ydeOHMKa. JIEKTOp MpakTUYecKH BCErJa MOXKET
HaliTH 0O0Jiee YETKOE M SKOHOMHOE H3JIOKEHHE JI0KA3aTeNbCTB, HE CHIIKAsl €ro CTPOTrOCTH H
OOITHOCTH.


http://273-фз.рф/voprosy_i_otvety
http://273-фз.рф/voprosy_i_otvety

NMenHo neknuu, Kak OCHOBHOW BHUJA  3aHATHA, oOecneuwBaroT  OOJbIIYIO
BOCIIUTATEIbHYIO CHITy 3aHATUS. B CBSI3U € 3TUM IpHU NOArOTOBKE JIEKLIUU OCOOEHHO TIIATEIbHO
0TpabaThIBAIOTCSI MUPOBO33PEHY €CKHUE BOIIPOCHI Kypca.

JlexTop 00s3aH MOJIB30BATbCS CTaHAAPTHBIMU TEPMHMHOJIOTHEH, OO0O3HAUEHUSIMU MU
€IMHULIAMU U3MEpEHHS. ITO 0OCTOATENHCTBO CYIIECTBEHHO, TaK KaK B MMEIOIIEHCS TUTepaType
€CTh MHOT'O OTKJIOHEHUH OT ATUX TPeOOBaHUM.

BerynurenbHas 4acTh JIEKUMM pa3[esieTcsl Ha OPraHU3allMOHHYHO, CBSI3aHHYIO C
MIPOBEPKOI TOTOBHOCTH ayTUTOPUH K Hauajy JEKIUH, U TOCTAHOBKY 3a/1a4i Ha 3aHATHE.

[locranoBKa 3amayM Ha 3aHATHE JaeTcsd B MPOU3BOJIBHOW (opme, M Kak MpaBHIIO,
COZICP)KHT B cele:

- KpaTKO€ HallOMUHAHHUE O MPEIIIECTBYIOUINX 3aHITUAX, HA KOTOPBIX paccMaTpUBaINCh
OTIpaBHBIC JJaHHBIE JUIsl JTAHHOW JIEKLIMK BOIIPOCHI, M3JIarajloch PellIeHHe aHAJIOTMYHON 3a/1auu B
JpyTroil MOCTaHOBKE WJIM IPU APYTUX NPEANOChIIKAX U T.I1.;

- 0OBSICHEHUE TICITH 3aHSTHS.

DTO OueHb BAXKHBIM MOMEHT JeKiuu. CTyaeHTaM JoJDKHa OBITh SICHa HEeoOXOIUMOCThb
UCCIIEZIOBaHUsl HOBOW 3aJayd WM MpoOJjeMbl. 3Jech 4YacTo Iernecoo0pa3Ho obpamiatbes K
UCTOPUM BO3HUKHOBEHMS M3y4aeMOM 3ajauM, MOKa3 BaXXHOCTU €€ ISl NMPAKTUYECKUX LieJeH.
[Ipu nocTaHoBKE 3aja4M Ba’KHO 3aMHTEPECOBATH CTY/IEHTOB MPEACTOSIINM 3aHITHEM.

[Ipu nocraHoBKe 3a7auu JODKHA ObITh Ha3BaHA M3ydyaeMas TeMa, COOOIIEHO Ha3BaHME
3aHATUS U yaeOHBbIE BOMPOCHI, Mojyiexaiire orpadborke. YacTo nenecooOpa3Ho mpeaBapuTenbHO
OPUEHTUPOBATh Ha CTENEHb CI0KHOCTU M Ba)KHOCTU BBOJUMBIX MOHATUN MJIM MAaTEMaTUYECKUX
BBIKJIQ/I0K.

—  Meroauyeckue  peKOMeHJAUMHM MO  TMOArOTOBKE K  CEeMHUHAPCKUM
(mpakTHYecKUM/ITa60PATOPHBIM) 3aHATHSIM.

ConepxaHne CEMUHApCKUX 3aHATUH ONpenessieTcsl KaJleHAApHbIM TEMaTH4YECKUM
IIJIAHOM, KOTOPBIN COCTABIIIETCA Ha OCHOBE pabouell MporpaMmbl U CLHUIUIMHBI U YTBEPKAACTCA
3aBeAyIOIIMM Kadeapoid.

B Hauvane kaxaoro 3aHATUSA IIpenojaBaTelb MPOBOJUT KpaTKoe OOCYKIEeHUE
TPYAHOCTEH, BOSHUKIINX B XOJI€ BBIIOJHEHUS 3a/laHni, TOMy4YEeHHBIX Ha MPeIbIyIleM 3aHITHH,
MOCJIe Yero HAallOMHMHAET CTYJEHTaM OCHOBHBIE MOHATHS, (POPMYINBI U METOIBI IO TOH Teme,
KOTOpasi U3y4aeTcsl Ha JaHHOM 3aHSATHH.

3aTeM HAuMHAETCS pEUICHHE MPAaKTHYECKUX 3anad (MpuUMEpoB) IO TeME€ 3aHATHIL.
IlepByto 3a1auy 1O KaXkAOMY pa3zielly TeMbI pelaeT npernoaaBaTeib.

Hanee mpenojaBaTenb JMOO 3allMChIBA€T TEKCThl HECKOJBKHMX 3a/Jad Ha JIOCKe, JUOO0
3allUCBIBAET HOMEpa 3TUX 3ajad MO 3aJaYHHUKY, UMEIOIIEMYyCs Yy CTYAEHTOB, M Ipeljaraet
CTYACHTaM CaMOCTOSTEJIbHO PELIMTh O3TU 3aJadyd, HIpU HEOOXOIAMMOCTH, HCIOJIb3Ys
KOMIIBIOTEPBI.

Hexotopoe Bpems npenonaBarens HaOIOAAET, KaK CTYJEHTBI PELIAIOT U, €CIIH JieJa Uy T
YCHEIIHO, IPUTJIAIIAET OJHOr0 U3 CTYJEHTOB K JOCKE Ul PELIeHUs OYepeHOM 3a1auu.

Ecnn ke y CTyqeHTOB BO3HHMKAlOT TPYIAHOCTH, IperojaBaTellb caM IPUCTyHaeT K
PELICHUIO 3a/la4M Ha JOCKE, HO JIeNlaeT 3TO MEIJICHHO C MOAPOOHBIM pa30opoM Ka)Joro Iara
pelieHuss U C 0053aTeIbHBIM BOBJIEUEHHEM CTYAEHTOB TIpYMIbl B IPOLECC OOCYXKIACHUS
anropuT™Ma peueHus 3aaadu. W tak nasnee, nmepexozas OT 3aJadyM K 3ajaye, IOKa He 3aBEPLINTCS
3aHsTHE.

B koHIe 3aHATHS NpenojaBaTeNb 3aJaeT CTYACHTAM 3aJJaHuE 10 CaMOCTOSITEIbHOMY
PELIEHUI0 HECKOJIBKMX 3aJad JoMa (JJIs 3aKpEeIUIEHUS HaBBIKOB PEIICHMs) WIM BapHAHTHI
WH/IMBUyabHBIX PACUETHBIX 3a1aHUH.

[IpakTueckue 3aHATHS 3aBEpIIAIOT M3yyeHUE Hambosiee BaXKHBIX TeM Y4eOHOM
aucuumianHel. OHM CIy’KaT A 3aKpeIUIeHHs W3YyYeHHOro MaTepuala, pa3BUTHS YMEHHH U
HABBIKOB, MPUOOPETEHHs] ONbITa YCTHBIX MYOJWYHBIX BBICTYMJICHHUM, BEIEHUS IHUCKYCCHH,



apryMeHTalMi U 3alUThl BBIABUIAEMbIX MOJIOKEHHH, a TaKkKe AJI1 KOHTPOJIS MpernojaBaTeiaeM
CTEIEHHU IOJTIOTOBJIEHHOCTH CTYJIEHTOB 110 U3y4yaeMOW AMCIUIUINHE.

[IpakTHueckoe 3aHATHE MpEANojaraeT CBOOOAHBIH OOMEH MHEHHSIMH IO H30paHHOMU
temaTuke. OH HAUMHAETCS CO BCTYNMMTEIBHOI'O CIOBA IpenojaBaTelis, (GOpMyJIUPYIOIIEro Leib
3aHATHST M XapaKTEepPU3YIOLIEr0 €ro OCHOBHYIO IpoOJeMaTHKy. 3areM, Kak IIpaBHIo,
3aCIyIIMBAIOTCS COOOIICHHS CTYJICHTOB, PEIIAFOTCSA 3ajaud, TecThl. OOCYXIACHHE COOOIICHHS
COBMEIIIAETCSI C PAacCMOTPEHHEM HAaMEUYEHHBIX BONPOCOB M pemieHHeM 3anad. CoobiueHwus,
Mpernoarapilue aHaiu3 NyOoauKanuil Mo OTIeNbHBIM BOINpPOCaM, 3aCIyLIMBAIOTCS OOBIYHO B
cepenune 3aHATHUS. [loomipsieTcss BBIABHXKEHHE U OOCY)KIEHUE albTepHATUBHBIX MHEHUH. B
3aKJIFOYUTENIFHOM CJIOBE TpENnojaBareib MOABOAUT UTOTM OOCYXJEHHS U OOBSBISAET OLEHKU
BBICTYNaBUIMM CTyJI€HTaM. B 1ensx KOHTpOJsl MOATOTOBIEHHOCTH CTYJEHTOB M NPUBUTHS UM
HaBBIKOB KpAaTKOI'0 IHCBMEHHOTO M3JI0KEHHS CBOMX MBICIEH MpenojaBaTellb B XOJI€
MIPAKTUUYECKUX 3aHATUN MOXET OCYIIECTBJIATh TEKYIUMH KOHTPOJb 3HAHUHW B BMJIE TECTOBBIX
3a7laHUN.

IIpy moxaroroBke K MNPAKTHUYECKOMY 3aHATHIO CTYACHTbl MMEIOT BO3MOXKHOCTh
BOCIIOJIb30BAThCsl KOHCYJIbTALUAMMU Ipenozaasarens. KpoMe yka3aHHBIX T€M CTYIEHTHI BIIpaBe,
I10 COTJIACOBAHMIO € IperoiaBaTeneM, U30upaTh U Jpyrue HHTEPECYIOLINE UX TEMBI.

KauectBo yueOHON pPabOTBHI CTYAEHTOB IpENOAaBaTeNb OLIEHUBAET B KOHILE 3aHATHS,
BBICTABJISAS B pa0ounii xKypHaJ TeKymue oueHkd. CTyAeHT UMEeT NPaBO 03HAKOMUTHCS C HUMHU.

Onna u3 3¢p¢dexkTuBHBIX (OPM OCBOEHMsS Y4eOHOro Marepuana — 3TO IOATOTOBKA
coobuienuii, pedepatoB. CooOlieHHEe — 3TO CaMOCTOsTeNbHas paboTa, aHAIU3UpYHOLIAs U
obobImaromas nyOonMKauy IO 3aJaHHOM TeMaTHKe, NpeAnonaramomas BbIPaOOTKY H
000CHOBaHHE COOCTBEHHOH IO3MLIMKM aBTOpa B OTHOLIEHUH paccMaTpUBAaEMBIX BOIIPOCOB.
[TonroroBka cooOIIeHHUs] — JOCTaTOYHO KpOmoT/iauBBIA Tpyld. Ero Hamucanuio mpenmiecTByer
U3y4EHHUE IIUPOKOro Kpyra GuiocoPpCcKux nepBOMCTOUHUKOB, MOHOrpaduil, ctate, o0o01eHe
JTUYHBIX HaOmoneHuil. PaboTa Haj cooOlieHreM CIOCOOCTBYET Pa3BUTHUIO CaMOCTOSITEIBHOTO,
TBOPYECKOTO MBILIUIEHUS, YUUT NMPUMEHITh SIKOHOMUYECKHE 3HAHUS HA IPAKTHKE NIPU aHAIIU3E
aKTyaJbHBIX COLMAJBHBIX M MPaBOBBIX MpobieM. Pekomenayemoe Bpemsi cooOmmenus - 10-12
MUHYT.

— MeToanyeckue PEKOMEHAAUHA MO MOATOTOBKE K J1eJI0BOM urpe

BreimonHeHne 3agaHWii IO TOATOTOBKE K JEIOBOM WIpe HAmNpaBlIeHO Ha yriayOieHue
TEOPETUUECKUX 3HAHWH, (OPMHPOBAHHWE NPAKTUUECKMX YMEHHH M HaBBIKOB paboTaTh B
KOJUIEKTHBE cobmoas KOH(UIEHIIMAIBHOCTb,, Heo0Xo1uMon 1St peleHus
npodeccuoHaNbHbIX 3a/1a4

Ha npaxkTrueckux 3aHATUSAX TpyMNIa JEIUTCs Ha ABE IPUMEPHO PaBHbIE MO KOJMYECTBY U
MOTEHIUATY TOATPYIIIIHI.

Kaxnas w43 nmoarpymnm  InpeiacraBiseT  coOOW  KOHKYPHPYIOIIYIO — OpraHH3alUIo
(npennpusitue). Haspanue, npoduib AedTenbHOCTH (OXMHAKOBBIA JUIsi 0OOMX HpEeIIpUsTHI)
OOBIYHO MpeJIaratoT CTyICHTHI.

Jeranu3upyercs Habop OU3HEC MPOLIECCOB MPEANPUATUS U €T0 OPr. CTPYKTYPHI (BBIIEISAIOT
otaensl, 1exa u Ap.). IllpennoxeHHslii HaOOp Takke OAMHAKOB JUIsi OOOMX MPENIPHUSITHH.
Hanpumep, cnyx0ba cOblTa, MapKeTUHIOBBIA OT/EJ], OCHOBHOE IPOU3BOACTBO (MOXHO IIO
exam), ciayxxoa 6ezonacaoctu, UT-otaen u 1.1.

CtymeHTbl JeniaTcs B KaXJIOW TMOArPyNIE Ha «COTPYAHUKOB» COOTBETCTBYIOIIMX
nojpasaeneHuil (o0bruHO He Oosee 2 yenosek). Hanpumep, mapkeTuHrosslit oraen OO0 «X» :
ITerpoB A.C., Yuctakosa B.A., mapkerunrossiii otaen OOO «Y»: Csubnosa C.U., llyiickas
B.A.ut.1.

3amauell KakIOro «OTHena» sBISETCS — pa3pabdoTKa MAaKCHMMaJbHOTO KOJHYECTBA
MOTEHIUATbHBIX YIPO3 yTpaThl, MOPYM, MCKaXEHHUS COOTBETCTBYIOIEH HH(OpManUu U Mep
MPOTUBOJIEHCTBUS ATUM yrpo3aM- C OAHOW CTOPOHBI, I MaKCUMaJIbHOI'O KOJMYECTBa CIIOCOOOB
MOJTy4eHU s, TOPYH, UCKaKeHUs UH(POPMAaIMK OT/IeTa-KOHKYPEHTa-C IPYroi.



[lepen mnpoBeaeHHEM JAEILUIPbl KaXAbIH «OTIEI» CHAET 3alleyaTaHHbIA KOHBEPT,
3aKJIeeHHBIH JUCT OymMarn M T.I. MPENOJAaBaTeNlo, TJE€ COAEPKHUTCI HHPopManus o
MPEANPUHATHIX Mepax 110 IPOTUBOAECHCTBUIO YIpo3aM yTpaThl, OPUH, UCKaKEHUs HH(OpMaLuu
1 Mepax MPOTUBOJEHCTBUS BO3MOKHBIM YI'PO3aM CO CTOPOHBI KOHKYPEHTA.

[TpencraBuTenu «OTAEIOBY» OOMEHHMBAIOTCS «ydapamu». B Hayame oIWH OTIEN MBITaeTCs
MOJyYUTh HMH(POPMALMIO-APYTroi MapupyeT BbINAAbl COrJACHO pPaHEE CHAAHHBIM IEepedHsIM
MpernojaBaTesnto, 3aTeM HaoOopoT. [Iis HCKIIOUEHUs CHOpPHBIX CHUTyallud IperojaBaTeib
KOHTPOJIMPYET MPOLIECC OPUEHTUPYSACH [0 BCKPHITOMY B NMPUCYTCTBUU I'PYIIIBI KOHBEPTY, JUCTY
U T.I. 32 KK YCHENIHBIA deMeHT (MHpopMaIus MoTydyeHa T.K. JSHCTBEHHON 3aIlUThl HE
MPeayCMOTPEHO0) mpucyxkaaercss 1 Gamn. BeurpeiBaer komanma HaOpapmias OoJjbpliee KOJ-BO
6asioB.

IIpumeuanus.

B mnpomecce ¢dopMynupoBku 3amaHus M Opoduias aesTenbHOCTH (UPMBI Ha3bIBaeTCs
U3BECTHBIM peajbHBIA MPOU3BOAUTENb, JKEJNATEIbHO C HEKOTOPHIMM HHAMKATOpaMHU €ro
X03SIMCTBEHHOM AesTenbHOCTH. C 1ebl0 MOHMMAHMS JAOCTYNHOCTH MCIIOJIb30BaHUS METOJI0B
3amThl U monydeHus uH(opmanuu. COOTBETCTBEHHO, IpeajiaraeMble HepealbHble II0
TEXHUYECKUM MM (PUHAHCOBBIM COOOPa)KEHUSM METOJbI JTOJDKHBI OBITH OTOPOILEHBI, XOTA U
03BYYEHBI CTyJJEHTaMH. A KOMaH/1a MOXKET ObITh olTpadoBaHa Ha 1 Oa.

B ocBoeHMM MUCHUIUIMHBI WHBAIMAAMU U JIMLIAMU C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMH
30pOBBsl OONbIIOE 3HAUEHUE HMMEET WHIAUBUAyaldbHas ydeOHas paboTa (KOHCYNbTAllUU) —
JIOTIOJIHUTENIBHOE pa3bsiCHEHUE yueOHOro MaTepHuana.

NunuBuayanpHble KOHCYJbTAIlMM IO TPEIAMETY SBJSIIOTCA BaXXHBIM  (PAKTOPOM,
CMOCOOCTBYIOIIUM WHIANBUIyIN3AIIUN O0YUYECHUSI U YCTAHOBJIEHHUIO BOCIIUTATEILHOTO KOHTAKTa
MEXAy TMpernojaBaTteeM H OOyYarolmUMCsS WHBAJIMAOM WJIA JIMIOM C OTpaHUYCHHBIMU
BO3MO>KHOCTSIMH 3/10POBBS.

7. MaTepuajibHO-TEXHHYECKOeoOecTeyeHne Mo JUCHUIIuHEe (MO1YJ/110)

HaumeHoBaHue CrienuanbHbIX OCHAIIEHHOCTh CIENUATbHBIX IlepeyeHp JIMIIEH3UOHHOTO
IIOMEILCHUN [IOMEIICHUH MPOrpaMMHOr0 00eCeYeHUsI
VuebHbIe ayIUTOPUH st | Mebenb: yueOnast mebens Microsoft Windows 8, 10,
MPOBEJICHNUSI 3aHATHi JIeKInoHHOro | Texuuueckue cpencrBa odoydenus: | Microsoft Office Professional Plus
THIIA 9KpaH, IPOEKTOP, HOYTOYK
VuebHble ayIUTOPUH i | MeGenb: yaeOHast MeOelb Microsoft Windows 8, 10,
TIPOBEICHNUS sanstuidl | Texnuueckue cpencrea ooydenus: | Microsoft Office Professional Plus

CEMHHAPCKOTO THIIA, TPYMIIOBBIX M | AKpPaH, IPOEKTOP, HOYTOYK
VHAVBHUIYAIbHBIX  KOHCYJIbTaLUMH,
TEKYILETro KOHTpOJIS u
IIPOMEKYTOUHOM aTTECTALIUU

VYueOHbIe ayJUTOPHU /IS MeGenb: yueOHast MeOeIb
npoBezeHus 1abopaTopHbIX pador | TexHHUeckue CpeacTBa O0yUCHHUS:
9KpaH, IMPOEKTOpP, KOMIBIOTEPHI,

HOYTOYKH

Oo6opynoBaHue:
Jlabopatopus unpopmarmonssix 1 | [IK,  Tepmunansusie  craniuu, | Microsoft Windows 8, 10,
yrpasasronmx cucrem 201 H Veunurens asroHoMHEIN | Microsoft Office Professional Plus
JlaGopaTopusi 5KOHOMHYECKOM 0ecrpoBOTHOM 1C: Ilpennpustue 8

undopmartuku 202H SPSS Statistics




JUin  caMocTOsTeNbHOM — paboThl  OOy4aroOmMXCsl  MPEIyCMOTPEHBbl  IOMELIEHHUS,
YKOMIUIEKTOBAaHHBIE CIIELMATN3UPOBAHHON MeOeblo, OCHALICHHbIE KOMIIBIOTEPHON TEXHUKOM C
BO3MOKHOCTBIO MOJAKIIOUEHUsI K cetu «MHTepHeT» u obecrneyeHueM JocTyna B 3JIEKTPOHHYIO
nH(POPMAITMOHHO-00Pa30BaATENBHYIO CPEly YHUBEPCUTETA.

HaumenoBanue moMereHuit ais OcCHAaIIEHHOCTD ITOMEIEHNN IS [lepeueHp NHULIEH3MOHHOTO
CaMOCTOSITETLHON pabOTHI CaMOCTOSITETFHON pabOTHI MIPOTPAMMHOTO 00eCTICUCHHUS
oOyJaromuxcs oOyJaromuxcst
IMomerenune a71st caMoCTOSATEbHON | MeGerb: yuebHas Mebernb Microsoft Windows 8, 10,
paboTel obyuarommxcs (antanbubii | Kommmekr — crermanusuposannoit | Microsoft Office Professional Plus
3an Hay4roit OnbmmoTexn) MeOeJH: KOMITBIOTEPHBIE CTOJIBI
ObopynoBaHue: KOMITBIOTEpHAS
TEXHHUKA C IMOAKJIFOYECHUEM K
uH(pOpMaIMOHHO-
KOMMYHUKAI[MOHHON CETH

«aTepHer» M IOCTYyIIOM B
ANIEKTPOHHYI0  WH(OPMAIMOHHO-
00pazoBaTeIbHYIO cpeny
o0pa3oBareNbHOM  OpraHU3aluHy,
BeO-KaMepbl, KOMMYHHUKAIIMOHHOE
obopynoBaHue, o0OecHeunBaroIee
JOCTYI K  CeTH  HWHTEpHeT
(mpoBozmHOE COEIMHEHNE 3¢
OecripoBOHOE  COCIMHEHHE 110
texuojorua Wi-Fi)

INomerneHne Ui CaMOCTOATENbHOM | Mebenb: yueOHas Mebesb Microsoft Windows 8, 10,
pabotsl obygaronuxcst (aym.213 A, | Kommekr — crnenumanusuposantoi | Microsoft Office Professional Plus
218 A) MeOeNu: KOMIBIOTEPHBIE CTOJBI

OobopynoBanue: KOMITBIOTEpHAS

TEXHHKA C MOAKIIOYEHHEM K

WH)OPMAIIMOHHO-

KOMMYHHUKAI[MOHHOM’ cetu

«VHTEpHET» ®M  JOCTYyIIOM B
JNIEKTPOHHYI0  HMH(POPMAIUOHHO-
obpa3oBareIbHyI0 cpeny
o0pa3zoBaTeNbHOM  OpraHu3aluHy,
Be0O-KaMepbl, KOMMYHHKAI[HOHHOE
obopymoBaHue, oOeCIIeUNBAOIICE
JOCTYI K  CeTH  HWHTEPHET
(poBOHOE COeTMHEHHE "
OeCIIpOBOJTHOE  COCJMHEHHE  I10
texHonorun Wi-Fi)
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