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1 Henu u 3a1a4u U3yYeHUs1 TUCHHUILINHBI (MOIYJIsT).

1.1 Ileanb ocBOEeHUN TUCHUIIUHDI.

[lenp OCBOGHHWS AWCHMIUIMHBI — PAcCMOTPEHHE 3anad  MHPOpMATH3AUU U
byHIaMEHTAIbHBIX TPOOJeM OpraHu3aluud U (QYHKIIMOHUPOBAHUS KOMIBIOTEPHBIX CeTeil
JIOKAJIbHBIX U TJI00ANbHBIX. M3ydueHune 3ToON AUCIUIUIMHBI SBJISIETCS BaXKHOM COCTAaBHOM 4acThlO
COBPEMEHHOr0 MaTeMaTU4eCcKoro 00pa3oBaHus M 00pa30BaHUs B 00JaCTH KOMITBIOTEPHBIX HAYK.

1.2 3aga4yu AUCHUINJIMHBI.

3aaur OCBOCHUS AUCUUILIUHBI «AJIMUHUCTPUPOBAHUE 3AIIUIIEHHBIX HHHOPMAIIMOHHBIX
cuUcTeM (ceTeil)» HMEIOT IeNbl0 OO0Yy4YHTh MarucTpoB paboTe C COBPEMEHHBIMH CETEBBIMU
ONEPAIMOHHBIMU CHCTEMaMU U KOMIIBIOTEPHBIMU CETSIMH Ha YPOBHE, KOTOPBIM MO3BOJHI Obl
KBATM(UIIMPOBAHHO YCTAHABIIMBATh, HACTPaWBaTh, aJMUHHCTPUPOBATH, MOJCPHUZUPOBATH U
yYCTpaHATh HEUCIPABHOCTH B pabOTE UCIONIb3yeMO HHPOPMAIIMOHHOI CETH.

OOy4eHre MarucTPoOB MO KypCy «AJIMHUHHCTPUPOBAHUE 3aIUIIEHHBIX HHPOPMAITHOHHBIX
cucmem (ceTei)» MOJKHO CIOCOOCTBOBaTh BOCHUTAHUIO y HHUX CTPEMJICHUS K MOCTOSTHHOMY
MOBBIIICHUIO MPOPECCHOHATBHON KOMIIETEHTHOCTH, MPOGECCHOHATBHOIO KPYyro3opa, YMEHHS
OpPUEHTUPOBATHCS B TCHACHIUSAX U HAMIPABICHUAX PA3BUTHUS HHPOPMAIIMOHHBIX TEXHOJIOTUH.

MaructpadTsl 03HAKOMSTCS C HCTOPUEH BO3SHUKHOBEHHMS M COBEPIICHCTBOBAHMS
KOMITBIOTEPHBIX CETEH;

DBOJIIOIHS KOMITBIOTEPHBIX CETEH;

OO0111e NPUHIKUIBI IOCTPOCHUS CETEH;

KoMmmyHuKkamus kaHaJIOB U MTaKETOB,;

ApXHUTeKTypa, CTaHIapTH3AIUS U Ki1acCu(UKaIus ceTe.

1.3 MecTo AucumInHbI (MOAYJis) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMBbl.

JucuumniuHa «AIMUHUCTPUPOBAHKE 3AIUIICHHBIX HH)OPMAIIMOHHBIX CUCTEM (CeTeil)»
OTHOCUTCSI K 4YacTH, (OpMHUPYEMOH Y4acTHHKaMHM OOpa30BaTeIbHBIX OTHOIIEHHMH Ojoka 1
" IucuumauHel (Moynn)" yueGHOro MiiaHa.

JlaHHasi TUCHUITIMHA, KaK TPOrpaMMHO-annapaTHas OCHOBA MPOTPaMMUPOBAHUS, TEOPUHU
ceTeil, Kpunrtorpaguu, TEOPUU 3aIUIIEHHBIX HHPOPMAIIMOHHBIX CHCTEM, MpH3BaHa
COJICHCTBOBAaTh (PyHIaMEHTANU3alUKd 00pa30BaHUsl, YKPEIUIEHUIO MPABOCO3HAHUS U Pa3BUTHIO
CHUCTEMHOI'O MBIIIJIEHUSI MaruCTpoB. A Tak)Xe Pa3BUTHIO HAaBBIKOB NMPUMEHEHUS COBPEMEHHBIX
KOMITHIOTEPHBIX CPEJICTB JIJISl PEIICHUS €CTECTBEHHO-HAYYHBIX MPOOIIEM.

1.4 IlepedyeHp NMJIAHMPYEMBIX Pe3y/JbTATOB O0y4eHUs] MO JMCHUILIMHE (MOAYJIIO),
COOTHECEHHBIX C IVIAHUPYEMbIMH Pe3y/J1bTATAMH OCBOEHHS 00pPa30BaTEJIbHOI IPOrpaMMBbl.
Pe3ynbrarel 00y4eHus MO AUCHIUTIIINHE

(3Haer, ymeeT, BlajeeT
(HaBBIKM U/WUITU OTIBIT JESTEIILHOCTH))
IIK-5 crnocoOHOCTh BBIMOMHATH PaOOThl O YCTAHOBKE, HACTPOMKE W OOCITYXKHBaHUIO
MPOrPaMMHBIX, TMPOTPAMMHO-AMIMAPATHBIX (B TOM YHWCIE KPUOTOTpaUUYECKUX) CPEACTB
3aIuThl HH(OpMaLIUU

KO,I[ N HAUMCHOBAHHC I/IH,Z[I/IKaTOpa*
JOCTHXXCHHA KOMIICTCHIIMH

HIIK-5.1 Opranuzyet nHGOPMAIIIOHHYIO
Cpelly B COOTBETCTBUM C IPaBOBBIMU
HOpMaMu u periaameHTamMmu
npodeccuoHaTbHON JIESTENIBHOCTH
YUpEXKJIEHUS WIH OpraHu3aluu

UIIK-5.2 Bnaneer OCHOBaMU
MH(OPMALIMOHHBIX TEXHOJIOTUH, yMEeT
poeCCHOHATIBHO OIPENEIUTh YPOBEHb
HEO0OXO0IUMOTO MPOTrpaMMHO-
anmapaTHoOro o0ecrnevyeHus 3auumaeMon
MH(OPMALIMOHHON CUCTEMBbI

NIIK-5.3 MwMeeT HaBBIKM YCTAHOBKH,
TECTUPOBAHUS u O0OHOBJICHHUS

3HaTh:

O KOMITBIOTEPHOM peanu3aiui HHHOPMAITMOHHBIX
00BEKTOB.

CBsi3n KOMITBIOTEPHOM anreOpsl W YHUCICHHOTO
aHalImM3a.

DNIEMEHTHI TEOPUU CIOKHOCTH AIITOPUTMOB.
VMmeTs:

OnpenensiTh CTPYKTYPhI TaHHBIX B KOMITBIOTEPHOM
anredpe.
Hcnonp3oBarh
BEIUHCIIEHUH.

TCXHUKY CHUMBOJIBHBIX




Pe3ynbrarel 00y4eHus MO AUCHUIIIIMHE
(3Haer, ymeer, BlIaJeeT

(HaBBIKW W/WJTU OTIBIT ACSATEIHHOCTH))

IPOrpaMMHO-aNNapaTHOrO  OCHAIIeHus | [[puMeHATh OCHOBHBIE MaTeMaTHUYECKUE METOJIbI,

aIMMHHUCTPUPYEeMON HH(OPMALIMOHHON | UCIOIb3yeMbIe B aHanmze TUIIOBBIX

CUCTEMBI (CETH) KPUNTOTPaPUUECKUX AITOPUTMOB.

Bnanets HaBbIKamu:

KJIacCU()UKALIMU CUCTEM KOMIBIOTEPHOU alreOpshl;

OPUEHTHPOBAThCS B THUIOBBIX apXUTEKTypax

BBIUUCIIUTENILHBIX IPOLIECCOB;

WCIIOJIb30BaHUs  OUONIMOTEKH  aNrOpuTMOB U

MAKETOB PACHIMPEHHUS;

MOMCKA M HCIOJIb30BAHUS COBPEMEHHOM Hay4HO-

TEXHUYECKON JUTEpPaTypoi B obnactu

CHUMBOJIbHBIX BBIYHUCIICHHH.

Koxa u HanmeHoBaHue nHIUKAaTOpa™
JOCTH>KEHHSI KOMIIETCHIINU

2. CTpyKTypa M coaep:KaHue THUCHUIINHBI.

2.1 PacnpenesieHue TPyA0€MKOCTH JUCIHMILUIMHBI 110 BUIaM padoT.

Obmas TpyA0EMKOCTh IUCHHUIUINHBI cocTaBisieT 3 3a4. ef. (108 vaca), ux pacnpeneneHnue
0 BHJIaM pa0oT MPEICTaBICHO B TaOIHUIIE.

Bun yuebnoii pabotbl Bcero CemecTtpsl
4acoB (dachrn)
1
KonTakTHasi pabora, B TOM 4ucJe:
AyauTOpHBIE 3aHATHS (BCEro): 32 32
3aHsTHsI IEKIMOHHOIO THIA 16 16 - - -
JlaGopaTopHble 3aHATHUS 16 16 - - -

3aHATHS] CEMUHAPCKOTO TUIIA (CEMUHAPHI,
NPaKTUICCKHE 3aHSTHS)

WNnas koHTaKkTHasA padora:
KonTpons camoctostensHol padotsl (KCP)

IIpomexyrounas arrecranus (MKP) 0,2 0,2
CamocrosiTesibHas padoTa, B TOM 4HcIe: 758 | 758
Kypcogas pabora - - - - -
ITpopaboTka yuebHOro (TeopeTuyecKkoro) MaTepuana 30 30 - - -
BeInonHenue WHAMBU YA IbHBIX 33aHUi (TOATOTOBKA 19 19 i i i
COOOLIeHUH, Tpe3eHTaluil)
Pedepar 10 10 - - -
IToaroroBka K TEKyIemMy KOHTPOJIIO 16,8 16,8 - - -
KoHTpoJnb:
ITonroroBka K 3auety - -
OO0mas Tpy10eMKOCTh yac. 108 108 - - -
B TOM YK CJIe KOHTAKTHASA 322 | 322
pabora
3a4. e/l 3 3

2.2 CTpyKTypa AUCHUILIMHBI:
Pacnpenenenue Bu10B ydeOHON pabOThI M UX TPYJOEMKOCTHU IO pa3JieaM JAUCIUILITUHBIL.



Pasnensl qucnuIuinHbl, n3ydaemeie B 1 cemectpe (ounas ¢popma)

KonunuectBo yacos

AynutopHas preayan
Ne HaumeHoBaHHe pa3enoB YAMTOP TOpHast
Bcero pabora

pabota

JI I13 JIP | CPC
1 2 3 4 3) 6 7

OOm1ast XxapaKTepUCTHKA KOMIIBIOTEPHBIX CETEH 1

1 |ceTeBbIX onepaluoHHbIX cucTeM. CeMrypOBHEBas 28 4 4 20

MOZCIIb CETHU, Y3JIbl U KOMIIOHCHTBEI CCTH.

YnpaBieHne OCHOBHBIMH PEeCypcaMy KOMITbIOTEPHBIX
o |cereil. 3amuTa nepumerpa cetu. DaerpBosl, 28 4 4 20
aHanM3aTopsl ceTH, TexHosoruu Cisco.

JlokanbHbIe U TI00AIBHEIE CETU. TEXHOIOrNU
3 |Aurepuer. IIpotokosl ceteit. MeTombr Web- 26 4 4 18
MIpOrpaMMHUPOBaHUS.

ApPXUTEKTypa CETEBbIX MPUIIOKEHHI,
BzaumoneiictBue nporeccoB TpaHCOPTHBIE

4 CITYy>KOBI, TOCTYIHbIC TpUIOXKeHusIM, TpancroptHeie |258| 4 4 17,8
CITykO0BbI, TIpeiocTaBisieMblie THTepHETOM,
[TpOTOKOJIBI IPUKIIATHOTO YPOBHSI.
16 16 75,8

HUmoeo no oucyuniune:

[Tpumeuanue: JI — nexiuu, [13 — mpaktuueckue 3aHsaTHs / cemuHapbl, JIP — naGopaTtopHble
3anstusa, CPC — camocrositensHas pabota Maructpa

2.3 Coaeprxanue pa3aeoB AMCHUIIHHBI:

2.3.1. 3aHATHSA JICKIMOHHOI0 THIIA

®opmMma
HanmenoBanue P
Ne asena Copneprxanue paszaena TEKYLIETO
P KOHTPOJISI
1 2 3 4
1 |O6mas xapakTepucTHKa | DBONIOLUS KOMIBIOTEPHBIX CETEN P
KOMITBIOTEPHBIX ceTeli u| OOIIue NPUHLUIILI TOCTPOSHHS CETEN
CETEBBIX OIEPALlMOHHBIX KOMMYTaI_[I/Iﬂ KaHaJIOB U ITIaKETOB
CHCTEM. CranpapTusanus 1 Kiaccuukanus ceren
CeMUypOBHEBas MOZIETH CereBble XapaKTEPUCTUKN U Ka4ECTBO
CeTH, y3IBI 1 o0cTyXKUBaHUS
JIunuu cBa3u
KOMITOHEHTHI CETH.
2 |YupasieHue Anpecarus B creke npotokosioB TCP/IP ]
OCHOBHBLIMU pecypcamu | IIpoTokon MeskceTeBoro B3auMoaeucTBus IP
KOMTIBFOTEPHBIX CEeTeil. [TpoTokomnsl TpancnoptHoro ypous TCP u UDP
3amura nepuMeTpa ITporokonbel MapmIpyTH3anuu U TexHosnorus SDN
cern. DaeiipBoTbI IPv6 xak pa3zsutue ctrexa TCP/IP
* b
AHATTH3ATOPHI CETH, OcHoBHBIE TIOHSATHS ¥ PUHIIAIIBL
i nH(pOpMaAITMOHHOM 0€30MMacHOCTH
texHosoruu Cisco.
TexHoJOrMM ayTeHTU(UKALINHN, AaBTOPU3ALIIH U
yIpaBJIEHUS TOCTYIIOM




TexHonornu 6€30MaCHOCTH Ha OCHOBE aHAJIN3a
Tpaduka ATaku Ha TPAHCTIOPTHYIO
nH(ppacTpykTypy cetn bezomnacHocTs
MPOrPaMMHOTO KOJIa ¥ CETEBBIX CITYkKO
ITonsTHE 0 ceTeBOii 6€30IaCHOCTH

3 |JlokaJibHBIC U Opranuzanus 1 yCIayr riI00albHBIX CeTei T
I00AJIbHBIE CETH. TpaHcIOpTHBIE TEXHOJIOTHH I100AIBHBIX CETeH
TexHomoruu I/IHTepHeT. Texuonorus MPLSI/IHTepHeT — OTO CC€Th, HC
TIPOTOKOJIBI CETEi. MMEIOIIAsl €IMHOTO LIEHTPA YIPABICHUS U B TO XKE
MeTosr web- BpeMs paboTaroias o eUHBIM IIPaBUIIaM U
[POrPAMMUPOBAHHSL. MPEZIOCTaBIAIONIAs BCEM CBOMM I0JIb30BaTEIM

eIUHBIN Ha0Oop ycayr. IHTepHET — 3TO «CeTh
ceTei», HO Kaxkaas Bxoasas B MIHTepHer cetb
YIPABIISIETCS. HE3aBUCUMBIM OIIEPATOPOM —
npoBaiinepom ycayr Muarepuera (Internet Service
Provider, ISP). MynbTuMeuifHbIC CETEBBIC
npuioxeHus CBONCTBA BUJICOAAHHBIX

CaoiicTBa aymogaHHbIX Bubl ceTeBbIX
MYJIbTUMEINIHBIX TPUIIOKEHUI

4 |Apxurektypa ceteBbix | O030p npotokona HTTP Henocrosinabie u P
MPHUIOKEHHUH, MIOCTOSIHHBIE COEAMHEHUS
BzaumoeiicTBre ®opmar HTTP-cooOmienus Bzaumoneiicteue
IIPOLIECCOB TOJB30BATENA U CEPBEpa:

TpancropTHbIe i/?Okle-g%H%IH Be6-kammpoBanne
CITy>KOBblI, TOCTYITHBIE eTol ¢ ycloBHeM

Ilepenaua ¢aitstoB o nporokony FTP

y

MIPUIIOKEHUSM,

Komane! 1 orBeTsl mpotokosia FTP
TpancniopTHbIe

DnekTpoHHas noyta B lHTEpHETE
CITYXOBI, I

potokon SMTP
HPEAOCTABISIEMBIC Cpasnenue ¢ nporokojom HTTP
HNuTepuerom, dopmMaThl IOYTOBOTO COOOIIECHHS
IIporokost IIpoTOKOIIBI 1OCTYIIA K 3JIEKTPOHHOM 1IOYTE
MIPUKJIATHOTO YPOBHSI.
2.3. 3aHATHS NPAKTHYECKOI0 THIIA.
®opmMma
Haumenosanue
Ne Conepxanue pazaena TEKYIETo
pasnena
KOHTPOJIA
1 2 3 4
1 |O6mas xapakTepucTrKa | DBOIIONHS KOMITBIOTEPHBIX CeTel P

KOMITBIOTEPHBIX CETEN U
CETEBBIX OIIEPALIMOHHBIX
CHCTEM.
CeMnypoBHEBasi MOJIEb
CETH, Y3JIbl U
KOMITOHEHTBHI CETH.

OO01re MPUHIUIIBI IOCTPOSHUS CeTel
KoMmmyTanus kaHanoB U MakeToB
Cranmaptuzamnus 1 KjaacCupUKaIus ceTei
CeTteBble XapaKTEPUCTUKHU U KAYECTBO
00CITy>)KMBaHUS

JIvaum cBs3u

KonnpoBanue n MyIbTUILIEKCUPOBAHUE JAHHBIX
Texnonoruu nepsuunbix cereit PDH u SDH
Texnonoruu nepsuunbix ceteit DWDM u OTN




TexHomornu GU3HIECKOro YPOBHS O€CIIPOBOIHBIX
cere

BecnpoBo/1HbIE TOKATLHBIC U IEPCOHATIBHBIE CETH
MoOupHBIC TEIIEKOMMYHUKAITMOHHBIE CETH
Nudopmanuonnsie ciyxos1 IP-ceTeit

Cryx0a yrpaBJICHUS CETHIO

VYnpasnenue
OCHOBHBIMH peECYpCamMu
KOMIIBIOTEPHBIX CETEH.
3amuTa nepuMeTpa
cetu. daelpBoIbl,
aHaJIN3aToOPbI CETH,
texHosioruu Cisco.

Anpecanus B creke npotokosnioB TCP/IP
[IpoTokon MexcereBoro B3aumoaectaus [P
[IpoTokomnsl TpancnoptHoro ypous TCP u UDP
ITpoToxosibl MapupyTu3anuu u Texuonorus SDN
IPv6 kak pa3Butue crexa TCP/IP

OcHOBHBIE IOHATHS U TPUHLIUIIBI
nH(pOpMaIMOHHOM 0€30MMacHOCTH

TexHonornu ayTeHTU(hUKALNU, aBTOPU3ALIH U
yIpaBIeHUS TOCTYIIOM

TexHomornu 6€30MaCHOCTH HAa OCHOBE aHAJIHM3a
Tpaduka

ATaky Ha TPaHCIOPTHYIO HHPPACTPYKTYpPY CETU
be3omnacHOCTh MPOrpaMMHOTO KO/ U CETEBBIX
CITy X0

[TonsiTre o cereBoit 6e30MacHOCTH

OcHOBBI KpunTOrpapuu

[MudpoBanme ¢ CAMMETPUYHBIMU KITIOYaMH
IudpoBaHue ¢ OTKPHITHIM KIIOUYOM
[{enocTHOCTH COOOIIEHUH U TUPPOBBIE MOANUCH
Kpunrorpaduueckue xaur-pyHKIum

Kog ayrentudukanum cooOieHus

[udposbie noanucu

AytenTH(uKanMs KoHeuHoU Toukn ObecnieueHue
0€301aCHOCTH 3JEKTPOHHON MOYTHI

be3omnacHas 35eKTpoHHas ouTa

PGP, 3ammra TCP-coennaeHu# py OMOIIH
TexHojoruu SSL

besonacHocTh Ha cereBoM ypoBHe: [Psec n
BUPTYyaJIbHbIE

qyacTHble ceTu [Psec u BUpTyanbHbIE YaCTHBIE CETU
(VPN)

ITporoxonsr AH n ESP

be3onacHsle acconuanuu

Henrarpamma IPsec

IKE: ynpasieHnne Kiro4amMu npu npuMeHeHnu [Psec
3amuTa 6ecpOBOIHBIX JIOKAJIBHBIX CETEH
Kon¢uaennuansHOCTh Ha YPOBHE ITPOBOJHBIX
cereit (WEP) 8.8.2. Cranmapt IEEE 802.111
OKcmlyatalinoHHasi 0€30MacHOCTh: OpaHaMayd Pl U
CUCTEMBI

00Hapy>XeHUS BTOP>KEHUM

bpanamayspbl

CucreMbl 0OHApyKEHUSI BTOPKEHUH .

JlokannHbBIE 1
riI00alIbHBIE CETH.
Texnonoruu MHTEPHET.

Opranuzanys u yciayri riao0anbHbIX ceTei
TpaHCIOPTHBIE TEXHOJIOTHH TTTO0AIBHBIX CETEH




IIpoTOKOIIBI CETEM.
Mertoabl web-
MIPOrpaMMHUPOBAHUSI.

Texnonorusst MPLSHHTepHET — 3TO CETh, HE
MMEIOIIAsl €IMHOTO LIEHTPA YIPABIEHUS U B TO XKe
BpeMsi paboTarolas o eMHbIM paBUiiaM U
IIPEIOCTABIISAIONIAsl BCEM CBOMM I10JIb30BaTEISAM
eUHbII Ha0op ycayr. IHTepHeT — 3TO «CeTh
ceTei», HO Kakaas Bxoasmas B MInTepHer cersb
YIPABJISIETCS. HE3aBUCUMBIM OIIEPATOPOM —
npoBaiinepom yciyr Uareprera (Internet Service
Provider, ISP).

MybTUMEIMITHBIE CETEBbIE IIPUIIOKECHUS
CBoiicTBa BUACOJaHHBIX

CaoiicTBa ayinogaHHbIX Buibl ceTeBbIX
MYJIbTUMEAUNHBIX TPUIOKEHUI

[ToTokOBOE BelIaHNE XPAHUMBIX BUACOJaHHBIX
UDP-Bemanue

HTTP-Bemanue

AnantuBHOe Bemjanue u texHoiaorua DASH
Cetu pacrnipoctpanenust konteHta (CDN)
[Tpumepsr: Netflix, YouTube u Kankan
IP-Tenedonus

BoccranoBnenue noTepsHHBIX TAKETOB
Uccnenosanue VolP-npunoxeHus Ha mpuMepe
Skype

[TpoTokobl 7151 OOIIEHUS B PEKUME peaIbHOTO
BpEMEHU

[Iporokon RTP

[Iporokon SIP

[loanepxka MyIbTUMEIUNHBIX CEPBUCOB HA YPOBHE
CeTH

OLieHKa CEeTEBBIX PECYPCOB B YCIOBUSIX
HErapaHTHUPOBAHHOMW JJOCTABKHU
[IpenocraBieHre HECKOJIBKUX KaTEropui
00CITy>)KMBaHUS

Apxutektypa DiffServ

ApXUTEKTYpa CETEBBIX
MIPUIIOKEHUH,
B3anmopeiicteue
IIPOLIECCOB
TpancnopTHbie
CI1y>KOBbl, TOCTYIHbIE
MIPUIIOKEHUSM,
TpancnopTHbie
CITyKOBlI,
MPEAOCTABIIIEMbIE
HNHTepHeToM,
[IpoTokosl
MIPUKIIATHOTO YPOBHSI.

0630p mporokona HTTP Henoctosiuubie
IIOCTOSIHHBIE COEIMHEHUS

®opmar HTTP-coobmenus B3aumopeiicrsue
I0JIB30BATENS U CEpBepa:

cookie-gaiinbl Beb-kammpoBanue

Meton GET ¢ ycnosuem

[lepenaua ¢aiinos no npotokonay FTP
Komanas! u oTBeTsl mpotokona FTP
OnekTpoHHas nouta B MIHTepHETE
ITporoxon SMTP

Cpasnenue ¢ npotokosom HTTP
dopmMaThl TOYTOBOTO COOOIICHUS
[IpoTokoiibl 1ocTyna K 3JIEKTPOHHOM MoYTe
DNS — cnyx0a katanoros MuTepHeTa
Cnyx0651, ipenoctaBisieMbie DNS

Kak paGoraer DNS

3anucu u coobmenus DNS

OnHOpaHroBbIE MTPHIIOKEHHUS




OnHopaHToBHIH (aimoo0MeH

Pacnpenenennbie Xen-Tadbaulisl
[IporpaMMupoBaHre COKETOB: CO3[JaHNE CETEBbIX
IIPUIIOKEHU N

[IporpaMMupoBaHre COKETOB C UCIIOJIB30BaHUEM
UDP

[IporpaMMupoBaHu€e COKETOB C UCIOJIBb30BAHUEM
nporokosia TCP

2.3.2 3aHsATHS CEMHUHAPCKOIO THUIIA.

He npenycmoTrpensl

2.3.4 IlpumepHasi TeMaTHKa KYPCOBBIX Pa0doT (IIPOEKTOB)

KypcoBble paboTbl HE IPEYCMOTPEHBI.

2.4 IlepeyeHb y4eOHO-MeTOAUYECKOI0 o0ecneyeHHsl I CAMOCTOSTeIbHOI padoThl
00y4YaIIUXCS 10 JUCHHUILIMHE (MOYJII0)

[Tepeuenb yueOHO-METOAMUECKOTO 00ECIeYeHH S JUCIUILIUHBI
Ne Bun CPC I10 BBIIIOJIHEHUIO CaMOCTOSITENIbHOM pabOThI

1 2 3

1 | IToaroroBka pedepatoB [PoxxkoB A.B. «Tembl Hcciae0BaTebCKUX PabOT U METOINYCCKHE
Y HAy4YHBIX COOOIICHUH [yKa3aHWs 10 WX HAIMCAHUIO», YTBEPXKICHHBIC Kadeapoi
(yHKIIMOHATBFHOTO aHanu3a W anredpel, mpotokon Ne 1 ot 13
anpens 2022 r.

2 |CamocTosTEIBHOE PoxkoB A.B. «llepedyeHb  3JCKTPOHHBIX  HCTOYHHKOB
OCBOECHUE TCOPUU nH(OpPMALIUK TSI CAMOCTOSTENBHBIX PabOT MO BCEMY KypCy
Maructepckoil mporpammsel AM3U u pekoMeHJaluu IO €ero
WCIIOJIb30BAHNIO». MeETOAMYeCKHe YyKa3aHWs, YTBEP)KICHHBIC
kadenpoii GyHKIIMOHAIBHOTO aHATTN3a U alNreOphl, MPOTOKOI 1 OT
13 ampenst 2022 1.

1. Meroauueckue yka3zaHHs JUIs MOJATOTOBKM K 3aHATHSM JEKIMOHHOTO U CEMHHApPCKOIo
Tuna. YTBepxkaeHbl Ha 3acenaHuu CoBeTta (akyibTeTa MaTeMAaTUKH M KOMIIBIOTEPHBIX HayK
OI'BOY BO «Ky6I'Y». ITpotokos Ne 5 ot 05 mast 2022 .

2. Metoandeckne ykKa3aHUs TI0 BBITIOJHEHHIO CAMOCTOSATEIBHOW PabOTHI O0YJaroIIuXCs.
YTBepxneHs! Ha 3aceqanuu CoBera (akynbTeTa MaTEMaTUKU U KOMIIBIOTEpHBIX Hayk T’ BOY
BO «Ky0I'V». [Ipotokos Ne 5 ot 05 mas 2022 r.

3. Meronuyeckue YyKazaHUS 110 HCHOJIb30BAHUIO HHTEPAKTHBHBIX METOIOB OOydeHUs.
YTBepkaeHbl Ha 3aceqannu CoBera akyabTeTa MaTeMaTHKU U KOMIbIOTEpHbIX Hayk PI'BOY
BO «Ky6I'Y». IIporokon Ne 5T ot 05 mas 2022 r.

4. Meroauveckue yKazaHUs 10 TIOATOTOBKE dcce, pedepaToB, KYpPCOBBIX padoOT.
VYTBepxneHs! Ha 3aceqanuu CoBera (akynbTeTa MaTeMaTUKU U KOMITBIOTEpHBIX Hayk @T'BOY
BO «KyO6I'Y». IIpotokon Ne 51 ot 05 mas 2022 r.

5. Meroauueckue yKa3aHHs IO BBIIOJHEHUIO JTa0OpaTOpHBIX pPabOT. YTBEp)KIACHBI Ha
3acenanun CoBera (axkynpTeTa MaTeMaTHKu U KoMmnbloTepHbIX Hayk @T'BOY BO «KyoI'V».
ITporoxon Ne 5 ot 05 mast 2022 r.

6. MeTonnveckne yKa3aHus TI0 BBITOJHEHUIO PAaCUETHO-TPa(QUIECKHUX 3aIaHUi. Y TBEPKICHBI
Ha 3aceianuu CoBera (akynbreTa MaTeMaTHKU U KoMbloTepHbIX HayKk PI'BOY BO «KyoI'Vy.
IIporokon Ne 5 ot 05 mas 2022 r.

Y4yeOHO-METOANYECKHE MaTepuaibl I CAaMOCTOATEIBHONW pabOThl OOYyYalOIMIUXCS W3
Yrclia MHBAIH/IOB U JIUI] C OTPaHUYSHHBIMU BO3MOKHOCTSIMH 370poBbsi (OB3) nmpenocraBnstorcs
B (hopMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM UX 3/JOPOBBS U BOCIIPUATHS HH(POpMALIUU:



JIJ1s1 JTUI ¢ HApYIICHUSIMU 3PCHHUS

— B IIeYaTHOM popMe C YBEITMUCHHBIM IPUPTOM,

— B (popMe 2IEKTPOHHOTO TOKYMEHTA.

JLiist JIU1 ¢ HApYIICHUSIMH CITyXa:

— B mieyaTHoM hopme,

— B (hpopMe 3IEKTPOHHOTO IOKYMEHTA.

JInst Ll ¢ HApyIICHUSIMH OTIOPHO-/IBUTATEIBLHOTO arlapara:
— B IIeYaTHOM ¢opme,

— B (hopmMe 2IEKTPOHHOTO TOKyMEHTa

3. O0pa3oBaTe/ibHbIE TEXHOJIOTHH.
AKTUBHBIE M HMHTEPAaKTUBHBIE (POPMBI JIEKIMOHHBIX 3aHATHH, NPAKTUYECKUX 3aHATHMH,

KOHTPOJIbHBIX pa60T, TECCTOBBIX BaﬂaHHﬁ, THUIIOBBIX PacyY€TOB, JOKJIAaA0B, CAavda SK3aMCHa.

Bun 3anstust Hcnoab3yemMble HHTEPAKTHUBHBbIE 00pa3oBaTeIbHbIE TEXHOJIOTHH
113 MynpTuMeauiiHass — Jekunus-Oecena: O630p  mporokona  HTTP
HenocTosiHHBIE M TOCTOSTHHBIE COCTUHEHUS
I13 Jluckyccus Ha Temy: DNS — ciyx06a katanoros MHTepHeTa
Ciry>xOb1, mpenoctasisieMbie DNS
113 Kpyrastit cton Ha remy: Kak paboraer DNS 3anucu u coobmenus DNS
Ceme Bun Hcnonb3yemble HHTEpAKTHBHbIE 00pa3oBaTe/IbHbIE Konuuec
cTp 3aHATHA TeXHOJIOTHH TBO
4acoB
9 [Ipaktuuecku | Tema DBoONNS KOMIIBIOTEPHBIX CETEH. 4
€ 3aHATHUS Tema Cny>xObl HHTEpHETA 4
Tema Komanel u orBets! nporokona FTP 4
Tema DnextponHnas noura B IHTepHeTe. 4
Juckyccust Ha Temy: «YTpaBieHUe MporpaMMaMu 1 4

ITPOTOKOJIAMHU CETH» C JOKJIAaJaMU-TIPE3EHTALUIMU
Kpyrmnerit cton Ha Temy: «O0111ast apXUTEKTypa CETEBBIX 4
npaiiBepoB Ha npuMmepax apaiiBepoB 11t UNIX u Linux.» ¢
JOKJIaJaMU-TIPE3EHTAUMHU

MosroBoii mtypm» («Mo3roBas atakay): [lapamnensHas 4
00paboTKa U CHHXPOHU3AIIMS TIPOIECCOB.
KommerotepHas cumynsinusi: BocctanoBiieHue paboThl ceTu 4
pu cO0sIX. 3aluTa MePUMETpPa CETH.

Hmoeo: 32

Jnst U1 ¢ OrpaHMYE€HHBIMH BO3MOXXHOCTSMH 3JI0POBBSl MPEAYCMOTpPEHA OpraHu3aIus
KOHCYJIBTAIMI CO CTYICHTOM IPH TTOMOIIH JIEKTPOHHON HH()OPMAITMOHHO-00pa30BaTEIHLHOM CPEIbI
BVY3a.

B pamkax peanuzanuu KOMIETEHTHOCTHOTO MOAXOAAa MPEIyCMATPUBAIOTCS CIEIYIOLIUE
OCHOBHBIE BHJIbI aKTHBHBIX M HMHTEPAKTUBHBIX (OPM MPOBEACHHS YYEOHBIX 3aHATUH, KOTOPHIE
YKa3bIBAIOTCS B pa00UYUX IporpaMmmax JUCHHUIUIHH, TPodecCrOHAIBHBIX MOAYIIEH, MPAKTUK B paMKaxX
KOTOPBIX OHU PEANTH3YIOTCS:

— NpUMeHeHNe YJIEKTPOHHBIX 00Pa30BaTeIbHBIX PECYyPCOB;

— KOMIIbIOTEPHbIE CUMYJISILINH;

— QHAJIN3 MPOU3BOJICTBEHHBIX CUTYALMI;

IIpakTHYeckne 3aHATHA C 3aIIAHMPOBAHHBIMH ommmoOKamu. [locie oOBSIBICHHUS TEMBI
MpernoiaBaTesib coo0maer, 4yTo B HEW OyleT cleJaHO ONpEeeTICHHOE KOJUYECTBO OIIMOOK



pPa3IMYHOrO THUMA: COAEP)KATEIbHbIE, METOJANYECKHE, NTOBeAeHYEeCKHE U T. 1. CTyleHTHl B KOHIIE
JICKITUU JIOJDKHBI Ha3BaTh OIIMOKH.

Busyanu3zanus. B 1ganHOM THIE 3aHATHMI Tiepeqava mperogaBareiieM HH(pOpMaruu
CTYJIGHTaM COIIPOBOXKJIA€TCS TIOKA30M pAa3JIMYHBIX PHUCYHKOB, CTPYKTYPHO-JIOTHYECKUX CXEM,
OTNIOPHBIX KOHCIIEKTOB, JUarpaMm u T. 1. ¢ nomoibio TCO u 9BM (cnaiiapl, BU1€03anuch, JUCIUICH,
MHTEPAaKTUBHAS IOCKA U T. 11.).

Pa30opoM KOHKpeTHBIX cHTyanuii 1o Gopme opraHu3aluu MOX0)Ka Ha JUCKYCCHUIO, B
KOTOPOM BOIPOCHI JUIsl OOCYXJEHHUS 3aMEHEHbl KOHKPETHOM CHTyaluel, mpeajaraeMoit
oOyJaromumMmcs s aHalli3a B YCTHOM Wi mUcbMeHHOM hopme. OOCyKaeHrne KOHKPETHON CUTyalluu
MOXET CIYXKUTh MPETOJUEN K JNalbHEHIIEH TPaJWLMOHHON JIEKUMA M HCHOJIb30BATHCA IS
AKIICHTUPOBAHUS BHUMAHUS ayIUTOPUHU HA U3Yy4aeMOM MaTepuare.

KosnokBuyM — BuA y4eOHBIX 3aHATHH, NPEACTABIAIONMN c0o00il oOcyxaeHue moj
PYKOBOACTBOM  TIpEroAaBaTelisi IIUPOKOrO0 Kpyra mpodiieM, HalmpuMmep, OTHOCHTEIHHO
CaMOCTOSITENILHOTO OOJBILIOTO pa3jena JEKIMOHHOTO Kypca WM OTIENbHBIX YacTell Kakoi-nmubo
KOHKpEeTHOH TeMbl. OH MOXET BKJIKOYaTh BONPOCHI M TEMbl W3 H3y4yaeMOH NHUCLUMIUIUHBI, HE
BKJIFOYEHHBIE B TEMbI MPAKTUUECKUX U CEMUHAPCKUX 3aHATUN. KOJIJIOKBUYM MOXET POBOJUTHCS B
dbopMe MHAUBHUAYATLHOM Oece/Ibl MPeroaaBaTens co CTYJEHTOM WIIH KaK TPYIIOBOe 00CykKIeHHUE.

Pa3bop koHKpeTHBIX cuTyanuii (keiic-Merom). MeTon KeicOB MpeACTaBISIET COOOMU
W3y4YeHUE, aHajlu3 W IMPUHATHE PEIICHUW MO CHUTyallud, KOTOpas BO3HHMKJIA B pe3yJbTare
MPOUCHICIIINX COOBITUH, PEATBHBIX CHUTYallMd WM MOXKET BO3HUKHYTH IPH ONPEISICHHBIX
00CTOSATENHCTBAX B KOHKPETHON OpraHU3aIMi B TOT WM MHOM MOMEHT BPEMEHH.

JenoBasi urpa — hoopma Bocco3qaHusl MPEIMETHOTO U COIIMAIILHOTO CO/Eep KaHUs OyayIiei
poecCuoHaNBHOM AeATeIbHOCTH CIIEUANNCTA, MOJICTUPOBAHUS T€X CUCTEM OTHOIICHUN, KOTOphIE
XapaKTEepHBI NIl 3TON AESITeNbHOCTH, MOAETUPOBAHUS MPO(ECCHOHANBHBIX MPOOJIEM, peallbHbBIX
MPOTUBOPEUNI U 3aTPYTHEHHH, HCIBITBIBAEMBIX B TUIMUYHBIX MPOPECCHOHATBHBIX MPOOIEMHBIX
cutyarusix. CylIecTBEHHbIE TPU3HAKUA JCJIIOBOM WIPhl: — MOJACIHUPOBAHUE TMpolecca Tpyaa
(1eATEeNbHOCTH) PYKOBOJUTENEH U CIEIMATUCTOB MO BBIPAOOTKE MPO(EeCCHOHANBHBIX PEIICHU; —
Hajgu4ue oOIIed LeNMu y BCEeW TPYMIbL, — pacnpeiesieHue pojiel MexAy YJaCTHUKAMH UTPHI; —
pa3inurde PpOJNEBBIX 1eJell mMpu BBIPAOOTKE pEUIeHWH; — B3aWMOJECHCTBHE YYaCTHHKOB,
WCIIOJTHSIONUX T€ WU HWHBIC POJIM; — TPYNIOBas BBIPAOOTKA PEIICHUN YYaCTHUKAMH HIPBI, —
peanu3anus IENOYKH PEIICHU B UTPOBOM MPOLECCE; — aIbTEPHATUBHOCTh PEIICHHI; — HAJIUUue
YIPABISIEMOT0 SMOLIMOHAIBHOTO HAIPSKEHUS

KoMmnbioTepHasi cuMyJIsIIIUsi — 5TO MAaKCUMAIIbHO MPUOIIKEHHAs K peaTbHOCTH UMHUTAIHS
Pa3IMYHBIX MPOIECCOB M (MIIM) JEATENBHOCTH C HCIOJIb30BAHUEM MPOTPAMMHOI0 OOeCTeueHus
00pa3oBaTeNbHOTO Ha3HAUCHUSI.

4. OueHo4YHbIE CPeCTBA AJISA TEKYHIEro KOHTPOJISl YCIIeBAeMOCTH U NMPOMEKYTOYHOM
aTTeCTALMU.
4.1 ®donx OLIEHOYHBIX CPEACTB IJI MPOBeAeHHUs TEKYIEro KOHTPOJISA.
CIHUCOK TEOPETUYESCKUX BOIIPOCOB (JIJIs IOATOTOBKH K 3a4ETy)
1. DBomronust KOMIBIOTEPHBIX CeTEH
OO01re TPUHIIUITBI TOCTPOCHHUSI ceTel
KommyTanust kaHaJIOB ¥ TAaKETOB
CrangapTu3anus U KiacCUpUKaIus ceTei
CeTteBbie XapaKTEPUCTUKH U KAY€CTBO OOCITYKHBAHUS
JIvauu cBs3n
KonupoBanue v MyIbTUILIEKCUPOBAHUE JAHHBIX

Noakown



8. Texunomoruu nepsuunsix cereit PDH u SDH

9. Texnonoruu nepBuyHbix ceteit DWDM u OTN

10. TexHonoruu GU3NIECKOTO YPOBHS OCCIPOBOAHBIX CETEH
11. becipoBo/iHbIE JIOKAJIbHBIE U IEPCOHATIBHBIE CETU

12. MoOunpHBIE TETIEKOMMYHHUKAIIMOHHBIE CETH

13. Uadopmarmonnsie ciyx0b1 [P-ceTeit

14. Cnyx0a ynpaBieHHs CETHIO

15. AnmnaparHas 3aBUCUMOCTb U IIEPEHOCUMOCTb.

4.2 ®oH OLIEHOYHBIX CPEICTB ISl MPOBEACHUA MPOMEKYTOUYHOM ATTECTAIUN.
CHHCOK THIOBBIX aJITOPUTMOB (ISl CAMOCTOSTEIIbHBIX 3aHITHI U 3a4eTa)
AnantuBHOe Bemanue U texgoiiorus DASH

Cetu pacnpoctpanenus koutenra (CDN)

[Tpumepsr: Netflix, YouTube u Kankan

IP-tenedonms

BoccranoBneHnne noTepsiHHbIX TAKETOB

Uccnenoanme VolP-npunoxenus va npumepe Skype

[IpoTokoinb! 17151 OOILIEHUS B PEKUME peaTbHOTO BpeMEHU
[Iporokon RTP

[Ipotokon SIP

0. Ilognepxka MyIbTUMEAMIHBIX CEPBUCOB HA YPOBHE CETH

1. OneHka ceTeBbIX PECYPCOB B YCIOBUSAX

12. HerapaHTUPOBAHHOM TOCTaBKU

13. IIpenocTaBieHne HECKOJIBKUX KATeTOpUi 0OCTYKHUBAHHS

14. Apxurekrypa DiffServ

RRoOoo~NoOR~wNE

IIpumepHbIie TeMbl pedepaTUBHBIX I0KJIA10B

ATaku Ha TPAaHCIOPTHYIO HH(PPACTPYKTYPY CETH
BezonacHOCTh MPOrpaMMHOTO KOJIa ¥ CETEBBIX CITYKO
ITonsaTHe 0 ceTeBoii 6€30MaCHOCTH

OcHoBbl KpunTorpaduu

HIudpoBanue ¢ CHMMETPUYHBIMU KITFOYaMHU
[ugpoBanme ¢ OTKPBHITHIM KITFOUOM

IenocTHOCTH cOOOIIEHNH U IM(POBBIE TOIIHCH
Kpunrorpadguueckue xa1-QpyHKIIIH

Kon ayrentudukaiuu cooOuieHus

0. [ucpossie oIUCH

. AyteHTH(UKaLM KOHEYHOI TOUKU

12. Ob6ecnieuenmne 6€30MaCHOCTH IEKTPOHHOM MOUYTHI

13. bezonacHas 1eKTpOHHAs oYTa

14. PGP, 3ammra TCP-coenuaeHm ipu moMoIm TexHosoruu SSL
15. bezonacHocTh Ha ceTeBOM ypoBHe: IPsec u BupTyanbHbIe
16. wactHbie cetn [Psec u BupTyansHbie yacTHbIe ceTH (VPN)
17. ITIpotokonst AH u ESP

18. bezonacHble accoruanum

19. Nletitarpamma IPsec

20. IKE: ympasnenue kiroyamu npu npuMeHernu [Psec

21. 3ammuTa 6ecpOBOIHBIX JIOKATBHBIX CeTel

RBRoOoo~NoO,r~WNE

-
-

Kpurepun oneHuBanus pe3yibTaToB 00y4eHuUst
Kpurepuu onieHMBaHus 10 3a4ETY:



«3aYTEHOY»: CTYJCHT BJIAJICET TCOPETUYESCKUMHU 3HAHUSMHU 110 JAHHOMY Pas3/ieiy, 3HaeT OpPMbI
JIONyCKAeT HE3HAYUTEJIbHBIE OIIMOKM; CTYAEHT YMEET IpaBWIBHO OOBICHATH MaTepual,
WUTIOCTPUPYS €r0 IPUMEPAMHU

«HE 3a4TE€HO»: MaTepual He YCBOEH WJIM YCBOEH YaCTHUYHO, CTYAEHT 3aTpyIHACTCS IPUBECTH
IIPUMEPBI, JOBOJIBHO OTPAaHUUYEHHBIA 00BEM 3HAHUI IPOrPaMMHOIO MaTepHala.

OneHouHble CpecTBa Ul MHBAJIUIOB U JIUL] C OTPAHUYEHHBIMU BO3MOYKHOCTSIMU 3/10POBbSI
BBIOMPAIOTCS C YUETOM MX UHIMBUIYAIBHBIX MCUXO(U3NIECKUX OCOOCHHOCTEH.

— NpY HEOOXOAMMOCTH MHBAJIMIAM U JIMLAM C OIPAaHUYEHHBIMU BO3MOXKHOCTSIMU 3/10POBBS
IIPEIOCTABIISAETCS JONOJHUTENBHOE BPEMs JUIsl IOATOTOBKHM OTBETA HAa SK3aMEHE;

— NpHU NPOBEJEHUU MPOLEAYPhl OLEHUBAHUS PE3yJbTaTOB OOY4YEHMsS HMHBAIMUJOB U JIUI C
OTrpaHMYEHHBIMU BO3MOXHOCTSIMHU 3/10POBbsl IPEAYCMATPUBAETCS UCIIOJIb30BAHUE TEXHUUECKHUX
CPEeACTB, HEOOXOIUMBIX UM B CBSI3U C UX MHANUBUIYAIILHBIMU OCOOEHHOCTSIMU;

— MPH HEOOXOAUMOCTH Uil O0YYAIOIIUXCsl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI U
MHBAJIUOB NPOLEAYpPa OLCHUBAHUS PE3yIbTATOB 0OYUEHUS [0 AUCHUIIIMHE MOXKET IIPOBOAUTHCS
B HECKOJIBKO ITaIoB.

[Tponienypa oLeHUBaHMS pPe3yJbTaTOB OOYYEHUS WHBAIMJIOB M JIML C OrpaHUYCHHBIMU
BO3MOXXHOCTSIMU 3/I0pOBbSl 10 JUCLMILIMHE (MOAYJIO) MPEAyCMaTpUBAET IIPEIOCTABICHUE
uHpopmauuu B (opMax, aganTUPOBAHHBIX K OrPaHMYEHHMSIM HX 370POBbS U BOCIPHSITUSA
uH(popMaluu:

JUist u1 ¢ HapyIeHUsIMU 3pEHUS:

— B Ie4aTHOH (hopMe yBEITMUYCHHBIM MIPU(TOM,

— B (popMe 3IIEKTPOHHOIO IOKYMEHTA.

JI1s AL ¢ HapyIIeHUsAMHU CIlyXa:

— B [TIeYaTHOU (opme,

— B popMe PIIEKTPOHHOTO TOKYMEHTA.

Jlist a1 ¢ HapyIeHUsIMM OTIOPHO-/IBUTATENIBHOTO anapara:

— B miedaTHoi opme,

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA.

JlaHHBIA TIepeYeHb MOXKET OBITh KOHKPETH3UPOBAaH B 3aBHCHMOCTH OT KOHTHHTEHTA
oOyJaromuxcs.

S. IlepedyeHb OCHOBHOM M JOMOJHHUTEJBHOH y4eOHOM JUTEPaTypbl, HEOOXOAMMON JIst
OCBOCHUS IMCHUILIMHBI (MOIYJIs1).
5.1 OcHoBHas JiuTEpaTypa:
1.Tensbyx C.C. Cetu O9BM u TenekoMMyHUKaIMH. ApXUTEKTypa U OpraHu3aius: yueOHoe
nocobue  [Dnexkrponneld  pecypc]. —  CII6.: Jlams, 2022. - URL:
https://reader.lanbook.com/book/206585

2. CepreeB A.H. OCHOBBI JIOKaJbHBIX KOMITBIOTEPHBIX CeTeH, 2-¢ W3[. [DIIeKTpOHHBII
pecypc]. — CII6.: Jlans, 2021. — URL: https://e.lanbook.com/reader/book/173807

5.2. lonoiHUTE/ILHAS JIATEPATYpAa:

1. Tenraiikun E. A. Opranusanus ceTeBoro agMUHUCTpUpoBaHus. CeTeBble ONepalioHHbIe
CUCTEMBI, CepBepbl, CIYyXObl U TMpoToKoybl. IlpakTHueckue paboOTHI, 2-€ WU3A.
[DneKTpOHHBIN pecypc]. — CII6.: Jlanb, 2021. — URL:
https://e.lanbook.com/reader/book/167189

2. Kypasnes A. E., Makmano A. B., Teinasikaps JI. H. Kopniopatusabie nHpopmMalioHHbIe
CUCTEMBI. AJIMUHHCTPUPOBAHUE CETEBOTO JOMEHA, 2-¢ W37. [DJIEeKTpPOHHBIN pecypc]. —
CII6.: JIans, 2021. — URL.: https://e.lanbook.com/reader/book/176675

3. Kypoys /1., Pocc K. Kommbrorepabie cetn. Hucxomsmuit moaxo, 6-e u3a. M.: I3a1-Bo «D».
2016, - 912 c.

4. Onudep B., Onudep H. Komnbrorepusie cetu. I[IpuHLINIIBI, TEXHOIOTUH, TIPOTOKOJBI, 6-€
u3 . CIIG.: TTutep. 2020 — 1008 c.



5.3 llepuoguyeckne U3TaHUA:
He npenycMoTpeHnbl
6. UHTepHET-pecypchl, B TOM YHCJIe COBPeMEHHbIE MPodeccnoHaIbHbIe 0a3bI IAaHHBIX

U MH(OpPMAIIHOHHBIE CTIPABOYHbIE CHCTEMbI

NS

5.

J1eKTPOHHO-0ubIMoTeuHbIe cucTeMbl (IBC):

DBC «FOPAUT» https://urait.ru/

ABC «YHUBEPCUTETCKAS BUBJIMOTEKA OHJIAWMH» www.biblioclub.ru
DBC «BOOK .ruy» https://www.book.ru

OBC «ZNANIUM.COM» www.znanium.com

OBC «JIAHBb» https://e.lanbook.com

IIpodeccnonanbubie 6a3b1 JAHHBIX:

1.

o Uk wn

8.
9.

Web of Science (WoS) http://webofscience.com/

Scopus http://www.scopus.com/

ScienceDirect www.sciencedirect.com

Kypuanst uznarenscrea Wiley https://onlinelibrary.wiley.com/

Hayunas snekrponnas 6udnuoreka (HOB) http://www.elibrary.ru/
[TonHOTEKCTOBBIE apXUBBI BEAYIIMX 3allaJHbIX Hay4HBIX )KypHaJIOB Ha Poccuiickoit
wiatdopme HayuHbIX xxypHaoB HOMKOH http://archive.neicon.ru

HaunonaneHas snexkTpoHHas Oubnumoreka (HOCTynm K DJIEKTPOHHOM OuOiImoTeke
nuccepranuii Poccuiickoit rocynapcreennoii oubmmorexu (PI'B) https://rusneb.ru/
[pesunentckas 6ubmmoreka um. b.H. Enbuumna https://www.prlib.ru/
OnekrponHas kosuekuus Okcdopackoro Poccuiickoro @onnaa

https://ebookcentral.proquest.com/lib/kubanstate/home.action

10.
11.
12.

Springer Journals https://link.springer.com/
Nature Journals https://www.nature.com/siteindex/index.html
Springer Nature Protocols and Methods

https://experiments.springernature.com/sources/springer-protocols

13.
14.
15.
16.
17.
18.

Mo

o

10.
11.

Springer Materials http://materials.springer.com/

zbMath https://zbmath.org/

Nano Database https://nano.nature.com/

Springer eBooks: _https://link.springer.com/

"Jlektopuym TB" http://www.lektorium.tv/

YuuBepcuterckas uHpopmarronnas cuctema POCCHUS http://uisrussia.msu.ru
HNupopmManMoHHbIE CIPABOYHbIE CHCTEMBbI:

KoncynbranT [1i1r0C - cripaBo4Has mpaBoBasi cucTemMa (JIOCTYII 110 JIOKAJIBHOM CeTH ¢
KOMIIBIOTEPOB OMOITUOTEKH )

Pecypcbl ¢cBOGOIHOTO 10CTYHIA:

AMepuKkaHcKas TaTeHTHas 0a3a maHHbIX hitp://www.uspto.gov/patft/

[TomHbIe TEKCTHI KAHAACKUX AuccepTanmii hitp://www.nlc-bnc.ca/thesescanada/
KubepJlennnka (http://cyberleninka.ru/);

MuHucTepcTBO HayKU U Bbiciiero oopasosanus Poccuiickoit denepannu
https://www.minobrnauki.gov.ru/;

Ddenepanbublii mopran "Poccuiickoe odpazosanue” http://www.edu.ru/;
WNudopmanmonnas cucrema "EnuHoe 0OKHO TocTyna K 00pa3oBaTelibHBIM pecypcam”
http://window.edu.ru/;

Enunas xomutekiust mudpoBbIX 00pa3oBaTelbHbBIX pecypcos http://school-
collection.edu.ru/ .

denepanbHbIi IEeHTP HHPOPMAITMOHHO-00pa3oBatesbHbIX pecypcoB (http:/fcior.edu.ru/);
IIpoexT I'ocynapcTBeHHOr0 HHCTUTYTA pyccKoro si3bika nMeHn A.C. ITymkuna
"OG6pazoBanue Ha pycckoM" https://pushkininstitute.ru/;
CrpaBouyHO-uHbOpMaIMOHHbIH opTan "Pycckuit s3u1k" http://gramota.ru/;

Cayx0a TeMaTHYECKHX TOJKOBBIX cioBapeit http://www.glossary.ru/;
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12. Cnosapwu u sHnmkIoneuu http://dic.academic.ru/;
13. Ob6pa3zoBarenbHbIi mopran "Yue6a" http://www.ucheba.com/;
14. 3axonompoekt "OO6 obpa3zoBanuu B Poccuiickoit @eneparun’. Bompocs! 1 OTBETHI
http://xn--273--84d1f.xn--plai/voprosy i_otvety
CobOcTBeHHbIE J1eKTPOHHBIE 00pa3oBaTebHbIe U HHGopManoHHble pecypebl Kyol'y:

1. Cpema MOIyIBHOTO TUHAMUYEeCcKoro odoyuenus http://moodle.kubsu.ru

2. baza yueOHbIX TI1aHOB, yUeOHO-METOJUUECKUX KOMIUIEKCOB, MyOIMKaui 1 KOH(pEpEHIHA
http://mschool.kubsu.ru/

3. bubamnoreka nHHOPMAIIMOHHBIX pecypcoB Kadeapbl HHOOPMAITMOHHBIX 00pa30BaTEIbHBIX
texHousoruit http://mschool.kubsu.ru;

4. DnextpoHHbI apxuB gokymeHToB KyoIl'Y _http://docspace.kubsu.ru/

5. DueKTpoHHBIE 00pa3oBaTeIbHBIE PECypChl Kapepbl HHHOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIMA
B oOpazoBanuu KyOI'Y wu HayuHo-merogmueckoro >xypHama "IIIKOJIbBHBIE T'OJbI"
http://icdau.kubsu.ru/

7. Meroauyeckne YyKa3aHusl [Jsi 00y4alOIIUXCA 110 OCBOCHHMIO IMCHUILIMHBI
(Mony.Jisi).

CornacHo y4yeOHOMY IUIaHY JUCHMIUIMHBI «AJMHHHUCTPUPOBAHUE 3aIIMIICHHBIX
MH(POPMALIMOHHBIX CUCTEM (CeTeil)» UTOroBoi (opMOi KOHTpoJs siBiseTcs 3ader. i cmaum
3a4eTa MarucTp JO0JDKEH Hay4YUThCs Ha Ja00OpATOPHBIX 3aHATUSAX pellaTh MPaKTHUECKUE 3alaHus
10 TeMaM pa3/ieoB 1-3, BRIMNOIHATH JOMAILIHUE 3a/1aHus. THUIbI IPaKTUYECKUX 3a/1aHUH Ha 3a4eT
COOTBETCTBYIOT 3aJaHMsM. Takke Ha 3adeTe MarucTpaM Ipeasaralorcss U TEeOopeTHYecKue
3a/laHusl, COCTOSIINE B IMCbMEHHOM OTBETE Ha OJMH U3 BONPOCOB. KonnuecTBo npakTuyecKux u
TEOPETUYECKUX 3aJaHUN 3aBUCUT OT AKTUBHOCTU M pE3yJbTATUBHOCTU PabOThl Marucrpa B
TEYEHHUE CEMECTpA.

BaxuelmuM 3TanoM Kypca SBISIETCS CcaMOCTOsTeNbHass paboTa 1O JAMCLUIUIMHE
(MoLyIO).

JlJ1 MOATOTOBKM K OTBETAM Ha TEOPETHUECKHE BOIPOCH! B X0OJI€ KOHTPOJIbHBIX paboOT U Ha
3a4eTe MAarucTpaM JOCTaTOYHO HMCIOJB30BaTh MaTepuall JeKuuil. Becb 3TOT TeopeTnueckuit
MaTepuai COAECPKHUTCS B yUeOHBIX MOCOOUSX M3 CIMCKAa OCHOBHOW JuTeparypbl. s usyueHus
TEOPETUYECKOr0 MaTepuasia, He00X0AUMOro JJsl MOJArOTOBKU pedepaTUBHOIO JOKIAAa, KpoMme
OCHOBHBIX UCTOYHHUKOB JINTEPATYPHI BO3MOYKHO HCIIOJIb30BAHNE JOMOJIHUTEIBHBIX HCTOUHUKOB U
WurepHer-pecypca. B ciydae 3arpyqHEHMH, BO3HUKAIOIIMX y MAarucTpoB B IIPOLECCE
CaMOCTOSITENIbHOTO M3Y4YEHHUs] TEOpUHU, IPENoJIaBaTeNib pPa3bsCHIET CIIOXKHBbIE MOMEHTHl Ha
KOHCYJIbTALHSIX.

8. IlepeyeHbr MH(POPMALMOHHBIX TEXHOJIOTHI, MCIOJIb3yeMbIX NPH OCYLIECTBJICHUH

o0pa3oBaTeIbHOIO Npolecca Mo JUCUHUILINHE (MO1YIIO0).

8.1 IlepeyeHb HH(POPMALMOHHBIX TEXHOJIOTHIA.

Brruuciienus B makerax KOMIBIOTEpHOH anreOpbl Ha oTpeiToM Koje GAP4.9.13 u Sage 8.3

SI3b1ku nporpammuposanus Python u C/C++.

8.2 llepeyeHb HEOOXOAMMOT0 MPOrPAMMHOI0 00ecTedeHHus .

d) nepeYeHb JULEH3MOHHOI0 MPOTPAMMHOI0 o0ecnedeHHs :

B) [lepedyeHnb cB00OOAHO PAaCIPOCTPAHSIEMOI0 MPOrPAMMHOI0 00ecreYeHust
Ne IlepeyeHb cBOOOAHO PACHPOCTPAHSIEMOIr0 NPOrPAMMHOI0 o0ecneyeHust
ITakeT koMnbIoTepHOM anreOpsl Sage 8.3. OgunmanbHbli caiiT http://sagemath.org/

2. [Maker xkommbroTepHON anredpsl Gap4r9p3. OdunmansHbiii caidT http://www.gap-
system.org/

3. [laker xommbtoTepHoit  anredpel PARIGT  2.11. Odunuanbueiii  cailt
http://pari.math.u-bordeaux.fr/

4, bubnuoreka s paboTel ¢ 6onbmMu 1enbiMu anciiaMu GMP 6.1.2. OdunnansHbIi

caift https://gmplib.org/
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5. S3pik nporpammupoBanus Python. Odunumansuslit caift https://www.python.org/

6. S3p1k iporpammupoBanus Julia. OgunmansHelii caiit http://julialang.org/

7. S3pik nporpammupoBanus Cython. Odunmaneueiii cait http://cython.org/

8. Kommunsitop PyPy, ontummsupyrommii kox Python u Cython. Odunmanbsusliii caift
http://pypy.org/

9. Python B obnake, uHTerpupoBaHHas cpema paspadorku Anaconda. OdurmanbHbII
caut https://store.continuum.io/cshop/anaconda/

10. | Maremarnueckue makersl Python, mpoekr SciPy. Odunuanbabii — cait
http://www.scipy.org/

11. Knuenrckas oC Debian 9.5. OdurmanbHbII CalT
https://www.debian.org/index.ru.html

12. | U3narensckas cucreMa LaTeX/MiKTeX 2.9. OdunmanbHpIT cauT
http://www.miktex.org/

13. | Vrunutel PyccnnoBuua https://technet.microsoft.com/ru-ru/library/bb545021.aspx

14. | Ananms 3anmnienHoctu cetu Kali Linux 2018.3. https://www.kali.org/

15. | Ananus 3anmmenHoctu cetu Snort 3.0. Odunmanbublil caiit https://www.snort.org/

16. | Oducnas  cucrema Apache OpenOffice 4.1.5. Odununanbueii  caiit
https://www.openoffice.org/ru/

9.

MarepuajbHO-TeXHUYECKAS

8.3 Ilepeuennb nHGOPMAIMMOHHBIX CHIPABOYHBIX CHCTEM:

1. CnpaBouno-mpaBoBas cuctema «Koucymnprant [Timtoc» (http://www.consultant.ru)
2. DnexTponHas oubnmoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)/
3. DnekTponHast bubimoreka http://gen.lib.rus.ec/

0aza, HeoOxoaumMmasi JJsi  OCYLIEeCTBJICHUA

00pa3oBaTeIbHOTO MpoLecca Mo JHCHHILINHE (MOTYJIIO0).

MarepuaibHO-TEXHHYECKOE 00eCTIeYeHNE T CIIUTLIMHBI

Ne Bun pa6or
(MOysl) U OCHAILIEHHOCTh
1. JlexuoHHbIE 3aHITUS JlekunoHHasg ayauToOpHs, OCHAIIEHHAas MPE3CHTAMOHHOMN
TEXHUKOH (MPOEKTOp, SKpaH, KOMIBIOTEP/HOYTOYK) U
COOTBETCTBYIOIIMM THporpaMMHbIM obOecneuenuem (I10)
IIporpammel, J€MOHCTpPALUU BUJIEO MaTepuaioB
(npourpsiarens «Windows Media Playery). ITporpamMmsr miist
JIEMOHCTpALMU U co3faanusi npeseHtanuii («Microsoft Power
Pointy).
2. CemuHapckue 3ansatust | He mpenycMoTpeHbl
3. JlaGopatopHbie JlaGopatopusi, YKOMIUIEKTOBaHHasi  CHEIHAIU3UPOBAHHON
3aHATHS MeOenpl0 M TEXHHYECKHMMM CpEJCTBaAaMH OOydYyeHus —
KOMIBIOTEpaMu ¢ ipenycranoBieHHbiMu GAP u Sage
4. Kypcosoe He npexnycmorpeno
POEKTUPOBAHUE
S. ['pymnmoBsie Aynuropus JUid IPyNIOBBIX 3aHATUN
(MHIUBUIYaTbHBIE)
KOHCYJIbTaIlH
6. Tekymuii  KOHTPOJIb, | AyAUTOPHS JUIsl TPYIITOBBIX 3aHATUI
IPOMEXYTOUHAs
aTTecTanus
7. CamocrosTenbHas Kabuner s camocTosITENIbHONM  pabOThl, OCHAIIEHHBII
pabota KOMITBIOTEPHON TEXHHKOW C BO3MOXHOCTHIO MOAKIIOYEHUS K

cetn «VHTEpHET», TPOrpaMMONl HSKPAHHOTO YBEIWYEHUS U




00€CIIeUeHHBIN JOCTYIIOM B 3JIEKTPOHHYIO WH(OPMAIMOHHO-
00pa30BaTeNbHYIO CPEly YHUBEPCUTETA.




