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1. OBIIAS XAPAKTEPUCTHUKA PABOYEW HPOI'PAMMBI YEIEBHOFI
JUCHUIVIMHBI M/IK 03.02 «BE3OITACHOCTDb KOMIIBIOTEPHBIX CETEN»

1.1 ObaacTs npuMeHeHust pado4eil MPOrpaMmbl

PabGouas mporpamma y4eOHON JUCHUIUIMHBI «be30macHOCTh KOMITbIOTEPHBIX
ceTeil» SBISIETCS YacThbl0 OCHOBHOM Mpo(ecCHOHAIBHON 00pa30BaTEIbHOM POrpaMMBbl B
cootBercTBUU ¢ DenepalibHBIM TOCYJAapCTBEHHBIM 00pa30BaTEIbHBIM CTAaHIAPTOM
cpearero npodeccuonanpHoro obpaszopanusa (nanee ®I'OC CIIO) mns crenuaabHOCTH
09.02.06 CereBoe U cCUCTEMHOE aAMUHUCTPUPOBAHHUE.

1.2 Mecto AUCHUILNIMHBI B CTPYKTYPE MporpaMmabl INOATOTOBKHU CII€EINAJTUCTOB
CpeaHero 3B¢Ha

VYuebnas muctiummaa MJIK 03.02 «be3omacHOCTh KOMITBIOTEPHBIX CETeH»
OTHOCHTCS K MPOeCCHOHATEHOMY MOIYIII0 «DKCIUTyaTanus 00hEKTOB CeTeBOW MH(pa-

CTPYKTYPBI».

1.3 leap u 3a1aum y4eOHOI MUCHUIUIMHBI — TPeOGOBaHUSI K pe3yJbTaTaM
OCBOCHMHS THCIHHUILIHHBI

enu aucuuIuiuHbl: GOPMHUPOBAHHME Yy YYAIIMXCS CUCTEMbl 3HAHUH, YMEHUH U
HaBBIKOB B 00JIAaCTH UCHOJIB30BaHUS CPEJCTB MH(OPMAIIMOHHBIX TEXHOJOIMH Kak 0a3bl
TUTS pa3BUTHSI MPO(EeCCHOHATBLHBIX KOMIETCHITHHA.

B pesynabrare u3yueHus npodeccHoHaIBbHOrO MOJYJS OOy4arolMics JOJKEH
UMemsv NpaKmu4ecKull Onwvlm 6.

— 00CITy)KUBAaHUH CEeTeBO UHPPACTPYKTYPHI, BOCCTaHOBJICHUHT
paboTOCIOCOOHOCTH CETH Tocie cOOs;

— YAaJeHHOM aJMUHUCTPUPOBAHMM U BOCCTAaHOBJICHMM pPabOTOCIOCOOHOCTH
CETeBOM UH(PPACTPYKTYPHI;

— TIOAJICP’KKE TIOJIb30BaTENel CETH, HACTPONKE amnmapaTHOTO W MPOrpaMMHOTO
o0ecrieueHus ceTeBOil MHPPACTPYKTYPHI.

B pe3ynbTate 0cBOEGHUS AUCHUIUINHBI 00YyYaIOLIUIICs TOKEH yMems .

— BBIMOJHATh MOHHTOPHHT W aHAJIW3 pPabOThl JIOKAIBHON CETH C TIOMOIIBIO
IPOTPaMMHO-AIIIAPATHBIX CPEJICTB;

— OCYIIECTBIISATh AUArHOCTHKY U IOUCK HEUCIPABHOCTEH BCEX KOMIIOHEHTOB CETH;

— BBITIOJTHATH JICHCTBHS 110 YCTPaHEHUIO HEUCIIPABHOCTEH.

B pe3ynbpTaTte 0CBOCHUS IUCIUTUIMHBI 00YJaIONIUICS TOKECH 3HAMb:

— apXUTEKTypy U (QYHKIHH CHUCTEM YIPABICHHUS CETSIMH, CTaHIAPTHl CHCTEM
yIpaBJICHHUS;

— Cpe/icTBa MOHUTOPUHTA U aHAJIHM3a JIOKAIBHBIX CETEH;

— METOJIbI YCTpaHEHHsI HeUCIIPABHOCTEH B TEXHUYECKHX CPEICTBAX.

MaxkcumanpHasi yueOHas Harpy3ka o0ydaromerocs 152 yacos, B TOM 4HcIe:

— o0s13aTenpHas ayAUTOpHas yueOHas Harpy3ka oOyuatomierocs 140 gacos.



1.4. IlepedyeHb IUIAHUPYEMBIX PpPe3yJbTATOB OOy4YeHHSI MO JMCIHUIJIHHE
(Ilepevyennb popMuUpyeMbIX KOMIIETEHIIH)

OcBoeHune IUCHMIUIMHBI «be30macHOCTh KOMIBIOTEPHBIX CETe» CIOCOOCTBYET
(OpMHUPOBAHUIO y CTYIEHTOB CIEIYIOLUIMX MPOPECCHOHATBHBIX KOMIETEHITHI:

IIK 3.1. YcranaBnuBaTh, HACTPAUBATh, HKCIUTyaTHPOBATh U OOCIYKUBAaTh TE€XHU-
4EeCKUE U MPOrPaMMHO-AIIIAPATHBIE CPENCTBA KOMITBIOTEPHBIX CETEH.

[IK 3.2. IIpoBoauTh npoduiakTuueckue paboThl Ha OOBEKTaX CETEBOW HH(pa-
CTPYKTYpbI M pa0OUYUX CTaHLHUAX.

1K 3.3. YcranaBnuBaTh, HaCTpauBaTh, SKCILUTyaTUPOBATh U 0OCITYKUBATh CETEBBIE
KoH(purypamuu.

[IK 3.4. YuactBOoBaTh B pa3pabOTKe CXeMbl IMOCICaBAPUHHOIO BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH KOMITBIOTEPHON CETH, BBINNOJHATH BOCCTAHOBJIICHHE U PE3EpPBHOE
KONMpOBaHUE HH(POPMAIUH.

IIK 3.5. Opranu3oBbIBaTh MHBEHTAPU3ALUIO TEXHUYECKUX CPEACTB CETEBOU HH-
(bpacTpyKTyphl, OCYIIECTBIATH KOHTPOJIb 000PYI0BaHUS MTOCIIE €r0 PEMOHTA.

[1K 3.6. BbInonHATh 3aMEHY PACXOJHBIX MAaTEPHAJIOB U MEJKHI pEMOHT mnepude-
puifHOro 00OpyIOBaHMs, ONpPEENIATh YyCTapeBllee OOOpYyAOBaHHME U MPOrpaMMHbIE
CpeJICTBa CETEBON MHPPACTPYKTYPHI.

OnHOBpeMEHHO C  NpO(ECCHOHANBHBIMM  KOMIETCHLUSMU Y  CTYJEHTOB,
oOyyarommxcsi Mo AUCHUIUIMHE «be30macHOCTh KOMIIBIOTEPHBIX CeTei» co3aatTcs
NPEANOCHIIKY 111 (POPMUPOBAHUS OOIKUX KOMIIETEHIIHIM:

OK 1. Beibupate cnocoObl pemieHus 3aAad NpoecCHOHAIBHON NeATeIbHOCTH,
IPUMEHHUTEIBHO K Pa3JIMYHBIM KOHTEKCTAM.

OK 2. OcymiecTBinsiTh  TOUCK, aHaIW3 W  HUHTEPOpETAlMio  MHPOpMaluH,
HE0OXOIMMOH JIJ1s1 BBIMOJIHEHUS 33124 MPo(ecCHOHaIbHON JesSTENbHOCTH.

OK 3. [InanupoBarh W pealn30BBIBATh COOCTBEHHOE MPOGECCHOHAILHOE U
JMYHOCTHOE Pa3BUTHE.

OK 4. PabGorarh B KOJUIEKTHBE W KOMaHJE, 3()()EKTUBHO B3aMMOJEHCTBOBAThH C
KOJJIEraMH, pyKOBOJICTBOM, KJIMEHTAMH.

OK 5. OcymiecTBasiTb  yCTHYIO UM NOUCBMEHHYK)  KOMMYHHMKAllMIO  Ha
rOCyJapCTBEHHOM SI3bIKE€ C YYETOM OCOOEHHOCTEH COLMAIbHOTO U KYJIbTYPHOTO
KOHTEKCTA.

OK 6. [IposiBAsATh  TpakJaHCKO-TIATPUOTHUECKYIO MO3UIHI0, JIEMOHCTPUPOBATH
0CO3HAaHHOE TIOBE/ICHNE Ha OCHOBE 00IEYETIOBEUECKUX IEHHOCTEH.

OK 7. CopeiicTBOBaTh COXpAaHEHHUIO OKPYXKAIOILIEH Cpefibl, pecypcocOepeKeHuIo,
3¢ (HEeKTUBHO JEHCTBOBAThH B UpE3BbIYANHBIX CUTYALIUAX.

OK 8. Hcnonb3oBath cpeactBa (pU3MUECKON KyJIbTYpHl ISl COXpPaHEHUS U
YKpPEIJICHUS 3/10pPOBbsl B Tpolecce MPOPECCHOHAIBHON NEATENbHOCTH U TMOJepKAHHUE
HEO0OXO0JIMMOTO YPOBHS (PU3HUECKON MOATOTOBIEHHOCTH.

OK 9. Hcnonb3oBath HMH(OPMAIIMOHHBIE TEXHOJOTHH B MPO(ECCHOHANBHOM
NESATENBHOCTH.

OK 10. ITonp3oBaThcs podheccHoHaIbHOM TOKYMEHTAIMEH Ha TOCy1TapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

OK 11. [InaaupoBath NpeANpUHIMATEIBCKYIO AESITETbHOCTh B PO ECCHOHANBHOM

cepe.



Ne Wnnexc CozepxaHue KOM- 3HaHMA Ymenus [IpakTuueckuii
I.I. KOMOETEHIWH | MEeTeHINH (WiH e€ OITIBIT
YacTH)

1 OK1 BoiOupath criocoObl | OCHOBHBIE HCTOYHHKH BJIaJIETh aKTyalIbHBIMH
[peLIeHUS 33124 MH(POPMALIUU U PECYPCHI ISl | METOJaMK pabOThI B
mpo(ecCHOHABHON [PeIIeHNs 3a/1a4 U pobiieM B | Ipo(heCcCHOHAIBHON U
IesITeIbHOCTH, MpoQeCCUOHATBHOM W/WITH CMEXHBIX chepax;
MPUMEHUTEIBHO K [COIMATBHOM KOHTEKCTE; peann3oBaTh
Pa3IUYHBIM QJITOPUTMBI BBITIOJIHEHHS PA00T COCTABJICHHBIN IIAH;
KOHTEKCTaM B IPO(eCCHOHATBHON U OIICHUBATh PE3yJIbTAT

CMEHBIX 00JaCTsIX; METO/Ibl | M IIOCIEICTBUS CBOMX

paboThI B MpoecCHOHABHON | JAeHCTBHIA

M CMEXHBIX cepax (caMOCTOSTETHHO UITH
C TMOMOIIBIO
UQ("I‘QDUTXII‘Q\

2 OK 2 OcymiecTBIATH HOMEHKJIaTypa OMNpEACATh 3aa91
[OUCK, AHANU3 U MH(POPMAITHOHHBIX JUTSL TIOUCKA
MHTEpTIPETALIIIO MCTOYHHKOB [IPUMCHSACMBIX B | HH(DOPMALIH;

I ya— HpO(beCCI/IOHaJTLHOI/I ONpEICNATh

N eI TeTbHOCTH; HE0OXOIUMBIC

Heo6x0MOit 1S IpUEMbl CTPYKTYPUPOBAHHUS | HCTOUHHKH

BBITIOJIHEHNA 381129 g opmarum; hopmat uHpOPMALINY;

npodeccnoHanbHoOI o opMIICHHS PE3YIIETATOB IUTAHUPOBATH IIPOIIECC

ITeSITEeNIbHOCTH roucka uadopmanum TIOUCK;
CTPYKTYPHPOBATh
MOJTy4aeMyto
HHPOPMALIHIO;
BBIJICJIATH Hanbosee
3HAYMMOE B TICPCUHE
nndopmanuy;
OIICHUBATh
MPAaKTUICCKYIO
3HAYMMOCTh
Pe3yJIbTaTOB MOUCKA;
0pOpPMIIATH
Pe3yNbTaThl IOUCKA

3 OK 3 [TnanupoBats u COJICpIKaHUE aKTyalbHONH  |[OTPEeIsITh
[peaTM30BHIBATH HOPMAaTHBHO-TIPABOBOM AKTyaTbHOCTB
cobcTBeHHOE ITOKyMEHTAIMH; COBPEMEHHAsi [HOPMaTHBHO-TIPABOBOM
npodeccroHabHOe [Hay4yHas ¥ npodeccroHanbHas [HOKyMEHTAIMU B
1 JINYHOCTHOE TEPMHUHOJIOTHUS; BO3MOYXHBIE  [TPOGhECCHOHATBHOI
[pa3BHUTHE. TPaeKTOpUU e TeIbHOCTH;

Mpo¢eCCHOHATBHOTO pa3BUTHsI [IPUMEHATH

1 caMo00pa3oBaHus COBPEMEHHYIO HAYIHYIO
npodeccroHabHYIO
[TEPMHHOJIOTHIO;
OIIPENIEIATh U
BEICTPAMBATh
[TpacKTOpun
Mpo¢heCCHOHATHHOTO
[Pa3BUTHS U
caM0o00pa3oBaHus

4 OK 4 PaGorats B IICMXOJIOTHYECKHE OCHOBBI  |OPTAHHU30BIBATE PAabOTy
KOJJICKTHBE U IMesTEeNPHOCTH KOJUICKTHBA,  [KOJUIEKTHBA M KOMAHJIBI;
KOMaH/Ie, MCUXOJIOTHYECKUE B3aMMO/ICHCTBOBATH C
b dexTHBHO 0COOEHHOCTH JIMYHOCTH; KOJIJIETaMHU,
BSaHMOJICﬁCTBOBaTB OCHOBBI HpOGKTHOﬁ [PYKOBOJICTBOM,

IC KOJJICTaMH, ImesATeIbHOCTH IKIIMEHTAaMHU B XO/I€
[PYKOBOJICTBOM, mpogeCCHOHATBHOM
KITHCHTAMH. MesITeIbHOCTH




Ne Wnnexc CogepxaHue KOM- 3HaHMA Ymenus IIpakTuueckuit
ILII. |[KOMIIETCHINH TIETEHIINU OTIBIT
(nnu e yacTtH)
5 OK'5 Ocy1ecTBisiTh 0COOEHHOCTH COLMAIBHOTO H[IPAMOTHO U3JIaraTh
[YCTHYIO U KyJIbTYPHOT'O KOHTEKCTa; CBOW MBICIIU U
MHCEMEHHYIO mpaBmiia oGopMITeHHs 0hOpMITSATH TOKYMEHTBI
KOMMYHMKALIMIO HA |TOKYMCHTOB M IIOCTPOCHUST (10 IpoecCHOHANbHON
FOCYapCTBEHHOM  [yCTHBIX COOOIIECHHMH. [TeMaTuKe Ha
SI3BIKE C Y4ETOM rOCYAapCTBEHHOM
ocobeHHOCTEH SI3BIKE, TIPOSIBIISATH
COLIMATIBHOTO U [TOJIEPaHTHOCTH B
KyJIBTYPHOTO [paboyeM KOJUIEeKTHBE
KOHTEKCTA.
6 OK 6 IIposBIATE CYLIHOCTb IPaXKIaHCKO- OTHCHIBATH 3HAYMMOCTD
rpaKAaHCKO-TIATPUO [MATPUOTHUECKOH MO3UINH, CBOEIT CIIEeLUaTbHOCTH
TUYECKYIO TIO3UIINIO, [00IeUeI0BEYECKUX
ITEMOHCTPHPOBATH  [IEHHOCTEH; 3HAYMMOCTh
0CO3HaHHOE npodeccroHabHOI
[oBeicHNE Ha IMesITeIbHOCTH CIIEIMAIBHOCTH
OCHOBE
TpaMIIHOHHBIX
oOI1IeUeIoBeYeCKUX
IEHHOCTEH.
7. OK7 ConelicTBOBaTL [PaBUIIA KOJNOTHIECKON  [COOIIOIATh HOPMBI
COXpaHEHHIO (0€3011aCHOCTH MPH BEJICHUU  PKOJIOTHYECKOU
OKpY’Karollel CpebL,mpodecCHoHATBLHOM 0€30MMacHOCTH;
[pecypcocOepeKeHUIOIEATENLHOCTH, OCHOBHBIE OIIPEACIATh
, 9bhEeKTUBHO [peCypChl, 3a/IcHiCTBOBAHHbIC B [HAIMIPABIICHHS
NEeACTBOBATL B npodeccroHabHOM [pecypcocOepexeHus B
YpEe3BBIYAHHBIX ICATEIIbHOCTH, IIyTH [pPaMKax
CUTYyanusX. oOecrieyeHUs rpodeccHoHaNTbHON
pecypcochepekeHus eI TeIbHOCTH
8. OK 8 Hcnons30Barh POJIb YU3UIECKOM KYJIBTYPHI [IPUMEHSThH
cpencrTa B OOILIEKYJIbTYPHOM, [pallMOHAITbHBIE IPHEMBI
(busnuecKoit npodeccrnoHaTEHOM H IMTBUTATEIBHBIX
KYJIBTYPBI JIJIsL COLIMAILHOM Pa3BUTHH byHKIM] B
COXpaHEHUS U YCJIOBEKA; OCHOBBI 3JI0POBOTO  [mpodeccHoHaTEHON
YKpETIeHUsT 00paza >KU3HH; YCIIOBHS NeATeNbHOCTH,
3I0POBBsI B TIpoleccempodecCHoHaTbHOM [OJIb30BATHCS
NpoQecCHOHANBHON 1eATENLHOCTH M 30HBI PUCKA  (cpe/ICTBAMU
eI TebHOCTH U (uzMYECcKOro 3/0pOBbS WIS IpodUIAKTHKH
[0 I IepKAHUSI CIeUaTbHOCTH; CPEACTBA IepeHATPSKCHHS
HEO0OX0TUMOTO MPOQPUIAKTHKH XapaKTEPHBIMH JUTS
YpOBHSI (pH3HUYECKON [epeHANPsHKSHUS AHHO# CIIeIMANTbHOCTH
[O/IrOTOBJICHHOCTH.
9. OK 9 Hcnons3oBath COBPEMEHHBIC CPEJICTBA U [IPUMEHSTDH CPEJICTBA
nH(pOpMaMOHHBIE [yCTpOiCTBA HHPOPMATH3AMK; MH()OPMAMOHHBIX
TEXHOJIOTHH B MOPSIIOK X MPUMEHEHHS U [TEXHOJIOTHIT 11st
poecCHOHAIBHON [IporpaMMHOE 00ECTIEYEHHE B [PELICHUS
eI TeTbHOCTH. npodeccroHabHOI MpodecCHOHaTbHBIX
eI TeIbHOCTH 3aj[a4; UCII0JIb30BATh
COBPEMEHHOE
[IpOrpaMMHOe
obecrieueHne




Ne Wnpekc ConeprxaHue KOM- 3Hanus VMeHus IpaxTuyeckuit
II.I. KOMOETCHLWH | MeTeHINH (WiH e€ OTIBIT
4acTn)

10 OK 10 ITonp30BaThCs MIpaBUJIa HOCTPOECHUS IMOHUMATh TEKCTHI Ha

MpodeCCHOHANBHON [IPOCTHIX U CIIOXKHBIX 0azoBbIe
NOKyMEHTalMel Ha  [IpeUI0KEHUH Ha rmpodeccruoHaNbHbBIE
rOCyIapCTBEHHOM U MpodecCHOHAIBHBIC TEMBL, [TeMBI; y4acTBOBAThb B
MHOCTPAHHOM MpaBHia YTEHUS TEKCTOB yajorax Ha 3HaKOMBIE
SI3BIKAX. pohecCHOHANBHOIM obiue 1
HaIpaBICHHOCTH Hpod)eCCI/IOHaHLHBIe
[TeMBI

11 OK 11 ITnanupoBath OCHOBBI [IPE3EHTOBATH HIICH
[peANPUHIMATENbCK [IPEeIIPUHIMATENCKON OTKPBITHS
VIO IESITETIbHOCTD B [IEATEIEHOCTH; MTOPAI0K COOCTBEHHOrO Ji€ja B
npodeccHOHaIbHON [BBICTpAHMBAaHMS NIPE3CHTALUN  [IpO(eCCHOHATLHOMN
cdepe. eATENBHOCTH

12 MK 3.1 VCTaHaBIHMBATh, 3amauy yrpapnenus: ananu3 [Tectuposars kabenu u | OGecreunBaTh
HACTPaWBATh, MPOU3BOIUTENBHOCTH U KOMMYHHKAIIUOHHBIE  BAIUTy CETEBBIX
PKCILUTyaTUPOBAaTh U  [HAIC)KHOCTH, YIIPABICHUE [yCTpOMiCTBa. [yCTpOHCTB.
0OCITy)XKHBaTh 0e30MmacHOCTHIO, yueT Tpaduka,|OnuchBaTh KOHICIIIHA
TEXHAYECKHE 1 yIpaBJIeHHEe KOHQUTYpAIHEeH. (CeTeBOI OE30MaCHOCTH.
mporpamMmHo-anmnapa | [IpaBuia SKCIUTyaTaluu OnuceIBaTh
[THBIC CPpCIICTBA TEXHUYECKHUX CPEJCTB CETEBOM [COBPEMEHHBIE
KOMIIBIOTCPHBIX MHPPACTPYKTYPHL. [TEXHOJIOTUH U
CeTen. APXUTEKTYPBI

0e3011acHOCTH.

13 MK 3.2 ITpoBoaHTE Knaccudpukanuro Hab6monats 3a IMoamep>KUBaTh
MPOQUIAKTHIECCKUE [PETJIAMEHTOB, IOPSII0K TpaduKOM, BBITIONHATE [TOJIb30BaTEIICH
(paboTHI Ha 00BEKTAX TEXHUUECKUX OCMOTPOB, OTIepalliyl PE3E€PBHOTO  (CETH, HACTPAUBATh
ceTeBoit MIPOBEPOK U KOTIMPOBAHUS U ATnmapaTHoOe U
MHPPACTPYKTYPHI U [MPO(GUIAKTHIECKUX PAGOT. BOCCTAHOBJICHMUSI MporpaMMHOE
pabouMx CTaHUUAX. | MeToabl yCTpaHEHHUS IMTaHHBIX. oOecrieueHme

HEUCIPaBHOCTEM B ceTeBOit
TEXHUYECKHUX CPEIICTBAX, MHPPACTPYKTYPHIL.
CXeMBI TIOCIIeaBapHHHOTO
BOCCTAHOBJICHUS
[pab0TOCTIOCOOHOCTH CETH,
TeXHUYECKYIO 1 IPOCKTHYIO
IMTOKYMEHTAIINI0, CIIOCOOBI
[PE3EepPBHOTO KOIMPOBAHUS
NTAHHBIX, TPUHIMITBI pa0OTHI
XPAHMJIUIL TaHHBIX.
CpezncrBa MOHUTOPHHTA U
aHAIT3a JIOKAJBHBIX CETEH.

14 TIK 3.3 VYcTanaBIMBaTh, OcHOBHBIE TPEOOBAHHUS K OnuceiBaTh KOHUENIMY| BHeapsTsb
HACTPauBaTh, CpeICTBaM M BHIAM CEeTeBOI 6e30MMacCHOCTH. MEXaHU3MBI CETEBOH]
9KCIUTyaTUPOBATh U | TECTUPOBAHUS IS OmnwuceiBaTh Ge30macHOCTH Ha
obciry)XnBaTh OTIpe/ieNeHuUs COBpPEMEHHBIE [BTOPOM ypOBHE
CETEBBIC TEXHOJIOTHIECKON TEXHOJIOTHH U momemm OSI.
KOH(HUTypaIny. Ge3omacHOCTH APXUTEKTYPbI Buenpsats

MHPOPMALMOHHBIX CHCTEM. 6e30macHOCTH. IMEXaHU3MBbI CETEBOU

0€30I1aCHOCTH C
IMOMOII[BIO
IMEKCETEBBIX
PKpaHOB.
Buenpsats
mexHojorun VPN,




Ne Wnpekc ConeprxaHue KOM- 3Hanus VMeHus IpaxTuyeckuit
TI.II. KOMIETEHINH MeTeHLUU OTIBIT
(umm e€ vacTu)

15 K34 YdacTBOBAaTH B Pacmupenue cTpykTypsl,  [BbImonHATh onepanuu OpraHu3oBbIBaTh
pa3pabOTKe CXEMBI  [METOJBI U CPEJCTBA [P€3epPBHOTO becniepeOoiinyIo
MOCI€aBAPUMHOIO  [TMAaTrHOCTUKH HEWCIIPABHOCTEH [KOMTMPOBAHUS 1 [paboTy CHCTEMBI 110
BOCCTAHOBJICHHS TeXHUIECKUX CPEICTB U BOCCTaHOBIICHHS [pe3epBHOMY
pPaboTOCIIOCOOHOCTH |CeTEBOM CTPYKTYPEI. NTaHHBIX. [KOMMPOBAHUIO U
KOMIIBIOTEPHOH CeTH, MeToapl yCTpaHeH s OOecnieunBaTh [BOCCTaHOBIICHHIO
BBITTOJIHATD HEUCIIPaBHOCTEM B QHTUBHUPYCHYIO 3aIIUTY. MH()OpPMAITIH.
BOCCTAHOBJICHUC U TeXHHYECKHUX CPEICTBAX, IBrImoyHATE AecTBUA OO6cnyXuBaTh
[p€3epBHOE CXeMBI IoCcIeaBapuHHOrO [0 YyCTpaHEHUIO CEeTEBYIO
KOIMMPOBAHUE BOCCTaHOBJICHUS HEHCIIPaBHOCTEM. MHPPACTPYKTYPY,
MH(OpMALKH. [pab0TOCTIOCOOHOCTH CETH, [BOCCTaHABJIMBATh

TEXHUYECKYIO U MPOCKTHYIO [paboTOCIIOCOOHOCTD
IMOKyMEHTaIHI0, CIIOCOOBI ceTu rocie cOosl.
[PE3EPBHOrO0 KOIMMPOBAHUS

ITAaHHBIX, TIPUHIUITEI PAOOTHI

XPaHUIIUIL JAHHBIX.

16 MK 3.5. OpranusoBbiBath | IlpaBmia SKCILTyaTaluu TMpaBuiabHO opopmisTs | [IpoBoauTs
MHBEHTAPU3ALMI0  [TEXHHUYECKHX CPEICTB CETEBOM TEXHUYECKYIO IMHBEHTAPU3ALIIO
TEeXHUYECKUX MHPPACTPYKTYPHL. MOKYMEHTALHIO. TEXHUYECKHUX
CPEICTB CETEBOM MeToms! u cpencTBa OcymiecTBIATh CPEICTB CETEBOI
MHPPACTPYKTYPBI,  [IHATHOCTHKU HEUCIPABHOCTEN [IMArHOCTHKY M IIOUCK  |[MHPPACTPYKTYPHI.
OCYIIECTBIIATH TEXHUYECKUX CPEACTB U HEUCIIPaBHOCTEH BCeX IIpoBoauts
[KOHTPOJIb CETEBOM CTPYKTYPBL. KOMIIOHCHTOB CCTH. [KOHTPOJIb Ka4eCTBa
000pYI0BaHHsA TTOCIIE IBBINONHATD JEUCTBUS  [BHINOJTHEHUS
Cr0 pEMOHTA. 10 YCTPAaHEHUIO [PEMOHTA.

HEUCIIPaBHOCTEM. IIpoBouts
IMOHUTOPHUHT
[paboTHI

17 IK 3.6 BrinonHsATh Pacmmpenue cTpykTypsl, BBINOJIHATE 3aMEHY YcrpaHaTs
BaMeHy pPacXOIHBIXMETOMBI U CPEACTBA [PACXOIHBIX MaTepHAIOB [HEUCIIPABHOCTH B
MaTepHaIoB HINaTHOCTUKU HEUCIIPABHOCTEN [ MEIIKUI pEMOHT COOTBETCTBHUHU C
MEJKHI PEMOHT[TEXHUYECKUX CPEJCTB U repudepuitHoro MOJIHOMOYHUSIMHU
nepudepuitHoro CETEBOH CTPYKTYPBHIL. 000pyIOBaHUSL. [TeXHUKA.
o0opynoBaHus, Mertoasl ycTpaHEeHUS OcymiecTBIATh 3aMeHSATb
OTIpeneNniTh HEMCIIPABHOCTEN B IMUarHOCTHUKY U MOMCK  [paCXOJHbIE
lycTapeBlIee TeXHUYECKHUX CPEJICTBAX, HEUCIPaBHOCTEN BCEX |MaTepHabl.
oOopynoBaHue H|CXEMBI TToClIeaBapuitHOT O KOMIIOHEHTOB CETH. MoHUTOpHHT
MIpOTpaMMHBIE BOCCTAHOBIICHHUS BbIOTHATE IecTBUS  [0OHOBIICHUH
cpecTBa  CeTEBOH|PAOOTOCTIOCOOHOCTH CETH, [0 YCTPAHEHUIO MporpaMMHO-amnmap
mH}pacTpyKTyphl.  [TEXHUYECKYIO M IIPOCKTHYIO  |HEeHCHPaBHOCTEH. QTHBIX CPEJICTB

ITOKYMEHTAITHIO, CIIOCOOBI
[P€3epPBHOr0 KOMHUPOBAHUS
ITAaHHBIX, PUHIIUATIBL PAOOTHI

XpaHWINIT JaHHBIX.

ceTeBOM
MHPPACTPYKTYPHIL.
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2 CTPYKTYPA H COJEPKXAHHUE YYEEHOW JHCHUIIIMHBI MJK 03.02
«BE30ITACHOCTb KOMITBIOTEPHBIX CETEH»

2.1. O0bem y4eOHOI IMCUMIIIMHBI U BBl y4e0HO0I padoThl

. Bceero CemecTpbl
Bun yuedHoii padoThI

4acoB 7
Oo0s3aTenbHast yueOHasi HArpy3Ka (Bcero) 140 140
B ToMm uncae:
3aHATHSA JEKIIMOHHOIO THITA 84 84
[paKTHYECKUE 3aHATHs (IPAKTHKYMBI) 56 56
\Koncynomayuu 6 6
By npoMexxyTOYHOM aTTecTaliu — 9K3aMeH 6 6
Oobm1ast TpyroeMkocTh 152 gaca 152 152

2.2

CTpykTypa THCHUNIHHBI

OcBoenne yueOnor mucuumumabl MJIK.03.02 «be3onacHOCTh KOMITBIOTEPHBIX
CeTei» BKIIFOYACT U3YUCHHE CICAYIOIINX Pa3/IeioB:

KoamyecTBO ayANTOPHBIX YaCOB
HaumeHoBaHue pa3aesioB U TeM Bcero
Teopernueckoe IIpakTuyeckue
o0yueHnue 3aHATHS
Pa3nen 1. UudopmanmnonHas 6e30nacHoOCTh 22 14 8
Paznen 2. TexHoJ10ruu 3alMThHI JAHHBIX 34 20 14
Pa3ngen 3. ba3zoBble TeXHOJI0rHH CeTeBOM
. 30 20 10

0€30IaCHOCTH
Paznen 4. TexHooruu o0HApy:KeHUsI BTOP:KEHUH 28 18 10
Paspnen S. YnpasJienue cereBoii 6e3011aCHOCTBIO 26 12 14
Bcero mo xucuunimne 140 84 56

2.3 Temaruueckuidi mJjIaH u cogepxkanue ydyeOHon mucuumaumabl MJIK.03.02
«be30macHOCTh KOMIIBIOTEPHBIX CeTe

HaumenoBanue Cojep:kanue y4eOHOI0 MaTepHaia H GpopMbl Oobrem Koabr
pa3esioB U TeM OPraHU3AINH JeSITETHHOCTH 00y Iar0MHXCs B yacax | KOMHIETEHuNH,
dopMupoBaHUIO
KOTOPBIX
CrnocoocTByeT
JJIeMEHT
nporpamMmbI
Pa3pea 1. Cooeporcanue yuednozo mamepuana 22 TIK 3.1-TIK 3.6
HudopmaunonHas Ulexyuu 14 OK 01-11
0e30macHOCTH
1. OcHoBHbIC MOHATHS HHPOPMALKMOHHOHN 6E30MACHOCTH U 4
3aIUThl HHPOPMALHH.
2. Yrpo3sl HHYOPMALIMOHHOW O€3011acCHOCTH. 4
2. OCHOBHbBIE TIOHSATHSI MOJIUTHKH HH()OPMALMOHHOM 4
0€30I1aCHOCTH.
3. ConmanbHas HHXCHEPHSL. 2
IIpakmuueckue 3anamus 8

11




1. TlocrpoeHue CTpPyKTypbl HOpPMATUBHO-ITPABOBBIX
TOKyMEHTOB JIeITEJIbHOCTH KOMITAHUH Ha 0a3e pOCCHICKOTO
3aKOHOJIATENBCTBA B chepe MH(POPMAIIOHHOTO MpaBa.

2. TloaroroBka ONMMCaHUs OXpaHIEeMOH HHPOPMAITIH,
MO/ICTIH YIPO3, TIOCTPOCHNE MOJIeTH HHHOPMALIMOHHOM
0€30TIaCHOCTH.

3. CmocoObI 3aIIUTH OT COIHATIFHON HHKCHEPHH.

Paspgen 2.
TexHO0JIOTHH 3aIUTbI
JaHHBIX

Cooeporcanue yuedbnozo mamepuana

Jlexuyuu

dyHIaMeHTAIbHBIC YTPO3bI CETEBOUW 0€30aCHOCTH.

CrangapTsl nHGOpMaLMOHHOI Oe301acHOCTH.

BbesomacHocTh ceTeBbIX yerpoiictB OSI.

B

Kpunrorpaduueckas 3anmra TaHHBIX.
KpHnTorpaqueCKne CUCTEMBI.

5. TexHonoruu ayTeHTU(GUKAIMHA. ABTOPH3AIHS,
ayTeHTH(]UKAIMS U y4eT JOCTyTIa.

Hpaxmuuecxue 3anamun

14

1. HCCJ’ICHOB&HI/IC CCTCBBIX aTaK U HHCTPYMCHTOB IIPOBCPKU
BAIIUTHI CCTH.

HCCJ’ICHOB&HI/IC METOA0B H.H/I(prBaHI/IH.

W3y4enue kpuntorpaduueckoi CUCTEMBI.

N3ydyenune kpunTorpaduu OTKPBITHIX KIIFOYEH.

Opranmzanus 6€30IacHOTO JOCTYyTa K YCTPOHCTBAM.

Hactpoiika 6e30macHOTo 10CTyIa K MapiipyTU3aTopy.

Nyl ORI wr™

Obecnieuenne aAMUHUCTpaTUBHOrO foctyna AAA u
cepBepa Radius.

Nl DO DO N N N

MK 3.1-IIK 3.6
OK 01-11

Paznen 3.
Ba3oBbie TEXHOJIOTHH
ceTeBoii 0e30IaCHOCTH

Cooepircanue yuedoHozo mamepuana

Jlexuyuu

1. HpOTOKOJ’II)I 3alIUTHI HA KAHAJIbHOM U CCAHCOBOM YPOBHSAX.

3amriTa Ha CETEBOM YPOBHE.

2. TexHOIOruU MEKCETEBOIO OKpaHUPOBAHUAA.

3. Peamm3zarus texHomoruit Opanamayspa. ACL.

4. Be3omacHOCTE JTIOKAJIbLHOM CETH.

5. Peanmm3anuga texnonorniit VPN.

Hpakmuqecmte 3anamus

1. Hactpoiika monuTuku 6€30MacHOCTH OpaHAMAaydpOB.

2. Hactpoiika 6€301acHOCTH Ha BTOPOM YPOBHE Ha
KOMMYTaTOpax.

3. Hacrpoiika Site-to-Site VPN, ucnions3yst uarepdeiic
KOMaHIHOHN CTPOKH.

K 3.1-[IK 3.6
OK 01-11

Paznen 4.
TexHosornn
o0HapyKeHUs
BTOPKEHUH

Cooepircanue yuedbnozo mamepuana

Jlexuyuu

KOHHGHL{I/IH aaliITUBHOT'O YIIPABJICHUA 0€30I1aCHOCTEIO.

TexHoOTUs aHAIIM3a 3allUIICHHOCTH.

Peaﬂmaunﬂ TEXHOJIOTUH NpeAOTBpAIICHUS BTOPKCHUS.

I .

KomrbrorepHbIe BUPYCHI M IPOOJIEMBI aHTUBHPYCHOM
3alIUTHL.

5. AHTHBHPYCHBIE IPOTPAMMBI M KOMIUIEKCHI.

Hpakmultecxue 3anamus

1. I/ICCHGHOBaHI/IG TEXHOJIOTUI NpeaOoTBpalliICHUS BTOPKCHUS.

2. Hacrpoiika cucTemsl peaoTBpamieHus Brop:kenuii (1PS).

3. Opranusarms odecredeHus 0€30MaCHOCTH

I10Jb30BATCIILCKUX KOMIIBIOTCPOB.

N B~

MK 3.1-1IK 3.6
OK 01-11
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Paspea 5. Cooepircanue yueonozo mamepuana 26 MK 3.1-[IK 3.6
Ynpasienue ceTeBoi | Texyuu 12 OK 01-11
0e30MacHOCThI0 = "
1. 3amaun ynpaBlieHHs] CHCTEMOH CeTeBO O€3011acHOCTH. 2
2. ApXHTEKTypa yrnpaBieHHs 0€30MacHOCTHI0 KOPTIOPATHBHBIX 2
MH(OPMAIMOHHBIX CHCTEM.
3. YpasieHue 0€30MacHON CEThIO. 4
4. Cisco ASA. 4
[IIpakmuueckue 3anamus 14
1. 3yyeHne OCHOBHBIX MOHATHU TII00aTFHOMN U JIOKAJIHHOH 2
MOJUTHKH 0€3011aCHOCTH.
2. bazoBas HacTpotlika 1uIr03a 6e3omacHoctd ASA n HacTpoiika 2
OpaHIMay’pOB HCIIONB3Ys HHTepeiic KOMaHTHON CTPOKH
3. bazoBas HacTpoiika nutto3a 6e3omacHoctd ASA 1 HacTporika 2
OpanaMayspoB ucnos3yst ASDM
4. Hactpotika Site-to-SiteVPN ¢ oxHo#t cTopoHb! Ha 2
MapIIpyTH3aTOpe UCHONB3Ys nHTEepdeiic KOMaHIHOH CTPOKH U
C IpYToii CTOPOHBI UCTIONB3YS IITI03 Oe3omacHocTH ASA
mocpencteoM ASDM.
5. Hactpoiika Clientless Remote Access SSL VPNS ucrnons3ys 2
ASDM.
6. Hactpoitka AnyConnect Remote Access SSL VPN 2
ncronb3yst ASDM.
7. duHaNbHAs KOMIUIEKCHAs pakTHYecKas paboTa 1o 2
0e30TIaCHOCTH.
2.4 Conepxxanme pa3aeoB IMCUUILTAHbBI
2.4.1 3aHATHSA JEKIIMOHHOI0 THIIA
Ne HaumenoBanue @opma
Copnep:xanue pasjeiia TeKYIIero
pasgena pasgena
KOHTPOJISI
1 2 3 4
1 Uudopmaunuonnas | OCHOBHbIE NOHATUS WH(POPMAIMOHHONH OE30MACHOCTH M 3allIUThI vV, T
6e30macHOCTh nadopmanmy.  OCHOBHBIE  TOHATHS,  OOIIEMETONOJIOTHYECKHUE

NpUHIOMNBL  o0ecniedeHnst  WH(pOpMannMOHHON  0e30macHOCTH.

locynapcrBenHass ~ mH(OpManMoHHas  HONMUTHKA.  [IpoGieMsl
nHopManmoHHO Oe3omacHOCTH B cdepe TOCYIapCTBEHHOTO |
MYHHUIUIAJIBHOTO  yNPaBJICHUSL. Yrpo3sl  uH(pOpMALMOHHOM

GezomacHocTH. AHanu3 yrpo3 HHQOpManMOHHON  0Ge30MmacHOCTH
MeTonpl M MOAENH OICHKH YA3BHUMOCTH HH(popmarun. OCHOBHBIE
MOHATHUSI TOJWTUKK WHpOpMannoHHOW Oe3omacHocTH. CommanbHas
nHxeHepus. TeXHUKU collMaabHONW MHXXEHEPUHU.
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Ne
pa3iena

HaumenoBanue
pa3neia

Coaep:xanue pa3saeja

®opma
TeKyLIero
KOHTPOJIS

1

2

3

4

2

Texnosiorun
3alMThI JAHHBIX

QDyHIaMeHTalIbHBIE yrpo3bl ceTeBoH Oe3omacHOCTH. COBpEMEHHBIE
yrpo3sl ceTeBoi Oe30macHOCTH. BUpYCHI, 4epBH M TPOSHCKHE KOHH.
Metoap! aTax.

CranaapTel HHGOPMAIIMOHHOHN Oe30macHOCTH. be3onacHoCTh ceTeBbIX
yerpoiicte OSl. BesonacHslit moctyn k ycrpoiictBam. Ha3zHauenue
aIMHUHUCTPATUBHBIX  posiell. ~ MOHUTOPMHI M  YIpaBJCHUE
ycrpoiicTBamMu.  Mcnonb3oBaHne (QYHKIMS ~aBTOMaTU3UPOBAaHHOM
HACTPOHKHU 0€30TIacHOCTH.

Kpuntorpaduaeckas 3amura fanasix. Kpunrorpadudaeckne cHCTEMBI.
Kpunrrorpadnaeckue CEPBUCHI. basoBas  nmemnocTHOCTH u
ayreHTHYHOCTh. KoHOuneHnmampaocTh. Kpunrorpagus OTKpPBHITHIX
kiroueit. TexHomorun ayTeHTHPHUKAIINN.

ABrtopusarnus, ayreHTH(UKanus U ydetr noctyma (AAA). CeoticTBa
AAA. JlokanbHast AAA ayrentudukanus. Server-based AAA.

vV, T

ba3oBble
TEXHOJOTHH
ceTeBoii
0e30IacHOCTH

ITpoTOKOIMBI 3aIIUTHI HA KAHAJILHOM M CEaHCOBOM YPOBHSIX. 3allluTa Ha
CeTeBOM ypoBHE. TEXHOJOTMHM MEXCETEBOTO JKPaHHPOBAHUS.
Peammzanust  texHomormit  Opanmmayspa. ACL. Texnomorus
6pannMmayspa. KonrekctHslil konTpons noctyna (CBAC). Ilonmutuku
OpaHIMayspa OCHOBaHHbBIE Ha 30HaX. be3omacHOCTh JOKaIBHO CeTH.
ObecrnieueHne  0e30MaCHOCTH  MOJH30BATENBCKUX  KOMIIBIOTEPOB.
Coobpaxkenuss mo 6GesomacHoct Broporo ypoBHs (Layer-2).
Kongurypauusi 0Oe3omacHOCTH BTOpPOro YpoBHsA. be3omacHoCTb
6ecnpoBoaHbIX ceteir, VoIP u SAN.

Peammzammsa texmosornit VPN. VPN. GRE VPN. Kommnonentsl n
dyaxunornpoBanue [PSec VPN. Peanmsanus Site-to-site [IPSec VPN ¢
ucnonp3oBanueM CLI. Peammzamms Site-to-site [PSec VPN ¢
ucnone3oBanueM CCP. Peammzarmus Remote-access VPN.

T,V

TexHoaoruu
o0Hapy:KeHUs!
BTOP KEeHU

Konmermus agantuBHOTO yIpaBlieHHus 0e30macHOCTh0. TexHomorus
aHanmm3a 3anmuieHHocTH. CpelicTBa aHajm3a 3allAIIeHHOCTH CETEBBIX
MPOTOKOJIOB U cepBHcoB. CpenctBa aHanmza 3amumieHHocTH OC.
Texnonorun  oOHapyXeHHs  arak. Peamu3amms  TEXHOJOTUH
npenoTBpamieHust BropxkeHus. |PS Texnomorun. IPS curHatypsl.
Peanuzarus IPS. IIposepka u monutopunr IPS.

KommbroTepHble BUPYCHI W TNPOOJIEMBI AHTUBHUPYCHOM 3alIlUTHI
Knaccugukanus BupycoB. OCHOBHBIE KaHAJIBl PACHpPOCTPAHEHUS
BUPYCOB U JPYTUX BPEIOHOCHBIX MPOTPaMM. AHTHBHPYCHBIE
MpOTpaMMBI UM KOMIUIEKCH. [locTpoeHHe CHCTeMBl aHTHBHPYCHOU
3alIATHI KOPITOPATHBHOM CETH.

YnpasieHue
ceTeBoii
0€30MacHOCTBLIO

3amaun yrpaBieHUs] CHCTEMOH CETeBOH 0e30MacHOCTH. APXUTEKTypa
yIpaBieHusl 0e30MacHOCTHIO  KOPIIOPATHUBHBIX HMH(MOPMAIIMOHHBIX
cucreM. OcHoBHbIe MOHATHA. KoHumenuus riio0anbHOTO yNpaBIeHUS
6e3omacHocThi0. [100anbHast U JIOKajdbHAs MMOJUTHKY 0E3011acHOCTH.
Ypasnenne 6e30macHoi ceThio. [IpUHINITEI 0€30TTACHOCTH CETEBOTO
nu3aiiHa. besomacHas apxuTekTypa. YIpaBjeHHE MpoleccaMu |
6e3omacHOCTh. TecTupoBaHHMe ceTH Ha ys3BUMOCTH. HempepriBHOCTH
Om3Heca, IJIAHWPOBAaHHE BOCCTAHOBJICHWS AaBapUHHBIX CHUTYaIlWi.
JKu3HEeHHBIN LUK CeTH W TUIaHWpOoBaHWE. Pa3paboTka periiaMeHTOB
KOMITaHUH M TIOJUTHK OE€30MaCHOCTH.

Cisco ASA. Beenenue B AnantuBHoe ycTpoicTBO Oe3onmacHocTH ASA.
Kongurypauust ¢daupBona na 06aze ASA c wucroiabp30BaHHEM
rpaduyeckoro unHrepgeiica ASDM. Kondurypaunmss VPN Ha Oase
ASA c ucnonezoBanueM rpaduueckoro uarepdeiica ASDM.

[Tpumeuanne: T — rectupoBanue, P — nanncanue pedepara, Y — ycrusiid onpoc, KP — konTposbHas pabora

2.4.2 3aHATHSA CEMUHAPCKOr0 THIIA
- HE TIPEAyCMOTPEHBI
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2.4.3 TlpakTHyeckue 3aHATHS.

Hactpoiika Site-to-SiteVPN ¢ ogHOW CTOpOHBI Ha MapIIpyTH3aTOpe
UCTIONIb3Yysl MHTep(deiic KOMaHAHOW CTPOKM M C JpPYroil CTOPOHBI
UCIIONB3Ys nuto3 0ezomnacHoctu ASA nocpencrsom ASDM.

Hacrpoiika Clientless Remote Access SSL VPNS ucrions3ys ASDM.
@duHanbHAs KOMIUIEKCHAS IpaKTHUecKasi paboTa 1o 6e30MacHOCTH.

HaunmenoBanue ®dopma
Ne paznena HaunmenoBanue npaktiyeckux (JabopaTopHbIX) paboT TEKYIIEro
KOHTPOJIS
1 2 3 4
1. |Andopmaumuonnasi |[loctpoeHne  CTPYKTYpbl  HOPMAaTHBHO-IIPABOBHIX  JIOKYMEHTOB
6e30macHOCTh JEATEIbHOCTH KOMIIAHMM Ha 0a3e POCCHHCKOTO 3aKOHOJATENLCTBA B
cdepe HHOOPMAIIMOHHOTO TIPaBa.
IMoaroroBka omnmcaHus OXpaHsAeMOW WH(GOPMAIMH, MOJEIH YIpo3, 1P, ¥
MTOCTPOCHHUE MOJECTH HH(POPMAIIMOHHOW O€30ITaCHOCTH.
CriocoOBbI 3aIIUTH OT CONMATEHOW MHKCHEPHHL.
2. |TexHosiorum HccnenoBanne ceTeBBIX aTak 1 HHCTPYMEHTOB IIPOBEPKHU 3aIUTHI CETH.
3amuThl AaHHbIX  (MccnenoBanue MeTonoB mm¢poBaHus. M3ydeHne kpunrorpadmdecKon
cucTeMsbl. M3yueHne kpunrorpaduu OTKPHITHIX KIFOYEH. p. v
Opranmzanuss  6Ge3omacHOro JocTyma K ycTpoilictBaM. Hactpoiika ’
0€3011acHOTr0 AOCTYIa K MapUIPyTH3aTOPY.
O6ecneuenne anmuuucTpaTuBHoro gocrymna AAA u cepsepa Radius.
3. |Bba3oBbie Hacrpoiika nonutrku 0€30macHOCTH OpaHIMayspoB.
TEXHOJIOTHH Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpaXx. P. T
ceTeBoii Hacrpoiika Site-to-Site VPN, ncnione3ys uaTepdeiic KoOMaHIHOH CTPOKH. ’
0e30macHOCTH
4. |TexHojioruu HccnenoBanne TeXHOIOTHI MPEIOTBPALICHUS BTOPKCHHS.
o0HapyKeHUs Hactpoiika cucteMsl npenoTBparierns Bropxennit (IPS).
BTOP KeHMit Opranmzanust ~ obecniedeHust  OE30IMaCHOCTH  MOJIB30BATEIBCKUX 1P, ¥y
KOMITBIOTEPOB.
5 |YnopaBiaenue W3yyeHne OCHOBHBIX TOHATHH TJIOOQIPHOH W JIOKAJIBHON MOJUTHKH
ceTeBoii 0e301acHOCTH.
0€30MacCHOCTHI0 bazoBas HacTpoiika mumo3a OezomacHocth ASA  u HacTpoiika
OpaHAMay’pOB HCHONB3Ysl HMHTep(erHc KOMaHIHOW CTpoku. basoas
HacTpolika mnrro3a Oe3omacHocTH ASA W HacTpoiika OpaHAMay poB
ucrnoib3yst ASDM. P,y

Ilpumeuanue: IIP — npaxmuuecxas paboma, JIP — nabopamopuas paboma, T —
mecmupoganue, P — nanucanue pegepama, Y — ycmmuoui onpoc, KP — xonmponvuas

paboma
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3. OBPA30OBATEJIBHBIE TEXHOJIOT'MA

JUis mpernonaBaHusl JIEKIMOHHOIO MaTepuana JUCUMIUIMHBI «be3omacHocTh
KOMIIBIOTEPHBIX ~CETE» NPUMEHSIOTCS ayJUOBHU3yaJbHbIE TEXHOJIOTUH, KOTOpPbIE
NOJHMMAIOT Ha KayeCTBEHHO HOBBIM YpOBEHb pOJb mpenojaBarens. IlpumeHeHue
MYJIbTUMEIUIHOIO KOMIUIEKCA MOBBIIIAET HArJIsAHOCTh, HUHPOPMATUBHOCTH, MO3BOJIET
HKOHOMHTH BpeMsl 3aHATHI.

[IpakTuyeckue pabOTHI.

TexHonorusi, mpuMeHsiemMas: B MpOIECCE NPOBEACHUS IMPAKTUYECKUX 3aHIATHM,
COYETAaeT BO3MOXHOCTH HMH(GOPMAIMOHHBIX TEXHOJIOTMH M IPAaKTUYECKOW paboOThl s
(dopMHUpOBaHUS MOHATUHHO-TEPMHUHOJIOTHYECKOH OCHOBBI MOAYJNS, NPUOOPETEHUsS
HEOOXOJMMBIX YMEHMH M HAaBBIKOB. OJTO MO3BOJISIET pabOTaTh B MajblX TIpynnax,
KOJIJIEKTUBHO O0CYKJIaTh MCIIOJIb3yeMble TEXHOJIOTUN Pa0OThI, BOSHUKAIOIINE POOIIEMBI,

a TaKkKe WHHIHUUPYET CaMOCTOSTEIbHYIO paboTy ydJalluxcs.
NPAKTHYECKUX paboT

TBOPYCCKOM PAa3BUTHUH yUaIlIUXCH.

MMPOABIIACTCA

MNpECMCTBCHHOCTL B

HpI/I BBIITOJIHCHHNH

npoeCCHOHATBPHOM |

Ne HaumenoBanme TexHoJioruu, TexH0JI0ruM, NpUMeHsieMble
pasnena pa3nena NpUMeHsieMble PH NpH NPOBeIeHUH
NMPOBeJeHUH JIEKIITHOHHBIX NPAKTHYeCKUX 3aHATHI
3aHATHI
1 2 3 4
1 HudopmanmonHas 6e30macHOCTh TexHosorus pa3BUBaOLIErO KomnbroTepHble CUMYIISAIMH,
00yueHwUs, TPpyNIoBast JUCKYCCHUs
ayJIUOBH3YyaJIbHbIC
TCXHOJIOTUN
2 TexHOIOruu 3aIUThl JAHHBIX TexHOoN0rHs pa3BUBAOIIETO KomnbsroTepHsle cUMYIISINH,
o0y4eHwus, TpyNInoBast JUCKYCCUs
ayJIUOBH3YyalIbHbIE
TEXHOJIOTHH
3 ba3oBble TeEXHOIOTHY CETEBOU TexHOoN0rHs pa3BUBAOIIETO KomnbsroTepHsle cUMyIISIMH,
6e3omacHocTH o0y4eHwUs, TpyNInoBast JUCKYCCUs
ayJIUOBH3YyalIbHbIE
TCXHOJIOTUN
4 TexHoMOTMN 0OHAPYKEHNS BTOP)KEHHUH TexHosorus pa3BUBaOLLErO KomnbroTepHbIe CUMYIISINH,
oOyueHus, TPyNIoBast JUCKYCCHUs
ayIUOBH3yaJIbHBIC
TCXHOJIOTUN
5 YnpasieHue ceTeBoi 6€30acCHOCTHIO TexHosorus pa3BUBaOLIErO KomnbroTepHbIe CUMYIISINH,
oOyueHus, TPyNIoBast JUCKYCCHUs
ayJIMOBHU3YyalIbHbIE
TEXHOJOTHH
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4 YCJIIOBUSA PEAJIM3AIIA YYEBHOH INPOI'PAMMbI
JUCHUITJINHBI MK 03.02 «BE3OITACHOCTDb KOMIIBIOTEPHBIX CETEN»

4.1 MarepuajabHO-TeXHHYecKasi 0a3a, HeoOXoauMasi [JIsi OCYLIECTBJIEHUSI
00pa30BaTEJHLHOT0 MPoIecca Mo AUCHHUIIHHE

Jlns  peanuzalid  OpOrpaMMbl  Y4eOHOM  JUCHMIUIMHBI  JOJKHBI  OBITh
MIPEYCMOTPEHBI CIISAYIONINE CIICITHAITBHBIC TTIOMEIIICHUSI:

Kabuner «Hugopmamuxuy, ocHaIeHHBIM o00OpyaoBaHUEM: padouee MecTo
MpenojiaBaTeisi, Mocaj0oyHble MecTa oOydaronuxcs (M0 KOJUYECTBY OOyYaroluxcs),
yueOHbI€ HaTJIAIHbIE TOCOOUs (TabIULIbI, TIAKATHI ), TEMATUUYECKHUE MANKU AUIAKTHIECKUX
MaTEpHUaIoOB, KOMIUIEKT Y4eOHO-METOIUYECKON JOKYMEHTAllMH, KOMILIEKT Y4eOHHKOB
(yueOHBIX TMOCOOUI) MO KOJIUYECTBY OOYYaAIOIIUXCS, TEXHUYECKUMHU CpEICTBAMHU
oOydeHHs: — KOMIIBIOTEp C  JIMIEH3MOHHBIM TPOTPAMMHBIM  OOECIICUCHUEM,
MYJIbTUMETUATIPOEKTOP.

Peanuzanus yueOHOW AMCHMIUIMHBI «be30MacHOCTh KOMIBIOTEPHBIX CETE»
OCYIIECTBIISIETCS B CIIELIMATILHO 000PYI0BaHHBIX KAOMHETaX.

1. JlaGopatopus mporpaMMHO-alapaTHOM  3alIUTBl  OOBEKTOB  CETEBOI
UHQPACTPYKTYphl BKJIIOYAET: JIOCKA HHTEPAKTHBHAs, KOMITbIOTEp, MOHUTOpHI — 30,
MYJIbTUMETUA-TIPOEKTOP, KOMIIBIOTEPHBIH CTOII, HarJIsIHbIC nocoous,
y4e0HO-METOANYECKIE MaTepUaIIbl, IOCKa yaeOHast, BbIxo B IHTepHeT.

4.2 IlepedyeHb HEOOXOAMMOI'0 IPOrPAMMHOI0 O0ecreYeHus!

1. 7-zip (muensus Ha aHri. hitp://www.7-zip.org/license.txt)

2. Adobe Acrobat Reader (sutien3us —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (numensus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (mutiensus — http://www.openoffice.org/license.html)

5. Free Commander (numensus -https://freecommander.com/ru/%d0%bb%d0%b
8%0d1%86%d0%b5%d0%bd%d0%b7%d0%b8%d1%8f/)

6. Google Chrome (umen3us —

https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cBOOOIHOM J0OCTYyIIE)

8. Mozilla Firefox (muuensus — https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cB00OIHOM J0OCTYIIE)
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5. IEPEYEHb 0CHOBH917I U JOHNOJIHUTEJBHOMW YYEBHOHN
JUTEPATYPBI, HEOBXOJINMOM 1J1s1 OCBOEHU S JUCLUITIJINHBI

5.1 OcHoBHas qUTEpaTypa

1. Hazapos, A. B. DkcmtyaTaiiyus 00bEKTOB CETeBON HHPPACTPYKTYPHI : yueOHUK /
A. B. Hazapos, A. H. Enransrues, B. II. MenbnaukoB. - MockBa : KYPC ; UHOPA-M,
2020. — 360 c. — (Cpennee mpodeccuonansuoe oopazosanue). — ISBN 978-5-906923-06-6.
- URL.: https://znanium.com/catalog/product/1071722.

2. lllanerun, B. ®. MHdpopmannonHas 6€301aCHOCTh KOMITBIOTEPHBIX CHCTEM H
cerelt : yueOHoe nmocodue / B. @. [llansrun. — Mocksa : DOPYM : UHOPA-M, 2021. —
416 c. — (Cpennee npodeccuonansHoe oopazoBanue). - ISBN 978-5-8199-0754-2. — Tekcr
: anextponnblii. — URL: https://znanium.com/catalog/product/1189327.— Pexxum noctymna:
10 TOATHCKE.

5.2 lonmosiHUTEIbHASA JTATEPATYypa

1. Hecrepos, C. A. UndpopmanmonHas 6€300aCHOCTb | yYeOHUK U MPAKTUKYM IS
cpennero npodeccuonansHoro oopazosanus / C. A. HecrepoB. — Mocksa : U3nareiabcTBo
FOpaiit, 2019. — 321 c. — (Ilpodeccnonanproe oopazoranue). — ISBN 978-5-534-07979-1.
— Texkct : anextponnsii / IBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/442312.

2. BacunbkoB, A. B. be3omnacHocTs U yrnpaBiieHue TOCTYNOM B WH()OPMAIIMOHHBIX
cuctemax : yuebHoe nocobue / A. B. Bacunbkos, 1. A. BacunbkoB. — MockBa : DOPYM :
NH®PA-M, 2020. — 368 c. — (Cpennee mpodeccuonanbHoe oOpaszoBanue). — ISBN
978-5-91134-360-6. - Texcr : ANIEKTPOHHBIM. - URL:
https://znanium.com/catalog/product/1082470.— Pexwum noctyma: mo moamucke.

3. [apteika, T. JI. Undopmanmonnas 6e3omnacHocTh : yuebHoe mocooue / T. JI.
[Tapteika, 1. U. TTonos. — 5-¢ uza., nepepad. u gomn. — Mocksa : DOPYM : UHOPA-M,
2021. — 432 c. — (Cpennee npodeccuonansuoe oopazopanue). — ISBN 978-5-00091-473-1.
- Texct : anexkrponnsiid. - URL: https://znanium.com/catalog/product/1189328.— Pexxum
JOCTYyIA: IO MOJIKUCKE.

4. bapanosa, E. K. OcHoBbl unpopmaimonseit 6ezonacHoctu : yuebnuk / E. K.
bapanoBa, A. B. babam. - Mocksa : PUOP : UH®PA-M, 2021. — 202 c. — (Cpennee
npodeccronaapHoe oOpa3zoBanue). - ISBN 978-5-369-01806-4. — Tekcrt : 21eKTPOHHBIH. -
URL.: https://znanium.com/catalog/product/1209579. — Pexxum mocTyma: 1mo moAmnucKe.

5. Cprues, 10. H. 3amura mapopmannu u uHOpManmoHHas 0e€30MaCHOCTDH :
yuebnoe nocobue / 0. H. CprueB. — MockBa : UHOPA-M, 2021. — 201 c. — (Cpennee
npodeccronanbHoe oopazoBanue). - ISBN 978-5-16-016583-7. — TekcT : 31€KTPOHHBIH. -
URL: https://znanium.com/catalog/product/1191479.— Pexwum mocTyna: 1mo mojanucke.

6. Undopmannonnas Ge3omacHoCTh : yueOHUK / MenpuukoB B. Il. mox pern.,
Kympusino A. . — Mockaa : KnoPyc, 2020. —267 c. — ISBN 978-5-406-07382-7. — URL:
https://book.ru/book/932059. — TekcT : 37eKTPOHHBIN.

7. OcHoBbl wuHpOpMamoHHOW Oe3omacHoctu : yueOHuk / B.FO. Porosun,
WN.b. l'anymkun, B. HoBukoB, C.b. BenpeB ; Axamemuss CneAcTBEHHOTO KOMHUTETA
Poccuiickoit @enepanun. — Mocksa : FOuutu-/lana : 3akon u npaso, 2018. — 287 ¢. : ui. —
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Pexxum nOCTyna: o HOIITUCKE. - URL:
https://biblioclub.ru/index.php?page=book&id=562348 — ISBN 978-5-238-02857-6. —
TeKCT : ANEKTPOHHBIN.

5.3 Ilepuoguyeckue U3TaHUs

1. Computerworld Poccus. — URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/Re. — URL.:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

3. BUT. buznec & nndopmarmonnsie Texnojgorun — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. Bectauk MockoBckoro Yauepcurera. Cepust 15. BorancnurenbHast
MaTemaThka u kuoepHeruka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectnuk Cankr-IlerepOyprckoro ynusepcurera. [Ipukinannas MaremMatuka.
Nudopmaruka. [Iponeccst ynpasnenus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Bupryanuzanus. O6maunsie cTpykTyphl. CucteMsl XxpaHeHus nanubix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. JKypnan cereBnix pemenuiit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3ammra nepcoHadbHBIX gaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. Hudopmatuka u o6pazosanue. — URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. Undopmaturka, BEIUMCTUTENIbHAS TEXHUKA U MH)KEHEepHOoe oOpa3oBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. UndopmannonHo-ynpasisomue cuctemel. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup 6onpmmx nanusix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. Mup IIK. — URL:
http://dlib.eastview.com/browse/publication/64067/udb/2071.

14. Hosble nH(MOpMAIIMOHHBIE TEXHOJIOTUN B aBTOMATU3UPOBAHHBIX CHCTEMAaX
https://elibrary.ru/title_about.asp?id=32949.

15. Otkpeiteie cuctembl. CYBJI. — URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071.

16. Ilpuknannas uadopmaruka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

17. Ilpo6nems! nepenaun uudopmarmu. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus.

18. IIporpamMmubie TPOAYKTHI U cuctembl. — URL:
https://dlib.eastview.com/browse/publication/64086/udb/2071.

19. IIporpammHbIie TpoAyKTHI U cuctembl. — URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

20. CAIIP u rpaduxka. - URL: https://sapr.ru/list,

21. Cucremnbiii aqmuauctparop. — URL:
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22. CucteMHBIN aHanu3 U npukiagHas napopmaruka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

23. Ynpasienue npoekTamu u mporpammamu. — URL :
https://grebennikon.ru/journal-20.html#volume2019-3.

5.4. IlepedeHb pecypcoB HH(POPMAIUOHHO-TEJIEKOMMYHUKALIMOHHOM ceTH
«HTEepHET», HEOOXOTUMBIX JIJIsl OCBOEHUS THCIUIIHMHBI

1. ObC «BOOK.ru» [yuyeOnble u3manms — komtekius st CIIO] : caitr. — URL:
https://www.book.ru/cat/576.

2. ObBC «YuuBepcurerckas Oubnamoreka ONLINE» [yueOHble, HaydHbIE 31aHUS,
MEPBOUCTOYHHUKH, XYI0KECTBEHHBIE MPOU3BEACHHS PA3IMUHBIX M3IATENbCTB; KYPHAIIBI;
MYJIbTUMEIUIHAS KOJUICKIIHS, KapThl, OHJIAH-SHIIUKIIONEInH, cioBapu] : cait. — URL:
http://biblioclub.ru/index.php?page=main_ub_red.

3. OBC wm3parensctBa «JlaHb» [y4eOHble, Hay4dHbIEe W3/aHUSA, [EPBOMCTOYHHKH,
XYZ0’KECTBEHHBIE TMPOU3BEICHUS Pa3IUYHbIX H3JIATENbCTB; XypHamubi| : cait. — URL:
http://e.lanbook.com.

4. OBC «OpaiiT» [yueOHHKU U yueOHbIe TocoOus u3narenberBa «HOpaitt»] : cait. — URL:
https://urait.ru/.

5. DBC «Znanium.comy» [yueOHbIe, HAyYHbIC, HAYYHO-TIONYJSPHbIE MaTEpUalbl PA3TMUHBIX
U3JaTeIbCTB, XKypHausl] : caitt. — URL: http://znanium.com/.

6. Hayunas »snektponHas Oubnuoreka. MoHorpaduu, Wu3JaHHBIE B  HW3/1aTEIbCTBE
Poccuiickoit Axkagemuu EctecTBO3HaHUS [TOTHOTEKCTOBBINA Pecypc CBOOOIHOTO JOCTYA ]
: caiit. — URL: https://www.monographies.ru/.

/. Hayunas snexTpoHHas Oubnuoreka craredl m nybnukaumii «eLibrary.ruy» [poccuiickuii
UH(POPMAIIMOHHO-aHAIUTUYECKUIA TMOpTaJl B 00JACTH HAyKH, TEXHOJOTMH, MEIULUHBI,
oOpa3oBaHusi; Oonbllas 4YacTh W3JAaHUN — cBoOomHOTO nmoctymal] : caitr. — URL:
http://elibrary.ru.

8. baswl manHbIX Kommnanuu «Mct Bpro» [mepuoamdeckue u3gaHus (Ha PyCCKOM s3bIKe)] :
caiir. — URL: http://dlib.eastview.com.

9. KubepJlennnka : Hay4yHas OJJIEKTpOHHas OuONIMOTEKa [HaydHble JKypHaibl B
MOJHOTEKCTOBOM (hopMaTe cBoOOHOTO AocTyma] : cait. — URL: http://cyberleninka.ru.
10. Poccwmiickasi AJIEKTpOHHAsh WIKOJIa @ TOCyJapcTBeHHas oOpa3oBaTelibHas IUiaThopma
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6 METOANYECKHE YKA3AHUA OBYYAIOIIUMCH 1100
OCBOEHMIO JUCHUITJINHBI

VYyamuecst Ui TOJHOIICHHOTO OCBOCHHS Y4eOHOro Kypca JOKHBI COCTaBIISTH
KOHCTIEKTHI KaK MpU MPOCTYIIUBAHUYU €r0 TEOPETUUECKON (JIEKIIMOHHOW) YacTH, TaK U MPU
MOJTOTOBKE K MPAKTUYECKUM (CEMUHAPCKUM) 3aHATHAM. JKenarenbHO, YTOOBI KOHCIIEKTHI
JIEKIHMI 1 CEMUHAPOB 3aMKMCHIBAINCH B JIOTUYECKOM MOCIIEI0BATEIbHOCTH U3YUEHUS Kypca
U COJIEpKAJIUCh B OAHOM TeTpaau. ITo oOecrneyuT Oojee MOJHYI MOATOTOBKY KaK K
TEKYILIUM Y4€OHBIM 3aHSATUSM, TAK U CECCHOHHOMY KOHTPOJIIO 3HAHUH.

CamMocroaTenpHass  paboTa  ydyaliuxcs  sIBIsSIeTCS  BakHeWmed  Qopmoid
y4eOHO-TI03HaBaTeNbHOTO mporecca. Llenb 3amaHuil s camMOCTOSITENIbHON pPaboOThl —
3aKpenuTh W PACUIUPUTh 3HAHUSA, YMEHHS, HABBIKU, MPUOOPETEHHBIE B pE3yIbTaTe
U3y4Y€HUs [UCLUMIUIMHBI, OBJIAJIETh YMEHHMEM UCIIOJIb30BaTh IOJYYEHHbIE 3HAHUS B
MPAKTHYECKOU paboTe; MOTYyYUTh IEPBUYHBIE HABBIKU MPOPECCUOHATBEHOM JIeATeTbHOCTH.

OOyueHue CTYJIEHTOB OCYIIECTBISCTCS MO TPATUIIMOHHON TEXHOJIOTUU (JCKIIUH,
MPAKTUKH) C BKIIFOUCHUEM HHHOBAIIMOHHBIX 3JIEMEHTOB.

C TOuUKM 3peHUsl UCHOJIB3YEMBIX METOJOB JIEKIUHU MOJPA3AEIAIOTCS CIEIYIOIINUM
o0pa3zom: MH(OPMAIIMOHHO-00bSICHUTEIbHAS JIEKIIUS, MIOBECTBOBATENIbHAS,
nekuusi-o6ecena, mpoodieMHas JCKIUs U T. 1.

YcTHOE U3N0okKeHHe Y4eOHOr0o MaTepuaia Ha JISKIIUMK JTOJDKHO KOHCTIEKTUPOBATHCS.
Cnymars JeKIUI0 HY>)KHO YMETh — MOJJAEPKUBATh CBOE BHUMAHHE, IMOHATh U 3alIOMHHUTh
yCJBIIIIAHHOE, YIOBUTH May3bl. B mpoliecce u3mokeHus mpenoaaBaTesieM JICKIUU CTYICHT
JIOJDKEH BBISICHUTH BCE HEMOHSTHBIE BOMPOCHI. 3alUCHIBATH COJEp)KaHUE JCKIIUU HY>KHO
00s3aTeNIbHO — 3alUCH TIOMOTAIOT MOACPKUBATH BHUMAHKE, CIIOCOOCTBYIOT TOHUMAHHUIO
Y 3alIOMUHAHUIO YCJIBIIIAHHOTO, MPUBOAUT 3HAHUE B CHUCTEMY, CIYy>KaT OIMOPOM i
nepexoja kK 0osiee rmy0OKOMY CAMOCTOSITEIbHOMY H3YYSHHIO MPeMeETa.

Metoauueckne peKOMEHAAINH 110 KOHCTIEKTUPOBAHUIO JICKIIHIA:

— 3aIUCh JOJDKHA OBITh CUCTEMHOMH, MPEACTABISITH COOON COKpAIIEHHBIN BapHaHT
Jekuuu  mpenoaaBatens. HeoOxomumo — chnymarth, 0OIyMBIBaTH U 3alUCHIBATH
OJIHOBPEMEHHO;

— 3amuch BeAETCS OYEHb OBICTPO, YETKO, MO BO3MOXKHOCTH KOPOTKUMH
BBIPOKECHUSIMU;

— HE TIpeKpalias CIyaTh NpernoaBarelis, Hy>KHO 3aliChIBaTh TO, YTO HEOOXOIUMO
ycBOUTh. Hemnb3s 3anuchiBaTh Cpa3y k€ BbICKa3aHHYIO MBICIIb ITPENO1aBaTesl, CleayeT €
MOHSATH U MOCJIe ATOT0 KPaTKO 3alucaTh CBOMMU CIIOBAMH WM CJIOBaMHU MPENO1aBaTesl.
BaxxHo, 4ToOBI B HEll He OBLI MOTEPSH OCHOBHOM CMBICI CKa3aHHOTO; MMEHA, JaThl,
Ha3BaHUs, BBIBOJIbI, OMIPEACIICHHS 3aMUChIBAIOTCA TOYHO. ClieiyeT oOpaTUTh BHUMaHUE Ha
opopmieHHe 3amucH JIeKIUH. J[JIg Kaxaoro mpeaMmeTa 3aBOJUTCS OOIIast TETpasb.
OTAUYHBIM OT OCTAJILHOTO ILIBETA CIEAYET BBIACISTH OTAEJIbHBbIC MBICIU U 3aroJIOBKH,
COKpaIiaTh OTJENbHBIE CJIOBA W MPEJJIOKECHUS, UCTIOIb30BaTh yCJIOBHBIC 3HAKU, OYKBBHI
JATHHCKOTO U TPEYECKOTo ajaaBUTOB, a TAKXKE HEKOTOPHIE MPUEMBI CTEHOTPAPUIECKOTO
COKpaIIEHUs CJIOB.

[TpakTrueckue 3aHATUSA MO AUCIUIUIMHE «be30macHOCTh KOMITBIOTEPHBIX CETel»
MIPOBOJIATCSI B OCHOBHOM TIO CXEME:

— YCTHBIA OMpOC IO TEOpUHM B Hadaue 3aHATUS (OOCYXICHHE TEOPETUUYECKUX
POOJIEMHBIX BOIIPOCOB IO TEME);

— WHAMBHAYyalbHass palboTa TMpH BBHINOIHEHUH 3aJaHUM C HCIOJIb30BAaHHEM

22



NIEPCOHAIBHOTO KOMIIBIOTEPA;

— pelieHne NPaKTUYECKUX 3a]a4 UHIUBUYAIIbHO;

— TMOJBEJICHUE UTOTOB 3aHATHUS (WU pedIiekcus);

— UHIUBUJYyadbHBIC 3aJaHUS JUIsl TOATOTOBKH K CIEAYIOIIUM MPaKTHUYECKUM
3aHATHUSIM.

[lenap MpakTUYECKOTO 3aHATHUS — HAYYUTHh CTYACHTOB MPUMEHSITh TEOPETUUYECKUE
3HaHMUS TPU PEIICHUHU TMPAKTUYECKUX 3aJady HAa OCHOBE pealibHbIX JaHHBIX. Ha
NPAKTUYECKUX 3aHATHUIX MPeo0IaiatoT CAEAYIOIINE METOIbI:

— BepOasibHbIe (MTPe0bI1aaloIUM METOIOM JOJKHO OBITh OOBSICHEHNE);

— MpaKkTUyeckue (MMCbMEHHBIE 3[aHMsl, TPYIOBBIC 3a/1aHUS U T. I1.).

BaxxHbIM 1115 cTyZeHTa SBJISETCS YMEHHE pPallMOHAIBHO MOAOUpaTh HEOOXOIUMYIO
y4eOHyto utepatypy. OCHOBHBIMH JTUTEPATYPHBIMU UCTOUHUKAMH SIBJISIOTCS:

— oubnuoreunsie Gouabl punuana Kyol'Y B r. CnaBsHcke-Ha-Kybanu;

— 3JIEKTPOHHASI OMOIMOTEYHAS cCUCTeMa « Y HUBEPCUTETCKasi OMOIMOTeKa OHIAHY;

— JIEKTpOHHAast OubnuoTeyHas cuctema M3gatensctBa «JIaHby.

[Touck kHUT B OMOIMOTEKE HEOOXOAUMO HAUYMHATH C M3YYEHHUS MPEAMETHOTO
Karajora M CO3JaHUsl CIHCKAa KHUT, MOCOOWH, METOAMYECKHX MaTepHUajioB MO TeMe
U3YYCHHUS.

[IpocMOTp KHUTM HAYMHAETCS C TUTYJIBHOTO JIUCTA, CIEAYIOLIETO Mociae 00J0KKH.
Ha ©HEM O0OBIYHO TOMEIIAlOTCSI BCE OCHOBHBIC JAaHHBIE, XapaKTEPU3YIOIIUE KHUTY:
Ha3BaHHE, aBTOP, BBIXOJIHbIC JaHHbIE, NaHHbIE O Tepew3fgaHuu W T.n. Ha oGopote
TUTYJIBHOTO JHCTa Aa€TCd aHHOTAlUsA, B KOTOPOW YKa3bIBaeTCsl TeMaTHKa BOIPOCOB,
OCBEIIEHHBIX B KHHIE, ONpPENENSeTCs KPYr uYuTaTeseld, Ha KOTOPbIH OHa paccyuTaHa.
bonbiioe 3HayeHWe WMMEET MPEAUCIOBUE KHHUTH, KOTOPOE 3HAKOMHUT YHUTATENsl C
JUYHOCTBIO aBTOPA, UICTOPUEN CO3/1aHMsI KHUTH, PACKPBIBAET COACPKAHUE.

[IpounTaB mnpeaucioBUe U MONYYUB OOIIEe MNPEACTaBICHHE O KHUTE, CIIEIyeT
o0paTuThCs K ornaieHuto. OryiaBaeHre KHUTH 3HAKOMUT 00y4aeMoro ¢ CO/Iep>KaHueM U
JIOTUYECKOW CTPYKTYpPOH KHUTH, TIO3BOJIET BHIOPATh HYXXHBIM MaTepuai s U3ydeHUs.
['og W3naHusg KHUTH TO3BOJISIET CYAMTh O HOBU3HE MaTepuana. B kHure moryt ObITh
NpUMeUYaHus, KOTOpbIE COAEpXkaT pazlu4Hble JOINOJHUTEIbHbIE cBeleHus. OHu
NI€YaTal0TCs] BHE OCHOBHOI'O TEKCTA U PAa3bSCHAIOT OTHAEIbHBIE BOIPOCHL. [IpeameTHble U
anpaBUTHBIE yKa3aTeNy 3HAYUTENHHO OOJIErdar0T MOBTOPEHHE H3JIOKEHHOTO B KHUTE
Marepuaia. B KOHIlE KHUTH MOKET pacrnoJiaraTbCs BCIIOMOTaTeNbHbIM MaTepuan. K Hemy
OOBIYHO OTHOCSITCSI MHCTPYKIIMH, TIPUIIOKEHHUS, CXEMBbI, CUTYallMOHHBIE 3a/1a4H, BOIIPOCHI
JUISl CAMOKOHTPOJIA U T. 1.

Jlyis nydiiero mpeicTaBieHUs M 3allOMUHAHUS MaTepualia 11eJ1ecoo0pa3Ho BECTH
3aMMCH Y KOHCHEKThI Pa3IMYHOrO COACpkKaHUs, a UMEHHO:

— TIOMETKH, 3aMEYaHusl, BbIICJIEHUE TJIAaBHOTO;

— TUJIaH, TE3UCHI, BEITUCKU, ITUTATHI;

— KOHCIIEKT, paboyas 3anuch, pedepar, J0KJIaJ, JeKIUs U T. 1.

Uurarh y4eOHMK HEOOXOAMMO BIYMYHBO, BHUMATEIBHO, HE TPOIyCKas TEKCTa,
CTapasich MOHATH KaXAyl (Ppaszy, OMHOBPEMEHHO pa30upas MPUMEPHI, CXEMbI, TAOJIUIIHI,
PUCYHKH, IPUBEIEHHBIC B YUCOHUKE.

OaHuM U3 BaXHEMIIMX CPEACTB, CHOCOOCTBYIOIIMX 3aKpEIUICHUIO 3HAaHUM,
SIBIIICTCS KpaTKasi 3aluCh MPOYUTAHHOTO MaTepuala — COCTaBIeHNe KoHcnekTa. KoHcnekr
— 9TO KpPaTKOE CBSI3HOE H3JIOKEHHE COJACP)KaHUS TeMbl, YdeOHUKAa WIIM €ro 4acTH, 0e3
noJIpoOHOCTEN U BTOPOCTENEHHbIX feTaneil. [1o cBoeil CTpyKType U Mmocie10BaTeIbHOCTH
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KOHCTIEKT JIOJDKEH COOTBETCTBOBAThH IUIaHy yueOHHKa. [[03TOMy Ba)kKHO CHavaja COCTaBUTh
IUTaH, a MOTOM IHCaTh KOHCHEKT B BUJAE OTBETa Ha BONpOCHl miaHa. Ecian ydeOHUK
paznenéH Ha HeOOJIbIINE 03aryIaBlIeHHbIE YaCTH, TO 3ar0JIOBKM MOKHO paccCMaTpHUBaTh Kak
NYHKTHl TUIaHA, a U3 TEKCTa KaXKIOM 4YacTHU ClIeqyeT 3alucaTh T€ MBICIH, KOTOpHIE
PacKpbIBAIOT CMBICH 3ar0J0BKa.

TpeGoBaHus K KOHCIIEKTY:

— KpPaTKOCTh, CKATOCTh, 11EJI€CO00Pa3HOCTh KaXA0T0 3alHChIBAEMOT0 CJIOBA;

— COJEp’KaTeIbHOCTh 3alMCH- 3alMCBhIBAEMbIE MBICIU CIEIYET (POPMYyIUPOBATH
KpaTko, HO 0Oe3 ymepba s cmbicia. OObEM KOHCIEKTa, KaK IPAaBUIIO, MEHBIIE
M3y4yaeMoro Tekcra B 7-15 pas;

—KOHCIEKT MOXET OBITh KaK MPOCTHIM, TAaK U CJIOKHBIM IO CTPYKTYPE — 3TO 3aBUCUT
OT COZIEpKaHUS KHUTH U LIETU €€ U3yYeHUsl.

MeTtonuyeckrue peKOMEeHIalUU 110 KOHCTIEKTUPOBAHUIO:

— MpEeXJe YeM HavaTh COCTABIATH KOHCIEKT, HYXHO O3HAKOMHUTHCS C KHHIOM,
POYMUTATh €€ CHaYyaJla 10 KOHIA, IOHATh IPOYUTAHHOE;

— Ha 00JIOKKE TEeTpaJu 3alUCBIBAIOTCS Ha3BAHUE KOHCHEKTUPYEMOW KHUTH M UM
aBTOpA, COCTABIISIETCS TUIAH KOHCIIEKTHPYEMOTO TECTa;

— 3alyCU JIy4lle JejaTh NpU MPOUYTEHWH HE OJHOTO-ABYX ab3aleB, a IEJIOoro
naparpadga Wi IJ1aBbl;

— KOHCIIEKTHpPOBaHUE BEAETCS HE C LIEJbI0 UMETh ONpPENeNEHHBIN 3amucu, a Jyis
Oojiee TOJTHOTO OBJAJEHUS COJAEPKAHMEM HM3Yy4aeMOro TEKCTa, IMO3TOMY B 3amHCsIX
OTMEUAETCS U BBIIETSAETCS BCE TO HOBOE, MHTEPECHOE U HY>)KHOE, YTO 0COOEHHO MPUBIIEKIIO
BHUMAaHUE;

— MOCJIe TOro, Kak cCJellaHa 3aluch cojAepaHusi maparpada, riaBbl, CIETyeT
nepevynTarh e€, 3aTeM CHOBa OOpamaThCsl K TEKCTY M MPOBEPHUTH ce0sl, MPaBHIBHO JIU
U3JI0’KEHO COJIEpIKaHue.

TexHrnKa KOHCIEKTUPOBAHMS:

— KOHCHIEKTUPYS KHHUTY OOJbIIOro o0OBbEMa, 3alucCh CIENYyeT BECTH B OOIICH
TeTpau;

— Ha KaXKJIOM CTPaHMIIE CJEBA OCTABJISAIOT NOJISI WMPUHON 25-30 MM JIs 3amucu
KOPOTKHX I10/13ar0JIOBKOB, KPaTKMX 3aMEUaHUi, BOIIPOCOB;

— KaX/1asi CTaHNLa TETPa Il HyMEpPYeTCs;

— JJ1s1 IOBBILLIEHUSI YUTAEMOCTH 3aIIMCU OCTABIISIOT UHTEPBAJIbl MEXKIY CTPOKAMH,
a03a1aMu, HOBYIO MBICJIb HAUMHAIOT C «KPACHOW» CTPOKH;

— TpU KOHCIEKTHPOBAaHUMU IIHPOKO HCIIONB3YIOT PA3JIMUYHBIE COKpALICHHUS MU
YCIIOBHbIE 3HaKW, HO HE B yHiepO CMBICTY 3alHCaHHOro. PeKoMeHJyeTcs MpUMEHSTh
oOuieynoTpeOuTeNbHbIe COKpallleHUsl, Hampumep: M.0. — MoxkeT ObITh;, Troc. —
rOCyJIapCTBEHHBIN; 1.0. — JODKHO OBITH U T.1.

— HE cIIeAyeT COKpAIlaTh UMEHA M Ha3BaHUs, KPOME OYEHb YaCTO MOBTOPSIOIINXCS;

— B KOHCIIEKTE€ HE JIOJDKHO OBITh MEXaHMYECKOTO TMepernuchbiBaHUs TeKcTa 0e3
IPOJYMBIBaHUS €r0 COAEPKAHUSI U CMBICIIOBOI'O aHAJIM3A.
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7 KOHTPOJIb M OLIEHKA PE3YJbTATOB OCBOEHUA YYEBHOM
JTACHUILIMHBI MJIK 03.02 « BE30IMACHOCTHh KOMITBIOTEPHBIX CETEN»

7.1 IlacnopT ¢oHIA OLIEHOYHBIX CPEACTB

Ne HaumeHnoBanue ®opma Tekylero
Komnerenuuu
pasiena pa3iena KOHTPOJIst

1 2 3 4

1 WudopmannonHas 6€30macHOCTh MK 3.1-I[IK 3.6 TectupoBanue,
OK 01-11 MPAKTHIECKOE 3aHATHE

2 TexHOIOrNK 3alIUTEl JaHHBIX IIK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 MPAKTHIECKOE 3aHATHE

3 BazoBbIe TEXHOJIOTHH CETEBOH OE30MIACHOCTH MK 3.1-T1K 3.6 TectupoBanue,
OK 01-11 MPAKTHICCKOE 3aHATHE

4 TexHosorun 0OHAPYKEHUS] BTOP)KEHUN MK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 IIPAKTUYECKOE 3aHATUE

5 VYnpapneHue ceTeBoi 0€30MacHOCTIO MK 3.1-IIK 3.6 TectupoBanue,
OK 01-11 [IPaKTUYECKOE 3aHSATUE

7.2 Kputepuu ouleHKH Pe3yJbTAaTOB 00y4YeHHs

Kon n HanMeHOBaHHUe
po¢eCCHOHATBHBIX M 00X
KOMIIETEHIIH, (POPMUPYEMBIX B
paMKax MoJyJs

Kpurepun onenkn

MeToabl OLIEHKH

IIK 3.1. YcraHaBIIUBaTh,
HACTPaMBAaTh, SKCIUTYaTUPOBAThH
1 00CIy)KHBATh TEXHUUCCKUE U
MPOTPaMMHO-aIapaTHbIC

CpeaACTBa KOMIIBIOTEPHBIX cerTeil.

OleHKa «OTJIMYHO)Y - TEXHUYECKOE 3a/laHne
NPOaHaIM3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 33/IaHHI0 1 0(hOpMIIEH
B COOTBETCTBHH CO CTaH/IapTaMH, MOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OueHka «X0poII0» -aIrOpUTM pa3paboTaH,
o(opMIICH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 331aHHIO, IIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

OueHKa «y10BJEeTBOPHUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3amen/3aueT B hopme
cobeceJ0BaHUs:
NPaKTHYECKOE 3a]aHKe
10 MOCTPOCHHUIO
ANITOPHTMA B
COOTBETCTBHH C
TEXHUYECKUM 33/IaHHEM
3aiuta OTYETOB MO
MPAKTHYECKUM paboTaM.

1IK 3.2. TIpoBoauTh
npodunakTuyeckue paboThl Ha
00BEKTax ceTeBOn
HHPPACTPYKTYPHI U pabodInx
CTaHIHUSAX.

OLeHKa «OTJUYHO» - TEXHIYECKOE 3aaHHe
IPOaHAIM3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3a1aHUI0 U 0hOopMIIeH
B COOTBETCTBUU CO CTaHAApTaMU, MOSICHECHBI €TI0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOPOII0Y -aJITOPUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 3a1aHHIO, IIOSICHEHbI €r0 OCHOBHBIE
CTPYKTYPBIL.

OueHKa «y10BJETBOPHTEILHO» - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3ameH/3aueT B opme
cobeceJ0BaHUS:
NPaKTHYECKOE 3a]aHIe
10 TOCTPOCHHUIO
AITOPUTMA B
COOTBETCTBUU C
TEXHUYECKUM 3a/IaHHEM.
3aiura OTYETOB MO
MPAKTHYECKUM paboTaMm.
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ITIK 3.3. YcranaBiuBaTh,
HACTPauBaTh, IKCIUTyaTUPOBATh
1 00CITy’KHBATh CETEBbIC
KOH(pUTypanuu

OmueHka «OTJIHMYHO) - TEXHNYECKOE 3alaHNe
MIPOAHATU3HPOBAHO, ANTOPUTM pPa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHHIO U 0(OPMIICH
B COOTBETCTBHH CO CTaHIAPTAMH, TIOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OueHKa «X0pOII0Y -aJIrOPUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 331aHHIO, IOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBL.

OueHKa «y10BJEeTBOPHUTEIbLHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Dk3ameH/3adeT B popme
cobeceoBaHmA:
NPaKTHYECKOE 3a/1aHNe
IO TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3a/IaHUCM.
3amyra 0T4EeTOB 10
MPAKTHIECKUM padoTaMm.

1IK 3.4. YyacTBOBaTh B
pa3paboTKe CXEMBI
MOC/IeaBapUUHOTO
BOCCTAHOBJICHUSI
paboTOCIOCOOHOCTH
KOMITBIOTEPHOI CeTH,
BBITIOJIHSATH BOCCTAHOBIICHUE U
pe3epBHOE KOTTUPOBAHKE
HHPOPMAIIIH.

O1eHKa «OTJIMYHOY - TEXHHUECKOE 3aJaHue
[IPOaHATU3MPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHUIO U 0(OPMIICH
B COOTBETCTBHUH CO CTaHJapTaMH, IIOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBI.

OmueHKa «X0poI0» -aIrOpUTM pa3paboTaH,
0(hopMIICH B COOTBETCTBHH CO CTaHAAPTAMH H
COOTBETCTBYET 33aHHIO, IIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPHIL.

OueHka «y10BJEeTBOPUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHMIO.

Ok3ameH/3a4eT B hopme
cobecenoBaHMs:
OPaKTHYECKOE 3aIaHKe
10 MOCTPOCHHUIO
aIITOPUTMA B
COOTBETCTBHH C
TEXHHYIECKUM 33aHUCM.
3ammra 0TYETOB 110
[PaKTHIECKUM paboTam.

IIK 3.5. Opranu3oBbIBaTh
MHBEHTAPHU3ALNIO TEXHHIECKUX
CPEZICTB CETEBOH
MHQPaCTPYyKTYpHI,
OCYILECTBIISATH KOHTPOJIb
000pyOBaHUs TTOCIIE €T0
PEMOHTA.

OueHka «OTJIMYHO) - TEXHHYECKOE 3a/laHNe
MIPOAHAIU3MPOBAHO, ANTOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3a/IaHHIO M 0(OPMIICH
B COOTBETCTBHUH CO CTaHJapTaMH, IOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBI.

O1eHKa «XOPOII0Y -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBHH CO CTaHAAPTaAMHU U
COOTBETCTBYET 3a/IaHHIO, IOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBI.

OueHka «y10BJEeTBOPHUTEILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3ameH/3a4eT B popme
coOecenoBaHMs:
MPaKTHYECKOE 3aJaHUe
0 TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHHUYECKUM 3aJ[aHUEM.
3amuTa 0OT4eTOB 10
NPaKTHYECKUM paboTaM.

IIK 3.6. BpInonHATh 3aMeHy
Pacxo/HBIX MaTepHajoB 1
MEJIKUI PEMOHT
nepudepuitHoro obopynoBaHus,
OTIpeNieNATh yCTapeBIiee
000py0BaHUE U IPOTPAMMHBIE
CpeACTBa CETEBOM

HHQPACTPYKTYPHL.

OLeHKa «OTJINYHO» - TEXHHYECKOE 3aIaHHe
NPOAHAITU3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3a1aHUI0 U 0hOopMIIeH
B COOTBETCTBUU CO CTaHAApTaMU, MOSICHECHBI €TI0
OCHOBHBIE€ CTPYKTYPBHI.

Or11eHKa «XOPOILI0Y -aJrOPUTM pa3paboTaH,
oopMIIEH B COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 33IaHHIO, TIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBL

OLeHKa «yI10BJIETBOPUTEIBHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHUIO.

Ok3ameH/3a4eT B popme
cobecenoBaHMs:
NpaKTHYECKOE 3a/laHNe
0 TIOCTPOCHUIO
JITOpUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ[aHUEM.
3amuTa 0OT4eTOB 110
MPAKTHIECKUM paboTaM.

OK 01. Berbupats crmoco0bt
peuieHus 3a1a4y
npoQeCcCUOHANTBHOM
JIeATeIIbHOCTH, IPUMEHUTEIBEHO
K Pa3JIMYHbIM KOHTEKCTaM.

— 000CHOBAaHHOCTH IIOCTAHOBKH IIEJH, BEIOOPA U
MIPUMEHEHHS METOIOB B CIIOCOOOB PEIICHHS
po¢eCCHOHATBHBIX 337134,

- aJIcKBaTHas OLICHKA M CaMOOIIeHKa 3P QEeKTHBHOCTH
1 Ka4eCTBa BBIMTOJHEHUS IPO(HECCHOHATBHBIX 3a7a4

Hurepnperanust
pe3yIbTaToB
HAOIOICHUH 32
JIESITETbHOCTEIO
obyuJaromerocs B
IPOIIECCe OCBOCHUS
obpa3oBaTenbHOM
MIPOTrPaMMBI.
DKcHnepTHOE
HAOIIOIEHNE U OLIEHKA
HA TPaKTHYECKUX
3aHATHUSAX.
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OK 02.OcymiecTBiIsITh TOUCK,
aHaJIM3 U MHTEPIIPETAIUIO
HHPOPMALUHU, HEOOXOTUMOU
IS BBITIOJIHEHHUS 33124
npoQeCCUOHATBHOM
JIEATEILHOCTH.

- ICII0JIb30BaHUE PA3INYHBIX HCTOYHUKOB, BKITIOYAs
9JIEKTPOHHBIE PECYPCHI, MEAUAPECYPCHI,
HHTepHEeT-pecypchl, MEPHOIUUSCKUE H3IAHHUS 1O
CMICIUATBHOCTH TSl PELICHHs PO(eCCHOHATBHBIX
3amaq

OK 03. [TnarupoBats u
pean30BEIBaTh COOCTBEHHOE
npodeccruoHaIbHOE U
JIMYHOCTHOE Pa3BHUTHE.

- ICMOHCTpAILUS OTBETCTBEHHOCTH 33 TIPHHSTHIC
peuieHus

- 000CHOBaHHOCTh CAMOAHAJIN3a U KOPPEKIIUS
Pe3yIbTaTOB COOCTBECHHOI pabOTEHI.

OK 04. PaboTaTh B KOJIEKTUBE
U KoMaHze, 9PPEeKTUBHO
B3aUMOJICHCTBOBATH C
KOJJIETaMH, PYKOBOJICTBOM,
KJIIHEHTaAMHU.

- B3aUMo/IeiicTBUE C 00yJaronMMucs,
IIpernoiaBaTesIMU U MacTepaMu B Xojie 00yueHHUs, C
PYKOBOAUTEISIMU Y4€OHOW M MPOU3BOICTBEHHOI
MIPAKTHK;

- 000CHOBAaHHOCTB aHaJN3a paOOTHI WICHOB KOMaH IbI
(IO TYMHEHHBIX ).

OK 05. OcymiecTBisiTh YCTHYIO
Y MUCBMEHHYI0 KOMMYHHUKAIIUIO
Ha TOCY/IapPCTBEHHOM SI3BIKE C
y4eTOM 0COOCHHOCTEH
COLMAJIBHOTO ¥ KYJIBTYPHOTO
KOHTEKCTA.

-ITPaMOTHOCTb YCTHOM U IMCbMEHHOH peyy,
- ICHOCTb (DOPMYJIMPOBAHNUS U U3JIOKECHUS MBICIIEH

OK 06. IlposBasaTs
IPakIAHCKO-TIATPUOTHICCKYIO
MO3UIIUIO, TEMOHCTPUPOBATH
OCO3HAHHOE ITOBEJCHNE Ha
OCHOBE 0O0III€YEIOBEYECKUX
LICHHOCTEH.

- co0oieHNe HOPM TTOBEJECHUS BO BPEMs YI€OHBIX
3aHATHUH U IPOXOXKACHUS yueOHOH U
IIPOU3BOJCTBEHHOM IIPAKTUK,

OK 07. CopeiicTBOBaTbH
COXPaHEHUIO OKPYIKAOLIEH
Cpelibl, pecypcocOepekeHHIO,
3(h(heKTHBHO IeHCTBOBATH B
Ype3BbIYaiHBIX CHTYAIUSX.

- 3(pekTUBHOCTH BbITIOJIHEHUs 1TpaBuil Th Bo Bpemst
yueOHBIX 3aHATHUH, IPU NPOXOXKICHUH yueOHOI 1
IIPOU3BOJCTBEHHOM IIPAKTUK;

- 3HaHHE W MCIIOIb30BaHNE pecypcocOeperarommx
TEXHOJIOTHH B 00JIaCTH TEIEKOMMYHHKAIMHA

OK 08. Ucnonp3oBaTh cpeacTBa
(hm3HIecKoil KyIbTypBI IS
COXpaHCHUS U YKPCIUICHUS
3II0OPOBBS B TIpoOIIECCe
npoQeCcCUOHANTBHOM
JIESITEIBHOCTH U TIOICPKAHNE
HE00X0IUMOTO YPOBHS
(uznueckoi
[TOATOTOBJIEHHOCTH.

- 3 PEKTHBHO HCIOIB30BATH CPEACTBA (PHUIUICCKOM
KyJBTYPBI IS COXPAHEHHS M YKPEIUICHHS 3710POBbS
B Ipoliecce MpodecCHOHANBHOM IS TEILBHOCTH 1
HoAJIepKaHHE HEOOXOIUMOTO YPOBHS (PH3NIECKOM
IO/ITOTOBJIEHHOCTH.

OK 09. Ucnonb3oBaTh
MHPOPMAIMOHHBIE TEXHOJIOTUN
B IIpodeccnoHaIbHOMI
JIESITETIBHOCTH.

- 9 PeKTUBHOCTH UCTIOIB30BAHUS
HHPOPMAIMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHHA
B IIpoheCCHOHATBHON JeSITeIbHOCTH COTJIACHO
(hopMHUpyEMBIM YMEHHUSIM U TOTYyIaeMOMY
MMPAKTUICCKOMY OIIBITY.

OK 10. ITonp30BaThCs
npodeccnoHaTLHOM
JIOKyMEHTalue Ha
TOCYAapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- 3¢(eKTUBHOCTH UCTIOIH30BaHUS B
npodeccHoHATLHOH NEATETPHOCTH HEOOXO0AUMOMN
TEXHUYECKOH JOKYMEHTallMHU, B TOM YHCJIC Ha
AHTJIMICKOM SI3BIKE.
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OK.11. IInanmpoBath
MpeANPUHUMATENBCKYIO

JACATCIBbHOCTL B

npodeccronansHoOi chepe

- 3¢ peKTUBHO TUTAHUPOBATH MPEANIPUHUMATEITHCKYIO
JeSITeIBbHOCTD B IPO(ECCHOHANBHON cdepe mpu
MIPOBEJCHUH PaOOT MO KOHCTPYHUPOBAHHIO CETEBOM

nH}pacTpyKTypHI

7.3 OueHovHbIe CPeACTBA sl MPOBeAeHHsl TeKyIleil aTTecTalun

Texymuii KOHTPOJIb MOKET MPOBOJAUTHCA B (hopMe:
— ()pOHTANBHBINA ONPOC — UHANBUAYAJIbHBIA YCTHBIA OMPOC
— IUCbMEHHBIA KOHTPOJIb
— TECTUPOBAHUE 110 TEOPETUUECKOMY MaTEpHAITTY
— MpakTuyeckast paboTa — MOArOTOBKA OTUETa,

— 3alUTa BBIITOJIHEHHOTO 3aJJaHus,
— pa3paboTka npobiaemMbl Kypcea (CooOIIeHue).

B Ipumepbi
®opma arTe- JIaIeHUS JInunble KayecTBa
opMa arre 3HaHuA Ymennst OUEHOMHBIX
CcTalun (HaBBIKH) CTyJleHTa cpencTs
VYerHbli Kontpons 3Hanmii mo| Onenka  ymenusa| Ouenka HaBeikoB| OneHka — cmoco0-| KoHTposbHbIe
(TTMCHMEHHBIN)  (OTIpeaeIeHHBIM [pa3InyaTh KOH-pa0OTBl C JHTEpPa-HOCTU ONEPAaTHBHO HBOIIPOCHI IO Te-
OTIpOC 0 TeMaM [mpodsieMam KPETHBIC OHATUS  [TYPHBIMH MCTOY-Ka4ECTBEHHO MaM
HUKaMHU OTBEYaTh HAa  TO-IPUJIArarOTCs
CTaBJICHHbIE BO-
MIPOCHI
IIpaktuueckue | Kontpons  3HaHums| Onenka  ymeHus| OneHka HaBeIkOB| OneHka — cmoco0- Temsl paborT
(;1abopaTopHBIE) [TEOPETHYECKUX OCHOBPabOTaTh ¢  CO-pabOTBl C TEXHHU-HOCTU ONEPATHBHO H[IPHIIATAIOTCS
paboTHI MH(OOPMATUKH HBpEMEHHO KOM-4ECKHMU Cpe/CT-KaueCTBEHHO peIIaTh
MH(QOPMAIMOHHBIX  [BIOTEPHON TeX-BaMH HHPOPMa-IOCTABIEHHbIE HA
[TEXHOJIOT U, HUKOH,  MCIOJIb30-TH3ALUH, crienu-IPaKTHYeCKUX
BO3MOXHOCTEN HUBaTh BO3MOXHOCTHAJIBHBIMU npo-pa6OTaX 3a1a4Yu U
[IPUHLIUIIOB HC-BBIYUCIUTEIFHOH  TpPaMMHBIMH ApTYMEHTHPOBATb
IMOJIb30BAHUA CO-TEXHUKHU ucpeacTBaMu [PE3YJIbTAThI
BpeMCHHOfI KOMHB'HpOFpaMMHOFO
IOTepHOﬁ TCXHUKH. o0ecreueHus. pu
PELICHUH  TPaKTH-
HYEeCKHX 3a/1a4.

TectupoBanue | Kontpons 3Hanmii mo| Ouenka  ymenms| OueHka HabblkoB| OleHKa croco6- Bompockt
OTIpeIeTIeHHBIM pa3InuaTh KOH-JIOTHYECKOTO  aHa-HOCTH OIEPAaTHBHO HIPHUIIATAIOTCS
npoGyiemam KpPETHBIC MOHATHSL  [IM3a U CHHTE3a NPHKAYECTBEHHO

COTIOCTaBICHUN oTBEYaTh Ha  IIO-
KOHKPETHBIX CTaBJICHHbIE BO-
MOHSATUI [IPOCHI
Ilpumepwl 3a0au u 60npocos 011 meKyuje2o KOHMpOs.
1. TepmunOnOTHS B 007aCTH 0€30MACHOCTH HH(POPMAITMOHHBIX CETEH.
2. MeToao0rust MoCTpoeHUs: 6e30MacHbIX MH(POPMAITMOHHBIX CETEH.
3. TunoBkie MOIEIN aTak, HaImpaBJICHHBLIC Ha TIPCOaOJICHHUC 3alllUThI

UH(QOPMAIIMOHHBIX CHCTEM, YCIOBHS UX OCYIIECTBUMOCTH, BO3MOJHBIC IMOCICICTBHSI,
CrocoOBI MPeIOTBPAIICHHUS.
4. Omucath poJib YenoBeYeckoro pakTopa B odecreueHHnr 0e30MacHOCTH CeTeH.

5

CdopmupoBatb

151

UH(POPMAIIMOHHON CHCTEMBI.
6. OnucaTh KIacCU(PUKAINIO KOMITBIOTEPHBIX BUPYCOB.

IMPOU3BECTHU
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7. IlepeuncauTh OCHOBHBIE 3aKOHO/IATEIbHBIE IOKYMEHTHI B 00J1acTH 00ecrieueHus
0€30MacCHOCTH XpaHEHUsI U 00pabOTKM MHPOPMALIUH.

Ilpumepvr mecmoswix 3a0anuii:

1. Wudopmanms, n0CTyn K KOTOPOH OTpaHUUYUBAETCS B COOTBETCTBUU C
3aKOHOJIAaTeNIbcTBOM Poccuiickoit ®Deneparui U IpeacTaBiIseT coO0i KOMMEpPUYECKYIo,
CITY)KEeOHYIO UJTH JIMYHYIO TalHBI, OXpaHSIONTHECcs e€ BlIaeblleM, Ha3bIBACTCS

A) koHpUAEHIIUATBHOMN

b) noctynnoit

B) nenmoctHoii

I') Bce BapuaHThI BEPHBI

2. HaGop mpaBui, KOTOpBIE perJaMEeHTHPYIOT (YHKIIMOHMPOBAHHE MEXaHH3Ma
nH(pOpMaIMOHHON OE30MaCHOCTH HA3BIBAIOTCS

A) noauTHKoM

b) unentudukanmeit

B) xoHpUIEHITNATEHOCTHIO

I') Bce BapuaHThI BEPHBI

3. ®opmupoBanue mpoduis MpaB Uil KOHKPETHOIO YYacTHHKA Ipoliecca
UH(OPMAIIMOHHOTO OOMEHA, Ha3bIBACTCS

A) aBTOpU3auuen

b) unentudukanueit

B) ayrentudukanmeit

I') Bce BapuaHThI BEpPHBI

4. YcerpoiicTBa KOHTPOJISI IOCTYIa U3 OJHOM MH(GOPMAIMOHHOW CpeJbl B APYTYIO
IPEIOCTABIISIIOT

A) MexceTeBble IKpaHbl

b) anTuBUpycHoe obecnieueHue

B) ckaneps! 6e3omacHoCTH

I') Bce BapuaHThI BEpPHBI

5. YerpoiicTBa mpoBepKu KauecTBa (PyHKIIMOHUPOBAHUS MOAETH O€30MaCHOCTH /ISt
KOHKPETHOW MH(POPMAITMOHHOW CHCTEMBI 00CCIICINBAIOT

A) ckaHepsl 6€30MacHOCTH

b) anTuBHpyCHBIE TPOTPaMMBI

B) MexceTeBble S3KpaHbI

I') Bce BapuaHThI BEpHBI

6. O000mIIEHHOE Ha3BaHUE TEXHOJIOTHHM, MO3BOJSIONINX OOECIEYUTHh OJHO HIIN
HECKOJIBKO CETEBBIX COSAMHEHHH (JJOTHYECKYIO CETh) MOBEPX APYTOH CETH — ITO

A) Mozenb MexceTeBoro B3aumoeictust OS|

b) BupTyanbsHas yactHas cetb VPN

B) nporokon IPSEC

I') MexceTeBbIe SKpaHBbI
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7. CeTeBO# MPOTOKOJ ayTEHTU(PHUKAIINH, KOTOPBIH MpeIaraeT MeXaHu3M B3aUMHOMN
ayTeHTH()HUKAIMK KITUEHTA U CepBepa Mepe]] yCTAHOBICHUEM CBSA3H MEXIY HUIMUA — 3TO

A) mporoxoa Kerberos

b) npotoxon ARP

B) nporokon ICMP

I') mpotokosn POP3

7.4. OueHoYHbIE CPeICTBA Il MPOBeIeHUs MPOMEKYTOYHOM aTTecTAlNU

IIpumepsnt
®opma 3naHus Verst Bnanenune JlngHble KauecTBa OLICHOUHBIX
aTTecTaluu (HaBBIKN) CTyJIeHTa CpesICTB
HToroBas arTectanus
Ox3aMeH  [KoHTpoas 3HaHMAONEHKA Ouenka HaBbIKOBOIEHKa CIOCOOHOCTHBOMPOCH! MIpH-
6a30BBIX [YMEHUS ITOTMYEeCKOro  CO-TPaMOTHO M YETKO[IararoTcs
MOJIOKCHNH BIOHUMATh CIIE-TOCTABICHHUS HM3IaraTh MaTepual  [Samauu
oOacTi aJIMU-IMAIBHYIO Tep-xapakTepucThki |OLEHKa CIOCOOHOCTHIpumaraoTCs
HUCTPUPOBAHUS  [MHHOJOTHIO.  [0OBEKTOB TPaMOTHO H  YETKO
KOMITBIOTEpHBIX  [OlIeHKa OrneHka HAaBBIKOBHU3TAraTh XOJ pellle-
CHUCTEM YMEHUS ITOrMYeCKOTo HHUS 3a7a4 B oOjacTy|
[perarthb MEIIIEHHsT  NpUPKCIUTYaTalun O0bek-
[TUIIOBBIC [PEIICHUN 3a1a4 B[TOB ceTeBoi I/IH(I)pa'
Bajgaqu BobmacTi  dKCILTya-CTPYKTYPBI
o6nacty Tamud ~ OOBEKTOB
PKCIUIyaTallUl |cereBoii  WH(Opa-
00BEKTOB CTPYKTYpBI
CETeBOM
mHbpa-

7.4.1 TlpuMepHbIe BONPOCHI 1JIs1 POBEIeHUsI POMEKYTOYHOH ATTeCTALMHU

. [loHsiTHE HaLIMOHATBHOW 6€30aCHOCTH.
. HarimonanbeHble nHTEpECH B HH(OPMAITMOHHOM cdepe.
. Uctounuku u conepkanue yrpo3 B uH(popMannoHHou cepe.
. CoBpeMeHHBIE YTPO3bI CETEBOI O€30MaCHOCTH.
. besomacHocTk ceteBbix ycrpoiictB OSI.
. ObecnieueHre 6€30MaCHOCTHU MOJIB30BATENBCKUX KOMITBIOTEPOB.
. IPS Texnonoruu.
. Texnonorust Opanamayspa.
9. OcHOBHBIE TOHATHS KPUNTOTpadUIECKON 3aIUTHI HH(OPMAIUH.
10. CumMeTpHUUHbIE KPUITOCUCTEMBI IIU(POBAHUS.
11. AcuMMeTpUYHbIE KPUTITOCUCTEMBI IIU(PPOBAHUS.
12. DnexTponHas mudpoBast MOANUCH U PYHKINS XIUTUPOBAHHUSL.
13. AyrenTudukanus, aBTOpU3aIys 1 aAMUHACTPUPOBAHUE IEHCTBUI
II0JIb30BaTENEN.
14. Konuenuus moCTpOCHUS BUPTYaJIbHBIX 3amuiieHHbIX ceTeil VPN.
15. IlpoTokossl hopMUpOBaHNS 3AIIMIIIEHHBIX KAHAJIOB HA KAHAIBHOM U CEaHCOBOM
YPOBHSIX.
16. TexHomOTHH 3aITUTHI B OECTIPOBOIHBIX CETSX.
17. IIporokon Kerberos.
18. TexHomoruu OOHAPYKEHUS aTak.

00 ~NO U1 &~ WD —
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19. KomnbrorepHbsle BUPYCHI U IPOOJIEMbl AHTUBUPYCHOU 3aILIUTHI.

20. AHTHBUPYCHBIEC IPOTPAMMBI U KOMIUICKCHI.
21. YopaBneHnue 6€30MacHON CEThIO.

7.4.2 TlpuMepHbIe 3a1a4M JJIsl MPOBeAEHHsI MPOMEKYTOUHOI aTTeCcTAlUH

1. [IpoaeMoOHCTPUPOBATH UCIIONB30BaHUE BCTpOeHHBIX cpencTB OC s obecnieue-

HUSA 0€30MAaCHOCTH.
2. IlpogeMOHCTpUPOBATH NPOLECC YCTAHOBKH M HACTPOUKHU MIPOTrPAMMHBIX CPEJICTB

3aIUThI (IPOrpaMMHBIE TPOKCHU-CEPBEPHI, AMATHOCTUUECKHUE MPOTPAMMBI U T.11.).
4. IIpoieMOHCTpUPOBATH YIIpaBJICHHUE MOIH30BATEISIMU U UX TIPaBaMH JIOCTYIIa B

OC Windows.
5. IIpoaeMOHCTpUPOBATh UCITONIb30BaHUE mporpammbl Ethereal nis ananusa

ceTeBoro Tpaduka.
6. IIpoBecTr aHaMM3 ypoBHS 0€30MaCHOCTH 3aIuThl JaHHBIX B OC Windows.
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8 JOITOJIHUTEJIbHOE OBECIIEYHEHUME JMCHUIIJINHBI

Kpunrorpadguyeckas 3amura 1anabix. Kpunrorpaguyeckue cucremsl.

Hayka, 3anumaromiasics BoIlpocamMu 0Oe30macHOM cBsi3u  (T.e.  MOCPEICTBOM
3amu@poBaHHBIX COOOIICHUI Ha3biBaeTcss Kpunmonoeueti (Kryptos — Ttaiinblii, logos —
HayKa). OHa B CBOIO ouepean paszensercs Ha 1B
HAMPAaBIICHUS KpUNmozpaguro u KpunmoaHaius.

Kpunmoepaguss —nHayka o co3naHum O€30MaCHBIX METOJOB CBSI3H, O CO3/IaHUU
CTOMKUX (YCTOMYMBBIX K B3j0My) middpoB. OHa 3aHMMaeTCss MOMCKOM MaTeMaTUYECKHUX
METOJIOB MpeoOpa3oBaHus HHPOPMAIUH.

Kpunmoananuz — nanHblil pa3ien MOCBAILIEH HCCIEIOBAHUIO BO3MOYKHOCTH YTECHHS
cooOImieHui 0e3 3HaHMS KIIOYEH, T. €. CBs3aHa HEMOCPEJACTBEHHO CO B3JIOMOM IIH(POB.
Jlrogu, 3aHUMarOIMecs KPUMNTOAHAJIM30M U HCCIEIOBAaHMEM IIH(PPOB HA3BIBAIOTCS
KPpUNMOaHAIUMuKamu.

[ugp — cOBOKYITHOCTH 0OpAaTUMBIX TIPe0Opa30BaHN MHOKECTBA OTKPBITHIX TEKCTOB
(T.e. MCXOMHOTO COOOIIECHHS) HA MHOXECTBO 3aIlIM(POBAHHBIX TEKCTOB, MPOBOIUMBIX C
1eNbl0 WX 3amuThl. KOHKpeTHBIN BU IpeoOpa3oBaHus OMPEeNsIeTcss C TOMOIMIBIO KItoua
mudpoBaHUs.

Kpunmoepaguueckas  cucmema — cemMelcTBO  mpeoOpa3zoBaHuii mmdpa U
COBOKYITHOCTh KJTtOuel (T.e. anroputm + kimtoun). CaMmo mo cebe onmucaHue airoputMa He
SABJISIETCS. KpUNTOCUCTEMOM. TOIBKO AOMOTHEHHOE CXEMAaMH PACIpPEEICHUsI U YIIPABICHUS
KII0OYaMHd OHO CTaHOBUTCA cucteMoil. I[lpumepsr amroputmMoB — ommcanus DES,
'OCT28.147-89. [lomoaHEeHHBIE aNrOpUTMAaMH BBIPAOOTKH KIIOYEH HpeBpaliaroTcs B
KpunrocucuteMbl. Kak mpaBuiio, onrcanue anroputMa mudpoBaHus yKe BKIIOYaeT B ce0s
Bce HeoOXo/uMble yacTu. Kpunrocuctembl MOTYT 0OecrieunBaTh HE TOJBKO CEKPETHOCTH
nepefaBaeMbIXx  COOOIIEHUM, HO ¢ UX AayTeHTUYHOCTh (MOJJMHHOCTB), a TakKkXKe
MOATBEPKICHHUE MOITMHHOCTHU MOJIb30BATEIIS.

CoBpeMeHHbIE KPUIITOCUCTEMBI JIETSATCA HA CAMMETPUYHbBIE U ACHMMETPHUYHBIE.

Cummempuunvie  Kpunmocucmemvl (¢ CEKpemHbIM — KIIOYOM)  — JIaHHBIC
KPUINITOCUCTEMBbl TIOCTPOEHBI Ha OCHOBE COXpAaHEHHS B TailHe KiIo4ya mudpoBaHUs.
[Tpouiecchl 3ammdpoBeIBaHUS U pactIMPOBBIBAHUS UCHOIB3YIOT OJUH U TOT K€ KIIOY.
CekpeTHOCTh KItoua siBisieTcss moctynaroM. OcHOBHasi mpobiieMa Mpu MPUMEHEHUHU
CUMMETPUYHBIX KPHUITOCUCTEM JJisi CBSI3U 3aKJIIOYAETCS B CIOXHOCTH TMepenadyu 000uM
CTOpOHAM CeKkpeTHoro kitoda. OpHAaKOo JaHHBIE CHCTEMbI O0JAJar0T  BBICOKUM
ObIcTpOciicTBHEM. PacKkpbiTHe KITt0Ua 37I0YMBIIIJIEHHUKOM TPO3UT PACKPBITHEM TOJIBKO TON
nHpopManum, 4ro ObuTa 3amudpoBaHa Ha ATOM KiIrO4e. AMepukaHCckuil U Poccuiickumii
craugaptsl mudpoanus DES u 'OCT28.147-89, kaununatel Ha AES — Bce 3TH alnropuTMBI
SIBJISIFOTCSI IPEJICTABUTEIISIMU CUMMETPUYHBIX KPUIITOCUCTEM.

Acummempuynvle Kpunmocucmemul (cucmemvbt OMKPbIMO20 WUDPOBAHUSL) — CMBICI
JAQHHBIX KPUIITOCUCTEM COCTOMT B TOM, 4YTO IS 3amm(poBaHus M paciiudpoBaHUS
UCIIONIB3YIOTCSI pasHble TpeoOpazoBanusi. OMHO W3 HHUX — 3alIM(PPOBAHUE — SBISCTCS
abCOIOTHO OTKPBITHIM ISl BceX. Jpyroe ke — pacmmdpoBaHue — OCTa€TCS CEKPETHBIM.
Takum oOpaszom, Jr000M, KTO XO4YeT YTO-Tu0O0 3amudpoBaTh, MOJB3YETCS OTKPBHITHIM
npeoOpa3zoBaHUEM.
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Ho pacmudpoBath U mpoyuTaTh 3TO CMOKET JIUIIL TOT, KTO BJIaJie€ CEKPETHHIM
npeoOpazoBaHreM. B HacTOAINN MOMEHT BO MHOTUX aCUMMETPUYHBIX KPUIITOCUCTEMAX BU]T
peoOpa3oBaHus ONMpELIeTCs KIFOYOM. T.¢ y MoJIb30BaTelIs €CTh JIBa KIIF0Ya — CEKPETHBIN
U OTKPBITBIA. OTKPBITHIA KJIIOY MYOJHMKYETCS B OOIIETOCTYITHOM MECTE, W KaXKIbId, KTO
3aX04YeT MOCJaTh COOOIIEHHE TOMY IOJIb30BATE0 — 3alu(POBBIBAET TEKCT OTKPBHITHIM
KIIF04oM. PactimdpoBaTh CMOKET TOJIBKO YIIOMSHYTBIN ITOJIH30BATENH C CEKPETHBIM KITFOUOM.
Takum oOpa3oM, mponagaeT npodiema nepeaaduu CeKPeTHOro Kitoda (Kak y CHMMETPUYHBIX
cucteM). OJTHaKO, HECMOTPS Ha BCE CBOM MPEUMYIIECTBA, 3TH KPUIITOCUCTEMBI IOCTATOYHO
TPYAOEMKH M MeIUTeNbHbl. CTOMKOCTh aCUMMETPHYHBIX KPUITOCHUCTEM Oa3upyercs, B
OCHOBHOM, Ha QJITOPUTMUYECKON TPYAHOCTH PEIINTH 32 MPUEMIIEMOE BpeMs KaKyro-Tu0o
3amady. Ecim  370yMBINUICHHUKY — YOAcTCsA  MOCTPOMTh  TaKOW  aJllTOPUTM,  TO
JTUCKpEIUTUPOBaHa OyaeT BCS CHUCTEMa W BCE COOOIIeHHUs, 3amuppoBaHHBIE C TTOMOIIBIO
ATOW CUCTEMBI. B 3TOM COCTOMT TJlaBHas OMACHOCTh ACMMMETPHYHBIX KPUIITOCHCTEM B
OTIUYHE OT CUMMETpHYHBIX. OIHO W3 OCHOBHBIX TIpaBWJI Kpuntorpadpum (eciu
paccMaTpuBaTh €€ KOMMEpUYeCKoe IpPUMEHEHHE, T.K. Ha TOCYJapCTBEHHOM YpPOBHE BCE
HECKOJIbKO HMHA4e) MOXKHO BBIPA3UTh CICAYIOIIMM 00pa3oM: 6310M wu@pa ¢ yeivio
npouecms 3aKpblmy0 UHGOPMAayuIo 00JIHCeH 000UMUCH 310V MbIUIEHHUK) 20pa300 00podice,
yem dma uHpopmayus cmoum Ha camom oeie.

TaitHONHKCB.

TaltHOMCHIO HA3BIBAIOTCS TPHEMBI, C IIOMOIIIBIO KOTOPBIX COJIEPKaHUE HAITUCAHHOTO
CKPBIBAJIOCH OT T€X, KTO HE JIOJDKEH OBLI MPOYHUTATH TEKCT.

HaunHas ¢ camMbIX JpeBHHUX BPEMEH, YEJIOBEUYECTBO OOMEHHBAJIOCH MH(MOpMaIUEH,
OTCBhIIas ApyT Apyry OyMakHble muchbMma. B JlpeBaeM Benukom HoBropoae HeoOXxoaumMo ObLT
CBOpAaYMBaTh CBOM OEPECTSHBIC TPAMOTHI CIIOBAMH HAPYKY — TOJIBKO TaKUM OOpa3oM OHHU
MOTJIM TIEPEBO3UTHCS M XPAHUTHhCS, B TMPOTUBHOM CiIyda€ OHU pPa3BOPAYUBAIUCH
CaMOTIPOM3BOJIBHO H3-32 M3MEHEHHUS YPOBHS BIAKHOCTH. OTO OBLJIO TOXOXKE Ha
COBPEMECHHBIC MTOYTOBBIE KAPTOYKH, B KOTOPBIX TEKCT, KaK M3BECTHO, TAKXKE OTKPBIT JJIS
qy)KUX B30POB.

Tounbix AaT U aOCONIOTHO OECCIOPHBIX JAHHBIX O TAWHOMHMCH B JIPEBHOCTH
COXPaHWJIOCh OYEHb M OYE€Hb MaJIo, TO3TOMY Ha HAIlleM caliTe MHOTHE (haKThl IPEICTaBICHBI
MyTeM XYAO0KECTBEHHOro aHanmu3a. OjgHako, BMeCTe C H300peTeHHuEeM IHQpPOB
CYIIIECTBOBAJIH, PA3yMEETCS, U CIIOCOOBI COKPBHITHSI TEKCTA OT MOCTOPOHHUX II1a3. B npeBHei
['pertuu, k mpumepy, AJis 3TOrO Kak-To pa3 o0puin padba, HaHEeCIM HAAMKICh Ha €T0 rOJIOBe, U,
MIOCJIe TOTO KaK BOJIOCHI OTPOCIIH, OTIIPABIIIN C TIOPYUYCHUEM K ajpecary.

— cnocob mpeoOpa3oBaHUsl OTKPHITOM HMH(OpMAIMU B 3aKpBITYIO U
obpatHo. [IpumensieTcss nisi XpaHeHHUs BaXXHOW MHGPOPMAIMU B HEHAJEKHBIX UCTOUYHUKAX
nwim nepemaun e€ mo HesammuiméHHbIM KaHaimaM cBs3u. CormacHo ['OCT 28147-89,
¢ poBaHUe MOAPaA3ICIACTCS Ha MPOIece 3alu(PpoBbIBAaHUS U pacTUPOBBIBAHNS.

(OT Tped. CKPBITHIN U Tped. NMUiy, OYKBaIbHO «TaWHOIHUCKHY») — 3TO
HayKa O CKpBITOW mepenadye WHGOpManuu MYyTEM COXpaHEHUs B TallHE camoro Qakra
nepeIaym.

B oraumume ot kpunrorpadgum, KOTOpas CKpPBIBAET COACPKUMOE CEKPETHOTO
cooOmeHus, creraHorpadusi CKpbIBaeT caMo ero cymiecrBoBanue. Creranorpaduro 0ObIYHO
HCIIOJIB3YIOT COBMECTHO C METOAaMH KpHUNTorpadun, TakuMm 00pa3oM, JOTOIHSS e€.

OCHOBHBIC TPUHITUITEI KOMITBIOTEPHOU cTeraHorpaduu U 001acTH €€ MPUMCHCHHS
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K. [leHHOH nan HaM OOIIYI TEOPUIO TaWHOMMCH, KOTOpas SIBJIsETCS Oa3ucom
cTeraHorpaduu Kak Hayku. B coBpeMEHHON KOMIBIOTEPHOM cTeraHorpaduu CyuecTByeT
JIBa OCHOBHBIX TUMa (PaitiioB: coobuieHue— ¢aiisi, KOTOPbIN MpeaHa3HAYEH ISl CKPBITHS, U
KOHTeHep—(haiii, KOTOPbII MOKET OBITh UCTIOJIb30BAH JJI CKPBITHUS B HEM cooOieHus. [Ipu
9TOM KOHTEHWHEpHI ObIBalOT ABYX THINOB. KoHTeHep—opuruHan (uiu “IlycToii” KoHTelHep)
— 3TO KOHTEHHEpP, KOTOPBII HE CONEPKUT CKpbIToM nHpopmaruu. KonreliHep—pe3yiapTaT
(wn  “3amoMHEHHBIA” KOHTEHWHEpP) — ATO KOHTEWHEp, KOTOPBIM COAEPKHUT CKPBITYIO
uHbopmanuio. [lon KIIOYOM TMOHUMAETCS CEKPETHBIM 3JIEMEHT, KOTOPBIA OIpenemnser
HOPSJIOK 3aHECEHUS COOOIIEHUS B KOHTEHHED.

OCHOBHBIMH TOJIOKEHUSIMA COBPEMEHHOM KOMITBIOTEPHOM cTeraHorpauu SBIISIIOTCA
CIIeIYIOIIHNE:

1. MeTozb! CKpPBITHS TOJDKHBI 00€CTIeunBaTh AyTEHTUYHOCTD U IIEIOCTHOCTD (haiina.

2. [Ilpeanomaraercs, 4dYTO TPOTHUBHUKY TMOJHOCTBIO HM3BECTHBI BO3MOKHBIC
creraHorpauIecKue METOIBI.

3. be3onmacHOCTb METOJOB OCHOBBIBAETCS Ha COXPAHEHUU CTEraHOrpauuecKum
npeoOpa3oBaHEeM OCHOBHBIX CBOMCTB OTKPBITO MepeaaBaeMoro (aiiia npu BHECEHUU B HETO
CEKPETHOI'0 COOOIIEHHS] 1 HEKOTOPOH HEM3BECTHOM MPOTUBHUKY UH(POPMAIIMH — KITIOYA.

4. Jlaxe ecnu (akKT CKpBITHUS COOOINEGHHS CTajdl HM3BECTEH IPOTUBHUKY 4Yepes
COOOINHMKA, W3BJICYCHHE CAMOTO CEKPETHOTO COOOIICHHUS MPEJICTaBIsAET CIOXKHYIO
BBIYHMCIIUTENBHYIO 33/1a4y.

B cBsi3u ¢ Bo3pacTaHmeM poJid ria00albHBIX KOMITBIOTEPHBIX CETEH CTAaHOBUTCS BCE
0ojee BaXXKHBIM 3HA4YeHHE cTeraHorpaduu. AHanu3 HHGOPMAIUOHHBIX HCTOYHHUKOB
KOMIIBIOTEpHON ceTu Internet mo3BoisissieT BAenaTh BBIBOJ, YTO B HACTOSIIEE BpeMs
creraHorpauueckue CHUCTEMbl AaKTUBHO MCIOJB3YIOTCA IS PEIICHUS] CIEAYIOIINX
OCHOBHBIX 33/1a4:

1. 3amuTa KOHPUACHIHAILHON HHPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

2. Ilpeononenue cucTeM MOHUTOPUHTA U YIIPABJICHUS CETEBBIMU PECYPCAMU;

3. KamydnupoBanus mporpaMMHOTo 00ecriedeHus;

4. 3ammTa aBTOPCKOrO IpaBa HAa HEKOTOPbIE BUIBI  MHTEIUICKTyaJbHOU

COOCTBEHHOCTH.

Kpunrtorpapuueckas croilkocTs (WM  KPUOTOCTOMKOCTb) —  CIIOCOOHOCTH
KpUNITOTpauIecKoro aaropuTMa MpOTUBOCTOSTh BOZMOKHBIM aTakaM Ha HeTro. ATaKyrolue
KpUnTorpau4ecKuii alropuTM UCIONB3YIOT METOIbI KpunToaHanusa. CTONKUM cuuTaeTcs
QITOPUTM, KOTOPBIM JUIsl YCIEIIHOW aTaku TpeOyeT OT MPOTUBHHUKA HEJOCTHIKHUMBIX
BBIYUCIIUTENBHBIX PECYpPCOB, HEAOCTIKUMOTO OO0OBEMa TIEPEXBAYCHHBIX OTKPBITHIX H
3amu@pPOBaHHBIX COOOIIEHUI MU YK€ TAKOTO BPEMEHU PACKPBITHS, YTO 1O €r0 UCTEUCHUIO
3amuIieHHast iHpopMaIus OyIeT yKe He aKTyalbHa, U T. /|

Tumbl KpUNTOCTOMKUX CUCTEM HMIU(POBAHUS.

AOCONIOTHO CTOMKHE cucTeMbl. Jloka3aTenbCTBO CYIIECTBOBAHHUS aOCOJIIOTHO
CTOWKHX alropuTMOB I(poBanus 06110 BeinoaHeHO Kitogom [IleHHOHOM 1 OyOIMKOBaHO
B pabote «Teopusi CBSI3M B CEKPETHBIX CHCTEMax». TaM ke ompeJesneHbl TpeOOBaHUS K
TaKOIo poJia CUCTEMaM:

e KIIOU TEHEPUPYETCS IS KAKIOTO COOOIIEeHUs (KaXK bl KITF0Y UCTIONIb3YETCs OIHH
pas3)

e KJIIOY CTAaTHUCTUYECKU HAIEKEH (TO €CTh BEPOSTHOCTHU TMOSBICHHS KaXXJIOTO W3
BO3MOJKHBIX CUMBOJIOB PaBHbI, CHMBOJIbI B KJIFOUEBOI MOCIEI0BATEILHOCTH HE3aBUCUMBI U
CIIy4aiiHbl)
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e JUIMHA KJIOYA PaBHA WX OOJIBIIE JIMHBI COOOIICHUS

e HCXOMHBIA (OTKPBITHIN) TEKCT 00JagaeT HEKOTOPOW H3OBITOYHOCTBIO (SIBISETCS
KPUTEPUEM OICHKH MPABUIBHOCTH paciiu(pOBKH)

CTOMKOCTh O3TUX CHUCTEM HE 3aBHCHUT OT TOTrO, KaKUMH BBIYUCIUTEIHLHBIMU
BO3MOXXHOCTSIMU ~ O0JIalaeT KpUNTOAHAMUTHK. [IpakThueckoe TMpPUMEHEHUE CHUCTEM,
VIOBIIETBOPSIONINX TPEOOBAHHSIM A0COIOTHON CTOMKOCTH, OTPAHHYEHO COOOPaKCHUSIMHU
CTOUMOCTH ¥ YA00CTBa MOJIb30BAHHUSI.

Hekotopeimu  anHanmutukamu  yrBepxaaercs, urto [llubp Bepnama siBusiercs
OJTHOBPEMEHHO  a0COJIOTHO  KpUNTOrpapuueckd  CTOMKMM M K  TOMY  Ke
€MHCTBCHHBIM MIMU(PPOM, KOTOPBIA YAOBIECTBOPSIET 3TOMY YCIOBHUIO.

JloctarouHo  CcTOMKME CHCTEeMbl. B OCHOBHOM NIPHUMEHSIOTCS MPAKTUYECKU
CTOWKHE UM BBIYUCITUTENBHO CTOMKHE cucTeMbl. CTOMKOCTh 3TUX CUCTEM 3aBUCUT OT TOTO,
KaKUMHU BBIYUCIIHTEILHBIMI BO3MOXHOCTSIMH 00JIafjaeT KpunToaHATUTUK. [IpakTtudeckas
CTOWKOCTB TAKUX CHCTEM 0a3UPyeTCs Ha TCOPHUH CIIOKHOCTH U OI[CHUBAETCS HCKITFOUNUTEIHHO
Ha KaKoW-TO ONpeIeJICHHBIA MOMEHT BPEMEHHU U MOCIIEIOBATENILHO C IBYX ITO3HIIHIA:

e BBIYHCIUTENbHAS CIIO)KHOCTh MOJHOTO Mepedopa

e W3BECTHBIC HA JAaHHBIA MOMEHT cjabocTu (yS3BUMOCTH) M HUX BJIUSHHUE Ha
BBIYHUCIUTENBHYIO CIIOKHOCTb.

B kaX/0M KOHKPETHOM Clly4ae€ MOTYT CYIIECTBOBATH JIOTIOJHUTEIbHBIE KPUTEPHUH
OLIEHKN CTOUKOCTH.

CHOXXHOCTh QJITOPUTMA TIO3BOJIIET OIICHUTh, HACKOJIBKO OBICTPO pAaCTET €ro
TPYIOEMKOCThH C YBENTMYEHHEM 00beMa BXOHBIX JaHHBIX. [10]1 TpY10€MKOCTHIO TOHUMAETCS
KOJIMYECTBO 3JIEMEHTApHBIX ONepaluid, KOTOpble HEOOXOAMMO BBIMOIHHUTH IS PEIICHUS
3aladyl ¢ TIOMOINBI0 JaHHOTO ajroputMma. OOBIYHO OICHKA CIIOXKHOCTH aJTrOPUTMAa
npencrasnsiercss B Buue O(f(N)), rne O — ¢ynkuus cnoxkHoctH, a N — HHCIO
oOpabaTbiBaeMbIX HAONIOACHWN WM mNpuMepoB. HawmmeHee 3aTpaTHBIMU SIBIISIFOTCS
ANTOPUTMBI, 1Jis1 KOTOpbiX ¢yHKIUs ciokHocTu umeeT Bu f(N) = C u f(N) = C*N, roe C —
KOHCTaHTa. B TepBOM cilydae BBIYMCIIUTEIBHBIC 3aTpaThl HE 3aBHUCAT OT KOJIHMYECTBA
o0OpabaTbIBaeMbIX JTaHHBIX, 2 BO BTOPOM — JHMHEHHO Bo3pactaioT. CaMbIMH 3aTpaTHBIMU
SBJISFOTCSL  QITOPUTMBI, CIIOKHOCTh KOTOPBIX HMMEET CTENeHHYI U (HaKTOpPHAIBHYIO
3aBUCUMOCTH OT YHUCia 00pabaThiBaeMbIX HAOIIOICHUH.

JlnrHa Kiroya.

KonnuectBo nHpopManuu B Kiitoue, Kak MpaBUiio, U3MEpsIeTCsl B OUTax.

Hns COBPEMEHHBIX CHUMMETPHUYHBIX aJrOPUTMOB (AES, CASTS,
IDEA, Blowfish, Twofish) ocHoBHOI XapaKTepUCTHKONH KPUITOCTOMKOCTH SIBJISICTCS JUTMHA
kimtoua. [llndpoBanue ¢ kirouamu nauHOM 128 OUT 1 BBIIIE CYUTAETCS CUITBHBIM, TaK KaK JJIs
pacudpoBkr  wHbopMaru  0e3  KiIo4Ya  TPeOYIOTCS TOAbl  pabOThl  MOIIHBIX
CYIEePKOMITLIOTEPOB. JIJIsI aCHMMETPUYHBIX aJITOPUTMOB, OCHOBAaHHBIX HA TIPOOJIEMax TEOPUU
gucen (nmpobiema dakropusaiuu — RSA, npobiema nuckpetHoro sorapudpma — Elgamal) B
CHJTy MX 0COOCHHOCTEH MUHHUMAJIbHAS HaJIE&)KHas JUIMHA KIIFo4a B HacTtosiiee Bpems — 1024
our. Jlns acMMMETPUYHBIX QJITOPUTMOB, OCHOBAaHHBIX Ha WCIOJIb30BAHUU TEOPUHU
smmntrdeckux kpuBbix (ECDSA, TTOCT P 34.10-2001, ACTY 4145-2002), MUHUMaTBHON
HaAEKHON JITMHON Kitoua cuuTtaeTcs 163 OUT, HO peKOMEHIYIOTCS NIuHBI oT 191 Out u
BIIIIE.

B sToit Meromonoruu u s MUGPOBAHUS, W JUISI PACIIM(PPOBKU OTIPABUTEIEM H
MOJIydaTeseM MPUMEHSETCS OJWH M TOT K€ KI04Y, 00 HCIMOJIb30BAaHMM KOTOPOTO OHU
JIOTOBOPWIIKCH JI0 Hadajia B3auMOJCHCTBUSI.
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Ecnu xnrod He OB CKOMIIPOMETUPOBAH, TO MPU pacHIM(PpOBKE aBTOMATHUYECKH
BBITMIOJHSAETCS ayTeHTU(UKALNUS OTIPABUTENS, TAK KaK TOJIbKO OTIIPABUTENb UMEET KIII0Y, C
MOMOIIBI0O KOTOPOTO MOKHO 3alin(poBaTh MHPOPMALMIO, U TOJIBKO IOIYy4YaTellb UMEET
KJII0Y, C TIOMOIIBI0 KOTOPOT'O MOKHO paciudpoBaTh HHPOPMAIHIO.

Tak kak OTIpaBUTENb U MOJYy4YaTedb — €AUHCTBEHHBIC JIFOAHM, KOTOPbIE 3HAIOT 3TOT
CUMMETPHUYHBIM KJIIOY, MPU KOMIIPOMETALUU KJIH04a OYJET CKOMIIPOMETHUPOBAHO TOJIBKO
B3aMMOJICHCTBHE ATUX JABYX MoJib3oBarenei. [Ipobaemoil, koTopas OyneT akTyaiabHa U AJIs
IPYTUX KPUIITOCUCTEM, SIBISIETCS BOINPOC O TOM, Kak O€30MacHO paclpoCTpPaHSTh
CUMMETPUYHBIE (CEKPETHBIC) KITIOYH.

AJNTOPUTMBI CUMMETPUYHOTO MH(DPOBAHUS UCIIONB3YIOT KIIOUYM HE OYEHBb OOJIBIION
JUTUHBI 1 MOTYT OBICTPO MIN(PpOBaTh OOIBIINE 00BEMBI JaHHBIX.

[TopsiAOK UCTIOJIB30BAHUS CUCTEM C CUMMETPUYHBIMU KIIFOUAMH:

1. be3omacHo co3maercd, pacHpOCTPAHSETCS M COXPAHSETCS CHUMMETPUYHBIN
CEKPETHBIN KITIOY.

2. OTmpaBUTENb CO3/IAET AIEKTPOHHYIO TOJMUCH € MIOMOIIBIO pacyeTa XdI-(yHKITUU
JUISl TEKCTA U IPUCOEANHEHUS MTOTYYEHHON CTPOKHU K TEKCTY

3. OTnpaBUTENb HACTIOJB3YET OBICTpBII CUMMETPUYHBIN aJTOPUTM
g poBaHUug-pacinPpOBKH BMECTE C CEKPETHBIM CHUMMETPUYHBIM KIIOYOM K MOJTy4YEHHOMY
MakeTy (TEeKCTy BMECTE C MNPUCOCAWHEHHOW 3JIEKTPOHHON MOMNHCHIO) AJIS TOJYyYEHUS
3amudpoBaHHOrO TeKcTa. HesBHO TakuM 00pa3oM MPOU3BOJIUTCS ayTEHTU(DUKAIUS, TaK KaK
TOJIBKO OTIIPABUTENb 3HAET CUMMETPUYHBIN CEKPETHBIN KIII0Y U MOKET 3aln(poBaTh 3TOT
nakeT. ToJNbKO MoTydaTesh 3HaeT CAMMETPUYHBIN CEKPETHBIN KITFOU 1 MOKET paciindpoBarth
3TOT IAKET.

4. OtnpaBuTenb mnepeaaet 3amudpoBaHHbIA TeKCT. CHUMMETPUYHBINA CEKPETHBIN
KJIFO4 HUKOT/Ia HE MepeaeTCs M0 HE3aIUILEHHBIM KaHalaM CBS3H.

5. [lonyuarenb  UCMONB3yeT TOT KE CaMbli  CHUMMETPHUYHBIA  aNrOpUTM
mudpoBaHUS-pacuin(pPoOBKH BMECTE C TEM K€ CAaMbIM CHUMMETPUYHBIM KIIFOUOM (KOTOPBIi
YK€ €CTh y IoJlydaresisi) K 3alu(ppOBAHHOMY TEKCTY JJ11 BOCCTAHOBJIEHUS HCXOJIHOTO TEKCTa
U 3JIeKTPOHHOM noanucu. Ero ycnemHoe BOCCTaHOBIEHUE ayTeHTU(DUIUPYET KOr0-TO, KTO
3HAET CEKPETHBIN KIIIOY.

6. [lonyuarens oTensieT 3AEKTPOHHYIO MTOANUCH OT TEKCTA.

7. Ilony4arens co3gaeT JApPYryr SJIEKTPOHHYIO TOJIUCH C IOMOIIBIO pacyera
X2~ YHKITUH IS TTOJIYYeHHOTO TEKCTA.

8. [lonyuarens cpaBHUBaeT JBE OTUX JJIEKTPOHHBIX TMOAMHUCH JJsi MPOBEPKU
LEJI0CTHOCTH COOOUIEHUS (OTCYTCTBHSI €T0 UCKAXKEHMUS )

JlocTynnHBIMU CETOAHSI CPEACTBAMH, B KOTOPBIX HCIOIb3YETCS CHUMMETPUYHAS
METO/I0JIOT U], SIBJISIFOTCSI:

« Kerberos, koTopblil 6611 pazpaboTan A ayTeHTUPUKALUU TOCTYIIa K pecypcam B
cetd, a He I Bepudukamuu naHHbIX. OH HCTHOJB3YEeT LEHTPAIbHYIO 0a3y MaHHBIX, B
KOTOPOM XPAaHATCS KOIHMHU CEKPETHBIX KITOUEH BCEX MOIb30BATEIICH.

o Cetu OanxomatoB (ATM Banking Networks). DTu cuctemsl SBISIOTCS
OpUTHHAJIbHBIMHU pa3paboTKaMU BIAJICIONIMX UMU OAHKOB M He mpojarorcsa. B Hux Takxke
HCIOJIB3YIOTCSI CHMMETPUYHBIE METOJI0JIOTHH.

CpaBHEeHHE C aCUMMETPUYHBIMU KPUIITOCUCTEMAMH.

JlocTonHCTBA:

« ckopocth (o ganubiM Applied Cryptography — Ha 3 mopsika Bblie)

e TPOCTOTA pean3anuu (3a cu€T 6oJiee MPOCTHIX ONEpaLnii)
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e MeHblIas Tpedyemast IJIMHA KJIFo4a JIJIsl COMTOCTAaBUMOM CTONKOCTH

e H3YUYCHHOCTbH (3a cuéT OOJIBIIIETO BO3PACTa)

Henocrarku:

e CJIOHOCTb YIPABJICHUS KItouyaMu B OoJbiiod cetr. (O3HayaeT KBagpaTUYHOE
BO3pacTaHHWE 4YKCIIa Nap KIIYeH, KOTOpble HaJ0 T€HEpUpOBaTh, MEpPElaBaTh, XpPAHUTh U
YHUYTOXATh B ceTu. [{ns cetu B 10 aboHeHTOB Tpedyercs 45 kmoueid, as 100 yxe 4950, nis
1000 — 499500 u T. 1.

e CJOXHOCTh OOMeHa Kiro4amu. JlJis mpuMeHeHus: He0OXO0JUMO PEIIUTh MpodIemMy
HaAEKHOM TMepeayn KIroved KaxaoMy abOHEHTY, TaK KaK HYXEH CEKPETHBIN KaHall Jjist
nepeay Kaxa0ro Kiiroya o0euM CTOPOHAM.

JI71st KOMITIEHCAalluU HEJJOCTATKOB CUMMETPUYHOTO MU(POBAHUS B HACTOAIIEE BpeMs
IMIMPOKO TPUMEHSETCs KOMOMHUpPOBaHHAs (rHOpuAHas) Kpunrorpaduyeckas cxema, rie ¢
MOMOIIBI0 ACUMMETPUYHOTO IMHGPOBaHUS MEpeaéTcs CEaHCOBBIN KIIIOY, MCIOIb3yEeMbIi
CTOpOHAMH JIJIs OOMEHa JaHHBIMH C TIOMOIIBI0 CUMMETPUYHOTO MU GPOBAHUS.

BaXHbIM  CBOWCTBOM CHUMMETPUYHBIX IMHU(GPOB  SBISETCS HEBO3ZMOXKHOCTH UX
WCIIOIb30BAHUS AJIS IOATBEPKICHUSI aBTOPCTBA, TaK KaK KIFOU U3BECTEH KaXK10U CTOPOHE.

B aT0ii MeTomonoruu Kirouu s md(poBaHUS U pacliuPpOBKU pasHbIC, XOTSA U
co3natorcst BMecte. OQUH KIIOY JI€N1aeTCs U3BECTHBIM BCEM, a JAPYrOM NEpKUTCA B TaliHE.
XoTst MOxHO mUGPOBATh U pacupPOBHIBATH 0OOMMH KITFOUaMHU, IaHHBIE, 3ai(ppoBaHHBIC
OJIHUM KJIFOUYOM, MOTYT OBITH pactiu(poBaHbl TOJBKO IPYTUM KITIOYOM.

Bce acummeTrpuuHbIe KPUITOCUCTEMBI SBISIIOTCS OOBEKTOM aTak IyTEM MPsIMOTO
nepebopa KItouer, U MOAITOMY B HUX JOJIKHBI HCIIOJIB30BAThCS TOpa3fo Oojee JTMHHBIC
KJIIOYM, 4YE€M T€, KOTOpPbIE HCIOJB3YIOTCS B CHUMMETPUYHBIX KPUNTOCUCTEMAX, MJId
oOecrieueHrs] HPKBUBAJICHTHOTO YpoBHs 3amuThl. bpioc Illneiiep B kuure «llpuknamnas
KpunrTorpadus: MPOTOKOJbI, AITOPUTMBI M UCXOAHBINA TeKCT Ha Cy» MPUBOAMUT CIEAYIOININE
NaHHbIe 00 YKBUBAJICHTHBIX JUTMHAX KITIOYEH.

JInuHa cHMMETPUYHOTO JInuHa OTKpBITOrO
KJIH04a KJIro4a
56 out 384 our
64 Outa 512 our
80 out 768 out
112 6ur 1792 6ura
128 our 2304 outa

Jns Toro droObl wn30exaTb HU3KOH CKOPOCTH alTOPUTMOB aCHUMMETPUYHOTO
mudpoBaHus, TEHEPUPYETCS BPEMEHHBINH CUMMETPHYHBINA KITIOY /711 KaX/10TO COOOLICHUS U
TOJIbKO OH MHU(pyeTcs acCUMMETpUYHBbIMU anroputmMamu. Camo cooOieHue mudpyercs ¢
UCIOJIb30BAHMEM  3TOT0  BPEMEHHOI'O0  CEaHCOBOTO  KJ4Ya M ajropurMa
g poBaHus/pacinpoBKU, OMUCAHHOTO B MyHKTe 2.1.1.1. 3aTeM 3TOT ceaHCOBBIN KItOY
mudpyercs ¢ TOMOIIBIO  OTKPBHITOTO  ACHMMETPUYHOTO  KJIIO4Ya  MOJIydarens H
aCUMMETPUYHOTO aJiropuT™Ma mudposanusd. [locie 3Toro 3ToT 3ammppoBaHHbIN CEaHCOBBIN
KIII0Y BMECTe C 3alu(pOBaHHBIM COOOLIEHHEM nepenaercs mnoiydarento. [lomyuartens
UCIOJB3YET TOT K€ CaMbli aCUMMETPHYHBIM alropuT™M MU(GPOBAHUS U CBOM CEKPETHBIN
KJTIOY 115 paciin(poBKU

38


http://ru.wikipedia.org/wiki/%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5_%D0%BA%D0%BB%D1%8E%D1%87%D0%B0%D0%BC%D0%B8
http://ru.wikipedia.org/wiki/%D0%93%D0%B8%D0%B1%D1%80%D0%B8%D0%B4%D0%BD%D0%B0%D1%8F_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0

CEaHCOBOI'0 KJFOYa, a IMOJIYYCHHBIH CEaHCOBBIA KIIHOY MCIOIB3YeTCs IS pacuinpoBKU
camoro cooOIIeHUs.

B acuMMeTpUUYHBIX KPUNTOCHCTEMAaX BaXKHO, YTOOBI CEAHCOBBIC M ACUMMETPUYHbBIC
KJIIOYM OBUIM COMOCTaBUMBI B OTHOILIEHWM YPOBHS 0€30MaCHOCTH, KOTOPBIM OHU
oOecrnieunBaioT. Ecinu ucnonb3yercss KOpOTKUN ceaHCOBBIN Kitou (Hampumep, 40-OuTOBBIN
DES), To He uMeeT 3HaYeHUs, HACKOJIbKO BEJIIMKHA aCUMMETPUUYHBIE KIIOUU. XaKepbl OyIyT
aTaKoBaTh HE HMX, a CEAHCOBbIC KIIOUYU. ACUMMETPUYHBIE OTKPBITHIC KIIIOUU YS3BUMBI K
aTakaM TpSMBIM [epedOpOM OTYACTH U3-3a TOTO, YTO MX TSKEJIO 3aMeHuTh. Eciu
aTaKyIOIIMI y3HAET CEKPETHbI aCHMMETPUYHBIN K04, TO OyAeT CKOMIPOMETHPOBAH HE
TOJNBKO TEKYIIEE, HO M BCE IMOCIEAYIOIIHE B3aWMOJCUCTBHS MEXAY OTIPABUTEIIEM U
NOJIy4aTeJIeM.

[TopsiAOK UCTIOJIB30BAHUSI CUCTEM C ACUMMETPUYHBIMU KIIFOUaMH:

1. bezonacHo co37al0TCST M PACHPOCTPAHSIOTCS ACMMMETPUUYHBIE OTKPBITHIE U
cekpeTHble Kimoun (cM. pazgen 2.2 Huke). CeKpeTHbIN aCUMMETPUYHBIN KITIOY Mepe1aeTCs
ero Biaaenbily. OTKpBITHI aCHMMETPUYHBINA KIIIOY XpaHUTCS B 0a3e maHHbXx X.500 u
aJIMAHUCTPUPYETCS IICHTPOM BbIIaun cepTudukaToB (mo-anriauiicku — Certification
Authority umu CA). Iloapa3zymeBaeTcs, 9TO MOJIH30BATEIN JOKHBI BEPHTh, 9TO B TaKOU
CHUCTeME TMPOU3BOJAUTCS O€30MacHOE CO3JaHHe, PACHpeleIeHHe U aTIMUHUCTPUPOBAHUE
KJrouamu. boree Toro, eciau coznarens KIIOYEH U U0 WIM CUCTEMA, AIMUHUCTPUPYIOIINE
WX, HE OJTHO M TO €, TO KOHEYHBIN MMOJIb30BATEINb JIOJKEH BEPUTH, UTO CO3/JaTEIb KIIFOUEH Ha
CaMOM JI€JI€ YHHUUTOKUJI UX KOIHIO.

2. Co3naercsi dSJEKTPOHHAs TOJMUChH TEKCTa C IOMOIIBI0 BBIUUCICHHUS €0
xom-pyHkiuu. [lonydenHoe 3HaueHue mU@pPyeTCcss ¢ UCMONIH30BAHUEM ACHMMETPUYHOTO
CEKpPETHOI0 KJII0Ya OTMPABUTEINsI, a 3aTE€M IMOJyYeHHAasl CTPOKa CHUMBOJIOB J00aBIsAETCS K
nepeaaBaeMoMy TEKCTY (TOJIBKO OTIIPABUTENb MOKET CO3/1aTh 3JIEKTPOHHYIO MOAIUCH).

3. Coznaercst CEKpEeTHBIN CUMMETPUYHBIN KITFOY, KOTOPBINA OyAeT UCTIONB30BaThCS IS
mr(poBaHUs TOIBLKO ATOTO COOOIICHHS MUIM CeaHCa B3aMMOJCHCTBHUS (CEaHCOBBIN KIIIOY),
3aTeM MpU MOMOIIM CUMMETPUYHOTO aITropuTMa MHU(PPOBaHUs/pacIn(POBKU U 3TOTO KITr04Ya
mudpyeTcss UCXOAHBIA TEKCT BMECTE C J00ABICHHOW K HEMY DJIEKTPOHHOW MOJIHUCHI0 —
noJiydaercs 3amu(poBaHHBIN TEKCT (IUPP-TEKCT).

4. Tenepb HYKHO PELIUTH MpoOJIEMY C Mepeadyeil CeaHCOBOTO KIItoYa IMOIy4aTellto
COOOIICHHUS.

5. OrnpaBuTenb JOJKEH UMETh aCMMMETPUUYHBINA OTKPBITHIM KIIIOY LEHTpPa BbLIAUd
ceprudukaroB (CA). IlepexBar He3amm(poOBaHHBIX 3alPOCOB HA TMOJYYECHHE DITOTO
OTKPBITOTO KJIIOYa SIBJISETCS paclpocTpaHEHHOW (opMoil ataku. MoxeT cylecTBOBaTh
1enasi cucteMa CepTH(HUKATOB, MOATBEPKIAONINX MOUIMHHOCTh OTKPBITOTO Kitoda CA.
Cranpapt X.509 onuceiBaeT psii METOAOB AJI MOJYYEHHS TOJIb30BATEISIMU OTKPBITHIX
kioueit CA, HO HM OJIMH M3 HUX HE MOXKET MOJHOCTHIO 3aIUTUTh OT MOJAMEHBI OTKPBITOTO
kimoua CA, 9TO HArJISAHO JOKA3bIBACT, YTO HET TAKOW CUCTEMBI, B KOTOPO MOXKHO OBLIIO OBI
rapaHTUPOBATH MOJJIMHHOCTh OTKPBITOro Kitoua CA.

6. OtmpaButens 3anpammBaeT y CA aCUMMETPUYHBIM OTKPBITHIA KIFOY TOJyJaTelis
COOOIIIEHHUsA. DTOT MPOIIECC YSI3BUM K aTake, B X0/ KOTOPOM aTaKyrOIIUi BMEITUBACTCS BO
B3aMMO/ICHCTBHE MEXKTYy OTIIPABUTEIIEM U MOJTy4YaTeIeM U MOXKET MOIU(GUIIUPOBATh TpaduK,
repeaBacMblid MEKJ1y HUMH. [103TOMY OTKpPBITBI ACHMMETPUYHBIA KIIFOY ITOJTYy4YaTeNst
«noanuceiBaetcs» CA. Ito o3HayaeT, yto CA HCHOJB30BAI CBOM ACUMMETPUYHBIN
CEKPETHBIN KITFOY JJIs MU (PPOBAHUS ACUMMETPUIHOTO OTPBITOTO KITFOYA ToJTydaTess. TOIbKO
CA 3HaeT acMMMETPUYHBIH cekpeTHBIN kitod CA, Mo3TOMY € CTh TapaHTUU TOTO, YTO
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OTKPBITBI aCHMMETPUYHBIN KJIH0Y MOJTy4yaTels noixydeH uMeHHo oT CA.

7. Ilocne  monydyeHHs:  aCUMMETPUYHBIA  OTKPBITBIM  KJIIOY  MOJy4yaTelss
pacuupoBBIBAETCS C MOMOIIBI0O ACHMMETPUYHOTO OTKphITOro kitoua CA u anroputrma
acummeTpuyHoro mudposanus/pacimmdpoBku. EcrectBenno, npeamnonaraercs, yro CA He
ObLT CKOMIpOMeTHpoBaH. Eciam ke OH OKa3bpIBaeTCsl CKOMIPOMETHPOBAHHBIM, TO 3TO
BBIBOJIUT U3 CTPOSI BCIO CETh €ro mnojb3oBateneil. [loaTomy MokHO U camomy 3amudpoBath
OTKpPBITBIE KIIOYM JAPYTUX MOJb30BaTENIEH, HO T/I€ YBEPEHHOCTh B TOM, YTO OHHU HE
CKOMIIPOMETHUPOBAHbI?

8. Tenepp mudpyeTcss ceaHCOBBIM KIIOY C MCIOJIb30BAHUEM ACHUMMETPUYHOIO
anroputMa IHUGPOBaHUA-PACIIU(PPOBKH UM ACUMMETPUYHOIO  KJIOYa  [OJydarens
(momyaerHoro ot CA u pacmmgppoBaHHOTO).

9. 3ammdpoBaHHBIM CEaHCOBBIN KIIIOY MPUCOSTUHSACTCS K 3alIU(POBAHHOMY TEKCTY
(KOTOpBIN BKIIIOYAET B c€0s TakKe OOABICHHYIO paHee JIEKTPOHHYIO TOJIMHKCH).

10. Bech moy4yeHHBIH TaKeT JaHHBIX (3amU(POBAHHBIA TEKCT, B KOTOPBIH BXOJUT
MMOMHMO HCXOJIHOTO TEKCTa €ro AJIGKTPOHHAs MOJIUCh, U 3alIu(GPOBAHHBINA CEaHCOBBIN
KJTIOY) TepeaaeTcs noiayqareinto. Tak kak 3amudpoBaHHBIN CEaHCOBBIN KITIOU TIEpEaeTCs M0
HE3aIIUIIEHHOW CETH, OH SIBJIIETCS] OUYEBUIHBIM OOBEKTOM PA3IUYHBIX aTakK.

11. IMony4yatens BbIAETSET 3alIM(GPOBAHHBIA CEAHCOBBIA KIIOU U3 IMOJYYEHHOTO
MaKera.

12. Tenepp moNy4aTento HYXXHO PEIIMTH MPOOJIeMy C pacmudpoBKOM CEaHCOBOTO
KJTIOYa.

13. IMonydatensb MOMKEH UMETh aCUMMETPUYHBIA OTKPBITHIN KIIIOU IIEHTPa BhIAAYU
cepruuxaton (CA).

14. Ucnions3ys CBOM CEKPETHBIM ACUMMETPUYHBIM KIIOY M TOT XK€ CaMbIil
ACUMMETPUYHBIN aITOPUTM MU(POBAHUS TOTyYaTENh PACIIH(PPOBHIBAET CEAHCOBBIN KITIOY.

15. [lonyuatens mnOpuUMEHSIET TOT K€ CaMbli CHUMMETPUYHBIM  aIrOpUTM
mudpoBaHUg-pacinpoBKH U paciupOBAHHBI CHUMMETPUYHBIN (CEAaHCOBBIN) KIIIOU K
3amu(ppPOBaHHOMY TEKCTY U MOTYyYaeT UCXOIHBIN TEKCT BMECTE C DJICKTPOHHOMN MOAMUCHIO.

16. Tlomy4datens OTAENSIET SACKTPOHHYIO TOJIMUCH OT HCXOJIHOTO TEKCTA.

17. Tlonyuarens 3anpamuBaer y CA aCUMMETPUYHBIN OTKPBITHIM KIIFOY OTIIPaBUTEIIS.

18. Kak TOibKO 3TOT KJII0U MOJTY4YEeH, MOTydaTedb paciupoBbIBAET €r0 ¢ MOMOIIBIO
orkpeiToro  kimwoua CA W COOTBETCTBYIOIIETO  aCUMMETPUYHOIO  ajiropuTMa
¢ poBaHUs-pacIuPpoOBKH.

19. 3arem pacuudpoBbiBaeTCs XAI-QYHKIMS TEKCTA C UCIIOIB30BAHUEM OTKPBITOTO
KJIFOYa OTIPABUTEIS U ACUMMETPUYHOTO aJITOPUTMA IUPPOBAHUSA-PACITU(POBKH.

20. [ToBTOPHO BBIYUCISIETCS XAI-(DYHKIIHS MTOTYYEHHOTO HCXOIHOTO TEKCTA.

21. JIBe >Tu XdmI-QYHKIIMU CPaBHHUBAIOTCS I MPOBEPKH TOTO, YTO TEKCT HE ObLI
W3MEHEH.

AJNTOPUTMBI KPUIITOCUCTEMBI C OTKPBITHIM KJIIFOUYOM MO>KHO UCIIOJIb30BATh:

— KakK CaMOCTOATENbHbIE CpPEACTBa [Jisi 3alllUTHl TMepelaBaeMONl M XpaHUMOM
uH(popmanuu;

— Kak cpeAcTBa pacmpeneneHus kimodeid. OOBIYHO C MOMOUIBI0 aJITOPUTMOB
KPUIITOCHCTEM C OTKPBITBIM KIFOUOM PAaCIpEACISIOT KIIOUW, Mallble 1Mo 00BhEMy. A camy
nepenayy OONBIMX WH(GOPMAIMOHHBIX ITOTOKOB OCYIIECTBISIOT C TIOMOIIBIO JIPYTUX
aJITOPUTMOB;

— KaK CpeCTBa ayTeHTU(UKAIINH TT0JIH30BATEIICH.

[IpeumyecTsa:
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1. ITpeumymiecTBo aCUMMETPUYHBIX mudpos nepes CMMMETPUYHBIMU
mu@paMu COCTOUT B OTCYTCTBUU HEOOXOJIMMOCTH MPEIBAPUTEIBHON Mepeaud CEKPETHOTO
KJII0Ya 10 HAAEKHOMY KAHAITY.

2. B cummeTpuuHoil kpuntorpaduu K04 AEpKUTCS B CEKpETe Uit 00eUX CTOPOH, a B
ACUMMETPUYHOUN KPUIITOCUCTEME TOIBKO OJIMH CEKPETHBIM.

3. [Ipu cummeTpruyHOM MHPPOBAHUN HEOOXOAMMO OOHOBIISATh KIIFOY ITOCIE KaXI0T0
(akTa mepegaum, Torja Kak B aCUMMETPUUHBIX KpunrtocuctemMax mnapy (E,D) moxno He
MEHATh 3HAYUTEIbHOE BPEMSI.

4. B OoNbIINX CETSIX YHUCIIO KII0YeH B aCHMMETPUYHOM KPUIITOCUCTEME 3HAUUTEIHEHO
MEHbIIIE, YeM B CUMMETPUYHOM.

HenocraTtku:

1. IlpeumytiecTBO aIropuTMa CUMMETPUYHOTO MHU(PPOBAHUS HAJl HECUMMETPUYHBIM
3aKJII0YAETCA B TOM, YTO B MEPBBIM OTHOCUTEIBHO JIETKO BHECTH U3MEHEHUSI.

2. XOTsl COOONICHHUS HAACKHO MHPPYIOTCA, HO «3aCBEUUBAIOTCS» IONyYaTellb H
OTIPABUTENH CAMHUM (PAKTOM MEPECHUTKH MU(POBAHHOTO COOOIICHUS.

3. HecumMeTpuuHbIE aNrOpUTMBI UCHIONB3YIOT —0OOJiee UIMHHBIE KIIOYH, YeM
cumMmetrpuunble. Hmxke mnpuBemeHa Tabnuila, COMOCTaBiSIOmIAs JUIMHY — KJIIOua
CUMMETPUYHOTO aJITOPUTMA C JJIMHOM KIII0Ya HECUMMETPUYHOTO AJITOPUTMA C aHAJIOTUYHOU
KPUINITOCTONKOCTBIO:

JInuHa cHMMETPUYHOTO JInuHa HECUMMETPUYHOTO
KJIIo4ua, OUT KJIIo4ua, OuT
56 384
64 512
80 768
112 1792
128 2304

[Ipouecc mmdpoBaHus-pacindpoBaHus ¢ UCTIOIB30BAHUEM TAPBI KITFOYEH TPOXOAUT
Ha JBa-TpU TOpAJKA MeEIJIeHHee, ueM IudpoBaHHe-pacinPpoOBaHUE TOTO K€ TEKCTa
CUMMETPUYHBIM alIrOPUTMOM.

B unctoM BHaEe acCUMMETPUYHBIE KPUIITOCUCTEMBI TPEOYIOT CYIIIECTBEHHO OOJIBIIINX
BBIUHCIIUTEIIBHBIX PECYPCOB, MIOTOMY Ha MPAKTUKE MCIOJIB3YIOTCA B COUETAHUU C JPYTHUMU
aIropuTMaMHu.

Jst DI coobiienne nmpeaBapuTeNbHO MOABEPracTCsl XSIMUPOBAHUIO, & C TTOMOIIBIO
ACHMMETPUYHOTO  KJI0Ya  TOJMUCHIBACTCS  JIMIIb  OTHOCHUTEIBHO  HEOOJBIION
pe3ynbTar Xem-(yHKIHH.

Jlnst mmdpoBaHUsS OHU HCIONB3YIOTCS B (hopMe THOPUIHBIX KPUIITOCHCTEM, TJIE
Oonbiue 00bEMBI TAaHHBIX MUPPYIOTCS CHMMETPUYHBIM MTUE(POM Ha CEaHCOBOM KITIOYE, a C
MOMOIIBI0 ACHMMETPUYHOTO MIH(pa nepeaaéTcst TOIbKO caM CEaHCOBBIN KITIOU.

B kpunrorpadun JUHENWHBIM KPUIITOAHAIIU30M Ha3bIBaETCS METO/]I
KPUINTOAHATUTUYECKOTO BCKPBITUS, UCIIOJIb3 YOI JIMHEHHBIE TPUOJIMKEHUS ISl OMUCAHUS
paboTel mudpa.

JIuHeHbIN KpUnToaHAIH3 ObLT U300PETEH SIMOHCKUM KpumiTosioroM Muitypy Matyn
(Mitsuru Matsui).
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http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B5_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
http://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F

[Mpennoxennbiii um B 1993 r. (ma EBpokpunte-93) aaropurm OblLI H3HAYAILHO
HampaBieH Ha BckpbiTHe DES m FEAL. BmocneacTBuu NWHEHHBIN KpuNTOaHaIu3 ObLI
pacpocTpaH€éH W Ha JApyrae aiaroputMmbl. Ha  cerogHAmHWUNA  J€Hb  HapAnxy
¢ nuddepeHnnaIbHbIM KPUITOAHAIN30M SBJISIETCS OJHUM U3 HauboJee pacnpocTpaHEHHBIX
METOJIOB BCKpPBITUSL OJouHbIX MmuppoB. Pa3paboranbl aTaku Ha OJIOYHBIE U IOTOKOBBIE
mu@psl.

OTKpBITHE JIMHEWHOTO KPHUITOAHAIHM3a MOCTYKWIO TOJTYKOM K ITOCTPOSHUIO HOBBIX
KPUOTOTPaPUUECKIX CXEM.

[Tpuniun paboTHI.

Kpunroananus npoucxoaut B /1Ba mara. [ lepBblid — IOCTPOEHUE COOTHOLICHUN MEXIY
OTKPBITBIM TEKCTOM, MIU(POTEKCTOM U KIIOYOM, KOTOpBIE CIIPaBEUIUBBI C BBICOKOM
BEPOATHOCTHIO. BTOpoil — HCHOIb30BaHHWE 3TUX COOTHOIICHHM BMECTE€ C HW3BECTHBIMU
mapamMu OTKPBITBIN TEKCT — MUGPOTEKCT ISl OTYyYEHUsI OUTOB KITFOUa.

3anmTa OT TMHEWHOT0 KpUNTOaHAIn3a

Jlnst ataky Ha GIIOYHBIN MIKUGP ¢ TOMOIIBIO JIMHEHHOTO KPUIITOAHAIM3a JOCTATOYHO,
Kak ObLIO OMKCAHO BBIIIE, MOTYYUTh IMHEHHOE COOTHOIICHHE, CYIIECTBEHHO CMEIIEHHOE 110
BepoATHOCTH OT 1/2. COOTBETCTBEHHO, TIEpBas 11eJb IIPH IPOCKTHPOBAHUH T (Pa, CTOMKOTO
K aTake, — MUHUMHU3HUPOBATh BEPOSTHOCTHBIE CMEUICHHS, YOEOUThCSA, UYTO TOJI0O0HOE
COOTHOIIIEHHE He OyneT cyliecTBoBaTh. J[pyrumu cioBamu, HEOOXOJUMO clelaTh Tak,
9TOOBI TIPH J1}0O0M U3MEHEHUN TEKCTa WM KJII0Ya B TOJyYaroIeMcsl Mu(ppPOTEeKCTe POBHO
MOJIOBUHA OWT MEHsUIa CBOE 3HAUECHHWE HA MPOTUBOIOJIOXKHOE, MPUYEM KaKIbIA OWT
U3MEHSICA C BEPOATHOCTHIO 1/2. OOBIYHO 3TO JOCTUTAETCsl MyTEM BBIOOpAa BBICOKO
HEJTMHEHWHBIX S-O0KCOB M YCHIICHHEM Oughghy3uu.

JlaHHBIN OAX0 00EeCIIeYnBaeT X0poIiee 000CHOBaHNE CTOMKOCTH mudpa, HO 9TOOBI
CTPOTO J0Ka3aTh 3alIMIIEHHOCTh OT JIMHEWHOTO KPUIITOAHANIM3a, pa3padoTuynkaM mudpoB
HEOOXOJMMO YUYUTHIBATH OOJiee CIIOXKHOE sIBIICHUE — 3¢hhexm nunetinvix oboaouex (linear
hull effect).

Heckonbko Oosee oOmiasi Teopusi 10Ka3aTeIbCTBA 3alIMIIEHHOCTH OT KJlacca aTak,
OCHOBaHHBIX Ha JINHEWHOM KPUNITOAHATN3e, 0a3upyeTcs Ha MOHATUU Jexoppensayuu. Teopus
MPENINoNaraeT, 4YTroObl YCTPOWCTBO SIBIISJIOCH TaK Ha3bIBAEMBIM JIEKOPPEISIIUOHHBIM
MoxaysieM, 3G(EKTUBHO OJIOKUPYIOIIMM PACTPOCTPAHCHUE TPATUIMOHHBIX JUHEUHBIX H
muddepeHIMaNbHbIX  xapakTepuctuk. Clieqyer 3aMeTuTb, 4YTO IMHUQPBI, KOTOPHIE
ONTUMAJILHBI TPOTUB HEKOTOPOTO Y3KOTO KIIAcCa aTak, 0OBIYHO CIIa0bl TPOTUB IPYTUX TUIIOB
aTax.

VYnpasnenue kmovyamu (YK) siBisieTcss HACTONBKO Ba)XHOM M pa3BUTON 00JACTBIO
Kpunrorpaduu, 4To TpeOyeT OTAECNBHOTO M JeTalbHOrO paccMmorperus. Ha cuctemsr YK
BO3JIAraeTcs OrPOMHBIN HAOOp pasNuYHBIX QYHKIUN, 00ecIiedyeHre CaMbIX Pa3HBIX 0a30BbIX
U BHOBb IPUOOPETCHHBIX CBOWCTB KPUINTOCHCTEM, KOTOPHIE HMH YKOMILJICKTOBAHBI.
[TomoOHBIE CXEMBI MOTYT BBIMIOJNHATH XPAaHEHHE, NEPEChUIKY, MHUdpoBaHue (TO ecTh
obOecrieyeHre KOHPUACHIMAIBLHOCTH), ayTCHTH(PUKALMIO, «CAady Ha  XpaHCHHUE»
(nemoHMpoBaHKE) U pa3jaciicHue Kiatodeil. EMMHCTBEHHBIM OOMMUM CBOMCTBOM cucTeM YK
SIBJIICTCS TO, YTO KaK Pe3yJbTaT Pa3HOOOPa3HBIX TpaHCHOpMAIUH OHH JOJDKHBI CHAOINUTH
KPUINITOCHCTEMY KJIIFOYOM (CHMMETPUYHBIM WM aCHMMETPUYHBIM), Ha KOTOPOM U OyAeT
MIPOU3BEACH OCHOBHOM IpoIiiecc MUGPOBAHUS TOKYMEHTA.

B 3aBHCHMOCTM OT TOro, KakoW THN KJIO4Ya T'eHepupyeT B utore cucrema YK,
MIPOU3BOJIUTCS MX JICJICHNE Ha CUCTEMBI YIIPABIIECHUS, CAMMETPUYHBIMU KIFOYaMH U CHCTEMBI
YIPAaBIICHUS aCHMMETPUYHBIMU KITIOYaMHU.

42


http://ru.wikipedia.org/wiki/DES
http://ru.wikipedia.org/wiki/FEAL
http://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%84%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
http://ru.wikipedia.org/wiki/%D0%91%D0%BB%D0%BE%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
http://ru.wikipedia.org/wiki/%D0%9E%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%B9_%D1%82%D0%B5%D0%BA%D1%81%D1%82

Cucrembl ynpaBlIeHUS] CUMMETPUYHBIMHU KIIOYaMH JEJIATCS B CBOK OYEpeab Ha
CUCTEMBbl C HAJIMYMEM HAYaJbHBIX MAcTEp-KIOYEH M CUCTEMbl C HYJIEBOM HayalbHOMU
uHdopmanueit. Kak oTaenbHbI MaTepHall pacCCMOTPEHBI CUCTEMbI JIETIOHUPOBAHUS KITFOUEH
U CHCTEMBI pazfieneHus cekpera. K coxxalieHHIo, TaHHbIN pa3fed HE MOKET OXBAaTUTh JaXKe
MOJIOBUHBI pa3inuuHbiX cxeM YK u kpunrtorpapuueckux MpPOTOKOJIOB HAa MX OCHOBE — Ha
CETOAHSIIHUNA JIEHb MCCIEOBaTENsIMU pa3paboTaHo Oojiee COTHM pas3IMYHBIX cxem. Bcee
yallle M yalle BCTpeyarolleecsi ceiddyac BBEIEHUE TPEThEro CyObeKTa KpUITOOIEpaluil —
JIOBEPEHHBIX JIUII C PA3TUYHBIMU (QYHKIIUSIMU U [TOJTHOMOYMSIMHU — ITOPOJUIIO LETYI0 BOJIHY
IIPOTOKOJIOB, OOECHEeYMBAIONIMX HOBBIE CBOICTBA KPHUITOCUCTEM (aNeUIUPYEeMOCTb,
MOATBEPKICHHUE 1aThl/BPEMEHU MOANMUCAHUS, JETOHUPOBAHUE KITIOUCH U T. 11.).
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PELIEH3MS

Ha pabovylo IporpamMMy y4eGHOM MUCIUIIIAHEL
MJIK.03.02 Be3onacHocTs KOMITBIOTEPHBIX CETEH
st cnenranbHocTH 09.02.06 CereBoe u crucTeMHOE aIMUHUCTPUPOBAHNE

Paboyas mnporpamma y4eGHON MMCLUILTHHEL MJIK.03.02 BezonacrocTs
KOMIIBIOTEPHBIX ~ ceTeit  coorBercTByer ®I'OC  CcrenuMaabHOCTH CpeIHero
npopeccHoHanpHOro  obpasoBanus  09.02.06 «CereBo€ W  cHCTeMHOe
AAMUHACTPUPOBAHUEY, YTBEPXKICHHOTO NpHKa3oM MuHKCTepCTBa obpaszoBanus u
Hayku Poccuiickoit ®@emepammm ot «09 mexabps 2016 1. Ne 1548,
3apeTuCTpupoBaH B MuHMCTepeTBE rocTrmu 26.12.2016 T. (per. Ne 44978).

B pabouyro mnporpamMmy yd4eGHON NUCHMIUIMHBI BKIIOYEHE] pas3zeIbl
«Ilacropr paboweit mporpamMmel  yueGHOI JMCIUILTUHEIY, «CTpykTypa u
COICPXXaHWE  y4eOHOW  OuCIMIUIHHBY, «O6pa3oBaTebHbIe TE€XHOJIOTHUI,
«YCIOBUS  peanu3aliil  IPOTPAaMMEL y4eOHOM mucrmmnusey, «Ilepedens
OCHOBHBIX W NIOTIONHUTEBHBIX WH(QOPMALMOHHBIX HCTOYHHUKOB, HEOOXOTMMBIX
AT OCBOCHHUS NUCLHUIUIMHED, «MeTonnveckre peKOMeHAaME 00yYaiommMes o
OCBOCHHMIO NHCLUILTMHEDY, OLEHOYHbIE CPEACTBA Tl KOHTPOIS YCIIEBAEMOCTIY 1
«JlorontHuTENEHOE OOECIIEUeHNe TUCIUIIINHEL.

Crpykrypa u comepxanme paGoueid IIPOrpaMMBbl  COOTBETCTBYIOT LIEJISIM
oOpasosarenpHON mporpammel CIIO mo crermmanmsroct 09.02.06 «CeteBoe u
CUCTEMHOC aIMUHUCTPUPOBaHUE» M Oymyineil mpodeccuoHATBHON NeITeIbHOCTH
CTyJEHTA.

O6bem  paGoueil mporpamMMel  y4eGHOW  UCIIHILTHHEL IIOJIHOCTEIO
COOTBETCTBYET y4eOHOMy IUTaHYy IIOATOTOBKH II0 NAHHON CIIENUAIbHOCTH. B
IPOrpamMMe YeTKO C(HOPMYTUPOBAHBI LENH OOYUCHHUS, a TAKKe IIPOrHO3UPYEMEIE
Pe3yNIbTaThl O0YUYSHUS 10 JUCITUILIIHHE.

Ha ocHoBanuu mpoBeieHHOMN 3KCIIepTH3a MOKHO CHeIaTh 3aKJII0YEHHE, YTO
paboyas mporpamma  y4eGHOM  MMCIMTIIHHEI MJIK.03.02  BesomacHOCTb
KOMITBIOTEPHBIX ceTedl 1o crenuansHocTd 09.02.06 «CeTeBoe W CHCTEMHOE
aIMUHUCTPUPOBAHKE) COOTBETCTBYET TpeOOBaHUIM CTaHOapTa,
IPO(ECCHOHANBHBIM TPeOOBAHHUSIM, a TAKKE COBPEMEHHBIM TPEOOBAHUSIM DPHIHKA
TpyZa.

Hupexrop OO0 «busHec accuCTEHTY
«Z2G » D/éﬁi%& 20for.




PELTEH3US

Ha pabodyro MporpamMMy yueGHON qUCIUILIHHEL
MJK.03.02 Be3omacHOCTS KOMITBIOTEPHBIX CeTeil
A cnennansHocTy 09.02.06 CeTeBoe U crucTeMHOE aIMHHUCTPUPOBAHKE

Pabouas mporpamma yue6HOM NUCIMIIIMHEL MJIK.03.02 BesomacHocTs
KOMIIBIOTEPHBIX ~ ceTeit  coorBercTByer PI'OC  crienuasbHOCTH cpenHero
npodeccuonanpHoro  obpaszosarus  09.02.06  «Cereoe  m CHCTEMHOE
aAMHHUCTPUPOBAHNEY, YTBEPHKIEHHOIO NPHUKa3oM MUHHCTEPCTBA 06pa3oBaHus U
Hayku Poccuiickoit ®enepamuu ot  «09» mexabps 2016 1. Ne 1548,
3apEeTUCTPpUpPOBaH B MuHucTepCTBe roctunuu 26.12.2016 r. (per. Ne 44978).

B pabouyro mnporpamMmy y4eGHOM NUCIMIIHHBI BKIIOYEHEI pazzensl
«ITacriopr paGodeli mporpamMmsl  y4eGHOI JUCHUIUTHHEIY, «CIpykTypa ®
COIep)KaHHE  y4eOHOW MUCHUILIMHBD, «O6pa3oBaTebHbIe TEXHOJIOTHH,
«YCIIOBHS  peaNu3alliM  [POrPaMMBl  Y4eGHOM JUCTUIUIUHEDY, «[lepeuens
OCHOBHBIX M NOTIOJHUTENBHBIX WH()OPMAIMOHHBIX MCTOYHUKOB, HEOOGXOMIHUMBIX
AU OCBOCHHS NUCLUILIMHED, «MeTonuieckue peKOMEeHIaMU 00yIaromuMcs 110
OCBOCHHIO TUCLMIIIUHED), «OLIeHOYHbIE CPEICTBA [l KOHTPOJS YCIIeBAEMOCTI 1
«JlononHuTENEHOE O0ECIIeUeHNe NUCIUILIHED).

CrpyKkTypa u coxepkanme paboueii IIPOrPaMMBI  COOTBETCTBYIOT LIEJISIM
obpasosatenpHOM mporpammbl CIIO mo crermamsrocTH 09.02.06 «CeTeroe u
CHCTEMHOC aTIMUHUCTPUPOBaHueE» U OynyIeil mpodeccCHOHANBHOM NesTeIbHOCTH
CTyJEHTa.

O6bem paGouell mporpaMmpl  y4eGHOW  MUCHUIUIMHBI  IIOJHOCTBIO
COOTBETCTBYeT y4eOHOMy IITaHy IIOArOTOBKM MO IaHHOM CHenHaibHOCTH. B
IpOrpaMMe HYEeTKO CHOPMYIHPOBAHBI €U OOYUEHHUS, a TaKKe IIPOTHO3UPYEMEIE
pe3yabTaThl O0y4YeHUS 110 JUCLUILIHHE.

Ha ocHoBaHMH IIpOBeNEHHOM SKCIEPTH3a MOKHO CHETATH 3aKJIFOYEHHE, YTO
pabo4as mporpamMma  y4eOHOM  JHUCIMIUIMHEL MJIK.03.02  BeszomacHOCTb
KOMITBIOTEPHBIX ceTedl 1o crneunuanbHoctd 09.02.06 «CeTeBOe M CHCTEMHOE
aIMUHUCTPUPOBAHKE) COOTBETCTBYET TpeOoBaHUAM CTaHIapTa,
Npo(eCCHOHANBHBIM TPEOOBAHUSIM, a4 TaKKe COBPEMEHHBIM TPeOOBaHUSIM DLIHKA
TpyZIa.

Wmxenep-nporpammuct 1 kareropuu
otaena ACYTII ynpasiaenns ACVYTII,

HavanbHik
KHUIIuA, MOII Kpacuomapckoro PITY VT0aBneHus 2:”\,7,
bunnana «Maxpoperuon FOI'»y OO0 UK KAMwA, MOn_
«CUBMHTEK» prj‘”?f

«29 » ojzme%s/ 202or. M.B. Jlutyc



