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1 OBLIAS XAPAKTEPHUCTHUKA PABOYEN IMPOIPAMMBI YUEBHOM
JUCHUTIIMHBI

1.1 OO6JuaacTb NpUMEHEHUs NPOrPaMMbI
PabGouass mporpamMma y4eOHOM IUCHMIUIMHBI «JKCIUTyaTalus OOBEKTOB CETEBOU

UHPPACTPYKTYphD» SIBISETCS YacThbl0 OCHOBHOM HpodeccHoHaTbHOM 00pa3oBaTeNIbHOM
nporpaMMbl B cooTBeTcTBUM ¢ DenepalibHbIM TOCYAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApTOM cpeaHero mnpogeccruoHanbHoro obpaszoBanus (nanee ®I'OC CIIO) ansa coe-
muansHocTr 09.02.06 CereBoe U CUCTEMHOE aIMUHUCTPHPOBAHHE.

1.2 Mecto AUCHUIIVIMHBI B CTPYKTYPE NMporpamMmsl NOATrOTOBKH ClI€HIAAJINCTOB

cpeaHero 3BeHa
JucnuruinHa «OKcrnyatands OOBEKTOB CETEBOM HMH(PACTPYKTYpBI» OTHOCUTCS K

npodhecCuoHAIbHOMY MOJYJII0 «DKCIUTyaTalusi 00BbEKTOB CETEBOM HHPPACTPYKTYPHI».

1.3 Heau m 3agaum y4eOHOIl IMCHMILUIMHBI - TPeOOBaHUA K pe3yJbTaTaMm

OCBOCHUSA TUCHHUILINHBI
B pesynbrare uzydenus: npopeCCHOHATBLHOTO MO 00YJarOIIHiCs TOJDKEH UMems

NPAKMUYECKULl ONbLm:

— oOcHy)XKMBaHUE CETEBON HHQPPACTPYKTYPHI, BOCCTAHOBICHUU PabOTOCIIOCOOHOCTH
ceTH 1mocie coos;

— YAaJIEHHOM aIMUHUCTPUPOBAHUU U BOCCTAHOBIECHUU PaOOTOCTIOCOOHOCTH CETEBOM
UH(QPaCTPYKTYpHI;

— TOIJEpXKE TIOJb30BaTeNe CEeTH, HACTPOMKEe ammapaTHOr0 W MPOrpPaMMHOTO
obecriedeHus ceTeBoi NHPPACTPYKTYPHI.

B pe3ynbpTaTte 0CBOSHUS TUCIUTUIMHBI 00YUAIONTHIICS TOTDKEH yMemb.

— BBINIOJIHATh MOHUTOPUHT W aHamu3 paboThl JIOKAIBHOH CETH C TOMOIIBIO
IPOrpaMMHO-aNMapaTHBIX CPEJICTB;

— OCYIIECTBIIATH TUATHOCTUKY M TIOUCK HEUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH;

— BBITOJIHATH JICUCTBHSI 10 YCTPAHSHUIO HEUCITPABHOCTEH.

B pe3ynbpTaTte 0CBOSHUS TUCIUTUIMHBI 00YyUAIONTHICS TOTDKEH 3HAMb!

— apXUTEKTYpy W (YHKIHH CHCTEM YIpaBICHUS CETSIMH, CTaHAAPThI CHCTEM
yIPaBIICHUS;

— CpeICTBAa MOHUTOPHHTA U aHAJIN3A JIOKATHHBIX CETEH;

— MCTOIbI YCTPAHCHUA HeHCHpaBHOCTeﬁ B TCXHHUYCCKUX CPCACTBAX.
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MaxkcumainbHasi yueOHas Harpy3ka o0ydaromierocs 328 4acoB, B TOM YHCIIE:

— obs13aTenpHas ayquTOpHAs yuyeOHas Harpy3ka oOydarorierocs 316 daca;
B ToMm uncne:
— nexiuu 158 gacos;
— nipakTruyeckue 3ansatus 130 yacos;
— KypCOBO€ MPOEKTUPOBAHKE 28 YaCOB;
— KOHCYJIbTallUA Mepes 3K3aMEHOM 6 4acoB;
— ATOTOBAag aTrrecTanusg 6 4acos.

1.4. TlepeueHb NIAHUPYEMBIX Pe3y/IbTATOB 00y4eHus no qucuuminne (Ilepeuyenn
¢dopmMupyeMbIX KOMIIETEHIIUIT)
OcBoeHne JUCHUIUIMHBL «OKCIUTyaTauuss OOBEKTOB CETEBOM HMHQPPACTPYKTYPHI»

CrocoOCTBYeT (DOPMHUPOBAHUIO Y CTYJEHTOB CIEAYIOMHUX MPOGECCHOHATBHBIX KOMITETEHITU:

[1K 3.1. YcranaBnuBath, HaCTPauBaTh, IKCILTyaTUPOBATh U 0OCTYKUBATh TEXHUYECKHE
U IIPOrpaMMHO-aNMnapaTHble CPEACTBA KOMIBIOTEPHBIX CETEH.

I[IK 3.2. IlpoBoaute mpo¢mirakTuyeckue paboTbl Ha OOBEKTaxX CeTeBOU
UHPPACTPYKTYPHI U paOOYUX CTAHIIUAX.

[1IK 3.3. YcranaBnuBaTh, HacTpauBaTh, 3KCIUIyaTHPOBAaTh U OOCIYKUBAaThb CETEBBIC
KOH(UTrypanuu

[IK 3.4. YuactBoBaTh B pa3palOTKe CXEeMbl IOCIEaBAPUITHOIO BOCCTAHOBIIECHUS
paboTOCIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINIOJIHATh BOCCTAHOBJIEHUE U pE3EpBHOE
KOIUPOBAHKE UH(POPMAITUH.

[IK 3.5. OpraHu3oBblBaTb HWHBEHTAPU3ALMI0 TEXHUYECKHUX CPEJICTB CETEBOU
UHPPACTPYKTYPHI, OCYIIECTBIATH KOHTPOJIb 000PYAOBAaHUS I1OCIIE €r0 PEMOHTA.

[IK 3.6. BbINOaHATE 3aMeHy pPacXOJHBIX MAaTEpUAJIOB M MEJIKUHA PEMOHT
nepuepuitHOr0 00OpYIOBaHUs, OINPEAEsATh yCcTapeBlliee 0o0OpYIOBaHHE W MPOTPaAMMHBIC
CpeJICTBA CETEBOM MHPPACTPYKTYPHI.

OnHOBpeMEHHO ¢ MpodeccuoHaNbHBIMUA KOMIIETEHIIUSMH Y CTYACHTOB, 00yYaroIuXcs

M0 JUCHUIIIMHE «ODKCIUTyaTtanus OOBEKTOB CETeBOM HMHQPPACTPYKTYpPh»  CO3/IAI0TCS
MPEINOCHITKY 11 (OPMUPOBAHUS OOIIUX KOMIIETECHITHIA:

OK 01 BeiObupate cnocoObl pemieHust 3agad npodeccHuoHaIbHOW AesITeNIbHOCTH,
IPUMEHHUTEIBHO K Pa3JIMYHBIM KOHTEKCTAM

OK 02 OcymiecTBasTh MOUCK, aHATH3 U UHTEPIPETALNIO0 HHPOPMALINU, HEOOXOAUMOM
JUTSI BBITIOJIHEHHUS 3a/1a4 TIpo(heCCHOHANBHON AesITeIbHOCTH

OK 03 [IInanupoBaTh M peadM30BBIBATH COOCTBEHHOE MPO(ECCHOHATBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 04 PabGoTtath B KOJIJIEKTHBE W KOMaHJe, 3(PPEKTUBHO B3aMMOJCHCTBOBAThH C
KOJUJIEraMH, pyKOBOJICTBOM, KJIMEHTAMH.

OK 05 OcymiecTBasTh YCTHYIO M MHCbMEHHYI0O KOMMYHHUKAIIMIO HAa TOCYAapCTBEHHOM
S3BIKE C y4ETOM 0COOEHHOCTEH COIMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 06 [IIposBisTh TrpakJaHCKO-NATPUOTHUYECKYIO TMO3UIIMIO, JIEMOHCTPUPOBATH
0CO3HAaHHOE TIOBEICHHE HAa OCHOBE TPAJIUIIMOHHBIX O0IIEYEIIOBEYECKUX [IEHHOCTEH.

OK 07 CopeiicTBOBaTh COXpPaHEHHIO OKPY’KAIOLIEH Cpelbl, pecypcocOepeskeHulo,
3 PEKTUBHO JEHCTBOBAThH B UPE3BbIUAIHBIX CUTYALIUAX.

OK 08 Mcnonb3oBaTh cpeacTBa GU3NYECKON KYJIbTYPBI AJIsl COXPAHEHMSI U YKPEIUIEHUS
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3I0pOBbSI B Tporiecce MpoQecCHOHATHHOW NEATENHPHOCTH U TOJACPXKaHUS HEOOXOIUMOTO
yYpOBHS (PU3UUECKON MOATOTOBIEHHOCTH.

OK 09 MHcnonwszoBaTh HWHGOPMAIMOHHBIE TEXHOJOTHMM B TpodecCHoHATBHOM
NEeSATENbHOCTH

OK 10 Tlonp3oBatbesi npodecCHOHATBHON JOKYMEHTAMEW Ha rOCYAapCTBEHHOM H
WHOCTPAHHOM S3bIKaX.

OK 11 TIlnanupoBaTh NpeaNPUHUMATEILCKYIO NEATEIBHOCTh B MPOQECCHOHAIBHON

cthepe
Hn B pesynpraTe m3ydeHus y1eOHOH TUCIHIDIHHBI 00yJalomnecs TOJDKHEI
No Ki?\fr(;e Copnepxanne }
KOMITETEHIINH (MIIN HUMETh NMPAKTUUECKUN
ILI. |TEH- UM e 3HaTh YMETb
e€ yacTu) OIIBIT (BNAJETh)

1 OK-1 Br16mpath criocoOb! [aKTyalbHbIA } COCTABUTE II1aH
pelieHus 3a1a4y poeCCHOHATBHBIN U IEUCTBUS; ONIPEIEIIUTh
podecCHOHANBLHOM |COLMANbHBIA KOHTEKCT, B HEOOXOIUMBIE PECYPCHI;
JCATCIBHOCTH, KOTOPOM ITPUXOJUTCA BJIaJICTh AKTyaJIbHBIMU
[IPUMEHHUTEIBHO K [paboTaTh U )KUTh; OCHOBHBIE  [METOaMH paboThI B
pa3IMYHBIM MCTOYHUKH HH(GOPMALMH 1 npodeccroHanbHON 1
KOHTEKCTaM pecypchl ISl pelleHus 3a4a4 M |CMEXKHBIX chepax;

npoOJieM B peann3oBaTh

MpoQeCcCHOHANBEHOM H/HIN COCTaBJICHHBII TUIaH;

COIIMATEHOM KOHTEKCTE OLICHWBATh PE3yNbTAT U
[OCJIC/ICTBHS CBOMX
meUCTBUI
(caMOCTOSITEIBHO MITH C
MOMOIIBI0 HACTABHUKA)

2 OK-2  |OcymiecTBusTh HOMEHKJIaTypa bopmaT opopmiteHHs
TTOUCK, aHAJIU3 U I/IH(bOpMaI_[I/IOHHI)IX PE3YJILTATOB IMTOUCKA
MHTEPIIPETALUIO HUCTOYHUKOB NPUMEHSAEMBIX B [MH(OpMAIUU
nHpopmanuy, npodeccuoHaTbHOM HOMEHKJIaTypa
HEOOXOIUMOM AT |MEeSITeIbHOCTH; TIPUEMBI MHPOPMALTMOHHBIX
BBIITOJTHEHHSA 33/1a4 |CTPYKTYPHPOBAHUS MCTOYHUKOB
npodeccrnonabHOM [MH(OpManuy; popMaT MPUMEHSEMBIX B
NeATeTbHOCTH oopmileHns pe3yIbTaToB npodeccrnoHaIbHOM

roncka nHdopmanuu NeSITeNIbHOCTH; TIPHEMBI
CTPYKTYPHUPOBaHUS
nHpOopManuy; Gpopmat
oGopMIICHHS PE3yNbTaTOB
morckKa MHGOpPMaLHU

3 OK 3 [[1aHupoBaTh U CoJIepKaHUE aKTyalIbHON OTIpeneNnaTh aKTyalbHOCTh
peann30BbIBATH HOPMAaTHUBHO-IIPABOBOI1 HOpPMAaTHUBHO-IIPaBOBOM
COOCTBEHHOE TOKyMEHTAI[MH; COBPEMEHHAsI |TOKYMEHTAIINH B
podeccHoHaNbHOE [HaydHas U podeccroHa bHast [IpodeccnoHaIbHOM
1 TNYHOCTHOE TEepMHUHOJIOTHS; BOBMOXKHBIE  |1€ATEIBHOCTH;
pa3BHTHE. TPAaCKTOPUH [IPUMEHSTH COBPEMEHHYIO

MpOoQeCCHOHANBEHOTO Pa3BUTHS [HAYYHYIO

1 caM000pa30BaHUs npodeccrnoHAIBHYIO
TEPMHHOJIOTHIO;
OIIpENENATh U
BBICTPAaUBaTh TPACKTOPUHU
po(eCCHOHATHHOTO
pa3BUTHS U
caM000pa3oBaHUS




OK 4 Pabortath B [ICUXOJIOTUIECKIE OCHOBBI OpraHU30BBIBATH PAOOTY
KOJUIEKTHBE U NeATeTbHOCTH KOJUIEKTHBA,  (KOJUICKTHBA M KOMAaHIIBI;
KOMaH/Ie, [ICHXOJIOTHYECKHE B3aMO/ICHICTBOBATH C
b PeKTHBHO 0COOCHHOCTH JTHYHOCTH; KOJJIeTaMH,
B3aMMO/ICHCTBOBATH [OCHOBBI IPOEKTHOI [PYKOBOJICTBOM,

C KOJIJIeraMu, eI TeTbHOCTH KJIMEHTaMH B XOJI€
[PYKOBOJICTBOM, npodeccroHabHOM
KJIMEHTaMH. NesITeIbHOCTH

OK 5 OcCylIecTBIAT 0COOEHHOCTH COLIMAJIIBHOTO U [FPAMOTHO U3JIaraTb CBOU
YCTHYIO U KYJIbTYPHOTO KOHTEKCTa; MBICITH U 0(OPMIIATH
[TICEMEHHYIO MpaBuiia 0POPMIICHHS TOKYMEHTBHI TI0
KOMMYHUKAIIMIO Ha |[TOKyMEHTOB M ITOCTPOCHHUS  [Ipo(heCcCHOHATBHON
TOCYAapPCTBEHHOM [yCTHBIX COOOIIEHHH. TEMaTHKE Ha
SI3BIKE C YIETOM rOCYapCTBEHHOM SI3BIKE,
ocoOeHHOCTEH [IPOSIBIIATH
COLIMATBHOTO 1 TOJIEPAHTHOCTH B paboueMm|
KyJIBTYPHOTO KOJUICKTHBE
KOHTEKCTA.

OK 6 [IposiBisATH CYLLHOCTb OIMCHIBATH 3HAYMMOCTh
rpa’kAaHCKO-TIATPHO[rPAsKAAHCKO-TITATPHOTHIECKON [CBOCH CIICIIATbHOCTH
TUYECKYIO MTO3UIINH, OOIIEIETOBEYECKUX
[TO3UITHIO, LICHHOCTEH; 3HAYMMOCTD
TIEMOHCTPHPOBATh  [PO(ecCHOHAIBHOM
0CO3HAaHHOE IeSATeIbHOCTH CIIEIIMAIEHOCTH
[oBe/ICHHUE Ha
OCHOBE
TpaMIIUOHHBIX
00111e4eI0BEYECKUX
LIEHHOCTEN.

OK 7 CopnelicTBOBaThH [TpaBUJIa SKOJIOTHUECKOM CO0JTI01aTh HOPMBI
COXpaHEHHIO 0€3011aCHOCTH IIPH BEJICHUU  [IKOJIOTHYECKOM
OKpyXarolen npoQeCcCHOHANTBHOM 0€30MacHOCTH;
cpenbl, NIesTeIbHOCTH; OCHOBHBIE OTIpEeIeIIsTh HAPaBICHUS
pecypcocOepexxeHt [pecypehbl, 3a/IefiCTBOBaHHbIE B [peCypcocOepekeHus B
10, 3pPEKTUBHO Mpo¢eCCHOHATBHOM pamMKax
NeliCTBOBATH B NeATeNTbHOCTH; ITyTH npodeccrnoHabHOM
YpEe3BBIYANHBIX obecrieueHus NesITeIIbHOCTH
CUTYyaIUsIX. pecypcocOepexeHus

OK 8 M cnonb30Bath YCIIOBHS TIPO(PECCHOHANBHON  [IPUMEHSTH
cpezncTBa NeATeIbHOCTH 1 30HBI PUCKA  [PAI[OHAIBHBIC TPHEMBbI
(busnIecKoi (DU3MYECKOTO 37J0POBBSI ISl |ABUTATEIBHBIX (DYHKIUH B
KYJIBTYPBI JUIS CIIEIATBHOCTH; CPE/ICTBA npodeccrnoHabHOM
COXpaHEHHS U MTPOQHUIAKTUKI esITeITbHOCTH;
YKpeIICHUS MepeHaNPsKEHHS [0JTb30BATHCS CPEICTBAMHY|
3110pOBbS B PO UIaKTHKH
rporecce repeHanpsHKeHHs
MpoheCCHOHATIBHOM XapaKTePHBIMH IS
NIeSTeIbHOCTH U TAaHHOM CIIEIMAILHOCTH
[10/1/IepKAHUsI
HE0OX0AMMOTO
YPOBHSI (hU3UUECKOH]

[10/IrOTOBJIEHHOCTH.

OK9  |[HMcnonb3oBaTh COBPEMEHHBIE CPE/ICTBA U [IPUMEHSTH CPEJCTBA
nH(pOpManMOHHbBIE [ycTpoHCTBa MH(OPMATH3ALUH; [MH(POPMAIIHOHHBIX
TEXHOJIOTUH B MOPSIIOK X IPUMEHEHHS U [TEXHOJIOTHH JUIsl peIeHUs
podeccrnoHaTLHOM [TporpaMMHOe oOecriedeHre B |[IpodeCCHOHATBHBIX
eI TeIbHOCTH podeccroHaNbLHON 3a]1a4; UCIIOJIb30BATh

e TeIbHOCTH COBpPEMEHHOE
[IPOrpaMMHOE
oOecrieueHne




10 OK 10 [[Tosb3oBatbes JIEKCHYECKUH MUHUMYM, Y9acTBOBATh B AWATIOTaX
podeccHoHaATLHOM [OTHOCSIIMIACS K OMTUCAHUIO Ha 3HAaKOMBbIE 00IIHE 1
TOKyMEHTAINeH Ha [[IPEeIMETOB, CPEICTB U MpodeccrnoHaNbHEIC
TOCYJapCTBCHHOM U [IPOIIECCOB TEMBI; CTPOUTH TIPOCTHIE
MHOCTPaHHOM podeccHoHaNIBLHON BHICKA3bIBAaHHSI O ce0e U 0
SI3BIKAX. NeSTeIbHOCTH; OCOOEHHOCTH  |CBOEH PO eCcCHOHATBHOM
[IPOM3HOLICHUS; IPaBUIIa NesITeNIbHOCTH; KPaTKO
YTEHHS TEKCTOB 000CHOBBIBATH U
podeccHoHaNIBLHON 00BSCHUTH CBOM JICHCTBUS]
HarpaBJICHHOCTH (Texymme u
[UTaHUPYEMBIC); TINCATh
MIPOCTEHIC CBS3HEIC
COOOIIICHNST Ha 3HAKOMBIE
WITH THTEPECYIOIINe
MpogeccrnoHaNbHBIC TEMBI
11 OK 11 ([[ImaHupoBaTh OCHOBBI BBIABIIATH JJOCTOUHCTBA U
MpeaIpUHUMATENBC [IPEAIPUHUMATEIbCKON HEJOCTaTKU
KYI0 ICATCIIbHOCTD BACATCIIBHOCTU; OCHOBBI KOMMep‘IeCKOﬁ UacCH,
npodeccroHanbHOM (PUHAHCOBOM IPaMOTHOCTH;  [IPE3CHTOBATh UJIEH
chepe MpaBmiIa pa3paboTKH OTKPBITHS COOCTBEHHOTO

OU3HEC-TIAHOB; MOPSIIOK
BBICTPAMBAHUS IPE3CHTALINN;
KpEeIUTHBIC OAaHKOBCKHE
[IPOYKTHI

nena B
npodeccrnoHabHOM
eSITeHOCTH;
0pOpMIIITH OM3HEC-TIUIAH;
paccuUnTHIBATH pa3Mephl
BBITLIAT [0 TIPOLIEHTHBIM
CTaBKaM KpeIUTOBaHUS;
OIIpeIeiaTh
MHBECTHLIMOHHYIO
[PUBJICKATEIbHOCTD
KOMMEpPYECKUX HIEeH B
paMKax
npodeccrnoHabHOM
esITeIIbHOCTH;
MPE3CHTOBATh
OH3HEC-HIIEIO;
OTIpeIeTIsITh HCTOYHUKH
(HHAHCUPOBAHUA




12 IIK 3.1 [YcranaBnmuBath, |ApXUTEKTYpYy M GYHKIUH CHCTEM YIPABICHHS TectupoBats kabemu u  (OOCITY)KHBAaTh CETEBYIO
HaCTpanBarh, CeTSIMM, CTaH/AAPTHI CHCTEM YIPaBIeHHs. 3a1a4l  |[KOMMYHHUKAIMOHHBIE  [HHQPACTPYKTYpY,
SKCITyaTHPOBATh [yHPaBIECHUS: aHAIN3 IPOU3BOJUTEIBHOCTH U yCTpOHCTBa. BOCCTAHABIUBATh
1 00CITyXUBaTb/HAIECKHOCTH, YIpaBieHHE 0€30MaCHOCTHIO, YUeT OnuchIBaTh KOHIENIUU [pab0oTOCTIOCOOHOCTH CETH
TEXHUUYECKHE ulrpaduka, ynpasiueHue koHpurypanueid. [Ipapuna  |ceTeBoii 6e30mMacHOCTH. |mocie cOosl.
MPOrPaMMHO-AIIa [FKCIITyaTallul TEXHUUECKUX CPEIICTB CETEBOI OmnuceIBaTh OCyIIECTBISATE YAAICHHOE
paTHbIe CpencTBAMH(PPACTPYKTYPEL. MeTo bl yeTpaHeHH s COBpEMEHHBIE QIMIHICTPUPOBAHUE U
KOMIBIOTEPHBIX  |[HEHCIPABHOCTEH B TEXHUUECKNX CPEICTBAX, CXEMBI [TEXHOJIOTUH U BOCCTAHOBIICHHUE
CeTel. [oCJIeaBapUHHOTO BOCCTAHOBIICHUS APXUTEKTYPHI [paboTOCIIOCOOHOCTH

PaboOTOCIIOCOOHOCTH CETH, TEXHUUECKYIO U 0€30MacHOCTH. ceTeBOit
[IPOEKTHYIO JOKYMEHTAIHIO, CIIOCOOBI pe3epBHOTO  (OMHCHIBATH MHPPACTPYKTYPBI.
KOTIMPOBAHMUS JAHHBIX, IPHHIUIIB paOOTHI XapaKTepPUCTUKHU U [MoxnepxuBaTh
XpaHUIHI JaHHBIX. OCHOBHBIE MTOHATHS IIEMEHTBI Monb30BaTeneil ceTy,
MH()OPMAIIMOHHBIX CUCTEM, KH3HEHHBIH UKL, KOH(UIypalluy 3TaloB  |[HACTpaWBaTh allllapaTHOE
poGJIeMBI 00ECTICUeHNS TEXHOJIOTHIECKO 'VoIP 3BoHKa. 1 IpoTrpaMMHOE
0e301acHOCTH WH(POPMAIIMOHHBIX CUCTEM, oOecrieueHue CeTeBOM
TpeOOBaHMS K ApXUTEKType HHPOPMAIHOHHBIX MH(PaCTPYKTYpEL.
CHICTEM M MX KOMIIOHEHTaM ISl oOecriedeH s (ObecrieunBaTh 3aIIUTy
06e30macHOCTU (PyHKI[HOHUPOBAHMS, OTIEPAaTUBHbIE CETEBBIX YCTPOUCTB.
METO/IbI MOBBIICHUS OE30ITaCHOCTH BHeapsaTh MEXaHU3MBI
(DYHKIIMOHHPOBAHUS TPOTPAMMHBIX CPEICTB U 0a3 ceTeBoii 0€30IIaCHOCTH Ha
naHHbIX. CpecTBa MOHUTOPHHTA U aHAIH32a BTOPOM YPOBHE MOAEIHN
MOKaJIBHEIX ceTei. OCHOBHBIE TPeOOBaHMS K OSI.
CpecTBaM M BUIaM TECTHPOBAHHUS JUIS OTIPE/ICIICHUS] BHenpsaTh MeXaHU3MBI
TEXHOJIOTHYECKOH 6e30I1acCHOCTH HH(POPMATMOHHBIX ceTeBOM 6€30IacCHOCTH ©
cHCTEM. [TOMOIIIBIO MEYKCETEBBIX
[TpuHIMITEL pabOTHI CETH aHAJIOTOBOW TeNeGOHN. SKpPaHOB.
HasnaueHune roocoBOro Immo03a, ero KOMIIOHEHTHI 1] BHeapsATH TEXHOIOTHH
¢yskun. OCHOBHBIE IPUHLIUITBI TEXHOJIOTHU 'VPN.
obecrieuenust QoS 11 roJI0coBOTO TpaduKa. HactpauBatpb
IP-teneonbr

13 I1K 3.2 ([IpoBoauTh 3amaun yrpaBieHUs: aHAIN3 IPOU3BOAUTENbHOCTH HlHabmoaate 3a [lonnepxuBath

npodMIIaKTHYECKH [HAIS)KHOCTH, yIpaBJeHHe 0€30acHOCThIO, y9eT  [TpaduKoM, BHIIOJIHATE  |[IOJIL30BAaTENICH CETH,

c  paboTel  HA|
00BEKTaX CeTeBOM
UH(PACTPYKTYPBI
138 pabouux
CTaHIIMSIX.

TpaduKa, yrpaBieHne KOHQUTyparyeil.
Kitaccugukaryio periiaMeHToB, MopsiIoK
TEeXHMYECKHX OCMOTPOB, TPOBEPOK U
MpopIIaKTHIECKUX paboT. Pacmmpenne cTpyKTypsl
KOMITBIOTEPHBIX CETEH, METO/IBI M CPE/ICTBA
TMarHOCTUKH HEMCIIPABHOCTEH TEXHUYECKUX
CPENICTB U CETEBOM CTPYKTYpBl. METOIbI yCTpaHEHHUs
HEHCIPABHOCTEH B TEXHUYECKHX CPEICTBAX, CXEMBI
[ociIeaBapuiHOT0 BOCCTaHOBIICHUS
paboTOCIIOCOOHOCTH CETH, TEXHUYECKYIO U
[TPOEKTHYIO JTOKYMEHTAIINIO, CIIOCOOBI pe3epPBHOTO
KOITMPOBAHMUS JaHHBIX, TIPUHIIUITB PAOOTHI
XPaHWIUIL JaHHBIX. OCHOBHBIC MOHSTHS
MH(POPMAIIMOHHBIX CHCTEM, )KM3HEHHBIH LUK,
MpoOIeMBI 00eCTICUeHHS TEXHOIOTHIECKON
0€30MacHOCTH HH(POPMAIIHOHHBIX CUCTEM,
TpeOOBaHMS K apXUTEKType HHPOPMAIIHOHHBIX
CHICTEM M MX KOMIIOHEHTaM JJIsl oOecriedeH s
0e30macHOCTH GYHKI[MOHUPOBAHHUS, OTIEPATHBHbIC
METO/IbI MOBBILICHHS 6€30MaCHOCTH
(YHKIMOHUPOBAHHUS IPOTPAMMHBIX CPEICTB U 0a3
naHHbIX. CpecTBa MOHUTOPHHTA U aHAITH3a
nokanbHbIX ceTeil. OCHOBHBIE TpeOOBaHMS K
Cp€acTBaM U BUAaM TECTUPOBAHUS IJI1 ONPEACIICHUA
TEXHOJIOTMYECKOH 6e30MacHOCTH HH(POPMAIMOHHBIX
cucteM. [IpuHIUTIBI paOOTHI CETH aHATIOTOBOM
Tenedonnu. HazHaueHue roJocoBoro uto3a, ero
KOMITOHEHTHI 1 QYHKIMH. OCHOBHbIC IIPUHIIUIIBI
TeXHOJOTUH obecriedeHust QoS Ui roJI0COBOTO
Tpaduka.

orepaly pe3epBHOTO
KOTMPOBAHUS U
BOCCTAaHOBJICHUS
TaHHBIX.

'V cTaHaBIIMBATh,
TECTUPOBATH U
PKCIUTyaTHPOBATh
MH()OPMAIIMOHHBIC
CHCTEMBI, COTJIACHO
TEXHHYECKOU
TOKYMEHTAIIUH,
00ecreunBaTh
AQHTUBUPYCHYIO 3aIUTY.
BEITOHATS MOHUTOPUHT
1 aHau3 paboOTHI
ITOKAJILHOM CEeTH C
[TOMOIIIBIO
[POTrPaMMHO-AIaPATHBI
X CPEJICTB.
OcyIIecTBIATh
TIarHOCTUKY U TIOMCK
HEHCIIPaBHOCTEN BCEX
KOMIIOHEHTOB CETH.
BoInoaHaTh 1eMCTBUS 11O
yCTpaHEHHUIO
HEHCIPaBHOCTEM.

HacTpauBaTh aIllapaTHOe
1 IporpaMMHOE
obecriedeHre ceTeBoi
MHPPACTPYKTYPHL.
BoinoaHATh
MpopIIaKTHIECKIE
paboThHI Ha 0OBEKTAX
ceTeBOil MHPACTPYKTYpHI
1 pabOYNX CTAHIIHAX.
CocTaBisTh IaH-rpaduK
npoduakTHIecKnx
pador.
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14 [IK 3.3 [YcranaBnuBaTh, |3a7aud yHpaBieHUs: aHAJIU3 IPOU3BOIUTENHLHOCTH H{ONuUChIBaTh KoHuenuuu ([loanepxuBaTth
HaCTpanBarh, HaJIeKHOCTH, YIpaBIeHHe 6e30I1aCHOCTBIO, YIeT  |CeTeBOH O€30IMacHOCTH. |IOJIb30BaTelICH CeTH,
SKCITyaTHpOBaTh |Tpaduka, ynpaBieHHe KOH(Uryparmeil. OmnuceIBaTh HacTpauBaTh aIllapaTHOE
u  obciyxuBaTh|[IpaBuIa 3KCIUTyaTaIl[Mu TEXHUIECKUX CPEJICTB COBPEMEHHBIE U IpOrpaMMHOE
CETEBbIC ceTeBOil HHPACTPYKTYpPHI. TEXHOJIOTUH U oOecriedeHne ceTeBoi
koHurypauun  |OCHOBHbIE OHATHS HH)OPMAILIMOHHBIX CUCTEM, ApXUTEKTYPBI MHQPACTPYKTYpBHI.

PKM3HEHHBIH IIUKJI, TIPOOIeMbI 00eciedeH s 0e30MacHOCTH. (OOecrieunBaTh 3aIIUTy
TEXHOJIOTHIECKOH 6e301MacHOCTH HHPOPMaHOHHBIX |(ONHCEIBATh CETeBBIX YCTPOUCTB.
cricteM, TpeOOBaHMUS K apXUTEKTYpe XapaKTePUCTUKHU 1 BHenpsaTh MeXaHU3MBI
MH(OPMAIIMOHHBIX CUCTEM M MX KOMIIOHEHTAM JUISL [3JIEMEHTEI ceTeBoi Ge3omacHOCTH Ha
obecrieueHus 6e30MacHOCTH PyHKIMOHUPOBAHUSA, |KOHQHUI'YPAIIMH 3TAllOB  [BTOPOM YPOBHE MOJEIH
OTiepaTUBHbBIC METO/IBI TIOBBIIEHHUS Oe3omacHocTH  [VoIP 3BOHKa. OSI.
(YHKLIMOHHPOBAHUSI IPOTPAMMHBIX CPEJCTB U 0a3 BHeapsATh MEXaHU3MBI
TaHHBIX. ceTeBoil Ge3omacHOCTH ¢
CpezncTBa MOHUTOPHHTA M aHAJIM3a JIOKATBHBIX [TOMOIIIBIO MEYKCETEBBIX
ceTel. PKpaHOB.
(OcHOBHBIE TPeOOBaHMUS K CPEICTBAM M BHIaM BHepsATH TEXHOIOTHH
TECTUPOBAHUS IS OTIPEIEICHNS TEXHOJIOTHIECKO 'VPN.
0e301acHOCTH UH(POPMAIIMOHHBIX CHCTEM. HactpauBatsb
[IpuHIHITEL PaOOTHI CETH TPAAUIIHOHHOM IP-TenedoHsbL.
TeseOHUH. (DKCILTyaTUpOBATh
HasnaueHune roocoBOro Immo03a, ero KOMIIOHEHTHI 1] TeXHUYECKHE CPEACTBA
(yHKINH. ceTeBOM
(OCHOBHBIE IPUHITUITBI TEXHOJIOTHH 00eCTIeueHUs MH(PACTPYKTYPEL.
QoS 151 rOJI0COBOTO TpadHKa. Mcnonb30BaTh CXEMBbI
rocieaBapuitHOTO
BOCCTQHOBIICHUS
[paboTOCIIOCOOHOCTH CETH.

15 I1K 3.4 [YgacTBOBaTH B[3a/1au ympaBleHHs: aHAITU3 TPOU3BOAUTEIFHOCTH H{HabmronaTs 3a OpraHu3oBBIBaTH
pa3paboTKe CXEeMBIHAaAeKHOCTH, YIpaBleHHE 0€30MacHOCThIO, YUeT  ([TpaduKoM, BRIIOJHATE (0ecnepeOoiiHyIo paboTy
ociieaBapuiHOTO [TpaduKa, yrpasieHne KOHGUTyparyeil. OIlepalliy PE3EPBHOTO  [CHCTEMBI IO PE3CPBHOMY
BoccTaHOBNeHUs  |Kiaccupukamuro periaMeHToB, TOPSI0K KOIIMPOBaHUS KOITMPOBAHHUIO U
[paboTOCIIOCOOHOCT|{TEXHHYECKUX OCMOTPOB, IPOBEPOK U BOCCTaHOBJICHUS BOCCTQHOBJICHHUIO
1 KOMITBIOTEPHOMIPOGHUIAKTHYECKIX PaboT. aHHBIX. nH(opMarmy.

CEeTH, BBINOIHATHPAacIIMpeHNe CTPYKTYPhI, METOMBI M CPENICTBA 'Y craHaBIIMBATH, (OOcmyXHBaTh CETEBYIO
BOCCTAQHOBJICHHE H|IHATHOCTHKU HEHCIPABHOCTEH TEXHUIECKHUX TECTHPOBATh U nHOPACTPyKTYpY,
pe3epBHOE CPE/ICTB ¥ CETEBOM CTPYKTYPHI. PKCIITyaTHPOBAaTh BOCCTAHABIINBATH
KOITUPOBAaHNE MeTozbl yCTpaHeHUS] HeUCIIPABHOCTEH B nH(pOpMAIOHHBIE [paboTOCTIOCOOHOCTD CETH
nHbOopMaIu TEeXHHYECKHX CPE/ICTBAX, CXEMbI IOCJIEaBapUIHOTO |CHCTEMBI, COTIIaCHO mocie coost.
BOCCTaHOBJICHHUS PabOTOCIIOCOOHOCTH CETH, TEeXHUYECKOH OCyLIEeCTBIATE YIAJICHHOE
TEXHUYECKYIO U MIPOSKTHYIO JOKYMEHTAILHIO, TOKyMEHTAIHH, QIMUHHCTPUPOBAHUE U
CIIOCOOBI pe3epPBHOI0 KOIMPOBAHNUS JAHHBIX, o0ecreunBaTh BOCCTQHOBJICHUE
MIPUHIUITE] paOOTHI XPAHMITHII JAHHBIX. QHTHBHPYCHYIO 3aIIUTY. [pab0TOCHOCOOHOCTH
(OCHOBHBIE TOHATHS HH)OPMAMOHHBIX CHCTEM, BEITOTHATE AEHCTBHS 110 |CETEBOIT
PKI3HEHHBIH [TUKII, IPOOIIeMbI 00ecTIedeH st YCTpaHEHHIO MHPPACTPYKTYPHI.
TEXHOJOTUIECKOH 0€30ITacCHOCTH MH()OPMAIIMOHHBIX [HEUCIIPABHOCTEH. [lonnepxxuBaTh

cricTeM, TpeGOBaHHS K apXUTEKTYPE
MH(POPMAIIMOHHBIX CHCTEM U UX KOMITOHEHTaM JUIs
oOecriedeHus 6e301acHOCTH (PyHKIIMOHUPOBAHNS,
OrepaTHBHbIC METO/IBI MOBBIIICHHS 6E30MaCHOCTH
(YHKIMOHUPOBAHMSI IPOTPAMMHBIX CPEJICTB H 6a3
TaHHBIX.

(OcHOBHBIE TPEOOBAHMUS K CPEICTBAM U BUIAM
TECTHPOBAHUS IS OTPEIENICHUS TEXHOIOTHIECKON
06€30MacHOCTH HHPOPMALIMOHHBIX CHCTEM.

[10JIb30BaTENIEH CEeTH,
HACTpanBaTh ammnapaTHoe
1 IPOrpaMMHOE
oOecrieueHne ceTeBoit
MHPPACTPYKTYPEI.
O0ecrnieynBaTh 3aMIUTy
CeTeBBIX YCTPOUCTB.
BHeapsaTh MEXaHU3MBI
ceTeBOM 0€30MAaCHOCTH Ha
BTOPOM YPOBHE MOJIEITH
OSlI.

BHeapsTh MEXaHU3MBI
ceTeBOi 0€30IMacHOCTH C
[TOMOIIBIO MEKCETEBBLIX
SKpaHOB.
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TIK 3.5

OpraHH30BbIBATH
WHBCHTAPU3ALIMIO
TEXHUYECKHUX
CPEIICTB  CETEBOM|
HH(PACTPYKTYPBI,
OCYILLECTBIIATH
KOHTPOJIb
000pyHOBaHUS
[OCJIe €r0 PEMOHTA|

3a1aun yrpaBIeHUS: aHAIN3 IPOU3BOAUTEIEHOCTH 1
HaJIeKHOCTH, YIIpaBIeHHe 0e30I1aCHOCTBIO, YIeT
Tpaduka, ynpasicHue KOHPUTypaLue.
Knaccudukanuio permaMenToB, IOpII0K
TeXHUYECKHX OCMOTPOB, IPOBEPOK U
MpoMIaKTUIECKUX PadoT.

[TpaBmiia SKCIUTyaTalny TEXHUUECKUX CPEICTB
ceTeBoit MHPPACTPYKTYPHI.

Pacuipenye CTpyKTYpbI, METOJIBI M CPEIICTBA
TMarHOCTUKY HEUCIIPAaBHOCTEH TEXHUYECKIX
CPENICTB U CETEBOW CTPYKTYPBHI.

MeTo1bl yCTpaHEHUS! HEUCIIPABHOCTEN B
TeXHUYIECKHX CPEICTBAX, CXEMBI [10CII€aBaPUITHOTO
BOCCTaHOBJICHHS PaOOTOCIIOCOOHOCTH CETH,
TeXHHYIECKYIO U IIPOSKTHYIO JOKYMEHTAIIHIO,
CIIOCOOBI pe3epPBHOTO KOIMPOBAHMS JaHHBIX,
[IPUHIUITE! paOOTH! XPaHWIIHI JaHHEIX.

(OCHOBHBIE TOHATHS MH)OPMAIMOHHBIX CHCTEM,
PKI3HEHHBIH LIUKII, TPOOIeMbl 00ecTiedeH st
TEXHOJOTUYECKOH 0€30ITacCHOCTH MH(OPMATMOHHBIX,
crcTeM, TpeOOBaHMUS K apXUTEKTYpe
MH()OPMAIIMOHHBIX CUCTEM M UX KOMIIOHEHTaM JUIS
oOecriedeHus 6e301acHOCTH (PyHKIIMOHUPOBAHNS,
OIepaTHBHBIE METO/IbI TOBBIIICHHS 0€3011aCHOCTH
(DYHKIIMOHHPOBAHUSI IPOTPAMMHBIX CPEJICTB U 0a3
TaHHBIX.

[paBmibHO 0pOpPMITATH
TEXHUYECKYIO
TOKYMEHTALUIO.
OCyILEeCTBIAT
TIarHOCTUKY U TIOMCK
HEUCIPAaBHOCTEN BCEX
KOMIIOHGHTOB CETH.
BEITIOHATE JEHCTBUS 110
YCTpaHCHHIO
HEHCIIPaBHOCTEH.

[IpoBoauTh
MHBEHTAPU3ALMIO
TEXHUYECKHUX CPE/ICTB
CEeTEeBOM
MHPPACTPYKTYPBI.
[IpoBOAUTE KOHTPOJIB
KaueCTBa BBIIOIHCHUS
[pEeMOHTA.

[TpOBOANTH MOHUTOPHHT
paboTEI 000PyIOBaHUS
[ocjie peMOHTA.
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TIK 3.6

BrInonHsaTh
3aMeHy PacXO/IHBIX|
MaTepHanoB bii
MEJIKUM ~ PEMOHT)
nepuQepuitHoOro
00opynoBaHus,
OIIpenesTh
ycTapesiiee
o0opynoBaHHEe U
pOrpaMMHBIE
CpelICTBa CETEBOM|

HHPPACTPYKTYPHL.

Knaccu(ukanuio periiaMeHToB, MOPsaI0K
TEeXHHYECKHX OCMOTPOB, TPOBEPOK U

PO MIAKTHIECKUX PadoT.

PacupeHne CTpyKTYpbl, METOJIBI K CPEIICTBA
TMarHOCTUKH HEUCIIPAaBHOCTEH TEXHUUECKUX
CPENICTB U CETEBOW CTPYKTYPBHI.

MeTobl yCTpaHeHUs] HeHCIIPaBHOCTEH B
TEXHHYECKHUX CPEICTBAX, CXEMBI [T0CIICaBapUIHOTO
BOCCTaHOBIICHHSI pa0OTOCIIOCOOHOCTH CEeTH,
TEeXHUYECKYIO U MIPOSKTHYIO JOKYMEHTAILHIO,
CIIOCOOBI pe3epPBHOTO KOMMPOBAHNS JAHHBIX,
MIPUHIUITE] paOOTHI XPAHMITHII JAHHBIX.

BbIMOTHATH 3aMEHY
[PacXOAHBIX MaTepHaIoB
1 MEJIKMHA PEMOHT
nepudepuitHoro
00opymOBaHuS.
OCyIEeCTBIAT
TMarHOCTUKY Y TIOMCK
HEHCIIPaBHOCTEN BCEeX
KOMITOHEHTOB CETH.
BuInonHATh NeficTBUS 11O
YCTpaHEeHHIO
HEeUCIPaBHOCTEH.

YcTpausTh
HEHCIIPaBHOCTH B
COOTBETCTBHHU C
[TOTHOMOYHSIMH TEXHHKA.
3aMEeHSTh pacXoIHbIE
MaTepHabl.

MOHUTOPUHT OOHOBIICHUI
[IpOorpaMMHO-aIIapaTHBIX
CpPENICTB CeTEeBOM

MH(PACTPYKTYpBHL.
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2 CTPYKTYPA U COJAEPKAHUE YYEFHOU JUCITATIIAHBI

2.1. O0beM yueOHOI JMCUMIIMHBI M BUABI Y4eOHOH padoThl.

Bcero uacos CemecTphl

Bun yueGHOI paboThI 5 6 7
O0s3aTenbHast yueOHasi HATPy3Ka (Bcero) 316 64 70 182
B ToMm uncie:
3aHATH JEKIIMOHHOTO THIIA 158 32 42 84
[paKTHYECKUE 3aHATHS (IPAKTHKYMBbI) 130 32 28 70
KypcoBoe npoekTupoBaHue 28 28
CamocTosiTeTbHasi padoTa (Bcero) 6 6
B TOM YHCIIE:
\Koncynomayuu 6 6
By utoroas arrecranusi (3K3aMeH) 6 3a4er 3a4er 6
Oo61as TPYI0EeMKOCTh 328 4acoB 328 64 70 194

2.2 CTpyKTypa AMCHHUILIMHBI
KosamyecTBO ayIHTOPHBIX YaCOB
Camocros-
H IIpakTHuyeckue u
auMeHOBaHHUeE Pa3aesioB U TeEM TeopeTnueckoe TeJbHasi padoTa
Bcero J1abopaTopHbIe
odyyenue o0yuaromierocst
3aHATHSA
(4ac)

Tema 1.1. DxkcniryaTanusi TeXHHYECKHX 111 61 50 _
CPEACTB CeTeBO HHPPACTPYKTYPHI
Tema 1.2. IkenyaTanust CHCTEM 111 61 50 _
IP-Tesieponnn
Tema 1.3. 3KC:I.]IyaTa[II/lSI ceTeBbIX 66 36 30 B
KOHGuUrypaumii
Bcero 288 158 130 —

2.3 TemaTu4ecKkuii miaH u coaep:kanue ydeonoii qucuumamusl MK.03.01 DxcrmryaTanus
00BEeKTOB ceTeBOil HHPPACTPYKTYPHI

HaumenoBanue

pa3aesioB U TeM, Coaep:xanue yueOHOro MaTepuaJa, Oobé
MEeRIUCHUTITHHAD J1abopaTopHble PaGoThl M MPAKTHYECKHE 3AHATHS, CAMOCTOSITETbHAS YUeOHast M B

HBIX KypPCOB padoTa o0yuarommuxcs, KypcoBasi padora (IPoeKT) (eciu npedycmompenst) qacax
MIK)
1 2 3

Tema 1.1. Coodepircanue 111
IKenayaranust 1. ®du3nyeckue acneKThl 3KcIuTyaTanny. Pu3ndeckoe BMEMIATEIbCTBO B HHPPACTPYKTYPY
TeXHHYeCKHX CeTH.
CpelcTB ceTeBoi 2. AKTHBHOE 1 TIaCCHBHOE ceTeBoe 000pyioBaHHE: KaOeIbHbIC KaHaIIbl, Ka0eb,

HHQPACTPYKTYPLI | maTy-NAaHETH, PO3ETKH.

3. Ilonoca nponyckaHus, Mapa3uTHas HArpy3Ka.

4. PacmmpsiemocTsb cetu. Macimtabupyemocts cetu. JloOaBiieHHEe OTIEIbHBIX 3JIEMEHTOB
ceTH (M0JIb30BaTeNeil, KOMITBIOTEPOB, MPUIIOKEHHH, CITYKO).

5. HapamuBaHue JJTMHBI CETMEHTOB CETH; 3aMEHAa CYNIECTBYIOMIEH anmapaTypsl.

6. YBenuueHne KOJINYeCTBA Y3JI0B CETH; YBEIMUCHHUE IPOTSIKEHHOCTH CBSI3EH MEX Iy
00BEKTAMU CETH.

7. TexHu4eckasl ¥ IPOEeKTHas JoKyMeHTanus. I1acnopT TEXHMYECKUX yCTPOMCTB.

8. du3nyeckas KapTa BCeH CETH; JIOTHYECKas TOMOJIOTHsI KOMIBIOTEPHOM CETH.

9. Kimaccuduxarnus periaMeHTOB TEXHHIECKUX OCMOTPOB, TEXHUIECKHAE OCMOTPEI
00BEKTOB CETEBOM MHPPACTPYKTYPHI.
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10. ITpoBepka 00BEKTOB ceTeBON MHPPACTPYKTYPHI B MPOPHIAKTHIECKUE paOOTHI

11. ITIpoBeneHue perynspHoro pesepBupoBanus. O6cyKuBaHue GU3HIECKUX
KOMITOHEHTOB; KOHTPOJIIb COCTOSIHHS alMapaTHOro 00ECIeYeHUs ; OpraHu3aIHst
Y/IaJICHHOTO OTIOBEIICHHS O HEI0JIa IKax.

12. TIporpamMmmHOe obecrieueHIe MOHUTOPHHTa KOMIIBIOTEPHBIX CETeH U CETEBBIX
YCTpPONCTB.

13. TIporoxon SNMP, ero xapakTepucTHKH, hopMaT cOOOICHAH, HAOOP YCIYT.

14. 3agaun ynpaBieHHs: aHAIN3 TPOU3BOJUTEIFHOCTH M HAJISKHOCTH CETH.

15. OGopynoBaHue Il AUATHOCTUKU M CepTUUKAIINH KaOeTbHBIX cicTeM. CeTeBbIe
MOHUTOPBI, TPUOOPHI st CepTU(UKAINU KaOETIbHBIX CUCTEM, KaOeJIbHBIE CKaHEPhI U
TECTepBbL.

B mom uucne npakmuueckux 3aHamuil u 1a60pamopHeix pabom

1. OxOoHIIOBKa KabeJIs BUTas mapa

2. 3aznenka xabeJist BUTasl apa B PO3ETKY

3. KpOCCI/IpOBaHI/Ie W MOHTaX IIaT4-I1aHCJIU B KOMMyTaIII/IOHHHﬁ HIKa(b, Ha CTCHY

4. TectupoBaHue Kadems

5. Ilopneprxka NoJab30BaTENEH CETH.

6. DKcCIUTyaTalysi TEXHUUECKHX CPEICTB CeTeBOM MHPACTPYKTYpHI (IPUHTEPHI,
KOMIBIOTEPHI, CEPBEPHI)

7. BollloJIHEHUE IEUCTBUM 110 YCTPAHEHUIO HEUCIIPABHOCTEN

8. BrInosTHEeHNE MOHUTOPHHTA U aHAJIN3a PaOOTHI IOKATBHON CETH C MOMOIIBIO
IIPOTPaMMHBIX CPEJICTB.

9. OopmileHHE TEXHUYECKOH JOKYMEHTAlMH, IpaBuia 0popMIIeHHsI TOKYMEHTOB

10. ITpotoxon ynpasnennus SNMP

11. OcHOBHBIE XapaKTepUCTUKU IpoTokosa SNMP

12. Ha6op ycayr (PDU) nmpotokona SNMP

13. ®opmart coobmiernit SNMP

14. 3amaun ynpaBieHus: aHAJIN3 IPOU3BOUTEIILHOCTH CETH

15. 3amaun ynpaBieHus: aHAJIN3 HAJECKHOCTH CETH

16. YrpaBneHue 0€30aCHOCTBIO B CETH.

17. Yuer Tpaduka B ceTn

18. CpencTBa MOHUTOPUHTA KOMITBIOTEPHBIX CETEH

19. CpezncTBa aHaNM3a CETH C IIOMOIIHIO KOMaH] CETEBOM ONEpPallMOHHON CHCTEMBI

20. ®uHanpHas KOMITJIEKCHAS MpaKTUYecKast paboTa 1Mo dKCIUTyaTalui 00BEKTOB CETEBOM
uHppacTpyKTyphl

50

Tema 1.2.
IKenyaTanus
cucrem
IP-Tenedonun

Cooepircanue

1. Hactpoiika H.323. Onucanue H.323 u obue pexomeraarmu. OyHKIIMOHATIBHBIE
komnoHeHTH H.323.VcranoBka u moanepxka coenuaenns H.323. Coennaenus 6e3 U ¢
ucnons3oBanueM GateKeeper. CoeqHeHuUs ¢ UCIIOJIb30BaHUEM HeckolbkuX GateKeeper.
MHoronosp30BaTenbckue KoHGepeHnnu. OdecredeHue 0TKa30yCTOMYNBOCTH.

2. Hactpotika SIP. Onmcanue u oomue pexomenaanuu. Texrnonorus SIP u cBs3aHHBIE C
Helt crannapTel. yHKIHoHANTEHBIE KOMITOHEHTHI SIP. Coobmenus SIP. Axpecanus SIP.
Moens yCTaHOBIICHHUS coeTHeHHs. [[ITaHnpOBaHNEe OTKA30yCTOHYHBOCTH.

3. YcraHOBKA M MHCTAJUISIHUS IPOTPAMMHOTO KOMMYTaTopa. MOHTa)XHBIE IPOLETYPHL.
Hpoueﬂypbl HUHCTAJJIALIUN. praBHeHI/Ie anmnapaTrHbIMU CPE€ACTBAMU U TOPTAMHU.
[IpoTokonsr ynpasnenuss MGCP, H.248. Co3nanne aHaIoTOBBIX a0OHEHTOB.
BuyTpucTaHOHHAsE MapIpyTH3aIIUs.

4. YnpasieHue MporpaMMHBIM KOMMYyTaTopoM. MaprmpyTtusanus. [ pymmst
coequHNUTENbHBIX TUHUA. [loakmouenne cranmmii ¢ TDM (abonentckuii noctyn TDM).
Curnanuzarnus SIP, SIP-T, H.323 u SIGTRAN. IP

-aboneHThl. ['pynmer aboHeHTOB. JlonOTHUTENbHBIE A00HEHTCKUE YCIIYTH.

5. Opranm3zanus skciuryaranuu cucteM IP-renedonnn. Texandgeckoe oOcmy)nBaHue,
IJIAHOBBIM TEKYUIUIl pEMOHT, TUIAHOBBIM KaUTaJbHbIH PEMOHT, BHETIJIAHOBBINA PEMOHT.

6. BoccTanoBiieHne pa6OTBI CCTH NTOCJIC aBapuu. CxeMEbl HOCHeaBapHﬁHOFO
BOCCTAHOBJICHHA pa6OTOCHOCO6HOCTI/I CCTHU, TCXHUYCCKAA U IPOCKTHAA JOKYMCHTAIlUA,
CITOCOOBI PE3CPBHOT'O KOMMUPOBAHUSA JAHHBIX, TPUHIUIIBL paﬁOTI)I XpaHWJINII JAHHBIX;

111

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsix pabom

1. Hactpotika anmapathbix [P-Tenedonos

2. Hacrpotika nporpammusix [P-tesnedoHoB, hakco

3. Pa3zBeprtriBanue ceru ¢ ucnonb3oBanueM VLAN mus [P-tenedonun

4. Hactpolika muiro3a

50
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5. YcraHoBKa, OJAKIIOYEHUE U TIEPBOHAYAIbHBIE HACTPOUKHU TOJI0COBOTO
MapIuIpyTu3aropa

6. Hactpoiika TaOIUIIBI TOTB30BaTeNei B TOJIOCOBOM MapIIPYTH3aTOpPe

7. HacTpolika rpynn B roJJocOBOM MapLIpyTH3aTOpe

8. Hactpoiika Tabsumbl MapIIpyTH3aIMy BEI30BOB B TOJIOCOBOM MapIIpyTH3aTOpe

9. Hactpoiika roJocoBBIX COOOIICHUH B MapIIpyTH3aTOPE

10. Hactpoiika nmporpammuo-ammapataoit IP-ATC

11. YcranoBka u HacTpoiika nporpamMHoii IP-ATC (manpumep, Asterisk)

12. TectupoBaHue KOAEKOB. MccaeqoBanne mapaMeTpoB KauecTBa 00CITyKUBAaHUS

13. MOHHTOPHHT M aHAJU3 COSAMHEHHUH MO PAa3IMYHBIM IPOTOKOJIAM

14. MOHUTOPHHT BEI30BOB B IPOTPAMMHOM KOMMYTaTOpe

15. Co3nanue pe3epBHBIX KOIHi 6a3 TaHHBIX

16. JIlnarHocTHKa U ycTpaHeHHE HEHCIIpaBHOCTEH B cuctemax [P-tenedonun

17. ®uHampHast KOMIUICKCHAS TIPaKTHYecKas padoTa 10 3KCIDTyaTalllui CUCTEM
IP-teneornn

Tema 1.3.
IDKeniyaTanus
ceTeBbIX
KOH(pUrypanui

Cooeporcanue

. MOHI/ITOpI/IHF W aHAJIN3 JIOKAIBHBIX CeTeH

. ApxuTeKTypa cucTeMsl ynpasieHus. CTPyKTypa CHCTEMBI YIPaBICHHS.

. YpOBHHU yIipaBiIeHHs

. ObnacTu ynpaBieHHS.

. IIpoTokouibl ynpasjieHuUs

. praBJ’IeHI/Ie OTKa3aMHu

. Yuer pabothl ceTu. YnpasieHue KoHurypauuei

R [(QA[N[N | |WIN|—

. praBHeHI/Ie IMPOU3BOAUTCIIBHOCTBIO, 0E30IMaCHOCTHIO CETH.

9. ObopymoBaHUE ISl TUATHOCTHKH CETH

10. DkcriepTHBIE CUCTEMBL

11. CeTeBble MOHUTOPBI

66

B mom uucne npakmuyueckux 3aHamuii u 1a60pamopHuix pasom

1. DKcmryaralys TEXHUYECKUX CPEICTB CETeBOI HHPPACTPYKTYpHI (IIPUHTEPHL,
KOMITBIOTEPBI, CEpBEPHI, KOMMYTAIIMOHHOE 000y JOBaHHE)

2. YcraHoBKa U HacTpoiika ¢aiipsotaKerioWinRoute

3. Osnakomuienne ¢ mporpammoii VirtualBox

4. Hactpoiika 1 00cayKUBaHUE TOYKH JIOCTYIIA

5. lnarsoctuka nepudepuiiapix ycrpoiicts I1K

30

KypcoBoe npoexkTupoBanue

28

KoncyapTanus nepea 3K3aMeHOM

HUTorosasi arrecranus (3K3aMeH)

HTror no kypey

328
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2.4 Copaep:xaHue pa3aejioB IUCHUNIHHBI
.1 3aHATHS JEeKIITHOHHOI0 THIIA

2.4

Ne
pas me-
1a

HanmenoBanue
pasmena

Copneprxanue pasnena

dopmMma Te-
KYILETO
KOHTPOJIS

1

2

3

4

1

Tema 1.1.
JKcIIyaTanus
TeXHUYECKHX
Cpe/ICTB ceTeBOM

HH(ppacTpyKTYpHI

du3nueckue aceKThl dKCIITyaTanuu. OU3nuecKoe BMEIATeNIbCTBO B
MH}pacTpyKTypy ceTH. AKTHBHOE U ITAaCCHBHOE CETEBOE 000PYI0BaHUE:
KaOeJIbHbIC KaHaNbl, KaOelb, maT4y-rnaHeny, po3eTku. [lonoca npomyckanus,
MapasuTHas Harpy3ka. PacmmpsiemocTs cetu. MaciTabupyeMocThb CeTH.
JloGaBieHHe OTIENBHBIX 3JIEMEHTOB CeTH (II0JIb30BATEINCH, KOMIIBIOTEPOB,
npuItoKeHui, ciryx0). HapamuBaHue 1IMHBI CETMEHTOB CETH; 3aMeHa
CYLIECTBYIOIIEH anmnapaTypbl. Y BEINYEHUE KOJTHYECTBA Y3II0B CETH;
YBEIMUYCHUE MTPOTHKEHHOCTH CBA3EH MEXIy OOBEKTaMH ceTH. TexHUIecKas 1
[pOEKTHas JOKyMeHTanus. [lacnopt TexHuyeckux ycTpoicTB. duznueckas
KapTa BCEH CETH; IOTMYECKas TOMOIOTUS KOMIIBIOTEPHOH CETH.
Knaccudukamms perimaMeHToB TEXHUIECKIX OCMOTPOB, TEXHHIECKHUE OCMOTPBI
00BbeKTOB ceTeBoil nHPpacTpykTypsl. [IpoBepka 00BEKTOB ceTeBOMH
nH}pacTpyKkTypsl 1 npodunaktuyeckue pabotsl. [IpoBeneHne perynspHoro
pe3epBupoBanust. O0cayXuBaHuEe PU3NUCCKUX KOMIIOHEHTOB; KOHTPOJIb
COCTOSIHUS aIllIapaTHOTO 00ecleueH s ; OpraHnu3aIys yAaJeHHOTO ONTOBEICHUS
0 Hernonagkax. [IporpaMmmMHOe obecrieueHne MOHUTOPHHTA KOMITBIOTEPHBIX
cereil u ceTeBbIX ycTpoiicTB. [Iporokon SNMP, ero xapakrepuctuku, popmat
coo0IeHNH, HA0Op yCIIyT. 3aiauu yIpaBieHuUs: aHaI13 POU3BOAUTEIBHOCTH
1 Hajie)KHOCTH ceTr. OO0pyJOBaHKE [UIsl TUAarHOCTUKH U CEPTU(HUKALIIH
KaOeIbHBIX crcTeM. CeTeBble MOHUTOPHI, TPHOOPHI AT CepTH(HUKALINN
KaOEIbHBIX CHCTEM, KaOelIbHbIE CKaHEPhI U TECTEPHI.

V,P

Tema 1.2.
DKcnIyaTanus
cHCTEeM
IP-Tenedonun

HacTtpoiika H.323. Onucanne H.323 u obuiue pexoMeH1aIim.
OyHKIHOHaANbHBIE KoMIOHEeHTHI H.323.Y cTaHOBKA U MOAIEPIKKA COSAMHEHUS
H.323. Coenunenus 6e3 u ¢ ucnonb3oBanueM GateKeeper. Coenunenus ¢
ucrioyib30BaHNeM Heckonbkux GateKeeper. MHOromnosp30BaTenbeckme
koH(pepenunn. OdecniedeHue oTkazoycroiiunBoctu. Hactpoiika SIP. Onucanue
1 o0mmme pexoMeHaanuu. Texrnonorust SIP u cBs3aHHBIE ¢ HEll CTAaHIAPTHL
OyukmoHansHble KoMImoHeHTH SIP. Coobmenus SIP. Axpecanus SIP.
Moiens YCTaHOBJICHHUS cOeNUHeHHS. [ITaHMpOBaHNE OTKa30yCTONYHBOCTH.

Y cTaHOBKA M MHCTAJUIAIHS IPOrPAMMHOTO KOMMYTaTopa. MoOHTaXHEIE
mporenypsl. [Iporeaypbl HHCTAJUTAUH. Y TIpaBICHUE alllapaTHBIMH
cpexnctBamu U nopramu. IIpotoxonsl ynpasnenuss MGCP, H.248. Coznanue
QHAJIOTOBBIX A00HEHTOB. BHYTpHCTaHIIMOHHAS MapIIPyTHU3alKs. Y IpaBJIeHNE
MPOrpaMMHBIM KOMMYTaTOpoM. MapipyTtuzanus. [ pynmnsl coeTMHUTEIBHBIX
muani. [Toaxmogenne cranimii ¢ TDM (ab6onentckuii noctyn TDM).
Curnammzanus SIP, SIP-T, H.323 u SIGTRAN. IP-a6onenTs!. ['pynmst
aboHeHToB. JlononHuTeNpHBIE a00HEHTCKHE yeIyTrH. OpraHu3amus
brcrutyataiuu cucreM IP-teneonnu. TexHudeckoe 00CIyKuBaHuUE,
[JIaHOBBIM TEKYLIUIl pEMOHT, IUIAHOBBIM KalUTaJbHbIH PEMOHT, BHETIJIAHOBBIN
peMoHT. BoccTaHoBIeHHE pabOTHI ceTH mociie apapuu. CXeMbl
[TOCIICaBAPHITHOTO BOCCTAHOBIICHHS pa0OTOCIIOCOOHOCTH CETH, TEXHHUYECKAs H
[IPOSKTHAS JOKYMEHTAIHSI, CIIOCOOBI pe3ePBHOTO KOITUPOBAHUS TaHHBIX,
[IPUHITUITEI Pa0OTHI XPaHWIUI JaHHBIX;

V,P

Tema 1.3.
DKCIIyaTanus
ceTeBbIX
KOH(pUrypanuii

MOHHUTOPHHT U aHaIM3 JOKAIbHBIX CeTei

ApXHUTEKTypa cucTeMbl yrpasiieHusi. CTpyKTypa CUCTEMBI YIIPaBIICHHUSL.
YpOBHU ynpaBieHUs

OO6nacTu ynpaBieHUs.

[IpoToKOIIBI yIIpaBIEeHUS

YrpaBieHHe OTKa3aMH

Yuer paboTsI ceTH. YTpaBieHne KOH(pUTryparuen
YTpaBieHue MPOU3BOANTEIBHOCTBIO, OE30ITACHOCTBIO CETH.
O6opyaoBaHue IS TUATHOCTHKH CETH

DKCTIEpTHBIE CUCTEMBI

CeTeBble MOHUTOPHI
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2.4.2 3aHATHA CeMHMHAPCKOIr0 THIA
- HE IPEAYCMOTPEHBI

2.4

.3 IIpakTudeckue 3ausaTus (JlaboparopHble 3aHATHS)

pa3 ne-
1a

HanmenoBanue
pa3zena

CopeprxaHue paszena

Dopma
TEeKy-
1ET0
KOH-
TpOIA

Tema 1.1.
JKcIIyaTanus
TeXHUYECKHX
Cpe/ICTB ceTeBOM

HH(}ppacTpyKTYpHI

1. OxoHIIOBKaA KabeJs BUTas mapa

2. 3azenka kabens BUTas apa B pO3ETKY

3. KpoccupoBaHue 1 MOHTaX NaT4-MaHeNd B KOMMYTAIIMOHHBIN iKad, Ha CTeHy
4. TectupoBanue kades

5. Ilopaeprkka noab30BaTENIEH CETH.

6. DKCIITyaTanys TEXHUIECKHX CPEICTB CeTeBOI HHPPacTPpyKTypHI (IPUHTEPHL,
KOMITBIOTEPEI, CEPBEPHI)

7. BrinmosiHeHue NEUCTBUN MO yCTPAaHEHUIO HEUCTIPABHOCTEN

8. BrImosHeHne MOHUTOPHHTA U aHATIN3a PAOOTHI JIOKAILHOH CETH € TIOMOIIBIO
MPOTPAaMMHBIX CPE/CTB.

9. OopmiteHre TEXHUYECKOH JOKYMEHTAIINH, IpaBuiia opopMIIeHUs TOKYMEHTOB
10. Ilpotoxon ynpasnenuss SNMP

11. OcHOBHBIE XapakTepUCTUKH IpoToKosa SNMP

12. Ha6op ycayr (PDU) npotokona SNMP

13. ®opmar coobmenuit SNMP

14. 3agaun ynpaBieHUs: aHATU3 TPOU3BOIUTEILHOCTH CETH

15. 3agaun ynpaBieHUs: aHAIU3 HAJECKHOCTH CETH

16. YipaBneHne 0€301IacHOCTBIO B CETH.

17. Yyer Tpaduka B ceTu

18. CpencrBa MOHUTOPHUHIa KOMIIBIOTEPHBIX CETEH

19. Cpencra aHasiM3a CETU C MOMOILIBIO KOMaHJ CETEBOM ONEPALMOHHONW CUCTEMBbI
20. OuHambHAS KOMIUIEKCHAS NTPaKTHYecKast paboTa 110 SKCIUTyaTalli OOBEKTOB
CeTeBOM MH(PPACTPYKTYPHI

[Ip.P

Tema 1.2.
DKcnIyaTanus
cHucTeM
IP-Tenedonun

1. Hacrpoiika annapatasix IP-tenedonon

2. Hactpotika nporpammHusix [P-tenedoHnos, pakcos

3. PazBepThIBanue ceTH ¢ ucnonb3oBanueM VLAN mms [P-tenedonnn

4. Hactpotiika mutro3a

5. YcraHOBKa, IOAKIIOYEHNE U IEPBOHAYAIIbHBIE HACTPOMKH FOJI0COBOTO
MapIIpyTH3aTopa

6. Hactpotiika TaOIuIsI IOIh30BaTENCH B TOJIOCOBOM MapIIPYTH3aTOPE

7. HacTpolika rpynn B rojJocOBOM MapLIpyTH3aTOpe

8. Hactpoiika TaOiuiibl MapIIpyTH3aIlK BBI30BOB B TOJIOCOBOM MapHIpyTH3aTOpe
9. Hactpoiika roocoBBIX COOOMICHNI B MapIIPYTH3aTOPE

10. Hactpoiika nporpamMHo-anmaparsoit IP-ATC

11. YcranoBka u HacTpoiika mporpammuoii IP-ATC (manpumep, Asterisk)

12. TecTupoBaHHe KOAEKOB. MccinenoBanue mapaMeTpoB KauyecTBa 00CITyKUBaHH
13. MOHHTOPHHT U aHAJIN3 COSANHEHUH IO PAa3IMIHBIM IIPOTOKOIAM

14. MOHHUTOPHHT BBI30BOB B IIPOTPAMMHOM KOMMYTaTOpe

15. Coznanue pe3epBHBIX KOMHA 0a3 JaHHBIX

16. JlnarHOCTHKA 1 yCTpaHEHHWE HeUCIpaBHOCTEH B cuctemax [P-tenedonmu

17. ®unanbHas KOMIUIEKCHAS MTPAaKTHUECKast paboTa 110 SKCIUTyaTalld CUCTEM
IP-tenedonnn

[Ip.P

Tema 1.3.
DKCIIyaTanus
ceTeBbIX
KOH(Urypauuii

1. DKcruTyaTanus TEXHHYECKUX CPEICTB CETEBOW HHPPACTPYKTYpHI (TIPUHTEPEI,
KOMITBIOTEPBI, CEPBEPHI, KOMMYTallMOHHOE 000pyI0BaHHUE)

2. YcraHoBka 1 HacTpoiika daiipsoutaKerioWinRoute

3. O3HakoMIIeHHe ¢ mporpammoit VirtualBox

4. Hactpoiika u 00ciy’)KxnuBaHHE TOYKH JOCTYTIA

5. Inarnocruka nepudepuitnpix yerpoiicts [TIK

[Ip.P
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2.4.4 Copepxxanue camocTosiTeJibHOi padoThl (IIpumepHast TemaTuka pedepaTon)
— He npexycmorpeno

245 TlepeyeHb Y4YeOHO-METOAMYECKOr0 o0ecmedeHUs] [JIsI CAMOCTOSITEJIbLHOW pPadoThI

o0yyaromuxcs M0 JMCHUIIHHE
— He npenycMoTpeno
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3 OBPA3OBATEJIBHBIE TEXHOJIOI'MA

I[J'I}I O6yquI/I${ opraHu3aivyi aIMHUHUCTPHUPOBAHHUA KOMIIBIOTCPHBIX CHCTCM IIpC-

JyCMaTpUBAETCSl UCIOJb30BAHHE B y4eOHOM MPOIIECCE AKTHBHBIX M MHTEPAKTUBHBIX (POpM

NPOBEJICHUSI aAYAUTOPHBIX U BHEAYIUTOPHBIX 3aHATUN C IENbI0 (POPMUPOBAHUSA U PA3BUTHUS

podeCcCHOHANTBHBIX HABBIKOB 00YJaIOIIUXCSI.

B mnpouecce o0yueHHss NpUMEHSIIOTCS 00pa30BaTElbHbIE TEXHOJIOTUU JIMYHOCTHO-

NESITENIbHOCTHOTO, Pa3BUBAIONIETO U MpobiieMHOro oOyudeHusi. OOs3aTeneH J1abopaTOpHBIN

IMMPAKTUKYM I10 pa3aciiaM JUCHUIIIINHBI.

B y‘le6HOM IIponecce Hapiaay € TpaaudUuOHHBIMU 06p330BaTCJII>HBIMI/I TCXHOJIOTUAMU

HCITOJIB3YIOTCA KOMIIBIOTCPHOC TCCTUPOBAHHUC, TCMATUYCCKNEC NIPC3CHTAIIlNU, HHTCPAKTUBHLBIC

TCXHOJIOI'UH.

3.1 O0pa3oBaTe/bHbIE TEXHOJOTMH NP NIPOBEICHNHU JIEKIHI

Tema Buns! npumeHseMbIx 06p?SOBaTeHLHLIX tex- | Kon-Bo uacos
HOJIOTHH

Tema 1.1. DxcnuryaTanusi TEXHUYECKHX cpefcTB |TeXHOIOrus pa3BUBAIOIIETO O0yUEeHUS
ceTeBOil MHPPACTPYKTYPBI AyIHOBU3yalbHBIC TEXHOIOTHH 61(50%)
Tema 1.2. Dxcruryaranus cucteM IP-tenedonnn |TexHomorus pa3BUBaroIETro 00y4eHHs

AyIMOBH3YaJIbHbIE TEXHOJIOTHU 61 (46%)
Tema 1.3. Dkcmryaranus ceTeBbIX TexHoNorus pa3BUBAIOLIET0 O0YyUCHHUS 36(22%)
KOH(urypauuii AyaroBHU3yaJbHbIE TEXHOJIOTHH
Bcero no aucuumuiee (B TOM YHCIIE 158(118%*)
MHTEpaKTHBHOE 00yueHne™)

3.2 Ob6pa3oBaTe/ibHbIe TEXHOJOTHMH TPH TPOBEJIEHHH MNPAKTHYECKHX H JIA00PATOPHBIX

3aHATHH

Tema

Bunbl npumeHsieMbIx 00pa3oBaTeIbHBIX
TEXHOJIOTUH

Koim-Bo yacos

Tema 1.1. DxcnuyaTanus TeXHHYeCKHX CPeICTB

TexHOIOTHA Pa3BUBAIOIIETO O0YIEHUS

WHTEpaKTHBHOE 00ydeHne™)

ceTeBOil MHPPACTPYKTYPBI 50(36%)
Tema 1.2. Oxcnryatauus cucteM IP-tesedonun [TeXHOTOTHA TMYHOCTHO-AEATEILHOCTHOTO

00ydeHHS 50(42%)
Tema 1.3. Dkcmryaranus ceTeBbIX TexHoIOTHA MPOOIEMHOTO 00yUEHUS 30(18%)
KOH(pUrypauui
Bcero mo AUCHUIUTHHE (B TOM YKCIIE 130(96%)
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4 YCJIOBUS PEAJIM3ALIMU TPOTPAMMBI YYEFHOU JUCIHUTLIAHBI

4.1 MarepuajibHO-TeXHUYECKasi 6a3a, He0OX0AUMAs VISl OCYIIeCTBJIEHHS
00pa3oBaTeJILHOIO NMpPoIecca Mo JUCHUILINHE

JUis  peanuzaluu  OporpaMmbl  NMPO(ECCHOHATBHOIO  MOAYNS  JOJDKHBI  OBITH
IPEyCMOTPEHBI CIEAYIONINE CIEIMAIbHBIE TOMEILEHUS:

JIabopatopun «OpraHuzanus M HPUHIUIBl TTOCTPOCHUS KOMIIBIOTEPHBIX CHCTEM,
OCHaIlleHHble B cooTBeTcTBUU ¢ 1. 6.1.2.1. IlpumepHoll mporpammbsl HO CIEHUAIBHOCTU
09.02.06 «CeTeBo€ U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

4.2 TlepeyeHb HEOOXOAUMOI0 MPOrPAMMHOI0 00eceYeHUs
1. 7-zip(munensus Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reade (urensus
-https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (nmumen3usi-
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (munensus- http://www.openoffice.org/license.html)

5. Free Commander (umen3usi-
https://freecommander.com/ru/%d0%bb%d0%hb8%d1%86%d0%hb5%d0%bd%d0%b7%d
0%b8%d1%8f/)

6. Google Chrome (umen3us-
https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. LibreOffice(s cBoOOaHOM OCTYIIC)

8. Mozilla Firefox (munensus- https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cB000HOM JOCTYTIE)
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5 NEPEYEHb OCHOBHOM 1 JOMOJHUTEJIbHOM YUYEBHOM JIU TEPATYPBI,
HEOBXOJIUMOM JIJIsI OCBOEHUSA JJUCHUIIJINHBI
5.1 OcHoBHas JuTepaTypa

1. Hazapog, A. B. DkcmtyaTanus oObeKTOB ceTeBOM HHPPACTPYKTYpHI : yueOHUK / A. B.
Hazapos, A. H. Exranerues, B. I1. Mensaukos. - Mocksa : KYPC ; UHOPA-M, 2020. — 360
c. — (Cpennee mpodeccuonanbHoe oOpaszoBanue). - ISBN 978-5-906923-06-6. - URL:
https://znanium.com/catalog/product/1071722.

2. Cetn W TENECKOMMYHHKAIIMW . YyYEOHMK W TPAKTHKYM JUII  CPEIHETO
npodeccuonanpHoro  oo6pazoanus/ K. E. CamyiinmoB [u ap.]; 1oa  penaxiuein
K. E. Camyiinosa, U. A. lllamumora, JlI. C. Kymsa6oBa. — Mocksa : U3gatensctBo FOpaidt,
2020. — 363 c. — (IIpodeccuonanpHoe obOpazoanue). — ISBN 978-5-9916-0480-2. —
Tekct : 3JIEKTPOHHBIN // OBbC FOpait [cailT]. — URL:
https://urait.ru/book/seti-i-telekommunikacii-456638

5.2 JlomoaHuTeJbLHAs JIUTEPATypa

1. Kosran, H M. Komnetotepusie cetu : yueOHoe nocodue : [16+] / H. M. Kosran. —
Munck : PUIIO, 2019. — 180 c. : wmm., Tabna. — Pexum pocryma: 1o TMOAMHUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=599948.— bubauorp. B ku. — ISBN
978-985-503-947-2. — TekcT : AIeKTPOHHBIHA.

2. Ky3un, A. B. Komnbsiorepasie cetu : yuebHoe mocobue / A. B. Ky3un, /1. A. Ky3uH.
— 4-e u3x., mepepad. u non. — Mocksa : DOPYM : UHOPA-M, 2020. — 190 c. — (Cpennee
npodeccuonanbHoe obpazoBanue). - ISBN 978-5-00091-453-3. - TekcT : 3JIEKTPOHHBIN. -
URL: https://znanium.com/catalog/product/1088380.— Pexxum gocTyma: 1o moImucKke

3. BacunbkoB, A. B. be3omacHocTs M ympaBieHUE TOCTYIIOM B WH(GOPMAIMOHHBIX
cucreMax : yueobHoe nmocodue / A. B. Bacunbkos, 1. A. BacunbkoB. — Mocksa : DOPYM
NH®PA-M, 2020. — 368 c¢. — (Cpennee mnpodeccuonanbHoe obOpazoanue). - ISBN
978-5-91134-360-6. - Tekct : AIEKTPOHHBIMN. - URL:
https://znanium.com/catalog/product/1082470.Pexxum gocTyma: mo MOIUCKE.

4. Tenraiikun, E. A. Opranmszanus ceTeBOro aaMUHUCTpUpoBaHusi. CeTeBbie
OTIepaIlMOHHBIE CHUCTEMBI, CEPBEPHI, CIYKOBI ¥ IPOTOKOIBI. [IpakTueckue paboThl : yueOHOe

nocooue / E. A. Tenraiikun. — Cankrt-IletepOypr : Jlanp, 2020. — 100 c¢. — ISBN
978-5-8114-4763-3. — TekcT : 3neKTpoHHbIN // JIaHb : 3IEKTPOHHO-OMOIMOTEYHAas CUCTEMA.
— URL: https://e.lanbook.com/book/139326 . — Pexum goctyma: sl aBTOpPUS3.
II0JIB30BATEICH.

5. Tenraiikun, E. A. Opranuszanus CceTeBOro aJMHUHUCTpUpoBaHus. CeTeBbie
OTIEPAIIMOHHBIC CUCTEMBI, CEPBEPHI, CIIYKOBI U MPOTOKOJIbI. JIabopaTopHbie pabOThI : yueOHOE

nocobue / E. A. Tenraiikun. — Cankt-IletepOypr : Jlans, 2020. — 128 c. — ISBN
978-5-8114-4734-3. — TeKcT : »eKTpoHHBIH // JIaHb : 3JEKTPOHHO-OMOIMOTEYHAs! CUCTEMA.
— URL: https://e.lanbook.com/book/136178 . — Pexum gocTyma: ajisi aBTOpPHU3.
II0JIb30BaTENEN.

5.3 llepuoanueckue U31aHUs
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1. Computerworld Poccus. — URL.:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/ Re. — URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

3. BUT. buznec & nndopmarmonnsie Texnojgorun — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. Bectauk Mockosckoro YHuBepcuteta. Cepus 15. BoruncnurenbHas MaTreMaTruka u
kubepuetrka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectnuk Cankr-IlerepOyprckoro ynusepcurera. [Ipukinannas MaremMaTuka.
Nudopmartuka. [Iponeccs! ynpasnenus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Bupryamuzanus. OGmagnsie cTpykTypsl. Cuctemsl Xpanenus ganabix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. XKypnan cereBbix pemiennit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3ammura nmepcoHanbHBIX JaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. HndopmaTtuka u oopasoBanue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. MudopmaTtuka, BEIMUCIUTENbHAS TEXHUKA U HHKEHEpHOe oOpa3oBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. UndopmannonHo-ynpasisomue cuctemsl. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup 6onbmux nanasix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. Hosble nH(OpMAIIMOHHBIE TEXHOJIOTUN B aBTOMATHU3UPOBAHHBIX CHCTEMAaX
https://elibrary.ru/title_about.asp?id=32949.

14. Tlpuxnannas uapopmaruka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

15. TIpo6iems! nepenaun nndopmarmu. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus

16. Cucremusrii axmunauctparop. — URL:
https://dlib.eastview.com/browse/publication/66751/udb/2071.

17. Cucremuslil ananu3 u npukiaaHas nuapopmaruka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

18. Ynpasnenue npoexkramu u nporpammamu. — URL :
https://grebennikon.ru/journal-20.html#volume2019-3.

5.4 Ilepeyenn pecypcoB HHGOPMALMOHHO-TEJIeKOMMYHUKAIIMOHHOI ceTH «AHTep-

HET», HCOﬁXO}]I/IMle AJIA OCBOCHUA JUCHUIIJINHBI
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1. IBC «BOOK.ru» [yuebubie uznanus — kosuiekius st CIIO] : cait. — URL:
https://www.book.ru/cat/576.

2. IBC «YuuBepcurerckas 0udiamoreka ONLINE» [yueOHble, HaydHbIE 3aHUS,
MNEPBOUCTOYHNKHN, XYAOKCCTBCHHBLIC IIPOMU3BCACHHA PA3JIMYHBIX MH3AATCILBCTB, KYPHAJbI;
MyJIbTUMEIUITHAS KOJUIEKIMSI, KapThl, OHJAWH-’HIMKIONEANH, cioBapu| : caiit. — URL:
http://biblioclub.ru/index.php?page=main_ub_red.

3. 9BC wu3narenbcTBa «JlaHb» [yueOHblE, HaydHbIC H3aHUS, TEPBOUCTOYHUKU,
XY[IOKECTBEHHBIE TPOU3BEICHUSI DPA3JIMYHBIX M3/AaTeNbCTB; KypHanbl| : caiT. — URL:
http://e.lanbook.com.

4. IBC «lOpaiiT» [yaeOHHKY 1 ydeOHbIe TOcOOMS u3aaTenbcTBa «FOpaiT»] : caiT. —
URL.: https://urait.ru/.

5. OBC «Znanium.com» [y4eOHBbIC, Hay4yHbIC, HAyYHO-TIOMYJSIPHBIC MaTepHAIIbI
pa3IMYHBIX M3aTEILCTB, )KypHabl] : caitt. — URL.: http://znanium.com/.

6. Hayuynas 3jiekTpoHHasi Oubauorexka. Monorpaduu, U3TaHHBIE B U3aTEILCTBE
Poccuiickoii Akanemuu EcTecTBO3HAHUS [TOJHOTEKCTOBBIM pecypc CBOOOMHOTO JOCTYyMaA] :
cait. — URL: https://www.monographies.ru/.

/. Hay4ynasi 3jekTpoHHasi OuOnauorexka crared M myOnukanuii «eLibrary.ru»
[poccuiickuit uH()OPMAIMOHHO-AaHATUTUYECKUM TOpTal B O00JacTH HAyKd, TEXHOJOTHH,
MEIUIMHBI, 00pa3oBaHus; OONbIIAsl YacTh W3MaHUN — CBOOOIHOTO nocTyma] : calT. — URL:
http://elibrary.ru.

8. ba3pl nannbix komnanuu «Uct Bbroy» [nepuoamueckue w3mpanusi (Ha PyCCKOM
s3bike)] : cait. — URL: http://dlib.eastview.com.

9. Poccuiickasi 3IJeKTPOHHAs IIKOJA | TOCYyIapcTBEHHas o0Opa3zoBaTeibHAS
iaTopma [OTHBIN MKOJIBHBIN Kypc ypokoB] : cait. — URL: https://resh.edu.ru/.
10. Ennnoe oxHO Joctyna K oOpa3oBarebHbIM pecypcam :  (denepanpHas

uH(pOpMAIMOHHAS  CHCTEMa  CBOOOJHOTO  JOCTyma K  WHTETPAJIbHOMY  Karajory
00pa3zoBaTebHBIX HHTEPHET-PECYPCOB M K JIEKTPOHHON OMOMMOTEeKEe YI4eOHO-METOANICCKUX
MarepuajgoB IS BCEX YPOBHEW o0O0Opa3oBaHHs: JOIIKOJIbHOE, oO0Ilee, cpeaHee
npodeccruoHaabHOE, BICIIEe, JONOIHUTEIbHOE : caiT. — URL: http://window.edu.ru.

11. ®denepanbHbIii HeHTP HH(POPMANHOHHO-00pPa30BATEJBHBIX PeCypcoB [
oOuiero, cpenHero npodeccuoHaIbHOTO, AOMOJIHUTEILHOTO 00pa30BaHusl; MOJHOTEKCTOBBIM
pecypc cBobonHoro fAocryma] : cat. — URL: http://fcior.edu.ru.

12. Enunas  ko/uleknusi  mU(POBbLIX  00pa3oBaTeJbHBIX  pPecypcoB  [is
NPENoAaBaHMs U U3YUYEeHUs YUeOHBIX AMCUMIUIMH HauyajJbHOTO OOIIEro, OCHOBHOTO OOIIEro u
cpenHero (MOJIHOTO) 001Iero oOpa3oBaHus; MOTHOTEKCTOBBIA PECYpPC CBOOOTHOTO JOCTYyIMA] :
caiit. — URL.: http://school-collection.edu.ru.

13. O¢puuuaabHbIii HHTEPHET-OPTAJ NPaBoBoil HH(popManuu. ['ocynrapcTBenHas
CHCTeMa NMPaBoBoil MHGOPMALMHU [TTOJTHOTEKCTOBBIA pecypc CBOOOTHOTO IOCTYMA] : CaT. —
URL.: http://publication.pravo.gov.ru.

14. Kogexcsl m 3akoHbl P®. IlpaBoBas cCHpaBOYHO-KOHCYJAbTALIMOHHAs CHCTEMA
[[TOTHOTEKCTOBBIN pecype cBoboaHOTO Aoctyma] : caidT. — URL: http://kodeks.systecs.ru.

15. TPAMOTA.PY : cripaBouHO-MH(DOPMAITMOHHBIN HHTEpHET-TIOpTAN : calT. — URL:
http://www.gramota.ru.

16. Duuukaonequym [DuHuukinoneauu. Croapu. CHpaBOYHHKHU : TMOJHOTEKCTOBBIN

pecypc cBobomuoro nocrymal // ObC «YuuBepcurerckas oubmuoreka ONLINE» : caifr. —
URL.: http://enc.biblioclub.ru/.
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17. CJIOBAPU.PY. JIuureucruka B UHTEpHeTE : TMHIBUCTUYECKUI TOPTA : CAUT. —
URL.: http://slovari.ru/start.aspx?s=0&p=3050.
DieKTPOHHBIN KaTajaor Ky0aHCcKoro rocy1apcTBeHHOIr0 YHUBEPCUTETA U (PUITHAIIOB.

— URL: http://212.192.134.46/MegaPro/Web/Home/About.
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6. METOJMYECKHE VYKA3AHMS OBVYAIOIIUMCSI TI0 OCBOEHHUIO
T CHATIIAHBI

VYuyamuecs Ui NOJHOLIEHHOTO OCBOEHHS Kypca «IKCILTyaTalus 0ObEeKTOB CETEBOM
UHQPACTPYKTYpb» JOJKHBI COCTABJIATh KOHCHEKThl KaK MpH NPOCIYUIMBAHUU €0
TEOPETUYECKOM (JIEKUMOHHOW) YaCTH, TaK U IPU MOATOTOBKE K MPAKTHYECKUM (CEMUHAPCKUM)
3aHATUAM. JKenmaTeslbHO, YTOOBI KOHCHEKTHl JIEKUMH U CEMHHApPOB 3alMCHIBAINCH B
JIOTUYECKOU MOCJIEA0BATEILHOCTH U3YUYCHHS Kypca M COIACPXKAINCh B OJHON TeTpaau. ITO
oOecrieunT OoJsiee MOJIHYIO TOATOTOBKY KaK K TEKYIIUM Yy4YeOHBIM 3aHATUSM, TaK H
CECCHOHHOMY KOHTPOJIIO 3HAHUM.

CamocrosiTensHas paboTa ywaliumxcs SBISETCS BaxkHelmed ¢opmoil yuebHO-
No3HaBaTeNbHOro nponecca. Llenb 3aganuii 1 caMOCTOSTENbHOM pabOThl - 3aKpenUTh U
pacIIMpUTh 3HAHUS, YMEHUS, HABBIKU, IPUOOPETEHHBIE B pe3yIbTaTe U3y4EHUs JUCIUILINHBI;
OBJIQZIETh YMEHHEM HCIOJIb30BaTh MOJTYYEHHbIE 3HAHUS B MPAKTUUYECKON padoTe; MOIyUUTh
NEPBUYHbIE HABBIKU NPOPECCHOHATIBHON JESATEIBHOCTH 10 YCTAHOBKE, HACTpOMKE U
00CITY>)KMBaHHIO TEXHUYECKUX U MPOTrPaMMHO-AINIAPaTHBIX CPEICTB KOMIIBIOTEPHBIX CETEH.

3amaHus JUIsl CaMOCTOSITENbHOM pabOThl BBIMONHSIOTCA B NMHCHBbMEHHOM BHJE BO
BHEAyJUTOpHOE BpeMms. Pabora momkHA HOCUTH TBOPYECKHM XapakTep, NpU €€ OILCHKe
npenojaBaTesb B IEPBYIO OYEPelb OLIEHUBAET 0OOCHOBAHHOCTh U OPUTMHAILHOCTH BBIBOJIOB.
B nmnuceMmeHHol paboTe Mo Teme 3aJaHusl y4alluiicsl JOJDKEH IOJIHO M BCECTOPOHHE
paccMOTpeTh BCE aCMEKThl TEMBI, YETKO CPOPMYIHPOBATH U apTYMEHTUPOBATH CBOIO MO3HUIIHIO
10 UCCIIEYEMBIM BOIIPOCAM.

OTueTs! 10 71a00PAaTOPHBIM U MPAKTUYECKUM 3aHATHSIM JTOJDKHBI COJEpPXKaTh MOJIHbIE
OTBETHl HAa TOCTaBJIEHHbIE 3a/laHus, HEOOXOAMMBIE TAOIMIIbI JOJKHBI OBITH 3arlOJIHEHBI.
3amuTa nabopaTopHbIX pabOT OyneT BKIOYaTh B ceOsS MPOCMOTP MUCHBMEHHBIX OTYETOB,
YCTHBIN OITPOC.

Obwue npasuna 6binOIHEHUS NUCLMEHHBIX pabom

Ha nepBoMm 3aHATHN CTYACHTHI TOJKHBI OBITh TPOUH(OPMUPOBAHBI O HEOOXOIUMOCTH

coOJII0/IEHUST HOPM aKaJIeMUYECKOM 3THUKU U aBTOPCKHUX MpaB B XoJie o0ydeHus. B yactHocTH,

NMPpEaOCTAaBIIAIIOTCA CBECACHUS !

1. oOuras nHpopMalrsa 00 aBTOPCKUX MPaBaXx;
2. IIpaBUJIa LUTUPOBAHMS;
3. npaBuia opOpMIICHHUSI CCHIIOK;
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Bce nMeromuecs B TEKCTE CHOCKM TINATEJIBHO BBIBEPSIIOTCS M CHA0XKAIOTCS «ajpe-
camm».

Henonmyctumo BKiIIO4aTh B CBOK padOTy BBIJEPKKH K3 pabOT APYrux aBTOpoOB 0e3
yKa3aHHusl Ha 3TO, MEepecKa3blBaTh UYKyl paboTy OMM3KO K TEKCTy Oe3 OTCBUIKA K HEW,
UCIIOJIb30BaTh UyXHe ujaeu 0e3 yka3zaHus NMEePBOMCTOYHUKOB (3TO KacaeTcs U MHGOpMaluu,
HaiieHHol B uTepHeTe). Bee ciyyan miiaruaTa 10JKHbI ObITh HCKITFOUYEHBI.

Crucok HMCHOJB30BAHHOW JIUTEPATyphl AOKEH BKIIOYATh BCE MCTOYHUKU UHGOP-
Maluy, U3y4YeHHbIE U TPOPAOOTAHHBIE CTYIEHTOM B IIPOLIECCE BHIMOIHEHUS paOOThI, U TOJIKEH
ObITh cocTaBieH B cooTBeTcTBUM ¢ [[OCT P 7.0.5-2008 «bubnuorpaduueckas ccpiiika. O0mue

TpeOOBaHUS U IPABUIIAY.
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6. KOHTPOJIb W OIEHKA PE3YJBTATOB OCBOEHHS YYEBHOMN
T CHATITAHBI

7.1 TlacmopTt ¢oHJIa OLIEHOYHBIX CPEIACTB

KomnereHuwn | fyapvenopanue onenoutoro
Ne n/n KonTponupyemble pazaensl (TeMbI) TUCHUITHHBI
CpeAcTBa

1 Tema 1.1. DkcruryaTanus TeXHUYEeCKHX CPeACTB OK 1-11, IIK 3.1 - IIpoBepka KOHCIIEKTOB, MPaKT.

' ceTeBOil HHPPACTPYKTYPHI 3.6 pabora, TecT
Tema 1.2. dkcmuryaranus cucreMm |P-Tesedponnn OK 1-11, TIK 3.1 —

2. 3.6 [TpoBepka KOHCIIEKTOB, MPAKT.
pabora, TecT

3. Tema 1.3. Dxcemunyaranus cereBbix konpurypanumii |OK 1-11, I1K 3.1 - IIpoBepka KOHCIIEKTOB, IPAKT.
3.6 pabora, TecT

7.2 Kpurtepuu olieHKH pe3yJ1bTaTOB 00y4eHHs
KoHTpob 1 olieHKa pe3ylbTaTOB OCBOEHUSI YUEOHON TUCIUTUIMHBI OCYIIECTBISETCS

MpernojaBaTejieM B IpolLecce MPOBEACHHUS MPAKTHUECKHX paboOT, TECTHUPOBAHUSA,
cobeceloBaHMs IO pe3yJbTaTaM BBINOJHEHUS JAOOPATOPHBIX pabOT, a TAaKKe pPELICHUS
3aJ1a4, COCTaBJIEHUs paboUnX TaOJIMIL ¥ TOATOTOBKU COOOUIEHHH K ypOKY. 3HAHUS CTYACHTOB
Ha TPAaKTUYECKHX 3aHATUAX  OLEHUBAIOTCS OTMETKAaMH  «OTJIMYHO», «XOPOILIOY,

«KYOOBJICTBOPHUTCIBHO» U «HCYIOBJICTBOPUTCIBHO.

Konx n nanmenoBanue

po(eCCHOHATBHBIX ¥ OOITIX Kpurepuu onenkn MeToapI OLIEHKH

KOMIETEHITHIA, POPMHPYEMBIX B
pamMKax MOIYJIS

IIK 3.1. YcraHaBnuBaTh, OueHka «O0TJIUYHOY - TEXHUYECKOE DK3aMeH/3a4eT B popme
HacTpanBaTh, SKCILTyaTUPOBATh U 3aJjaHue POaHAIM3UPOBAHO, cobecetoBaHus: MPAKTHYECKOE
00CITyKMBaTh TEXHUYECKHE U JITOPUTM pa3paboTaH, COOTBETCTBYET | 3aJaHue MO MOCTPOCHUIO
MPOrpaMMHO-AIIapaTHbIE CPEJICTBA | TEXHHYECKOMY 33JJaHUI0 U O()OPMJIEH B | aJITOPUTMa B COOTBETCTBHH C
KOMIIBIOTEPHBIX CeTeH. COOTBETCTBHHM CO CTaHIAPTaMH, TEXHUYECKHUM 33TlaHuEeM

MOSICHEHBI €0 OCHOBHEBIE CTPYKTYPHI.
O11eHKa «XOPOLI0Y -aJITOPUTM
pa3paboTaH, 0oOpMIIEH B 3amuTa OTYETOB 10 MPAKTUUECKUM
COOTBETCTBHHM CO CTaHIAPTAMH U u nabopaTopHBIM paboTam
COOTBETCTBYET 3aJIaHUIO, TOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBL

OueHKa «y10BJIeTBOPHTETBHO -
aNTOPUTM pa3pabOTaH U COOTBETCTBYET

3a/1aHUIO.

1IK 3.2. TIpoBOoIuTH OueHka «0TJIHYHOY - TEXHUYECKOE DK3aMeH/3a4eT B popme

npoguIakTHIECKue paboThl Ha 3a/laHue NpoaHaIu3upOBaHO, co0eceTOBaHUs: IIPAKTHIECKOE

00BeKTax ceTeBOi HHPPACTPYKTYPHI | anropHTM pa3paboTaH, COOTBETCTBYET | 3a/aHHE MO HOCTPOCHHUIO

1 pabounX CTAHIUSX. TEXHUUYECKOMY 33JIaHUI0 U O()OPMJIEH B | aJlTOPUTMA B COOTBETCTBUU C
COOTBETCTBUH CO CTAHJAPTAMH, TEXHUYECKHUM 33JIaHUEM

TOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOII0Y -aJITOPUTM
paspabotan, ohopmIIeH B 3amuTa OTYETOB IO MPAKTUYECKUM
COOTBETCTBHH CO CTAHIAAPTaMH U 1 1abopaTopHBIM paboTam
COOTBETCTBYET 331aHHIO, TOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OueHKa «y10BJETBOPHTEILHO) -
JITOPUTM pa3pabOTaH U COOTBETCTBYET
3a1aHHIO.
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IIK 3.3. YcranaBiuBaTth,
HACTPauBaTh, SKCIUTyaTUPOBATh U
00CITy’)KHBaTh CETEBBIC
KOH(HUTypanun

OreHKa «OTJIHYHOY - TEXHUIECKOEe
3a/IaHue MPOAHATM3UPOBAHO,
AJrOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUIECKOMY 3aIaHUIO0 H O(OPMIICH B
COOTBETCTBHHU CO CTAHAPTaMHU,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBIL.
O1LieHKa «XOPOLI0» -aITOPUTM
paspaboran, ohopmIIeH B
COOTBETCTBHH CO CTAHIAPTAMH U
COOTBETCTBYET 3aIaHUIO, MOSCHEHBI
€r0 OCHOBHBIC CTPYKTYPBI.

OreHKa «yI0BJIETBOPHTEILHOY -
QJTOPUTM pa3paboTaH U COOTBETCTBYET
3a/IaHHIO.

DKk3aMeH/3a4deT B popme
cobeceIoBaHus: MPAKTHYECKOE
3aj[aHue 10 MTOCTPOCHUIO
aITOPUTMa B COOTBETCTBUH C
TEXHUYECKUM 3aTaHUCM

3ammra OTYETOB MO MPAKTUICCKUM
1 Ta00opaTOpPHBIM paboTam

IIK 3.4. YyacTBOBaTh B pa3paboTKe
CXEMBI IT0CIIeaBapUiHOTO
BOCCTaHOBJICHUS
paboTocmocobHOCTH
KOMIIBIOTEPHOH CETH, BBITIOJIHATh
BOCCTaHOBJICHHE U PE3EePBHOEC
KOITMPOBAaHUE HHPOPMALIIH.

OueHKa «OTJIMYHO) - TEXHUYECKOe
3aJjaHue NPOaHaIM3UPOBAHO,
ITOPUTM pa3paboTaH, COOTBETCTBYET
TEeXHUYECKOMY 3aJIaHUI0 U 0)OPMIICH B
COOTBETCTBHH CO CTAHIAPTaMHU,
TIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBL.
OLeHKa «X0poII0» -aIrOPUTM
paspabotaH, opopMIICH B
COOTBETCTBHH CO CTAaHAAPTaMH U
COOTBETCTBYET 331aHHIO, TOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OleHKa «y/10BJIETBOPHTEILHOY -
aITOPUTM pa3paboTaH U COOTBETCTBYET
3a1aHUIO.

Ok3ameH/3a4eT B hopme
cobeceJoBaHMS: MPAKTHIECKOE
3aJlaHue 0 TOCTPOCHUIO
QIITOPUTMa B COOTBETCTBHH C
TEXHUYIECKUM 33aHAEM

3amyra OTYCTOB MO MPAKTHISCKIM
1 1abopaTOpHEIM paboTam

1IK 3.5. Opranu3oBbIBaTh
WHBCHTAPH3AIUI0 TCXHIUCCKUX
CPE/ICTB CeTeBOM HHOPACTPYKTYPHI,
OCYIIECTBIISITH KOHTPOIIh
000pyIOBaHUSI MIOCJIE €0 PEMOHTA.

OleHKa «OTJIMYHO) - TEXHUYECKOe
3aJlaHue POaHaIM3UPOBAHO,
aNrOPHUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJaHHI0 1 O(OPMIICH B
COOTBETCTBHH CO CTAaHIAPTaMH,
TIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBL.
OLeHKa «X0poII0Y -aITOPUTM
pa3paboraH, opopMIICH B
COOTBETCTBHHU CO CTAHJAPTaMH U
COOTBETCTBYET 331aHHIO, TOSICHEHBI
€ro OCHOBHbIE CTPYKTYPBI.

O1ieHKa «y/I0BJIETBOPHUTEILHOY -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3ameH/3a4eT B hopme
cobeceIoBaHus: MPAKTHYECKOE
3a[laHKe 110 TOCTPOCHHUIO
QIITOPUTMa B COOTBETCTBHH C
TEXHUYIECKUM 33aHHEM

3amumTa 0TYETOB MO0 MPAKTUYECKUM
1 1abopaTopHBIM paboTam

IIK 3.6. BpInonHATh 3aMeHy
PACXOJHBIX MAaTEPHAIIOB H MEJKHUI
PEeMOHT nepudepuitHoro
000py10BaHMsI, ONPE/IEIIATH
ycrapeBiee 000pyi0BaHUE U
IIPOrpaMMHBIE CPEACTBA CETEBOU

HHPPACTPYKTYPHL.

Ol1ieHKa «OTJIMYHOY - TEXHUYECKOE
3aj[aHue POaHATH3UPOBAHO,
QJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 3aJaHHI0 U 0pOpMIICH B
COOTBETCTBHH CO CTAHAAPTAMH,
TOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
Or1eHKa «XOPOII0Y -aJITOPUTM
paspaboran, ohopmIieH B
COOTBETCTBHHU CO CTAHJAPTAMH U
COOTBETCTBYET 331aHHIO, TOSICHEHBI
€ro OCHOBHBIE CTPYKTYpEI.

OueHKa «y10BJETBOPHTEILHO) -
JITOPUTM pa3pabOTaH U COOTBETCTBYET
3a1aHUIO.

DK3aMeH/3a4eT B popme
coOece0BaHMs: MPAKTHIECKOE
3a/IaHKE TI0 MOCTPOCHUIO
ITOPUTMa B COOTBETCTBUH C
TEXHUYECKUM 3aJJaHuEM

3amiTa OTYETOB IO MPAKTUIECKUM
1 TabopaTopHBIM paboTam
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7.3 OueHOYHBbIE CPEACTBA 151 MPOBeIeHNs TeKYIleil aTTecTanuu
Texkymunii KOHTPOJIb MOKET IPOBOAUTHCS B popMe:

-(ppOHTANBHBIN OTPOC

-MHAUBUYAJIbHBIA YCTHBIN ONPOC

-IIMCbMEHHBIN KOHTPOJIb

-TCCTUPOBAHHUC 10 TCOPCTUICCKOMY MATCPUATY

-IipakTU4eckas (JabopatopHas) paboTa

-3alliluTa BBIIIOJTHCHHOI'O 3aJaHH,

IIpumepsnt
®opmMma aTTe- JInunble KauecTBa
p 3HaHus VMenus Bragenus (HaBBIKH) OLCHOYHBIX
CTaluu CTyZEeHTa CpPeCTB
Y CTHBIN KonTposs 3HaHuil no |OIeHKa yMEHUs OueHka HaBbIKOB  [OI€HKa CIOC00- KonTponsHbIe
(MMCBMEHHBIH)  |OIpPEEICHHBIM pa3au4aTh KOH- pa0oTHI C TUTEpa-  |[HOCTH OIEPATHBHO U [BOIIPOCHI IO TEMaM
orpoc 1o TeMam [npobiemMam KpETHBIE IOHATUS  TYPHBIMHM UCTOY-  [KAYECTBEHHO MIPUIAraloTCs

HUKaMH

OTBCYATh Ha I10-
CTaBJICHHBIC BO-

TIPOCHI
[Ipaktnyeckue |KoHTpoib 3HAHUA O1eHKa yMEHUS OueHka HaBbIKOB  [OI€HKa CIOC00- Tewmsl pabot
(;1abopaTopHBIE) [TEOPETHUECKUX OCHOB [paboTaTh ¢ Co- paboTHI C TEXHHU- HOCTH OIEPATHBHO M [IPHIIATAIOTCS
paboTHI nHpOpMaTHKH 1 BPEMEHHON KOM-  [UECKMMH CPEACT-  [KaYECTBEHHO PElIaTh
MHQOPMAIMOHHBIX  [IBIOTEPHOH TeX- BamH HH(pOpMa- [TOCTaBJICHHBIE Ha
TEXHOJIOTHIA, HUKOW, MICTIONIB30-  (THU3AlMH, CIICIH- MIPAKTHYECKUX
BO3MOYKHOCTEH 1 BaTh BO3MO>KHOCTHU  [aIbHBIMHU TIPO- paboTax 3a1auu 1
[IPUHIUIIOB HC- BBIUUCIIUTENILHON  [[PAaMMHBIMH ApryMEHTHPOBATh
[TOJIB30BAHHUS CO- TEXHUKHU U CpeICcTBaMHU [pe3yIBTATHI
BPEMEHHOU KOMIIb-  [IPOTPAMMHOI0O
IOTEPHOM TEXHUKH.  |0OecTedeHus Ipu
[peIIeHUH MTPAKTU-
YEeCKUX 3a/1a.
TectupoBanne |KoHTpons 3HaHMH N0 |[OlEHKA YMEHUS OreHka HaBBIKOB  [OIleHKa Croco0- Bomnpocsl
OTIpe/IeIeHHBIM pa3au4aTh KOH- JIOTMYECKOTO aHa-  [HOCTH ONEPaTHBHO M [IPHIATAIOTCS
npoOiemam KpETHBIE IOHATUS  [1M3a U CUHTE3a NIPH [KAYECTBEHHO

COITOCTaBJIEHUN
KOHKPETHBIX
MOHATHI

OTBEYaTh Ha MO-
CTaBJICHHBIC BO-
TIPOCEHI

Konmponvnas paboma. KontponbHasi pabora sBIsSeTcss HAOOPOM MPAKTUYECKHUX

3aJaHui 1 337249 10 TeMaM M3y4aeMOW JUCHIUILINHBI, TO3BOJIIOMUX (OPMHUPOBATH 3HAHMUS,

a TaKkKe yMEHUS 00y4aronmxcsi B 00J1aCTH (PU3UKH.

[Tpumeps! 3a71a4 ¥ BOIPOCOB K KOHTPOJIBHOU padoTe:

1. OnummuTe MOHSATUS AKTUBHOE U TTACCHBHOE ceTeBoe o0opyaoBanue. [IpuBeaure

IIPpUMCEPBEI.

Urto Ha3bIBaETCS pACIIUPIEMOCTHIO CETH?

Yto Ha3bIBaeTCs MaCHITa6I/IpyeMOCTI>IO cetu?
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4. TloHsTHEe TEXHMYECKON U MPOEKTHOM IOKYMEHTALINH.

5. [IlacmopT TeXHUYECKOTo yCTpOCTBA. PyKOBOJICTBO MO 3KCIUTyaTaIlNH.

[IpuMepsl TECTOBBIX 3aIAHUN:
1. Yro HE sBnsieTcs kaHaioM nepegayu JTaHHBIX ?
a. BUTas mapa
0. KOakCHaJIbHBIM KaOCIb

B. aJIIOMHMHHUECBA XXUJIa

I. OITOBOJIOKHO
2. Yto momoraet Oosiee THOKO HacTpamBaTh CETh MPHU €€ pacuTupeHUn?
a. HOPMAaTHUBHI

0. MUHCTPYMEHTBI

B. TIPUOOPHI

I. CTaHIapThl

3. Uto nmoHumarot o pusndeckoir UHQPaCTPYKTYpOi ceTu?

a. ceTeBoe 00Opy/I0BaHUE, COSTMHEHHOE Kabeaem

0. TOMOJOTHUIO CO BCEM CETEBBIM 00OPYAOBAaHUEM U TPAHCIIOPTHBIMH TE€XHOJIOTUSIMHU
B. IIK c nponucannsimMu IP- anpecamu
I. ceTeBoe 000pyJA0BaHHUE, KAHAJBI CBSI3H M MPOTOKOJIBI Mepeayu JTaHHBIX

4. OcHoBHas ¥ HanboJiee MPOTSHKEHHAS YaCTh KOMITBIOTEPHON CETH - 3TO

oV

. CCTMCHT

o

TenedoHHast TUHUS CBSI3U

B. CTPYKTYpHUpOBaHHas KaOelbHas cucTeMa

I. IIaTy - IAHEJb

5. BricTpo nmpoBepuTh KauecTBO pabOTHI TOIBKO YTO HACTPOCHHOM JTOKAJIBHOM CETH I0-

MOXET

o

. KaOeIbHBIN TECTEP

S

yTuiumTa ping
B. CeTeBas ONepaloHHas CHCTEMa

r. mpotokona TCP/IP 4sepcun
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7.4 OIIeHO‘lHBIe CpeacTBa 1Jisi MIpOBCACHUSA HpOMe)RyTO‘lHOﬁ aTTeCTallun

IIpumepsl
®opma JInunble KauecTBa
p 3HaHusA VMenus Bnajienue (HaBBIKH) OHCHOYHBIX
aTTecTalluu CTyZeHTa CpelCTB
MrtoroBas arTectanus
3auer KonTtponb 3nanus  [Ouenka ymeHusi  |OlieHKa HaBBIKOB Onenka ciocooHocT  (Borpockt
0a30BBIX [MOHUMATh CIIe- TIOTUYECKOTO CO- rPaMOTHO U YETKO [IpIJIAraroTCst
MMOJIO’KEHUH B [UATBHYIO TEP- [MOCTaBJICHUS U M3Naratb MaTepuann
o0acTi agMu- MUHOJIOTHIO XapaKTePUCTHKH
HUCTPHPOBAHUS 00BEKTOB
KOMITBIOTEPHBIX
CHCTEM
JK3aMeH Koutponb 3Hanust |Onenka ymeruss  (OleHKa HAaBBIKOB OrneHka ciocooHocT  (Borpockt
0a30BBIX pelnaTh TUMOBBIE  [IOTHYECKOTO rPaMOTHO U YETKO [IPIJIATatoTCst

MOJIOKEHUH B
00J1aCTH aIMU-
HUCTPUPOBAHUSA
KOMITBIOTEPHBIX
CHCTEM

3a1a4yu B 00J1aCTH
SKCILTyaTaI[iK
00BEKTOB CETEBOM

MH(PACTPYKTYpHI

MBIIIUICHUSI TPH
[PEIICHUH 3a]1a4 B
00J1aCTH KCILTya-
Tal 00OBEKTOB
ceTeBoi nHppa-

CTPYKTYPBI

n3JIaraTh X0 PeIICHHS
3a7a4 B 001acTH

ceTeBoil nHpa-
CTPYKTYPBI

DKCILUTyaTallunu 00BEKTOB

©® N U AW N

9.

7.4.1 HpI/IMeprIe BOIIPOCKHI 1JIsI IPOBEACHUSA l'[pOMe)KyTO‘{HOi/i aTrrecranmuu

BOI’lpOCbl sadvema

AKTHBHOE U TTACCUBHOE CETEBOE 000pyI0BaHUE: KaOeIbHbIE KaHAIBI, KaOelb,

IIaT4Y-11aHCIU, PO3CTKHU.

Jlornueckue (MHGOPMAITMOHHBIC) ACTIEKThI KCILTyaTallly CETH.

[ToHsITHE pacIMpPIEMOCTH CETH.

[TonsiTe MacITAOMPYEMOCTH CETH.

[TacmopT TEXHMYECKOTO yCTPONCTBA

PyKOBOI[CTBO I10 3KCILTyaTaluu.

dusnyeckas KapTa BCEUl CETH.

Jlornueckasi cxeMa KOMITBIOTEPHOW CETH.

TexHuueckne 0OCMOTPHI.

10. Knaccugukanus periiaMeHTOB TEXHUYECKHUX OCMOTPOB.

11. [podunakruueckue paboThl B ceTeBoi nHppacTpykrype. [IpoBepka pusnyeckux

KOMIIOHCHTOB.

12. TIpoBepka TOKyMEHTAIMU U TPEOOBAHU.

13. OO6cnyxuBanue HU3MIECKUX KOMIOHEHTOB.

14. Ob6cnyxuBanue nepudepuitHoro o00py10BaHuUS.
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15. Omnpenenenue ycTapeBIIero 000pyA0BaHuUs U IPOTPAMMHBIX CPEJICTB CETEBOM

5
6
7.
8
9

MH()PaCTPYKTYpBHI.

Bonpocwi sx3amena

MOHUTOPUHT U aHANU3 JIOKAJBbHBIX ceTell. Knaccudukanus cpeicTB MOHUTOPUHTA U
aHayu3a.

AHanu3atopbl NpOTOKOJIOB. CeTeBble aHATU3ATOPBI.

KabenbHble CKaHEPBI U TECTEPHI.

Konnenus Telecommunication Management Network (TMN). Apxurekrypa
B koHuenuuu T MN.

MHoroypoBHeBas apxuTekrypa ynpasieaus T MN.

Ob6nacTtu ynpaBiaeHus olIMOKaMu, KOH(GUTypanuen, 10CTYIIOM.

O6nacTtu ynpaBieHUs! TPOU3BOIUTEIHHOCTHIO, 0€30MaCHOCTHIO.

[Tporokossr yrpasierus: SNMP, CMIP.

[Tpotokomner ynpasinerus: TMN, LNMP, ANMP.

10. praBJ’IeHI/Ie OTKa3aMH. BBIHBHCHHG, OIIpCACIICHNUC U YCTPAHCHUC MOCJIEACTBUI

11.
12.
13.
14.
15.
16.
17.

18.
19.
20.

21.
22.

cO0eB 1 0TKa30B B paboTe ceTH

VYnpasnenue konpurypanuei cetu. KonpuryprupoBanue KOMIOHEHTOB CETH.

YrpaBneHue Npou3BOIUTEIbHOCTBIO CETH.

VYnpasieHue 6€30MacCHOCTHIO CETH.

O6opynoBaHue JU1sl IMAaTHOCTUKHU U CEPTU(PUKAIINU KaOETbHBIX CHCTEM

DKCHEPTHBIE CUCTEMBI JJIs1 TUATHOCTUKHU CETH.

CeTteBble MOHUTOPBI JIJ11 MOHUTOPUHTA CETH.

[TpuHUUIBI ITTAHUPOBAHUS BOCCTAHOBIICHUSI pa0OTOCTIOCOOHOCTH CETH TIPU
aBapUIHOU CUTYyaLUU.

Opranu3anus paboT MO0 BOCCTAHOBJICHHUIO (DYHKITMOHUPOBAHUS CETH.

[Topsiiox yBeTOMIICHHS O YPE3BBIUAWHBIX COOBITHSIX.

PesepBHOE KOMMpoOBaHUEe JaHHBIX. METO bl pe3EPBHOTO KOMTUPOBAHUS.
[InanupoBaHue pe3epBHOTO KOMUPOBAHUS JaHHBIX.

Xpanunuiia gaHHbIX. [IpuHIUIBEI pabOThI XpaHUIUI JAHHBIX.

Texnonoruu ynpasnenust unpopmanueit. OLAPTexHon0rNMs.
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7.4.2 IlpuMepHbIe 321241 /151 POBEICHUS] IPOMEKYTOYHOM aTTecTAlMU
1. TIponeMoHCTpUpOBaTh pabOTY CETEBBIX YTUIIUT JJIsl ONPEACTICHUs

paborocmnocobHocTH ceTh. [10sSICHUTE pe3yabTaThl.

2. PaccunTaTh ONTHMAJILHOE KOJHUYECTBO y3JI0B CCTH, JAOIIYCTHUMOC YBCIMYCHUC

HPOTSHKEHHOCTU CETMEHTOB CETH.

3. CocTaBuUTh MPUMEP MACTIOPTa TEXHUIECKOTO YCTPOICTBA.

4. CocTaBUTh IPUMEP PYKOBOJACTBA MO IKCILUTYaTalUH.

5. IlpogemoHcTpupoBaTh pabOTy CETEBBIX YTHIIUT JUIsl MOHUTOPUHIA CETH.
6. IIpomemoHCTpHPOBATH MPHEMbI KOH(OUTYPHPOBAHHSI KOMIIOHEHTOB CETH.

7. IlponeMoHCTpUpOBaTh NPUEMbI KOH(PUTYPUPOBAHUS [TAPAMETPOB CETEBBIX

OICpalMOHHBIX CUCTCM.

8. CocraBuTh MPUMEPHBIH IIJTAH BOCCTAHOBJICHUSI CUCTEMBI ITOCIIe cOOsl.
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8 JOINTOJIHUTEJIBHOE OBECIIEYEHHUE JUCHUIIJIMHBI

[locTOSIHHBIN KOHTPOJIb 32 pabOTON JIOKAIbHOW CETH, COCTABIIAIOIIEH OCHOBY JII0OOM
KOPIIOPATUBHON CETH, HEOOXOIUM Ul MOAJEp)KaHUS €€ B paboTOCIOCOOHOM COCTOSIHUM.
KoHTpone - 3T0 HEOOXOAMMBIM NEpBbI 3Tam, KOTOPBIM JOJKEH BBIIOIHATHCA NpU
yIIPaBJICHUU CEThI0. BBUY BaXKHOCTH 3TON (PYHKIIMU €€ 9acTO OTICNSIOT OT APYTUX (yHKITHIHA
CHCTEM YIPABICHUS U PEATU3YIOT CIELUATbHBIMU CpeACTBaMU. Takoe pas3jieneHue pyHKUni
KOHTPOJII U COOCTBEHHO YIIPAaBJICHUS IOJIE3HO JUIsi HEOOJIBIIMX M CPEIHMX CeTel, ams
KOTOPBIX  YCTaHOBKa  HMHTETPUPOBAHHOW  CHCTEMBI  YOPABICHUS  SKOHOMHUYECKH
HenenecooOpa3zHa.  Mcrnonp3oBaHWe ~— aBTOHOMHBIX — CPEICTB  KOHTPOJS ~ IOMOTAaeT
aJIMUHUCTPATOPY CETH BBISIBUTH MPOOJIEMHBIE YYaCTKU U YCTPOUCTBA CETH, a UX OTKIIOYECHUE
WIN PEKOH(UTYPALIHIO OH MOXKET BBIIIOJIHATh B 3TOM CIIy4ae BPYUHYIO.

[Iporecc koHTpoOJIA pabOTHI CeTH OOBIYHO ACIST HA JIBa 3TAla - MOHUTOPUHT U aHAIIU3.

Ha stane monumopunea BeinonusieTcst 6ojee npocras npoueaypa - npoueaypa coopa
HNEepBUYHBIX JAHHBIX O padOTe CEeTH: CTaTUCTUKH O KOJUYECTBE LHUPKYJIUPYIOIIMX B CETU
KaJpOB M TAKETOB PA3JIMYHBIX MPOTOKOJIOB, COCTOSHUHM IOPTOB KOHIIEHTPATOPOB, KOM-
MYyTaTOPOB U MapIIPyTH3aTOPOB U T. TI.

Jlanee BBINOJIHAETCS 3Tall AHAIU3A, IOl KOTOPHIM TIOHUMAaeTcsl Oosee CIOXHBIA U
MHTEJUICKTYJIBHBIA TPOIIECC OCMBICTICHHS COOpaHHOW Ha 3Tale MOHUTOPHUHTAa MHPOPMAIIHH,
COIIOCTABIICHHsI €€ C JAaHHBIMH, TOJYYCHHBIMH paHee, W BBIPAOOTKH MPEANOJIOKEHUH O
BO3MOJKHBIX MPUYMHAX 3aMEJICHHOM UM HEHaJeKHOU padoThI ceTu.

3aaud MOHUTOpPUHIA PELIAIOTCS MPOrPaMMHBIMU M aNNapaTHBIMU H3MEPUTENISIMH,
TECTepaMH, CETEBBIMU aHAJIM3aTOPAaMH, BCTPOCHHBIMH CPEICTBAMH MOHUTOPHHTA KOM-
MYHUKaIlMOHHBIX YCTPOICTB, a TAK)KE areHTAMH CHCTEM YIIPaBJICHUA. 3a/1a4a aHaIn3a Tpedyer
Oosiee aKTUBHOTO Yy4acTHs 4YEJIOBEKAa W HCIOJb30BaHMS TAKHX CJIOXKHBIX CPEACTB, Kak
OKCTIEPTHBIE CHUCTEMBI, aKKyMYJIUPYIOIIME MNPAKTUYECKUH OMBIT MHOTHX CETEBBIX
CHEIUAIUCTOB.

Kaaccndukanus cpeacTs MOHUTOPUHIA U AHAJIN3A.

Bce MHoroobpasue cpeactB, MNpUMEHSEMbIX JUIS aHajiu3a W JAMArHOCTHKHU
BBIUHUCITUTENIbHBIX CETEH, MOKHO Pa3/IeTUTh HA HECKOJIBKO KPYIHbBIX KJIACCOB.

ATEHTBI CHUCTEM YIpaBJICHUS, MOJIepP)KUBaOMUe (GYHKIMH OJHON M3 CTaHIApTHBIX
MIB u nocrasastomue uHdopmanuio mo nporokony SNMP wian CMIP. [Insg nonydenus
JTAHHBIX OT ar€HTOB OOBIYHO TPEOYeTCsI HATMYUE CUCTEMBI YITpaBIEHUs, COOUPAIOIIEH TaHHbIC
OT areHTOB B aBTOMAaTUYECKOM PEXKHUME.

Berpoennsie cuctemsl tuarnoctuku U ynpasienus (Embedded systems). O1tu cucremsr
BBITIOJHSIOTCA B BUJE MPOrpaMMHO-ANMapaTHbBIX  MOJYyJEeH, YCTaHAaBIMBAaeMbIX B
KOMMYHHKAIlMOHHOE 000pYy/I0BaHUE, a TAaKXKE B BUJIE MPOTPAMMHBIX MOAYJEH, BCTPOCHHBIX B
orepanuoHHble crucTeMbl. OHM BBIOMHSIOT (YHKIUN AMATHOCTUKUA M YHPABICHHS TOJIBKO
OJIHUM YCTPOMCTBOM, M B 3TOM HMX OCHOBHOE OTJIMYME OT LIEHTPAIM30BAHHBIX CHCTEM
ynpasieHus. [lpuMepoM cpeacTB 3TOro Kiacca MOXKET CIYXUTb MOAYJb YIPaBICHUS
MHOTOCEIrMEHTHBIM ToBTOpUTEeNeM Ethernet, peanmusyrommii (yHKIMM aBTOCErMEHTAIUH
NOPTOB IpY OOHAPYKEHUU HENCIIPABHOCTEW, IPUITMCHIBAHUS IOPTOB BHYTPEHHUM CETMEHTAM
NOBTOPUTEN U HEKOTOphle apyrue. Kak mpaBuiio, BCTPOCHHBIE MOAYJH YNpPaBICHHUS «I1O
COBMECTHUTEINILCTBY» BBINONHSIOT posib SNMP-areHToB, NOCTaBISAIOMIMX JAHHBIE O COCTOSHUU
YCTPOICTBA JIsl CUCTEM YIIPABIICHUS.
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Amnanmu3zaropsl mpotokooB (Protocol analyzers). [IpencraBnsitor co0oit mporpaMMHbBIE
WIHM alapaTHO-IPOrPaMMHbBIE CHUCTEMbI, KOTOpPbIe OTPAaHUYMUBAIOTCS B OTIMYHME OT CHUCTEM
yIpaBlieHUs JUIIb (PYHKIUSIMU MOHUTOPHUHIA M aHalu3a rpapuka B ceTsAX. XOpOUIui
aHAJIM3aTOpP MPOTOKOJIOB MOXKET 3aXBAThIBATh U JEKOAUPOBATH MAKETHI OOJIBIIOr0 KOJIUYECTBA
IPOTOKOJIOB, MPUMEHSEMBIX B CETAX, - OOBIYHO HECKOJBKO JECATKOB. AHAIM3aTOPHI
MPOTOKOJIOB TIO3BOJIAIOT YCTAHOBUTH HEKOTOPHIE JIOTMUECKHE YCJIOBHUS JUIsl 3axBaTa
OTJICJIbHBIX TTAKETOB U BBIMIOJHSIOT MOJHOE JACKOJAUPOBAHUE 3aXBaYEHHBIX MAKETOB, TO €CTh
MOKa3bIBAIOT B yI00HOM AJIs crieuanucta (opMe BIOKEHHOCTh TAKETOB MPOTOKOJIOB Pa3HbIX
ypOBHEH APYT B Ipyra ¢ pacIu(PpoBKON coepKaHUs OTIACIbHBIX MO KaXKI0TO MaKeTa.

OKCHepTHbIE CHUCTEMBL. OTOT BHJ CHCTEM AaKKyMYJIHpPYeT 3HaHUS TEXHUYECKUX
CHEMAINCTOB O BBISBJICHUU NMPUYUH AaHOMAJbHOW pabOThl ceTell M BO3MOXKHBIX CIOCO0ax
MPUBEJICHUS CETH B pa0OTOCIIOCOOHOE COCTOSIHHUE. DKCIIEPTHHIE CUCTEMBI YacTO PEATU3YIOTCS
B BUJIE OTJENIbHBIX MOJCUCTEM PA3IMYHBIX CPEJICTB MOHHUTOPHHIA W aHAJIM3a CETEH: CUCTEM
yIpPaBIEHUSI CETSAMHU, AHAIM3ATOPOB MPOTOKOJIOB, CETEBBIX aHANIM3aTOpoB. l[IpocTeitmmm
BapUaHTOM SKCIIEPTHOM CUCTEMBI ABJIIETCA KOHTEKCTHO-3aBUCUMas cuctemMa nomouru. boiee
CJIOXHBIE HKCIIEPTHBIC CHUCTEMBI MPEACTABISIOT COOOM, Tak Has3blBaeMble Oa3bl 3HAHMIA,
oOnajaomme dJIEeMEHTaMH HWCKYCCTBEHHOTO UHTelieKkTa. [lpuMepamMu Takux CHCTEM
ABIIIOTCS] AKCIIEPTHBIE CUCTEMBbI, BCTPOEHHBIE B CUCTEMY YyIpaBleHUs Spectrum KOMIIaHUU
Cabletron u ananuzatopa nporokonoB Sniffer xommanum Network General. PaGota
DKCIIEPTHBIX CHCTEM COCTOMT B aHaiu3e OOJBIIOTO 4YWciaa COOBITUH IS BbIAAYU
MOJIb30BATENIO KPATKOTO JUArHo3a O MPpUYMHE HEUCIIPABHOCTH CETH.

O6opynoBaHue AJis TUarHOCTUKU U CEPTUPUKAIINU KaOCTbHBIX CUCTEM. Y CIIOBHO 3TO
000pyZ0BaHHE MOXXHO TOJIETUTh Ha YEThIPe OCHOBHBIE TPYIIbI: CETEBbIE MOHHUTOPHI,
npuOOpHI [J1s cepTUPUKAIIUU KaOEIbHBIX CUCTEM, KaOeIbHbIe CKAHEPHI U TECTEPHI.

CereBble MOHUTOPHI (Ha3bIBaEMbI€ TAK)KE CETEBBIMH aHAIM3AaTOPAMU) MPEAHA3HAUYECHbI
JUIsl TECTUpPOBAaHME KabOenel pa3inyHbIX Kareropuil. CeTeBble MOHUTOPBHI COOMPAIOT TaKKe
JAaHHBIE O CTATHCTUYECKUX MOKa3aTeNsIX rpaduka - CpeiHei MHTEHCUBHOCTH 00IIeTo Tpaduka
CETH, CpeJIHe MHTEHCUBHOCTHU MOTOKA MAKETOB C OMPEACIIEHHBIM THIIOM OIIMOKH U T. M. DTH
yCTpOICTBA SBISIOTCS HaMOO0JIee MHTEIIEKTYaIbHBIMU YCTPOMCTBAMHU U3 BCEX YETHIPEX IPYIII
YCTPOMCTB JaHHOTO KJlacca, TaK KakK paboTalT HE TOJIBKO Ha (PU3MYECKOM, HO M Ha
KaHAJIbHOM, @ MHOT/Ia U Ha CETEBOM YpPOBHSX.

YerpoiictBa misi cepTudUKAIMU KAOCIbHBIX CHUCTEM BBITIOJHSAIOT CEpTUPHUKAINIO B
COOTBETCTBUU C TPeOOBAaHUSIMU OJHOIO M3 MEKIYHApOJHBIX CTAHIAPTOB Ha KaOelbHbIE
CUCTEMBI.

KabenpHble CKaHEPBI UCTIONB3YIOTCS ISl UATHOCTUKY MEIHBIX KAOCIBbHBIX CHCTEM.

Tectepsl npeaHa3zHaYEHBI U1 IPOBEPKH Kabeliel Ha OTCYTCTBUE (PU3UYECKOTO

MHorodyHKIIMOHaTbHBIE TOPTATUBHBIE YCTPOUCTBA aHAIN3A M IMATHOCTUKU. B cBsi3u ¢
pa3BUTUEM TEXHOJOTMH OOJBIIMX HWHTETPAIbHBIX CXEM TMOSABUJIACh BO3MOXHOCTh
MPOU3BOJICTBA TOPTATUBHBIX MPUOOPOB, KOTOpPHIE COBMEIAIM Obl (YHKIIMH HECKOJIbKHUX
YCTPOMCTB: KaOeNbHBIX CKAHEPOB, CETEBBIX MOHUTOPOB M aHAJTU3aTOPOB MIPOTOKOJIOB.

AHAJIU32TOPBI IPOTOKOJIOB.

AHanu3atop MPOTOKOJOB TPEACTaBIseT co0oOW MO0  cCHelUaTu3upOBaHHOE
YCTPOUCTBO, JINOO TMEPCOHANBbHBIN KOMIBIOTEP, OOBIYHO MEpeHOCHOH, kiacca Notebook,
OCHAIIICHHBIM  CIEIUAJIbHOM CETEBOM KapTOM M  COOTBETCTBYIOIUMM IPOrPAMMHBIM
oOecrieuennem. [lpuMeHsemble ceTeBas KapTa W MPOrpaMMHOE oOecreueHue AOTKHbBI
cooTBeTcTBOBaTh TexHosoruu cetu (Ethernet, Token Ring, FDDI, Fast Ethernet). Ananuzarop
HOJIKJIFOYAETCS K CETM TOYHO TaK K€, KaK M OObIYHBbIN y3en. OTiHuYne COCTOUT B TOM, YTO
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aHaJIU3aTOP MOXKET MPUHUMATD BCE MAKEThI TAHHBIX, MIepeaBaeMble 10 CETH, B TO BPEMS Kak
OoObIYHAsI CTaHLIMS - TOJBKO ajJpecoBaHHbIC eil. [[ns 3Toro cereBoil ajganTep aHaIM3aTopa
MPOTOKOJIOB TIEPEBOUTCS B PEXKUM “‘Decnopsidouno2oy saxeama - Promiscuous mode.

[IporpammHoOe oOeclieyeHHE aHaNU3aTopa COCTOUT U3 A1pa, MOAAEPKUBAIOLIETO
paboTy ceTeBOro ajamnrepa M MNPOrpPaMMHOIO OOecnedeHMs], JEKOJUPYIOLIEro IMPOTOKOJI
KaHaJbHOTO YPOBHS, C KOTOpPHIM paboTaeT CeTeBOM ajamnrtep, a Takke Haubolee
pacrpocTpaHeHHBIEC TPOTOKOJIBI BEpXHUX ypoBHEH, Hanpumep [P, TCP, ftp, telnet, HTTP, IPX,
NCP, NetBEUI, DECnet u 1. . B cocTaB HEKOTOPBIX aHAIU3aTOPOB MOKET BXOJUThH TAKXKE
AKCIIEPTHAsI CHCTEMa, KOTOpas MO3BOJISIET BBIJABATh MOJIb30BATENI0 PEKOMEHAAIMU O TOM,
KaKHe SKCIIEPUMEHTHI CeAyeT MPOBOJUTH B JAHHOW CUTYaIlMU, YTO MOTYT O3HAYaTh T€ WU
WHBIE PE3yJIbTaThl U3MEPEHUH, KaK YCTPAHUTh HEKOTOPHIE BU/IbI HEUCITPABHOCTHU CETH.

AHann3aTopbl IPOTOKOJIOB UMEIOT HEKOTOPBIE 001IME CBOMCTBA. BO3MOXXHOCTE (Kpome
3axBaTa IMAKETOB) M3MEPEHUS CPEAHECTATUCTUYECKUX TMoKazarened Tpaduka B CErMEHTE
JIOKAJIbHOM CEeTH, B KOTOPOM YCTaHOBJICH CETEBOM anantep aHain3aropa. OObIYHO U3MEpsIeTCs
KO3 (ULKEHT HWCIONb30BAaHUS CETMEHTa, MAaTpPULIbl MEpPEeKpecTHOro Tpaduka y370B,
KOJIMYECTBO XOPOIINX U TUIOXUX KaJIPOB, MPOIIEIIINX YepPe3 CErMEHT.

Bo3MmoxHOCTh pabOThl C HECKOJIBKMMH areHTaMH, IOCTABJISIONIUMHU 3aXBauCHHbIE
NAKEeThl U3 Pa3HbIX CETMEHTOB JIOKAJIIbHON CETH. DTHU areHThI Yallle BCETO B3aUMOJICHCTBYIOT C
aHAJIM3aTOPOM IIPOTOKOJIOB 10 COOCTBEHHOMY MPOTOKOIY NMPUKIATHOTO YPOBHS, OTIINYHOMY
ot SNMP unu CMIP.

Hannuue pasButoro rpadudeckoro wuHTepdeiica, MO3BOJSAIOMIETO MPEACTABUTH
Pe3yNbTAThI IE€KOIMPOBAHMS TAKETOB C PA3HOM CTENEHbIO I€TATU3ALINN.

OuibTpaiusi 3aXBaTbIBAEMBIX U OTOOpaKa€MBIX IAKETOB. YCIOBHS (QHIbTpaIuu
3aJJal0TCS B 3aBUCUMOCTH OT 3HAUYECHMSI aJ[pECOB Ha3HAUYECHUS U MCTOYHHUKA, THUIA TPOTOKOJIA
WM 3HaUEHUS ONPEENICHHbIX Mosiel nakera. [laker 1ubo urHopupyercs, 1100 3aUCHIBACTCA
B Oy(dep 3axBara. cnonp3oBanne GUIbTPOB 3HAYUTEIHHO YCKOPSET U YIPOIIAET aHATIU3, TaK
KaK UCKJIFOYAET 3aXBaT UJIM IPOCMOTP HEHYKHBIX B JJAHHBIII MOMEHT NIAKETOB.

Ucnons3oBanue TtpurrepoB. Tpurreppl - 3TO 3aJaBaeMble aJIMHHUCTPATOPOM
HEKOTOpBIE YCJIOBUS Hayalla U MpeKpalleHus Mpoliecca 3axBaTa JaHHBIX U3 CEeTH. TakuMHU

YCIOBUSIMUA MOTYT OBITh: BpeMsl CYTOK, MPOJOJKUTEILHOCTh IpoIlecca 3axBarta,
MOSIBJICHUE ONPEJICTICHHBIX 3HAUEHUN B KaJpaxX AaHHBIX. TpuUrrepsl MOTYT MCHOJIb30BATHCS
COBMECTHO C (DUIBTPAMHM, MO3BOJIsAA O0Jee JeTallbHO U TOHKO MPOBOAUTH aHANIU3, a TAKKe
NPOJYKTUBHEE PacXx0/10BaTh OrpaHUYEHHbIN 00beM Oydepa 3axBaTa.

MHorokaHainbHOCTh. HekoTopble aHanm3aTopbl MPOTOKOJIOB IMO3BOJISIIOT IMPOBOJUTH
OJIHOBPEMEHHYIO 3aIlMCh IMAaKETOB OT HECKOJbKHX CETEBBIX aJlalTepoB, YTO YAOOHO MIJis
COIOCTAaBJICHUS TPOILIECCOB, MPOUCXOISAIIMX B Ppa3HbIX CErMEHTaX CceTH. B03MOXHOCTH
aHanM3a mpoodsieM ceTd Ha PU3NYECKOM YPOBHE Yy aHAIM3ATOPOB MPOTOKOJIOB MUHUMAJILHEIE,
MIOCKOJIbKY BCIO MH(OPMAITMIO OHH TTOJIYYalOT OT CTAHJIAPTHBIX CETEBBIX anantepoB. [Toatomy
OHM TIEpeNaroT U 00001aT uHGopMaIHo (PU3UYECKOTO YPOBHS, KOTOPYIO COOOIIAeT UM
CETeBOM ajanTep, a OHA BO MHOTOM 3aBUCHUT OT THIa CETEeBOro ajaantepa. Hekoropelie ceTeBbie
ajantepsl cooOmaT OoJiee AeTambHBIE NaHHbIE 00 ONIMOKaX KaJpOB U WHTCHCHBHOCTHU
KOJUTM3WIA B CETMEHTE, a HEKOTOpPhIE BOOOINE HE MEpPEeAaroT TaKyl HH(OpPMAINI0 BEPXHUM
YPOBHSIM MTPOTOKOJIOB, HA KOTOPBIX pabOTaeT aHaIU3aToOp MPOTOKOJIOB.

C pacnpoctpanenuem cepepoB Windows NT Bce Gojee MOMyNsIpHBIM CTaHOBHUTCS
ananuzarop Network Monitor ¢pupmsr Microsoft. OH siBisieTCSl 4acThIO cepBepa yHpaBICHHS
cucteMort SMS, a Takyke BXOIUT B cTaHAapTHYIO moctaBky Windows NT Server, HaunHas ¢
Bepcuu 4.0 (Bepcus ¢ yceueHHbIMU QyHKIUsIMEU). Network Monitor B Bepcun SMS siBrisieTcst
MHOIOKaHaJIbHbIM aHAJU3aTOPOM IIPOTOKOJIOB, MOCKOJbKY MOJKET IOJIy4aTh JaHHBIE OT
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HecKobkuX areHToB Network Monitor Agent, paboratomux B cpene Windows NT Server,
OJIHAKO B KaXK/Jblii MOMEHT BPEMEHH aHAJIM3aTOP MOXKET paboTaTh TOJIBKO C OJJHUM areHTOM,
TaK YTO COTMOCTABHUTH IaHHBIC Pa3HBIX KAHAJIOB C €ro MOMOIIIbI0 He yaacTes. Network Monitor
MOJJIEPKUBACT (PUIBTPHI 3axBaTa (JOCTATOYHO MPOCTHIE) M JOUCIUICHHBIE (DUIBTPHI,
oToOpakarolue HyXKHbIE KaJpbl Mocye 3axBara (0oJiee CIOXKHBIC). DKCHEPTHOU CHUCTEMOM
Network Monitor He pacronaraer.

CeTeBble aHATU3ATOPHI.

CeteBble aHAINM3ATOPbI MPEACTABISAIOT COOON 3TalOHHBIE U3MEPHUTEIbHBIE NPUOOPHI
JUI TMarHOCTUKM M cepTudukanuu kabenel u kabeiabHbIX cucTeM. OHU MOTYT C BBICOKOM
TOYHOCTBIO U3MEPUTH BCE AIEKTPUUYECKUE TapaMETPhl KAOEJIbHBIX CUCTEM, a TAK)KE pabOoTaoT
Ha Oojee BBICOKMX YpPOBHSX CTE€Ka HIPOTOKOJIOB. (CeTeBble aHAIM3aTOpPhl T'€HEPUPYIOT
CHUHYCOUJAJIbHbIE CUTHAJbl B LIMPOKOM JHAla30HE 4YacTOT, YTO IO3BOJSIET M3MEPSITh Ha
OpPUEMHONW Tape aMIUIUTYAHO-YaCTOTHYIO XapaKTePUCTUKY M IepEeKpPECTHbIe HABOJKH,
3aTyxaHhMe W CcyMMapHoe 3aryxaHue. CeTeBOM aHanu3aTop MpeAcTaBisgeT coOoil Ja-
OopaTopHbIi TPUOOP OONBIINX Pa3MEPOB, JOCTATOYHO CIOXKHBIN B 0OpaIleHuy.

MHorue  npou3BOIUTENN  JOMOJHSIOT  CETeBblE  AHAIMU3ATOPbl  (YHKIHUAMU
CTaTHUCTHYECKOr0 aHaiu3a rpaduka - Ko3(p(UIUEHTa HCIOJb30BAHUS CETMEHTA, YPOBHS
HMIMPOKOBEUIATENIbHOTO TpaduKa, MPOLEHTAa OLIMOOYHBIX KaJApOB, a Takke (QYyHKUUAMU
aHaJM3aTopa MPOTOKOJIOB, KOTOPbIE 00ECIeYnBalOT 3aXBaT MAKETOB Pa3HBIX MPOTOKOJIOB B
COOTBETCTBUHU C YCIOBUSMU (MIBTPOB U I€KOJUPOBAHHE TAKETOB.

Ka0esabHble CkaHepbI U TeCTePbl.

OcHOBHOE Ha3HAuYCHUE KADENbHbIX CKAHEpO8 - U3MEpPEHHE DJIEKTPUYECKUX U
MEXaHMUYeCKHX MapaMeTpoB Kkabens, mapamerpa NEXT, 3aryxaHusi uMIienaHca, CXeMbl
Pa3BOJKU Iap MPOBOJHUKOB, YPOBHS AJIEKTPUUECKHX IIIYMOB B Kabene. TOUHOCTh u3MepeHuil,
IPOU3BEACHHBIX ATUMHU YCTPONCTBAMHU, HHMJKE, YEM Yy CETEBBIX AHAIU3ATOPOB, HO BIIOJIHE
JIOCTAaTOYHA IS OLIEHKH COOTBETCTBUS Kabessi CTaHapTy.

Jlis ompezenieHnss MECTOIOJIOKEHHUSI HEUCIIPAaBHOCTH KalelnbHOW cucTeMbl (0OpbIBa
KOPOTKOI'O 3aMbIKaHUsl, HEMPABUJIBHO YCTAHOBJIEHHOTO pa3beMa M T. [I.) UCIIOJIb3YETE METO]
«oTpakeHHoro umnyinbca» (Time Domain Reflectometry, TDR). CyTs 3TOr0 MeToma cocTouT
B TOM, YTO CKaHEep M3JIy4yaeT B KaOeiab KOPOTKUN JIEKTPUUECKUI UMITYJIbC U U3MEPSET BpeMs
3aIep)KKU J0 MPUXOJa OTPaXEHHOro curHaia. Ilo MoyisipHOCTH OTpPaKEeHHOTrO HMITyJbCca
ompenessieTcs XapakTep MOBpEeXJeHHs Kkalens (KOpOTKOoe 3aMblkaHMe WM OO0pbiB). B
NPaBUJIBHO YCTAHOBJIEHHOM U TMOJAKIIOUEHHOM Kabele OTpaKeHHBIH HMITYJIbC MOYTH
OTCYTCTBYET.

ToyHOCTH M3MEPEHUS PACCTOSHMSI 3aBUCUT OT TOT0, HACKOJBKO TOUYHO M3BECTHA CKO-
POCTB PAacIpOCTPaHEHUS HNEKTPOMArHUTHBIX BOJIH B Kabene. B pasnuunbix kabemsix oHa Oyaer
pasHoii. CKOpOCTh paclpoCTpaHEeHUS JIEKTPOMarHuTHEIX BOJIH B kabesne (Nominal Velocity of
Propagation, NVP) o00puHO 3amaeTcs B MPOIEHTAX OT CKOPOCTH CBETa BaKyyMe.
CoBpeMeHHBIE CKaHEpHI CoJiepKaT B ce0e ANeKTpOHHYI0 Tadmuiy aaHHeix ¢ NVP mis Bcex
OCHOBHBIX THIIOB KaOesiel, 4TO JaeT BO3MOXKHOCTH I10JIb30BATENI0 YCTAHABIMBATH 3THU
napaMeTpbl CaMOCTOSITENILHO MOCJE MPEABAPUTENbHON KaTuOpPOBKHU.

KaGenpHbie ckaHEpHl - 3TO MOPTAaTHBHBIE TPUOOPHI, KOTOPBIE OOCTYKHBAIOIINN TEp-
COHAJI MOKET IIOCTOSIHHO HOCUTB C COOOM.

Kabenvnvie mecmepwr - Hanbonee MpocTble U JelIeBble MTPUOOPHI AJ JUATHOCTUKU
kabenst. OHM TO3BOJIAIOT OINPEACTUTh HENPEepPhIBHOCTh Kabelssd, OAHAKO, B OTIUYHME OT
Ka0eJIbHBIX CKAHEPOB, HE JAIOT OTBETA HA BOIPOC O TOM, B KAKOM MECTE IPOU301LeT COOM.
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MHorogyHKIHOHAJBHBbIE IOPTATHBHbIE NPUOOPHI MOHMTOPHUHTA.

B nocnennee BpeMsi HaydaidM BBIIYCKAaTbCs MHOTO()YHKIMOHAJIbHBIE MOPTATUBHBIC
npuOOpbI, KOTOPbIE OOBEAUHSIOT B ce0€ BO3MOKHOCTH KaOENIbHBIX CKAHEPOB, aHAJU3aTOPOB
IPOTOKOJIOB U /1a’K€ HEKOTOPbIE (PYHKIIMH CUCTEM YIPABIECHUS, COXPaHsS B TO KE BPEMsI TAKOE
Ba)XHOE CBOMCTBO, KaK MOPTAaTUBHOCTh. MHOro(pyHKIHOHAJIbHBIE NPUOOPHI MOHHUTOPUHIA
UMEIOT CTIeLUATN3UPOBaHHbIN GU3NYECKU HHTEpdelic, TO3BOJSIONINM BBISBIATH MPOOIEMbI
U TECTUPOBATh Kabesin Ha (PU3NYECKOM YPOBHE, KOTOPBIN TONOJHAETCS MUKPOIIPOLIECCOPOM C
IPOTrpaMMHBIM 00€CIIeUeHHEM ISl BBITIOJIHEHUS BEICOKOYPOBHEBBIX (PYHKLIUH.

PaccmorpuM TuUnMYHBIM Ha0Op (GYHKIMH W CBOMCTB Takoro mnpubopa, KOTOPBIHA
OKa3bIBAETCSl OYEHb IOJIE3HBIM JUISl JUATHOCTHKYU MIPUYMH Pa3HOOOpA3HBIX HEMOJAJ0K B CETU
IPOUCXOAUINX HA BCEX YPOBHSX CTEKA MMPOTOKOJIOB, OT (PU3NYECKOTO 10 IPUKIIATHOTO.

Humepdpetic nonvzosamensi.

[TpuGop 0OBIYHO TPEAOCTABISET MOIB30BATENIO YIOOHBIM U UHTYUTHUBHO TMOHSITHBIMU
uHTepdeiic, OCHOBAHHBIM Ha cHCTeMe MeHK. ['paduueckuii uHTepdeic Moab30BaTENd
peanu30BaH HAa MHOTOCTPOYHOM KUJIKOKPUCTANINYECKOM JUCIUIEE U UHIUKATOPAX COCTOSIHUS
Ha CBETOJIMO/AX, U3BEILAIOIINX OJIb30BaTENs 0 Hanboiee o0Imux npodieMax HabIk01aeMbIX
cereil. Mmeercst oOmMpHBINA ¢aiinl MOJACKAa30K ONepaTopy C YPOBHEBBIM JIOCTYIIOM B
COOTBETCTBUU C KOHTEKCTOM. HMHdopmamus o COCTOSHHUM CETH MPEeJCTaBISIeTCS TaKuM
00pa3om, UTO MOJIH30BATENH JTH000M KBATHU(PUKALIUNA MOTYT €€ ObICTPO MOHSTh.

DyHKYuU npoepKu annapamypul u kabeuel.
MHorodyHKIIMOHaIbHBIE TPUOOPHl COYETAIOT HamOOJIee YacTo MCIOIb3yeMble Ha
npakTuke QyHKUMU KaOeIbHBIX CKAHEPOB € PSAAOM HOBBIX BO3MOKHOCTEN TECTUPOBAHUSI.

Ckanuposanue kabens.

@OyHKIUS M03BOJIAET U3MEPATH JVIMHY Kabems, pacCTOsIHUE /10 CaMOT'0 CEphE3HOTO Jie-
dekTa U pacnpeneneHre ummneaaHca no JuyiMHe kadens. [Ipu mpoBepke HeIKpaHUPOBAHHOM
BUTOW Hapbl MOTYT OBITh BBISBJICHBI CIEAYIOIIME OIIMOKH: pacllerjieHHas mapa, OOpbIBBI,
KOPOTKOE 3aMbIKaHUE U APYTUE BUJIbl HAPYIIECHUS COEUHEHHUS.

s cereit Ethernet Ha koakcuanbHOM Kabelie 3TH MPOBEPKU MOTYT OBITH OCYIIECTB-
JIEHBI Ha pa0oTaroIIel CeTH.

Dyukyus onpedeneHus pacnpeoeieHus KaOenbHblX HCUI.

OcymecTBiasieT  NPOBEPKY  IPABUIBHOCTH  IOACOCAMHEHUS  KWJI,  HAJIU4YHE
MIPOMEKYTOUHBIX Pa3pbIBOB U MIEPEMBIUEK HA BUTHIX Napax. Ha nucniei BBIBOAUTCS IEPEYEHD
CBSI3aHHBIX MEXy COOOM KOHTAKTHBIX TPYTIII.

Dyuxyus onpedenerus kKapmol Kabeuell.
Hcnonb3yercss 11 COCTaBIIGHHMS KapThl OCHOBHBIX KaOemeld wu  Kkabenew,
OTBETBJISIOIIUXCS OT UEHTPAIBHOTO ITOMEIICHUS.

Asmomamuueckas npogepka KabeJs.

B 3aBucuMocTH OT KOHUTYpaIK BO3MOKHO OMPENETUTh JJIMHY, UMIEAAHC, CXEMY
MOAKJIIOYEHUs 11, 3aTyxaHue u napametp NEXT nHa wactore 1o 100 MI'u. ABTomaTuueckas
MIPOBEPKA BHITIOIHIETCS TSI

- KOaKCHaJIbHBIX KabOele;
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- BKpaHUPOBAHHOM BUTOM mapsl ¢ uMmriegancoM 150 Owm;

- HEAPKPAHUPOBAHHOW BUTOM Mapskl ¢ conpoTuBieHueM 100 Om.

LlerocTHOCTH 1IeTIH MPU MPOBEPKE MOCTOSIHHBIM TOKOM.

Ota QPyHKIMA UCTIONB3YETCs IPU MPOBEPKE KOAKCHAIBHBIX Kabenen Nyisi Bepudukanuu
MPaBUILHOCTHU UCIIOJIb3YEMBIX TEPMUHATOPOB U UX YCTAHOBKHU.

Onpedenenue HOMUHATLHOU CKOPOCIU PACNPOCTPAHEHUS.

@DyHKIMS BBIYUCIIET HOMMHAIIBHYIO CKOpOCTh pacnpocTtpanenus (Nominal Velocity of
Propagation, NVP) mo xa0ento u3BecTHON ATUHBI U JOTOIHUTEIHFHO COXpAHsET MOTyUYeHHbIE
pe3ynbTathl B (aitne s onpenensemMoro nonb3oBareneM tuna kabens (User Defined cable
type) uiu cTaHJapTHOTO Kalersl.

KommiekcHas aBToMaTH4yecKas IIPOBCPKaA I1apbl «CETEeBOM AJaIITCP-KOHIOCHTPATOP»

DTOT KOMIUICKCHBIA TECT MO3BOJISCT IIOoCJICAOBATCIIbHO IMOAKIIOYUTD HpI/I60p MCIKOY
KOHCYHBIM Y3JIOM CCETU W KOHICHTPATOPOM. Tect Ja€T BO3MOXHOCTb aBTOMATHYCCKH
OIIPCACIUTb MCCTOHAXOXKXICHUC NCTOYHHNKA HCUCIIPABHOCTH - Ka6em,, KOHOCHTpATOp, CETEeBOM
aJ[aIlTCP UK IIPpOrpaMMHOC obOecrieueHne CTaHIIUH.

ABTOMaTHUYECKas MPOBEPKA CETEBBIX AN TEPOB.

[IpoBepsier MpaBWIBHOCTh  (PYHKIIMOHUPOBAHUS BHOBb  YCTAaHOBJIGHHBIX  WITU
«TOJ03PUTETHHBIX» ceTeBbIX amanTepoB. /s cereit Ethernet mo utoram mpoBepku coobia-
torcsi: MAC-anpec, ypoBeHb HaIpsDKEHUS] CUTHANIOB (@ TakKe MPUCYTCTBHE U TOJSPHOCTH
umnynbcoB Link Test qiis 10BASE-T). Ecnu curnan e oOHapy»eH Ha CETEBOM ajantepe, To
TECT aBTOMAaTUYECKU CKAHUPYET COSAMHUTENbHBIN pa3beM U KalOemb IJIs UX TUATrHOCTUKU.

Oynkmu cOopa CTAaTUCTUKY.

DT QyHKIIUH TO3BOJISIOT B PEalIbHOM MaciTabe BpeMeHH MPOCIEIUTh 32 H3MEHEHUEM
Han0oJiee BaKHBIX TAPaMETPOB, XapaKTEPU3YIOLINX «3J0POBbE» CErMEHTOB ceTH. CTaTHCTHKA
00BIYHO COOMpPAETCs ¢ Pa3HOM CTENEHbIO IeTaTU3alU MO0 PA3HBIM TPYIIIIAM.

CereBas cTaTUCTHKA.

B oroit rpynme coOpaHbl Haumbojiee BaXKHbl€ CTAaTUCTHUECKHE T[IOKa3aTeld -
k03¢ (ULMEHT UCTOIB30BaHUs cerMeHTa (utilization), ypoBeHb KOJUITM3UN, YPOBEHb OLUTMOOK U
YPOBEHb IIMPOKOBEUIaTeaIbHOT0 rpaduka. [IpeBblenne 3TUMH oKa3aTeasIMHU ONpeIeIeHHBIX
MOPOrOB B IEPBYIO OYEpeIb T'OBOPAT O MpoOJeMax B TOM CETMEHTE CETH, K KOTOpOMY
MOJIKJIFOUYE€H MHOTO(YHKIMOHAIBHBIN TpUOOpP.

CraTtrcTuka OIMOO0YHBIX KaIPOB.

Orta (QyHKUMA TO3BOJSET OTCIACKHBAaTH BCE THUIBI OMIMOOYHBIX KAAPOB JUIS
omnpezeneHHol Texnonorun. Hanpumep, ans texnonoruu Ethernet xapakTepHsl crnegyromue
THUIBI OITMOOYHBIX KaJPOB.

Yxopouennsie kaapbl (Short frames). DTo kaapel, WMEIONINE UIMHY, MEHBIIE
JOTYCTUMOM, TO €CTh MeHbIlle 64 OaifT. MIHOrAa »TOT THN KaapoB nuddepeHuupyoT Ha J1Ba
KJacca - MPOCTO KOpOTKUE Kaapbl (short), y KOTOpHIX MMeeTcs KOPPEKTHAass KOHTPOJIbHAS
CyMMa, U «KOPOTBIIIKI» (runts), He UMEIOIINE KOPPEKTHOW KOHTPOJIbHOU cymMbl. Haubonee
BEPOSTHBIMU IPUYMHAMU MOSIBJIEHNS YKOPOUYEHHBIX KaJPOB SABJISIIOTCS HEUCIIPABHBIE CETEBBIE
aZjanTepsl U UX JApaniBEPBHI.

39



Yanvaennsie kxaapel (Jabbers). OTo Kaapbl, WMEOIIHWE UIMHY, TPEBBIMIAIONTYIO
JTOMyCTUMOE 3HadueHwe B 1518 OGalT ¢ Xopomied WM TIOXOW KOHTPOJBHOW CyMMOA.
Y nuHEHHbIE KaJpbl ABISIOTCS CIEACTBUEM 3aTAHYBILIEHCS Mepenayu, KoTopas MOsBISETCS
M3-3a HEUCIIPABHOCTEN CETEBBIX aalTEPOB.

Kanper HopmanbHBIX pa3MepoB, HO ¢ II0X0W KoHTpoJibHOM cymmoit (Bad FCS) u kaapet
¢ omuOKaMH BhIpaBHHUBaHMs 10 rpaHuile Oaitta. Kaapel ¢ HeBepHOW KOHTPOJIBHON CyMMOI
SIBIISIFOTCSI CJIEJICTBUEM MHOECTBA MPUYMH - TUIOXHMX aJalTEPOB, MOMEX Ha KaOessiX, MI0XUX
KOHTaKTOB, HEKOPPEKTHO pabOTaloUIMX NOPTOB MOBTOPUTENEH, MOCTOB, KOMMYTaTOPOB H
MapuipytuzatopoB. OmuOKka BbIpaBHMBaHUS BCerja COMPOBOXKIAETCS OIIMOKON 1O
KOHTPOJIBHOU CyMME, MOATOMY HEKOTOpBIE CpeACTBa aHalu3a rpaduka He JENaT MEXITY
HUMU paznuuuil. OmmOKa BbIpaBHUBAHUS MOKET OBITh CIEICTBUEM IPEKpPAILEHUS IepeJadyn
KaJipa IpH paclo3HaBaHUM KOJUIM3UU NIEPEAAIOIIUM aJallTEPOM.

Kanpei-ipuzpaku (ghosts) SBISIOTCS pe3ylbTaTOM 3JIEKTPOMArHUTHBIX HABOJAOK Ha
kabene. OHHM BOCIPUHUMAIOTCS CETEBBIMU aJanTepaMHd KaK KaJpbl, HE HMEIOIINe
HOPMaJIbHOTO Mpu3Haka Havyana kaapa - 1010101 1. Kagpei-npuszpaku uMeroT yuHy oosee 72
0aiiT, B MPOTUBHOM CIJIy4ae OHU KJIacCU(PUIMPYIOTCS KaK yaajJeHHbIe KoJutn3nuu. KonmdecTBo
0OHapy>KEHHBIX KaJPOB-TIPU3PAKOB B OOJBIINONW CTENEHU 3aBUCUT OT TOYKH MOJIKIIOUCHHS
ceTeBoro aHanuszatopa. [IpyuvHaMyM MX BO3HMKHOBEHHUS SIBIISIFOTCS METJIM 3a3€MJICHUS U
Ipyrue npoOiemMbl ¢ KabenbHOM cucTeMol. 3HaHWE MPOLEHTHOTO paclpeiesieHus OOIIero
KOJIMYECTBA OMIMOOYHBIX KaJIPOB [0 UX TUIIAM MOKET MHOTO€ MOJCKa3aTh aIMUHUCTPATOPY O
BO3MOXXHBIX MPUYMHAX HETOJAN0K B ceTh. Jlaxke HeOONbIION MPOIEHT OMIMOOYHBIX KaJpOB
MO’KET MPUBECTU K 3HAYUTEIbHOMY CHM)KEHHIO IOJIE3HOM MPONMYCKHOM CIOCOOHOCTH CETH,
€CJIM TPOTOKOJIBI, BOCCTAHABIMBAIOIINE HCKAXKEHHBbIC KaApbl, pabOTalOT ¢ OOJBIIUMU
TaliM-ayTaMd OXXHJaHUA KBUTaHIMN. CyWTaeTrcs, 4yTO B HOpPMaJbHO paboTaromieil cetu
IPOLEHT OMMOOYHBIX KapoB He AokeH npeBbimath 0,01 %, To ecTh He Oosiee 1 ommbo4yHOTrO
kazapa u3 10 000.

Craructrka 1o KOJIU3UsM.

Ora rpymma XapakTepUCTHK JTaeT WH(OPMAIMIO O KOJUYECTBE W BHJIAX KOJUIM3UH,
OTMEUEHHBIX Ha CETMEHTE CETH, MO3BOJIIECT OMPECIUTh HATMUYNE U MECTOHAXOXACHHUE MPO-
OneMbl. AHANIM3aTOPHI MMPOTOKOJIOB OOBIYHO HE MOTYT JaTh MU (epeHInpoBaHHONW KapTHHBI
pacnpeecHus O0IIero Yrucia KOJUTM3HMA 110 WX OTACIIBHBIM THIIAM, B TO K€ BPEMs 3HAHHE
peo0JIaIAtoNIETo THIIA KOJTU3UNA MOYKET IMTOMOYb TTOHSTh MPUINHY TII0OXOH pabOTHI CETH.

Hwxe npuBeieHbl OCHOBHBIC THIIBI KOJUTH3HM ceTH Ethernet.

Jlokanbnas xommusus (Local Collision). SIBnsercs pe3yiabTaTOM OJHOBPEMEHHOMN
nepenayul JIBYyX WIM 0Oojiee y3J0B, NPHHAICKANUX K TOMY CETMEHTY, B KOTOPOM
MPOU3BOIATCS M3MepeHusi. Ecir MHOTO( yHKIIMOHAIBHBIN PUOOP HE TEHEPUPYET KAAPHI, TO B
CeTM HA BHUTOM TMape WIM BOJOKOHHO-ONTHYECKOM KaOelie JOKaJIbHBbIC KOJUTM3UU He
¢ukcupyrorcs. CIMIIKOM BBICOKMH YPOBEHB JIOKAJIBHBIX KOJUIU3HH SIBISETCS CICACTBHEM
npo0seM ¢ KabeTbHON CUCTEMOM.

Vnanennas komnusus (Remote Collision). OTH KOMIM3UKM TPOUCXOAAT HA JAPYrou
CTOPOHE TMOBTOpUTENS (IO OTHOIICHHI0 K TOMY CETMEHTY, B KOTOPOM YCTaHOBIICH
U3MEPUTEIbHBIA TIprOOp). B ceTsaX, MOCTPOECHHBIX HAa MHOTOIMOPTOBBIX ITOBTOPUTEIISAX
(IOBase-T, IOBase-FL/FB, 100Base-TX/FX/T4, Gigabit Ethernet), Bce wu3MepsiemMbie
KOJUTU3HH SIBJISIFOTCS yIaJeHHBIMU (KpOME TEX CITydaeB, KOTJla aHAJIM3aTOp caM TeHEepUpPYeT
KaJIpbl 1 MOKET OBITh BAHOBHUKOM KOJUTH3UH). He Bce aHamm3aTopsl MPOTOKOJIOB U CPEJICTBA
MOHHMTOPHHTA OJMHAKOBBIM 00pa3oM (UKCHPYIOT YAAJICHHBIC KOJUIM3UU. DTO MPOUCXOIHT
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U3-3a TOTO, YTO HEKOTOPHIE N3MEPHUTEIbHBIE CPEICTBA U CHCTEMBI HE (PUKCUPYIOT KOJUIM3HH,
MPOUCXOISIINE MPU TIepeiaye npeaMOyIibl.

[Toznuss kommmsusa (Late Collision). 9To Kon3us, KOTOpas MPOUCXOIUT TOCHE TIe-
penaun nepBbix 64 O6aiiT kaapa (mo mpotokony Ethernet kommusust momkHa 0OHAPYKUBATHCS
pu nepegade nepBbix 64 0alT kaapa). PesyiapTaToM no3aHen Komu3un OyaAeT Kaap, KOTOPbId
uMeeT JIMHY Oosee 64 GaillT U COAEPKUT HEBEpHOE 3HAUCHHE KOHTPOJIbHOM cymMMbl. Yaiie
BCEro 3TO YKa3bIBae€T HAa TO, YTO CETEBOM ajanTep, SBISIOMUNCI UCTOYHUKOM KOH(IIMKTA,
OKa3bIBAETCS HE B COCTOSIHMM MPABUJIBHO NPOCIYHUIMBATH JUHHUIO U IMO3TOMY HE MOKET
BOBpEMsI OCTAaHOBUTH mepenady. Jpyroit mpuunHON MO37HEN KOJUTU3UH SBJISETCS CIMIIKOM
Oosblnas JiMHA KaOelbHOW CUCTEMBI WIIM CIHIIKOM OOJIBIIOE KOJIMYECTBO MPOMEKYTOUHBIX
HNOBTOPUTEJIEH, IPUBOJALIEE K MPEBBIIIEHUI0 MAKCUMAaJIbHOIO 3HAYEHHSI BPEMEHU JABOMHOIO
obopoTa curxana.

Cpennsisi ”HTEHCUBHOCTh KOJUIM3UN B HOPMallbHO paboTaroliel CeTH JO0KHA OBbITh
Mmenbie 5 %. bonpmme Bemecku (6omee 20 %) moryt ObITh MHAMKATOPOM KaOEIbHBIX
npoosieM.

Pacrnipeenenue UCIOIB3YEMbIX CETEBBIX ITPOTOKOJIOB.

Ora cTaTucTUYeCcKas rpyIa OTHOCHTCS K IIPOTOKOJIaM ceTeBoro ypoBHs. Ha mucruiee
OTOOpaXKaeTCcsi CHHCOK OCHOBHBIX NPOTOKOJIOB B YyOBIBAIOMIEM TOPSAIKE OTHOCHUTEIHHO
MPOIEHTHOTO COOTHOIICHHUS KaJpOB, COJACPIKAILIUX IMAKEeThl JJAHHOTO MPOTOKOJA K O0IIeMy
YHCITy KaJpOB B CETH.

Ocnouble otnpasutenu (Top Sendes)

OyHKIMS MO3BOJISAET OTCIICKUBATh HAN0OJIee aKTUBHBIC MTEPEIAIOIINE Y3JIbl JIOKAIbLHOM
cetu. [Ipubop MOXHO HACTPOUTh HAa (PHIBTPAIUIO MO €IMHCTBEHHOMY aJpecy U BBHISBUTH
CITUCOK OCHOBHBIX OTIIPABUTEJICH KaapoB JJIs JAHHOW CTaHIWH. J[aHHBIE OTpakarOTCs Ha
JTUCIUICE B BHJIC JMarpaMMBbl BMECTE C TIEPEUYHEM OCHOBHBIX OTIIPABUTEIICH KaJIPOB.

OcHnosnule nonyyamenu (Top Receivers).
OyHKIMSA TO3BOJSET CIETUTh 3a HauboJiee aKTUBHBIMH y3JIaMHU-TIOTy4aTeIs MU CETH.
Nudopmarnus orobpaxaercs B BUE, aHaJOTUYHOM MTPUBEIACHHOMY BBIIIIE.

OcHoBHbIE TeHepaTOphl MKMpoKoBemareabHoro Tpaduka (Top broadcasted)
OyHKIUS BBISABISET CTAHIIUU CETH, KOTOPBIE OOJIBIIIE OCTATHHBIX TEHEPUPYIOT KaJAPBI C
IIMPOKOBEUIATEIbHBIMU U TPYIIIOBBIMH aJpecaMHu.

I'enepuposanue mpaghuxa (Traffic Generation).

[Tpubop MokeT reHepupoBaTh rpaduk Uis MPOBEPKH PaOOTHI CETH MPU MOBBIIIEHHON
Harpy3ke. Tpaduk MoOXeT TeHepUpOBAThCA MAPAICIBHO C AaKTUBU3UPOBAaHHBIMH (YHK-
nusamu Cemesas cmamucmuxka. Cmamucmuxa owubouyHvlx Kaopos u Cmamucmuxa no
KOJTUBUSLM.

[Tonb30BaTennb MOXET 3a/JaTh MapaMeTphl TEHEPUPYEMOro TpaduKka, TaKhe Kak
MHTEHCUBHOCTh U pa3Mep KaapoB. JlJisi TeCTUpOBaHUSI MOCTOB U MapIIpPyTU3aTOPOB MPUOOP
MOXXET aBTOMATHYECKU cO3/1aBaTh 3arojioBku [P- u IPX-makeroB, u Bce 4uTo Tpebyercs OT
oreparopa - 3TO BHECTH a/Ipeca UCTOYHUKA U Ha3HAYCHUSI.

B xoxe ucneiTaHuil MOJIB30BAaTENh MOXKET YBEJIMYUTh HA XOAY pa3Mep U 4YacToOTy
CJIeIOBaHUS KaJpOB C MOMOIIBIO KJIABUII YIPABICHUS KYpCOPOM. ITO OCOOCHHO IIEHHO TIPH
MOMCKE UCTOYHUKA MPOOJIEM MPOU3BOAUTEIPHOCTH CETH U YCIOBU BOSHUKHOBEHUS OTKA30B.

41



@yHKINN aHAINA3a IPOTOKOJIOB.

OOBIYHO  TOpPTAaTUBHBIE  MHOTO(YHKIMOHAJbHBIE  MPUOOPBHl  MOJJCPKUBAIOT
JEKOJUPOBAHNE M aHAJIU3 TOJBKO OCHOBHBIX IPOTOKOJIOB JIOKAJBHBIX CETEH, TaKuX Kak
npotokonsl ctekoB TCP/IP, Novell NetWare, NetBIOS u Banyan VINES.

B HexkoTOppIX MHOTrO(YHKIMOHAJIBHBIX MPUOOpPaX OTCYTCTBYET BO3MOKHOCTh
JIEKOJMPOBAHUs 3aXBAUYCHHBIX MAKETOB, KaK B aHAIN3aTOpPax MPOTOKOJIOB, a B MECTO 3TOrO
coOupaeTcsl CTaTHUCTUKA O HaumboJjiee Ba)XHBIX MMAKETaX, CBUACTEIbCTBYIOUIUX O HAIMYUU
npoOiueM B cetsax. Hanpumep, npu ananuze npotokosoB creka TCP/IP cobupaercs ctaTuctrka
no mnakeram mnpotokosa ICMP, ¢ moMompbi0 KOTOPOro MapuIpyTH3aTOpbl COOOIIAIOT
KOHEYHBIM y3JaM O BO3HMKHOBEHUHM pa3HOro ponaa omwubok. Jlis pydHOll mpoBepKu
JOCTUKUMOCTH Y3JIOB CE€TH B MPHOOpPHI BKIItOYaeTcs noajaepxkka yrwintel [P Ping, a Takxe
aHaJIOTUYHBIX 10 Ha3HaueHuto yTwinT NetWare Ping u NetBIOS Ping.

MOHUTOPHHT JIOKAJIBLHBIX CeTell HA 0CHOBE KOMMYTAaTOPOB.

HaGmonenue 3a rpadukom.

Tak kak meperpysku HpoLECCOPOB MOPTOB U APYrux 0OpabaThIBAIOIIMX 3JIEMEHTOB
KOMMYTaTOpa MOTYT IPUBOAUTH K MOTEPSM KaJpoB, TO GyHKIMS HAOIIOACHHUS 3a pacnpese-
JeHueM rpauka B CeTH, HIOCTPOCHHON Ha OCHOBE KOMMYTAaTOPOB, OUYE€Hb BayKHA.

OnmHako eciiy caMm KOMMYTaTop He CHa0KeH BCTpoeHHbIM areHToM SNMP m1st kaxkaoro
CBOETO IOpPTa, TO 3ajadya CISKEHUs 3a TrpaduKoM, TPaJUIMOHHO pellaeMas B CETIX C
pazensieMbIMHA CPENAMHU C ITOMOIIBIO YCTAHOBKHU B CETh BHEUIHETO aHAJIN3aTOPa IPOTOKOJIOB,
OYEHb YCIIOKHSIETCH.

OOBIYHO B TPATUIMOHHBIX CETSIX aHAIM3ATOP MPOTOKOJIOB WM MHOTO(YHKIIMOHAb-
HBIH NpUOOp MOAKIIOYAICS K CBOOOJHOMY MOPTY KOHILIEHTPAaTOpa, YTO IO3BOJUIO €My
HaOJII0aTh 32 BCEM TpaduKoM, TiepeaBaeMbIM MEXKTY JIFOOBIMU Y3JIaMH CETH.

Ecnu xe ananuzatop npoTokoJia NOAKIIYUTh K CBOOOIHOMY MOPTY KOMMYTaTopa, TO
OH He 3a(UKCHUPYET MOYTH HUYETO0, TaK KaK KaJpbl eMy Nepe/laBaTh HUKTO He Oy/eT, a uyKue
KaJpbl B €ro MOPT TaKXKe HAMpaBISAThCcs He OynyT. EnuHCTBEHHBIN BHUI TpaduKa, KOTOPBIH
Oyaer (UKCUpOBaTh aHAIMU3ATOP, - 3TO rpadUK HIMPOKOBEUIATENIbHBIX IMAKETOB, KOTOPHIE
OynyT mnepenaBaThCsl BCEM Yy3JaM CETH, a Takke TpaQuK KaJpoB C HEU3BECTHBIMU
KOMMYTAaTOpy aJpecaMy Ha3HayeHus. B ciydyae korja ceThb pa3zeneHa Ha BUPTYalbHBIE CETH,
aHAJIM3aTOP MPOTOKOJIOB OyJIeT (PUKCUPOBATH TOJBKO IIMPOKOBEIIATENbHBIA Tpaduk cBOEH
BUPTYaJIbHOU CETH.

YroObl aHanIM3aTOPaMH MPOTOKOJIOB MOKHO OBUIO MO-TIPEKHEMY IMOJB30BaThCS U B
KOMMYTHPYEMBIX CETSAX, MPOU3BOAUTEIN KOMMYTAaTOPOB CHAa0XalOT CBOM YCTpPOMCTBa
byHKIMEH 3epKaTbHOTO OTOOpaXkeHUs rpaduka J000ro mopra Ha crneuuaidbHbli mopT. K
CIIELMAIIBHOMY IIOPTY IOJKJIIOYAETCS aHaIu3aTop IIPOTOKOJIOB, a 3aTEM HAa KOMMYTAaTOp
nojgaeTcs KoMmaHaa uepe3 ero Moxyinb SNMP-ynpasnenust nnst oroOpaxkeHus Tpaduka
KaKoro-au00 nmopra Ha CrelHallbHbIN TOPT.

Hanuuue ¢pyHKIMN 3epKanu3auy MNOPTOB YACTHUHO CHUMAET MpoOiieMy, HO OCTaBIsIET
HEKOTOpbIe BOMpOckl. Hanmpumep, kak mpocMaTpuBaTh OJHOBPEMEHHO Tpa(uK ABYX IMOPTOB
WM TpaduK mopra, paboTaroImero B NOJHOYTIIICKCHOM PEKUME.

Bonee HagexHBIM CITIOCOOOM CllexKEHUS 3a TpapuKOM, MPOXOAAIIUM Yepe3 MOPThl KOM-
MyTaTopa, ABJIAETCA 3aMEHa aHajlu3aropa npoTtokoja Ha areHTel RMON MIB qs kaxnoro
IIOpTa KOMMYTaTOpa.

Arenr RMON BrITIONHSIET BCe (PYHKIIMU XOPOIIETo aHaau3atopa MPOTOKOJIA IS
npotokosioB Ethernet u Token Ring, cobupas netanbHyto nHpopmanuo 00 HUHTEHCUBHOCTU
rpaduka, pa3IMYHBIX TUTIAX IUIOXUX KaJIPOB, O MOTEPSHHBIX KaJIpax, IPHIEM CAMOCTOSTEIEHO

42



CTpOsl BpEMEHHBIE bl JUIsl Kaxaoro ¢pukcupyemoro napamerpa. Kpome toro, arear RMON
MOJKET CaMOCTOSITEJIBHO CTPOUTh MATpPHULbl NEPEKPECTHOro rpaduka MexAy y3jlaMu CETH,
KOTOpPbIE OYEHb HY)KHBI JUIs aHaIn3a 3((HEeKTUBHOCTH IPUMEHEHUsI KOMMYTaTopa.

Tak xak arenr RMON, peanuzyroumii Bce 9 rpynn o6bekToB Ethernet, crout Becbma
JIOpOro, TO MPOU3BOJMUTENN ISl CHUKEHUS CTOMMOCTH KOMMYTaTOpa YacTO pEealu3yroT
TOJIbKO TIEPBBIE HECKOJBKO Tpymi 00bekToB RMON MIB. [Ipyrum npueMoM CHIKEHHS
CTOMMOCTH KOMMYTAaTOpa SIBJIETCSA UCIOJb30BaHue oaHoro areira RMON it HecKonpKkux
noptoB. Takoil areHT 1o oyepeau MOAKIIYAETCS K HY)KHOMY IOPTY, [TO3BOJISISI CHATH C HETO
TpeOyeMble CTaATUCTUYECKUE JTAaHHBIE.

VYipaBineHne BUPTyalbHBIMU CETSMH.

Bupryanenbie nokaneHbie ceth VLAN mopoxaaroT npoOiemsl s TPaJIuLIUOHHBIX
cucteM ynpasieHus Ha miaatgopme SNMP kak npu ux co3gaHuu, Tak U IpU HaOJIIOJIEHUH 32
UX pabOTOM.

Kak mpaBuio, 11st co3gaHusi BUPTyallbHBIX ceTell TpeOyeTcs crenuaibHOe MporpaMM-
HOe obecrieyeHne KOMITAHUU-TIPOM3BOJAUTEINSA, KOTOpOe paboTaeT Ha IuiaT(opMe CHCTEMBI
ynpasienus, Harpumep HP Open View. Camu mitatopMbl CUCTEM YIIpaBJIEHUs 3TOT IPOIIECC
MO/JIEpKaTh HE MOTYT B OCHOBHOM H3-3a JOJITOTO OTCYTCTBHUS CTaHAApTa Ha BUPTYaJbHBIE
ceTu. MOXXHO HazxesaTeecs, 4TO mnosBiaeHue cranaapra 802.1Q M3MEHHMT CHTyaluIO B 3TOHN
o0nacTH.

Habmionenne 3a paboToil BUPTyalbHBIX CeTeM Takke co3gaeT MpoOieMbl IJis
TPaAULMOHHBIX CUCTEM ynpasieHus. [Ipu co3nannm KapTel CETH, BKIIOYAIOIIEH BUPTYaJbHbIC
CeTH, HEOOXOAMMO OTOOpakaTh KakK (PU3MUECKYIO CTPYKTYpPY CETH, TaK M €€ JOIMYECKYIO
CTPYKTYPY, COOTBETCTBYIOLIYIO CBSI3SIM OTAENIBHBIX Y3JI0B BUPTyajabHOU cetu. IIpu atom mo
YKEJIAHUIO aJIMUHUCTpATOpa CUCTEMa YIPaBJIEHUS TOJIKHA YMETh OTOOpa)KaTh COOTBETCTBUE
JIOTUYECKUX U (PU3MUECKUX CBSI3€d B CETH, TO €CTh Ha OJHOM (PU3NYECKOM KaHaJe JOJIKHBI
0TOOpaXkaThCsl BCE UM OTAEIbHBIC ITYTH BUPTYaJbHBIX CETEH.

K coxaneHuto, MHOTHME CHCTEMBI YIpaBJICHHUs JUOO BOOOIIE HE OTOOpaKkaroT
BUPTYaJbHbIE CETH, JINOO JIENAI0T 3TO OYEHb HEYJOOHBIM JJIsl TIOJIB30BATENS CIIOCOOOM, YTO
BBIHYXKJaeT 00pamaThCs K MEHeIKepaM KOMIAHUH-TIPOU3BOJIUTENCH U1l PEIIEHUs STOU
3a/1a4u.

BriBoabr

MOHHMTOPHUHT U aHAJIU3 CETH MPEACTABISIIOT COOOM Ba)KHbBIE ATAIbl KOHTPOJISI pabOThI
ceTu. J{71s1 BBIMOJIHEHUS 3TUX ATANOB pa3paboTaH psia CPENCTB, IPUMEHIEMbIX aBTOHOMHO B
TEX Ciy4asx, Korja IPUMEHEHHE WUHTEIPUPOBAHHOW CUCTEMBI YIPABJICHUS JKOHOMHUYECKH
HEONPABAAHHO.

B cocraB aBTOHOMHBIX CpPEICTB MOHUTOPMHIA M AHAJIM3a CETU BXOAAT BCTPOCHHBIC
CpPeACTBAa JMATHOCTUKH, AaHAJIM3ATOPbl IPOTOKOJIOB, JKCIEPTHBIE CHUCTEMBI, CETEBBIE
aHaIM3aTOPhl, KaOeIbHbIE CKAHEPHI U TECTEPhI, MHOTO(YHKIIMOHATIbHBIE TPUOOPHI.

AHanu3aTopbl MPOTOKOJIOB 4Yalle BCEro NPEJCTaBISAIOT CcOo0O0M  crernuaibHOoe
OporpaMMHOE oOOecriedeHne MJsl TMEPCOHANBHBIX KOMIIBIOTEPOB U HOYTOYKOB, KOTOPOE
NEPEBOIUT CETEBOH aJanTep KOMIIBIOTEPA B PEXKUM «OECIIOPSIIOYHOT0)» 3aXBaTa BCEX KaJIPOB.
AHanu3aTop NPOTOKOJIOB BBIMIOIHAET IEKOJNPOBAHNE 3aXBAYECHHBIX KaJpPOB JJIs BIOKEHHBIX
IIAKETOB MPOTOKOJIOB BCEX YPOBHEH, BKIIKOYAs IPUKIIATHOM.

CereBble aHaNMM3aTOPBl MPEJCTABIAIOT COOOW MPENM3HOHHBIE TMPUOOPHI IS
cepruukanuu KaOeIbHbIX CHUCTEM MO MEXIYHapoJHbIM cTaHiaptaM. Kpome TOro, 3tu
YCTPOICTBA MOTYT BBIMIOJIHATH HEKOTOPbIE (PYHKIIUU aHAIU3aTOPOB MPOTOKOJIOB.
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KaGenbHbIie ckaHEPHI ABISAIOTCS TOPTATUBHBIMU IPUOOPaMH, KOTOPBIE MOTYT U3MEPHTD
AJIEKTPUUECKUE TapaMeTpbl Kabeneil, a Takke OOHapyX HUTb MECTO MOBPEXKIEHHUsS Kales.
KaGenbHble TecTepbl MPEACTaBISAIOT cOO0M Haubojee MPOCThle MOPTATUBHBIE NPUOOPHI,
CrocoOHbIE OOHAPYKUTH HEUCTIPABHOCTH KaOesl.

MHOropyHKIMOHAIbHBIE MOPTAaTUBHbIE NPHUOOPHI COYETAlOT B cede (PYHKIUHU
Ka0eJIbHBIX CKAaHEPOB M AaHAJIU3aTOPOB MPOTOKOJIOB. OHM CHAGXXEHbl MHOTOCTPOYHBIMU
TUCILICSIMH, KOHTEKCTHO-UYBCTBUTEIbHON CHCTEMOM MOMOIIIH, BCTPOEHHBIM
MUKPOMPOILECCOPOM € IPOTPAMMHBIM 00ECTIEUEHUEM U ITO3BOJISIIOT BBIMOIHATH KOMIUIEKCHYIO
IPOBEPKY CErMEHTOB CETH Ha BCEX YPOBHIX, OT (U3UYECKOro (YTO HE YMEIOT JellaTh
aHaJIM3aToOpbl MPOTOKOJIOB), 0 MPHUKIAIHOro. OTIMYAIOTCS OT aHAJIU3aTOPOB HMPOTOKOJIOB
HOJJIEPKKON TOJIBKO 0a30BOr0 HA0OPA MPOTOKOJIOB JIOKAIBbHBIX CETEM.
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PELIEH3USI

Ha pabo4yro mporpamMmy y4eGHOM AUCIIUILTHHEL
MJK.03.01 DxcrunyaTanus oGbeKTOB ceTeBoi UHQPACTPYKTYPEI
At cnienraneHocth 09.02.06 CereBoe u cucTeMHOe aIMHAHUCTPUPOBAHKE

Pabouas mporpamMma y4eGHOM AMCIUITTHHEL M/IK.03.01 DkcmmyaTarus
O00OBEKTOB ceTeBoit MH(PAaCTPYKTYpsl cooTBeTcTByeT ®I'OC CIIELUATBHOCTH
CPeIHero MpOoQeccuoHaNbHOro obpaszoBanus 09.02.06 «CeTesoe u CHCTEMHOE
AIMIHACTPUPOBAHUEY, YTBEPKICHHOTO NIPUKa3oM MuHHCTepCTBa 06pa3oBanus i
Hayku Poccuiickoli ®enmepanum ot «09» mexabps 2016 1. Ne 1548,
3aperucTpupoBan B MuHucTepeTBe octunuu 26.12.2016 T. (per. Ne 44978).

B pabouyro mporpammy y4eGHON AMCIMINIMHBI BKIIOUEHEL pazziensl
«ITacmopr  paGoueit mporpammsl  y4eGHOM AMCHUIIUHEBY, «CTpykTypa n
COZepxaHue  y4eOHOH  mucnuIuMHBY, «O6pa3oBaTeTbHbIE TEXHOJIOTHIY,
«YCIIOBUsl  pealu3alliM  IPOrpaMMbl  YYeGHOI AUCUUIUIMHEDY,  «[lepeuens
OCHOBHBIX U NONOJHUTENBHBIX HH(POPMALMOHHBIX HCTOYHUKOB, HEOOGXOIUMBIX
AT OCBOCHMS NUCLHUIUIMHEDY, «MeTonudeckue pekoMeHAaMH 06yYarommmMes o
OCBOCHHIO JUCIUIUTUHED), «OLIEHOYHbIE CPEICTBA [l KOHTPOJIS YCIIEBAEMOCTH 1
«JlononHuTeNEHOE OG€ECIIeUeHNe NUCIUILTHHEDY.

Crpykrypa u comepkanme paboueii IIPOIPaMMBl  COOTBETCTBYIOT LIEJISIM
obpasosarenpHOM mporpammel CIIO mo crermamsroct 09.02.06 «CeteBoe u
CACTEMHOC aIMUHUCTPUPOBaHUE» M Oymymeil nmpodeccHoHATBHON NesaTeIbHOCTH
CTyJeHTA.

O6bem  paGouell mporpaMMbl  y4eGHOM  HCIHILIHHEL IIOJIHOCTBIO
COOTBETCTBYET y4eOHOMy IIaHy IIOATOTOBKM IO NAHHOM CIeNHaIbHOCTH. B
[IpOrpamMme 4YeTKO C(HOPMyYJIUPOBAHBI IIENM OOYUESHHS, a TaKikKe IIPOTHO3UPYEMEIE
Pe3yJIbTaThl O0YYEHUs 110 AUCITUTLINHE.

Ha ocHoBanuu mpoBesieHHOMN 3KCIIepTH3a MOXKHO CHEIaTh 3aKJIFOYEHHe, YTO
pabouas mporpamma y4e6HOM MUCHUILTHHEL MJIK.03.01 Oxcmnyaramnus o6sekToB
CETeBOH MH(PACTPYKTYpEl o crenuanbaoctd 09.02.06 «CeTeBoe W CHCTEMHOE
aIMUHUCTPUPOBAHHE) COOTBETCTBYET TpeOOBaHUSIM CTaHaapTa,
IPO(ECCHOHANBHBIM TPeOOBAHMUSIM, 4 TaKkKe COBPEMECHHBIM TPEOOBAHUSIM DHIHKA
Tpyna.

Hupexrop OO0 «busHec accucTenT
«Z29 » ,f)/one%q; 2040r.




PELTEH3US

Ha pabodyo mporpaMmy y4eOHOM TUCITUTIIMHEI
MJIK.03.01 Dxkcrutyaranus o6beKTOB ceTeBoki HHOPACTPYKTYPEI
s cnenranbHocTH 09.02.06 CeTeBoe u cucTeMHOE aIMHUHUCTPUPOBAHNE

Pabouas mporpamma y4eGHOM AUCIUIIITHHEL MJK.03.01 DOxcmmyaranus
OOBEKTOB CETEBOA MHGPACTPYKTYpEl CcooTBeTcTBYeT ®I'OC CIIELIUAIBHOCTH
CPENHEro MpogeccruoHansHOro obpasobanus 09.02.06 «CeTeoe u CHCTEMHOE
aAMUHHCTPUPOBAHUEY, YTBEPKICHHOTO MpUKa3oM MuHuCTepcTBa obpazoBanus u
Haykn Poccuiickoli ®@enmepanuu ot «09y» nexabps 2016 r. Ne 1548,
3aperucTpupoBan B MuHucrepcrse octunum 26.12.2016 . (per. Ne 44978).

B pabouyio mporpamMmy y4eGHON MUCIMILIMHBI BKITIOYEHEL pa3zessl
«ITacmopr  paGoueit mnporpamMmsl  yueGHOM JMCIUILIUHEDY, «CTpykTypa u
COICpXaHWe  y4eOHOM  muCIMIUIMHBD, «OB6pasoBaTeIbHBIC TEXHOJIOTHH),
«YCIOBUsSL  peaNu3aliii  pPOrpaMMBbI y4eOHOM  mucrmmnusey, «Ilepedens
OCHOBHBIX M JIOTIOJHUTENBHEIX HH(QOPMAIIMOHHBIX MCTOYHHUKOB, HEOOXOIMMEIX
ULA OCBOCHUA AUCLUILIUHBD), «MeToaudeckne peKOMeHIaNN 06YYarOmUMCS 110
OCBOCHUIO TUCHUITMHED), «OLEHOYHbIE CPE/ICTBA VTS KOHTPOTS YCIIEBAEMOCTIY 1
«JlomonnuTenbHOE OGEecIeueHNe MUCIIUTLTIHBDY.

CrpykTypa m comepxanue paGoueit IIPOrpaMMBI  COOTBETCTBYIOT LIEJISIM
obpazoBarensHOl mporpammsl CIIO 1Mo cHenuanbHOCTH 09.02.06 «CeteBoe u
CHCTEMHOC aIMUHHUCTPUPOBaHKE» U OyAyIied MpodeccCHOHATBHON NesTeTbHOCTH
CTyJeHTA.

O6beM  paboueil mnporpaMmsl  y4eGHON  MHCIHILIIMHEL IIOJTHOCTBIO
COOTBETCTBYET y4eOHOMY ILIaHY IIOATOTOBKH IO NAHHOW CIENHAIbHOCTH. B
NPOrpamMMe YeTKO CHOPMYIUPOBAHBI LENH OOYUCHHS, & TaKKe IIPOTHO3ZUPYEMEIE
Pe3yJIbTaThl 00yUYeHHUs 10 JUCITUILIHHE.

Ha ocHoBanuu npoBeneHHO# 3KcIepTH3a MOKHO CIeIaTh 3aKJII0YEeHHE, YTO
pabodvast mporpaMma yueOHOH TUCUMUILINHEI MJIK.03.01 Dxcmnyaramus o6seKToB
CeTeBOH MH(PACTPyKTyphl 1o crenuanbHocTd 09.02.06 «CeTeBoe M CHCTEMHOE
aIMUHUCTPUPOBAHUE) COOTBETCTBYET TpeOOBaHUIM CTaHjaapTa,
NPO(ECCHOHANBHBIM TPeOOBAHHUSIM, a TAKKeE COBPEMEHHBIM TPEOOBAHUSIM DPLIHKA
Tpyna.

Wmxenep-nporpammuct 1 kaTeropuu
ornena ACYTII ynpasnenns ACYTIL,

KWITuA, MOII Kpacnomapckoro PITY Hasanbrik
ynpasnenus ACYTT,

unmana «Maxpoperuon O OO0 UK ‘ KUMwA, MO

«CUBUHTEK» Kpacxogapcroro PI1Y

« 29 » 0/&1@%4 20Zor. 5»’% M.B. Jlutyc



