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1. OBIHIASA XAPAKTEPUCTUKA PABOYEH IPOIPAMMbBI YUYEBHOH
JANCHUIIVIMHBI MK.01.01 «KKOMIIBIOTEPHBIE CETHN»

1.1. ObaacTh NpUMeHEHUs POTPaMMBbI

PabGouass mporpamma yueOnoit aucrurmmuabel MJIK.01.01 «KommnbrioTepHbie ceTu» sBsieTCs
YacThIO IPOrPAMMBI MOATOTOBKYU CHEUAINCTOB cpeAaHero 3BeHa B coorsercteuu ¢ ®I'OC CIIO
o creruaabHOCTH 09.02.06 «CeTeBol U CHCTEMHBIN aIMUHHCTPATOPY.

1.2. MecTo AUCHUILTUHBI B CTPYKTYpe MPOrpaMMbl MOAT0TOBKH CHEeNMAINCTOB CPeIHEro
3BeHAa

JucnumirHa BXoAuT B TpodeccuoHanbHblii Moaynb [IM.01 «BeimonHenne paboT 1o
MPOEKTUPOBAHUIO CETEBON HHPPACTPYKTYPHI».

[Ipu u3ydyeHHH AUCHUILIMHBI WCIOJIB3YIOTCS 3HAHUA U yMEHHUS, CHOPMUPOBAHHBIC B
nponiecce uzydenuss auciumiiude MJIK.01.02 «Opranuzanusi, OpUHIUIB TOCTPOCHUS U
GyHKIIMOHUPOBAHUST KOMIBIOTEpHBIX ceTeit», OI1.12 «OcHoBbl Teopun uHpopMmaiuny», OI1.02
«ApxuTekTypa amnmapaTHblx cpenct», OIL01 «OnepanoHHbIE CUCTEMBD). Y CHENIHOE
U3Y4YeHHE JUCIHUIUIMHBI HEOOXOAMMO MJIsi NPOXOXKIACHHS Y4eOHOH M MPOU3BOJICTBEHHOU
npaktuk 1o wmoxaynto [IM.01 «BeimonHeHue paboT 1O MPOSKTUPOBAHUIO CETEBOU
UHQPACTPYKTYph» U I YCBOCHHS MOCHIenyroumx mpodeccnoHanbHbix Mmomaynei [1M.02
«Opranuszanusi cereBoro aaMuHUCTpupoBanus», [IM.03 «Oxkcruyaranus OOBEKTOB CETEBOU

UHQPPACTPYKTYPBI».
1.3. Heau u 3212494 JUCHUIIHHBI, TPe0OBAHMS K Pe3yJIbTATAM OCBOEHUSI AU CHUILTHHBI

B pesynbrare nuzydenus npoheccuoHaIbHOTO MOAYJISI 00y4YaIOIUICs JOKEH:
HMeTh MPAKTHYECKHUii ONBIT B!

— IPOEKTHUPOBAHUMU APXHUTEKTYPHl JIOKATBHOW CETHM B COOTBETCTBMM C IIOCTABICHHOMN
3ajaucii;

— YCTAHOBKE W HACTPOIlKE€ CETEeBBIX MPOTOKOJIOB M CETEBOro 00OpyAOBaHUS B
COOTBETCTBUM C KOHKPETHOU 3a/1a4€H;

— BbIOOpE TEXHOJOTHUH, HMHCTPYMEHTAJBHBIX CPEJACTB MpH OpraHu3alMMi Ipolecca
UCCIIEIOBAaHUSI OOBEKTOB CETEBOW UHPPACTPYKTYPHI;

— obecnieueHny 6€30acHOrO XpaHEeHUsI U nepeAadn HHGOPMAILIUU B JIOKATbHOU CETH;

— HCIIOJIb30BAaHUE CHENMAIbHOIO MPOrpaMMHOIO 00ecnedeHus: Ui MOJEIMPOBAHMS,
NPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

yMeTh:

— MPOEKTUPOBAThH JIOKAJIBHYIO CETh, BHIOMPATh CETEBbIE TEXHOJIOTUU;

— HCIOJNBb30BaTh MHOTO(PYHKIMOHAJIbHBIE MPHOOPHl MOHUTOPHHIA, MPOTPAMMHO-
anmapaTHble CPeJICTBA TEXHUYECKOTO KOHTPOJIS JIOKATbHOU CeTH.

3HATh:

— o0Iue TPUHIMIBI MOCTPOSHUSI CETEH, CETEBBIX TOMOJOTHUN, MHOTOCIOWHON MOJETH
OSI, TpeboBanMil K KOMIIBIOTEPHBIM CETSIM;

— APXUTEKTYpy MPOTOKOJOB, CTAHAAPTU3ALMU CETEH, 3TAllOB NMPOEKTUPOBAHUS CETEBOMU
UH(PpaCTPYKTYpHI;

— 0a30BbI€ IPOTOKOJIBI M TEXHOJIOTUH JOKAJIBHBIX CETEH;

— MPUHLHUIIBI TOCTPOEHHUS BHICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

— CTaHJapThl KaOeneil, OCHOBHBIE BUJbl KOMMYHHUKAIIMOHHBIX YCTPONCTB, TEPMHHOB,
MOHSTHM, CTAHAAPTOB U TUIIOBBIX 2JIEMEHTOB CTPYKTYPUPOBAHHON KaOEIbHOW CUCTEMBI.

MaxkcumanbHasi yueOHas Harpy3ka oOydaromerocs B 3 cemectpe 193 gacos, B ToM uncie:
oOsi3aTenbHas ayJuTOpHAs yueOHas Harpy3ka oOyuatomierocsi 184 yaca;



KOHCYJIbTaIUs 3 yaca;
ATOrOBas aTrecTanusa 6 4acos.

1.4. TlepeyeHb IUIAHUPYEMBIX Ppe3yJbTATOB OO0YYeHHS] MO JAUCHUIIHHe(NlepeYeHb
hopMupyeMbIX KOMIIETEHIINA)

Vuammiics pomkeH o001agath OOIMMMM  KOMIIETCHIIMSIMHM, BKJIIOUAIONIMMU B ceOs
CIIOCOOHOCTb:

OK 01 BreiOupate cmnocoObl pemieHHuss 3a7ad  NpPOPECCHOHATBHON JESATENbHOCTH,
IPUMEHHUTEIBHO K Pa3JIMYHBIM KOHTEKCTAM

OK 02 OcymiecTBisITh MOUCK, aHATU3 U HUHTEPHpETalnio UHPOpMAIUU, HEOOXOTUMOM
JUTSI BBITIOJTHEHHUS 3a/1a4 POo(eCCUOHAIBHOMN eI TeNbHOCTH

OK 03 [InanupoBaTh U peaqu30BbIBaTh COOCTBEHHOE MPOPECCUOHATBHOE U JTUYHOCTHOE
pa3BHUTHE.

OK 04 PaGoTtaTh B KOJUICKTMBE M KOMaHze, 3(P(EeKTUBHO B3aUMOJCHCTBOBATH C
KOJJIEraMH, pyKOBOJICTBOM, KJITMEHTAMH.

OK 05 OcymecTBasaTh YCTHYIO M NHCBMEHHYIO KOMMYHHKAIMIO Ha TOCYIapCTBEHHOM
S3BIKE C YI€TOM OCOOCHHOCTEN COIMANBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 06 [IlposBiaTh TIpaKAaHCKO-MATPUOTHUECKYIO IO3UIMUIO, JIEMOHCTPUPOBATH
OCO3HAHHOE TIOBE/ICHUE HA OCHOBE TPAJIULIMOHHBIX OOLIEUYETIOBEYECKUX LIEHHOCTEH.

OK 07 ConeiicTBOBaTh COXPaHEHHUIO OKPYXKAIOIICH Cpeapl, pecypcocOepereHuIo,
3¢ (HeKTUBHO NEHCTBOBATH B YPE3BBIYANHBIX CUTYAIIUAX.

OK 08 Hcnonbs3oBath cpeAcTBa (U3NUECKON KYJIbTYphI JJIl COXPAHEHUS U YKPEIUICHUS
3I0pOBbsl B TIpolecce MNpopecCHOHATBHON NEATEIbHOCTH M MOJJAEpKaHUs HEOOXOAMMOIo
ypOBHs (PU3UUECKON MOATOTOBIEHHOCTH.

OK 09 MHcnonp3oBaTh UWHGOPMAIMOHHBIE TEXHOJIOTUM B  MPOQPECCHOHATBLHOU
NEeSTENbHOCTU

OK 10 Ilonb3oBaThcsi MpodeccHOHAIbHOW JOKYMEHTalMeld Ha TOoCyJapCTBEHHOM MU
MHOCTPAHHOM S3BIKaX.

OK 11 [InanupoBath NpeANnpuHUMATENBCKYIO AEITEIbHOCTD B MPOPECCHOHATBLHOM cdepe

[1IK 1.1. BeImoiHSITh TpOSKTUPOBaHUE KaOETbHON CTPYKTYPhl KOMITBIOTEPHOM CETH.

IIK 1.2.0cymiecTBisTh BBHIOOP TEXHOJOTHH, WHCTPYMEHTAIBHBIX CPEJICTB U CPEJCTB
BBIUMCIIUTENIHON TEXHUKH MIPU OpPTaHU3alluy Ipoliecca pa3paboTKH U HCCIe10BaHus 0OBEKTOB
poeCCUOHATBHOMN NESITEIHHOCTH

IIK 1.3. OGecneuynBaTh 3alIUTy UH(POpPMAIMU B CETH C UCIOJIB30BAHMEM IPOrPaMMHO-
anmnapaTHbIX CPENICTB.

IIK 1.4.IlpuHuMath y4acTe B MPUEMO-CAATOUYHBIX UCTIBITAHUSIX KOMIIBIOTEPHBIX CETEH U
CETeBOro 00OpYIOBaHUS pPA3IUYHOIO YPOBHS M B OLEHKE KayecTBa M HKOHOMHUYECKOH
3¢ (HEKTUBHOCTH CETEBON TOIIOJIOTHH.

IIK 1.5.BbmonHsATe TpeOOBaHUS HOPMATUBHO-TEXHUYECKOW JOKYMEHTAllUU, UMETh OIBIT
o(opMIICHHSI POEKTHOM TOKYMEHTAIUH.



2. CTpykKTypa M cofep:KaHue Y4eOHOH JUCHHIINHBI

2.1. O0beM y4eOHOi TUCHUIIMHBI M BU/IbI YU4eOHOI padoThI

Bcero wacos CemecTpsl

Bup yue6HOI paboThI 4
Oo0s13aTeibHAsE yueOHasi HATpPY3Ka (Bcero) 184 184
B ToMm uncre:
3aHATHSA JIEKIIMOHHOTO THIIA 96 96
MPaKTHIECKHE 3aHITHS (PAKTHKYMBI) 88 88
nmabopaTOpHBIE 3aHATH
CamocTosiTeJbHasi padoTa (Bcero) 3 3
B TOM YHCIIE:
\Koncyromayus 3 3
\Pechepam
Kypcogoe npoekmuposanue
Camocmosmenvhas 6HeayOUMopHas paboma 6 8uoe OOMAUHUX NPAKIMUYECKUX
3a0arnuil, UHOUBUOYATLHBIX 3A0AHULL, CAMOCMOAMENbHO20 NO0OOPA U U3YUeHUs!
DONOAHUMENbHO20 ThEeOPEMULeCKO20 MAMepuand u op.
By npoMeXyTOYHO# aTTecTallly — 9K3aMeH 6 6
OO1ast TPYZOEMKOCTh YacoB 193 193

2.2. CTpyKTYypa IMCUHHIJINHBI

VYyeOnas qucruruinHa « KoMIbIOTEpHBIE CETH» UMEET CIEAYIONIYIO CTPYKTYPY:

KoJiMuecTBO ayIHTOPHBIX YaCOB
CamocrosiTe1bHast
IIpakTnueckue u
HaunmeHoBaHMe pa3iesioB U TeM Teoperuueckoe padora cTyeHTa
Bcero JadopaTopHble
o0yueHnue (4ac)
3aHATHSA

88 46 42 -
Tema 1.1. BBeaenue B cereBbie TEXHOJIOTHH
Tema 1.2. IpyHIMIBI MAPIIPYTU3ALUM U 96 50 46 _
KOMMYTAalUMH
|Bcero N0 AMCIMILINHE 184 96 88 -

2.3. Temaruueckuii miaH u cogep:kanue yueonoii rucuunanusiMIK.01.01
«KoMnbrooTepHbie ceTm»

HaunmeHoBaHnue Conep:xanue yue0OHOT0 MaTepuaa,
Pa3esioB U TeM JlaGopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITETbHAS O0bém B
MEKTUCHUTITHHAPHOTO yueOHasi padoTa o0yuyaommuxcs, KypcoBasi padora (mpoekT) (eciu yacax
kypca (MJK) npedycmMompenul)
1 2 3
Tema 1.1. BBegenne B Coaep:xkanue 88
ceTeBbIe TEXHOJOTHMH 1 | KommnbrorepHsie ceTr 2

CoBmectHas pabora, VIHTepHET W COBpPEMEHHBIC CETEBBIC TEXHOJOTHH —
00JacTh TPUMEHCHHS W Ha3HAYCHUWE. BUABI KOMIBIOTEPHBIX CETEH.
I'moGampHble ¥ JOKadbHBIE ceTH. OJIHOPAHTOBBIC W KIMCHT-CEPBEPHEIC
apxuTekTypbl. OCHOBHbIE KOMIIOHEHTHI CETEH, ceTeBas cpella U CEeTeBbIC
ycTpoiictBa. TexHonorun mnonkimodeHuss Kk WurepHer. KoHBepreHTHbIe
cetn. KadectBo m HamexHOCTh cereil. OCHOBHBIE TOHATHS CETEBOM
O6e3omacHOCTH. TEHICHIINY Pa3BUTHUS CETEH.

2 | KoHCOnbHBIN AOCTYH, yoaleHHbIH moctyn ¢ momornbio Telnet m SSH, 2
ncnosp3oBanue nopra AUX.
3 | CereBble MPOTOKOJIBLI H KOMMYHHKALUH 4

KomupoBanwe wu mapamerpsl cooOmieHusi. CeTreBble  MPOTOKOJIBI.
B3aumonetictBue mnpotokonoB. HabGop mporokonoB TCP/IP u mporecc
obmena manHeiMH. Opranuzanuu no cranmaptm3anuu: [SOC, TAB, IETF,
IEEE, ISO. MmuoroypoBHebiec Moaenu OSI u TCP/IP. Uukancynsuus




naHubIX. IIpoTokonpHble Onokm maHHeiX (PDU). JlocTym K JIOKadbHBIM
pecypcam. CereBas anpecanus. MAC- u IP- agpeca. Jloctyn k ynainéHHBIM
pecypcam. 1103 no ymosuanuto.

CeteBoii goctyn

[Tporokomnsl 1 cTaHAApTHl PprU3n4ecKoro ypoBHs. CriocoObl MOJKITIOYESHUS K
ceru. CereBble unTepdeticupie miatel (NIC). Cpenbl nmepenayn JaHHBIX U
X XapaKTEpUCTUKU: NPOITyCKHas CIOCOOHOCTh, IPOU3BOJUTEIHLHOCTb.
Buger  Menmueix cereBhix kabeneit: UTP, STP, KoakcHabHBIN.
Pa3HOBUIIHOCTH, OCOOEHHOCTM TPOKJIAIKKH W TECTHPOBaHUS Kabelnei.
Crpykrypa # OCOOEHHOCTH WPOKIAJKHA ONTOBOJOKOHHBIX KaOemeil.
BecmipoBorsie cpencTBa nepenaun nannsix. Cranmapt Wi-Fi IEEE 802.11.
KananbpHbIl ypOBEHB U €r0 NOAYPOBHU: Y IPABJIEHHUE JIOTHUECKUM KaHAJIOM
(LLC) u YnpasneHue 10CTyIIoM K cpene rnepenadu naaasix MAC.
CrpyKTypa Kazpa KaHaJIbHOTO YPOBHS M IIPUHIIUIEI €T0 ()OPMUPOBAHUSL.
CraHgapThl KaHAJIBHOTO ypoBHs. du3ndeckas U JOrH4IecKasi TOMOIOTUS
cetu. TOMONOrUM «TOYKA-TOUKAY, «3BE3/1a», CIIOJTHOCBSI3aHHAS,
«koublieBas». [lomynyruiekcHas 1 OJTHOIYIUICKCHAs Tiepeaaya JaHHbIX.
Oco6ennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Certesble TexHoJsornu Ethernet

CemelicTBo cereBbix TexHoioruit Ethernet. Ilpunnumn paGotsr Ethernet.
Bsaumoneiicteue Ha nogypoBHsax LLC u MAC. YmpasineHue JOCTYIIOM K
cpene nepexaun gaHHBIX (CSMA). MAC-anpec: nnentudukanus Ethernet.
Atpubytel kanmpa Ethernet. IIpenmcraBmenms MAC-agpecoB. OmnHo- U
MHOT03JIpECHOH, IIAPOKOBEIIATETbHON PacChUIOK. CkBo3HOE
nogkiroueHne, MAC- u [P-anpeca.

ITporoxon pazpemenns anpecoB (ARP): npuHIuIs! paboTsl, ponb B
nporecce yaaneHHoro ooMeHa nanHbMu. Tabmunsl ARP Ha ceTeBbIx
ycTpoiictBax. OcHOBHBIE HeocTaTku poTokosia ARP - Harpyska Ha cpeny
nepeaayy JaHHBIX U 0€30MacHOCTb.

OcHoBHasi nHpopmanus o noprax kommyraropa. Tadmuna MAC-anpecos
komMyTtartopa. DPynkius Auto-MDIX. CrocoObl mepechUIKM Kajapa Ha
kommyrtaropax Cisco. bydepuzanus mnamsata Ha  KOMMyTaTopax.
OdukcupoBaHHas 1 MOJyJbHasi KoH(uUrypanuum kommyTratopoB. CpaBHEeHHE
KoMMyTanuu ypoBHS 2 u ypoBHs. Texnomorus Cisco Express Forwarding.
Bupryaneneiii wHTepdeiic kommyTtaropa (SVI), MapmipyTusupyeMsrii
mopt, EtherChannel ypoBus 3. KoHdurypamus wmapmpyTusupyemoro
nopra.

CereBoii ypoBeHb

CereBoll ypoBeHb B IpoLECCE Iepeladd AaHHbIX. [IpOTOKOIBI ceTeBOro
ypoBHsl. OcHOBHBIE XapakTepucTuku IP-nportokona. CTpykTypa nakeToB
IPv4 u IPv6. OcobGeHHOCTH M TpeuMyllecTBa mpoTokonda Pv6. Metoss
MapuipyTu3amuy  y37IoB.  Tabmuma — MapmpyTH3alMd — y3I0B U
Mapmpytuzatopa g nportokoimoB IPv4  wu IPv6.  VYcrpoiictBo
Mapmpytuzatopa — IIpomeccop, mnaMaTe, OIeEpalMOHHAs CHCTEMA.
IlopxiroueHue K MaplIpyTH3aTOpy 4depe3 pasinuuHble nopTel. Hacrpolika
WCXOAHBIX TApaMeTpoB, MHTep(deiicoB, MUI03a M0 YMOJYAHHWIO M JIPYTHX
XapaKTEepUCTHK MapIIPyTH3aTOpPa.

TpaHcNOPTHBIN YPOBEHDb

Ha3znauenue u 3a1a4y TpaHCIIOPTHOTO YPOBHS.

MynpTUNIEKCUPOBaHUE ceaHCOB CBsA3M. OmucaHWe U CpaBHEHHE
nporokosioB TCP u UDP — Hase)XHOCTh M NIPOM3BOIUTENBHOCTD, 00JIACTh
npuMeHeHus. Azapecanms noptoB u cermeHtauuss TCP u UDP. O6men
nanaeiMu o TCP. Tlpomeccet TCP cepBepa. YcranoBienme TCP-
COEIMHEHUsI W ero 3aeepuieHMe. IIpuMHIMIBI  «TPEXCTOPOHHETO
pykonoxarus» TCP. Hané&xsaocte u ympaBieHne motokom TCP -
ITonTBep:keHNEe TOMYYEHHS CETMEHTOB, IOTEPS] NAHHBIX M ITOBTOPHAs
nepenava, ymnpasieHHe MOTOkoM. OOMEH NaHHBIMH C HCIIOJIb30BAHHEM
UDP. IIpoueccs u 3anpocsl UDP-cepsepa, UDP-gararpamMmsl, nporecchl
UDP-knenta. [Ipunoxenus, ucnonssyronire UDP u TCP.

IP-agpecamus

Crpykrypa IPv4-agpecos. CereBas u y3noas yacTts [P-anpeca.
[TpeoOpa3oBaHue agpecoB MEXIY JIBOUYHBIM H JIECITEPUUHBIM
npencrapiaeHneM. Macka noncetu IPv4. CereBoit anpec, aapec y3na u




MIMPOKOBEMIATEIbHBIN anpec cetn [Pv4. [IpucBoeHue y3Iy CTAaTHYECKOTO U
nuHamudeckoro IPv4-anpeca. MHoroaapecHas nepeaada. [lyonmdaasie u
yacTtHble [PV4-anpeca. [Pv4-aipeca cnenmanbHOro Ha3HAYEHHUS.
IIpucsoenue IP-anpecos.

CoBMecTHOE UCTIoNIb30BaHKue NpoTokooB IPv4 u IPv6: nBoiiHol cTek,
TyHHEJIMpOBaHue, npeodpasosanue. [Ipeacrasnenne [Pv6-anpecos.
IIpaBuna coxpamenus 3anucu IPv6-anpecos. UHAMBUIyaNnbHBIH,
TPYNNOBOH, MPON3BONBHBIN THUIIEI IPV6-agpecoB. CTpyKTypHl JIOKAJILHOTO U
r1o0anbHOTO WHANBHAAYANBHEIX [Pv6-anpecos. CraTiueckas u
JUHAMHUYECKast KOHGUTypauy rio0alsHOTO HHINBHIYAIFHOTO aapeca.
Iponecc EUI-64 u cny4aifHO creHepupOBaHHBIN HACHTH(UKATOP
uHTEpdeiica.

ICMP-cepBucel. Otmmums st mpotokonoB [Pv4 u IPv6. Coolbmenus
ICMPvI6  «3Bampoc  k  mapmpyruzatopy»,  «OOBsBIeHHE  OT
MaplIpyTU3aTopay, «3ampoc coceqHero yzina» u «OOBSIBICHHE COCETHETO
y3na». TecTupoBaHHEe ceTH C IOMOIIBIO 3XO0-3alPOCOB. TpaccupoBKa
Mapuipyta. Bpemss mnpoxokaeHus CcurHanza B HOpsMOM U 0OpaTHOM
HanpaBneHusx (RTT). Bpems xwusuu (TTL) IPv4 u mpenen mepexomoB
IPV6.

Paznesnenue IP-cereii Ha moaceTn

Cermenrauusi  [P-cereit. OOMEH  HaHHBIMM  MEXAY  IOJCETSIMH.
[ImanupoBanme azapecanuu B TOACETAX. PacdeTHble (OpMyIBl OIS
CerMeHTalnH ceTh. Pa3OueHne Ha MoICceTH Ha OCHOBE TpeOOBaHMIA Y3JI0B U
ceTell, B COOTBETCTBHU C TpeOoBaHMsAMH ceTeld. OmnpeneneHHe MacKu
mojceTd. Pa3OneHne Ha MOACETH C WCIIONB30BAaHHMEM MAacKH IepeMEHHON
mmael (VLSM). ba3zoBast Mojens n HazHaueHHE OJOKOB aapecoB VLSM.
IInanupoBanue azapecanuu cetd. OcoOEHHOCTH IpoeKTHpoBaHus IPvo6-
cetn. Pa3OueHne Ha TMONCETH C WHCIOJIB30BAHHEM HIACHTH(PHUKATOpPA
unrepdeiica.

[EN

YpoBeHb IpUII0KEHUI

YpoBeHb NPUIOKEHUN, YPOBEHb IMPEICTABICHUS W CEAHCOBBIH YPOBEHb.
IIpumepbl  pacnpoCTpaHEHHBIX  NPWIOKEHUW. IIpoTOKOIBI  YpOBHA
npuinoxenuit. Onnopanrossie cetu (P2P). Moznens THIa «KIMEHT-CEPBEP».
0630p mportokomoB HTTP, HTTPS, SMTP, POP u IMAP. Cuyx06a
nmomeHHBIX UMEH (DNS). @opmaT coobmennii u uepapxus DNS. YTmmura
«nslookup». Cnyx6a DHCP. TIIpotoxon mnepemaun ¢aiinos (FTP).
IIpoTokon oomMeHa OmokaMu cepBepHBIX coodmeHuin (SMB). Konnenmmm
«Bceobsemmmormit MaTepHETY BYOD.  JlocTaBKa  maHHBIX 1O
KOHBEPI'€HTHBIM CETSIM.

Co31aHue U HACTPOIKA HeOOIbIIOH KOMIIbIOTEPHOM CeTH
[TnarupoBaHue U co3aanne HEOOBIION KOMITBIOTEPHOM CETH: OmpeiesieHue
KIIFOUEBBIX ()aKTOPOB, BEIOOP TOIMOJIOTHH U CETEBBIX YCTPONCTB, BEIOOP U
HaCcTpOIKa IPOTOKOJIOB, CHCTEMBI ajipecaliui. Mepsl 0 00eCTIeYeHUI0
6e30I1aCHOCTH CeTH. YA3BHUMOCTH U CETEeBBIC aTaku. Pa3BenbIBaTeNbHBIE
ataku, Ataku noctyna, Otka3 B o6ciayxuBanuu (DoS-ataku). PezepsHoe
KONMPOBaHUE, OOHOBJICHUE 1 YCTAHOBKA MCIpaBlieHHH. MexceTeBble
9KpaHbl. AyTeHTU(HKAIMSL, aBTOpU3aLus 1 y4€T. BKirroueHne nmpoTokosa
SSH.

@DaiioBble CHCTEMBl MapIIPYTH3aTOPOB U KOMMYTaTOpoB. PesepBHoe
KOIMPOBAHHE W BOCCTAaHOBJIICHHE C IIOMOIIBIO TEKCTOBHIX (paiiyios,
IIPOTOKOJIA TFTP, USB-nakonurens. Berpoennsie CITy>KOBI
Mapmpytu3arun. [loanepikka OecrnipoBOAHBIX moxakimodeHnil. Hactpoiika
BCTPOCHHOTO MapHIpyTH3aTOPA.

B mom uucne npakmu4eckKux 3auamuil
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1

CocraBneHre KapThl ceTH VIHTEpHET ¢ MOMOIIBIO VTHIHT «ping» u
«traceroute»

Co3znianue npocTou ceTu:

*  VYcraHoBKa ceaHca KOHCOJIH C CETEBBIM 000py/I0BAaHHEM ITPH TIOMOIIN
nporpaMmsl Tera Term;

¢ Co3spnanue ceTy;

Hacrpoiika OCHOBHBIX apaMeTpoB KOMMYTATOpa.

IIpocmoTp ceteBoro Tpaduka ¢ momoripio mporpammel Wireshark.




4 | TloaxiroueHre KOMIBIOTEPOB K CETH C TIOMOIIBIO Kabenen u 4
OeCTIPOBOTHBIX A/IANITEPOB:
* OmpeneneHne CETEBBIX YCTPOICTB U KaHAJIOB CBS3U;
*  OOXuM ceTeBOro Kabes;
* IIpocMoTp HaHHBIX O OECHPOBOIHBIX ¥ MIPOBOIHBIX CETEBBIX
ajianrepax.
5 | Uzyuenne Ethernet-texnonoruii: 4
* TIIpocmotrp MAC-agpecoB CeTeBBIX YCTPOICTB;
*  Usyuenue xaapoB Ethernet ¢ momomursto nporpammel Wireshark;
* IIpocmotp ARP ¢ momomsto nporpammsl Wireshark, unrepdeiicos
koMmaHgHOH cTpokn Windows u I0S;
* Hcnonn3oBanue uHTep(heiica komanaHOU cTpoku IOS ¢ Tabnumamu
MAC-anpecoB KOMMyTaTOpa.
6 | [TocTpoenue ceTu Ha 6a3ze MapmIpyTH3aTOpPA: 2
* IIpocmoTp TabmHI MapIIPyTH3ANNH Y3JIOB;
*  H3ydenue pU3MUECKHUX XapPaKTEPUCTHUK MapIIPYTH3ATOPA;
* CozngaHue ceTH, COCTOSIIEH U3 KOMMYTaTOpa U MapIIpyTH3aTopa.
7 | V3y4eHue TpaHCIIOPTHOTO YPOBHSI: 2
* HaGmonenue 3a mpoueccoM TpEXCTOpoHHETo «pykomnoxarus» TCP ¢
nomouibto nporpammel Wireshark;
* Usyuenue 3axBaueHHBIX JaHHBIX DNS UDP ¢ moMomnisio mporpaMMsl
Wireshark;
* Uzyuenue 3axBaueHHbix mnakeroB FTP u TFTP c¢ mnomousio
nporpamMmbl Wireshark.
8 | Hactpoiixa [P-agpecarmm: 4
*  Hcnons3oBanue kanbKymaTopa Windows B paboTe ¢ CeTeBBIMU
aJipecamu;
¢  Konseprauus [Pv4-anpecoB B IBOMUHYIO CUCTEMY CUHUCIIEHUS,;
*  Ompenenenne [Pv4/IPv6-anpecos;
*  Hactpoiixa IPv6-agpecoB Ha ceTeBBIX yCTPOHCTBAX;
* TecrupoBaHKe CETEBOTO MOAKIIOUSHHS C TOMOUIBIO KOMaH]| «ping» u
«traceroutey.
9 | Cermenranus [P-cereii: 2
* H3ydeHue KanbKyJATOPOB IIOJICETE;
*  Pacuér noxcereii IPv4;
* PazneneHue ceTeil ¢ pa3IMYHBIMU TOIIOJIOTUSIMU Ha IIOJICETH;
* Pa3paboTka 1 BHEPEHUE CXEMBbI aIpECalii pa3IeIEHHON Ha TIOACETH
IPv4-cetn;
Pa3paboTka u BHeipeHne cxeMbl anpecarmn VLSM.
1| IP-ampecarmms: 4
0|« amamms rpaduka oHOAIPECHO MEepeIauH, UPOKOBEIIATENBHOMH 1
MHOT03JpECHON PaCChIIKH;
* HacTpoiika aapecaruu [Pvo;
* mposepka aapecanuu [Pv4 u IPv6;
®  0TpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
1 | Cermenranus IP-cereii: 4
1| e opranmsanus mojceTH Mo pasIHUHBIM CIEHAPHSM;
*  pa3paboTKa M BHEAPEHUE CTPYKTYpHI anpecanuu VLSM;
®  BHEIPEHHE CXEMbI aJpecannu pa3aeaéHHoi Ha moacetu IPV6-cetu;
®  0TpaboTKa KOMIUICKCHBIX MPAKTUYECKUX HaBBIKOB.
1 | M3y4yeHune 0OCHOBHBIX CETEBBIX CITYXkO: 2
2| Wzydenne pyHKIIM oOMeHa (aitaMu MexXITy 0JHOPAHTOBBIMH
ycTpoiicTBaMu onpesenieHre npeodpazosanuiit PAT;
. Wzydaenue mpasun paborst DNS;
. MN3yuenne npotokosia FTP.
1 | OGecrieueHne 6€30MaCHOCTH CETH: 2
3|« Msydenue yrpo3 ceTeBoii O€30MacHOCTH;

*  JIOCTyII K CETEBBIM YCTPOHCTBaM 1o poTokoay SSH;

10




*  Oo0ecrieueHue 0€30MACHOCTH CETEBBIX YCTPONCTB;

AHanu3 KOMIIBIOTEPHOM CETH M HaCTPOIKa MapIIpyTH3aTOpa:

¢ IIpoBepka 3asepxKeK B Iepeaadl CETEBBIX AKETOB C TOMOIIBIO YTHIIUT
«ping» u «traceroute»;

*  Hcnonn3oBanue uaTepheiica komanaHo crpoku (CLI) ms cbopa
CBEJICHUH O CETEBBIX YCTPOICTBAX;

*  VYmpasnernue daitaMu KOHQHUTYpaUy MapIIPyTH3aTOPa C TOMOIIBI0
MPOTPaMMBbI SMYJISILIMK TEpMHUHANA

*  VYmpasnernue daitaMu KOHQHUTYpaUH YCTPOUCTB C HCIIOIH30BaHUEM
TFTP, ¢aem-namsitu u USB-Hakonurenen
* N3ydeHue mpoueayp BOCCTAaHOBJIEHUS MapojeH.

1
5

[TpoeKTHpOBaHUE U CO3AHKUE CETU ISl MAJIOTO HPEANPUATHS — HTOTOBBIH
HPOCKT

Tema 1.2. IpuHOMIBI
MapIpyTH3aLMH U
KOMMYTAaLUHU

Cooepocanue

96

1

BBegenne B KOMMyTHPYeMbIe CeTH

O6wvenunénnsle cetu. Mepapxus B koMmMyTHpyeMoii cetu. Ponb
KoMMYyTHpYyeMbIx ceTeil. KommyTtupyemas cpena. Jlunamuueckoe
3anonHeHne Tabmuisl MAC-agpecoB KoMMyTaTopa. MeTo bl HEPECHUIKH
Ha KoMMmyTaTope. KoMMyTanus ¢ mpoMeKyTouHbIM XpaHeHHeM. CKBO3Hast
KOMMYTAaLHsI.

KommyTannonssle goMeHbl. CHUKEHUE IEPErPY30K CETH.

OcCHOBHbIE KOHLENIUHM U HACTPOHKAa KOMMYTAllUX

OCHOBHBIE KOHLIENIWH U HACTPOMKa KoMMyTaluuu. [lepBoHadanbHas
HacTPOHKa KOMMYTaTOpa U BOCCTAHOBIICHUE ITOCIIE CHCTEMHOTO c00s1.
Hactpotika goctyna jis 6a30BOro yrpasieHus KoMMyTaTopom ¢ [Pv4.
JlymiekcHas cBsi3b. HacTpoiika mopToB KOMMYyTaTopa Ha (PH3UUCCKOM
ypoBHe. DyHKIMS aBTOMaTHYECKOT0 ONpeieNieHns Thna kadens (Auto-
MDIX). IIpoBepka HacTpoek nopTa komMMmyTaropa. [louck u yctpanenue
po6jeM Ha ypOBHE JJOCTYIIA K CETH.

BbezonacHocTs KOMMyTaTOpa. 3alUIEHHBIN yIANEHHBIN TOCTYIIL.
Hactpotika SSH. PacnpoctpanénHsie yrpo3bl 0€301MacHOCTH:
nepenoiaaenue Tadmuel MAC-aapecoB, DHCP-cniy¢uHr, ncmons3oBanme
ysa3BumocTteit mpotokona CDP, Ataku Telnet u p. AyOuT u mpakTHYECKHe
PEKOMEHAINH TI0 oOecTedeHuo 6e30macHoCTH ceTH. besonacHocTh mopra
kommyTaropa. Orciexuanne DHCP coobmennii. yHkums
6e3omacuoctu nopta. Buner 3anmutet MAC-anpecoB. Pexumbl
pearupoBaHusi Ha HapylieHue 6e3omacHocTH. [IpoBepka u HacTpoiika
nopToB. [Iporoxon cereBoro Bpemeru (NTP).

BuprtyanbHsble JokaabHble ceTH (VLAN)

Buptyansnsie nokansHble ceTH (VLAN) — knaccuduKanus 1 OCHOBHBIE
XapakTepucTUKU. TpaHku BUPTyalbHBIX ceTel. KonTpons
IIMPOKOBEMIATEIbHBIX TOMEHOB B ceTsiXx VLAN. TerupoBanue kaapoB
Ethernet mnst uneatudukammu cetn VLAN. Cetu native VLAN u
terupoBanue crangapra 802.1Q. TerupoBanue rosocosoir VLAN.
Peanuzanuu BupTyanbHoH JIokanbHOU ceTh. HazHaueHue nopToB ceTsiM
VLAN. Hactpoiika TpaHKOBBIX KaHasOB. I[IpoTOKOJ TMHAMHYECKOTO
co3nanus TpankoBoro kaHana (DTP). [louck u ycTpaHeHue HENMOIAIOK B
BUPTYAJILHBIX JIOKAJBHBIX CETAX U TPAHKOBBIX KaHanax. [Ipobnemsr ¢ IP-
anpecanueii cetn VLAN. HecoBnaneHust pe>XUMOB TPAaHKOBOH CBSI3H.
ITpoextupoBanue u obecrnieuenne 6ezonmacuoctd VLAN: hopping, crrydunr
KOMMYTAaTopa, ataka ¢ ABOHHBIM TerupoBanueM, Cets PVLAN nmepumerpa.
[IpakTHdeckne peKOMEHJANH 110 TPOSKTHPOBAHHUIO BUPTYaJIbHON
JIOKQJIbHOH CETH.

Konuenuusi MapipyTu3anum

Hacrpoiika mapmpyrusaropa. MexaHU3MbI HEPECHIIKH MAaKETOB.
[MoaxmoueHne u HacTpoiika ycTpoicTB. CBETOAMOIHbIE MHIMKATOPHI HA
MapipyTu3aTope. AKTUBanus U HacTpoiika IP-agpecanuu. IIposepka
CBSI3HOCTU ceTell ¢ mpsMBIM NoJKIIoueHeM. [IpoBepka HacTpoek
nnTepdeiica. PUIbTPAK BBIXOAHBIX JaHHBIX KOMaH[ «showy.
KoMMmyTanus nakeToB Mexy ceTsiMi. OYHKIMSI KOMMYTalluu
MapupyTu3aTopa. Mapmpytuzanus naketoB. OnpeesneHne myTa.
[Iporiecc MpUHATHS PEIISHUS O MEPECHUIKE MakeToB. BEIOOD
ontuMansHOro myTH. [Ipotokossl RIP, OSPF, EIGRP. Pactipenenenne
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Harpy3ku. AIMUHHCTpUpOBaHue pacctosane (AD) 1 HaIeKHOCTh
MapuipyTa. AHAIHA3 TabJIUIl MapIIPyTH3AINH — HCTOYHHK JTaHHBIX,
MPUHIUIEI (OPMUPOBAHIE BO3MOXKHOCTH HACTPONKHU. 3aTUCH TaOIHIIbI
MaplIpyTU3aLUU JJIs CETeH ¢ MPsIMBIM MOJKIIOYeHUEM. 3alaHne
CTaTHUUYECKUX MapuIpyToB. [IpoTOKOIBI TUHAMUUECKON MapLIpyTH3aIUU
cereit [Pv4 u [Pv6.

Mapumpyrusanus mexay VLAN

[Mpunnune! pabots! Mapuipytusanuu mexxay VLAN. Hacrpoiika
MapIIpyTU3aluy Ha 0a3e MapHIpyTH3aTOPOB ¢ HECKOJIBKUMHU (PU3NIECKUMHU
uHTepdeiicaMu, ¢ UCTIOIb30BaHUEM KOHPUTYparnu router-on-a-stick,
Yyepe3 MHOTOYPOBHEBBIN KOMMYyTaTop. IIpo6neMbl MapIIpyTu3auy MexXIy
VLAN. IlpoBepka koH(PHUTYpany KOMMYTaTOPa U HACTPOCK
Mapmpytuzatopa. Hemomanku B pabore uarepdeiica. Ommoku B [P-
azpecax u Mackax moacetu. Hactpoiika u pabora koMMyTanuu Ha 3-M
ypoBHe. MapmpyTm3anus Mexay VLAN depes BUpTyalbHbBIE HHTEP()ENHCH
KOMMYTaTopa, MapIIpyTu3upyemMsle NopTel. Henmomaaku B HacTpoiikax
KOMMYyTaTopa 3-To ypoBHsL.

CraTuyeckass MapIpyTH3anus

IIpeumymiecTBa 1 3ajauy CTaTUYECKON MaplIpyTu3anuu. TUIbl
CTaTUYECKUX MapLIPyTOB: CTAHAAPTHBIN, 10 YMOJTYAaHUIO, CyMMapHBIH,
mnaBatoniui. Hactpoiika ctatndeckux MapuipyTtoB IPv4 u IPv6. Komanna
«ip route». MapmpyT cieayroero nepexoaa. Hanpsamyto moaximodéHHbIA
cTaTHuecKuil MapipyT. IIoJTHOCTBIO 3a1aHHBIA CTATUYECKU MapIIPYT.
Hactpolika cratuueckoro Mapuipyrta no ymondanuto. Kimaccosas
aapecanus. KiaccoBele Macku nojaceTu. becknaccoBast MesKIOMEHHAs
mapmpytuzanus CIDR. O0sennaenne MapmpyToB. OpraHu3aus
cynepcereil. Mlcronb3oBaHNEe MacoK MMOJICETH (PUKCHPOBAHHOW JITHHBI
(FLSM). Macka nonceru nepemensoit aiuasl (VLSM). Hactpoiika
CYMMAapHBIX U IUIaBAIONINX CTaTHYECKUX MapIIpyToB. Pacuér cymmapHoro
Mapupyta. O6veaunenue ceTeBbix aapecoB IPv4 u IPv6. Tlouck u
yCTpaHEHHUE HeMoJal0K B HACTPOMKAX CTaTHYECKOI0 MapiIpyTa U
MapuIpyTa o yMOJ4aHHIO.

JuHamMuyeckass MapmIpyTH3anus
ITpoTOKOJIBI TMHAMUYECKON MapLIpyTH3ALlUN — Ha3HAUCHUE, TPHHIIUIIBI
paboTs! 1 ucTopus pa3BuThs. CpaBHEHHE TUHAMHYECKOM U CTAaTHIECKON
Mapmpyru3anuu. [IppHIune! paboThl TPOTOKOJIOB MAPIIPYTH3ALNH: ITYCK
rocJie BKIItoueHus nuranus, CereBoe oOHapyxeHne, OOMeH JaHHBIMU
Mmapmpyruzanun, Obecrnedenue cxogumocti. Kiaccuukanus nmpoTokoaoB
Mapupytuzauud. [Ipotokosnst IGP u EGP. JluctraHunoHHO-BEKTOpHBIE
nportokoiisl RIP, IGRP. IIpoTokossl MapiipyTu3auuu o COCTOSIHUIO
kanana OSPF u IS-IS. KiaccoBbie 1 GecknaccoBbie MPOTOKOJIBI
MapIIpyTHU3aud. XapakKTePUCTUKH U METPHKH ITPOTOKOJIOB.
JluHamMu4deckas AUCTaHIMOHHO-BEKTOPHAsS MapIIPyTH3ALIHS.
JMCTaHIIMOHHO-BEKTOPHBII alNrOpuT™M. MexaHU3Mbl OTIPABKU U
MOJIy9YEHHUS TaHHBIX MapIIPyTHU3AIUH, PACIETa ONTUMAIBHBIX MyTeH 1
J00aBJIeHUsI MapIIPYTOB B TAOJIMIy MapUIPYTH3ALUK, OOHAPYKEHUS U
pearupoBaHus Ha U3MeHEeHHs B Tononoruu. Hactpoiika mpotokona RIP:
BkiroueHne RIPv2, oTkitoueHne aBToMaTH4ecKoro 00beANHEHU S,
HacTpoOWKa ITaCCUBHBIX HHTEP(EHCOoB, epeaaya MapIpyTa 110 yMOJIYaHHIO
no cetu. Hactpoiika npotokona RIPng. [Tponecc mapmpyruzanuu no
cocrosiauto kaHana. Hello mpoTtokon. naker cocrosnust kanana (LSP).
JlaBuHHAS pacchUIKA TAKETOB COCTOSHUS KaHaia. JIaBUHHAS pacchlIka
MaKeTOB COCTOSAHUS KaHaina. Co3xganue nepeBa Kparqaimux myreid SPF.
Jo6asnenne mapmpyroB OSPF B Tabmumy mapmpyrusannu. Hegoctatku
MIPOTOKOJIOB MapIIPYTH3AINH II0 COCTOSTHHIO KaHana. Tabmuma
MapIIpyTHU3auy. 3aIUCH ¢ TPSAMBIM HOIKIIOUCHUEM U YIATEHHON CEeTH.
Jlnnamudeckn mosrydaembie MapiipyTel IPv4/6. [Tporniecc moucka

Mapuipyra.

OSPF pas ognoii o6s1actu

CewmetictBo npotokoioB OSPF. XapakTepucTuky, MPUHIMITB paOOTHI U
komroHeHTsl OSPF. Ocobennoctr OSPF mist ogHOM 1 HECKONBKHX
obnacreit. Maructpanbhas oonacts. Mukancymsnus coobmenuii OSPF.
Tuner naketoB OSPF: naker npuserctBus (hello), makeT onucanus 6a3sl
nanubix (DBD), maker 3anmpoca cocrosaus kanana (LSR), maker
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obHoBiIeHHs cocTossHUA KaHana (LSU). makeT moaATBepKACHUS COCTOSTHUS
kanana (LSAck). O6HoBneHUs cocTostHUS KaHana. Pabodne cocTosHUs
OSPF. Brigenennsiif (DR) u pe3epBHbIH BbIIETEHHBIN MapIIPYTH3aTOP
(BDR). Cunxponunzanus 6a3 nanasix OSPF. Hacrpoiika OSPFv2 st
onHoit obnactu. Pexxum koHdUryparmn uaeHTHGUKATOPHI
Mapuipyrusatopa. Vicrions3oBanue nnTepdetica loopback. Brimtouenne
OSPF na untepdeiicax. [lladbnonnas macka. Komanna «networky.
Hacrpoiika maccuBHbIX uHTep(eiicoB. Dopmyia pacyéra METpUKH
croumoctit OSPF. Hacrpoiika 3HaueHHUI TPOITYCKHOH CIIOCOOHOCTH
uHTepdeiica. [IpoBepka coceqHUX YCTPOUCTB, HACTPOSK MPOTOKOJIA,
JAaHHBIX Tporecca u apyrux xapakrepuctiuk OSPF. Cpasuenne OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tomomorus ceru OSPFv3. Hacrpoiika
nnenTuduKaropa mapmpyruzaropa OSPFv3. Bxrouenne OSPFv3 Ha
uHTEepdeiicax.

Cnucku koutpoJs aocryna (ACL)
Crcku kouTpods gocryna (ACL). [Tpunnun pa6otsr ACLcmuckoB. Tums
ACL-cnuckos Cisco aist [Pv4. [IpucBanBanue HomepoB u uMéH ACL-
cnuckam. Pacuér mabnonnoi macku B ACL-crinckax. Pekomennanuu mo
co3nanuio U pazmenieHno ACL-cruckoB. PazmenieHre cTaHapTHBIX U
pacupenasix ACL-criuckoB. Hactpoiika crannaptaoro ACL-cniucka.
[Mpumenenne cranaaptHeix ACL-cninckoB Ha untepdeiicax. Kommentapun
Kk ACL-cniuckam. IIpoBepka 1 pegakTUpOBaHUE CTaHJAPTHBIX
HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3amura noptoB VIY ¢
nomoupio ctannaprHoro ACL-ciimcka IPv4. CtpykTypa u HacTpoiika
pacmmpeHHbIX ACL-cruckoB s IPv4. @unprpanus Tpaduka c
UCTIONB30BaHUEM pacliupeHHBIX ACL-cHcKoB.

ITouck u ycrpanenue Henonanok ACL-cnuckoB. PacripocTpanéHHble

omubku ACL-criuckos. CpasHenue ACL-ciiuckoB aist [Pv4 u [Pv6.

Hactpoiika u mpoBepka ACL-criuckoB gis IPv6.

10

IIporoxon DHCP

[Mporokon DHCP. DHCPv4: 6a3oBas onepanusi, popMar cCooOLICHUIH,
cooO1eHus1 oOHapyKeHus U npeioxkenus. Hacrpoiika, mpoBepka u
petpancisius mpoctoro DHCPv4-cepsepa. HacTpoiika mapmpyTuzaTopa
B kauectBe DHCPv4-knmenTa. Hactpolika MapiipyTuzaropa Kiacca
SOHO. Ilouck u ycTpaHeHHE HEMOIAI0K B paboTe MapIIpyTH3aTopa
DHCPv4. IIpotoxon DHCPv6. ABToMaTHUecKasi HACTPO¥Ka aapeca 6e3
orciexuBanns coctossHusA (SLAAC). [puammn padoter SLAAC ¢
DHCPv6. DHCPvV6 ¢ u 6e3 otcnexxuBaHus coctostHUs. [Iporiecchbt
DHCPv6. Hacrpolika mapuipytusaropa B kauectse DHCPv6-cepBepa u
DHCPV6-kiuenTa. [Touck u ycrpaneHue Hernosanok B pabore DHCPvo6.
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IIpeoOpa3oBanue cereBbIX agpecoB IPv4
IIpeobpaszoBanue ceTeBbix aapecos [Pv4. KonmenryansHoe
npeobpazoBanue ceTeBbix ajpecoB (NAT). TepMUHOIOTHS ¥ PUHIIUIIBI
pabotet NAT. IIpoctparctBo yacTHbIX IPv4-anpecos. CtaTrueckoe u
JUHAMH4ecKoe rpeodpa3oBanue ceTeBbIX anapecoB (NAT).
[IpeodpazoBanue agpecoB nopTtoB (PAT). CpaBHenue NAT u PAT.
IIpeumymecrBa u Hepoctatku NAT. AHanu3 ctaTu4eckoro
npeobpazoBanus NAT. [Ipunmun padotsr qunamudeckoro NAT Hacrpoiika
u nposepka NAT, PAT. [lepeagpecanus nopros. Hactpoiika NAT u
npoTokona [Pvé.

ITouck n ycrpanenue Henonaaok B padore NAT.

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsIx pabom

46

1

Hactpoiika komMyTaropa:
* basoBas HacTpoiika KOMMYTaTOpa;
* Hacrpoiika mapameTpoB 0€30I1aCHOCTH KOMMYTaTopa.

Hacrpoiika O6e30macHOCTH KOMMYTaTOpa:

*  Hactpoiixa npotokona SSH;

*  Hacrpoiika pyukuuu Switch Port Security;

* Ilouck u ycTpaHeHHe HENON/I0K B CcTeMe 0e3011acCHOCTH MTOPTOB
KOMMYTaTopa;

OtpaboTka KOMIUIEKCHBIX IPAKTHYECKHX HABBIKOB.

Konguryparus cereiit VLAN:
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¢ Koundurypamnus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,
* Tlowmck u ycTpaHeHHe HEMOJIAnoK B KoHpurypamuun VLAN;
*  Peanmzarnus cucteMbl 6e3omacHocTH cet VLAN;

*  Peammusanus cereit VLAN i cermeHTanuu ceTei npeanpusTuit
MaJIOro M CpeJiHero Ou3Heca.

4 | Hacrpoiika mapupyruzaTopa:
*  Hcnonb3oBaHue KOMaHbI traceroute Uit OOHAPY>KEHHUS CETH;
*  JloKyMEeHTUpPOBaHHE CETH;
*  Hacrpoiika untepdeticos IPv4 u IPv6;
*  Hactpoiika u mpoBepka HeOOIBIION CETH;
Hccnenosanre MapmIpyToB € IPSMBIM HOAKIIOYEHHEM.
5 | Hacrpoiika MmapmpyTu3anuu:
*  Cocrasnenue cxemsl cetn HTEpHET;
* Hacrpoiika 6a30BbIX TapaMeTPOB MapIIPyTU3aTOPa C HIOMOIIBIO
uaTepdeiica komangHo# ctpoku (CLI) cucremsl Cisco 10S;
*  Hactpoiika 6a30BEIX mapaMeTpoB MapipyTu3atopa ¢ momorsio CCP.
6 | Mapmpyrurzanus mexny VLAN:
*  Hacrpoiika Mmapupyruzanuu mexxay VLAN muist kaxaoro uarepdeiica;
*  Hactpoiixa mapmpytuzanun Mmexxy VLAN Ha ocHOBe cTaHmaprta
802.1Q u TpaHKOBOTO KaHaa,
* Tlouck u ycTpaHeHHE HETONAA0K B MapIIPyTU3AIHH MEXKIY CETIMU
VLAN.
7 | HacTpoiika cTaTudeckoil MapIipyTH3aIiu:
*  Hacrpoiika ctatnaeckux MapmpyTtoB [Pv4/IPv6 mo ymomruanwmro;
* Pa3pabotka u peanuzanus cxemsl anpecanuu [Pv4 ¢ rcmons3oBaHreM
VLSM;
*  Pacuér cymmapHsbix MapupyToB IPv4 u IPv6;
* [louck U ycTpaHEHHE HETOJIAJOK CTaTUYECKUX MaplipyToB [Pv4 u
IPV6.
8 | Hactpoiika nuHaMUYeCKOH MapIIpyTH3AIIUH:
* HccnenoBanne CX0IMMOCTH;
° CpaBHeHHE METOJIOB BbIOOpa IyTH B ipoToKojax RIP.
9 | Hactpoiika mpotokosioB RIPv2 u RIPng.
1 | Hactpoiika npotokomnos OSPF:
0] Hactpoiika 6a3oBoro mpotokona OSPFv2 mis omHON
obmactu;
i bazoBas Hactpoiika npotrokosna OSPFv3 nis ogHoM
o0JacTy.
1 | U3zydenue MexaHU3MOB PabOTHI CO CITUCKAMH KOHTPOJISI JOCTYIA!
1|« HarnmagHoe npencraBienne padotel ACL-crcka;
¢ Hacrpoiika crangaptabix ACL-cuckoB;
¢ Hacrpoiika crangapTHbIX UMeHOBaHHBIX ACL-CIIUCKOB;
*  Hacrpoiika ACL-criucka mst muanii VTY
¢ Hactpoiika pacmmpennsix ACL-CIHMCKOB AJIs pa3IUYHbIX CLIEHAPHEB;
* Tlouck u ycTpaHeHHe Henoaaok B pabote ACL-crucKoB;
*  Hactpoiixka ACL-cniuckos IPv6;
*  OrtpaboTKa KOMIIEKCHBIX IPAKTHYECKUX HABBIKOB.
1 | Hactpoiika ACL-cruckoB:
2 Hacrpotika i mpoBepka ctaagapTHeix ACL-crinckos;
* Hactpoiika u npoBepka orpanudeHuii VIY;
* Hactpoiika u npoBepka pacmmpeHHbIXx ACL-cruckoB;
* Tlouck u ycTpaHeHHe HEMONAA0K B HacTpoiike u pasmeniennu ACL-
CIHCKOB;
*  Hactpoiika u nposepka ACL-cnuckoB ans IPv6.
1 | U3yuenue nporokonoB DHCP:
3

*  basosas Hactpoiika DHCPv4 Ha mapuipyTtusarope;
*  basosas Hactpoiika DHCPv4 Ha xoMMyTaTOpE;
* [lowck u ycrpaneHue Hernonanok B pabore DHCPv4;
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Hactpoiika ceppepa DHCPv6 6e3 oTcnekuBaHus COCTOSTHUS U C
OTCIIC)KUBAHUEM COCTOSIHUSI;

ITouck n ycrpanenue Henonaaok B pabore DHCPv6.

N3zyuenne npotoxosna DHCP:

Hacrpotika mporoxona DHCP ¢ momompio komann Cisco 10S;
OtpaboTka KOMIUICKCHBIX MPAKTHYECCKHX HABBIKOB.

Hpeo 6pa30BaHI/Ie CCTCBLIX aAPCCOB:

Wzyuenne npunimma padotsl NAT;

Hactpoiika ctatuueckoro u nuHamudeckoro NAT;

Peanmmzanms cratndeckoro u auHaMmudeckoro NAT;

Hacrpotiika nepeanpecariu mopToB Ha Mapmpytu3atope Linksys;
ITpoBepka, MOUCK U ycTpaHEHUE HENOIa0K KoHpuryparmii NAT;
OT1paboTKa KOMIIEKCHBIX NPAaKTHIECKHUX HABBIKOB.

Uzyuenne padotsr ¢ NAT u PAT:

Hactpoiika aunamMmuueckoro u cratudeckoro NAT;
Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;
ITouck n ycrpanenue Henonaaok koHpuryparmii NAT.

Kouncyabranus

Hrorosasi arrecrauus

Bcero mo qucuuninHe

193
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2.4. Coaep:xaHue pa3iesioB JUCHHIINHBI

2.4.1. 3aHATHA JEeKIHOHHOI0 THIIA

HaJIeXHOCTH ceTeld. OCHOBHBIE IOHSATHUS CETeBOH Oe3omacHOCTH. TeHIeHIN pa3BUTHS CeTei.
KoHCONBHBIN HOCTYI, yAaIeHHBIH nocTyn ¢ momomibio Telnet u SSH, ucnons3oBanne nopra AUX.
KoaupoBanue u napameTpsl cooOmmeHus. CeTeBble MPOTOKOMIBL. B3anMoneiicTBre MpOTOKOJIOB.
Ha6op npotoxonos TCP/IP u nporecc ooMeHa graHHbIMH. OpraHu3aluy 0 CTaHAAPTU3AINN:
ISOC, IAB, IETF, IEEE, ISO. Muoroyposuessie monenu OSI u TCP/IP. Mnkancynsanus gaHHbBIX.
[IpoTtokonsubie 610ku naHHBIX (PDU). JlocTyn k nokanbHeIM pecypcam. CeteBas agpecanusi.
MAC- u IP- agpeca. Joctym k yaanéuusiM pecypcam. 1103 mo ymomuanuto. [IpoToKosbl U
CTaHIapThl HU3HIecKOro ypoBHs. CriocoObl HoAKIIoYeH s K ceTh. CeTeBble HHTep(elCHBIEC TUIaThI
(NIC). Cpenpl nepenadun JaHHBIX M UX XapaKTEPUCTHKU: IIPOITYCKHAsI CIIOCOOHOCTb,
MPOM3BOAUTENLHOCTE. Busl MeqHbIX ceTeBbixX Kabeneit: UTP, STP, koakcHambHbIHA.
Pa3sHOBHIHOCTH, 0COOCHHOCTH TPOKJIAIKH U TECTUPOBaHUs Kabenei. CTpyKTypa 1 0COOCHHOCTH
POKJIaIKK ONTOBOJIOKOHHBIX Kabenel. becrpoBoansie cpencTsa nepenaun ganubx. Ctanaapt Wi-
Fi IEEE 802.11.KananbHbI ypOBEHb U €70 IIOAYPOBHHU: TOMOJIOIHN «TOYKA-TOUYKAY, «3BE3/a»,
(IOJTHOCBSI3aHHAs», «KoubIeBas». [lomymymniekcHas 1 OJIHOAYIUIEKCHAs Iiepeaada JaHHBIX.
Oco6ennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11. CemeicTBO c€TEBBIX TEXHOIOTHIA
Ethernet. [Tpunnun pabotsl Ethernet. Bzaumoneiicteue nHa nogypoBusix LLC u MAC. Ynpasnenue
moctymnoM k cpene nepenaun faHHeIX (CSMA). MAC-anpec: unentudukanus Ethernet. ATpn0OyTst
kazapa Ethernet. [IpeacraBnenns MAC-anpeco. OJJHO- U MHOTO3APECHOMU, HPOKOBEIATETEHON
pacceuiok. CkBo3HOE noakimtodeHue, MAC- u [P-aapeca. IIporokon paspemicnus agpecos (ARP):
[IPUHIMITB paOOTHI, POJIb B MpOIIecce yaaleHHOro oOMeHa naHHbIMU. Tabmusr ARP Ha ceTeBbIx
yctpoiictBax. OcHOBHBIE HemocTaTKH mpoTokoia ARP - Harpyska Ha cpeny nepenadn gaHHBIX U
Oe3onmacHOCTh. OcHOBHAs HHPOPMAIHA 0 MOpTax koMMyTtaropa. Tabmmna MAC-agpecos
kommyTaTopa. @yrakmus Auto-MDIX. Crioco0Ob! epechUTky Kanpa Ha kKomMmyTtaTopax Cisco.
bydepusanus naMsaT Ha KoMMyTaTtopax. GUKcHpoBaHHAs U MOAYJIbHAS KOHQUTYpaIiu
KoMMyTaTopoB. CpaBHEeHHE KOMMYyTalu ypoBHs 2 U ypoBHs. Texnonorus Cisco Express
Forwarding. BuptyanbHnslit untepdeiic kommyratopa (SVI), Mapmpyrusnpyemslii opt,
EtherChannel ypoBus 3. OcHoBHBIe XapakTepuctuku IP-nporokona. Ctpykrypa nakeros IPv4 n
[Pv6. OcobeHHOCTH M IperMyIIIecTBa MPOTOKosa Pve. Metoasl MmapmpyTuzanun y3moB. Tabmuma
MapHIPYTH3ALUH Y3JI0B U MapIIpyTU3aTopa s NpoTokoioB [Pv4 u IPv6. YcrpoiictBo
MapmpyTu3aTopa — [Iponeccop, mamaTh, onepanioHHas cucTema. [loaximouenne K
MapIIPYTH3aTOPY Yepe3 pa3ImyHble TOPThL. HacTpoiika MCXOIHBIX TapaMeTpoB, HHTEPEHCOB,
[11JIF03a 110 YMOJYaHUIO U IPYTUX XapaKTepUCTUK MaplpyTu3aTopa. Hasnauenue u 3agauun
TPAHCIIOPTHOIO YpOBHA. MyJbTHIIJIEKCHPOBaHUE CeaHCOB cBsA3U. OmucaHNe U CpaBHEHUE
npotokosoB TCP n UDP — Hafe)XHOCTb ¥ IPOU3BOANTENBEHOCTD, 00JIACTh IPHUMEHEHHSI.
Anpecanus moptoB U cermenTaiyst TCP u UDP. O6men nanubimu o TCP. Iponeccet TCP
cepBepa. YcranosieHue TCP-coenuHeHNs 1 ero 3aBepiieHne. [IpHHIHIITE «TPEXCTOPOHHETO
pykonoxkaTtusi» TCP. Hapé&xaocTs 1 ynpasienue notokom TCP - [loareepskaeHue MOMydeHAs
CErMEHTOB, ITOTEPs JAHHBIX U IOBTOPHAS Mepesada, yrpaBieHne noTokoM. OOMeH JaHHBEIMU C
ucnonszosanueM UDP. Ipoueccer u 3anpocst UDP-cepsepa, UDP-patarpammsl, npoueccst UDP-
knenTa. [Ipunoxenust, ucnons3ytomue UDP n TCP.Crpykrypa IPv4-anpecos. CereBas u y3noBas
qacth [P-anpeca. IIpeoOpa3oBaHue aapecoB Mex 1y JBOUYHBIM U A€CATEPUUHBIM IIPEACTaBICHUEM.
Macka noxceru IPv4. CereBoit agpec, anpec y3ia U IIMPOKOBeLaTeNbHbIH anpec cetu [Pv4.
[IpucBoeHue y3i1y cTaTu4eckoro U fuHamuyeckoro IPv4-anpeca. MHoroaapecHas nepenaya.
[Ty6nuunbie u yactHbie [IPv4-anpeca. IPv4-aapeca ciennanbHoro HasHauenus. [Ipucoenue IP-
anpecoB. COBMECTHOE HCIIONIb30BaHNe NPoTOK0JIOB IPv4 1 IPv6: nBoiiHO# cTek, TyHHENNpPOBaHNE,
npeobpazoBanue. [Ipeacrapnenne IPv6-anpecos. [IpaBuna coxpamenus 3amicu [Pv6-anpecos.
MHIMBHAYaTbHBIA, TPYIIOBOI, TPON3BONEHEIH THIEI IPV6-anpecoB. CTPpyKTyphI TOKaIbHOTO U
TII00aNEHOTO MHANBUAYaIsHEIX [Pv6-anpecos. CraTndeckas 1 AMHaAMHYIECKast KOHQHUTYpanuH
riao6anbHOrO HHAMBHAYabHOTO aapeca. [Iponece EUI-64 u ciayuaiiHo creHepupoBaHHBIN
nneHTrduKaTop uHTepdeiica.

ICMP-cepBuchl. OTmnyust st mpotokonos IPv4 u IPv6. Coobmienns ICMPVI6 «3ampoc k
MapIIpyTH3aTopy», «O0BSIBICHNE OT MApUIPYTH3ATOPay, «3alpoc COCETHETO y3Ia» U
«OOBsIBIEHIE COCEIHETO y311a». TecTupoBaHNe CEeTH ¢ IIOMOIIBIO 3X0-3apocoB. TpaccHpoBKa
MapmpyTa. Bpems nmpoxoxaenus curaana B npsiMoM 1 ooparHoM HanpasieHusx (RTT). Bpems
pkm3Hu (TTL) IPv4 u npenen nepexonos IPv6.

Pas3genenuc IP-cereit Ha moaceTn

Ne |Haumenosauue Popma
bassena (Tewb) Conepxanue paszena (TeMbl) TEKyIIero
KOHTPOJISL
2 3 4
1 [Tema 1.1. CoBMecTHast paboTa, IHTepHET 1 COBpEMEHHBIE CETEBbIE TEXHOIOTHU — 001acTh npumenenust u - (I, ¥V
BBenenue B Ha3HaueHue. Bupl KoMIbIOTEPHBIX ceTeil. [1o6anbHble U ToKambHbIe ceTH. OTHOPaHTOBBIE U
ceTeBbIe KJIMCHT-CepBEPHBIE apXUTeKTypbl. OCHOBHBIE KOMITIOHEHTHI CeTeil, ceTeBast cpesia U CeTeBbIe
TeXHOJIOTHH ycrpoiictBa. Texnomorun nomimtouenns k Marepuer. Konseprentasie cetu. Kagecto n
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2  [Tema 1.2.
[IpuHUUNBI
MapIIpy TH3aIH
U KOMMYTaLUU

O6beunénnble cetu. Mepapxus B KOMMyTHpyeMol ceTu. Poiib KOMMYTHpYEMBIX ceTeil.
Kommytupyemas cpena. lunamudeckoe 3anonHenue Tadbmuisr MAC-anpecoB KOMMyTaTopa.
MeTob! IepecbUIKK Ha KoMMyTaTope. KoMMyTanus ¢ npoMexyTouHsiM XxpaHeHueM. CKBO3Has
komMyTanus. KommyTtaruonHsie foMeHbl. CHIDKEHHE eperpy30k ceTi. OCHOBHbIE KOHIIEIIUH 1
HacTpolika kommyTanuu. [leppoHadanbHas HaCTpoiiKa KOMMYTaTOpa U BOCCTAHOBIIEHHUE 11OCIIE
cuctemMHoro c6os. Hactpoiika noctyna i 6a30BOT0 yrpapieHUs: KOMMyTaTopoM ¢ [Pv4.
TyrutekcHast cBsi3b. HacTpoiika mopToB koMMyTaTopa Ha GU3HIecKoM ypoBHe. DyHKIU
ABTOMATHYECKOTO onpeseneHus Tuma kademns (Auto-MDIX). [IpoBepka HacTpoek nopra
KomMyTaTopa. [Torck u ycrpaHeHue Ipo0ieM Ha ypoBHE JOCTyIa K ceTH. be3omacHocTh
KOMMyTaTopa. 3aluIEHHbIN ynanéuusiii foctyn. Hactpoiika SSH. PacnipocTpanénnble yrpo3sl
Oe3onacHocTH: nepenoianenue Tadmunsl MAC-anpecos, DHCP-ciiydunr, nerons3oBanue
ys3BuMocTeld mpotokona CDP, Araku Telnet u ap. AyauT U pakTHYECKHE PEKOMEHAAINH 10
obecnieueHnIo 6e3omacHOCTH ceTu. besomacHocTh mopTa KommyTaropa. Otcnexusanue DHCP
coobmennit. dynkimsa 6e3onacHocTH nopra. Buasl 3ammurtet MAC-aapecos. Pexxumbl
pearnpoBaHus Ha HapylIieHue 6e3omacHocTH. [IpoBepka u HacTpoiika mopToB. IIpoTokon ceTeBoro
Bpemenu (NTP). Buptyansusie nokansable cetd (VLAN) — knaccudukaiys ¥ OCHOBHbIE
XapaKTepUCTUKU. TpaHKK BUPTyabHBIX ceTel. KOHTpoIb MUpOKOBeIaTeIbHBIX JOMEHOB B CETAX
IVLAN. Teruposanue xaapoB Ethernet mns unentugukanuu cetn VLAN. Cern native VLAN u
reruposanue cranaapra 802.1Q. Teruposanue roizocosoit VLAN. Peanusanuu BUpTyanbHOU
imokanbHO# cetn. Haznauenue noptos cetsiMm VLAN. Hactpoiika TpankoBbix kaHasioB. [IpoTokoun
IMMHAMIYECKOTO co3nanus TpankoBoro kanana (DTP). [louck u ycTpaHeHHe HEMONAA0K B
BUPTYAJIBHBIX JIOKAJTBHBIX CETSAX M TPAHKOBBIX KaHanax. [IpoGiemsl ¢ IP-anpecamnueii cetn VLAN.
HecoBnaaeHus pe:KMMOB TPaHKOBOH cBs3H. [IpoexTupoBanue u obecredeHne 6e30macHOCTH
IVLAN: hopping, crypuHr KOMMyTaTopa, aTaka ¢ TBOWHBIM TerupoBanueM, Cetb PVLAN
nepumMetpa. [IpakTHueckue pekoMeHIaluy 0 NPOEeKTUPOBAHHUIO BUPTYaJIbHOH JIOKATIBHOM CETH.
Hacrpoiika mapmpyrusaropa. MexaHn3MBl IepechlIK NakeToB. [loakaroueHue u HacTpoiika
ycTpoiicTB. CBeTOIMOAHBIE HHAUKATOPB! Ha MapIIpyTU3aTOpe. AKTUBAaLUA U HacTpoiika IP-
anpecauu. [IpoBepka cBSI3HOCTHU ceTel ¢ MpsIMbIM HoAKIOUeHHEM. [IpoBepka HacTpoek
uHTepdeiica. GunbTpanust BEIXOIHBIX JAHHBIX KOMaH] «show». KoMMmyTarus makeToB Mexmy

IIponecc mpuHSTHS peleHns 0 nepechUTke makeToB. Bei6op ontuMansHOro myT. IIpoToKOIBI
RIP, OSPF, EIGRP. Pacnipenenenue Harpy3ku. AIMUHHCTpUpOBaHUe paccTosiHue (AD) u
HaJeKHOCTh MapuIpyTa. AHaIN3 TaOIHI MapIIPYTHU3ALUH — UCTOYHHUK JaHHBIX, TIPHHIIAIIBI
(hopMHpOBaHUE BO3MOXXHOCTH HACTPOMKH. 3aIMCH TaOJIHUIIBI MAPIIPYTU3ALUH IS CETeH ¢
HPSIMBIM ITOJIKIIIOYSHNEM. 3aJaHie CTaTHIECKUX MaplIpyToB. [IpOTOKOIBI AUHAMHYIECKOH
Mapupytu3aiuu cereit IPv4 u IPV6. [TpuHimns! paboTsl MapmpyTr3amu Mexay VLAN.
Hacrpoiika mapmpyTu3anuu Ha 6a3e MapIIpyTH3aTOPOB C HECKONBKUMHU (PU3HIECKIMHA
uHTepdelicaMu, ¢ HCIOIb30BaHNEM KOH(PHUTYpaIiy router-on-a-stick, uepe3 MHOTOYpOBHEBBIH
kommyTaTop. [Ipo6memsr Mapmpytuzamuu Mmexay VLAN. [IpoBepka KoHOUTypaun
KOMMYTaTOpa M HaCTpOeK MapuipyTu3aropa. Hemonaaku B pabore naTepdeiica. Ommodku B IP-
azipecax M Mackax rnojcet. Hacrpoiika n pabota koMmmyTanuu Ha 3-M ypoBHe. MapmpyTuzanms
Mmexny VLAN dgepes BUpTyanbHble HHTEp(EHCH KOMMYTaTOpa, MapLUIpYTU3UPyEMbIe TOPTHI.
Henonanku B HacTpoiikax kommyTaropa 3-ro yposus. ClIpenmyinecta u 3aauu cTaTH4eCKOM
MapupyTH3auu. THIBI CTATHYECKUX MapIIPyTOB: CTAaHAAPTHBIH, T0 YMOIYaHHIO, CyMMAapHBIi,
riaBaromuii. Hactpoiika cratmyeckux MapmpyTtoB [Pv4 u IPv6. Komarna «ip routey». MapmpyT
cnenymomiero nepexonaa. Hanpsimyio noakmo4€HHbIN cTaTnueckuilt Mmapuipyt. [lonHocTbIO
3a/IaHHBIN cTaTu4yeckuii MapupyT. HacTpoiika craTHueckoro Mapupyra 1no yMoJ4aHHIo.
Kunaccosas agpecanus. KnaccoBeie Macku nojceru. becknaccoBast Mex10MeHHas: MapUIpyTH3aLUs
CIDR. O6wvenunenune MapmpyToB. Opranmszanus cynepcereil. Vicmonp30BaHne MacOK MOACETH
¢uxcuposannoit umHel (FLSM). Macka noacetn nepemennoit juinasl (VLSM). Hacrpotika
CYMMapHBIX M IIaBAIONIUX CTATHYECKHX MapIIpyToB. Pacuér cymmapHOTro Mapupyra.
Oo0bennHenne ceteBbIx anpecoB [IPv4 u IPv6. [ouck u ycTpaHeHHe HEMoIaI0K B HACTPOHKaxX
CTaTMYECKOTO MapLIpyTa U MapuIpyTa o yMoiIyaHuio. [IpoTokosbl JTuHaMu4yecKon
MapuIpyTH3aIUy — Ha3HAYeHHe, TPUHIAITE pabOTHI U UCTOPHS pa3BUTHA. CpaBHEHHUE
JUHAMHYECKOH M CTaTH9eCKOH MapmpyTu3anuu. [IpHHImIB paboThl MPOTOKOIOB
MapIIpyTH3aIUH: ITyCK MOCIe BKIfoueHust nuranus, CereBoe oOHapyxeHne, OOMeH JaHHBIMU
MapmpyTtuzauu, Obecnedenue cxoanmocti. Kitaccudukanust mpoTOKOJIOB MapIIpyTH3AIIH.
IIporoxonsl IGP u EGP. luctanimonHno-sexkropHbie npotokossl RIP, IGRP. ITpotokossl
MapIIpyTH3auy 1o cocrosiuuio kanana OSPF u IS-IS. KnaccoBsle u 6eckiaccoBble IPOTOKOIBI
MapuIpyTU3alnuu. XapakTepUCTUKN U METPUKU IIPOTOKOJIOB. JIMHaMUUeCcKasi AUCTaHLIMOHHO-
BEKTOpPHAs MapuIpyTu3anus. JucTaHIMOHHO-BEKTOPHBII anroputM. MexaHu3Mbl OTIPaBKH U
MOTyYeHHs JaHHBIX MapIIPYTH3aIMH, pacyéTa ONTHMAIbHBIX IyTel 1 100aBICHNS MapIIPyTOB B
TaONuIy MapIIpyTH3aIuy, OOHAPYXEHHUS U PearipOBaHUs Ha N3MEHEHUS B TOIIOJIOTHH.
Hacrpoiika mpotokona RIP: Bximtouenue RIPvV2, oTkiroueHre aBTOMaTHYECKOTO 00BETMHEHHS,
HacTpoOiiKa TaCCHBHBIX HHTEP(EHCOoB, epeada MappyTa Imo yMoT4aHuIo o ceTu. Hactpoiika
npotokoia RIPng. TIponece mapripyrusanuu no cocrosiuuio kanaia. Hello mpotokos. maker
cocrosinus kanaia (LSP). JlapuHHas pacchlika MakeToB COCTOSIHUS KaHaua. JIaBuHHas pacchbuika
MaKeToB cocTosiHUs KaHana. Co3nanue nepeBa kpardaimmx nyteil SPF. JlobaBnenue MapuipyToB
OSPF B tabnuiy mapmpytuzanuyi. HenoctaTku poTOKOJIOB MapIIpyTU3ALUH IO COCTOSHHIO

kanana. Taonuna MapipyTUu3amnuu..

cersiMu. OyHKIUS KOMMYTAIlMU MapIIpyTu3atopa. Mapmipyruzanus naketoB. OnpeeneHue myTH.

T,y

[Tpumeuanue: T - TectupoBanue, P - Hanncanue pedepata, Y - yeTHBIH onpoc
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2.4.2. TlpakTuyeckKue 3aHATHUS

TEXHOJIOIHHU

«traceroute»

Co3maHue MpoCTOH CeTH:

*  VYcraHOBKA CEaHCa KOHCOJIH C CETEBBIM 000pPYIOBaHNEM IPH
oMoy nporpammsl Tera Term;

* Co3gaHue ceTu;

Hacrpoiika OCHOBHBIX ITapaMeTpoB KOMMYTaTOpa.

[IpocmoTp ceTeBoro Tpaduka ¢ momMompo mporpamMsel Wireshark.

[lonkmroueHHne KOMIBIOTEPOB K CETH C TIOMOIIBIO KaOenel u
0eCIIpOBOTHBIX a/1allTePOB:

*  OmpeneneHue CETEBBIX YCTPOWCTB U KAHAIIOB CBSI3H;
*  OO0XHuM ceTeBOro Kabdes;

* IlpocMOTp HaHHBIX O OECHPOBOIHBIX U MIPOBOJHBIX CETEBBIX
ajanTepax.

Mzyaenue Ethernet-texHonoruid:

* IIpocmorp MAC-anpecoB cEeTEBBIX YCTPOUCTB;

*  Uyuenue kampoB Ethernet ¢ momommpro mporpammer Wireshark;

* IIpocmorp ARP ¢ momormkro mporpammer Wireshark,
unrepdeiicoB komanaHoi crpoku Windows u 10S;

* Ucnonp3oBanue nntepdeiica komanHoit ctpoku 10S ¢
tabnuuamu MAC-aapecoB KoMMyTaTopa.

[TocTpoeHue cet Ha 6a3e MapuIpyTH3aTOpa:
* IIpocMoTp TabIMIl MapUIPyTH3ALUH Y3JIOB;
*  l3ydeHue pU3MYECKUX XaPAKTEPUCTHUK MapLIPYTH3aTOPa;

*  Cosznanue ceTH, cocTosieil u3 KoMMyTaTopa u
MapHIpyTH3aTopa.

3ydeHue TpaHCIIOPTHOTO YPOBHS:

* HabGmioneHue 3a mporieccoM TPEXCTOPOHHETO «PYKOTOMKATHS
TCP ¢ nomorusto nporpammsl Wireshark;

®* Usyuenme 3axBaueHHBIX AaHHBIX DNS UDP ¢ mnomomisio
HPOTPAMMBI
Wireshark;

* U3zyuenue 3axBaueHHbix maketroB FTP u TFTP ¢ nmomouisio
mporpammbl Wireshark.

Hacrpoilika [P-anpecanuu:

*  Hcnosnp3oBanue kanbKyasitopa Windows B paboTte ¢ ceTeBbIMU
azpecamu;

*  Kounseprauus [Pv4-anpecoB B IBOMUHYIO CUCTEMY CUHCIICHUS;

*  Omnpenencuue [Pv4/IPv6-anpecos;

*  Hactpoiika IPv6-aapecoB Ha ceTeBBIX yCTPOICTBaX;

* TecTupoBaHHE CETEBOT0 MOAKIIOYEHNUS C TOMOIIBIO KOMAH]]
«ping» U «traceroutey.

CermenTarus IP-ceTeii:

* H3yueHue KalbKyISTOPOB MOACETEH;

* Pacuér noacereit [Pv4;

*  Paznenenue ceTeil ¢ pa3IMYHBIMU TOIMOJIOTUSAMHU Ha TOJICETH;

* Pa3paboTka U BHEIpEHUE CXEMBI aJjpecaliy pa3acaEHHON Ha
noaceru IPv4-ceru;

Pa3zpaboTka 1 BHeipeHHe cxeMbl aapecarn VLSM.

dopma
Ne HaumenoBanue pasnena HaunmeHoBaHMe pakTHUECKUX paboT TEKYIIEro
KOHTPOJIS
1 2 3 4
1 Tema 1.1. Beenenue B cetebble  |CocTaBieHHe KapThl ceTH VHTepHET ¢ moMompio yTiiuT «ping» u[IP,Y, T
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IP-angpecarus:

*  ananu3 Tpaduka OAHOAAPECHON MepeaaUH,
[IMPOKOBEINATEIBHONW ¥ MHOTOAIPECHON PACCHIIKHY;

*  HacTpoiika aapecanuu [Pvo;
* mpoBepka aapecauuu [Pv4 u IPv6;
®  0TpaboTKa KOMIUICKCHBIX MPAKTHYECKUX HABBIKOB.

Cermenranus IP-cereii:
®  OopraHM3aunus MOJACETH MO Pa3INYHBIM CLICHAPUIM;
*  pa3paboTKa M BHEAPCHHE CTPYKTYPHI agpecanuu VLSM;

®  BHEApEHHE CXEMBI a/Ipecaliuil pa3aenéHHoi Ha moacetn IPv6-
CeTH;

° OTpa6OTKa KOMIUIEKCHBIX ITPAKTHYICCKUX HABBIKOB.

3ydeHne OCHOBHBIX CETEBBIX CITyXkO:

. N3zydenue ¢pyHkium ooMeHa daiaamu MexIy
OTHOPAHTOBBIMH yCTPOICTBaMH OMpeeNieHre IpeoOpa3oBaHuiA
PAT,;

. Wzyuenne npasui pabotsl DNS;

* N3yuenue nportokona FTP.

ObGecrnieueHre OE30MaCHOCTH CETH:

*  U3ydenue yrpos ceTeBoii 0€30MacHOCTH;

e JlocTym K ceTeBBIM yCTpoiicTBaM 1o npotokony SSH;
*  OOecrieueHne 0E30ITaCHOCTH CETEBBIX YCTPONCTB;

AHaM3 KOMIBIOTEPHOH CETH M HACTPOMKa MapIIpyTH3aTOpa:

* IlpoBepka 3aepXKeK B IIepeadll CETEBBIX MAKETOB C TOMOIIBIO
YTUIIUT «ping» U «traceroutex;

*  Ucnonp3oBanue uaTepdeiica komanauoi crpoku (CLI) ms
cbopa cBe/leHHH O CETEeBBIX yCTPOIicTBaX;

*  VYnpasienue daiiaMu KOHOUTYPALUH MapIIPYTH3aTOPa C
TIOMOIIBIO IPOTPaMMBI IMYJISIIIMK TepMHHAJIA

*  VYnpasienue (aiamMu KOHGUTYpaIUU YCTPOKUCTB C
ucnonp3oBanueM TFTP, ¢pnemr-nmamsta u USB-Hakonmrene

*  N3ydenue mporenyp BOCCTAHOBIEHHS MapoJIeH.

HpOGKTHpOBaHI/IC 1 CO3JaHHC CCTU IJId MAJIOTO NPEANPUATHA —
MTOTOBBIM IIPOCKT

Tema 1.2. [IpyHIUNBI
MapIIpyTH3alMA U KOMMYTalIuu

Hactpoiika kommyTaropa:
* ba3oBas HacTpoiika KOMMYTaTopa;
*  Hacrpoiika napamerpoB 0€300acCHOCTH KOMMYTaTOpa.

HacTtpoiika 6€30macHOCTH KOMMYTaTopa:
*  Hactpoiika npotokoia SSH;
*  Hacrpoiika pynkuuu Switch Port Security;

® Ilouck n YCTpAaHCHUEC HCNIOJIAJOK B CUCTEME 0e30IMacCHOCTH
IIOPTOB KOMMYTATOpa

Kondurypamms cereit VLAN:
*  Kondurypamms cerelt VLAN 1 TpaHKOBBIX KaHAJIOB;
* [lowuck n ycTpaneHne Hemoyaaok B KoHGurypanun VLAN

Hactpoiika mapiipytuszaTopa:
* Hcnonp3oBaHue KOMaH/HI traceroute 1t 0OHAPYKEHHS CETH;
®*  JIoKyMEHTHpOBaHHUE CETH;

*  Hacrpoiika nntepdeiicos IPv4 n IPv6;
Hacrpoiika 1 npoBepka HeOOIBIIOH ceTH

HacTtpolika MapmpyTu3aniu:

*  CocraBnenue cxembl ceTH MHTEepHET;

*  Hacrpoiika 6a30BbIX TapaMeTPOB MapIIpyTU3aTOPa C TOMOIIBIO
uHTepdeiica komanaHoit crpoku (CLI) cucremsr Cisco 10S;

* Hacrpoiika 6a30BbIX TapaMeTPOB MAPIIPYTH3ATOPA C TOMOIIHIO
CCP.

[PV, T
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Mapupyruzamus mexay VLAN:

*  Hactpoiika mapmpytusanuu Mexay VLAN ams xaxaoro
unHrepdeiica;

*  Hactpoiika mapmpytuzanuu mexgy VLAN Ha ocHOBe
cranaapta 802.1Q u TpaHKOBOTO KaHAaa;

* [lowuck u ycTpaHCHHE HETOJAJ0K B MAPIIPYTH3AIKUU MEKITY
cetsimu VLAN.

Hacrpolika cTaTU4ecKOi MapIIpyTU3aluu:

*  Hactpoiika cratnaeckux MapuipyroB [Pv4/IPv6 mo
YMOJIYaHUIO;

*  Pa3paboTtka u peammzamus cxemsl agpecanuu [Pv4 ¢
ucnoyb3oBanneM VLSM;

*  Pacuér cymmapusix MapuipytoB [Pv4 u IPv6;

* Tlouck U ycTpaHeHUE HEMOJIAJ0K CTATHYECKUX MapIIPYTOB
IPv4 u IPv6.

HacTtpolika tTuHaMHYeCcKOM MaplIpyTU3aLUU:

* HccnenoBanue cXo0IMMOCTH;
° CpaBHeHHE METO/IOB BEIOOPA IYTH B MMPOTOKOIAX
RIP.

Hactpoiika npotoxosoB RIPv2 u RIPng.

Hactpoiika npotokonoB OSPF:

° Hacrpotika 6azoBoro npotokona OSPFv2 ms
0JTHOM 00J1acT

3yyeHne MexaHU3MOB PaOOTHI CO CIIMCKAMU KOHTPOJIS AOCTYTIA:

*  Harmagsoe npencrasnenne padotel ACL-crmcka;

*  Hacrpoiika crangaptaeix ACL-cnuckos;

*  Hacrpoiika crangapTHbIX UMeHOBaHHbIX ACL-CIIHCKOB;

* Hacrpoiika ACL-cniucka nnst munuii VTY;

* Hacrpoiika paciupeHHbix ACL-cicKoB ISl pa3Iu4HbIX
CIICHApHEB;

* Tlowuck u yctpanenue Henosagok B pabore ACL-crinckos

Hactpoiika ACL-criuckos:

*  Hacrpoiika u npoBepka ctanaapTHbix ACL-criucKoB;
* Hacrpoiika u npoBepka orpanuuenuii VTY;

* Hacrpoiika u nposepka paciupeHHbix ACL-cHucKOB;

* Tlouck u ycTpaHeHUE HEMOJIAI0K B HACTPOUKE U PA3MEICHUN
ACL-cruckos;

M3yuenue nporokosoB DHCP:

* bazosas Hactpoiika DHCPv4 Ha mapmpyTuzarope;

* basosas HacTtpoiika DHCPv4 Ha kommyTartope;

* [Tlowuck u yctpanenue Henonanok B pabore DHCPv4;

* Hacrpoiika cepsepa DHCPv6 6e3 oTciie:KuBaHusI COCTOSTHUS U C

OTCIIe)KUBAHUEM COCTOSHUS;
* Tlowuck u yctpanenne Henonaaok B pabore DHCPv6.

M3yuenne nporokona DHCP:
*  Hactpoiika nporokona DHCP ¢ nomomrsio komana Cisco 10S;
*  OTtpaboTKa KOMITJIEKCHBIX MPAKTHYECKUX HABBHIKOB.

[IpeoOpa3oBaHme CETEBBIX aIPECOB:

*  Usyuenue mpuniumna padotsr NAT;

*  Hacrpoiika cratnaeckoro u guHammdeckoro NAT;
*  Peaymzanus cratnyeckoro u qruHamudeckoro NAT;

o HaC’I‘pOﬁKa nepeaapecan NOpToOB HA MAPUIPYTU3ATOPEC
Linksvs:

MN3yuenne pabotsl ¢ NAT u PAT:

* Hacrpoiika nuHamuueckoro u ctarnyeckoro NAT;

* Hactpoiika NAT-nyna ¢ neperpyskoil u PAT;

* Tlouck u ycrpaneHue Henonaok konpurypanuit NAT.
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2.4.3. JlabopaTopHble 3aHATHA

— He MPeayCMOTPEHBI

2.4.4. TlpumepHasi TeMaTHKA KypCcOBBIX padoT

— HE MPeyCMOTPEHO

2.4.5. Conep:kaHue caMOCTOSITEIbHOM PadoThI

— HE IPEyCMOTPEHO

2.4.6. IlepedyeHb yueOHO-MEeTOIUYECKOI0 O0ecnedeHusI A CAMOCTOATEIHLHOH PadoThI

00yYaKOIIMUXCS MO TUCIUNIHHE
Ha camocTosTenpHyI0 paboTy CTYICHTOB OTBOJUTCS HOJIb YaCOB y4eOHOTO BPEMEHH.

21



3. O0pa3oBaTejibHbIE TEXHOJIOTHH

Jliis yay4mieHusi yCBOGHHs Y4eOHOTO Marepuayia MpeayCMaTpPUBACTCS HCIIOJIb30BAHUE
AKTUBHBIX W MHTEPAKTHBHBIX (POPM IMPOBEACHHS AYAUTOPHBIX W BHEAYIUTOPHBIX 3aHATHHA C
1eNIbI0 (POPMHUPOBAHMS U Pa3BUTHUS MPO(ECCHOHATBHBIX HAaBBIKOB OOydYaromuxcs. B mporecce
NperoJaBaHusl TMPUMEHSIOTCS  00pa3oBaTeIbHBIC TEXHOJIOTHH PAa3BUTHS  KPUTHYECKOTO
MBIIUICHUS], TPOOJIEMHOE 00yUeHHEe, MPOEKTHOE 00yUueHne, paboTa B MaJIbIX TpyMIax.

3.1. Ob6pa3oBaTe/bHbIe TEXHOJOTHMHU NIPH MPOBEAeHUH JeKIMii

Mi3yuaeMbie TeMbI JHCHHILIMHBI TexHos0ruu, NpuMeHsieMble IPH Kou-Bo
NpPOBeAeHUH JeKIHOHHBIX 3aHATHI 4acoB
1 AyInoBH3yabHBIC TEeXHOJIOTHHA6™*
Tema 1.1. BBeieHue B ceTeBble T€XHOJIOTHH TexHosorns NpobIeMHOT0 00yIeHHS
> AynnoBH3yaJbHBIC TexHOIOTHH[>0*
Tema 1.2. IIpyHUMIBI MADIIPYTH3AIMHE H KOMMYTAUMH  TeXHOJ0rHs NPOOJIEMHOTO 00yYEHHUs!
Bcero no auciuoiiHae (B TOM YHCIe HHTEPAKTHBHOE 00yueHme™) 96(96%*)

3.2. O6pa3oBaTe/ibHbIe TEXHOJOTHM NP NPOBEIEHUN MPAKTUHYECKHUX 3aHATHI

W3y4aemble TeMbl AMCIHILIAHBI TexHoJsiornu, npuMeHsieMbie TPH Koua-Bo
NPOBe/IeHHH MPAKTHYECKHX 3aHATHIH 4acoB
Cemectp 4
Tema 1.1. BBeneHnue B ceTeBble TEXHOJIOTHH
1 CO'CTaBJ'IeHI/Ie KapThl ceTH MHTEpHET ¢ MOMOLIbI0 YTHIMT|KOMIIBIOTEpHBIE — CUMYJISALUH,  pa3dop 2*
«ping» U «traceroute» KOHKPETHBIX CHTYaIHi
Co3znanue mpocToi ceTu: 2*
®* VcraHOBKa ceaHca KOHCOJIHM C CETEBBIM
2 obopymoBanueM mpu oMoty nporpammsl Tera Term;
* Cosznanue ceru; KommbloTepHble  CUMYJSAIUH,  pa3dop
HacTpoiika 0OCHOBHBIX TapaMeTPOB KOMMYTATOpa. KOHKPETHBIX CHTYalHi
3 [IpocmoTp ceTeBoro Tpaduka ¢ MOMOIIBIO IPOTPAMMEI KommbloTepHble  CUMYJSAIUH,  pa3dop 2*
Wireshark. KOHKPETHBIX CHTYaIH
4 [MoxkroYeHne KOMIIBIOTEPOB K CETH C TIOMOIIBIO Kabeei 4*

1 OECIPOBO/IHBIX a/IAIITEPOB:
*  OmpeneneHue CETEBBIX YCTPOWCTB U KAHAJIOB CBSI3H;
*  OO0XHUM ceTeBOro kadens;

*  IIpocMOTp JaHHBEIX O OSCIIPOBOIHEIX U MPOBOAHEIX  (KOMIBIOTEpHBIC — CHUMYyNAIMHU,  pa3bop
CETEBBIX aJIaNTepax. KOHKPETHBIX CHTYaIHi
3y4yenue Ethernet-rexnosnoruii: 4*

* IIpocmorp MAC-agpecoB CETEBBIX yCTPOICTB;

*  Usyuenue kagpoB Ethernet ¢ momoubro nporpamMmel
Wireshark;

* IIpocmorp ARP ¢ momoursto nporpammel Wireshark,
unTepdeiicoB komanaHo#i ctpoku Windows n 10S;

*  Hcnonb3oBanue unTepdeiica komaHHo#H ctpoku 10S

¢ tabiuamu MAC-anpecoB KOMMyTaTOpa. KommproTephbie  cuMyssmM,  pasoop

KOHKPETHBIX CHTYaIHH
IocTpoeHue cetu Ha Oa3e MapIIpyTH3aTOpa! 2*

* IIpocmoTp TabmHIl MapIIpyTH3aLNH Y3JIOB;
*  H3ydenue GU3MUECKHX XapAKTEPUCTUK

MapuIpyTH3aTopa,
* CosznaHue ceTH, COCTOSIIEH U3 KOMMYTaTopa U KoMmmprOTepHBIE  cHUMyNSIuH,  pa3dop
MapmpyTusaTopa. KOHKPETHBIX CUTYaIHi
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M3yueHne TpaHCIIOPTHOTO YPOBHSL:

* HaOmiomenue 3a  TPOIECCOM  TPEXCTOPOHHETO
«pykonoxatusi» TCP ¢ mnomompo mporpaMmbl
Wireshark;

®* U3yuenme 3axBaueHHbIX JgaHHeIXx DNS UDP ¢
[IOMOUIBIO IIPOIPaMMBIL
Wireshark;

2*

®* H3ydeHue 3axBauyCHHBIX _TaKeToB FTP u TFTP c KOMIBIOTEpHBIE  CHMYJIALHH,  pa3top
nomorrsto porpammer Wireshark. KOHKDETHEIX CHTYAIHii
Hactpoiika [P-anpecanuu: 4*
* Hcnonn3oBanue kanbkyisitopa Windows B padote ¢
CETEBBIMU aAPECAMU;
*  Konsepramus [Pv4-agpecoB B ABOMYHYIO CUCTEMY
CUHCIICHUS;
*  Ompenenenne [Pv4/IPv6-anpecos;
*  Hactpoiika [Pv6-agpecoB Ha ceTeBBIX yCTPOHCTBAX;
*  TecTHpOBaHHE CETEBOTO MOAKIIOYEHNS C TIOMOIIbI0  [KOMIBIOTEpHBIC  CHUMYNAIMHU,  pa3bop
KOMaHJ «ping» u «traceroutey. KOHKPETHBIX CUTYaIHH
Cermenranus [P-ceteii: 2*
* H3ydeHue KanbKyJATOPOB IIOJICETEH;
*  Pacuét noxcereii IPv4;
* Paznenenue ceteil ¢ pa3nUUHBIMU TOMOJOTUSIMU Ha
TIOJICETH;
* Pa3paboTka 1 BHEIpEHNE CXEMBI apecarui
paznenénHoil Ha noncetu [Pv4-ceru; KOMIBIOTCpHBIC  CHMYJALH pasbop
Pa3paboTka 1 BHeIpeHHe cxeMbl anpecarmn VLSM. . ’
KOHKPETHBIX CUTYAIHH
IP-ampecarmms: 4*
® aHanwm3 TpaduKa OJHOAIPECHON Iepeaad,
MIIPOKOBEIIATEIFHON 1 MHOT'OAIPECHOH PacChUIKH;
®* HacTpoiika aapecauuu [Pvo;
*  nposepka anpecauun [Pv4 u IPV6; KOMIIBIOTEPHBIE  CHMYJIAIMH,  pasbop
®  0oTpaboTKa KOMILUIEKCHBIX MPAKTHICCKUX HABHIKOB. KOHKPETHBIX CUTYallUi
Cermenrarms IP-cereii: 4*
®  OpraHM3alus MOACETH 0 Pa3INYHBIM CIICHAPHSIM;
®  pa3paboTKa M BHEAPEHHE CTPYKTYPHI afpecanun
VLSM;
®  BHEJpPEHHE CXEMbI a/ipecalliy pa3/iesIiEHHON Ha
noncety IPV6-ceru; KoMIIbIOTEpPHBIE  CUMYJIALUH,  pa3bop
®  0TpaboTKa KOMIUIEKCHBIX ITPAKTUYECKUX HABBIKOB. KOHKDETHBIX CHTYaLHit
l13yueHre OCHOBHBIX CETEBBIX CITYXKO: 2*
. Uzydenue QyHkmm oOMeHa (aitnaMu Mex Iy
OJTHOPAHI'OBBIMH yCTPOICTBaMU OMpeeTIeHre
npeoOpaszoBanmii PAT;
o .
. gzyqzziz Epil;ZEoiafl?TFﬁ;DNs’ KomriproTepHbie CHMYJIALNH, pazoop|
v P KOHKPETHBIX CUTYaITHH
ObecneueHne 6e30MaCHOCTH CEeTH: 2*
*  H3ydeHue yrpo3 ceTeBoil 0€30MacHOCTH;
M JIOCTyl'I K CCTCBBIM yCTpOfICTBaM I10 MMPOTOKOJTY SSH, KOMHBIOTCprIe CUMYJISALNAY, pagGop
*  Oo0ecrieueHne 0€30MaCHOCTH CETEBBIX YCTPONCTB; KOHKPETHBIX CHTYaIHH
AHaJIN3 KOMIIBIOTEPHO CETH U HACTPOMKa 4*
MapIIpyTH3aTopa:
* IIpoBepka 3anepxek B epeadu CETEBbIX MAKETOB C
MTOMOIIBIO YTHIIUT «ping» U «traceroute»;
*  Hcnonb3oBanue uHTEpdelica KOMaHIHON CTPOKH
(CLI) nyis coopa cBeIeHNH O CETEBBIX YCTPOUCTBAX;
*  Vmpasienue Qaiiiamu KoHQUTypauuu
MapHIpyTHU3aTopa ¢ MOMOIIBIO IIPOrPaMMBI DMYIIAIINNA KoMIbIOTEPHBIE  CHMYIALMH, — pa3dop

TepMUHAJIa

KOHKPETHBIX CHUTYAIHH
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IIpoexTpoBaHue U CO3JAHNE CETH AT MAJIOTO KoMmproTepHple  CHUMYIALUM,  pa3dop 2%
pEANPUSATHS — UTOTOBBIA IPOEKT KOHKPETHBIX CHUTYyaIlnH
Tema 1.2. [IpuHIMIBI MAPIIPYTH3ALHN H KOMMYTAIUH
5  |Hactpolika komMmmyTaTopa: 2*
* ba3oBas HacTpoiika KOMMYTaTopa; K
OMITBIOTEPHBIC  CUMYIALUH,  pa3dop
*  Hactpoiika mapameTpoB 6€30MIaCHOCTH KOMMYTATOpa. KOHKPETHBIX CHTYaLuil
Hactpoiika 6e30macHOCTH KOMMYTaTOpa: 4*
*  Hactpoiika npotokomna SSH;
s | Hacrpotika ¢pyuxunm Switch Port Security;
* Ilouck u ycTpaHeHHE HETIONIAIOK B CHCTEME
6€301macHOCTH TOPTOB KOMMYTATOPa; KOMIIbIOTEpHBIE  CHMYJIALMH,  pastop
OTpaboTKa KOMILIEKCHBIX TPAaKTHYECKUX HABBIKOB. KOHKPETHBIX CHTYaLuil
7 [Kondurypamms cereit VLAN: KoMIproTepHBIE  CHUMYIALUH,  pa3dop 4*
*  Koudurypamus ceteit VLAN 1 TpaHKOBBIX KaHATOB; |[KOHKPETHBIX CHTYallHH
* Ilouck m ycTpaHeHHE HETIONAA0K B KOHDUTypanuu
VLAN;
*  Peammsanus cucteMsl 6e30omacHOCTH ceTd VLAN;
*  Peammsanus cereit VLAN 1y cermMeHTanuu cetei
MPENPUSITHI MaJIOTO U CpelHero Ou3Heca.
3 HacTpolika mapupyrusaropa: KoMIlbloTepHBIE  CUMYJISALUHM,  pa3doop 2*
* Hcnonws3oBaHue KOMaHJbl traceroute st KOHKPCTHBIX CUTYaLMH
0OHapyKEHUS CETH;
*  JIOKyMEHTHpPOBaHHE CETH;
*  Hactpoiika uarepdeiicos IPv4 u [Pvo6;
*  Hactpoiika u mpoBepka HeOOIBIION CETH;
VccnenoBaHue MapuIpyTOB C MPSMBIM ITOJKITIOYEHUEM.
9  |Hactpoiika MapLipyTH3aLUK: 4*
* CocrasneHue cxemsl cetu MHTEpHET;
* Hactpoiika 6a30BbIX TapaMeTPOB MAPIIPyTH3ATOPA C
MOMOIIBI0 HHTepdeiica komanaHoi crpoku (CLI)
cucreMsl Cisco I0S;
*  Hacrpoiika 6a30BBIX TaPaAMETPOB MApIIPyTH3aTOpa ¢ |[KOMIIBIOTEPHBIC CHUMYJIALHH, pasbop
romomieio CCP. KOHKPETHBIX CHTYaINH
Mapmpytuzanus mexay VLAN: 2*
*  Hactpoiika mapmpyrtuzamun Mexay VLAN s
Ka)JI0r0 HHTEepdeiica;
10 |»  Hacrpoiika MapmpyTusamuu Mexay VLAN Ha ocHoBe
cranaapTa 802.1Q 1 TpaHKOBOTO KaHaa;
*  TloMCK M yCTpaHEHHe HEIONAJ0K B MAPIIPYTH3aluy  [KOMIILIOTEPHBIE  CHMYISUMHM,  Pa3bop
MEXY CETSIMH VLAN. KOHKPETHBIX CI/ITyaL[I/Iﬁ
Hactpolika craTuueckoi MapLpyTHU3aLuu: 4%
*  Hactpoiika ctatnueckux MapmpytoB [Pv4/IPv6 mo
YMOJTYaHUIO;
11 [ PazpaboTtka u peanuzanus cxemsl aapecaryu [Pv4 ¢
ucnons3oBanueM VLSM;
*  Pacuér cymmapusix MapuipytoB IPv4 u IPv6;
* Ilouck u ycTpaHEHHE HENOIaI0K CTATHYECKUX KoMmbrorepHble CUMYIISLIAY, pasoop|
MapupyToB IPv4 u IPv6. KOHKPETHBIX CUTyalui
Hacrpolika TuHaMU4eCKON MaplIpyTH3aLUu: 2*
12 i Wccnenosanne cXoquMOCTH;
° CpaBHEeHHE METOI0B BEIOOpA ITYTH B KoMIbloTepHBIE  CHMYJISLMH,  pa3bop
npoTokosax RIP. KOHKPETHBIX CUTyaLUH
13 |Hactpoiika nporokonos RIPv2 n RIPng. KOMIBIOTEpHEIE  CAMY/ISIMH,  pasop 2*

KOHKPETHBIX CUTyalUi
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14 |Hacrtpotiika mporokonos OSPF: 2*
* Hacrpoiika 6a30Boro mpoTokoJia
OSPFv2 mist ogHOM 001acTH;
y basosas HacTpolika mpoToKoia KoMIproTepHble  CUMYIALUM,  pa3doop
OSPFv3 st ogHolt obnacty. KOHKPETHBIX CUTYaIUid
15 |M3yueHure MeXaHHU3MOB PaOOTHI CO CITCKAMU KOHTPOJIS 4*
ocTyma:
*  Harmagsoe npencrasnenne padotsr ACL-crcka;
*  Hactpoiika ctangaptasix ACL-crinckos;
*  Hactpoiika ctangaptaerx nmeHoBaHHBIX ACL-
CIIHCKOB;
*  Hactpoiixka ACL-crucka most mianit VTY;
*  Hactpoiixa pacmmperabix ACL-cucKoB s
Pa3NIUYHBIX CLIEHAPUEB;
*  Ilomck u ycTpanerue Heronagok B pabore ACL-
CIIHICKOB;
*  Hactpoiixa ACL-criuckos [Pv6;
*  OtpaboTKa KOMILUIEKCHBIX IPAKTHYECKUX HABBIKOB. Kommiorepisie CHMyTitHH, P asbop
KOHKPETHBIX CHTYaIHH
Hactpoiika ACL-ciuckoB: 4*
* Hactpoiika u npoBepka ctangapTHbix ACL-criickos;
* Hactpoiika u nposepka orpanudeHuii VIY;
* Hactpoiika u npoBepka pacmupeHHbIXx ACL-crucKoB;
* Ilouck u ycTpaHeHHE HETIOJIAI0K B HACTPOUKE H
pasmemenuu ACL-
CITHCKOB, KoMIlploTepHBIE  CUMYJISALUHM,  pa3doop
* Hactpoiika u npoepka ACL-cnuckoB s [Pvo. KOHKPETHBIX CHTYaLuil
M3ydenue mpotokoroB DHCP: 2*
* basosas HacTpoiika DHCPv4 na mapuipyrtuzarope;
*  basosas Hactpoiika DHCPv4 na kommyTtarope;
* Tlowuck u ycTpaHeHue Heronaaok B pabote DHCPv4;
®*  Hactpoiika cepsepa DHCPv6 6e3 oTcnexuBanus
COCTOSIHHS M C OTCIIC)KHBAHUEM COCTOSTHHUS; KOMIBIOTEpHBIE  CHMYISLHH,  pasbop
* Ilouck n ycrpanenue Henonanok B pabore DHCPV6.  [xoukpernrix curyanmit
M3ydenue mpotokona DHCP: 2*
¢  Hactpoiika nporokona DHCP ¢ nomompto koManz
Cisco 10S; KOMIbIOTEPHBIE  CHMYJSLHMH,  pa3dop
® OTpa6OTKa KOMIIJICKCHBIX IMPAKTUYCCKUX HABbIKOB. KOHKPETHBIX cmyaum‘/'l
ITpeoOpa3zoBaHue CETEBBIX aJPECOB: 4%
*  H3ydenue npunuuna padorsl NAT;
* Hactpoiika cratnyeckoro u quHamuueckoro NAT;
*  Peanmmzanus craTnyeckoro v JuHaMmuueckoro NAT;
*  Hactpoiika nepeaapecanuu NopToB Ha
Mmapupyrtuzarope Linksys;
* IIpoBepka, MOWCK M YCTPaHEHUE HEMOJAIOK
xongurypanuit NAT; KoMIproTepHple  cuMyisinuu, — pasdop
*  OrpaboTka KOMIDIEKCHBIX MMPAKTHYECKUX HABBIKOB. KOHKPETHBIX CUTYaLHil
Wzyuenne pabotsl c NAT u PAT: 2*
* Hacrpoiika nuHamudeckoro u cratuueckoro NAT;
* Hactpoiika NAT-nyna ¢ neperpyskoit u PAT;
* Ilouck u ycrpaHeHHe HENONIAI0K KOHUTypauui KommproTepable  cuMynsmud,  pa3bop
NAT. KOHKPETHBIX CUTYaIMH
Bcero o aucuuIuiMee (B TOM YHCIIe HHTEPAaKTHBHOE 00ydeHne ™) 88 (88%)
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4. YCJOBUS PEAJIM3ALIMU TPOTPAMMBI YUEBHOM JUCIIUITIUHBI

4.1. MarepuajbHO-TeXHHYEeCKas 0a3a, He0OX0AUMAs Il OCYIIeCTBJIEHUSA
00pa3oBaTe/IbHOTO MPOoLEcca MO IUCUUILIHHE

Jns  peanmzanuu  mporpaMMmbl  MPOGECCHOHATBHOTO  MOIYJSl  JOJKHBI  OBITh
MPEIYCMOTPEHBI CIEAYIOIIME ClIEHUATbHbIE TOMEICHHUS:

Jlaboparopuss «OpraHu3zanusi ¥ TPHUHIUINBI TOCTPOCHUS KOMITBIOTEPHBIX CHCTEMY,
OCHAIIICHHBIE B COOTBEeTCTBUU C 1. 6.1.2.1. IIpumepnoii nmporpammel o cneruaibHocTr 09.02.06
«CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHHE).

Crymus [IpoekTupoBaHMS M JHM3aifiHA CETEBBIX ApPXUTEKTYp W WHXKECHEPHOW TpaduKH,

OCHAIllEHHast B COOTBETCTBHU C M. 6.1.2.2. TIpumepHoii mporpammel o crnenuansHoctu 09.02.06
«CeTeBoe 1 CHCTEMHOE aIMUHUCTPHPOBAHHE).

OcHaiieHHble 0a3bl NpPaKTHKU, B cooTBeTcTBMM c 1 6.1.2.3 IlpumepHoil nporpammsel 10
crnenranbHocTu 09.02.06 «CeTeBoE U CUCTEMHOE A IMUHUCTPUPOBAHUE.

4.2. TlepeyeHb HEOOXOAMMOI0 MPOrPAMMHOI0 O0ecneYeHust

1. 7-zip(munen3us Ha aHriL. http://www.7-zip.org/license.txt).

2. Adobe Acrobat Reade (numensus —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

3. Adobe Flash Player (munen3us—
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

4. Apache OpenOffice(nmuuensus— http://www.openoffice.org/license.html).

5. FreeCommander(mumen3us —
https://freecommander.com/ru/%d0%bb%d0%b8%d1%86%d0%b5%d0%bd%d0%b
7%d0%b8%d1%8f/).

6. Google Chrome (muniensus— https://www.google.ru/chrome/browser/privacy/eula
text.html).

7. LibreOffice(s ceoboaHOM moctyre).

Mozilla Firefox (uuensus— https://www.mozilla.org/en-US/MPL/2.0/).

9. nanoCADsgepcus 5.1 nokanpHas (unen3ust — cepuiinbiii Homep: NC50B-45103 ot
24.10.2016).

®©
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5. NEPEYEHD 0CHO]§H0171 U JOHNOJIHUTEJIBHOMW YYEBHOH
JIUTEPATYPBI, HEOBXOJIUMOM JJIs1 OCBOEHUS TUCLUIIJINHBI

5.1 OcHoBHas JquTEpaTrypa

1. MakcumoB H. B. KowmmbioTepubie ceTu : yueOHOEe mocoOue i CTYACHTOB
yupexaenuid CI1O, oOydaromuxcs Mo CHeUaJbHOCTAM HMH(DOPMATHKU W BBIYMCIUTEIBHOU
texuuku / H. B. Makcumos, U. U. Tlonos. - 6-e u3a., nepepad. u pom. - M. : DOPYM, 2016. -
464 c. - ISBN 978-5-91134-764-2.

2. Makcumos, H. B. Komnstorepnsie cetu : yueoHoe mocodue / H. B. Makcumos, 1. U.
[ToroB. — 6-¢ u3a., mepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2021. — 464 c. —
(Cpennee mpodeccuonanpHoe obOpazoBanue). - ISBN 978-5-00091-454-0. - URL:
https://znanium.com/catalog/product/1189333.

3. Kosran, H. M. KommbroTepHsie ceTu : yaeOHoe nocoodue : [16+] / H. M. Kosran. —
Musnck : PUIIO, 2019. — 180 c. : un., tabm. — Pexxum pocryma: mo mommucke. — URL:
https://biblioclub.ru/index.php?page=book&id=599948 .— butGmuorp. B ka. — ISBN 978-985-
503-947-2. — Tekcr : 2eKTPOHHBIN.

5.2 JlonoJiHUTeIbHAS JJUTEPATYypa

1. Ky3un, A. B. KomnstorepHbie cetu : yueOHoe mocooue / A.B. Ky3un, [[.A. Ky3uH.
— 4-¢ m3x., nepepadb. u gom. — MockBa : ®POPYM : UHOPA-M, 2020. — 190 ¢. —
(Cpennee mpodeccuonanpHoe oOpazoBanue). - ISBN 978-5-00091-453-3. - Tekct
anexktponnsiid. - URL: https://znanium.com/catalog/product/1088380. — Pexxum moctyma: mo
MIOJIMTKCKE.

2. Ceru ¥ TENEKOMMYHHMKAIIUHU : YUYeOHHK M TMPAKTUKYM JJIs  CPEIHEro
npodeccuonanbHoro  obpazoanusi / K. E. CamyiinoB [u ap.]; mnox  penakuuen
K. E. CamyitnoBa, U. A. [llanumona, JlI. C. Kyns6oBa. — Mocksa : M3znatensctBo FOpaiit,
2020. — 363 c. — (IIpodeccuonanpHoe obOpazoBanue). — ISBN 978-5-9916-0480-2. —
Texkct : osnektponnbii // DBC Hpaiit [caiit]. — URL: https://urait.ru/book/seti-i-
telekommunikacii-456638.

3. Karynum, I'. II. OcHOBBI HHPOKOMMYHUKAIIMOHHBIX TEXHOJIOTUH : yueOHOe mocobue
: [12+] / I'. TI. Katyaun. — Mocksa ; bepiun : JQupexkt-Menua, 2020. — 734 c. : wiI., cxeM.,
Tad. — Pexum JOCTYyTIA: o MO/ITTHUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=597412 .— buGauorp. B ku. — ISBN 978-5-
4499-1504-7. — DOI 10.23681/597412. — TeKCT : 31IEKTPOHHBIH.

4. lllanapukos, A. C. UHpopManimoHHbIe TEXHOJOTHH : yueOHOoe mocodue : [16+] / A.
C. llangpukos. — 3-¢ u3xd., crep. — Munck : PUIIO, 2019. — 445 c. : un., Tabn. — Pexum
noctyna: no mommucke. — URL: https://biblioclub.ru/index.php?page=book&id=463339. —
bubmuorp.: c. 426-430. — ISBN 978-985-503-887-1. — TekcT : 311€KTPOHHBIH.

5.3 Ilepuoanyeckue U3IaAHUA

1. Computerworld Poccus. — URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

2. Windows IT Pro/ Re. — URL.:
http://dlib.eastview.com/browse/publication/64079/udb/2071.
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3. BUT. buznec & nndopmannonnsie Texuonornn — URL :
http://dlib.eastview.com/browse/publication/66752/udb/2071.

4. BectHuk MockoBckoro YuuBepcurera. Cepus 15. BerunciaurenpHas MaTeMaTHKa U
kuOepreruka. - URL: https://dlib.eastview.com/browse/publication/9166.

5. Bectuuk Cankrt-IleTepOyprckoro yausepcurera. [Ipukiiannas maTemaTrka.
Nudopmartuka. [Iponeccs ynpasienus. URL:
https://dlib.eastview.com/browse/publication/71227/udb/2630.

6. Buptyanuzamnus. O6naunbie cTpyKTypbl. CucTeMbl XpaHeHus qaHHbix. — URL :
https://dlib.eastview.com/browse/publication/84826/udb/2071.

7. Xypnan cereBbix pemienuit LAN. — URL:
http://dlib.eastview.com/browse/publication/64078/udb/2071.

8. 3ammra nepcoHanbHBIX JaHHBIX. — URL :
https://dlib.eastview.com/browse/publication/90727/udb/2071.

9. Hudopmatuka u oopazosanue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

10. Mudopmarrka, BEIYUCIUTEIIbHAS TEXHUKA U HH)KeHepHOe oOpa3zoBanue. - URL:
https://www.elibrary.ru/title_about.asp?id=32586.

11. UndopmannonHo-ynpasistomue cucremol. — URL:
http://dlib.eastview.com/browse/publication/71235.

12. Mup Gonpmmx manubeix. — URL :
https://dlib.eastview.com/browse/publication/90728/udb/2071.

13. HoBsie nH(OpMAIIOHHBIE TEXHOJIOTUN B aBTOMAaTU3UPOBAHHBIX CHCTEMAaX
https://elibrary.ru/title_about.asp?id=32949.

14. Tpuxnannas nadopmatuka. — URL:
https://e.lanbook.com/journal/2067#journal_name.

15. IIpo6nems! nepenaun napopmanuu. — URL:
http://www.mathnet.ru/php/archive.phtml?jrnid=ppi&wshow=contents&option_lang=rus.

16. Cucremnsliit anmunuctparop. — URL:
https://dlib.eastview.com/browse/publication/66751/udb/2071.

17. CucremHslil ananu3s u npukiaanas napopmartuka. — URL:
https://e.lanbook.com/journal/2420#journal_name.

18. Ynpasnenue nmpoekramu u nporpammamu. — URL : https://grebennikon.ru/journal-
20.html#volume2019-3.

5.4 Ilepeuennb pecypcoB HHGOPMAIIMOHHO-KOMMYHHMKALIMOHHOI ceTu «AHTEepHETY,
HE00XOIUMBIX JIJIfl OCBOEHUS AU CHUILINHbBI

1. 3BC «BOOK.ru» [yuebubie uznanus — xoyekuus st CIIO] : caitit. — URL:
https://www.book.ru/cat/576.

2. IOBC «YnuBepcurerckasi 6mbauoreka ONLINE» [y4ueOnble, HaydHbIe 31aHUS,
MIEPBOUCTOUYHUKH, XYJOKECTBEHHBIC TPOU3BEIACHUS Pa3IMYHBIX W3AATEIbCTB; >KYPHAIIBI;
MYJIbTUMEIUNHAA KOJUICKIUSA, KapThl, OHJIAMH-3HIIMKIONEANH, cioBapu| : calT. — URL:
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3. OBC wu3narenbcrBa «Jlanb» [yueOHBIC, HAydHBIC H3/aHUS, TEPBOUCTOYHHKH,
Xy[AOKECTBEHHBIE TPOU3BEJECHUS pa3IMYHBIX W3JATeNbCTB; >KypHanbl| : cailr. — URL:
http://e.lanbook.com.

4. IBC «IOpaiiT» [yueOHUKHU U yuyeOHbIe Tocoous n3aarenbcTBa «fOpaift»] : callT. —
URL.: https://urait.ru/.

5. OBC «Znanium.com» [y4eOHble, Hay4yHblE, HAYYHO-TIOMYJSPHBIC MaTepHabl
pa3IMYHBIX M3IATEILCTB, XKypHaIbl] : cait. — URL: http://znanium.com/.

6. Hayunas ’jiekTpoHHasi O0mbamorexka. MoHorpadguu, W3JaHHBIE B HM3ATEIHCTBE
Poccuiickoit Akagemuun EcrecTBOo3HaHUS [MOJHOTEKCTOBBIM pecypc CBOOOJHOTO AocTyna] :
caitt. — URL.: https://www.monographies.ru/.

7. HayuyHas JjeKkTpoHHasi OuOJMoTeKa crareili M myOaukamuii «eLibrary.ru»
[poccuiickuii HMH(POPMAIIMOHHO-AHATTUTUYECKUNA TMOpPTall B 0ONAcTH HAyKH, TEXHOJIOTHH,
MEIUIIMHBI, 00pa30BaHus; OOJbIas YacTh M3MaHWK — cBoOOmHOrO aoctyma] : cant. — URL:
http://elibrary.ru.

8. ba3bl nannbix komnanum «Hct Bbro» [nepuoanueckue uzgaHusi (Ha pycCKOM
s3pike)] : caiit. — URL: http://dlib.eastview.com.

9. Poccmiickasi JJIeKTPOHHAsi IIKOJAa : TOCYJIapCTBeHHass oOpa3oBaTebHas
wiardopma [IOJIHBIN MIKOABHBIN Kypc ypokoB] : cait. — URL: https://resh.edu.ru/.
10. EnnHoe oOKkHO JocTyma K o0pa3oBaTejibHbIM pecypcam : denepanpHas

uH(pOpMallMOHHAs  CHUCTeMa  CBOOOJHOTO  JOCTyma K  HMHTETpaIbHOMY  KaTajiory
00pa3oBaTeabHbIX HHTEPHET-PECYPCOB U K AIEKTPOHHOU OUONIHOTEKEe y4eOHO-METOIUYECKUX
MaTepuajoB Uil BCEX YpPOBHEM o0Opa3oBaHus: JOUIKOJIbHOE, oOmiee, cpenHee
npodeccruoHanbHOE, BBICIICE, JononHUTeabHOE : caT. — URL: http://window.edu.ru.

11. ®depepanbHblii HeHTP HHGPOPMANMOHHO-00pPa30BATEJBHBIX PecypcoB [ais
o0111ero, cpeaHero MnpoheccuoHaIbHOTO, JAOMOIHUTEIHLHOIO 00pa30BaHUS; MOJHOTEKCTOBBIN
pecypc cBobomHoro aocryma] : caidt. — URL: http://fcior.edu.ru.

12. Enunasi  koJuleKnMst UHU(QPOBBIX  00pa3oBaTebHBIX  pecypcoB  [ais
MPEeroaBaHusl U U3y4eHUsl y4eOHBIX AUCLUUIUIMH HadyaJbHOTO OO0IEro, OCHOBHOIO OOIIEro U
cpenHero (MOJIHOTo) o0IIero o0pa3oBaHus; MOJTHOTEKCTOBBIA pecypc CBOOOIHOTO JOCTYyMa] :
caitt. — URL.: http://school-collection.edu.ru.

13. O¢puuuaabHbIii HHTEPHET-MOPTAJ NPpaBoBoii nHpopmanuu. FocynapcTrBeHnas
cucTeMa NpPaBoBoii MHPOPMALMHU [TOJTHOTEKCTOBBIM pecypc cBOOOJHOrO AOCTyna] : caiT. —
URL.: http://publication.pravo.gov.ru.

14. Konexkcsl u 3akoHbl P®. [lpaBoBas cnpaBOYHO-KOHCYJAbTAlMOHHAs CHCTEMa
[[MOTHOTEKCTOBBIM pecypc cBobomHoro Aoctyma] : caT. — URL: http://kodeks.systecs.ru.

15. TPAMOTA.PY : cnpaBouHO-MHGOPMAIIMOHHBIA UHTepHET-TIopTan : caT. — URL:
http://www.gramota.ru.

16. Duuukgoneauym [Sunukinoneauu. CrnoBapu. CHpaBOYHUKH : TMOJHOTEKCTOBBIN
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6. METOANYECKHE YKA3ZAHUA OBYYAIOIIUMCA ITO OCBOEHHMIO
JUCHUIIJINHBI

JucrnunnuHa HareneHa Ha ¢opmupoBanue obmmx (OK 1-11) u npodeccnonanbHBIX
kommnereniui (1K 1.1-1.5).

OOydeHue CTYAEHTOB OCYLIECTBJIAETCS MO TPAAULMOHHON TEXHOJOTHH (JIEKIHH,
MIPAKTUKH) C BKJIIOYEHUEM MHHOBAIIMOHHBIX JIEMEHTOB.

YcTHOE M3NoKeHHe ydyeOHOro marepuana Ha JIEKIUHU JIOJKHO KOHCIEKTUPOBATHCS.
Crnymarp JIEKIIMIO HYKHO YMETh - NOJJCPKUBATh CBOE BHUMAHUE, MOHATH U 3allOMHUTh
YCIBIIIAHHOE, YJIOBUTH May3bl. B Iporecce HW3710KeHMs IpernojaBaTeiieM JIEKIUHA CTYIEHT
JOJDKEH BBIICHUTH BCE HEINOHATHBIE BOIPOCHL. 3alUCHIBATh COAECP/KAHUE JIEKIIMM HYKHO
00s13aTeNbHO - 3allUCH MOMOTAlOT MOAJIEPKUBATh BHUMAHUE, CIIOCOOCTBYIOT NOHUMAHUIO U
3alIOMMHAHUIO YCIIBIIIAHHOTO, IPUBOJNT 3HAHUE B CUCTEMY, CIIYXKaT OIOPOU JJI Iepexoa K
Oosee TITy0OKOMY CaMOCTOSITEIBHOMY U3YUEHUIO IIPEIMETA.

MeTtonnyeckue peKOMEHIalluy MO0 KOHCTIEKTUPOBAHUIO JIEKLIUM

* 3alKUCh JOJKHA OBITh CHCTEMHOM, NPEICTaBIATh COOOM COKpAalEHHBIM BapUaHT
nexkuuu npenonasarens. Heobxoaumo cioymath, 00IyMbIBaTH UM 3alMCHIBATh
OJIHOBPEMEHHO;

*  3amKCh BEJIETCS OYEHb OBICTPO, YETKO, IO BO3MOKHOCTH KOPOTKUMH BBIPAKEHUSIMH;

* He Mpekpamas CiyllaTh MpenojaBaTelis, HYXKHO 3alUChIBaTh TO, YTO HEOOXOIUMO
ycBouTh. Henb3s 3anmchIBaTh Cpasy K€ BBICKA3aHHYIO MBICIIb IPETOIaBaTEINs], CIEIYET
e€ MOHATh M TOCIE 3TOr0 KpaTKO 3alucaTh CBOMMM CJIOBAaMU WJIH CJIOBAMHU
npenojaBatens. BaxxHo, 4ToObl B Hell He ObUT MOTEPSH OCHOBHOM CMBICI CKa3aHHOTO;

* UMMEHa, 1aThl, Ha3BaHMs, BBIBO/IbI, ONPEECIICHMSI 3alIUChIBAIOTCS TOYHO;

* crnexyer oOpaTUTh BHUMaHUE Ha 0(OPMIICHHE 3aMMCH JIEKIMHU. [ KaXKA0ro npeamera
3aBoaMTCA oOmas Terpaab. OTIMYHBIM OT OCTAJIBHOIO I[BETA CIIEAYET BBIICIATH
OTZENbHBIE MBICIM W 3arojIOBKM, COKpallaTb OTHEJIbHBIE CJIOBAa W IPEIJIOKEHHUS,
HCIIOJIb30BaTh YCIOBHBIE 3HAKU, OYKBBI JJATUHCKOTO M TPEYECKOro ai(aBUTOB, a TAaKKe
HEKOTOPbIE MPUEMBI CTEHOTPa(UUECKOr0 COKPAIIEHHUS CIIOB.

[IpakTuyeckue 3aHaTHS NO AucHUIUIMHE «KoMmbOTEpHBIE CETU» MPOBOASTCS IO
cXeme:

* YCTHBIH OIpPOC MO TEOPUH B Hauase 3aHATHUS;

* pabora B rpymnmnax mo pa3peueHuio pa3InuHbIX CUTYalHid 10 TeMe 3aHATHS;

* pelIeHUE NPAKTUYECKUX 3a/1ay;

¢* MWHIWBUAYAJIBHBIC 3aJJaHUA IJIA IIOATOTOBKH K HIPAKTUYCCKUM 3aHATUAM.
LICJ'H) MPAKTUYCCKOI'0 3aHATUA - HAYYUTH CTYACHTOB IIPUMCHATHL TCOPCTUUYCCKHUE

3HAHMS TIPU PEIICHUU MPAKTHYECKUX 33/1a4 Ha OCHOBE PEabHBIX JIAHHBIX.
Ha nmpakTudeckux 3aHsITHSIX MIPEo0IaiatoT CISAYIOINE METO b
* BepOanpHbIE (MPeobIagarouM METOAOM JI0JKHO ObITh OOBICHEHHE);

* mpakTH4ecKkue (MMCbMEHHBIE 3[]aHusl, TPYIIIOBbIC 3a/IaHUs U T. I1.).
BaxxHbIM 17151 CTyJeHTa SIBJISETCS yYMEHHUE PAIlMOHAIBHO IMOAOUpATh HEOOXOIUMYIO

yaeOHyto sutepatypy. OCHOBHBIMH JIUTEPATYPHBIMUA UCTOUHUKAMH SIBIISTFOTCSI:
* Oubnuoteunsie Gouabl punuana Kyol'Y;
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* DIIEKTPOHHAs OMOIMOTEUHAs cCHCTEMa « Y HUBEPCUTETCKast OMOIMOTEKa OH - JIAlH »;
* DIIEKTPOHHAs OMOIMOTEYHAs cUCTEMa M3/1aTeNbCTBA «JIaHbY.

[Touck kHUT B OMOIMOTEKE HEOOXOAMMO HAUYUHATH C U3YUYECHUS MPEIMETHOTO KaTajaora
M CO3/MaHUs CIUCKAa KHHT, TMOCOOWH, METOAMYECKHMX MAaTEepHaioB 1O TEME H3yYeHUs.
[IpocMOTp KHMTM HAUYMHAETCS C TUTYJIBHOIO JIHCTA, CIEAYIOMIETro mocie obioxku. Ha HéEM
OOBIYHO TMOMEIIAIOTCS BCE OCHOBHBIE JIaHHBIE, XapaKTepU3YIOIlUe KHUTY: Ha3BaHUE, aBTOpP,
BBIXOJIHBIC JJaHHBIC, JaHHBIE O Mepeu3gaHuu u T.1. Ha o0opore TUTynIbHOTO smcTa MaéTcs
aHHOTallMsA, B KOTOPOM YyKa3bIBaeTCI TEMaTWKa BOIPOCOB, OCBEIIEHHBIX B KHHTE,
orpeneisieTcss Kpyr uuTaTeniel, Ha KOTOpBHIH OHa paccuWTaHa. bombinoe 3HaueHHEe HMEET
MPEIUCIOBUE KHUTH, KOTOPOE 3HAKOMUT YUTATENS C TUIHOCTHIO aBTOPA, UCTOPHEH CO3/IaHUs
KHUTH, pacKpbIBaeT coaepxanue. [IpounB mpenucioBue U MoJyduB oOIee NpecTaBiIeHUE O
KHUTE, CIIeyeT OOpaTUThCs K orjaBieHuio. OriaBieHHE KHUTH 3HAKOMHT O0yd4aeMoro ¢
COJIEp’)KaHUEM M JIOTHYECKONW CTPYKTYpOI KHHTH, MO3BOJISET BHIOPATh HYKHBIM MaTepuai s
uzydeHus. ['07] u3laHus KHUTH TO3BOJISIET CYJIUTh O HOBH3HE Marepuana. Uem wyarie KHHUTa
n3gaéres, TeM OOJBIIYIO IIEHHOCTh OHA MPENCTaBiseT. B KHUTe MOTyT OBITh MpUMEYaHus,
KOTOpBIE COJEPIKAT pa3IMYHbIE AOMOJHUTEIbHBIE cBeieHn. OHU MeYaTaloTCs BHE OCHOBHOTO
TEKCTa W PAa3bACHAIOT OTAENIbHBIE BOMpochl. [IpenMeTHble W andaBUTHBIE yKa3aTeNd
3HAYUTEIHHO OO0JIErYaloT TMOBTOPEHHE H3JIOKEHHOTO B KHHUTE Marepuaia. B KOHIE KHUTH
MOJKET pacrojaratbcs BCIIOMOTaTeabHbI MaTepuan. K HeMy 0ObIYHO OTHOCSITCSI HHCTPYKIIUH,
TIPUIIOKEHHSI, CXEMBI, CUTYallMOHHBIE 3a/1a4H, BOTIPOCHI ISl CAMOKOHTPOJIS | T.JI.

Jlis nydiiero mpeacTaBiICHHsT W 3allOMMHAHMS MaTepualia IeJIecoo0pa3sHO BECTH
3aIMCU M KOHCTIEKTHI PA3JINYHOTO COJICpKaHMs, @ UMEHHO:

* TIOMETKH, 3aMEYaHUs1, BBIJICIICHUE TIIABHOTO;
* IUIaH , TE3UCHI , BBIMUCKH , IIUTATHI ;
* KOHCHEKT, pabouas 3anuch, pedepar, JOKIa1, JSKIH U T.]I.

YuraTh y4yeOHHK HEOOXOIUMO BJIYMUHMBO, BHHMATEIbHO, HE MPOIyCKas TEKCTa,
CTapasch TOHATH KaxAyro ¢pa3y, OIHOBPEMEHHO pa3Oupasi MPUMEPHI, CXEMbl, TaOJHIIbI,
pPUCYHKH, TpuBeACHHBIE B y4ueOHMKe. OIHUM M3 BaXHEUIIMX CPEICTB, CIOCOOCTBYIOIIMX
3aKpEIUICHUIO 3HAaHUH, SIBIAETCS KpaTKas 3aluch NMPOYUTAHHOTO MaTepualia - COCTaBJICHHE
KOHCIEeKTa. KOHCIEKT - 3TO KpaTKoe CBSA3HOE M3JI0KEHHUE COJEP’KaHUS TeMbl, yueOHHKa WU
ero yactu, 0Oe3 MOApOOHOCTEH U BTOpOCTENEHHbIX Jertaneil. [lo cBoelt cTpykType u
MOCTIEI0BAaTEIbHOCTH KOHCIIEKT JIOJDKEH COOTBETCTBOBATH IUIaHy yueOHMKa. [loaTomy BaxkHO
CHayayia COCTaBHUTh IUIaH, a TOTOM MHCATh KOHCIIEKT B BUJE OTBETa HA BOMPOCHI IaHa. Eciu
yU4eOHHMK pa3ieiéH Ha HeOOJbIIME O3arjaBJICHHbIE YacTH, TO 3aroJIOBKH MOYKHO
paccMaTpuBaTh Kak MyHKTHI IJIaHA, @ U3 TEKCTa KaXI0M 4acTH CleayeT 3amucarh Te MBICIH,
KOTOPBIE PaCKPBIBAIOT CMBICT 3aroyioBKa. TpeOoBaHuUs K KOHCIICKTY:

*  KpaTKOCTh, CKATOCTh, IIETIECO00PA3HOCTh KaXKA0T0 3aIIMCHIBAEMOTO CJI0BA;
*  COJEpKaTEeNIbHOCTD 3alMCH- 3aliChIBAEMbIE MBICIH CIEAYyeT (GOpMYyIUpOBATH KPaTKoO,

HO 0e3 ymepOa st cMbicia. OOBEM KOHCIEKTa, KaK MPaBHIIO, MEHBINE M3y4aeMOro

TekcTa B 7-15 pas;

* KOHCIIEKT MOKET OBITh KaK MPOCTHIM, TaK U CIIOKHBIM IO CTPYKTYPE - 3TO 3aBUCUT OT

COJCpKaHMSI KHUTH M LEIH €€ N3y4eHHs.
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MeTtonnueckue peKOMEHIALNHU 110 KOHCTIEKTUPOBAHHUIO:

MIPEXK]IE YEM HayaTh COCTABIIATH KOHCIIEKT, HY>KHO 03HAKOMUTBCS ¢ KHUTOM, IPOYUTATh
e€ cHauaza /10 KOHIIA, MOHATh MPOYUTAHHOE;

Ha OOJIO)KKE TEeTpaau 3allMChIBAIOTCA HAa3BAHME KOHCIEKTUPYEMOM KHMIU M HUMS
aBTOpA, COCTABIISIETCS TUIaH KOHCIIEKTUPYEMOTO TECTA;

3aMMCH Jy4Ile JesiaTh IPHU MPOYTEHUH HE OJHOrO-ABYX ab3ales, a Lejaoro naparpaga
WJIHU TJIABBI;

KOHCIIEKTUPOBAaHHE BEJETCS HE C IENbI0 UMETh ONpEeNIEHHbIN 3amucH, a i Oojee
MOJIHOTO OBJAJACHHS COJIEpPKAHHMEM H3Yy4aeMOro TEKCTa, I03TOMY B 3alHCAX
OTMEUAEeTCs U BBIAENSAETCS BCE TO HOBOE, MHTEPECHOE M HY)XHOE, UYTO OCOOEHHO
MIPUBJICKJIO BHUMAHUE;

MocJie TOro, Kak cjiejaHa 3aluch coJep:kanus naparpada, riaaBbl, CIeIyeT NIEpeunTaTh
e€, 3aTeM CHOBa 00OpaThCsi K TEKCTY M MPOBEPUTH ce0s, MPAaBUIBHO JIM H3JIOKEHO
coJiepKaHue.

TexHrKa KOHCTIEKTUPOBAHUS

KOHCIIEKTUPYSI KHUTY OOJIBIIOr0 00BhEMa, 3alUCh CIEAYeT BECTH B 00IIel TeTpau;

Ha KaXJOM CTpaHWIE CJIeBa OCTABJIAIOT Moy ImmMpuHOM 25-30 MM juis 3amucu
KOPOTKHX I10/13ar0JIOBKOB, KPaTKMX 3aME€UaHUi, BOIIPOCOB;

KaXK7asi CTAHMIIA TeTPaJd HyMEpyeTCs;

JUIS TIOBBIIICHHUS YWTAEMOCTH 3allMCH OCTaBIIAIOT MHTEPBAJbl MEXKIY CTPOKaMH,
ab3araMu, HOBYIO MBICJIb HAUMHAIOT C «KPACHON» CTPOKH;

MPU KOHCIEKTUPOBAHUU IIUPOKO HCIOJB3YIOT pa3InyHbIe COKPAIICHHUS] U YCIOBHbBIE
3HaKM, HO He B yuep0 cMbIcly 3anucaHHoro.PexomeHayeTcss NpUMEHSTh
o0IIeyOTPeOUTENbHBIC COKpaIleHUs, Hampumep: M.0. - MOXKeT ObITb, TOC. -
rOCY/AapCTBEHHBIH; /1.0. - JOHKHO OBITH U T.JI.

HE ClIelyeT COKpalllaTh KMEHA U Ha3BaHUs, KPOME OYEHb YaCTO MOBTOPSIOLINXCS;

B KOHCIEKT€ HE JIOJDKHO OBbITh MEXaHMYECKOro IepenuchiBaHUs TeKcTa Oe3
MPOIYMBIBAHUS €T0 COACPKAHUSI U CMBICIIOBOIO aHAIM3A.

Benenne koHcmekTa SBIseTcs HEOOXOAMMBIM BHAOM YUeOHOM JAEATEIbHOCTH.

[TockobKY KOHCHEKT:

B IIOJHOM OO0BEME OIIEHWBAETCS KaK pPa3sHOBUAHOCTh IHMCBMEHHOI'O OTBETa Ha
M3y4aeMbl€ BOIIPOCHI;

CIy’)KUT ©0a30i Uii yCTHOTO OTBETa HAa CEMHUHApe IO OJHOMY H3 BOIPOCOB
paccMaTpruBaeMoro IUiaHa;

CBEJICHHsI M3 KOHCIIEKTa MOTYT BBICTYNaTh B KadeCTBE HMCTOYHHKA JIONOJHEHUN K
OTBETaM JPYIUX CTYJCHTOB.

Opranm3anyst TEKyIIero KOHTPOJS 3HAHWH, YMEHMH M HAaBBIKOB OOydYarOUINXCs

OCYILECTBIISIETCS IIyTEM YCTHOIO ONPOCca, KOHTPOJIbHBIX padoT.

@dopMoit HITOTOBOTO KOHTPOJIS SIBJISIETCS SK3aMEH. DK3aMEHAIIMOHHBIA OUIIET COAEPIKUT

ABa TCOPCTHYCCKUX BOIIPOCA U 3a/1aTy.
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7. OueHoYHbIE CPeACTBA JAJIsI KOHTPOJISI yCIIeBAeMOCTH

7.1. Tacnopt ¢oHIAa OLIEHOYHBIX CPEACTB

Ne /1| KonTponmupyembie pa3iensl (TEMBI) HammeHoBaHHE OIIEHOYHOTO CPENICTBA
UCIUIIIAHBI Kon xorTponupyemoit
KOMITETEHINH (MJIH €€ YaCTH)
1 Tema 1.1. BBenenue B cereBbIe OK 1-11,TIK 1.1-1.5 npakTHueckas paboTa
2 Tema 1.2. IIpuHUMDIBI OK 1-11, 1K 1.1-1.5 npakTHueckas pabora

7.2. Kpurtepuu oleHKH pe3yJabTaTOB 00y4eHHUs

PC3YJ'IBTaTBI 06yqu1/1;1 OLICHHUBAIOTCA I10 TpaHHHHOHHOﬁ HIKaJIec:

Kon n HaumeHoBaHue

po)eCCUOHANIBHBIX U

OOIIMX KOMITETEHIUH,
dbopMUpyeMBbIX B
pamMKax MOJyJs

Kputepuu oneHku

MeTtobl OLICHKH

IIK 1.1. Beimonssats
MIPOCKTUPOBAHUE
KaOenbHOU CTPYKTYpBI
KOMITHIOTEPHOM CETH.

O1icHKA «OTJIMYHOY - TEXHUYECKOE
3aJJaHKe TIPOAHATIM3UPOBAHO,
ITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY
3aJ1aHuIo U 0(hopMIIEeH B
COOTBETCTBUH CO CTaH/IapPTaMH,
IIOSICHCHBI €T'0 OCHOBHBIC
CTPYKTYPBHI.

O11eHKa «XOPOII0Y -aJITOPUTM
paszpabotan, 0hOpMIIEH B
COOTBETCTBUU CO CTAHJIAPTaAMH U
COOTBETCTBYET 3a1aHHUI0, TIOSICHCHBI
€ro OCHOBHBIC CTPYKTYPHI.

Ol1ieHKa «yT0BJIETBOPUTEIbHO -
QITOPUTM Pa3pabOTaH 1
COOTBETCTBYET 3aJIaHHIO.

Dk3ameH/3a4et B (hopme
co0Oece0BaHUsL:
IPaKTUYECKOE 3a/1aHNE
IO TOCTPOCHUIO
alIropuT™Ma B
COOTBETCTBHUH C
TEXHHUYCCKHUM 3aJaHUEM

3amura OT4ETOB 0
MPAKTHYECKUM U
nabopaTopHbIM paboTam

IK 1. 2.
OcymiecTBiATh BEIOOP
TEXHOJIOTHH,
WHCTPYMEHTAITBHBIX
CPEZICTB U CPEJNICTB
BBIYUCITUTENEHOM
TEXHUKH TIPU
OpraHHu3aIu
mporiecca pa3paboTKu
Y MICCIICIOBAHUS
00BEKTOB
npodecCuoHATBHON
JesITeTbHOCTH.

O1eHKa «OTIMYHOY - TEXHUYIECKOE
3aJlaHue MPOAHATU3UPOBAHO,
aJTOpUTM pa3paboTaH,
COOTBETCTBYET TEXHUUECKOMY
3a/laHuio U ohopMIIeH B
COOTBETCTBUU CO CTaHIapTaMH,
IIOSICHCHBI €T'0 OCHOBHBIC
CTPYKTYpHI.

OneHka «X0po1I0» -aIrOpuT™M
paspaboTtas, 0hOpMIIECH B
COOTBETCTBUU CO CTaHIAPTAMH U
COOTBETCTBYET 33IaHUI0, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OreHKa «y/0BJIETBOPUTEIBHO) -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3ameH/3a4eT B popme
cobeceJOBaHUS:
MPAaKTHYECKOE 3a/1aHuE
10 IOCTPOCHHIO
alIrOpuT™Ma B
COOTBETCTBHUH C
TEXHUYCCKHUM 3aJlaHUEM

3amnmTa OT4ETOB 10
MPAKTUYECKUM U
nabopaTopHBIM paboTam
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IK 1. 3.
O0OecneunBaTh
3anMTy HHpOPMAIHK
B CETH C
HCIIOIB30BAHUEM
IPOrpaMMHO-
anmapaTHbIX CPEJICTB.

O1eHKa «OTJIMYHOY - TEXHUIECKOE
3aJJaHuE MPOAHATU3UPOBAHO,
QITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHHUECKOMY
3aJ]aHnI0 U 0(hOPMIICH B
COOTBETCTBUU CO CTAH/IAPTAMH,
MOSICHEHBI €T0 OCHOBHBIC
CTPYKTYpHI.

O11eHKa «XOPOII0Y -aJITOPUTM
paspaboTtaH, 0hOpMJICH B
COOTBETCTBUU CO CTaHIAPTAMH U
COOTBETCTBYET 331aHUI0, TIOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «Y/0BJIETBOPUTEIBHO) -
ITOPUTM pa3pabOTaH U
COOTBETCTBYET 3a/IaHUIO.

DKk3aMeH/3auet B hopme
co0ece0BaHus:
NPaKTUYECKOE 3a/IaHKC
0 TIOCTPOCHUIO
ITOpUTMA B
COOTBETCTBUH C
TEXHUYECKUM 3aJ[aHUEM

3amnurTa OTYETOB I10
MPAKTUICCKUM H
nabopaTopHBIM paboTam

[IK 1. 4. [Ipunumath
y4acTHe B IPHUEMO-
CIAaTOYHBIX
HACIBITAHUAX
KOMITHIOTEPHBIX CeTel
H CETEBOT'O
o0opynoBaHus
Pa3IMYHOTO YPOBHS U
B OIICHKE KayecTBa U
SKOHOMHYCCKOM

s dexTuBHOCTH
CETEBOI TOMOJIOTHUH.

O1eHKa «OTJIMYHOY - TEXHUICCKOE
3aJjaHKe TPOAHATH3HPOBAHO,
QITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY
3aJ]aHHI0 U 0(hOPMIICH B
COOTBETCTBHUH CO CTaHIapPTaMH,
MOSICHEHBI €T0 OCHOBHBIC
CTPYKTYPBIL.

O11eHKa «XOPOII0Y -aJITOPUTM
pa3paboTan, 0pOpMIICH B
COOTBETCTBHH CO CTAHIapPTaAMH U
COOTBETCTBYET 33/IaHUI0, TIOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1eHKa «y/0BJIETBOPUTEIBHO) -
aJITOpPUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

DK3aMeH/3aueT B hopme
co0ece10BaHus:
NPaKTUYECKOE 3a/IlaHKC
IO ITOCTPOCHUIO
JIrOPUTMA B
COOTBETCTBUH C
TEXHUYECKUM 3aJ[aHUEM

3aiuTa OT4ETOB 110
MPAKTHYECKUM U
1a0opaToOpHBIM paboTam

[IK 1. 5. BeimonnsTe
TpeboBaHUs
HOPMAaTUBHO-
TEXHUYECKON
JOKYMEHTAIUU, UMETh
OMBIT OhopMIIEHUS
IIPOEKTHOM
JOKYMEHTAI1H.

OreHKa «OTJIUYHOY - TEXHHUECKOE
3aJ]aHNe TIPOAHATH3UPOBAHO,
ITOPUTM pa3paboTaH,
COOTBETCTBYCT TEXHUYCCKOMY
3ajaHuIo U o(hopmIIeH B
COOTBETCTBUU CO CTaHIAPTAMH,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Or1eHKa «XOPOII0Y -aJITOPUTM
paszpaboTtaH, 0hOpMIICH B
COOTBETCTBUU CO CTaHIAPTaAMH U
COOTBETCTBYET 33aJJaHUIO, TTOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBIL.

Or1eHKa «y/10BJIETBOPUTEIBHO)) -
aJTOPUTM pa3paboTaH u
COOTBETCTBYET 3aJJaHUIO.

Dk3amen/3a4eT B popme
co0ece10BaHus:
MPaKTHYECKOe 3aJaHKe
IO TIOCTPOCHUIO
aNropuT™Ma B
COOTBETCTBUH C
TEXHUUYECKUM 3aJJaHUEM

3amunTa OT4ETOB 110
MPAKTUYECKUM U
1a0opaTopHBIM paboTam

34



7.3. OueHo4YHBbIE CPeCTBA /ISl MPOBeIeHUsI TEKYIeil aTTecTalun

Texymuii KOHTPOJIb MOKET MPOBOJAUTHCA B (hopMe:
*  (pOHTAIBHBIN ONPOC ;
*  HMHAMBUIYAJIBHBIA YCTHBIN OIPOC;
* IHMCBMEHHBIN KOHTPOJIb;
* TECTHUPOBaHUE.

TIpumepnt
Dopma JInuHble KayecTBa
SHaHUs YMeHus Bragenus (HaBbIKK) OLIEHOYHBIX
aTTecTanuu CTyAEHTa
CpeACTB
Y cTHBIN KoHTpons 3HaHUH 110 OueHka HaBbIKOB  |OnieHKa KonTponbHble
(muceMeHHBIH)  [Teme (ompeneneHusi, |OueHKa yMeHHs [paboThI C CIIOCOOHOCTH BOIIPOCHI I10
ompoc [0 [IpaBUJA, OCHOBHBIE |pa3iIHyaTh KOHCIIEKTaMH OTIEPATUBHO U TeMam
TemMam [TOJIOKEHHUS) KOHKPETHBIE TOHSATHS, JIEKINH, C KaueCTBEHHO MpUIIAraroTCs
(dbopMyIHpOBaTE U [yICOHHKAMH, 0TBEYATh HA
[IPUMEHSTh 3ammuTa [OCTaBJICHHBIC
OIIpeaeIeHNS 1 TabopaTOPHBIX BOIIPOCHI
MpaBHiIa aboT
IIpuMepHBIe BONPOCHI IS YCTHOI'O OIpoca
1. BerumcaurtennpHas N  TCICKOMMYHUKAIIMOHHAA  TCXHOJIOTHH. Pacnpez[eneHHLIe

BBIYUCIIUTCIBHBIC CUCTEMBI.
2. MnuoromammuHHasg cucteMa. CHCTEMBbI MaKETHOM 06pa60TKI/I. MHOFOTepMI/IHaHBHBIe
CHCTCMBI.

3. Ilepsrie riiobanpHBIC ceTH. [I[pUHIMIT KOMMYTAIIUH ITAaKETOB.
4. JloxkanbsHble ceTu. CereBas TexHonorus. COMMmKeHNEe JOKAIBLHBIX U TII00aIBHBIX
ceTeil.
KonBepreHius KOMIbIOTEPHBIX U TEIEKOMMYHUKAIIMOHHBIX CETEH.
IToHgaTHE TOOJIOTUH CETH.

Konprieo6paznas Tomosorusi. Kommytupyromiasi TOnojiorus.

5
6
7. TlonnocsizHas Tononorus. [llunnas Tononorus. 38e31000pa3Hast TOMOJIOTHS.
8
9

15.
16.

17.Mogaens OSI. Yposau moaenu OSI: ¢puzndeckuii, KaHaIbHBIN, CETEBOM,

ITpotoxoa TCP/IP.

. ®ynkunonuposanue Ethernet-cereii.

[TpoTtokoisl kommyHukaiuu. Cetu Ethernet.

HexoTopsie COBpeMEHHBIE CETEBBIE TPOTOKOJIBI.
[Iporokon GPRS.
CewmeiictBo npotokosioB Wi-Fi (IEEE 802.11x).

OomMenmraoBenHbIMuco0OeHUsME(INStant Messaging and Presence).

Mozenn MeXceTeBOro B3auMOAeHCTBHUA.

TPAHCIIOPTHBIN, CEAHCOBBIN, ITPEICTABICHNUS, IPUKIIATHOM.
18.Mogens TCP/IP. YpoBuu monenu TCP/IP: ceTeBoro nntepderica, MeXCeTeBOro

B3alMOJICUCTBUSA, TPAHCIIOPTHBIN, IPUKIIATHON.
19. Cpasuenune mozeneit TCP/IPu OSI. Crek cereBbix npotokosio TCP/IP.
20.UcropusEthernet. IEEE 802.3 (10BASES); IEEE 802.3a (10BASE2); IEEE 802.3e

(1BASES); IEEE 802.3i (LOBASE-T); IEEE 802.3j (LOBASE-F);
21.1EEE 802.3u (L00BASE-TX, 100BASE-T4, 100BASE-FX); IEEE 802.3y

(100BASE-T2);

22. |EEE 802.3z (1000BASE-X): IEEE 802.3ab (1000BASE-T);

23.1EEE 802.3ae (10GBASE-SR, 10GBASE-LR, 10GBASE-ER, 10GBASE-SW,
10GBASE-LW, 10GBASE-EW); IEEE 802.3an (L0GBASE-T); IEEE 802.3aq
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(10GBASE-LRM); IEEE 802.3ba (100 Gigabit Ethernet).

24. dwusznueckas aapecaius.
25. Crpykrypa kanpa Ethernet. O6men nanueimu B cetsix Ethernet.

1.
2.

w

19

20

21.

22.
23.
24.

1.
2.

N O W

9.

10

CtpyKTypHpoBaHHas KaOeabHas CUCTEMA.
[Toacucrembr CKC: BHEMIHUX MarucTpajieid, BHyTPEHHUX MarucTpaei,
TOpPU30HTANIbHASL, 000PYI0BaHMs, paboyero MecTa, aIMUHUCTPATHUBHASI.
Tunossle pabotsl o MoHTaxxy CKC.
Jlornueckas aapecauusi. Ctpykrypa |IPv4 agpeca. Macka cetu. CriocoObI 3a1aHus
MacKH CETH.
Brruucnenue agpeca cetu. KonndecTso y3110B B ceTH. Berunciienue
HIMPOKOBELIATENLHOTO a/ipeca.
Tunst IPagpecos. KnaccoBas anpecarusi.
Jlenenue ceTe Ha MOJCETH.
Conocrasnenue (pU3NUECKUX U JIOoruueckux aapecon. [Iporokon ARP.
O6opynoBaHue Jisi MPOBOIHOM JIOKaJIbHOM ceTH. [IpoBOHBIE CETEBBIE CPEIbI.
Buras napa. Cxembl 00KuMa BUTOM MapBHI.
Certessle kapThl (NIC) mms npoBoaHbIX cerelt. YcraHoBka u HacTpoiika NIC.
CereBble KOHIIEHTPATOPbl 1 KOMMYTATOPHI.
Jomensl kosnu3uil. [llupokoBemaTenpHas pacCchbuIKa.
CereBble MapipyTu3atopsl. Tabauia MapupyTU3aluu.
. JlomomHuTenpHOE ceTeBOe 00opyaoBanue. Beibop cereBoro o60opynoBaHus.
Pacmmpenue cetn.
TexHOoI0rus KIMEHT-CEPBEP.
CepBuCHI B KOMIIBIOTEPHBIX CETAX. BBIOOP CETEBBIX MPOrpaMMHBIX CPEJICTB.
.Oco0eHHOCTH pa3BUTHUS TEXHOJIOTUH OecnpoBonHoro nocrymna. [IpeumymiectBa u
HE/IOCTaTKU HCIOJb30BaHUS OecrpoBOAHBIX ceTei. CraHmapThl OecTpOBOIHBIX
CeTen.
.Ob6opynoBanue Juisi OECHPOBOAHBIX CETEH: TOYKM JOCTYIA, aJanTepbl, KIUEHTHI,
MapIIpyTHU3aTOPbl, PETPAHCISTOPHI (IOBTOPUTEIN ), MOCTHI.
Kananer Wi-Fi. SSID. MeToapl IpoBEpKH MOMTUHHOCTH. AJTOPUTMBI ITH(PPOBAHHS.
Potauus cereBbix kmoveit. @unbrpanus MACaapecos.
Crangaptuzanus ceteii. MOyIbHOCTb U CTaHJapTU3ALIUS.
HcTtounnku crangapTos.
I'pynnel crannaproB CKC.
[IpoekTrpoBaHuE JIOKAIBHOMN CETH.
Otamnbl  CcO3JaHUsl CTPYKTYPUPOBAHHOM KaOenbHOW cuctembl: (opMHpOBaHUE
TpeOOBaHU, TEXHUUYECKOE 3aJlaHue, ACKU3HBIA MPOEKT, TEXHUYECKUU MPOEKT,
TexHUuYecKas (paboyas) TOKyMeHTaIusl, BBOJ B IEHCTBUE, COITPOBOKIECHUE CUCTEMBI.
TexHuueckas TOKyMEHTAIIHSI.
OKcIulyaTallMOHHAsl JOKYMEHTALMS JIOKAIbHOU CETH.
JlomoTHUTENBHBIE SKCILTyaTallMOHHbIE ToKyMeHThI KC.
Tpe6osanus k KC. IlpousBogutenbHocTs. HafexkHOCTh 1 6€3011aCHOCTb.
Tpebosanus k KC. Pacmmpsemocts u MacmtadbupyeMocTs. [Ipo3padHocTsb.
TpeboBanuss x KC. Ilomnmepxka pasHeiIx BHIOB Tpaduka. YHpaBiseMOCTb.
COBMECTUMOCTS.
MeTtonuka U HayalbHBIE 3Tallbl MPOESKTUpOBaHUs ceTH. Mcxoansie manHbie. Bribop
pa3Mepa M CTPYKTYphbI CETH.

.IIpoexTupoBanue noKaibHON ceTu. Bo3MokHbIe HanpaBiieHUs (UHAHCOBBIX 3aTpar.
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Br160op ¢ yueToMm cToumocTu.

11.TIpoekTrpoBanre KaOEIBLHOW CHCTEMBI: BBIOOp Kabens, oOuue pPeKOMEHIAlUH I10
CO3aHHI0 KaOEJIbHBIX CUCTEM

12.TlpoexTrpoBaHue KaOETbHOW CHCTEMBI: OCHOBHBIE MPEUMYINECTBA (WIJIM MPUHIIHIIHI )
CKC, ocnosnsbie ctangaptsl Ha CKC, uatepdetricer CKC.

13.IlpoexTupoBanue 6ecripoBOAHOM JTOKaJIbHOM ceTu. [IpyuHIMIBI yaydlleHns KadecTBa
OecrpoBOIHOM CBA3H.

14.becnipoBosiHass ceTh A HEOOJBIIOrOo oQuca WM JAOMAUIHETO MCHOJIb30BaHUS.
PexxumMbl paboThI a1anITepoOB U TOUKH JOCTYyIA IIPU OpraHu3aliy O0ecrpoBOJHON CETH.

15. TunoBoe pelieHne 411 OpraHu3aluyl OECIIPOBOAHON CETH B MAJIOM OQHuce.

16. Pacimpenue cetn. Hanbomnee BaxkHbie PakTOPHI, UCTIONB3yEMbIE TIPU PAa3BEPTHIBAHUN
CeTH.

17.CnocoOb1 00beTMHEHUSI BCEX TOUEK JOCTyIa B oduce B JOKAJIbHYIO CeTh. POymMuUHT
Ha KaHAJIbHOM YpOBHE.

18. BecnpoBoaHast CBSI3b MEKIY HECKOIBKAMU 3JaHHUSIMH.

19.BBox B skcmyatanmio JIBC. Ilopsnok BBOAa B 3KCIUTyaTallMI0O M IEpEeMELICHHE
KOMITHIOTEPHOTO 000PYy10BaHHUSI.

20. Beox B skcruryatanmio JIBC. Mepsr 6ezonacaocta. [Topsimok paboTs B
uHpopMaMOHHON ceTH. OTBETCTBEHHOCTb.

1. OcnoBHble noHATHUS Oe30macHOCTH. KoH(pUIeHINaTBbHOCTD, IET0CTHOCTD U

JTOCTYITHOCTD JaHHBIX.

Knaccudukarus yrpos.

CuctemHbIi moaxon k odecnedenuto 6e3onacHocty. [lonntuka 6e3o0macHocTH.

AnmapaTHbIe CpeACTBa 3aIUThHl HHPOPMAIIHH.

[IporpammHuble cpencTBa 3amuThl HHGopMmauu. CepBUCH 0€30MaCHOCTH.

Ckanep ys13BUMOCTH ceTH. MeXaHn3Mbl pabOThI CETEBOI0 CKaHEPa JIOKAJIbHON CETH.

Bo3MoxHOCTH COBpEeMEHHBIX MPOrpaMMHBIX perieHnil. CpaBHEHHE CKaHEPOB

YSA3BUMOCTEH CETH.

3amura uapopmanuu. O630p METOIOB 3aIUTHI HHPOPMALIUH.

9. 3ammra OT HECAaHKIIMOHUPOBAHHOTO JOCTYMA K HH(OPMAIIHH.

10. Kpunrorpaduyeckoe npeodpazoBanre HHOOPMAIIHH.

11. InarHocTrka »ecTKuX IuckoB. Hanbosnee pacripocTpaHeHHbIE HETIOIAKH B paboTe
HDD.

12. TlpeaBaputenbHBIN MPOCMOTP HHPOPMAIUH.

13. Anarnoctuka >xectkoro nucka. [Iposepka HDDna npeamet gpuznyueckux
noBpexaeHui. [IporpaMMel U TMArHOCTUKH KECTKOTO JAMCKA.

14. Pe3zepBHoe konupoBanue nHpopmarmu. Texnomnorus RAID.

15. RAIDO. RAID1.

16. RAID2. RAID3. RAID4. RAIDS.

17. RAIDG6. RAID7.

18.IlonsTie skcnepTHO cuctemMbl. MHpOpManmoHHOe o0ecTieueHre SKCIEePTHOM
CHCTEMBHI.

19. Hasnaudenwme sxcniepTHbIX cucteM. Anroputm cozaanus IC. [Ipeumymectra IC.

20. Tumbl mpoGem, pemraembie DC: HHTEpIPETAIHs, TPOTHO3UPOBAHNE, TUATHOCTHKA,
MPOEKTUPOBAHKE, TUTAHUPOBAHNE, MOHUTOPHHT, OTJIaJKa, PEMOHT, 00y4YeHHE,
yIIpaBJICHUE.

21.Henocrarku DC. Knaccudukanus IC no momuoctu. HedopmanbHbie MeTO b1
MONUCKA ONITUMAJIBHBIX PEIICHUH.

Nogakown

oo
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7.4. OuieHOYHbIE CPeICTBA /ISl MPOBEIEHUsI MPOMEKYTOYHOM aTTecTAlNU

[Ipumepsnr
Dopma JInuHbIe KauecTBa
SHaHWS 'YMeHus BrnaneHre (HaBBIKH) OIICHOYHBIX
aTTeCTallnh CTyZCHTa
CpescTB
DK3aMeH KonTtpons 3Hanust  |OLieHKa yMEHHs O11cHKa HABBIKOB Onenka cnocooHocT  (Bompochr:
0a30BBIX [MOHMMATh JIOTHTYECKOTO FPaMOTHO U YETKO [IpIJIAraroTCst
[T0JI0KCHUM CIIEI[UATBHYIO COITIOCTABJICHUS 1 M3Naratb MaTepuan
TEePMUHOJIOTHIO XapaKTePUCTUKHU
00BEKTOB
OlieHKa HaBBIKOB MpH |[OLEHKA CIIOCOOHOCTH  [3aJauu
OlleHKa YyMEHHsI  [PEIICHUU 33724 B TPaMOTHO M YETKO [IpIJIAraroTCst
peraTh TUIIOBbIe  [00J1aCTH M3JaraTh X0 PeIICHHS
3aJa4yi B obacTi KOMIIBIOTCPHBIX 3a1a4 U
KOMITBIOTEPHBIX ceTel WHTEPIPETHPOBATH
ceTeil €3yJIbTaThl

7.4.1. TlpumepHbIe BOMPOCHI /IJIsI MPOBeeHUS MPOMEKYTOYHOM aTTeCTAIMU

1. BeruncnurenbHas U TeIEKOMMYHHKAIIMOHHAS TEXHOJIOTUU. Pacnipenenennbie
BBIYUCIIUTEIILHBIE CUCTEMBI.

2. MuoromamunHas cuctema. CucTeMbl TaKeTHOM 00paboTku. MHOTOTepMUHAIBHbBIE

CHUCTEMBI.

[TepBrie robanbHbIe ceTH. [I[pUHIIMT KOMMYTAIIUN TTaKETOB.

Jlokanbnbie cet. CeteBast TexHoOrHs. CONMKEHUE JIOKATBHBIX U TT100aTbHBIX

ceTei.

KonBepreHiust KOMIbIOTEPHBIX U TEIEKOMMYHHUKAITMOHHBIX CETEH.

[ToHsiTHE TOMIONOTUM CETH.

[TonrocBszHas Tononorust. Lllnanas Tononorus. 3Be31000pa3Hast TOMOIOTHS.

Konbrieo6paznas Tomosorusi. Kommytupyroiasi TOnojiorus.

9. Tlporokonbel kommyHukaiuu. Cetu Ethernet.

10. IIpotoxkox TCP/IP.

11. dynkumonupoBanue Ethernet-cereii.

~w

0 ~NO O

12.
13.
14.

Hekotopbie cCOBpeMEHHBIE CETEBBIE TPOTOKOJIBI.

[Tporokon GPRS.

CewmetictBo niporokoisioB Wi-Fi (IEEE 802.11x).

15. OomenmraoBenHbiMuco0OIeHus MU (INStant Messaging and Presence).

16. Mojenu MeXCeTeBOro B3anMOICHCTBUS.

17.Mogaens OSI. Yposau moaenu OSI: ¢puszndeckuii, KaHaIbHBIN, CETEBOM,
TPAHCIIOPTHBIN, CEAHCOBBIN, TPEACTABICHUS, IPUKIIATHOM.

18.Mogens TCP/IP. YpoBuu monenu TCP/IP: ceteBoro nntepderica, MeXCeTeBOro
B3aUMO/JICVCTBUSA, TPAHCIIOPTHBIN, IPUKJIIATHOM.

19. Cpasuenne mogeneir TCP/IPu OSI. Crek ceteBbix mpotokoso TCP/IP.

20.UctopusiEthernet. IEEE 802.3 (10BASES); IEEE 802.3a (10BASE?2); IEEE 802.3e
(1BASED); IEEE 802.3i (LOBASE-T); IEEE 802.3] (LOBASE-F);

21.1EEE 802.3u (100BASE-TX, 100BASE-T4, 100BASE-FX); IEEE 802.3y (100BASE-
T2);

22. |EEE 802.3z (1000BASE-X); IEEE 802.3ab (1000BASE-T);

23.1EEE 802.3ae (10GBASE-SR, 10GBASE-LR, 10GBASE-ER, 10GBASE-SW,

10GBASE-LW, 10GBASE-EW); IEEE 802.3an (10GBASE-T); IEEE 802.3aq

(10GBASE-LRM); IEEE 802.3ba (100 Gigabit Ethernet).
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24. dusudeckas agpecarus.

25. Crtpykrypa kaapa Ethernet. Oomen manubiMu B ceTsix Ethernet.

25. CrtpykTypupOoBaHHas KabelbHas CHCTEMA.

26.IToncucrempr CKC: BHEITHIX MarucTpasiei, BHyTPEHHUX MarucTpaiei,
TOpPU30HTANIbHASL, 000PYI0BaHMs, paboyero MecTa, aIMUHUCTPATHUBHASI.

27. Tunossie paboTsl Mo MoHTaxy CKC.

28.Jlornueckas aapecanus. Ctpykrypa IPv4 agpeca. Macka cetu. CriocoOblI 3a1aHust
MacCKH CETH.

29.Briuucnenue angpeca cetu. KonnuecTBo y310B B ceTH. Beruucienue
HIMPOKOBELIATENLHOTO aJipeca.

30. Tumst IPagpeco. KimaccoBast anpecarmsi.

31. JlemeHue ceTei Ha MOACETH.

32. CormocraBieHne GU3NUECKUX U JJOTHIecKuX aapecoB. [Ipotokon ARP.

33. ObopynoBaHue 151 IPOBOAHON JTOKATBHOM ceTH. [IpoBOIHBIC ceTEeBBIE CPEIBI.

34. Bwuras mapa. Cxembl 00>kMMa BUTON TIapHbI.

35. Ceresbie kapthl (NIC) mist mpoBoaHbIX ceTeid. YcranoBka u HacTpoiika NIC.

36. CerteBble KOHIIEHTPATOPHI 1 KOMMYTATOPEI.

37. Howmens! komumusuid. [llnpokoBemaTensHas pacChiiKa.

38. CereBble MapuIpyTu3aTtopsl. Tabnuia MappyTU3alUH.

39. JlomonmHuTEIbHOE ceTeBOE 000pymoBaHKe. BoIOOp ceTeBOro 060pyaoBaHusI.

40. Pacmmpenue cetu.

41. TexHoyorusi KIUEHT-CEPBEP.

42. CepBHUCHI B KOMIIBIOTEPHBIX CETSIX. BHIOOP CETEBBIX MPOTPAMMHBIX CPE/ICTB.

43.0co0eHHOCTH PAa3BUTHSI TEXHOJIOTHN OecripoBOAHOTO noctyna. [Ipemmymiectsa u
HEJIOCTaTKU UCTIOIB30BaHus OecrpoBOAHBIX ceTet. CTaHIapThl O€CTIPOBOIHBIX CETEH.

44.060pynoBaHue 151 OECIIPOBOIHBIX CETEH: TOUKU JJOCTYIIA, aIaliTePhl, KIUEHTHI,
MapIIpyTU3aTOPhI, PETPAHCIATOPHI (TOBTOPUTENN), MOCTHI.

45. Kananer Wi-Fi. SSID. MeTobl TpoBepKH TOUIMHHOCTH. AJITOPUTMBI ITU(PPOBAHUSI.
Poranus cereBrix kimoueit. unvrpanus MACanpecos.

46. Crangaptuzanus ceteil. MOmynbHOCTh U CTaHIapTU3AIIHA.

47. VICTOYHUKH CTaHAApTOB.

48. T'pynmnsl ctannaptoB CKC.

7.4.2. TlpumepHble 3a1a4M JJIS1 IPOBeJeHUsI POMEKYTOYHOMH aTTeCTALNHU

1. TIpomectu aumarHoctuka IP-ipoTokosna cBoero mpoTokona.

2. HWcnonb3yst KOHCOIb MOMYYUTh WH(MOPMAIHIO 00 anmapaTHOM ajJpece CETeBOW KapThl,
IPagpece, macke cetm, nutoze mo ymonuanuto, crmucke DNS-cepBepoB cereBoro
MIOJTKITIOYCHUSI.

3. IlpoBepbTe AOCTYMHOCTHh MO CETH MUII032 MO YMOJYAHHIO M JIOOOTO COCEIHEro
KOMIIBIOTEpA.

4. Ompenenurte COUCOK MapIIPyTU3aTOPOB Ha MYTH CJICJOBAHUS MAKETOB OT JIOKAJILHOTO
KOMITBIOTEpA JIO cepBepa WWw.mail.ru.

5. V3en A umeer anpec 202.121.74.37 u macky 255.255.255.224. V3en B umeet aapec
202.121.74.66 u Takyro xe MackKy. Moryt nu y3nel oOMeHHBAThCs HH(pOpMaruei
HETIOCPEICTBEHHO.

6. Kommanus umeer cerb ¢ azapecom 128.131.0.0 u 45 cermentoB. B Oymymem
notpedyerca mnoxanepxkka eme S50 moaceredt. Kakas HeobOxomuma wmacka Juist
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http://www.mail.ru/

MOAICPKKH MaKCUMAJIbHOTO KOJIMYECTBA Y3JIOB B MOJICETH.

7. Kommnanus coctouT u3 9 moapasaenenunii u umeet uaeHtudukarop cetu 130.121.0.0.
Tpebyercsa noanepxka 10 3000 y310B B noapasaenenuu. Kakas Heooxoauma Macka?

8. Knmment momyumn y mpoBaiimepa 7 wunentudukatopoB cereidr 223.68.168.0 -
223.68.174.0. Kakasg HeoOXxoauma MacKa, YTOOBI CBECTH KOJIHWYECTBO 3alucEld B
Ta0IUIe MaPIIPYTU3AIUHU 10 OTHOM.

9. BBIMONMHUTH HAYAJIBHYIO HACTPOWKY TOPTOB MapIIPyTHU3aTOpa IO MPEIIOKCHHON
cXeMme.

10. BbIMOMHUTH HACTPONKY MOJKIIOUEHUS OECIIPOBOAHOIO aanTepa K TOUYKE JOCTYTIA.
11. BoImoaHUTh 00KUM KOHHEKTOpPA Ha BUTYIO Mapa Mo MpeUIoKEHHOMY BapHaHTY.
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8. JONMOJHUTEJBHOE OBECIIEYEHUE JTUCIUIIJINHBI

JIOMOMHUTENBHBI ~ MaTepHall,  PACHIMPSIONUHA W YIUIYONSIOMMUA — JICKIHH
MpenojaBaTeNs, MOXHO HaWTH B HCTOYHUKAX, MEPEUUCICHHBIX B paszzaene «llepeueHb
OCHOBHOM M JONOJHUTENbHON Y4eOHON JUTEpaTypbl, HEOOXOAUMOW MJII OCBOCHHUS
TUCIUIUIMHBD (CM. pasnen 5).

Huxe npuBeneH ¢pparMeHT JeKIuu.

Tumnosplie 3JileMeHTbI CTPYKTYPHPOBAHHOM Ka0eJbHOI CHCTeMbI

CrpykrypupoBanHasi kabeabHasi cucrema (CKC) - ocHoBa HMHGPOPMAITMOHHOM
UHOQPACTPYKTYpPhl HPEINPUATHS, MO3BOJISIONIAs CBECTH B €IUMHYIO CUCTEMY MHOXKECTBO
MH(POPMAIIMOHHBIX CEPBUCOB PA3HOTO0 HAa3HAYEHMs: JIOKAJIbHbIE BBIYMCIUTEIbHBIE U
Tene(oHHbIE CETH, CUCTEMBI O€3011acCHOCTH, BUACOHAOIIOACHUS U T. 1.

CKC npencrasinsier co00il nepapXuueckyro KaOelabHYI0 CUCTEMY 3/1aHUs WK TPYIIIBI
3aHUM, pa3/ieJIeHHYI0 Ha CTPYKTYpHbIE nojacuctemMbl. OHa COCTOUT M3 Habopa MEIHBIX U
ONTUYECKHUX Kabenell, Kpocc-mnaHesnel, COeIMHUTENbHBIX HIHYPOB, KaOENbHBIX pPa3beMOB,
MOJIYJIBHBIX THE3]l, HTH(POPMAIIMOHHBIX PO3ETOK M BCIIOMOraTelIbHOro obopyaoBaHus. Bce
IIEPEUNCIICHHBIE 3JEMEHThl HMHTETPUPYIOTCA B E€IUHYI0 CUCTEMY M JKCIUIyaTHPYHOTCS
COIJIACHO OIPEJEIICHHBIM IIPABHIIAM.

KaGenpHast cucremMa - 3TO cUCTeMa, 3JIEMEHTaMH KOTOpPOW SIBISIOTCSA Kabenu |
KOMITOHEHTBI, KOTOpbI€ CBsi3aHbl ¢ KalOeiaem. K kaOenbHbIM KOMIIOHEHTaM OTHOCHUTCSI BCE
MaCCUBHOE KOMMYTAIIMOHHOE 000pY0BaHUE, CIIyKalllee ISl COEIMHEHUS I (U3HUECKOTO
OKOHYaHUsl (TePMUHUPOBAHUS) Kabensl - TeJIEeKOMMYHMKALMOHHBbIE PO3ETKM Ha paboumx
MecCTaX, KpOCCOBbIE 1 KOMMYTAI[MOHHbIE MTAHETU B TeJIeKOMMYHUKALMOHHBIX TOMEIIECHUSX,
MY(THI U CILIAHCHI.

TepMUH «CTPYKTypHPOBAaHHas» O03HAYaeT, C OAHOW CTOPOHBI, CMOCOOHOCTh CHCTEMBI
MOJJIEPKUBATh Pa3IMUHbIe TEICKOMMYHUKAIIMOHHBIE MIPUIIOKeHHA (Ilepeiayy peyu, JaHHBIX
U BUJIEOM300paeHmii), ¢ pyroi - BOZMOXKHOCTb MPUMEHEHUSI Pa3IMYHbIX KOMIIOHEHTOB U
MPOAYKIIHM PA3TUYHBIX MPOU3BOJUTENEH, U C TpeTbeH - CIOCOOHOCTh K peau3aliM Tak
Ha3bIBAeMOM MYJIbTUMEIUWHOW CpeIbl, B KOTOPOM HCMOJb3YIOTCS HECKOJIbKO THUIIOB
nepelalImMX cpell - KoakcualbHbli kabenb, UTP, STPu ontuyeckoe BoiokHO. CTPYKTYpy
Ka0eNbHON cHucTeMbl orpeaensieT HHPpacTpykTypa HHQOPMALMOHHBIX TexHoJorui, |IT
(InformationTechnology), WMeHHO OHa JAHMKTYyeT COJCp)KAHUE KOHKPETHOTO MPOEKTa
KaOelbHOW CHUCTEMBI B COOTBETCTBHU C TpeOOBaHUSMU KOHEYHOI'O IOJIb30BaTels,
HEe3aBUCUMO OT aKTUBHOT'O 000PYJOBAHMS, KOTOPOE MOKET MPUMEHSATHCS BIIOCIIEICTBUH.

Hoacucremsr CKC
B crpykrype CKC cymiectByeT HECKOIbKO TMOJCUCTEM, KakKaass U3 KOTOPBIX

BBITMOJIHAET CBOM (PyHKUMHM. JJIs KaxX10i U3 MOACHCTEM CYHIECTBYIOT NMpaBuia GU3NIECKUX
KOHCTPYKIIMH, TOMOJOTHs, CHOCOObI (pu3mueckux coequHEeHWH TMHWM. bmaromaps stomy
o0yierdaercss agMUHHCTPUPOBAHME U OOCITY)XKMBAaHUE CETH, W TOSBJSIETCS BO3MOXXHOCTb
HEOTPaHUYECHHO YBEIMYUBATHh KAK 00BbEM CETH, TaK M YCIOXKHATH €€ CTPYKTYPY.
CrpykTypupoBaHHas KadeabHas CHCTeMa COCTOUT M3 HECKOJbKHX ypOBHEH. YPOBHHU
OTIUYAIOTCS N0 (PYHKIMSAM, PACTIOTIOKEHHUIO U COCTABY KOMIIOHEHTOB (pErIaMeHTHPOBAHHBIX
CTaHJAAapTaMH Ha KaOelbHYIO pa3BoAKy B 3maHuax (amepukanckum EIA/TIA-568A,

41



esponeiickum EN-50173 u mexxaynapoaasim ISO/IEC11801).
Crpykrypa CKC COIJIACHO

MexayHapoaHomy ctanaapty 1SO11801 A
- noacucTema pa6oyero- MecTa B ’

2 - ropusoHTanbHasi noagcucTema - _‘ "' :szf 1 |”
3 - BepTUKanbHasi nogcucteMa — r ‘ 4 3
4 - noacuctema o6opyaosaHus E j
5 - maructpanu komnnekca saanui
© - aAMWHUCTPaTMBHas

noacucTeEMa I £31

B camom o6mem caywae CKC BrmrouaeT B ce0s TpH MOACHCTEMBI: BHEUTHUX
MarucTpayiei, BHyTpeHHHUX MarucTpajieil 1 TOpU30HTAIIbHYIO.
[ToacucreMa BHEIITHMX MATHCTpajieil COCTOUT U3

* BHEIIHUX MAarucTpaJbHbIX KaOejeil MeXIy KpOCCOBOWM BHENIHMX Marucrpaie u
KpPOCCOBBIMU 3JJaHUH,

KOMMYTAIlMOHHOTO OOOPYZOBaHUS B 3TUX CIYXKEOHBIX MOMEIICHUSAX, K KOTOPOMY
MOJIKJIFOYAIOTCS] BHEIIHUE KOMMYTAI[MOHHbIE Ka0eH,
KOMMYTAIIMOHHBIX IIIHYPOB W/MUJIH NEPEMBIYEK B KPOCCOBOI BHEITHMX MarucTpasiei.
C noMoImp0 NOJCHCTEMBl BHEUIHMX MAarucTpajedl CBS3bIBAIOTCS B EAMHYIO CETh
3/1aHUsA, PaCIOJIOKEHHBIE pAIOM. B ciyuyae co3maHus ceT B Ipelenax OJHOIO 3AaHHs
HEOOXOAMMOCTH B IIOJCUCTEME BHEIIHMX Maructpaieir Her. Ilomcucrema BHeUTHHX
MarucTpajei yaiie BCero MMeeT TOMOJIOTHIO "KOJIbLO" WK "IBOWHOE KOJBIO".
[TopcucreMa BHYTPpEHHUX MAarucTpaJjei COCTOUT U3

* BHYTPEHHUX MAarucTpajbHBIX KaOeylel, MOJOKEHHBIX MEXAYy KpPOCCOBOM 34aHMs U

KPOCCOBBIMU 3TaXEN,

* KOMMYTaIlMOHHOE 000PYZIOBaHUE B JAHHBIX KPOCCOBBIX TTOMEIICHHUSX, -

KOMMYTAIIMOHHBIE IIHYPHI U/WIH EPEMBbIYKUA B KPOCCOBOM 3/1aHUS.

[TocpencTBoM MoOACUCTEMBI BHYTPEHHUX MarucTpajieil COeqUHSIOTCS OTACIbHbIE 3TaXu
3nanus. Eciim CKC co3nmaercsd B mpenenax 3Taxa, TO MOJACHCTEMa BHYTPEHHUX MarucTpaiei
MOKET OTCYTCTBOBATb.

I'opuzoHTaNBHASA, WM TPETUYHAS] MOACHCTEMA COCTOUT U3

* BHYTPEHHHX  TOPH3OHTAJbHBIX  KaOelmeil  MeXIy  KpOCCOBOM  dJTaxka W

MH(POPMAIIMOHHBIMU PO3E€TKaMHU pabOYMX MECT,

*  HMH(OPMAIMOHHBIX PO3ETOK,
* KOMMYTallMOHHOTO OOOpYJOBaHMS B KpPOCCOBOM 3Ta)ka, K KOTOPOMY MOIKIIOYEHBI
TOPU30HTAIBHBIE KaOeIH,

* KOMMYTAIlMOHHBIX IIHYPOB H/HUJIM TMEPEMBIYEK B KPOCCOBOM dTaXa.
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I'opu3oHTaNIbHAs MOJICUCTEMA MMEET TOIOJOTHIO THMHa "3Be3/ia", B KOTOpOH Kaxjaas
MHpOpMAIIMOHHAsT PO3€TKAa COEJUHEHAa CBOMM KabeleM C JTaXHbIM KOMMYTAallMOHHBIM
oOopynoBanueM. llpu uCHoOIb30BaHMM B TOPU3OHTAJIBHOM TPAKTE MEIHOrO Kalems
HE0OX0IMMO, YTOOBI BCE YEThIpe Mapbl ObUIM MOJKIIOYEHBI K OJHON HH(OpMaMOHHON
po3eTke. MakcumalibHass  JJIMHA  TOPU3OHTAJbHOrO  IpoOpoca  MEIHOro  Kabens
(3KpaHHMpoOBaHHAas WM HEAKPAHUPOBAHHAS BUTAs [1apa) HE JOJDKHA MpeBbIaTh 90 M.

JleneHre Ha MEpeYrcieHHbIE TPU MOJCUCTEMBI NMPUHUMUIHUAIBHO OAMHAKOBO M JUIS
opuCHOM, M I NPOU3BOACTBEHHOW ceTu. MHorma st yaoOCTBa NPOEKTUPOBAHHS U
oOcny>XKMBaHUs TPUMEHsSIETCs OoJjiee MeNKoe IpoOJeHHE Ha MOACUCTEMY pabodyero Mecrta,
MOJICUCTEMY O0OPYIOBAHUS U ]MUHUCTPATUBHYIO [TOJICUCTEMY.

Ioacucrema paGoyero Mecra - 3T0 COEIMHEHUE MEXAY UHOOPMALIMOHHON PO3ETKOM
U KOMITbIOTEpOM/ Teae(pOHOM/ MPUHTEPOM U T. 1. K HEl OTHOCATCS COEAMHUTENBHBIE LIHYPHI,
ajanTepel, a TaKXKe YCTPOMCTBa Mepenayd, MO3BOJIAIOMINE IMOAKIIYATh NEPEUUCICHHbIE
YCTPOMCTBA K CETH uepe3 NHYOPMALIMOHHYIO PO3ETKY.

Iloacucrema oO0opyaoBaHUsI COCTOUT M3 AKTUBHOIO CETEBOTO OOOpPYAOBaHUSA U
KOMITOHEHTOB, 00€CIEUMBAIOIINX MOJIKIIOUYEHHE 3TOro O00OpYAOBAHMUS K KOMMYTAIIMOHHBIM
MaHEJSIM: COETUHUTENBHBIX IIHYPOB, Pa3bEMOB U AIEMEHTOB UX (PUKCALIUH.

AJIMHHHCTPATHBHAS MOACHCTEMA COCTOUT U3 COSAUHUTENIbHBIX IIPOBOJIOB U IITHYPOB,
C IOMOUIbI0 KOTOPBIX TPOMU3BOJIUTCS (PU3MUECKOE COECTUHEHHE JIMHUN IOACHUCTEM,
MOJIKJIIOYEHHBIX K KOMMYTAIIMOHHBIM MTAHEJISIM.

Tunosslie padoTsl o MoHTa:Ky CKC BKIIIO4aIoT:

* YCTaHOBKY KaOeJIbHBIX KaHAJIOB (B KOpoOax, TOTKaxX, roppoTpyde, Tpydax U T. 1.);
* poOMBKY OTBEPCTUI B CTEHAX;

* MPOKIJIAIKY KaOes B KaOEIbHBIX KaHallax;

* YCTAaHOBKY PO3ETOK M 3a/I€JKy KaOesss MOIYJIN PO3ETKHU;

* cOOpKY M YCTaHOBKY MOHTa)HOTO IIKada;

* YCTaHOBKY M HaOMBKY NaT4-MaHesel U opraHaiizepon
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PELIEH3USI

Ha pabovyIo porpamMMy y4eGHOM TUCIMTIIAHEL
MJIK.01.01 KommbrotepHsle cetn
s cnenuanbHocTi 09.02.06 CeteBoe u crcTeMHOE aIMUHHCTPUPOBAHHE

Pabouas mporpamma yueGHON MMCHMIIIMHEL MJIK.01.01 KommnsrorepHsie
cetd  coorBeTcTBYyeT OI'OC cmenmanbHOCTH  cpemHero POoQeCCHOHATBHOTO
obpazoBanus  09.02.06 «CereBoe W  CHCTEMHOe aIMUHHCTPUPOBAHHUEY,
YTBEPXACHHOTO NprKkasoM MUHHCTepCTBA 06pa3oBaHus M Hayku Poccuiickoii
®enepanun ot «09» nexabpst 2016 . Ne 1548, 3aperucrpuposan B Munucrepcrse
FOCTUIHH 26.12.2016 . (per. Ne 44978).

B pabouyro mporpamMmy y4eGHON NMCHMIIMHBI BKIIOYEHE] pazziensl
«Ilacropr paGoweit mporpamMmbl  yueGHOI JMCIUILINHEDY, «CTpykTypa u
COICPXKaHWe  y4eOHOW  uCIUIUIHHB, «O6pa3oBaTebHbIe TEXHOJIOTHIY,
«YCIOBHSL  peanu3allid  IPOrpPaMMBbI yueOHOM  mucrmmuse», «Ilepeuens
OCHOBHBIX M JIOIIONHUTENLHBIX HH(QOPMAIMOHHBIX HCTOYHUKOB, HEOOXOIMMbIX
A OCBOCHUA NMCLUIUTAHBD), «MeToxuaeckue pekOMeHIaiy 06YYarOnmMes 110
OCBOCHHIO IUCIUILTMHBD), «OLEHOYHbIE CPENICTBA Il KOHTPOJISL YCIIEBAEMOCTHY 1
«JloriomHMTENEHOE OOECTIeUeH e MUCIUATIINHbD.

Crpykrypa u cozepkanue paGoueit IIPOrpaMMBbl  COOTBETCTBYIOT LIEJISIM
obpasoBarenpHON mporpammel CIIO mo cremmansroctd 09.02.06 «CeteBoe u
CACTEMHOC aIMUHUCTPUPOBaHUE» U OyAymieil nmpodeccrOHATBHON NesITeIbHOCTH
CTyIIeHTa.

O6bem  paGouell mporpamMMbl  y4eGHOM  THCIHILIHHEL IIOJIHOCTBIO
COOTBCTCTBYET y4eOHOMy TIUIaHy IIOATOTOBKH IO NAHHOM CHeNHaIbHOCTH, B
IIPOrpamMMe YeTKO C(HOPMYIHUPOBAHBI LENH OOYUCHHUS, a TAKKe IIPOTHO3UPYEMEIE
Pe3yIbTaThl O0YYeHUS 10 JUCITUIIIHHE.

Ha ocHOBaHuMM IpoBeneHHOM SKCITepTH3a MOXKHO CIeIaTh 3aKJIFOYEHHE, YTO
pabouas mporpamma y4eGHON MUCIIUILTHHEL MJIK.01.01 KommbrotepHsle cetu 1mo
cnenranpHocTH  09.02.06 «CereBoe U cHcTeMHOe aIMUHUCTPUPOBAHUE)

COOTBETCTBYET TPeOOBaHHAM CTAaHIAPTA, MPO(GECCHOHATBHEIM TpeOoBaHMsIM, a
TaKKe COBPEMEHHBIM TPeOOBAHUAM PhIHKA TPY/Ia.

Hupexrop OO0 «busHec accucTeHT)
«29 » (Q/CVJ%\( 20Zor,



PELTEH3US

Ha pabovyro IporpamMmy y4eGHOMN AUCIUATUTHHEL
MJIK.01.01 KomnbrorepHsie cetu
A cniennansHoCcTH 09.02.06 CeTeBoe 1 crcTeMHOE aIMUHUCTPUPOBAHYE

Pabovas mporpamma y4eOHON NUCIMITHHBI MJIK.01.01 KommbrorepHsre
cetu  cooTBeTcTBYyeT PI'OC  cmenmamsHOCTH —cpemHero podeCCHOHAIBHOTO
obpasoBanust  09.02.06 «CeTeBoe ®  CHCTEMHOE aIMUHUCTPUPOBAHHEY,
YTBEPKACHHOrO TNpukasoM MuHucTepcTBa 006pa3soBaHus M HayKH Poccuifickoii
Oenepanun ot «09» nexabpst 2016 T. Ne 1548, 3aperucTpupoBaH B MuHUCTEPCTBE
roctriuu 26.12.2016 1. (per. Ne 44978).

B pabouyro mnporpamMmy yueGHOM JUCLMIUIMHBI BKITIOUEHEI pazzesl
«Ilacriopr paGodell mporpamMMmsl  y4eGHOI AUCUUIUIMHEDY, «CTpykTypa u
COIep)KaHHWe  y4eOHOHW MUCHMIUIMHBDY, «OO6pa3oBaTenbHbIE TEXHOJIOTHUI,
«YCIIOBUSL  pealu3alliM IPOrPaMMBl  Y4eGHO AUCHHUIUIMHEDy,  «[lepeuens
OCHOBHBIX M TOTIOJHUTENBHbIX WH()OPMAIMOHHBIX HMCTOYHUKOB, HEOOXOMIMMBIX
AU OCBOCHHST TUCIUIIMHED), «MeTonuieckie peKOMEHIAMU 00yIaromUMCs 110
OCBOCHHIO TUCIMIIUHBD, «OLEHOYHBIE CPECTBA Il KOHTPOJIS YCIIEBAEMOCTIY 1
«JlomonHuTeNnpHOE 0GeceueHne TUCIIUITINHED.

CIpykrypa u comepxanue pabodeil MmpOrpammsr COOTBETCTBYIOT IIEJISAM
obpasoBarenbHOl mporpammel CIIO 1o creumansrocTs 09.02.06 «CeTeBoe u
CHCTEMHOC aIMUHHUCTPUPOBaHUE» U OynyIiedl mpodecCHOHANBHON AesTeIbHOCTH
CTyJIeHTa.

Ob6bem  paboueill mporpamMMbl  y4eGHON  NMCHUIUIMHBI  IIONHOCTEHIO
COOTBETCTBYeT y4eOHOMy IITaHy IMOATOTOBKH MO IaHHOM ClenuambHOCTH. B
MpOrpaMMe 4YeTKO COPMYIHPOBAHBI IENU OOYUEHHS, 8 TAKKe IIPOTHO3UPYEMEIE
pe3yapTaThl OOYUYEeHHUS 110 AUCLUILIINHE.

Ha ocHoBanuu npoBeseHHO#M SKCIepTH3a MOXKHO CleaTh 3aKJIFOYEHHe, YTO
pabouyast mporpamma yueGHol aucrmmmuasr MJIK.01.01 KomnsroTepHsie cetu o
cnenuansHOCTH  09.02.06 «CeTeBoe W  cmcTeMHOe aIMUHUACTPUPOBAHUEY

COOTBETCTBYeT TPEOOBAHMAM CTaHIAPTa, NPO(YECCHOHANBHBIM TPEGOBAHMAM, a
TaK)Ke COBPEMEHHBIM TpeOOBAHUSIM PBIHKA TPY/IA.

Wnxenep-nporpammuct 1 kareropun

oraena ACYTII ynpasnenus ACVYTI,

KHUIIuA, MOII Kpacuonmapckoro PITY HayansHik
$unmmana «Maxpopernon FOI'»y OO0 UK ynpasnenus ACYTT,
«CUBMHTEK» il O

Kpacpegg§pckoro RV
(29 » &reveedpe Q0LOT. ({////’%m "~ 'MB. JIutyc



