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1 IACIIOPT PABOYEN MPOT'PAMMBI YUEBHOM TUCIIUILINHBI

1.1 O6aacTh NpUMeHEeHHsI MPOrpaMMBbl
PabGouas nporpamma ydeOHOM auciuiuinHbl «be3zonacHOCTh (YHKIMOHUPOBAHUS

UH(GOPMALIMOHHBIX CHCTEM» SBIISETCS YacThbl0 OCHOBHOW mpodeccroHanbHOM 00pa3oBa-
TENbHON MpOrpaMMbl B COOTBETCTBHM C DenepaibHbIM TOCYIAPCTBEHHBIM 0OOpa3oBa-
TEeIBHBIM CTaHIAPTOM cpeaHero npodeccuoHanpHoro oopazoanusa (nanee ®I'OC CIIO)
st cnenuanbHocTH 09.02.02 KoMIbloTEpHBIE CETH.
1.2 MecTo AUCHUIIMHBI B CTPYKType NPOrpaMmbl MOATOTOBKH CHENHAJIMCTOB
Cpe/iHero 3BeHa

HNuctunnuna «be3omacHocTh  (QYHKIIMOHUPOBaHUS WHOOPMAIMOHHBIX  CHUCTEM)
OTHOCHUTCSI K MPO(ECCHOHATFHOMY MO0 «IJKcIuTyatanus OOBEKTOB ceTeBoil uH(pa-
CTPYKTYPBI».
1.3 Ileau u 3a7a4u y4yeOHOI TUCHMIUIMHBI - TPeOOBAHHUS K Pe3yJbTAaTaM OCBOEHUSI
AUCHUTTHHBI

B pesynbpraTe mzydenus npodeccuoHanbHOr0 MOJYJA OOy4YaloIUNCs JOIKEH UMemb
NPAKmMu4ecKull Onvlm:
- 00CIIy>)KMBaHUs CETEBOU NH(PPACTPYKTYPHI;
- YAQJIIGHHOTO aJIMUHUCTPUPOBAHUS CETEBON MH(MPACTPYKTYPHI;
- IO/JIEPKKH MOJIb30BaTENEH CETH, HACTPOUKH aIrapaTHOro U MPOrPaMMHOT0 O0ECTICUEHHUS
ceTeBOM MH(MPACTPYKTYPHI.

B pe3ynbrare ocBOCHMS IUCUUIIIIMHBI 00YYAIOIIMICS TOJKEH yMemby.
- BBIIOJIHATbD MOHUTOPUHI M aHajau3 paboThl JIOKAJIbHOM CETH C MOMOIIbIO
MPOrpaMMHO-AIIAPATHBIX CPEJICTB;
- IPaBUJILHO O(OPMIISATH TEXHUUYECKYIO JOKYMEHTAIIHIO;
- HabmonmaTth 3a TpapUKOM, BBHITIONHATH OMNEPAMH PE3EPBHOTO KONMUPOBAHUS W
BOCCTaHOBJICHUS JaHHBIX;
- YCTaHABIIMBATh, TECTUPOBATH M IKCILTYaTHPOBATH HHPOPMAITMOHHBIE CHCTEMBI, COTJIACHO
TEXHUYECKON JOKYMEHTallM1, 00ecreyrBaTh aHTUBUPYCHYIO 3aLIUTY.

B pe3ynbrate ocBOCHMS NUCUUIIIIMHBI 00YHAIOIIMICS TOJIKEH 3HAMb.
- 3aJa4M YIPaBICHUS: aHAIN3 TPOU3BOJUTEILHOCTH U HAJCKHOCTH, YIIPaBICHUE

0€30MacHOCThIO, yUeT TpaduKa, yrnpapieHue KOHPUTypaluei;



- CpCIACTBa MOHUTOPHHI'A U daHAJIN34d JIOKAJIbHBIX CeTeﬁ;

- OCHOBHBIC IIOHATHA I/IH(i)OpMaI_II/IOHHBIX CHCTCM, YKU3HCHHBIN OUKII, HpO6J’ICMLI
00ecIIeYeHUsT TEXHOJOTMYECKOM 0e30I1acCHOCTH I/IH(bOpMaI_II/IOHHBIX CHCTCM, Tpe6OBaHI/I$[ K
APXUTCKTYPC I/IH(i)OpMaI_II/IOHHBIX CUCTCM H HX KOMIIOHCHTaM JJIA o0OecIeyeHHs
0e301acHOCTH q)YHKI_II/IOHI/IpOBaHI/IH, OIICPATHUBHLBIC MCTOJIbI IIOBBIIONCHUA 0e30IacCHOCTH

(YHKIMOHUPOBAHUS IPOTPAMMHBIX CPEJCTB U 0a3 TaHHBIX;
- OCHOBHbIE TpeOOBaHMS K CpEICTBAM M BUJAM TECTUPOBAHUS MJIs ONPEICICHUS

TEXHOJIOTUYECKOM 0€30MacHOCTH UH(POPMAIIMOHHBIX CUCTEM.
MakcumanbpHas yueOHasi Harpy3ka odyyaromierocs 195 gacos, B TOM uucie:
- o0s3aTenbHas ayAuTOpHas yuyeOHast Harpy3ka oOydaromerocst 130 gacos;
- caMmocTosiTenbHas paboTa oOy4aromierocs 65 4acos.
1.4. IlepeyeHb MIaAHUpPYeMBbIX pe3yJbTAaTOB 00y4YeHus mno aucuuiuindHe (Ilepedenn
GopMupyeMbIX KOMIIETEHIMIA).
OcBoenune aucUUIUIMHBL «be30nacHoCTh (YHKIMOHUPOBAHUS WH(GOPMALMOHHBIX
CUCTEM» CIOCOOCTBYET (HOPMHUPOBAHUIO Y CTYACHTOB CIEAYIOMUX MNPOdheCcCHOHAIBHBIX

KOMIIETEHITUH:

» [TIK 3.1. YcranaBnuBath, HaCTPauBaTh, IKCITyaTUPOBATh U 0OCITYKUBATh TEXHUYECKUE U
MIPOrpaMMHO-aMIapaTHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

» [IK 3.2. IIpoBoauTh nNpoduiIakTHIecKue padoThl Ha 00BEKTaX CETEBON HHPPACTPYKTYPHI
1 paboyYuXx CTAHIIMSIX.

+ [IK 3.3. DkcmutyaTatusi cCeTeBbIX KOHGUTYpaIuii.

 TIK 3.4. VYuacTBOBaTh B pa3pabOTKe CXEMbl IOCIEABAPUMHOTO BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH KOMIBIOTEPHOU CETH, BBIMIOJHATH BOCCTAHOBIICHHE W PE3EPBHOE

KOMHMPOBaHUE WH(POPMAIIH.
IIK 3.5. OpraHu3oBblBaTh HWHBEHTAPU3ALMIO TEXHUYECKUX CPEJICTB CETEBOM WH-

(GpacTpyKTyphl, OCYIIECTBIATh KOHTPOJIb 000PYA0BAaHUS [1OCIIE €0 PEMOHTA.
[1K 3.6. BoImoaHsATh 3aMEHY pacxXxoJHBIX MaTEpUATIOB U MEJIKUH PEMOHT MepudepHitHOTO
000py10BaHUs, ONIPENEIATh yCTapeBIlee 000py10BaHUE U POrPAMMHBIE CPEJICTBA CETEBOM
UHOPACTPYKTYpHI.

OnHOBpPEMEHHO C MPO(EeCcCHOHATHFHBIMUA KOMIIETEHIIMSIMH Y CTYJCHTOB, 00YJaroIIHXCs

10 JucHUIIMHE «be3omacHoCTh (1)YHKHI/IOHI/IpOBaHI/I}I I/IH(l)OpMaHI/IOHHBIX CHUCTCM»



CO3JAI0TCSI MPEANOCHUTKH 1151 POPMHUPOBAHKS OOIINX KOMITETCHITHI:

OK 1. IloHuMaTh CyIIHOCTh M COLMAJbHYK 3HAaYUMOCTb CBOEW Oynyuiel mnpodeccum,

IIPOSIBIIATH K HEW YCTOMYUBBIN MHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO AESTEIBHOCTh, BHIOMpPATh THUIIOBBIE METONBI U
CIOCOOBI BBINIOJIHEHUS NMPOPECCUOHATBHBIX 33/ay, OLIEHMBATh UX 3(PPEKTUBHOCTb U
Ka4yeCTBO.

OK 3. IlpuHuMaTh penieHus B CTaHAAPTHBIX U HECTAHIAPTHBIX CUTYAIUSIX U HECTH 32 HUX
OTBETCTBEHHOCTb.

OK 4. OcymiecTBisTh MOUCK W HCIOJb30BaHWE HHGPOPMAIUU, HEOOXOAMMOU s
3 (PEeKTUBHOTO BBHITIOJHEHUS MPOPECCUOHATBHBIX 3a7ad, MNPOo(EeCCHOHATBHOTO W
JUYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonw3zoBaTh WH(MOPMAIIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHMH B TPO-
(heccroHanbHON AEATETLHOCTH.

OK 6. Paborath B KOJJIEKTHBE W B KOMaHne, YPPEKTUBHO OOIIATHCS C KOJUIETaMH,
PYKOBOJICTBOM, MTOTPEOUTEIIMHU.

OK 7. Bpatb Ha ce0si OTBETCTBEHHOCTH 32 pabOTy WIEHOB KOMaH bl (MOAYMHEHHBIX), 3a
PE3YJIbTAT BHIIIOJHEHUS 3aJaHUM.

OK 8. CamocTrosiTenbHO OMpEeAeNsITh 3a7add MpPo(EeCCHOHATBHOTO U JUYHOCTHOTO
pa3BUTHS, 3aHUMATbCAd CaMOOOpPa30BaHUEM, OCO3HAHHO IUIAHUPOBATh IOBBIIICHUE
KBaTM(UKAIUH.

OK 9. OpueHTHpOBaThCS B YCIOBUSAX YACTOW CMEHBI TEXHOJIOTHI B MpodeccruoHambHOM

ACATCIIBHOCTH.
Wn B pesynpraTe u3ydenust yaeOHON TUCHUIUIMHBI 00ydaroniecs J10KHbI
JIEKC
Ne  |komme Coneprxanue KOM-
MeTeHINH (WK eé HMMETh NPaKTUYECKUN
L. | TEH- 3HATh YMETh
YacTH) OTIBIT (BJIAJCTH)
1812071
10K-1 CYIIHOCTB U COMUATBHYIO IPOSBIIATE yCTONYIMBEIN
[ToHMMAaTh CYITHOCTh | 3HAYUMOCTH podeccuu HCTOJIB30BATh CO- MHTEpeC K Ipodeccun
COLIMAJIbHYTO «TexHHMK 10 KOMIIBIOTEPHBIM BPEMEHHBIE METOIbI B «TexHuk 1o
BHAYMMOCTB CBOEH CEeTAM poQeCCHOHANBHONH  [KOMIBIOTEPHBIM CETSIM)
Oynyiei npodeccun, JIeSITeIbHOCTH
MPOSIBISIT K Heit «TexXHHK 110 KOMIIb-
[YCTOWYUBBIN HHTEPEC IOTEPHBIM CETAM»




B pesynbrare n3ydeHus yaeOHON JUCIUIIMHBI 00y4JatoNIrecs JJOJDKHBI

JIeKC
Ne  [komme Copepxanue KoM~ §
MeTeHIUH (Wid eé UMETh MPaKTUICCKUN
mm. | TeH- 4acTH) 3Hatb ymetp ONBIT (BJIAJETH)
U
OK-2  |OpraHu3oBbIBaTH OCHOBHBIC TCHICHITHH KPUTHICCKH OIICHUBATh [KPUTHYECKOTO Tepe-
COOCTBEHHYTO Jesi- [Pa3BUTHSL, TIOJOKEHUH, 3a- KOMITEIOTEPHBIC TEOPUH [OCMBICITHBAHHS Ha-
TETBHOCTD, OTIPEic-  |KOHOB KOMIIBIOTEPHBIX HAayK, [ KOHIENIUH, TPAHUIIB] [KOIUIEHHOTO OIbITa,
UIITH METOBI U CIIO-  [3HATH, KAK UCIIONB30BaTh UX  [MX TPUMECHUMOCTH; BHCCCHUSI U3MCHCHUI B
COOBI BBITTOTHCHHUS 0a30BBIC MOJIOKCHUS TIPU BBISIBIIATH €CTECT- [paboume MPOIECCHI ¢
Npo(eCCHOHANBHBIX  |[PEIICHUH MPO(PECCHOHANBHBIX [BEHHOHAYYHYIO U [y4E€TOM HHHOBAIIUH,
3ajad, OLEHUBATh UX [33/]a4 MEKTUCIUTUTMHAPHYIO [ONTHMU3AIUH Paboyero
5 HeKTUBHOCTD U CYIIHOCTB MPOOIIEM, Mpolecca ¢ y4eToM pas-
KayecTBO BO3HUKAIOIIUX B XO/I€ [BUTHUS HAYKH M TEX-
mpodeccrnoHaTbEHOM HOJIOTHH
e TeTPHOCTH
OK3  |[Ipunumarte pelmenus BMepbl OTBETCTBEHHOCTH 34 OLICHUTH BOBHHKIIYIO  [IPMHSTHS PENICHUI B
CTaHAapTHBIX U MPUHATHIC PCUICHUA CTaHZAPTHYIO UIIN CTaHJApTHBIX U HE-
HECCTAaHAAPTHBIX HECTaHIAPTHYIO CTaHOAapTHBIX CUTya-
CUTyallUsaX U HECTH 3a CUTYaLIHIO, IMAX
HUX OTBETCTBCHHOCTh MPEOTBPATUTD €¢
HEraTUBHbIE TIOCIEI-
CTBUS
OK 4 \OcymectsasTs nouck, [OCHOBHbIE TEHICHIMH Pa3-  (0CYIIECTBAATE ¢G0P,  [kpuTHuecKoro nepe-
AHAIIN3 U OLICHKY BUTHS, TOJIOKEHHI, 3aKOHOB  [00pabOTKY, aHAIM3 U |oeMBICIHBAHMUS Ha-
I/IH(bOpMaHI/II/I, MCTPOJIOT'WH, 3HATh, KaK CHCTEMATHU3AIIUIO KOIUIEHHOI'O OIIBITA,
HCO6XO,Z[PIMOI>'I ISt MCITOJIB30BaTh HX 0a30BbIE HaquO'TeXHHqCCKOﬁ BHECEHUSI U3MEHEHUH B
TOCTAHOBKH U [TOJIOXKEHHU NPU PEIICHUHU MH(OPMALHH 10 (pabovHe MPOIIECCHI C
[petreHus mpodgec- MpOpECCHOHANBHBIX 3a/1a4 npodeccnu [y4eTOM MHHOBAaLIUH,
CHOHAJIBHBIX 32124, ONTUMU3AIMU PabOYero
MpoheCCHOHATBHOTO U Mporecca ¢ y4eToM
IMTMIHOCTHOTO [Pa3BUTHS HAYKH U
a3BUTHUS [TEXHOJIOTUH
OK5  |Mcnonb3oBaTh MH- OCHOBHBIE TEOPETHUECKUE U CIIOJIL30BATh OC- MCTIONBE30BAHUS UH-
(hopMaIMOHHO- MPaKTUICCKHE TIOJI0KESHUS HOBHBIE TEOpPETHIECKHE |(POPMALTHOHHO-
KOMMYHHKAIIMOHHBIE |[MHPOPMAIIMOHHO- W TIPAKTHYCCKIE KOMMYHUKAIIHOHHEIC
TEXHOJIOTHH B KOMMYHHUKAIIHOHHEIC TEX- MOJIOKECHUS HHPOP- TEXHOJIOTHH B IIPO-
npoQeccuoHanbHoM  [HOJIOTH B cepe Hama Ku MAaIFOHHO- (hbeccroHaIBHOI Nes-
ImesITeTIbHOCTH. TEXHOJIOTHYECKOTO 000py- KOMMYHHUKAIIHOHHBIE  [TeIbHOCTH «TeXHUK 1Mo
ITOBaHUS TEXHOJIOTHIl B ITPO- KOMIIBIOTEPHBIM CETSIM»
(heccuoHanbHOU Jesi-
resibHOCTU «TeXHUK 1o
KOMIIBFOTEPHBIM CETSIM»
OK 6  |PaGoTaTh B KOMIEK- MPUMEHSTh TCXHUKA U [— paboTHI B
TUBE ¥ KOMaHJIE, mpreMBbl 3PPEKTUBHOTO [KOJUICKTUBE M KOMaH/IE,
bddexTrBHO OOMATECANEN, HYHKIMH, BUIBI U o0LIeHUS 1 — 3¢ deKTHBHOrO

C KOJUIeraMmu,
[PYKOBOJICTBOM,
MOTPEOUTEIISIMH.

YPOBHU OOIIICHHS,

[POJIHM M POJICBBIC OXKHIAHKS B
OOIICHNH;

BHJIGI COLIMAJILHBIX B3aHMO-
IeCTBUH,

MeXaHU3MBI B3aHMOIIO-
HUMAaHWS B OOILECHNH,
TEXHUKHU ¥ IPUEMBI OOIICHUS,
MpaBUJIa CIYIIAHHUH,

BeJeHUs Oecellbl, yOCKICHHUS;
PTUYECKHE MPUHIIHITHI

0OIIECHNS;

npodeccrnoHamTbHOM
eI TeIbHOCTH;
MCII0JIB30BATh IMTPUEMBI
caMoperyJIsIiiuu
MOBEJICHHS B TIPOLIECCE
MEKIIITYHOCTHOTO
0OIIEeHUST;

0OILIEHHS C KOJLIEraMu,
[PYKOBOJICTBOM, TIO-
TpeOUTEISIMH




B pesynbrare n3ydeHus yaeOHON JUCIUIIMHBI 00y4JatoNIrecs JJOJDKHBI

No JIEKC CopepxaHue KOM-
qp [comme nereHuuy (U eé SHATE — HMMETh NMPAKTUUECKUN
TEH- 4acTH) OTIBIT (BJIAJETBH)
LUK
VMCTOYHHKH, IPUIHHBI, BUIBI 1
CIIOCOOBI pa3peleHus
KOH(JIMKTOB;

7. |OK7  |bpars Ha cebs oT- Mepbl OTBETCTBEHHOCTH 3a B3Th Ha ce0sI OTBET-  [IPUHSTHUS PELICHUH B
BETCTBEHHOCTb 32 MPUHATHIE PELICHUS CTBEHHOCTB 3a pabOTy [CTAHAAPTHBIX U He-
[paboTy WIEHOB KO- ICHOB KOMAaH/IbI CTaHJapTHBIX CUTYa-
MaHB! (TOAIHMHEH- LISTX
HBIX ), pE3yJIbTAT
BBITIOJTHEHUS 3aJaHUMN.

8. IOK8 |CamocrosremsHo OCHOBHBIE TCHICHIIMU Pa3-  [BHIOMPATh METOAUKY M [KPHTHYECKOTO IIEpe-
ONpEeNeNnsTh 3a/laudl  |[BUTHS, ITOJIOXKEHUI, 3aKOHOB  |CPE/ICTBA PEILICHUS OCMBICIIUBaHUSI Ha-
podecCHOHANBLHOTO 1 |METPOJIOTUH, 3HATh, KaK 3anad, UCIOIb3Ys KOIIJICHHOT'O OTIBITA,
ITMYHOCTHOTO MCIIOIb30BaTh UX 0a30BbIE HAYYHYIO JINTEPATypy W [BHECEHH U3MEHEHUH B
[Pa3BUTHS, 3aHUMATHCS [[I0JIOKEHUS [IPU PEILICHUN SIIEKTPOHHBIE UH- pabo4ne MpoIeccHl ¢
caMoo6pa303aH1/1eM, HpO(l)eCCI/IOHaJ'ILHLIX 3aaa4 q)opMa]_[I/IOHHO- ydy€ToOM I/IHHOB&HI/IFI,
0CO3HAHHO 0Opa3oBaTenbHbIE ONTUMU3AIMU PabOYero
[UIAHUPOBATh pecypcsl, nHpopMa- [porecca ¢ y4eToM
MOBBIIICHHE KBAJIU- [MOHHO- [Pa3BUTHUS HAYKH U
(Quxanum KOMMYHHKALIHOHHbIE TEXHOJIOT Ui

[TEXHOJIOTH

9. |OK9  OpuenrupoBatscsi B |[poib 1 3HadYeHHE HHDOPMA-  (OCYIIECTBIATE COOP,  |janeTh CIOCOGHOCTHIO

[YCIIOBHSIX YacTOH [[HOHHO- 00paboTKY, aHANU3 H  |yquTHIBATH CO-
CMEHBI TEXHOJIOTUI B |[KOMMYHUKAI[MOHHBIX TEX- CHCTEMaTH3aIHIO BPEMEHHBIC TCH/ICHINH
Mpo(GeCCHOHATBHOM  |HOJIOTHIA ¢ LIENBIO COBEP- Hay4HO-TeXHHYCCKOM [PA3BUTHUS HAYKU U
NEeATCIBHOCTH LIIEHCTBOBAHUS CBOEH Mpo- uH(OpMaLuH 110 BEIYHCIIUTEIILHOMN
(beccronanbHOI nesTensHocTHIPOdhEcCcHH, TEXHUKH, KOMIIBIO-
TEPHBIX TEXHOJIOTHH B
npodeccrnoHaIBEHOM
IesITeIIbHOCTH

10 [[IK 3.1 |O6ecneunsats pe- Ki1acCH(UKaIMIO po- o0OecIeunTh eaocT-  [o0eceyeHuns neo-
3epBHOE KOITMPOBAHHE [FPaMMHO-AINapaTHOTO HOCTb PE3E€PBHUPOBAHUS [CTHOCTH PE3EPBHPO-
IMaHHBIX oOecIieueHus 110 pe3epBHOMY  [MH(pOpMALIUH, BaHWS MH(OPMALIIH,

KOIIMPOBAHUIO TaHHbIX; ncnosibzosanue VPN;  [ucnonb3osanus VPN;

11 K 3.2 |OcymecTBuste MephI  [KIACCH(PUKAIMIO TIPO- oOecrieunBaTh 3alIUTy |(OpraHU3AIMH JOCTYTIA K
MO 3alUTe KOM- rpaMMHOTO O0eCreveH s 110 [IPU MOJKITIOYCHUHN K JTIOKAIbHBIM U
MBIOTEPHBIX CETEH OT [aluTe KOMIIBIOTEPHBIX ceTel [MHPOPMaIMOHHO- r100aIbHBIM CETSIM;
HECaHKI[MOHUPO- 0T HECAHKLIIMOHHUPOBAHHOTO  [TEJIEKOMMYHHUKAIH-

BAHHOT'O J0OCTYyIa mocTyna; oHHOI cetu «HTEp-
HEeT» CpeICTBAMHU
ornepalMoHHON CHc-
TEMBI;

12 [IK 3.3 [[Ipumensts cre- Ki1accH(UKaIHIO Ipo- yCTaHaBJIMBATh H COIIPOBOXKICHUS U
[MaTM3UPOBaHHBIC rpaMMHOTO o0ecredyeH st KOH(MUTYPHPOBATH KOHTPOJISI UCIIOJIB30-
cpencTBa uist 60pbOBI COOPBEOBI C BUpyCaMH, He- AHTUBUPYCHOE TPO- BaHUS MTOYTOBOTO
BUpYyCaMH, CAaHKIIMOHMPOBAHHBIMHU rpaMMHOe obecrieueHue, cepBepa, SQL- cepsepa;
HECaHKIIMOHUPO- pacChUIKaMH DJIEKTPOHHON  [IPOrpaMMHOe
BAHHBIMH PACCHLIKAMH [TOYTHI, BPEIOHOCHBIMU obecrieuerne 6a3
BIIEKTPOHHOM TIOYTHI, |[IPOrPaMMaMH; ITaHHBIX, TIPOrPAaMMHOE
BPEIOHOCHBIMH oOecrieueHue
[IporpaMMaMHu MOHUTOPHUHIA,

13 [[IK 3.4 |OcymecTBnsrs Me-  [KIacCH(UKAIMIO TIPO- yCTaHaBJIMBATh H cOopa JTaHHBIX IS

[pONpUATHSA 11O

rPaMMHOTO OOeCTIeueHUs

KOH(UTYPHPOBATH

aHaJIn3a UCII0JIb30-




Hn B pesynbraTe n3ydeHus y4eOHOH MCUUILIHHBI 00YYAONIHecs] JOIKHEL
TeKC
Ne  |komme Conepxanne KOM"- §
neTeHnun (Wim eé UMETb MPAKTHICCKHH
ILII. TCH- 3HATh YMETh
- YacTH) OTIBIT (BIIAJICTH)
3aI[UTe IePCOHAIBHBIX|O 3aLIUTE IEPCOHANBHBIX AHTHBHPYCHOE TIPO- BaHUs U QYHKIHO-
TaHHBIX JTaHHBIX rpaMMHOE oobecrieue- HUPOBaHUSA IIPO-
HUE, IPOrPaMMHOE TPAMMHO- TCXHUYCCKUX
oOecreueHue 0as3 CPCICTB KOMIIBIOTCPHBIX|
aHHBIX, TPOrPaMMHOE  CCTEH;
oOecreueHue
MOHHUTOPHHIA,;

14 |[IK 3.5 |Opranusosbisath - oOme cBeieHus 00 dyie-  [MACHTU(HUIUPOBATH - B 00JIacTH 110 Ipo-
MHBEHTapPH3ALHIO MEHTHOU 6a3e CXeMOTEXHHKH ;[TOTYIPOBOAHMKOBBIC  |[(peccuu Hanamadnk
TEXHUYECKHUX CPEICTB |- JIOTMUYECKUE DJIEMEHTBI I [IPHOOPHI M 3JIEMEHTBI  {TEXHOJIOTHYECKOTO
ceTeBoit MOTMYEeCKOe IPOCKTHPOBAHUE |CHCTEMOTEXHHUKU U 000pyIOBaHUS;
UH(PACTPYKTYPBHI, B 0a3ucax MHKPOCXEM; OIIpEeNeIsTh UX - IPUMCHCHHUS MOTY-
OCYILECTBIATh KOH- |- (DYHKIMOHANLHBIE Y3JIbI napamMeTphl; YCHHBIX 3HAHUU Ha
TPOJIb HOCTYIHUBIIETO (memudpaTopsl, MUAPPATOPHI, MPaKTHKE.

13 pEMOHTa 000- MYJIbTUIIIICKCOPBI, JAC-
PyIOBaHHS. MYJIbTUIIIIEKCOPEI, I_[I/I(l)pOBI)Ie
KOMIIAPaTOPhI, CyMMATOPBI,
TPHUTTEPHI, PETUCTPHI,
CUETUUKN);
- 3allOMMHAIOIINE YCTPOU-
CTBa;
- (pO-aHAOTOBBIC U
AHAIOTO-IIU(PPOBBIC MTPEOO-
pasoBareiy;
- CHCTEMY MMEH, aJIpecallliy 1
MapiupyTH3aluy Tpaduka B
cetu HTEpHET;

15 [IK3.6 |Bynonuars  3amenyCOBPEMEHHBIE MPOrPAMMHBICHCIIONB30BATE €O -COBPEMEHHBIMH  TIPO-
PaCXO/IHBIX MaTe-/CDEICTBA  3aIIUTHI  CETEBOW|BpEMEHHbIE OpO-TPaMMHBIMH ~ CPEJICT-
pHATOB  ©  MesKuil HH(PPACTPYKTYPBI rpaMMHBIC CpelncTBaBaAMH 3all[UTHl CETEBOW
PEMOHT nepude- 3aIUTBl CETCBOW HH-UHPPACTPYKTYPBI
[pUHHOTO o0bopymo- (pacTpyKTypbI
BaHWS, OTIPEeNIeIISITh,
ycrapeBiiee  00opy-
7OBaHHE W IIPO-
rpaMMHBIE  CPEICTBa
ceTeBoil nHbpa-

CTPYKTYPBI.
2 CTPYKTYPA H COAEP/KAHHE YYEBFHOHU /THCLHHIIVIHNHbBI
2.1. Odovem yuednou oucyuniunvl U 6U0bL Y4eOHOU padomol
Bun yuebnoi paboTbl Beero Cel\;eCTpH
4aCoB

Oo0s3aTesibHAsE yueOHasi HATPY3Ka (Bcero) 130 130
B ToM yucne:

3aHATHS JEKIIMOHHOTO THUIIA 60 60
MPAKTUYECKHUE 3aHITUS (IPAKTUKYMBI) 60 60
mabopaTopHbIe 3aHATH 10 10
KYPCOBOE NMPOEKTUPOBAHUE 3 3

10



CamocTosiTesibHasi padora (Bcero) 65 65

B TOM YMCJIC:

Pedhepampbi 15 15

Camocmosmenvras 6HeayoumopHas paboma 6 6ude OOMAWHUX NPAK- 36 36
muueckux 3a0auuil, UHOUBUOYATLHLIX 3A0AHUL, CAMOCHOAMENbHO2O
1no0O0pa u u3yuerus OONOJHUMENLHO20 MEOPEeMUYECKO20 Mamepuad u op.

Koncynromayuu 14 14
By npomMexyTOYHOM aTTeCTaluu 3auer
Bun utoropoii arrectanum (3K3aMeH)

O06mmas TpyaoeMKocTh 195 gacos 195 195

2.2 CTpyKTYypa AMCUUNIHHBI

OcBoenne yueonoi aucuuminabl M/IK.03.02 «be3omacHocTs GyHKIIMOHUPOBAHUS

I/IH(bOpMaI_II/IOHHBIX CHCTEM» BKIIIOUACT U3YUYCHHUE CIICAYIOIUX Pa3aCIOB U TEM.

Paznen 1. OcHoBbI HHPOPMALINOHHOH 0€301ACHOCTH

1.
2.

o g bk~ w

8.

[TonsiTHEe HaIMOHANBHON OE30MACHOCTH.

NupopmanmonHas 6e300acHOCTh B CUCTEME HAllMOHAIBHOM Oe3onacHocTH Poc-
cuiickor deneparuun

['ocynapcTBeHHas UH(POPMAITMOHHAS TTOJIUTHKA

Nudopmanus - Hanbosee IEHHBIN pecypc COBPEMEHHOTO 0011IeCTBa

[Tpo6Gnembr nHGOPMAITMOHHON BOWHBI

[Tpo6nembl HHGOPMALIMOHHON 0€30MacHOCTH B c(pepe rocy1apCTBEHHOTO U MYHU-
[UMAIBHOTO YIIPABICHUS

HNudopmanoHHbIe CUCTEMBI

MeTo/1bl 1 MOZICTIN OIICHKH YSI3BUMOCTH MH(pOpMaIIUn

Paznea 2. IIpo6iembl ”HGOPMALIMOHHOH 0€30MIACHOCTH

1.
2.
3.
4.

OcHOBHBIC TIOHATHS M aHATIU3 YTPO3 UHPOPMAIIMOHHON 0€30MaCHOCTH.
[TpoGembl MHGOPMAITMOHHOW 0€30MACHOCTH CETEH.
[TonuTHka 6€30MacHOCTH.

CrannapTtsel “HGOPMAITMOHHOW 0€30MacHOCTH.

Pa3nen 3. TexHoJiorum 3auThl JaHHBIX

1.
2.
3.

[TpuHIMIBI KpUNTOrpadUUecKoi 3auThl UHPOPMAIUH.
Kpunrorpapuueckue alropuTMsl.

TexHonorun ayreHTU(UKAIIH.

Pasznaea 4. TexHoJ10rum 3alUTHI MEKCETEBOI0 00MEHA JaHHBIMH

11




ObecrieueHre 6€30MaCHOCTH OMEPAMOHHBIX CUCTEM.
TexHOIOrHH MEKCETEBBIX SKPAHOB.

OCHOBBI TEXHOJIOTHH BUPTYaAJIbHBIX 3anuiieHHbIX ceTeit VPN.
3ammTa Ha KaHAIIBHOM M CEaHCOBOM YPOBHSIX.

3amuTa Ha ceTeBOM ypoBHE - nmpotokoin IPSEC.
WNudpactpykrypa 3alIiThl Ha TPUKIAIHOM YPOBHE.

AHalu3 3alUIEHHOCTH U 0OHApYKEHUE aTaK.

© N o g B~ WD e

3aH_[I/ITa OT BUPYCOB. MeTtoabl YIpaBJICHUA CPCACTBAMUA ceTeBOM 0€30MacHOCTH.

©w

[TocTpoenne cucTeMbl AHTUBUPYCHOM 3aIIUTHl KOPIIOPATUBHOM CETH.

2.3 Temaruueckuii mnjaH u coaep:xkaHue Yy4deOHoii mucummamnsl MJIK.03.02
be3onacHocTh PyHKIIMOHUPOBAHUSA MHPOPMALMOHHBIX CUCTEM

HaunmenoBanue Coaep:xaHue y4eOHOT0 MaTepuaa, IpaKkTHYecKHe U J1adopaTopHble padoThI, OoBbem
pa3aesioB H TeM CaMoCTOSITETbHAsI pa6oTa 00YIAIIUXCS 4ac0B
1 2 3
Pazgen 1. OcHoBbl  |Codepircanue yuebnoz2o mamepuana 44
HH(OPMALMOHH O Texuuu 20
GesonmacHocTH 1. TloHATHE HALMOHAILHOM OE30IACHOCTH.

2. MubopmanroHHas 6€30MacHOCTh B CHCTEME HAIIMOHAJIBHON 0e30MacHOCTH
Poccuiickoit ®enepanuun

3. I ocymapcTBeHHast MH(pOpMaLIMOHHAS TIOJIUTHKA

4. Uudopmarust - HanboJIee IICHHBIH PeCypc COBPEMEHHOTO 00IIecTBa

5. TIpoGiembl MHPOPMAIIMOHHOW BOHHEI

6. IIpoGiembl uHGOPMAIIMOHHOW O€30MaCHOCTH B chepe rocy1apCTBEHHOTO 1
MYHHLMIIAJIBHOTO YIIPABJICHUSA

7. HWHpopMalnnoHHbIE CHCTEMBI

8. MeTopl U MOJIENU OLICHKH YSI3BUMOCTH HH(OPMAIIUH

\IIpakmuueckue 3anamus 8
[TocTpoeHHe CTPYKTYpbl HOPMATHBHO-TIPABOBBIX JOKYMEHTOB JESTEIbHOCTH
KOMITAaHWU Ha 0a3e POCCUIICKOTO 3aKOHOATENhCTBA B chepe NHHOPMAIIMOHHOTO
rpaBa
[ToaroroBka onucaHus OXpaHseMoil HHpOpMaILIUU, MOAEIH YIPO3, IOCTPOCHUE
Moteny MH(pOPMaIMOHHON 0€30IacHOCTH
Camocmosmenvhas paboma 16
PaboTa ¢ KOHCIIEKTOM. BhINoTHeHNE 3a1aHIi TPAKTUYECKOI paboTHI.
Pasnen 2. [Ipobae- |Codepircanue yueonozo mamepuana 42
MbI uHpopmManuonnoii [lexuuu 10
fe3omacHOCTH 1. OcHOBHBIC TOHATHS U AHAIHU3 YIPO3 HHPOPMAITMOHHON 0€301IaCHOCTH.
2. TlpoGriembl nHPOPMAIIMOHHOMN OE30MaCHOCTH CETEe.
3. [TlomutHka 6€30MaCHOCTH.
4. Cranpaptsl HHQOPMALIMOHHOM 6€3011acHOCTH.
IIpakmuueckue 3anamus 12
[TpoBeeHUe aHAIM3a CPABHUTEIIBHBIX XapAKTEPUCTUK Y KAHAIOB yTEUKU HH-
(dbopmarmn
VccirenoBanue mpo0IeM CO3IaHMsI U pa3BUTUS HAIIMOHAIBHON CUCTEMBI yIIPaB-
nenust nupoBeIMU cepTUdukaTamu MccnemoBanue 3amutel B cpene Windows ,
Linux
4

Vlabopamopnbuie 3anamusn

Vcnonp3oBanue BeTpoeHHBIX cpeactB OC uist oOecnieueHus 0e30MacHOCTH
'Y cTaHOBKA MPOrPAaMMHBIX CPEACTB 3aIIUTHI (IIPOrPAMMHEIC TIPOKCH-CEPBEPHI,
TUarHOCTHYECKUE MPOrPaMMBbl U T.11.)

12



HaumeHoBaHue
pa3aesioB M TeM

Conep:xaHue y4eGHOro MaTepuasa, IpaKTHYeCKHe U JIaGopaTopHbie padoThI,
caMoOCTOsITEeIbHAsI paboTa 00yYaLUIMXCS

OobeM
4acoB

Camocmoamensnas paboma

IPaboTa ¢ KOHCTIIEKTOM. BEINOMHEHHE 3aJaHH TPaKTHUECKOi paboThl. [loaroroBka
pedepaToB.

16

Pasnen 3. TexHoJio-

I'MH 3alUThI TaH-
HBIX

Coodeporcanue yuebnozo mamepuana

46

Viekuuu

[puHIUDE KpUTTOrpadUIECKON 3aTUTH HHPOPMALIUH.
7 Kpunrorpadudeckie anropuTMel.

TexHOoJIOrMH ayTeHTH(PUKALIMH.

IIpakmuueckue 3anamus

CocTaBiieHHE OIMCAHMUsI OCHOBHBIX KJIaCCOB BUPYCOB CHCTEMBbI OOHAPYKCHUSI
BTOp KeHUI KonndyecTBeHHas olleHKa CTOMKOCTH MapoIbHON 3aIUTHI.

OmnucaHre MEXaHU3MOB U MPHHIUIIOB Pa0OThI CHCTEM MIH(PPOBAHHUS C OTKPHITHIM
KITFOIOM.

M3yuenune cranmapra kpunrorpadudeckoii 3ammtel AES (Advanced Encryption
Standart).

M3yueHne 0Te4eCTBEHHbBIX CTAHIAPTOB XAI-QYHKIUH U HU(PPOBOI MOAMUCH.

18

Vlabopamopnule 3anamus
'YipaBiieHHE NOJIB30BaTENSIMU U UX npaBamu aoctyna B OC Hcnonp3oBanue
nporpammel Ethereal niis ananusa cereBoro tpaduka

Camocmosmensvnas paboma

PaboTa ¢ KOHCIIEKTOM. BrimonHeHue 3aiaHuii npakTu4eckoit padotel. [loaroroBka
pedepaTos.

16

Pasnen 4. TexHoJio-
I'HH 32U THI MekKce-

TeBOIro0 0OMeHa JaH-
HBIMH

Coodeporcanue yuebnozo mamepuana

63

Vlekyuu
1. ObecnieueHne 6€30MACHOCTH ONIEPALIMOHHBIX CUCTEM.

2. TeXHOIOTHH MEKCETEBBIX SKPAHOB.

3. OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3alUIIeHHBIX ceTeit VPN.

4. 3amuTa Ha KAHATEHOM U CEaHCOBOM YPOBHSIX.

5. 3ammuTa Ha ceTeBOM ypoBHe - nmpotokoi IPSEC.

6. adpacTpyKTypa 3aIIUTH Ha IPUKIIAJHOM YPOBHE.

7. AHanu3 3aIIUIIEHHOCTH U OOHApYyKeHHE aTak.

8. 3amuTa OoT BUpycOB. METO/IbI yIpaBIeHUs CPEJICTBAMH CeTeBOM 6e30-
MAaCHOCTH.

9. IlocTpoeHne cUCTEMBI AaHTUBHPYCHOM 3aIIUTHI KOPIIOPATUBHOM CETH.

22

IMpakTHyecKkne 3aHATHUS

CxaHepbl 0€30MaCHOCTH OTIEPAIIMOHHBIX CUCTEM.

CkaHepbl 0€30IIaCHOCTH CETEBBIX CEPBHCOB U MPOTOKOJIOB MeKceTeBble SKPaHbl 1
bunsTpsr: Outpost Firewall Pro KommnonenTsr mesxxcereBoro akpana. [lonutuka
MEKCETeBOT0 SKpaHupoBaHus. 3anaun, pemaembie VPN. Tynnenuposanue B VPN,
'V POBHM 3aIIMIIEHHBIX KaHAIOB. 3aIlIMTa JaHHBIX HAa KAaHAIEHOM YPOBHE.
Opranmszanus VPN cpencrsamu npotokona PPTP. 3amuTa naHHEIX Ha ceTeBOM
YPOBHE.

Opranunszauust VPN cpencreamu C3U VipNet. Mcnone3oBanue npotokosa IPSec
ISt 3aLUTHI ceTeil. 3aluTa Ha TPAHCTIOPTHOM YPOBHE.

Opranmszanus VPN cpencresamu nporokona SSL B Windows Server.

IPacripeesicHHbIE CHCTEMBI OOHApYKeHHs aTak. CrucTtemMa oOHapyKeHHst aTak SNort.

22

Vlabopamopnuie padomut
\Anaiins nporokonos Ethernet ARP, TCP, IP

Camocmoamenvnas paboma
IPaboTa ¢ koHCIIeKTOM. BRImToTHeHNE 3a1aHui TpakTHaeckoii paboTel. Iloaroroska
pedepartos.

17

Bcero:

195

13




2.4 Conep:xkanue pa3iesioB IUCHUNINHBI
2.4.1 3aHATHSA JIEKIMOHHOT0 THIIA
Pa3zgen 1. OcHOBBI MH(POPMALMOHHOM 0€30MMACHOCTH

1. NudopmanmonHas 0€30MaCHOCT, B CHCTEME HallMOHANbHOW Oe3omacHoctH Poc-
cuiickoit Denepanuu.

OcHOBHbIE MTOHSATHS, 00IIEMETOA0JIOTHUECKUE MPUHLIUIIBI obecrieueHus
uHpopMalMoHHOM Ge3onacHocTu. HanmonanbHble MHTEpechl B MH(OpMAIMOHHON cdepe.
Uctounuku u comepkanue yrpo3 B uHpopMannoHHou chepe.

2. l'ocynapcTBeHnHas nH(OpMaIOHHAS TTOJIUTHKA.

OcCHOBHbBIE TIOJIOKEHUS TOCYIAapCTBEHHOM HMH(DOPMAIMOHHON MONUTHKU Poccuiickoi
Oenepanun. [lepBoouepenHbie MEPONPUATHS 110 peaTU3alUu I'OCYJapCTBEHHONW MOJUTUKHI
obecnieueHust THGOPMAITMOHHON 6€30TaCHOCTH.

3. Uudopmanusa - Hanbosiee IEHHBIH pecypc COBPEMEHHOIO OOIIECTBa.

[Tonstue "urdopmarmoHHbI pecypc”. Kiaccel HHPOPMAIIMOHHBIX PECYPCOB.

4. TIpo6iembl UHPOPMAITMOHHOM BOWHBI.

Nudopmanmonnoe opyxkue u ero knaccudukanus. Mudopmanronnas BoiHa.

5. TlpobnemMbl nH(pOPMAIIMOHHON 0€30MacHOCTH B cepe TocylapCTBEHHOTO U MYHHU-
LUIATBHOTO YIPABJICHHUS.

6. IIpo6nembl nHpOpMaIMOHHON 0e30MacHOCTH B cdepe TOCyAapCTBEHHOTO U MYHH-
LUIATBHOTO YIPABJICHHUS.

Nudopmanronnsie mpormecchl B cepe TOCYAapCTBEHHOTO M MYHUIIMIAIBHOTO
ynpasieHus. Bunsl uadopmaruu u uapopmaimoHHsix pecypcoB B chepe IMY. Coctosinue
U TiepcreKTuBbl nHpopmaTuzaiuu chepsl [MY.

7. UupopMaIimOHHBIE CUCTEMBI.

O6mue mnonoxenus. Wudopmanus xak mnponykr. MHpopMannoHHBIE YCIYTH.
HcTounnku koH(DUACHIIMATLHON HHPOPMAIMK B MH(POPMAIIMOHHBIX CHCTEMAaX.

8. MeToapl U MOJENN OIEHKH YSI3BUMOCTH HMH(pOpManuu DMIUPHYECKUN MOIXO0I K
orieHKe ys3BUMocTH WHGopmamuu. CucTeMa ¢ TOJTHBIM TepekpbiTHeM. l[IpakTuueckas

peanmun3zanusa MOJACIN «yI'po3a-3aliuTa.
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Paznen 2. IIpo6aemMbl HHPOPMAITMOHHOM 0€30MTACHOCTH

1. OcHOBHBIE MOHATHUS U aHATIU3 YTPO3 UHGOPMALIMOHHOM 0€30MaCHOCTH.

OcHoBHbBIE TTOHSTHS 3aIIUTH HTHPOPMAIIUU 1 UHPOPMAITMOHHOMN 0€30MMacHOCTH. AHAU3
yrpo3 HHPOPMALIMOHHOM 0€30IaCHOCTH.

2. IIpo6iembl UHPOPMAITMOHHOW 0€30MMaCHOCTH CETEH.

BBenenue B ceTeBoil ”HPOPMaLMOHHBIA 0OMEH. AHAJIU3 yIrpo3 CETEBOM 0€30MaCHOCTH.
Obecneuenue nHGOPMALIMOHHON OE30MACHOCTHU CETEH.

3. [lonutrka 6€30MaCHOCTH.

OCHOBHBIE TTOHITHSA MOJUTUKU Oe30macHOCTH. CTPYKTypa MONIUTHKA O€301MacHOCTH Op-
TaHU3aIUH.

4. CrannapTsl HH(GOPMAIIMOHHOM 0€30MaCHOCTH.

Ponb crangaptoB mHbopmaonHoi 6e3omacHoCTH. MexayHapoIHble CTaHIAPThl UH-
dbopmarnonHoit GezonacHocTH. OTeYecTBEHHBIE CTaHAAPTHI O€30MacHOCTH WHMOpMaIlu-

OHHBIX TEXHOJIOTHH.

Pa3nen 3. TexHoJ1orum 3amuThl JAHHBIX

1. [lpuHIMIBl KpUNTOrpadhuUeCcKou 3auThl HHPOPMAIUH.

OcHoBHbIE OHATHS KpUNTOrpaduueckoi 3amuTel nHGopmaru. CUMMETpUYHBIE
KPUIITOCUCTEMbI MPPOBaHUSA. ACUMMETPUYHbBIE KPUITOCUCTEMBI IINU(POBAHUS.
KomMOunupoBanHas kpunrocuctema mudpoBaHusi. NeKTpoHHas HudpoBasi HOJIUCH U
GyHKIUS X3IIUPOBAHMUS.

2. Kpunrorpagpuieckue airopuTmbl.

Knaccuduxamms kpunrtorpadpudeckux arropuTMoB. CHUMMETPUYHBIE aITOPUTMBI HIH(]-
poBaHMsl. ACUMMETPUYHBIE KPUIITOAITOPUTMBI.

3. TexHonoruu ayTeHTU()UKALINH.

AyTeHTH(HUKAIMS, aBTOPU3ALNA U aIMUHUCTPUPOBAHUE JICHCTBHI MOJIb30BaTENECH.
Mertonp! ayreHTH()UKAIIH, UcTodb3yomue maponau u PIN-koapl. Ctporas ayreHTH()HKA-

oy, BI/IOMCTpI/ILICCKaH aYTCHTI/I(i)I/IKaHI/IH I10JIB30BATECIIA.

Pa3znen 4. TexHoJ0rvH 3aIMTHI MEKCETEBOT0 00MEHA JAHHBIMU

1. OGecneueHune 0€30IMaCHOCTH OIICPAIUOHHBIX CUCTCM.
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[Tpobmemsr obecnieuenus 6e3onacHoctu OC. ApxuTtekTypa noacuctemsl 3anuTthl OC.

2. TeXHOJOTHUU MEXCETEBBIX IKPAHOB.

OYHKIMK MEXCeTeBbIX ASKpaHOB. OcoOeHHOCTH (YHKIIMOHUPOBAHUS MEXKCETEBBIX
AKpaHOB HA pa3NUYHBIX YpoBHsIX Mojaenu OSI. Cxembl ceTeBoit 3ammThl Ha 6a3e MD.

3. OCHOBBI TEXHOJIOTUU BUPTYaJIbHBIX 3aluIIeHHbIX ceTeil VPN.

Konuenuus nocrpoenust BupTyanbHbix 3amuiieHHbix ceteil VPN. VPN-pemenus s
MOCTPOEHMUSI 3alTUIIEHHBIX ceTell. [locTonHcTBa npuMenenus TexHosoruit VPN.

4. 3amura Ha KaHaJbHOM U CEAHCOBOM YPOBHSIX.

[IpoTokosbl popMUpOBaHUS 3aIIMILEHHBIX KaHAJIOB HAa KaHAJIbHOM ypoBHE. [IpoTOKOIBI
dbopMUpOBaHUS 3AIIUIICHHBIX KAaHAJIOB HAa CEAHCOBOM YypOBHE. 3amuTa OecrpOBOIAHBIX
CEeTeH.

5. 3amuTa Ha ceTeBoM ypoBHE - nmpoTokoia IPSEC.

Apxurekrypa cpenctB 6e3zonacHoctu IPSec. 3ammura nepepaBaemMbix JaHHBIX C TIOMO-
uipto mpotokosioB AH u ESP. Tlpotokon ynpasnenus kpuntokitouamu K E . Ocobennoctu
peanuzanuu cpenacts 1PSec

6. UndpacTpykTypa 3alIMThl Ha IPUKIATHOM YPOBHE.

VYmpasnenue uaeHTudukanue u gocrynom. OpraHuzaius 3aiyieHHOTO y1aJeHHOTO
J0CTyma. YTIpaBJieHUe AOCTYIIOM IO CXeMe OJHOKPAaTHOTrO BXOja ¢ aBropusarmei Single
Sign-On. IIporokon Kerberos. Mudpactpykrypa yrnpasiieHust OTKpbITHIMU Kitouamu PHO.

7. AHanu3 3alUIIEHHOCTH U OOHApYyXEHHUE aTak.

Konuenuuss aganTuBHOro yrmpaBieHHMs Oe€30MacHOCThIO. TexXHoyorus aHaausa
3alUIIEHHOCTH. TeXHOIOrun OOHApYKEHUS aTak.

8. 3ammra ot BUpycoB. MeTOb!I yIpaBlIeHUs! CPEACTBAMU CETEBON OE€30MaCHOCTH.

KomMmbtoTepHble BUPYCHI U TPOOJIEMBI aHTUBUPYCHOM 3alIUThl. AHTUBUPYCHBIE MPO-

IPaMMBbl U KOMIUIEKCHI
9. IlocTpoeHue cucTeMbl AHTUBMPYCHOW 3aIlMTHl KOPIOPAaTUBHOM ceTH. 3aaauu

yIpaBJeHUs CUCTEMON ceTeBOM 0e30MacHOCTH. ApPXUTEKTypa YIpaBieHHUS CpEeACTBAMU
ceTeBOl 0€30IaCHOCTH.
2.4.2 3aHATHS CEMHMHAPCKOI0 THIA

- HE MPElyCMOTPEHBI
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2.4.3 llpakTuyeckue 3ausaTus (JlaGoparopHbie 3aHATHS)

[IpakTueckue 3aHATHSA

IIpakmuueckoe 3anamue Nel. TlocTpoeHHe CTPYKTYpbl HOPMAaTHBHO-IIPABOBBIX
JIOKYMEHTOB JEATETbHOCTH KOMITAHMM Ha 0a3e POCCHUUCKOro 3aKOHOJATEIhCTBA B cdepe
MH(OPMALIMOHHOTO MPaBa.

IIpakmuueckoe 3aunsamue Ne2. TlogroTroBka omnMCaHHs OXpaHsAEMON HHpopMaluy,
MOJIEJIH YTPO3, IOCTPOCHUE MOJIeNId MHPOPMAIIMOHHON O€30M1acCHOCTH.

IIpakmuueckoe 3anamue Ne3. IIpoBeneHne aHanInM3a CPaBHUTENBHBIX XapAKTEPUCTUK Y
KaHaJIOB YT€YKU MH(OPMALIUH.

Ilpakmuyeckoe 3aunamue Ne4. WccnepoBanuwe TmpoOIeM CO3JaHUS W Pa3BUTHUS
HAI[MOHAJIBHOM CHCTEMBI YIIpaBJIeHUS IUPPOBBIMU CEPTUDUKATAMMU.

Ipakmuueckoe 3ansmue No5. Viccnenoanue 3ammthl B cpeae Windows, Linux.
IIpakmuueckoe 3ansamue Ne6. CocTaBieHUE OMMCaHHsI OCHOBHBIX KJIacCOB BUPYCOB.
Ipaxmuyeckoe 3auamue Ne7. CucteMbl 00HAPYKEHUS BTOPKEHU.

Ilpaxmuueckoe 3auamue No8. KonuuecTBEHHas OIleHKa CTOMKOCTH MapoJIbHOM 3alUTHI.
Ilpaxmuyeckoe 3anamue Ne9. Onricanre MEXaHU3MOB U IPUHIIMIIOB PaOOThI CUCTEM.
HU(PPOBAHUS C OTKPHITHIM KIIFOUOM.

Ipaxmuueckoe 3ansamue Nel(. I3ydyenue ctanaapta kpunrorpapudeckoit 3amutel AES
(Advanced Encryption Standart).

Ilpakxmuueckoe sanamue Nell. VI3yueHne 0TeUeCTBEHHBIX CTaHAAPTOB X31I-(QYHKIUU U
1M (POBON MOANHUCH.

Ipaxmuyeckoe 3anamue Nel2. Cxanepsl 6€30MaCHOCTH OTIEPAIUOHHBIX CHCTEM.
Ipakmuueckoe 3anamue Nel3. Ckanepbl 0€30MaCHOCTH CETEBBIX CEPBUCOB U MPOTOKOJIOB

IIpaxkmuueckoe 3anamue Nel4. MexceteBble dkpanbl U puibTpsl: Outpost Firewall Pro
IIpaxmuuyeckoe 3anamue Nel5. KoMIOHEHTBI MeXceTeBOro skpaHa. [TonnTuka mexxcereBoro
9KpaHUPOBAHHUS.

IIpaxmuueckoe 3anamue Nel6. 3anaun, pemaemsle VPN. TynnenupoBanue B VPN.
YpOBHHU 3aIIMIIEHHBIX KaHAJIOB. 3alllUTa JaHHBIX HA KAaHAIBHOM YPOBHE.

IIpakmuyeckoe 3ansmue Nel7. Opranmzanuss VPN cpeacrBamu mporokomna PPTP.
3amuTa JaHHBIX HA CETEBOM yYpOBHE.

Ipakxmuueckoe szansmue Nel8. Opranmsanus VPN cpeactBamu C3U VipNet.
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Ncnonb3oBanue npotokoia IPSec mis 3amuTsl ceTeil. 3ammTa Ha TPAaHCTIOPTHOM YPOBHE.

Ilpakmuueckoe 3amamue Nel9. Opranmzanus VPN cpeactBamu mpotokoma SSL B
Windows Server.

Ilpakmuyeckoe 3anamue No2(). PacnpeneneHHblE CHCTEMbl OOHApY)KEHHsI aTak.
Cucrema oOHapykeHus aTak Snort.

JlaGopaTopHblie 3aHATUA

Jlabopamopuas paboma Nel. Vicnonb3oBanue BCTpoeHHbIX cpeactB OC miis obecrieue-
HUsl 0€30I1aCHOCTH.

Jlabopamopuas paboma Ne2. YcTaHOBKa MPOTPAMMHBIX CPEJICTB 3aIIUTHI (IIporpamMM-
HBIE IPOKCU-CEPBEPHI, TUATHOCTUYECKUE TIPOTPAMMBI H T.I1.).

Jlabopamopuas paboma Ne3. YrpaBieHue MOJIb30BATEISIMU U UX MPaBaMH JOCTYIa B
OC Windows.

Jlabopamopuass paboma Ne4. Wcnomb3oBanue nporpammbl Ethereal ans anammsa
CETeBOro Tpaduka.

Jlabopamopnas paboma Ne5. Ananus nporokosio Ethernet ARP, TCP, IP.
2.4.4 Coaep:xkanune caMocToNATe/IbHOI padoTsl (IIlpumepHas TeMaTuka pedepaToB)

1. BupryanbHble YaCTHBIE CETH.

2. CpoiicTBa BUPYCOB, (a3bl UCIOTHEHUSI BUPYCA, OCHOBHBIEC MOAXO/bI K KiIaccu(u-
Kallu1 KOMITbIOTEPHBIX BUPYCOB.

3. [TonumopdHbIE U CTENC-BUPYCHI.

4. Moaens 3amuThl Knapka-Buscona.

5. Mogens 3auutel bamna-Jla [Tagyner.

6. [TonsiTHE M30IMPOBAHHON MPOTPAMMHOI CpeAbl, YCIOBUS CO3/IaHUS M30JUPOBAH-
HOM IIpOrpaMMHOM cpeabl. [IoTeHIManbHO BO3MOKHBIE 3]I0YMBILIICHHBIE IEUCTBHUS.

7. ITonsTie QYHKIMH X3IIUPOBAHUS, JalKeCT COOOLICHNS, CBOWCTBAa HEOOPATUMOCTH,
paccerBaHusl U YyBCTBUTEIbHOCTU K U3MEHEHUSIM.

8. [MpunHumn GyHKIMOHUPOBAHUS ACUMMETPUYHBIX KpUNTOocucTeM, OyHKIIMOHAIbHAs

cXeMa B3auMOJIEUCTBUS YHACTHUKOB aCUMMETPUYHOTO KpUNITOrpaduueckoro oOMeHa.
9. Tlonsatue oaHOHAIpaBiIeHHOW (DYHKLIMU, TPUMEPHI OJHOHAMPABIECHHBIX (DYHKIIHMA,

UMEIOMMX OOoNbIIOe 3HA4YeHHWE M Kpunrorpadguu (LETOYUCICHHOE YMHOXCHHE,
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MOJTyJIbHAs SKCTIOHEHTA).

10. ®dyHKIMOHANBHAS CXEMa B3aMMOJICHCTBUS YYACTHUKOB CUMMET-PUYHOTO KPHUIITO-
rpadudeckoro ooMeHa. HegoctaTki CMHMMETPpHYHBIX KPUTITOCUCTEM.

11. IMIudpoBanue Merogamu mnepectaHoBku. Cyth Merona. Illudpyro-mue Tabauibl,
METOJT TPOCTOH IMePECTaHOBKHU, IEPECTAHOBKH 110 MapmipyTaM ['aMmiibToHA.

12. Anroputmsl pabOTHI TEHEPATOPOB TICEBAOCTYyUaHBIX urces (MeTo ¢hoH Helimana,

JUHENHBIA KOHTPYIHTHBIA METON).

2.4.5 IlepeyeHb y4eOHO-METOAMYECKOTO O0ecTeYeH sl I CAMOCTOSITEeIbHOI padoThI

00y4arIMXCcs Mo IMCHUIINHE

CamocrositenpbHass pal0oTa ydamquxcs ABIsSeTcS BaxHelmed ¢opmoii yueOGHO-
BOCIIMTATEJILHOTO MpolLiecca.

OcHOBHas 1eJIb CaMOCTOATEIbLHOW PabOThl MPU MU3YUYEHUU AUCHUIUIMHBI - 3aKPENHTh
TEOpETHYECKUE 3HAHUs, OJyYEHHbIE B X0/ JICKIIMOHHBIX 3aHATUH, a Takke chOopMUPOBATH
MPaKTUYECKUE HABBIKU MOJTOTOBKU B 00JIACTU TEXHUYECKUX CPEJCTB MH(OPMATU3AIINH.

CamocrosiTenbHas paboTa yJamuxcs B IpOIecce OCBOSHUS IUCIUIUIMHBI BKIIIOYAET:

- U3yYEHUE OCHOBHOM M JIOTIOJHUTEIBHOMN JIUTEPATYpPHI 110 IPEIMETY;

- U3y4yeHue (KOHCIIEKTUPOBAaHKE) BOMPOCOB, BHI3BIBAIOIINX 3aTPYIHEHUS IPU UX U3YUEHUU;
- paboTy € IEKTPOHHBIMHU Y4EOHBIMU PECYPCaMH;

- U3y4YeHUe MaTepuasoB MEPpUOIUYECKON MedaT, MHTEPHET PECYPCOB;

- IOATOTOBKY K TECTUPOBAHUIO;

- MOATOTOBKY K MPAaKTHYECKUM (Ja0OpaTOPHBIM) 3aHSITHSIM,

- BBIIIOJIHEHHE JJOMAILIHUX 3aJaHUi,

- MOATOTOBKY pedepara (J10KiIaa, 3cce) Mo 0JHOM U3 TeM Kypca.

Ha camocrtosiTenbHyto paboTy CTYJ€HTOB OTBOAUTCS 65 4acOB Y4EOHOT'O BpEMEHHU.

ITepedeHp yueOHO-METOUIECKOTO 00ECTICUSHSI TUCITUTUTHHEI IT0
BBITTOJIHEHHUIO CAMOCTOSTEIEHOW PabOTHI

[MousiTHe HALMOHATILHON GE30TIaCHOCTH. Kusies, B. besonmacHocTh MHPOPMALIMOHHBIX CUCTEM : Kypc / B.

Kuses, O. I'parnunn. - M. : HanmonaneHb1i OTKPHITHIN YHE-

HaumenoBaHnue pasaena, TeMbl
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Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xxe [DneKTpoHHbIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

MudopmannonHass 0€30MacHOCTh B CHCTEME
HAIlMOHAJIBEHONM Oe30macHocTH  Poccuiickoi
Denepanuun

Kusies, B. besonacHocTs HH(MOPMAIIOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbiil OTKpBITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xxe [DneKTpoHHbIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

"ocynapcTBeHHass HHGOPMAMOHHAS T10-
T THKA

Kusies, B. BezomacHocTs nHOOPMAIIMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HannonansHbiil OTKpHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xxe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

Mudopmanus - Hambosee LEHHBIH pecypc
COBpPEMEHHOr'0 001IecTBa

Kustes, B. BezomacHocTs nH(GOpPMAIIMOHHBIX crcTeM : Kype / B.
Kusie, O. I'pannuun. - M. : Hanmonanbubiil OTKpBITEIA Y HU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

[Tpo6membl HHOOPMAITOHHOH BOWHBI

Kusies, B. BezomacHocTs nHOOPMAIIMOHHBIX cHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbIi OTKPHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : ui. ; To xxe [DneKTpoHHBIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

[Tpo6aembl HHGOPMAITMOHHOHN 0€30MacCHOCTH
B chepe rocy1apCTBEHHOTO U MYHH-
MUTIAJIBHOT'O YIIPAaBJICHUA

Kusie, B. BezomacHocTs nH)OpPMAIIMOHHBIX cHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbIi OTKpHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : ui. ; To xxe [DneKTpoHHBIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

MHadopmannoHHbIE CHCTEMbI

Kusies, B. be3onacHocTs HH(MOPMAIIOHHBIX CHCTeM : Kype / B.
Kuses, O. I'paanuuH. - M. | HatimonansHbIi OTKPHITEIN YHU-
BepcuteT «MMHTYUT», 2016. - 192 c. : un. ; To xe [DnexTpoHHBIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

MeTo/bl ¥ MOJIENHN OLICHKHU YSI3BUMOCTH
nHpopManuu

Kusies, B. BezomacHocTs nHOpMAIIMOHHBIX cHCTEM : Kype / B.
Kuses, O. I'paanuuH. - M. | HarimonansHbIi OTKPHITEIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DnekTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

OCHOBHBIE TIOHATHS U aHAIN3 YIPO3 WH-
(hopMaIMOHHOW OE30MaCHOCTH.

Kusies, B. BezomacHocTs nHOpMAIIMOHHBIX cHCTEM : Kype / B.
Kuses, O. I'paanuuH. - M. | HatimonansHbIi OTKPHITHIN YHU-
Bepcuter « THTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

[Tpo6membl HHDOPMAITMOHHOH 0€30MacHOCTH
cereil.

Kusie, B. BezomacHocTs nH)OpPMALMOHHBIX cHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbiil OTKpBITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

TMonuTrKa 6€30IIaCHOCTH.

Kusie, B. BezomacHocTs nH)OPMALMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HannonansHbiil OTKpBITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

CranaapThel HH)OPMAIIMOHHON 0€30MacHOCTH.,

Kusie, B. BezomacHocTs nH)OPMALMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HannonansHbiil OTKpHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

[MpuHIMIBI KpUNTOrpagUIecKON 3aIUThI
mHpOopManuy.

Kusies, B. Be3onacHocTs MH(MOPMAIMOHHBIX CHCTEM : Kypc / B.
Kwusie, O. 'pannuun. - M. : HatmonanbHbIit OTKPBITHIA Y HU-
Bepcuter « MHTYUT», 2016. - 192 c. : ui. ; To xe [DneKTpoHHbIN
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pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

Kpuntorpadudeckue anropuTMsl.

Kusies, B. beonacHocTs HH(MOPMAIIOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHb1il OTKpHITEIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xxe [DneKTpoHHbIN
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

TexHOMOTMN ayTeHTH(UKAINH.

Kusies, B. BezomacHocTs nHGOpPMAIIMOHHBIX cHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbiil OTKpHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xe [DneKTpoHHbIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

OOecrieueHne 0€30MACHOCTH OIEPAMOHHBIX
crcTeM.

Kusies, B. BezomacHocTs nH)OpPMAIIMOHHBIX cHCTEM : Kypc / B.
Kuses, O. I'pannuuH. - M. : HanmonansHbiil OTKpHITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : un. ; To xxe [DneKTpoHHbIN
pecypce]. - URL.: //biblioclub.ru/index.php?page=book&id=429032

TexHOIOrMHN MEKCETEBBIX OKpaHOB.

Ularormaa, O.P. IIpoTokois! 6€30MacHOTO CETEBOTO B3aUMOICHCTBHSA
O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : HanpoHanbHbIi
OTtxpeiTeiil YaHBepcuteT « MHTYUT», 2016. - 462 c. - (OcHOBBI
MH(pOPMALMOHHBIX TEXHOJOTHH). - bubauorp. B kH. ; To xe
[DnexTponHsIit pecypc]. - URL:
/biblioclub.ru/index.php?page=book&id=429094

OCHOBBI TEXHOJOTMH BHPTYaJIbHBIX 3all[H-
meHuasrx ceteit VPN.

Ularormna, O.P. IIpoToKkoIB! 6€301MacHOTO CETEBOTO B3aUMOICHCTBHSA
O.P. JlanonuHa. - 2-¢ U31., ucnpas. - M. ;| HannmoHanbHbI#I
OTtkpoeiTeii YHUBepcuteT « MHTYUTY, 2016. - 462 c. - (OcHOBBI
MH()OPMAIMOHHBIX TEXHOJOTHH). - bubimorp. B kH. ; To xe
[DnmexTponHsIii pecype]. - URL:
/biblioclub.ru/index.php?page=book&id=429094

3BamuTa Ha KaHaJILHOM H CEaHCOBOM YPOBHAX.

Ularormaa, O.P. IIpoTokois! 6€30MacHOTO CETEBOTO B3aUMOICHCTBHS
O.P. JlamonuHa. - 2-e u31., ucnpas. - M. : HarmoHamsHBIN
OTtkperteiit Yaueepcutet « MHTYUT», 2016. - 462 c. - (OcHOBEI
MH(POPMAIMOHHBIX TEXHOJIOTHH). - bubmmorp. B kH. ; To xe
[DnexTponnsIi pecypc]. - URL:
/biblioclub.ru/index.php?page=book&id=429094

3amura Ha CETEBOM YPOBHE - IIPOTOKOJ]
IPSEC.

Ularormna, O.P. IIpoToKkoib! 6€30MacHOTO CETEBOTO B3aUMOICHCTBHS
O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : HauuoHanbHbIi
OTtxpeiTeiit Yausepcurer « MHTYUWT», 2016. - 462 c. - (OcHOBEI
MH()OPMALMOHHBIX TEXHOJIOTHIT). - Bubnuorp. B kH. ; To xe
[DnexTponHsIii pecypc]. - URL:
/biblioclub.ru/index.php?page=book&id=429094

Mudpactpykrypa 3alIuThl Ha TNPHKIATHOM
YPOBHE.

Ularormna, O.P. IIpoToKkob! 6€30MacHOTO CETEBOTO B3aUMOICHCTBHS
O.P. JlamonuHa. - 2-e u31., ucnpas. - M. : HarmoHamsHBIN
OTtxkperteiit Yausepcurer « MHTYUT», 2016. - 462 c. - (OcHOBE
MH(POPMALMOHHBIX TEXHOJIOTHH). - bubmmorp. B kH. ; To xe
[OnexTponnslii pecypce]. - URL:
/biblioclub.ru/index.php?page=book&id=429094

IAHAITN3 3aIIUIIEHHOCTH ¥ OOHApyKEHHE aTaK.

Kusies, B. BezomacHocTs nH)OpPMAIIMOHHBIX cHCTEM : Kypc / B.
Kwusie, O. I'pannuunn. - M. : Harmonanbabiit OTKPBITHINA Y HU-
BepcuteT « THTYUT», 2016. - 192 c. : un. ; To xe [DnekTpoHHBII
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

3amura OT BHPYCOB. MeToabl ymnpaBieHUs]
CpeacTBaMu ceTeBOi 6e301acHOCTH.

Kusie, B. BezomacHocTs nH)OpPMALMOHHBIX CHCTEM : Kypc / B.
Kwusie, O. I'pannuunn. - M. : Harmonanbabiit OTKPBITHINA Y HU-
BepcuteT « THTYUT», 2016. - 192 c. : ui. ; To xe [DnekTpoHHBII
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032

HOCTpOCHI/IC CHCTEMBI aHTHBprCHOﬁ 3allUThI
KOpHOpaTHBHOﬁ CCTH.

Kusie, B. BezomacHocTs nH)OpPMALMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuun. - M. : HannonansHbiil OTKpBITHIN YHU-
Bepcuter « MHTYUT», 2016. - 192 c. : mi. ; To e [DneKTpoHHBIH
pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429032
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Kpome nepeuncineHHpIX HCTOYHUKOB YYAIIUICA MOXKET BOCIOJIB30BATHCS [IOUCKOBBIMU
cucteMamu cetu IHTepHET 10 TeME CaMOCTOSATENBHON PaOOTHI.

Havanom opranusaiuu 110060 caMoCTOSTENbHONU pabOThI JOIKHO OBITH IPUBUTHE
HABBIKOB U YMEHUM IPaMOTHOM pabOTHI ¢ yueOHOH M HAyYHOH JIUTEpaTypoi. DTOT MpoIiecce,
B [IEPBYIO OYEPE/Ib, CBA3AH C HAXOKIEHUEM HEOOXOUMOI /1JIsl YCTIEIIHOTO OBJIAJCHUS
y4eOHBIM MaTEpPUAIOM JIUTEPATypOi. Yyammuiics JOKEH YMETh MOJIb30BaThCs (POHAAMHU
OMOJIMOTEK U CIIPAaBOYHO-OMOIMOrpaPUUECKUMU U3JaHUSIMU.

3 OBPA3OBATEJIBHBIE TEXHOJIOI'NHN

Jnst oOyueHusi OpraHu3alid aJMUHUCTPUPOBAHUSA KOMIIBIOTEPHBIX CHCTEM IIpe-
JyCMaTpPUBAETCS MCIOJIb30BaHUE B YU€OHOM Ipollecce aKTUBHBIX U MHTEPAKTUBHBIX (HOpM
MIPOBEJICHUS AYJUTOPHBIX U BHEAYTUTOPHBIX 3aHSATUH C 1ENbI0 (POPMUPOBAHUS U PA3BUTHS
po¢eCCHOHATBHBIX HABBIKOB 00YJaIOIIHUXCS.

B mporecce oOyueHuss NpUMEHSIOTCS 00pa3oBaTeNbHbIE TEXHOJIOTHU JUYHOCTHO-
JEeSATETLHOCTHOTO, Pa3BUBAIOIIETO U MpoOieMHOro odyuenus. O0s3aTeneH 1abopaTopHbBIMA
MPAKTUKYM 10 pa3jesiaM JTUCHUILIAHBIL.

B yueOHOM mporiecce HapsAay ¢ TpaAULMOHHBIMH 00pa30BaTEIbHBIMU TEXHOJIOTHSIMU
HCIIOJIb3YIOTCSI KOMIIBIOTEPHOE TECTUPOBAHKE, TEMATUUECKUE MTPE3CHTAI[UHU, UH-
TEPAKTUBHBIE TEXHOJOTHH.

3.1 O6pazoBaTenbHbIe TEXHOJIOTHH MPU MTPOBEICHUH JIEKITUI

Tewa Buas! npuMeHsieMbIX 00pa30BaTeIbHBIX TEXHOIOTUI
[ToHsATHE HATMOHAIEHOM 0E30MAaCHOCTH. TeXHOJIOTHS Pa3BUBAIOIIETO O0YUCHUS
NubopmanronHast 6€30MacHOCTh B CUCTEME HaIUO- UIM9HOCTHO-€ATENLHOCTHOE 00yIEHHIE
HasipHOU 6e3onacHocTH Poccuiickoit @epepanmn
[" ocymapcTBeHHasi HH(GOpMAIMOHHAS OJIUTHKA TeXHOJIOTHS Pa3BUBAIOIIETO O0YUCHUS

Nupopmanus - HanboJIEee IEHHBIN peCype COBPEMEHHOTO JIMYHOCTHO-AEATENLHOCTHOE 00yYeHHE
oO1mecTBa

[Tpobiembl MHPOPMAITIOHHOW BOWHBI TexHOoJIOTHSs pa3BUBAIOLIET0 00yUCHHUS
[Tpobnembl HHPOPMAIMOHHOW Oe30MacHOCTH B cdepe \Hudpepennuposannoe 00yueHHE
rOCYZapCTBEHHOT'O M MYHHIIMIIAJIBHOTO YIPaBJICHHS

MHpOpMaIOHHBIE CHCTEMBI TexHOoJIOTHSs pa3BUBAIOLIET0 00yUCHHUS
IMeTo/1bl M MOJIEIH OLIEHKH YSI3BUMOCTH MH(GOPMAIMH TexHOoJIOTHSs pa3BUBAIOLIET0 00yUCHHUS

OCHOBHBIE TIOHATHS ¥ aHAJIM3 yIPO3 HHPOPMAMOHHON  JIMIHOCTHO-IESTEIBHOCTHOS o0yueHue
0€30I1aCHOCTH.

[Ipo6siemMbl HHGOPMAIIMOHHOH 0€30ITaCHOCTH CETEH. TeXHOJIOTHS Pa3BUBAIOIIETO O0YUCHHS
[TomuTrKa 6E30MACHOCTH. UIIMYHOCTHO-IEATEIIFHOCTHOE O0YYCeHHE
Crannapthl HHGOPMAIIMOHHOW OE30MACHOCTH. ud dhepeHpoBaHHoe 00yUeHHE

UTHYHOCTHO-IEATSIILHOCTHOE 00yUIeHHE
[IprHIUOB KpUNTOrpadUIESCKON 3aIIUTH HHPOPMAIIHH.
Kpunrorpadguueckrie aropuTMBblL. nddepeHIpoBaHHOE 00YUCHHE
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TeXHOJIOTHH ayTeHTH(HUKAITHH.

TeXHOJIOTHsI pa3BHBAIOIIECTO O0YICHHSI

O6ecrieueHne 6€30MACHOCTH ONEPALIMOHHBIX CHCTEM.

JIMYHOCTHO-IEATEILHOCTHOE O0YyUCHHE

T eXHOJIOTUH MEKCETEBBIX OKpPaHOB.

TeXHOJIOTHsI pa3BHBAIOIICTO O0YICHHSI

'VPN.

OCHOBBI TEXHOJIOTHH BHPTYAIBHBIX 3aIIHAIICHHBIX cereii| | €XHOJIOTUS Pa3BUBAIONIETO 00yJYEHUs

3aH.[I/ITa Ha KaHAJIbHOM U CEAHCOBOM YPOBHAX.

TexHOIOTHS Pa3BUBAIOIIETO OOYUEHHS

3amuTa Ha cCeTeBOM ypoBHe - mpoTokon IPSEC.

UIMIHOCTHO-ACSITEILHOCTHOE O0yUCHHE

MHbpacTpyKTypa 3alIUTH HA IPUKIATHOM YPOBHE.

TexHOIOTHS Pa3BUBAIOIIETO O0YICHUS

IAHAJIM3 3alIMINEHHOCTH W O0OHAPYKCHHE aTak.

TexHOIOTHS Pa3BUBAIOIIETO O0YUCHHS

CeTeBOM OE30MaCHOCTH.

3ammra OT BHPYCOB. MeTOIbI ympaBjieHus: cpencTBaMuy [MYHOCTHO-IEATENBHOCTHOE 00y4eHne

aTHUBHOU CETH.

[locTpoeHne cHUCTEMBl AHTUBUPYCHOW 3alUThI Kopno-TeXHOHOFI/Iﬂ Pa3sBUBAOMIETO OOYYEHNS

3.2 O0pa3oBaTesibHbIC TEXHOJOIMH NPU MPOBEACHUH MPAKTHYECKHUX U J12a00PATOPHBIX

3aHATHI

Tema

Bubl npuMeHseMbIX
00pa3zoBaTEeNbHBIX TEXHOJIOTHIA

IlocTpoeHHEe CTPYKTYypbl HOPMATUBHO-IIPABOBBIX JJOKYMEHTOB
IMesITeTbHOCTH KOMIAHUK Ha 6a3e POCCHICKOTo
BaKOHOJATEIbCTBA B chepe MHGOPMAIIMOHHOTO MPaBa.

TexHOMOTHS Pa3BUBAIOIICTO 06y‘I€HI/I$[

[ToaroToBka onucanus OXpaHsieMoi HHGOPMAIIMU, MOICITH
YTPO3, IOCTPOCHUE MOICIH HH(POPMAIIMOHHOW 0€301aCHOCTH.

TeXHOIOTHS TUIHOCTHO-ICATSILHOCTHOTO 00Y-
MCHUS

IIpoBenenne aHamu3a CPaBHUTENBHBIX XapaKTEPUCTHK Y
KaHaJIOB YTEYKH HHpOpMaLUH.

Texnonmorus mpobaeMHOro 00ydeHns

VccnenoBanue mpo0ieM co31aHus U Pa3BUTHS HALMOHAJIBHOM
CHCTEMBI yIpaBieHus [HU(PPOBbIMU cepTH(UKATAMU.

IMpoexTuBHOE 0OYUEHHE

Hccnenosanue 3amuth B cpene Windows, Linux.

TexHOIOTHA MPOOIEMHOTO 00yUEHHS

CocTaBJIeHHE OMKUCAHUS OCHOBHBIX KJIACCOB BUPYCOB.

imuddepeHnnpoBaHHOe 00yUeHUE

CrcTteMbl 0OHapYKEHUS BTOPKCHUN

TexHOIOTHS JIMYHOCTHO-ACATCIBbHOCTHOI'O 06y-

hroxrrrea

IKomyecTBeHHAS OIICHKa CTOMKOCTH napom,Hoﬁ 3allUThI.

IMpoexTuBHOE 0OyUEHHE

OnrcaHue MEXaHU3MOB U IPUHIIUIIOB pabOThI CUCTEM
POBaHUS C OTKPBITHIM KITIOUOM.

TeXHOIOTHS TUIHOCTHO-ICATSILHOCTHOTO 00Y-
MCHUS

3yueHue cTanaapta Kpunrorpaduueckoi 3amutel AES
(Advanced Encryption Standard).

TeXHOIOTHs TUIHOCTHO-ICATSILHOCTHOTO 00Y-
MCHUS

M3y4eHue oTeueCTBEHHBIX CTAHIAPTOB XOUI-DYHKIHH 1
1POBOI OANHUCH.

TexHonorus mpodIeMHOro 00ydeHns

CKaHepH 0e30macHOCTH OICPANNOHHBIX CUCTEM.

TexHonorus MpobIeMHOro 00ydeHns

CKaHepLI 0€30I1aCHOCTH CETEBBIX CCPBUCOB U MPOTOKOJIOB

TexHonorus MpobIeMHOro 00ydeHns

MexceteBble 3kpaHbl U GuisTpbl: Outpost Firewall Pro

TexHOIOTHS HpO6J’I€MHOl"O O6y‘{eHI/I$I

IKomMnoHeHTHI MekceTeBOoro 3kpaHa. [louTuka MexXceTeBoro
PKpaHUPOBAHUS.

TeXHOJOTHS TNIHOCTHO-AESITEILHOCTHOTO 00Y-
MCHUS

3amaun, pemmaemeie VPN. Tyrrenuposanue B VPN. YpoBHI
BaIUIICHHBIX KaHAJIOB. 3alIUTa JaHHBIX Ha KAaHAJHHOM
YPOBHE.

TeXHOJOTHS TUIHOCTHO-AESITEILHOCTHOTO 00Y-
MCHUS

Opranuzanus VPN cpencrBamu npotokona PPTP. 3amura
ITaHHBIX Ha CETEBOM YPOBHE.

TeXHOJOTHS TNIHOCTHO-AESITEILHOCTHOTO 00Y-
MCHUS

Opranmzanus VPN cpencreamu C3U VipNet. Mcrions3oBaHue
mpoTokosia IPSeC myst 3amuThl cereil. 3amura Ha TpaHC-
[TOPTHOM YPOBHE.

TeXHOJOTHS TNIHOCTHO-AESITEILHOCTHOTO 00Y-
MCHUS

Opraumszanust VPN cpeactBamu mpotokona SSL 8 Windows
Server.

TexHOMOTHS HpO6J’I€MHOl"O O6y‘{eHI/I$I

IPactipeneneHHbIe CUCTEMBI OOHapykeHHs aTak. Cucrema
0OHapyKeHHs aTak Snort.
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IMcronb3oBanne BCTpoeHHBIX cpencTB OC st obecneueHus
0e30TIaCHOCTH.

HH‘JHOCTHO-I{GHTCHBHOCTHOC 06y‘l€HI/I€

'Y cTaHOBKa MPOTPAMMHBIX CPEJCTB 3aLIUTHI (IPOTPaMMHBIE
MPOKCU-CEPBEPHI, ANATHOCTUIECKHE IIPOTPaAMMBI H T.I1.).

TexHoI0Tus pa3BUBAIOIICTO 06yqu1/I$1

'YmpaBieHne onp30BaTeNIMH U X IpaBamu goctymna B OC
\Windows

TexHOI0THs TMYHOCTHO-ACITEILHOCTHOTO 06y-
ICHUA

Mcmonp3oBanue mporpaMmbl Ethereal st ananmsa cereBoro
rpaduka.

TexHoI0Tus HpOGJ’IeMHOFO 06y‘~IeHI/IH

\Amanu3 nporokonos Ethernet ARP, TCP, IP

TexHoI0Tus Ppa3BUBAIOIICTO 06yqu1/I$1
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4 YCJOBUSI PEAJIM3AIIAN YYEEHOU ITPOI'PAMMBI TUCIIUILINHBI

4.1 MarepuajJbHO-TeXHH4YeCKass 0a3a. HeoOxoauMasi /JIA OCYLIEeCTBJICHUA
00pa30BaTeJLHOI0 NMpoLecca Mo JMCUUIINHEe

Peanuzanus yueOnoi nqucuurinnsl «lIporpammuoe o0ecrieueHne KOMIbIOTEPHBIX

CETEI» OCYIIECTBIISIETCS B CIELIMATIEHO 00OPY/I0BaHHBIX KaOMHETaX.
1.  JlaGopatopuss = HpOrpaMMHO-ANMapaTHOM  3alIUTBl ~ OOBEKTOB  CETEBOM

nHppacTpykTypsl (M23) BKITIOUaeT: JOCKAa HHTEPAKTUBHAS, KOMIbIOTEP, MOHUTOPHI — 30,
MYJIbTUMEINA-TIPOCKTOP, KOMIBIOTEPHBIH CTO, HaTJISITHBIE nocoowus,
yueOHO-METOAMUECKHE MaTepHallbl, I0CKa yueOHasi, Bbixo B IHTepHeT.

4.2 IlepeyeHb HEOOXOAMMOI'0 IPOrPAMMHOI0 O0ecreYeHus!

1. 7-zip (;unensus Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reade (mumen3wust -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (mumenswust -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (siutiensus - http://www.openoffice.org/license.html)

5. Free Commander (smuuensus -https://freecommander.com/ru/%d0%bb%d0%b
8%0d1%86%d0%hb5%d0%bd%d0%b7%d0%b8%d1%8f/)

6. Google Chrome (yiuuen3us -

https://www.gooqgle.ru/chrome/browser/privacy/eula text.html)

7. Libre Office (B cBoOOIHOM J1OCTYIIE)
8. Mozilla Firefox (muuensus - https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cB00OO1HOM JIOCTYIIE)
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5 TMEPEYEHb OCHOBHOM ¥ JONOJHUTEJBHONA YUYEBHOM
JUTEPATYPBI, HEOBXOJUMOM JIJI1 OCBOEHUS JTUCITUTIINMHBI
5.1 OcHoBHas JuTEpaTypa

1. BacunbkoB A. B. MnopmaimonHbie cucTeMbl U BX 0€3011acHOCTh : yuyeOHoe nmocobue
/ A. B. BacunbkoB, A. A. Bacunbkos, 1. A. Bacunbkos. - M. : ®OPYM, 2015. - 528 c.: niI. -
(ITpoeccuonanpHoe ob6pazoBanue). - ISBN 978-5-91134-289-0.

2. Kusies, B. bezonacnocts nunpopmaniionusix cucteM : kypce / B. Kuses, O. ['panuuns.
- M. : HaunonanbHubiii OTKpbIThI YHUBepcuTeT « AHTYUT», 2016. - 192 c. : un. ; To xe
[DnexTponnsiii pecypce]. - URL: http://biblioclub .ru/index.php ?page=book&id=429032

3. Jlamonuna, O.P. IIporokonsr 6e3omacHoro cereBoro B3aumopeicteus / O.P.
JlanonuHa. - 2-e u3n., uchpaB. - M. : Hamumonanenbiit OTkpeIThIE YHHUBepcuTeT «HMH-
TYUT», 2016. - 462 c. - (OcHOBBI HHPOPMALMOHHBIX TEXHONOTHH). - bubauorp. B kH. ; To

xe [DnexTponHbi pecypc]. - URL: http://biblioclub .ru/index.php ?page=book&id=429094

5.2 lonmosiHUTEJIbHAS JTUTEPaTypa
1. MboitBona, O. besomacHocth ceteit / O. MboiiBona. - 2-e usAd., ucnp. - M. : Ha-
unoHanbHbIl OTkpbITEIH YHHBepcuTeT «MHTYUT», 2016. - 572 c. : cxem., un. ; To xe

[DnexTponnbIii pecypce]. - URL:http://biblioclub .ru/index.php ?page=book&id=429035

2. Hapes, P.1O. Teopetnueckue ocHoBbl nHGOpMaTuku : yueOnuk / P.1O. Ilapes, A.H.
[Tynkos, B.B. Camapun u np. . - Kpacnosipck : Cubupckuii deaepanbHblii yHUBEPCUTET,
2015. - 176 c. : Tabxa., cxeM., wi. - bubmuorp.: c. 140. - ISBN 978-57638-3192-4 ; To xe
[DnexTponHbii pecypc]. - URL:http://biblioclub.ru/index .php ?page=book&id=435 850

3. OpraHuM3alMoOHHOE W MpaBOBoe oOecrieueHre MH(POPMAIMOHHON 0e30MacHOCTH :
yue6Huk U npaktukym Juist CI1O / T. A. Tlonsikoa, A. A. Ctpenbuos, C. I'. Uy- 6ykosa, B.
A. Huecos ; otB. pen. T. A. Ilonsakosa, A. A. CtpenbuoB. — M. : FOpaiir, 2017. — 325 c.
—  (IIpodeccuonansnoe obpazoBanme). — ISBN  978-5-534-00843-2. URL:
https://www.biblio-online.ru/book/054509D0-1E35-4080-9E86-19742B336897

5.3 llepuoauyeckue U3IaHUsA

1. BectHuk MockoBckoro YHuepcutera. Cepus 15. BeruncnurenbHas MaTeMaTHKa U

kubepHetuka. - URL: http://biblioclub.ru/index.php?page=journal red&jid=237323
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2. HMHHOBaIuu Ha OCHOBE I/IH(i)OpMaI_II/IOHHBIX N KOMMYHHKAIIUOHHBIX TEXHOJIOTHH. -

URL: http://elibrary.ru/contents.asp?issueid=1438371.

3. Uadopmartuka B mkose. URL:

http://dlib.eastview.com/browse/publication/18988/udb/1270.

4. Undopmatuka u oopazosanue. - URL:

http://dlib.eastview.com/browse/publication/18946/udb/1270.

5. Undopmatrka, BBIYUCIUTEIbHAS TEXHUKA U HHXKEHEPHOE oOpa3oBanue. - URL:
http://elibrary .ru/contents.asp?issueid= 1567393.

6. MeTomueckre BOIPOCHI MPENoiaBaHus MHPOKOMMYHUKALIMK B BBICILIEH IIKOJIE. -
URL: http://elibrary.ru/contents.asp?titleid=55718

7. Mup TIK. - URL.: http://dlib.eastview.com/browse/publication/64067/udb/2071.

8. Ortkpeiteie  cucrembl. CYBJl. - URL: http:  //dlib  .eastview.c
om/browse/publication/64072/udb/2071

9. [IporpammubIe TPOAYKTHI U cucTeMbl. - URL:

http://dlib.eastview.com/browse/publication/64086/udb/2071.

10. Computerworld Poccus. - URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

11. Windows IT Pro / Re. - URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

5.4. Ilepeuenb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOM CeTH
«/HTepHET», HEOOXOAUMBIX [IJISl 0CBOCHHS U CHUIIMHBI

1. OBC «Yuuepcurerckass Oubnmnoreka ONLINE» [y4eOnble, HaydHble 3maHUA,
TIEPBOMCTOYHUKHU, XYJI0KECTBEHHBIC MPOU3BEACHUS PA3IUYHBIX H3AATENIbCTB; KYpPHAJbI;
MYJIbTUMEUIHAS KOJIJICKIUS: ayJTUOKHUTH, aynuoQaiibl, BHICOKYPCH, HHTEPAKTUBHBIC
KYpChl,  OKCIpEeCC-OATOTOBKa K  JK3aMeHaM, [Mpe3eHTAallMd, TEeCThl,  KapThl,
OHJIaMH-3HLIMKJIONEAUH, clioBapu | caitT. - URL:
http ://biblioclub.ru/index .php?page=main_ub_red.

2. OBC wusnmarenbctBa «JlaHb» [y4deOHBIC, HaydHBIC H3JIaHUS, TEPBOMCTOYHUKH,
XYyJI0’KECTBEHHbIC TPOU3BEACHUS PA3NUYHBIX HM3JIaTEIbCTB; >XypHanbl| : calT. - URL:
http://edanbook.com.

3. OBC «IOpaiit» [pazmen «BAIIIA TIOAIIMCKA: ®umman Kyol'Y (r.
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CnaBsinck-Ha-KyOann): yueOHUKHM U ydeOHbIe 1mocoOus uznarenberBa «tOpaiTy»] @ cauT. -
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6. METOANYECKHUE YKA3AHUSA OBYYAIOIIUMCA 110 OCBOEHHIO

JUCHMIJIUHBI
anumec;l JIA ITOJIHOOCHHOI'O OCBOCHHA KypCa «be3onacHoCcTh (1)YHKHI/IOHI/Ip0BaHI/I}I

UH(GOPMALIMOHHBIX CUCTEMY JTOJDKHBI COCTABIISATh KOHCIIEKTHI KaK MPU MPOCTYIINBAHUHU €T0
TEOPETUYECKON (JIEKIIMOHHOM) 4YacTH, TakK M TMpU MOATOTOBKE K NPAKTHUYECKUM
(cemunapckum) 3aHsATHAM. JKenaTenbHO, YTOOBI KOHCIIEKTHI JEKIUNA U CEMUHAPOB 3aru-
CBIBJINCH B JIOTUYECKOM IOCIIEIOBATENBHOCTH M3YyYEHUsl Kypca M COAEPKAIUCh B OJHOU
TeTpaau. Ito obecreyuT 0oJiee MOTHYIO MOATOTOBKY KaK K TEKYIIUM YYeOHBIM 3aHSTHSIM,
TaK U CECCHOHHOMY KOHTPOJIIO 3HAHHM.

CamocrostenpHast paOoTa ydwamuxcs sBJseTcs BaxkHeWmed ¢opmoit yyeOHO-
Mo3HaBaTeIbHOTO mporecca. Llenb 3amanuii 11 caMOCTOSTENbHOW paboOThI - 3aKPENuUTh U
pacIIMpUTh 3HAHUS, YMEHUS, HaBBbIKH, NPUOOPETEHHbIE B pPE3yJbTaTe M3y4YEHUS IUCLHU-
TUTMHBL, OBJIAJIETh YMEHHEM HCIIOJIb30BATh MOJIYYCHHBIE 3HAHUS B MPAKTHYECKOW paboTe;
MOJIYYUTh IEPBUYHBIE HABBIKU MPO(EeCCHOHANBHON IEATEIbHOCTH 110 YCTAaHOBKE, HACTPOMKE
U OOCTY)KMBAaHHUIO TEXHUYECKUX M TMPOTPAMMHO-AMNMNApaTHBIX CPEACTB KOMIBIOTEPHBIX
ceTen.

3amaHust Ui CaMOCTOSITETbHONW pPa0OThI BBINOJHSIOTCS B IMUCBMEHHOM BHJE BO
BHEayIuUTOpHOE BpeMms. Pabora nomkHa HOCUTH TBOPUECKUN XapakTep, NMPU €€ OLECHKE
npenojaBaTelib B MEPBYIO Ouepe/b OLIEHUBAET OOOCHOBAHHOCTh M OPUTMHAIBHOCTH BbI-
BOJIOB. B muchMeHHO# paboTe 1Mo TeMe 3ajjaHusl yJaluics JODKEeH MOJIHO U BCECTOPOHHE
paccMOTpeTh BCE aCHEeKThl TeMbl, YETKO C(OpPMYJIHMPOBaTh M apryMEHTHPOBATh CBOIO
MO3ULUIO 110 UCCIIEAYyEMBIM BOIPOCAM.

OtueTsl MO 1a0OPAaTOPHBIM M MPAKTUYECKUM 3aHSTHUSIM JIOJKHBI COAEpKaTh IOTHBIE
OTBETHl Ha IOCTABJICHHBIC 3aJaHUs, HEOOXOIUMBbIE TAOMUIBI JOJKHBI OBITH 3aIlOJHEHBI.
3amuTa 1ab0opaTOpHBIX padoT OyAeT BKIIOYATH B CeOsl MPOCMOTP MUCHBMEHHBIX OTYETOB,

YCTHBIN OITPOC.

Obwue npasuna 6biNOIHEHUSA NUCLMEHHBIX pabOm
Ha mepBoM 3aHSTHM CTYACHTHI JOIDKHBI OBITH MPOUH(OPMUPOBAHBI O HEOOXOAMMOCTH
COOJNIOZICHUS] HOPM AaKaJeMUYEeCKOM ATHKM M aBTOPCKUX MpaB B Xxoje oOyudeHus. B

YaCTHOCTH, MPCAOCTABIIAIOTCA CBCACHUS:
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1. obmas nadopmanms 06 aBTOPCKHUX MpaBax;

2. IpaBWJIa TUTUPOBAHMSI;

3. mpaBmiia 0OPMIICHUS CCBHITIOK;

Bce umeronuecs: B TEKCTE CHOCKH TIATEIBHO BBIBEPSIOTCS U CHAOKAIOTCS «aIpecaMm.

HenonyctrmMo BKIIIOYAaTh B CBOIO palOOTy BBIAEPKKH K3 pabOT APYyrux aBTOPOB O€3
yKa3aHUs Ha 3TO, MEPECKa3bIBaTh UYXKYyH pabOTy OIM3KO K TEKCTy Oe3 OTCBHUIKM K HEW,
MCIIOJIb30BATh UyKHE HJIeU 0€3 yKa3aHUs IEPBOMCTOYHHUKOB (3TO KacaeTrcs U UHPOpMaLUH,
HaiinenHoi B uTepuere). Bee cimyyan miaruata TOJKHBL ObITh HCKITFOUYEHBI.

Crnrcok UCToIb30BaHHOM TUTEpATyphl JOHKEH BKIIFOUATh BCE UCTOUHUKH MH(OpMAIIHH,
M3Y4YEeHHBIE U TPOpabOTaHHBIEC CTYJEHTOM B IPOIIECCE BBITIOTHEHUS pabOThI, U TOJKEH OBbIThH
coctapneH B cootBercTBUU ¢ 'OCT P 7.0.5-2008 «bubnuorpaduueckas ccpinka. OOriue
TpeOOBaHUS U IPABUIIAY.

Tpebosanus k nanucanuio pegpepama

Pedepar mo naHHOMy Kypcy SBIS€TCSs OJHMM M3 METOJOB OpraHU3alld CaMo-
CTOATENbHOM paboThl. Tembl pedepaToB SBISIOTCS JOMOJHUTEIBHBIM MAaTEPUATIOM IS
M3ydeHHe NaHHOM nucuuriuHbel. Pedepar oneHuBaeTcss B OMH Oaij B OLIGHKE HTOTO
9K3aMeHa

Pedepar nomkeH ObITH HOATOTOBIIEH COTJIACHO TEME, MPEII0KEHHOMN MPENo1aBaTeIeM.
Jlomyckaercss caMOCTOSITENIbHBIN BbIOOp TeMbl pedepaTta, HO 1O COIVIACOBAHUIO C
MIPEI0/1aBaTENIEM.

Jns wanucanus pedepara CTYIEHT CaMOCTOSITEIBRHO TMOAOWMpPAET HCTOYHUKUA WH-
dbopmanuu 1O BBIOpaHHOW Teme (JuTeparypa ydeOHas, nepuoaudeckas u HHTepHET-
pecypcebl). O6bem pedepata - He meHee 10 cTtpanur popmata A4.

PedepaT nomkeH uMeTh TUTYIBHBIN JUCT, COACPIKAHUE, TEKCT JODKEH OBITh pa3OUT Ha
paszenbl, COIVIACHO COJEP/KaHUIO, 3aKII0YEHHE, CIUCOK JIUTepaTypsl (HE MeHee 5
ucTouyHuKoB). OOCyxJIeHne TeM pedepaToB MPOBOIUTCS HA TEX MPAKTUUECKUX 3aHATHUSAX, 10
KOTOPBIM OHU PACIIPE/IEIIECHBI.

Joxknan no teme nmo pedepara He AOHKEH mpeBblmath 10 MuHyT. BhicTymaromnimii
JIOJKEH MOATOTOBUTH KPATKUE BBIBOJIBI IO TeMe pedepaTa Jiyisi KOHCTICKTUPOBAHMUS.

Cnaua pedepara npenogaBaresnto o0s3aTeNbHAa.
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7 OHEHOYHBIE CPEACTBA JJISI KOHTPOJIAA YCIIEBAEMOCTHA

7.1 Ilacnopt GoHIa OLIEHOYHBIX CPEICTB

HaumeHoBaHME OILICHOYHOTO

Komnerenuun
/m KonTtponupyemsle pa3aensl (TEMbl) AUCIUTUIHHBI CpeacTBa
1 [MonsTHE HAaNMOHANBHON OE30IIaCHOCTH. OK 1-9, TTK 3.1 [TpoBepka KOHCIIEKTOB, MPAKT.
paborta, TecT
2 MudpopmanronHas 6€301acCHOCTh B CHCTEME HAIIHO-
HaBHOW 6e3onmacHocTH Poccuiickoit enepannu OK 1-9,TIK 3.1 [IpoBepka KOHCIIEKTOB, MPAKT.
pabora, TecT, pedepar
3 I" ocynapcTBeHHast HHGOPMAIMOHHASI IOJIUTHKA OK 1-9, TIK 3.1 ITpoBepKa KOHCIIEKTOB, MPAKT.
paborta, TecT
4 Mudopmanus - Hanboliee EHHBIH pecypc COBPEMEH- OK 1-9. TIK 3.1 ITpoBepka KOHCIIEKTOB, MPAKT.
HOro 0011eCTBa ’ ’ pabora, Tect
5 [Tpo6aembl HHGOPMAITHOHHON BOWHBI OK 1-9, TTK 3.1 [TpoBepka KOHCIIEKTOB, MPAKT.
pabora, pedepar, TecT
6 [Mpobiembl WHGOPMAIIMOHHOW 0E30TacHOCTH B cdepe
TOCYIapCTBEHHOTO W MyHHUIMIANbHOTO yrpaBinenus  [OK 1-9, [IK 3.1 [IpoBepka KOHCIIEKTOB, MPAKT.
pabota, pedepar, TecT
7 MHupopMalnOHHbIE CHCTEMBI OK 1-9, TIK [IpoBepka KOHCIIEKTOB, MPAKT.
3.1-3.3 paborta, TecT
8 OK 1-9, IIK ITpoBepka KOHCIIEKTOB, MPAKT.
IMeTompl ¥ MOJENH OIICHKH YsI3BUMOCTH nHpopMarmn  [3.1-3.6 paborta, TecT
9 (OCHOBHBIC TTOHATHS U aHATHM3 YTPO3 HHPOPMAILIMOHHON OK 1-9. TIK 3.1 ITpoBepka KOHCIIEKTOB, TPAKT.
0€30I1aCHOCTH. ’ ' pabora, pedepar, TecT
10  [[IpoGaembl HHPOPMALMOHHON 6€30MaCHOCTH CETEH. OK 1-9, TIK 3.1 ITpoBepKa KOHCIIEKTOB, MPAKT.
paboTa, TecT
11  [[lonuTuka 6€30MaCHOCTH. OK 1-9, TIK 3.1 IIpoBepka KOHCIIEKTOB, MPAKT.
pabota, pedepar, TecT
12  |CrangapTsl MHOOPMALMOHHO 6€3011aCHOCTH. OK 1-9, TIK 3.1 ITpoBepka KOHCIIEKTOB, MPAKT.
pabora, pedepar, TecT
13 ITpoBepka KOHCIIEKTOB, ITPAKT.
[Mpuxumne! kpunrorpaduyeckoii 3anwrtsl nHbpopmanun.OK 1-9, TIK 3.1,3.3|pabora, Tect
14  [Kpunrorpapuueckue aaropuTMsl. [TpoBepka KOHCHEKTOB, IPAKT.
OK 1-9, I1IK 3.1,3.3ppaboTa, TecT
15  [TexHosoruu ayTeHTH(HUKAINH. [TpoBepka KOHCHEKTOB, IPAKT.
OK 1-9, 1K 3.1,3.3jpaGoTa, Tect
16  [ObecnedyeHne 0€30NaCHOCTH ONEPALMOHHBIX cucTeM.  |OK 1-9, TIK IMpoBepKa KOHCIEKTOB, IIPaKT.
3.1,3.3-3.6 [pabora, TecT
17  [TexHOJIIOTMH MEXCETEBBIX SKPAHOB. [TpoBepka KOHCHEKTOB, IPAKT.
OK 1-9, 1K 3.1,3.3jpaGoTa, Tect
18  |OcHOBBI TEXHOIOTHH BUPTYATbHBIX 3aIIUIICHHBIX CETCH [TpoBepka KOHCHEKTOB, IPAKT.
'VPN. OK 1-9,T1K 3.1,3.3paGora, Tect
19  [3ammTa Ha KaHAJHHOM M CEAHCOBOM YPOBHSIX. [TpoBepka KOHCHEKTOB, TPAKT.
OK 1-9, T1IK 3.1,3.3ppaboTa, TecT
20  [Bamurta Ha ceTeBOM ypoBHe - npotokon IPSEC. TTpoBepKa KOHCIIEKTOB, TIPAKT.
OK 1-9, 1K 3.1,3.3jpaGoTa, Tect
21 WnudpacTpykTypa 3alIUTH Ha PUKIATHOM YPOBHE. [TpoBepka KOHCIIEKTOB, MPAKT.
OK 1-9, 1K 3.1,3.3jpaGoTa, Tect
22 AHaJTN3 3alUINEHHOCTA U OOHAPYKEHHE aTak. [IpoBepka KOHCIIEKTOB, MPAKT.
OK 1-9,11K 3.1,3.3 paboTa, TecT
23 PBammTa OT BUPYCOB. MeTOBI YIIPaBICHHs CPEACTBAMHU
ceTeBoii Oe30MacHOCTH. OK 1-9, T1K 3.1,3.3| [IpoBepka KOHCIIEKTOB, IPAKT.
pabora, TecT, pedepar
24 [[loctpoeHne CHCTEMBI AHTUBUPYCHOMU 3AIIUTEI KOP- OK 1-9, TIK IIpoBepka KOHCIIEKTOB, MPAKT.
[TOpaTUBHOM CETH. 3.1,3.3-3.6 pabora, Tect
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7.2 Kputepun olleHKH pe3yJIbTAaTOB 00y4eHMs

KoHTpons M oOlleHKa pe3ynbTaToB OCBOEHUS Y4E€OHOM AMCHMIUIMHBI OCYHIECTBIISIETCS
npernojaBaTesieM B MpoIlecce MPOBEISHUs MPAKTUUECKUX paboT, TECTUPOBAHUS, COOECEIOBAHMUS
[0 pe3yJibTaTaM BBINOJHEHUS JAOOPaTOPHBIX padOT, a TaKKe pPELICHUs 3a]ad, COCTaBJICHUS
pabouynx TaOMUI[ U MOATOTOBKM COOOUICHUH K YpOKY. 3HAHUS CTYJEHTOB Ha MPAKTHYECKUX
3aHATHSIX OLEHUBAIOTCS OTMETKAMHM «OTJIMYHO», «XOPOILIO», «YyIOBJIETBOPUTEIBHO» U
«HEYJIOBJIETBOPUTEIHHOY.

OneHka «OTIUYHO» BBICTABISETCS, KOTNA CTYJEHb IOKa3bIBaeT TITyOOKOE BCECTOPOHHEE
3HaHME  pa3jiena  JUCHUIUIMHBI,  00fA3aTeNIbHOM W JIONOJHUTENbHOM  JIMTEPATYPHI,
apryMEHTUPOBAHO M JIOTUYECKU CTPOMHO H3J1araer Marepuall, MOKET MPUMEHITh 3HAHWS NS
aHaJIM3a KOHKPETHBIX CUTYAaIIHil.

OreHKa «XOpOII0» CTAaBUTCS MPHU TBEPIBIX 3HAHUSAX paszzesia AUCIUILTUHBI, 00sS3aTeIbHOM
JUTEPATYPbl, 3HAKOMCTBE C JI0NOJIHUTEIBHON JTUTEPATYPOH,

apryMEHTHPOBAaHHOM M3JI0)KEHUU MaTepuajia, YMEHUM INPUMEHHUTh 3HAHUA JJI1 aHajau3a
KOHKPETHBIX CUTYyaIuH.

OneHka «yJIOBJIETBOPUTENBHO» CTABUTCS, KOTJa CTYJEHT B OCHOBHOM 3HAeT pas3feln
JTUCHUIIIIMHBI, MOKET MPAKTUUYECKU TPUMEHUTh CBOU 3HAHUS.

OueHka «HEYJOBJIETBOPUTENBHO» CTaBUTCS, KOrJa CTYACHT HE OCBOMJ OCHOBHOTO

COACPIKaHUA ITpEAMETA U c1a00 3HaeT H3yqaeMBIﬁ pas3aci IMCHUITINHEL.

7.3 OueHo4HbIe cpeACTBA AJsl MPOBeAeHUS TeKylleil aTTecTalun
Texymuii KOHTPOJIb MOKET IPOBOAUTHCS B popMe:
-(ppoHTaNBHBIN ONPOC ~-MHAUBUAYAIBHBIM YCTHBIN OIPOC

-IUCbMEHHBIA KOHTPOJIb

-TECTUPOBAHUE 110 TEOPETUUECKOMY MaTeEpUary
-TipakTU4eckas (JabopatopHas) padoTa -3amura pedepara,
-3aI1IMTa BBIIIOJHEHHOTO 3aaHMs,

-pa3paboTka mpobyieMsl kKypca (coolIeHue).
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[Tpumepsr

(DopMa arTe- 3HaHI/I${ yMeHI/Iﬂ BHaHeHHﬂ HI/I‘IHI)IG KadyecTBa OLIEHOYHBIX

CTaLuU (HaBBIKN) CTyJIEHTa CpescTB

VYcTHBIN Konrpons 3Hanuii mo| Ouenka  ymenus; Ouenka HaBblkoB| OueHka  cnoco0-| KoHrponbHbIe

(TMCBMEHHBIH)  (OIIPEAEICHHBIM [pa3nu4aTh KOH-pa0OTBl C JHTEpPa-HOCTH ONEPATUBHO HBOIIPOCHI IO Te-
orpoc 1o TeMaM [pobsremMam KpETHBIC ITOHATUS  [TYPHBIMH HCTOY-KaYECTBEHHO MaM
HUKaMHU OTBEYAaThb HAa  IO-IPUIATAFOTCS
CTaBJICHHBIC BO-
TIPOCHI

Pedepater Konrponb 3Hanuii mo| Ouenka  ymeHus| Ouenka HaBblkoB| Ouenka — croco0-| Tembl
OTpENEIeHHBIM [pa3nu4aTh KOH-pa0OTBl C JHTEpa-HOCTH K  caMmo-pedepaTos
mpoOiemam KpETHBIC TOHATUS  [TYPHBIMHU HCTOY-CTOSITENBHON paboTempuIaraTcs

HUKaMHU 151 aHaIu3Yy|
ITUTEpaTypHBIX
MCTOYHUKOB
[paxtnyeckue | Kontponr  3nanms] Ouenka  ymeHus| Ouenka HaBbikoB| Ouenka — crmoco0-| Tembl paOoT
(;1TabopaTopHEIE) [TEOPETHIECKUX OCHOB}PaﬁOTaTB C  CO-pabOTBI C TEXHHU-HOCTH ONEPATUBHO HIPHUIIATAIOTCS
[paboTHI mHopMaTHKK U[BPEMEHHOMN KOM-4€CKUMHU CPEICT-KAaYECTBEHHO PELIATh
MH(QOPMALMOHHBIX  [TBIOTEPHOMN TeX-BaMH nHPOPMA-IOCTABICHHLIE  Ha
TEXHOJIOTUH, HUKOW,  HCIIOJIb30-TH3alHH, cHeny-IpaKkTHIECKUX
BO3MOXKHOCTEHN UBaTh BO3MOXHOCTHAQJIPHBIMU r[po-pa6OTaX 3aa4u WY
[TPUHITUIIOB HC-BBIYUCIIUTENBHON  [FpaMMHBIMU APTYMCHTHUPOBATH
IIOJIb30BaHUA CO-TEeXHUKU HCpeaCTBaAMHU [PE3YJIbTAThI
IBPCMCHHOU KOMHL'HpOI‘paMMHOI‘O
IOTEPHON TEXHUKH. oOecrieyeHusi  MpH
[PEIIEHNH  IMPAKTH-
UECKHUX 3a/]ad.

Tectuposanue | Konrtpons 3Hanmii no| Ouenka  ymenus{ Onenka HaBblkoB| OLeHKa croco6- Bonpockt
ONpeEIeHHBIM [pa3nu4aTh KOH-JIOTUYECKOI'0  aHA-HOCTH OIEPATUBHO H[IPUIIATAFOTCS
mpobiemam KpETHBIC IOHATHS  [TM3a M CHHTe3a NPHKAadeCTBEHHO

COIOCTaBJICHUU O0TBEYaTh Ha  IIO-

KOHKPETHBIX CTaBJICHHBIC BO-

MOHATHH [IPOCEI
Pegpepam.

Pedepar sBnsieTcss mpoayKTOM CaMOCTOATENbHON pabOThl ydallerocs M IpeacTaBiseT

co00il KpaTKoe HM3JI0KEHHWE B MHCHbMEHHOM BHUJE TOIYYEHHBIX PE3YIhTATOB TEOPETUUYECKOTO

aHaJM3a OMpEJICIICHHON HaydHOU (yueOHO-MCCIIeI0BaTeIbCKOM) TEMBI, TJIe PACKPBIBACTCS CYTh

HCCIeyeMOM MPoOJIeMbl, TPUBOASATCS PA3IUYHBIC TOYKH 3PEHUS, a TAK)KE COOCTBEHHBIE B3TJISA b

y4alerocs Ha Hee.

Koumponvuas paboma.

Kontponenas pabota sBisercs HaOOPOM MPaKTHYECKUX 3aJaHUM M 3a7ad IO TeMaMm

H3y‘la€MOI>'I JUCHUIIIIWMHBI, ITIO3BOJJAOIINX (bOpMI/IpOBaTL 3HaHH:, a TAK)KC YMCHUA O6y‘laIOIIII/IXC$I

B 00acTu (PU3UKH.

Ilpumepsi 3a0au u 60npocos Kk KOHMPOILHOU pabome:

1. TepmuHosorust B 001acTi 0€30MacHOCTH MHPOPMAITUOHHBIX CETEH.

2. MeTomomiorust mocTpoeHus: 6e30MacHbIX HH(POPMAIIMOHHBIX CETEH.

34



3. TumoBble MOAeNM aTaK, HAMPaBICHHbIE HAa MPEOJOJCHUE 3aUIUTHl MH(POPMAIIMOHHBIX
CHCTEM, VYCIOBHS WX  OCYIIECTBUMOCTH, BO3MOXHBIE IOCIEACTBHSA,  CIIOCOOBI
IpeI0TBpAILCHHS.

4. OnmcaTh poIb 4eJI0BeYecKoro (hakropa B oOecrieyeHnn 0€30IacHOCTH CeTeH.

5 CdopmupoBaTh ¥ TNPOU3BECTH HA3HAYCHHE POJICH TIOJIB30BATEISIM HH(POPMAITMOHHOM
CHCTEMBI.

6. Onucatp K1acCU(pUKALMIO KOMIIBIOTEPHBIX BUPYCOB.

7. llepeyncnUTh OCHOBHBIE 3aKOHOAATENbHBIE JOKYMEHTHI B 00JacTH obOecreueHHs

0€30MacHOCTH XpaHEHUsI U 00pabOTKH MHPOPMALIUH.

IIpumepvr mecmosvix 3a0aHUlL:

1. Uudopmanusi, 1OCTyI K KOTOPOH OTpaHUYUBAETCA B COOTBETCTBUH C 3aKOHOJATENbCT-
BoM Poccuiickoit denepanuu ¥ MpeICTaBIICT COO0H KOMMEPUYECKYI0, CITYKEOHYIO HIIH
JUYHYIO TallHBI, OXpaHsoIuecs e€ BIalebleM, Ha3bIBACTCs
A) xoH(pHICHITHATBHOM

b) nocrynnoi
B) nenoctHoit
I') Bce BapuaHThI BEpHBI

2. HaGop npaBuii, KOTOpbIE periiaMeHTUPYIOT (PYHKIIMOHUPOBaHUE MeXaHU3Ma UHPOP-
MAaIMOHHOW 0€30MacCHOCTH Ha3bIBAIOTCS

A) noIUTUKOM

b) nnentudukanmeit

B) xoHpuaeH1IMansHOCTHIO

I")Bce BapuaHThI BEpHBI

3. ®opmupoBanue npouIIs Mpas JIsi KOHKPETHOTO yYaCTHHKA Mpolecca HHHOPMaIiOHHOTO
oOMeHa, Ha3bIBAETCS

A) aBTOpu3auuen

b)unentudukanueit

B) ayrentuduxarnmeii

I")Bce BapuaHThI BEpHBI

4. YcrpoiicTBa KOHTPOJISL AOCTYIIA U3 OJHON MH(POPMAIIMOHHON CPebl B APYTYIO Mpe-

JOCTAaBJIAOT
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A) MexceTeBble IKpaHbl

b) anTuBUpycHOe obecnieueHue

B) ckaneps! 6e3omacHOCTH

I') Bce BapuaHThI BEpHBI

5. YcrpoiicTBa mpoBepKU KauecTBa ()YHKIIMOHUPOBAHUS MOJIENIA 0€30MacHOCTH JIJIsl KOH-
KpETHOU MH(OPMAIIMOHHON CUCTEMbI 00eCIIeYnBaAIOT

A) ckaHepbl 6€30MaCHOCTH

b)anTuBHpyCcHBIE TIPOrpaMMBbI

B) MexceTeBble S3KpaHbI

I') Bce BapuaHThI BEpHBI

6. O6001EHHOE HA3BaHUE TEXHOJIOTUM, TTO3BOJISIFOIINX 00ECIIEYUTh OJTHO U HECKOJIBKO
CETEBBIX COCIMHEHUM (JIOTMUECKYIO CETh) OBEPX JIPYroi CETH - 3TO

A) Mozenb MexxceTeBoro B3aumoaeicTust OS|

b)Bupryanbnas yactHas cetb VPN

B) npotoxoin IPSEC

I') MexceTeBbIEe SKpaHBbI

7. CeTeBoii MPOTOKOJI ayTeHTU(PHUKAIIMN, KOTOPBIHA MpeaiiaraeT MeXaHu3M B3aUMHOM ay-
TEHTU(UKAINY KIUEHTA U CEpBepa Mepe]i YCTAHOBIEHUEM CBSI3H MEXKYy HUMH - 3TO

A) npotokon Kerberos

b) npotoxon ARP

B) nporokon ICMP

INnpotoxon POP3
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7.4 OuneHo4YHbIE CpeacTBa 1Jd NMpoOBCACHUSA l'[pOMe)KyTO‘{HOﬁ arTreCralmmu

o B ITpumepst

opMa JIaJICHUC JInynpie kauecTBa

p 3HaHus VMenust OLCHOYHbIX

aTTeCTalluu (HaBBIKN) CTyZieHTa cpesicTB

IIToroBas aTTecTanus

OK3aMeH KonTtpons  3HaHMAOUEHKa yMeHusA(OLeHKa HaBbIKOBOLIEHKa  cocoOHOCTUBoOMpoCH! IIpH-|
6a30BBIX [MOHUMATh CIIE-JIOTUYECKOr0 CO-IPAaMOTHO M 4YETKOUIararoTcs
MOJIOKEHU I BIMAJIbHYIO TEP-[IOCTABJICHUS HM3JIaraTh MaTepyua Bamaun
obnactu aIMHU-MUHOJIOT HIO. XapaKTEPUCTUKH Ouenka  CrOCOGHOCTHMpuTaraloTCsa
HUCTPHUPOBAHHUSA OmeHka  yMEHHUSOOBEKTOB [PaMOTHO M YETKO
KOMIIBFOTEPHBIX pemars  TUIOBBIE OneHKa HABBIKOBM3/1araTh XOJ PELICHUs

CUCTEM

PDKCILTyaTalluu

MHPPACTPYKTYPHI

00BEKTOB  CETEBOM

Bamayd B OOJACTHIOrMY

Talyunu

MBIIIUIEHHUS
[peLICHUH
o0J1acTH

ceTeBOH
CTPYKTYPBI

€CKOTO
TIpH
3ama4 = B
JKCILTya-
00BEKTOB

uHppa-|

Bamaq B obactH
PKCIDTyaTallii 00bEKTOB
ceTeBoit nHppa-

CTPYKTYpPbI

7.4.1 IlpuMepHbIe BONPOCHI 1JIs1 POBeeHUs POMEKYTOYHOH ATTeCTALMHU

BOI’ZpOCbl 3auvema

1. ITougaTre HAMOHAIILHON 0€30aCHOCTHA

2. HarmoHasibHBIC HHTEPECHl B HHPOPMAITMOHHOU cdepe.

3. Ucrounuku u conepkanue yrpo3 B HHPOpMaIMOHHOU cepe

4. [lonstue "undopmanuonssiii pecype”. Kinaccel ”HPOpPMAIIMOHHBIX pECypcoB

5. [Nonsitne nadopmanmoHHon cuctemsl. Mictounnku koHpuaeHmamsHoi uudop-

Maluu B I/IH(i)OpMaIII/IOHHI)IX cucremMax

6. OCHOBHBIE TIOHATUA MOJIUTUKHA 0E€30MACHOCTH.

7. CTpyKTypa NOJUTUKH OE30MTaCHOCTH OpraHU3aIliu

8. Crangaptsl HH()OPMAIIMOHHON OE30MAaCHOCTH

9. OcHOBHBIE TOHATHS KPUNTOTpadUIECKON 3aIUTHI HH(OPMAIUH.

10. CummeTpUYHBIE KPUIITOCUCTEMBI ITU(PPOBAHHUSL.

11. AcuMMeTpHYHbIE KPUNITOCUCTEMBI IHU(POBAHHUS.

12. DnexkrpoHHas HUQpoBas NOANUCH U (PYHKIIHS XIIMIMPOBAHUS

13. AyteHTH(uKaLus, aBTOpU3aIMI U aIMUHUCTPUPOBAHUE ACHCTBUI MOJIb30BaTENeH

14. Konuenuus nocTpoeHus: BUPTyalbHBIX 3aluileHHbIx ceteit VPN

15. [IpoTokosnbl (hopMHUPOBAHUS 3aLIUIIEHHBIX KaHAJIOB HA KAHATHLHOM U CEAHCOBOM

YPOBHSIX.
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16. TexHonOTHH 3aIIUTHI B OECIIPOBOIHBIX CETSX.

17. TIporokon Kerberos

18. TexHonoruu oOHAPYKEHUS aTaK

19. KoMIbrOTepHBIC BUPYCHI U TTPOOIEMbI aHTUBUPYCHOM 3aITUTHI

10. AaTHBHpYCHBIE TPOTPAMMBI U KOMILIEKCHI

7.4.2 IlpuMepHbIe 321244 1JIsl TPOBeIeHHUsI TPOMEKYTOUYHOM aTTeCTAIMU

1. IlpogemMoHCTpHpPOBATH UCIIONIb30BaHKE BCTPOeHHBIX cpeacTB OC st obecrnieueHus
0€30MacCHOCTH.

2. IIpogeMOHCTpUPOBATH MPOLIECC YCTAHOBKH U HACTPOIMKHU MPOrPAMMHBIX CPEJICTB 3aIUTHI
(mporpaMMHBIE IPOKCU-CEPBEPHI, TUATHOCTUYECKUE TPOTPAMMBI U T.I1.).

4. [IpoieMOHCTpUpPOBATh YIIpaBJI€HHE MOJIb30BATEISIMH U UX MpaBaMu foctymna B OC
Windows

5. [IponemMoHCTpHPOBATH HCIIOIB30BaHUE Mporpammel Ethereal mis ananmsa cereBoro
Tpaduka

6. [IpoBecTr aHamM3 ypoBHs Oe30macHOCTH 3anuThl JaHHBIX B OC Windows

8 JONMOJIHUTEJBHOE OBECIIEYEHUE JNCHOUIIJINHBI

CpeacrTBa 3a1IMThHI KAHAJIOB NIPH NepeAayde NepCOHATbHBIX JAHHBIX
Jlna obecneuenus OezomacHoctu IIJ[H mpu mepemaue Mo OTKPHITBIM KaHalaM WM B
HECEerMEHTHPOBAHHOMN CETH CIYXHT IMOJICUCTEMA KPUIITOrpaUUECcKOi 3aIuThl KAHAJIOB CBS3U.
[Tomumo BhIlIEHA3BaHHOW 3aJaud JaHHAs IMOJCHCTEMAa MO3BOJIAET oOecrneunBaTh Oe30macHoe
B3aUMO/JICHCTBUE C TEXHOJOIMYECKHMMH CETSMU M JOCTYN JJis OCYIIECTBICHHS YIAJIEHHOIO
aaMUHUCTpupoBaHus. JlaHHas moacucreMa MOXET OBbITh peaJin30BaHa Ha  OCHOBE
nporpammHo-anmapatHoro komiuiekca Cisco Adaptive Security Appliance. DTor KoMIUIeKC
ceprudumpoBan PCTIK (cooTBETCTBHE PYKOBOASAIINM TOKYMEHTAM 110 MEKCETEBBIM dKpaHaM
(3 u 4 Knacc) u Tpe6OBaHMSM TEXHUYECKUX YCIOBHIA).

Cisco ASA 5500 npemHa3HaveH U pEICHUS Cpa3y HECKOJNBKUX 3ajad - pasrpa-

HUYEHHs JOCTyNa K CETEeBbIM pecypcaM, 3allluThl OT aTak, 3alIUThl B3aUMOJACHCTBHS C

yIlaJeHHBIMH TEPPUTOPUAMHU, OJIOKUPOBAHUS BUPYCOB, yepBeid, mmuonckoro [10 u npy-

I'MX BPEIOHOCHBIX IPOrpamM, CcllaMa M aTak THUIA «PUIIUHT». DTO JTOCTUTaeTcs 3a CUET
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00BbEIMHEHMS B OJIHOM YCTPOMCTBE JIYUIIUX 3aLIUTHBIX CPEJCTB - MEXKCETEBOT0 dKpaHa
Cisco Pix, cucremsl nmpenorBpamenus atak Cisco IPS u Cisco VPN 3000 Concentrator.

[ToMrMO ONUCAHHBIX BBIIIE IPOrPAMMHO-TEXHUYECKUX CPEJCTB 3aIIUThl KOMIAHUS
«UHpocuctemsl JeT» HMIMPOKO HCIONB3YET MPOAYKTHI APYTUX BEAYIIUX HPOU3BO-
IUTeNel Ha pblHKE MH(POpMalMOHHOW Oe3omacHocTH. K HUM, B 4aCTHOCTH, OTHOCATCA
Oracle, Aladdin, Check Point, «C-Teppa CuDclln», «Kpunrollpo». JJaHHbIe KOMIAHUH
MIPOBOJAT aKTUBHYIO MO3HIIMIO 110 COOTBETCTBUIO TPEOOBAHUI PETYIATOPOB U cepTUDHU-
KaIlM1 CBOMX IPOJYKTOB C II€JIbI0 UX IPUMEHEHHUS B PELICHHSIX 10 3aLUTE IePCOHATbHBIX
JAHHBIX.

TpeodoBanus k cpeacrsam 3amuthbl [/ n

JUis peanu3aluy TEPEUUCICHHBIX moacucteM, oOmas cTtpykrypa C3II[H moxer
BKJIIOYaTh B ce0s KakK CYIIECTBYIOLIME, TAaK U JIOMOJHUTENIbHbIE MPOrpaMMHOANIapPATHHIE
CpeCTBa 3aIUThl HHPOPMALIHH.

B cootBerctBuu ¢ [loctanosnenuem llpasurensctea PO ot 17 Hos106pst 2007 r. Ne 781
«[Tonoxxenue 06 obecrnieueHNH OE30MACHOCTU MEPCOHAIBHBIX JaHHBIX IPU X 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JaHHBIX» TEXHUYECKHE U IMPOTPaMMHBIE
CpENICTBA, WHCIOJNb3yeMble HJisi OOpaOOTKM JaHHBIX B HH(OPMAIIMOHHBIX CHCTEMax
nepcoHanbHbIX JAaHHBIX (MCII[H), DOJKHBI B YCTAaHOBJIEHHOM TMOPSAKE MPOXOIUTH
MpOLEYPY OLIEHKH COOTBETCTBHUSA, BKIIIOUasi CepTU(UKAIIIO HA COOTBETCTBHE TPEOOBAHUIM
o 6e3onacHoOCTH UH(pOpMAITIH.

B otHOmennu pa3paboTaHHbIX IIUPPOBATBHBIX (KpUNTOrpaUUECKUX) CPEICTB 3aLTUTHI
uHpopMaIHH, TpeAHa3HAuYCHHBIX Ul o0ecrieueHus] 0€30IacHOCTH NEPCOHABHBIX JTaHHBIX
npu ux o00paboTke B UHPOPMALMOHHBIX CHCTEMax, MPOBOJATCS TEMAaTUYECKHE
UCCIIEIOBAaHUSI M KOHTPOJbHBIE TEMAaTHMYECKHE HCCIEIOBAaHUS B LEIAX IPOBEPKU
BBITIONTHEHUS TpeOoBaHU# 1o 6e3onacHocTr nHopMarmu 10.

Pe3ynbTaThl OLEHKM COOTBETCTBHUS (CEPTHU(PUKALNUU) U TEMAaTHUECKUX HCCIEAOBAHMMA
CPEICTB 3alUTHl HMH(OPMALMHU, TPEIHA3HAYCHHBIX I oOecrmeueHust Oe30MacHOCTH
MEePCOHAIBHBIX JAaHHBIX MPU UX 00paboTKe B MH(DOPMAIIMOHHBIX CUCTEMAaX, OLICHUBAIOTCS B
X0Jie 3KCHEepTU3bl, ocyuiecTBisieMord PenepanbHO cinyK00M MO TEXHHUYECKOMY M 3JKC-
MOPTHOMY KOHTpOJIt0 U DenepanbHOi cinyx6oi 6e3onacHoctu PO.

K cpeactBam 3ammtel mHbOpMaIMy, NpeAHa3HauYeHHBIM JUIsi obOecnedeHus: 0e30-

MAaCHOCTH TEPCOHANBHBIX MAHHBIX NpU HX 00paboTke B MH(POPMAIMOHHBIX CHUCTEMaX,
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IPWIAral0TCs MpaBUiia MOJb30BaHUS dTUMH CPEACTBaMU, coriiacoBaHHele ¢ denepanbHOil
CIy’)k00H MO TEXHUYECKOMY U D3KCHOPTHOMY KOHTpono u DenepanbHOU CiyxkOou
6e3onacHoctu Poccuiickoit denepanuu B mpeaenax uX MOJTHOMOYUM.

N3menenne yciaoBHil MpUMEHEHHUs CPEACTB 3alUThl WH(OpMAIu (MPOUCXOASIINE,
HarpuMmep, B xone MoaepHuzanuu UCIIJIH), npenycMOTpEeHHBIX yKa3aHHBIMU IpaBUIIAMU,
cornacoBbiBaerca ¢ ®CTIOK u ©CBb.

Cpenctsa 3amuTthl HHOOpPMAIMU, TPEeAHA3HAYCHHbBIE A1 oOecreyeHus: 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMaX, MOJJIEKAT yUETy
C MCTOJIb30BAHUEM UHJIEKCOB WJIM YCIOBHBIX HAUMEHOBAHUHN U PETUCTPALIMOHHBIX HOMEPOB.
[lepeyeHb WHOEKCOB, YCIOBHBIX HAMMEHOBAHUW U  PErUCTPAIMOHHBIX HOMEPOB
onpezenserca dDenepanbHON CIyKO00M MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIO H
®denepanbHOi cinyx00i 6e3onacHoctu Poccuiickoit denepanyu.

OcoOeHHocTH pa3pabOTKH, MPOM3BOJACTBA, peAIM3AMM M SKCIUTyaTaluu Mudpo-
BaJIbHBIX (KpUNITOTpaUUECKUX ) CPEICTB 3aIIUTHI HH(OPMALMK U TPEAOCTABICHUS YCIYT 10
mUQPPOBAHUIO TIEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B MHPOPMAIMOHHBIX CHUCTEMaX
yctanaBnuBatoTcs denepanbHoil ciryx060it 0e3omacHocTH Poccutickoit denepanuu.

Bce ceprudunmpoBannpie ®CTIK cpencrBa 3anuThl npecrabieHsl Ha caiite DCTOK

(http://www.fstec.ru/) B pasnene «Csenenust o Cucteme cepTU(GHUKAIMK CPEJICTB 3alUThI

uH(popMaLMK 10 TpeOOBaHUSAM OE€30MACHOCTH uH(pOpMaLIUN»

(http://www.fstec.ru/_razd/_serto.htm) B moapasnene «I"ocynapcTBEHHBIN peecTp CEpTH-

(ULMPOBAHHBIX CPEACTB 3ALIUTHI HUHHOPMALIUNY.

Irtansl co3aanusa C3I1/1n
PexoMmenayrores cienyronmue 3tanbl CO3AAaHUSI CUCTEM 3aIIMTHI MEPCOHATBHBIX
JAHHBIX:

® TMpeANpOeKTHas CTaius, BKIIOUaroIias mpeanpoektHoe oodcnegoBanue WMCII/IH,
pa3paboTKy TEXHUYECKOTO (4aCTHOTO TEXHUYECKOTO) 3a/IaHHSI Ha €€ CO3/IaHHCE;

e cTaausa MPOoeKTHpoBaHUS (pa3paboTku mpoekToB) W peanusanuu WCIIH, BKIIO-
yaromas pazpadotky C3I1/Ix B cocraBe UCII/IH;

e cragusa BBojaa B jaedctBue C3II/IH, BKiIIOUYaromias ONBITHYIO SKCIUTyaTalldI0 H

MPUEMO-CAATOYHBIC HCIBITAHUA CPCACTB 3allHUTHI I/IH(i)OpMaHI/II/I, a TAK)KC OLCHKY
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cootBercTBUsd UCIIIH TpeboBanusM 0e30macHOCTH HHPOPMAIUH.

IIpennpoexTHOE 00CIeT0BaAHIE

Ha sTane MIpCAIIPOCKTHOI'O O6CJ'I€I[OBaHI/I}I PCKOMCHAYIOTCA CIICAYIOIINC MCPOIIPUATHUA:

yCTaHaBIIMBaETCs HEOOX0AUMOCTh 00paboTku nanubix B UCII/H;

onpenenserca nepedeHb [IJH, momiexamux 3amKATe OT HECAHKLMOHUPOBAHHOTO
JOCTYTIA;

onpezaensaoTcs ycnousi pacnoioxkeHus MCII[IH OTHOCHTENbHO TIpaHMIl KOHTPO-
mupyemoii 30861 (K3);

onpezensaoTcs koHpuryparus u tonosnorus WMCIIIx B merom u ee OTAETBHBIX
KOMITOHEHT, (pu3nuecKkue, (PyHKIMOHAIbHbIE U TEXHOJIOTMYECKHUE CBSI3U KaK BHYTPU
3TUX CUCTEM, TaK U C APYTUMHU CUCTEMAaMU Pa3IMYHOTO YPOBHSA U Ha3HAUECHUS;
ONPENETAIOTCS TEXHUUYECKHUE CPEJCTBA M CUCTEMBI, MPEIOoiaraéMble K HCIOIb30-
BaHMIO B pa3zpabaTteiBacMoit MCIIJIH, ycnoBHs UX pacmoyioxKeHus, 00IIECUCTEMHBIEC U
MIPUKIJIaIHBIE IPOTPAMMHBIE CPEACTBA, UMEIOIINECS U MIpeiaraeMbie K pa3paboTke;
onpenenstoTcs pexxumbl o0padotku [1/ln B UCIIdH B 11e10M U B OTAEIBHBIX KOM-
MOHEHTAX;

onpeaensercs kinace UCITIH;

YTOYHSIETCSl CTENEHb y4dacTus NepcoHana B 00pabOTKe HaHHBIX, XapakTep HX
B3aMMO/ICHCTBUS MEXIYy COOO0M;

orpenesstoTcst (yTOuHAI0TCs) yrpo3bl 6e3omacHocTy I1J[H B KOHKPETHBIX YCIOBHU X
¢dbyHKIMOHMPOBaHUS (pa3paboTKa YACTHON MOJIEIH YIPo3).

Pa3paboTka TeXHHYECKOro 3aaHUs

Ilo pesynbraTam NpeANpPOEKTHOrO OOCIEJOBAHMS C Y4ETOM YCTaHOBIEHHOI'O Kjacca

UCTIJIn 3amatoTcss KOHKpETHBIE TpeOoBaHWs MO obOecriedyeHuI0 Oe30MacHOCTH JTaHHBIX,
BKJIFOYAa€MbIE B TEXHMYECKOE (YacTHOE TEXHHYECKOEe) 3aJaHue Ha pa3pabOTKy CHUCTEMBI

3alIUThI.

Texnnueckoe (WacTHOe TexHHYecKoe) 3amanme Ha paspaborky C3IIJIH momkHO

COACPKAaTh!:

obocHoBanue pazpadorku C3I1/H;
UCXOJHBbIE JaHHbIe co3fnaBaeMoil (MmoaepHusupyemoit) MCII[IH B TexHUYecKOM,

IpOrpaMMHOM, HH(POPMALIMOHHOM U opraHu3alnnoHHoM acrnekrax; kinacc MCIIx;
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CCBUJIKY HAa HOpPMAaTHBHbBIE JJOKYMEHTHI, C YU€TOM KOTOPBIX OyneT pa3pabaTbIiBaThCs
C3I1AH u npuHUMAThCS B AKCIUTyaTalldio UHPOPMAIMOHHAS CHCTEMa; KOHKpEeTHU3a-
1uuo mepornpuatuii u TpedoBanuii k C3I1/H;
nepeyeHb MPEeANnoJaraéMplX K HCIOJIb30BaHUIO CEPTUPHUIIMPOBAHHBIX CPEICTB 3a-
LIUTHl THPOPMALIUK;
000CHOBaHME MPOBEACHUS Pa3pabOTOK COOCTBEHHBIX CPENICTB 3aIIUTHI HH(MOPMAIIIH
IpU HEBO3MOXKHOCTH WJIM HEIesecO00pa3HOCTH HMCHOJB30BaHUS HMEIOUIXCS Ha
PBIHKE CepTU(ULUPOBAHHBIX CPEICTB 3aLIUThI HH(DOpPMALIHH;
COCTaB, COJIEP>KaHUE U CPOKHU MPOBEACHUS paboT 1Mo ATanam pa3paboTKy U BHEIPECHHUS
C3I11H.

IIpoexTupoBanune C3I11n

Ha craguu npoextupoBanus u co3ganus UCIIQu (C3I1/IH) npoBoasTCs cienyromnme

MEPONPHUSITHSL:

pa3paboTka 3a7jaHus ¥ IPOEKTa Ha CTPOUTEINIbHBIE, CTPOUTEIBHO-MOHTaKHbIE Pa0OTHI
(wmu pexonctpykiuio) MCII/IH B cOOTBETCTBUU C TpPeOOBAHUAMH TEXHHUUYECKOTO
(4acTHOTO TEXHUYECKOTI0) 3a/1aHus Ha pa3padotky C3I1/IH;

pa3paboTka paszaena TexHudeckoro npoekra Ha MCII[H B wactu 3ammThl HHGOP-
Maluu;

CTPOUTEIHHO-MOHTaKHbIE pabOTHI B COOTBETCTBUU C IMMPOEKTHOM JTOKYMEHTAIHEH;
MCIOJIb30BAHUE CEPUMHO BBITYCKAEMbIX TEXHUUYECKUX CPEACTB 00pabOTKH, Iepe1auu
U XpaHeHus1 uHpopMaInH;

pa3paboTka MEpOnpUsATUH MO 3amuTe WHPOPMAIMK B COOTBETCTBUU C NPEIbSB-
JsieMBbIMH TPEOOBAHUSIMU;

UCTIOJIb30BaHUE CEPTUPUIMPOBAHHBIX TEXHUYECKHUX, MPOTPAMMHBIX U MPOTPAMM-
HO-TEXHUYECKHX CPEJCTB 3aIIUThl HHPOPMAINH U UX YCTaHOBKA;

cepTuduKanus MPOrpaMMHBIX CPEJICTB 3allUThl MHGOPMAlUU TO TPeOOBAHUIM
0€301acHOCTH JTaHHBIX B CIIy4ae, KOTJa Ha PbIHKE OTCYTCTBYIOT TpeOyeMble CepTH-
(bunMpoBaHHbBIE CPEJICTBA 3AIIUTHI HH(pOpMAIUY;

pa3paboTka W peanu3alus pa3pelIuTeNbHON CUCTEMbl JOCTYINa MOoJib30BaTenel K
obpabatsiBaemoii B UCII/In nndopmanny;

OIIPpCACIICHUC HO,Z[paSILeJ'IeHI/Iﬁ M HAa3HA4YCHUC JIUI, OTBCTCTBCHHLIX 3a 3KCILIYaTallUIO
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CPEICTB 3aIUThl MHPOpPMALMU, C UX OOyYEHHEM [0 HAIpaBICHHIO OOecredyeHus
oe3onacHoctu [1]1H;

e paspaboTka 3KcrutyataunoHHol nokymeHntauu Ha WCII/IH u cpeactBa 3amiuThl
UHpOpMALMY, a TAaKXKE OPraHU3alMOHHO-PACHIOPSAUTEIBHON JOKYMEHTALNUU 10 3a-
muTe nHpopmauu (MIpUKa30B, MHCTPYKIUI U IPYTrUX JOKYMEHTOB);

® BBINIOJHEHHE JPYTUX MEpONPHUATHH, XapakTepHbIX aias KoHkpeTHelx MCII[H u

HanpaBJIeHUH oOecrieueHus: 6e30MaCHOCTH NEPCOHATbHBIX TaHHBIX.

43



JIMCT
M3MEHEHHH paboyeil yueOHON nporpaMMbl MO JUCIUIUIMHE
MJK.03.02 BE3OITACHOCTb ®YHKIIMOHNPOBAHIMA MTHOOPMALIMOHHBIX
CUCTEM
JIOTIOIHEHHSI U U3MEHEHMS], BHOCUMBIE B pab0uyI0 IPOrpaMMy

mucnuminabl Ha 2019/2020 yu.r.

OcHoBaHMs BHECEHUS J10- Paznen PII/I, B kotopeiii (Coaep:kaHue BHOCUMBIX
MOJIHEHUM U U3MEHEHM I BHOCSATCS H3MCHEHUS ™  |TOMOJIHCHHH, U3MCHESHUI ™
[Ipemioxenue paborogaTens HET HET
[IpennoxxeHrue cocTaBUTEINS HET HET
[POTPaMMBbI
[TpuoGperenue, nznanue Paznensr Ne2.4.5 u Ne5 | OGHOBIIEH CITUCOK PEKO-
TUTEpaTyphl, OOHOBJICHHE [lepedeHb OCHOBHOM U MEHAYEMOU JTUTEPATYPhI
nepedHs u conepxanus IbC, 06a3|10noIHUTEIBHOM
ITaHHBIX yaeOHOI JTUTEPATYPHI
CocraButenb: MpenoaaBaTelib O.A. CemeHnuoBa

Ymeepoicoen na 3acedanuu npeomemuo-yukiosol KOMUCCUU DUBUKO-MAMEMAMUYECKUX
OUCYUNTIUH U CReYUATIbHBIX OUCYUnIuH cneyuarvhocmu Komnvromepnuole cemu POTOKOI
Neo 10 ot 04 urons 2019 r

[Ipencenarens npeaMeTHON (LIMKJIOBOW) KOMUCCUU
(hbU3UKO-MaTEeMAaTHUYECKUX TUCIUIUINH U CIEI[UaTbHBIX

JUCLUIUIMH ClielMaibHOCTH KOMIBIOTEpHBIE CETH M.C. bymyes
«04» urons 2020 r
Hauansauk YMO ¢unnana A.C. lemueHKO
«05y» urons 2020 r
3aBenytromas 6ubIuoTexoi prmana M.B. ®ydanbko
«05y» urons 2020 r
Hauansnuk UBL] (mporpammHo-uH(OpMaIiionHoe
obecrieueHre 00pa3oBaTEIHbHON TPOTPAMMBI) B. A. Tkauenko
«05» nrons 2020 r.

44



