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1. lesn u 3a71a4M OCBOEHHSI TUCHUTIJIHHBI
1.1 Iles1b 0CBOEHHA TUCHUILIHHBI

Lenbto mpenojgaBanuss W u3ydeHus aucuuiuimHbl «HbopManmonnas 6e30MacHOCTHY
ABNSETCA (OPMHUPOBAHUE Yy CTYACHTOB CIIOCOOHOCTH OILIEHWBATh Yrpo3bl HMH()OPMALMOHHON
0e30macHOCT M pa3padaThiBaTh APXUTEKTYpHbIE W  (PYHKIMOHAIbHBIE CHEHU(pUKAIUU
CO3/1aBaCMbIX CHCTEM U CPEJIICTB IO €€ 3allUTe, a TAK)KE pa3padaThiBaTh METO/AbI PeATH3alNN U
TECTUPOBAHUS TAKUX CUCTEM.

1.2 3agaum JUCHMIIIMHBI

CryneHT NOJKEH 3HaThb OCHOBHBIE IIOHATHS, METOJIbI, aJITOPUTMBI U TEXHOJIOTUU 3alUThI
uHpOpPMALIUK; YMETh NPUMEHATH TEOPUHM W METOJBl MO obOecrneueHut0 HHGOPMAIOHHON
0€30I1aCHOCTH; BJIa/IeTh TEXHOJIOTUSAMH pealln3allii CUCTEM TaKOW 3aIlUThI.

1.2 MecTo qucuMILIMHBI (MOYJIs) B 00pa30oBaTe/ibHOI MporpaMmme

HucuuruinHa «MHpopMmanonHas 0e30MaCHOCTb» OTHOCHTCS K BapHaTHUBHOM YacTH
6noka b1 Jlucuurummas! (Mo1yn).

Jus  u3ydeHMs JUCLUIUIMHBI  HEOOXOAMMO 3HaHUE JUCHMIUIMH  “JlucKkperHas
matemartuka’, “Anredpa”’, “OcHOBbl mporpammupoBanus’, ‘“Teopuss anropuTMoB U
BBIYHMCIIUTENBHBIX TIpoLeccoB”, “OnepaunoHHble cucTteMbl”, “KoMIbroTepHble ceTH’. 3HaHUS,
[I0Jy4aeMble MIPU U3YYEHUH OCHOB 3alllUThl MH(OPMAIMHU, UCIIONb3YIOTCS IPU U3YyYEHUH TaKUX
JUCLHUIUIMH Ipo¢eCCHOHAIBHOIO IMKIJIa yueOHOro niaaHa 6akanaspa kak “IIporpammupoBanue B
KOMITBIOTEPHBIX ceTax”’, “Kpumrorpaduueckue mMpOTOKOIBI”, a Takke Npu padoTe Hax
BBIITYCKHON paboTOM.

1.4 IlepevyeHp NMJIAHMPYEMBIX Pe3y/JbTATOB O0y4eHHsl MO JMCHUILIMHE (MOAYJIIO),
COOTHECEHHBIX C IVIAHNPYEeMbIMH Pe3y/JIbTATAMHI 0CBOCHHS 00pPa30BaTeJbHOM IPOrPaMMBbI.

WN3yyenne naHHOW y4yeOHOM JAMCUMIUIMHBI HampaBieHO Ha (OPMUPOBAHUE Y
00yyaromuxcs CleIyonux NpopeccnoHaJIbHbBIX KOMIETEeH M :

Ne |Mnpexc Copepxanue B pesynbrare u3ydeHus yueOHONH AMCHUIUIMHBI 00yJaroIue
L. |[KOMIIe- | KOMIIETEHLUH (MU ee JTOJIKHBI
TEHIUU YaCTH) 3HATh YMETH BIIAJIETh
crnocobeH CoJiepyKaHue UCII0JIb30BaTh HaBbIKaMU
MHCTAJIJIUPOBATh U nH(}OpMaLIMOHHON yriyOseHHbIe HCIOJIb30BAaHUS
COIPOBOXKIATh 0€30MaCHOCTH U €€ | TEOPETUYECKHE M | TEXHOJIOTUH
IPOrpaMMHOE MECTO B CUCTEME MIPaKTUYECKHE o0ecrneurBaoIu
o0ecrieyeHue HallMOHAJILHOU 3HaHUS B 00JIACTH | X CO3/1aHUE
MH(OPMaILlMOHHBIX 0€e30MacHOCTH, MH(OPMALIMOHHO | 6€30MacHBIX
cucTeM M 0a3 IaHHBIX, | OCHOBHBIEC YTPO3bl U | i 6€30MaCHOCTH | MPOTPAMMHBIX
1 | OIIK-5 | B TOM uncie METOAbI 3aIUTHI OT peleHuit
OTEUYECTBEHHOI'O HUX, CUCTEMHBIE
MIPOUCXOXKICHHUS, C METOJI0JIOTUH,
y4ETOM MEXIyHapOaHbIE U
nH(pOpMaLOHHON npodeccuoHanbHbIe
0€e301acHOCTH CTaHJapThl B
obnacTtu
nH(OpMaLMOHHON




0€30I1aCHOCTH

CIOCOOCH IMTOHUMATh U | COJICpIKaHUE HCII0JIb30BaTh HaBbIKaMHU
MPUMEHSTH B HAyYHO- | HHPOPMAITMOHHOMN yriyOJIeHHBIE HCITOJIb30BaHMS
HCCIICIOBATEILCKOM M | 0€30ITaCHOCTH U €€ TEOPETUYECKHE U | TCXHOJIOTHIA
TIPHUKITATHOM MECTO B CUCTEME MIPAKTUIECKHE o0ecreunBaroIn
JESATCIIBHOCTH HAI[MOHAJILHOU 3HAHHUS B 00JIACTH | X CO3aHHE
COBPEMEHHBIH 0€301MacHOCTH, UHPOPMALIMOHHO | Oe30IMacHbBIX
MaTeMaTHYCCKUN OCHOBHBIC YTPO3bI U | ¥ 0€30IIaCHOCTH | IPOTPAMMHBIX
anmapar, OCHOBHBIC METO/IbI 3aIUTHI OT pelieHui

2 |IIK-1 | 3akoHBI HHUX, CUCTEMHBIE
€CTECTBO3HAHMSI, METOOJIOTHH,

COBPEMEHHBIC SA3BIKM | MEXKIYHApOAHBIE U
POrPaMMHUPOBAHUS U | PO ECCHOHATHHBIC

POrpaMMHOE CTaHIapTHI B
o0OecrieueHue; obOJjacTu
OIepaIuoOHHbIC HH()OPMAIIMOHHOU
CHCTEMBI U CETEBLIE 0e30IacHOCTH
TEXHOJIOTHH

2. CTpyKTYypa M cojiep:KaHue TUCIUINIUHbI
2.1 Pacnpenesienne TPyA0EMKOCTH JUCHMILIMHBI 110 BUIaM padoT

O6mass TpynoEMKOCTh JUCHMIUIMHBI cocTaBisieT 6 3aud.en. (216 wyacoB), wux
pacripeziesieHue 1o BujaM paboT MPEACTaBICHO B TaOIHIIE.

Bcero CemecTtpsbl
Bun yue6HOM paboTh 4acoB (dackr)

5 6
AyauTopHble 3aHATHSA (BCEro) 124,5 12,2 52,3
B Tom umncne:
3aHsTH JISKIIMOHHOTO THIIA 50 34 16
JlaGopaTopHble 3aHATHS 66 34 32
KCP 8 4 4
HKP 0,5 0,2 0,3
CamocrosiTejibHasi pa6oTa (Bcero) 55,8 35,8 20
B Tom umncne:
[TpopaboTka yueOHOTo (TEOPETHYECKOr0) MaTepraa 56 36 20
IpoMeskyTOUHASI aTTECTAIUH 3a4er 9K3aMeH
Kountpoas 35,7 35,7
OO01mas Tpya0eMKOCTh Jac 216 108 108
3a4. el. 6 3 3

2.2 CTpyKTYypa QM CHUIINHbBI

Pacnpenencure BuI0B yueOHOM pabOTHI U KX TPYJOEMKOCTH TI0 Pa3IeiaM JUCIUTLIHHBL.
Pa3nensl AMCHMILTUHBL, U3yd4aeMbIe B 5  ceMecTpe (ouHas ¢hopma).

Ne HanmenoBaHue pasaciioB KoanuecrBo yacoB




AyputopHas Bueayn
Beera pabora MTOpHAs
pabota
J |KCP | MKP | JIP | CPC
1 2 3 4 5 6 7 8
1 |CopneprxaHue nMoHATHsS 0€3011aCHOCTH U ero cTpykTypa.| 10 | 4 6
2 |[IpoexTupoBaHHE AITOPUTMOB MOAICPKKI 22 16 6
nH(pOpMaIMOHHOM 0€30MMacHOCTH.
3 |CranmapTsl nHGDOPMAIIMOHHON 0€30MACHOCTH. 10 | 2 2 6
4  |Cuenapwuii Unentudukanus-AyTeHTuhUKaIms- 16 6 2 2 6
ABTOpU3aIHs ¥ BAPUAHTHI peaJIn3alliu.
5 |Mojenu ynpaBiieHHs! JOCTYIIOM K HH(OpPMAIIHH. 38 | 18 2 0,2 12 5,8
6 |[Moaenu noajep)aHus 1EJI0CTHOCTH HH(MOpMAIUU 12 4 2 6
Hmoeo no oucyuniune: 108 | 34 4 0,2 34 35,8
Paznensl AMCHMILTMHBL, U3ydaeMble B 6 cemectpe (ounas ¢hopma).
KonnyectBo yacos
AynuTtopHast BreayuTopH
Ne Haunmenosanue pa3nenos pabora ast pabora
Bcero KO
J |KCP |UMKP| JIP | HTP | CPC
OJIb
1 2 3 4 5 6 7 8 9
7 |AyouT BBIYMCIUTENHHON CHCTEMBI H apXUBALIUS 10 2 4 2
8 |Anamu3 ys3BumocTH cucteMbl. DLP-cuctemsl 12 2 4 2
9 |Cucrembl 0OHapyKEHHsI BTOPKEHUIN 10 2 4 2
10 [[Tomnep>kka nHMGOPMALIMOHHOW OE30MACHOCTH B 10 2 4 2
BBIYHCIIUTEILHBIX CETSIX
11 |3noBpenHoe nmporpaMMHOE o0ecTeueHne 10 2 2 2
12 |OcHoBBI KpHunTOrpadun 16 2 2 6 2
13 |Kpunrorpadus ¢ CeKpEeTHBIM KJIIOUOM 14 2 4 4
14 |KpunTorpadusi ¢ OTKPHITHIM KIOYOM 62 2 2 103] 4 35,7 4
Hmoezo no oucyuniune: 108 | 16 | 4 |03 | 32 | 357 | 20
2.3 Copaep:xanue pa3ieioB TUCHUILINHBI
2.3.1 3aHATHHA JIEKIMOHHOTO THIIA
dopmal
0 TEK
pa:gena Hauneroanme Conepxanue pazzena eer}(])ul
paznena
KOHTPO
st
1 2 3 4
1 Conepxxanue Bupl 6€30macHOCTH U CBSI3U MEKy HUMH. AHAIINA3
TTOHSITHS yrpo3 uHpopMaImoHHo# 6e3onacHocTu. [IpaBoBas P
0€30IMacCHOCTh M €T0 | TOJIICPIKKA OpraHU3aIlul HHPOPMAITHOHHOM
CTPYKTYypa 6e3omacHocTH. CMBICII KOMIIBIOTEPHOU O€30MaCHOCTH,




ee OCHOBHbIE TpeOoBaHUst. OCHOBHBIC TIOHITHUS
aKTyaJIM3allMi KOMIIBIOTEPHON O€30MacHOCTH.

2 [IpoekTupoBanue Opranuzanus BerauciaeHuit Ha rpade. Kogupyromue u
aJITOPUTMOB JEKOUPYIOIINe peoOpazoBaHusl. AJITOPUTMBI
MOJIEPIKKU 3aIUTH] JAHHBIX, OCHOBAHHbIE HA KOMOMHATOPUKE U JIP
MH(GOPMAaLMOHHOM TEOPHUH YHCE.
0e30macHOCTH

3 Crannaptsl Kpureprun 6€3011acCHOCTH KOMIIBIOTEPHBIX CUCTEM
MH(OPMAIIMOHHOM (Opamxesas kuura). ISO/IEC 17799:2002
0e301acHOCTH “YmpasieHnue nHOOPMAITMOHHOM 0€301TaCHOCTHIO” .

ISO 15408 “O6mmme kputepun 6€30MaCHOCTH JIP
uHbopManroHHbIX TexHooruii” “CommonCriteria”

(OK). Poccuiickue craHmapThl B 00J1aCTH

nH(pOpManMOHHOM 0€30MMaCHOCTH.

4 Cuenapuii [Tonxop! K UIEHTU(PUKALUU U Ay TEHTUPHUKALIH.
Nnentudukanms- [TonsiTHiEe TOTHOMOYHI U POJIEH, UX BUBI. Peannzamnus
AyTteHTH(UKAINA- CIIeHapHsI UACHTU(UKAINH- Ay TeHTU()UKAIIIH- P
ABTopu3zanus u ABTOPH3ALIMHK B ONepaliMoHHbIX cuctemax Windows u
BapHUaHTHI Unix.
peanu3anum

5 Mopenu MonuTop 6e3onacHocTi. OCHOBHBIE OJTUTUKH
YIpaBJICHUS nocryna. Monens HRU. Mogens benna-Jlallamynbr. P
JIOCTYTIOM K Mouens MaxJIuna. Mogens Take-Grant. Mogenb
uHbOpMaMU Kuraiickas creHa.

6 Monenu Ponesbie mogenu gocryna. Monens buba. Moaens
MOAIepKAHUS Kirapka-Bunscona. TP
L[EJIOCTHOCTH
nHdopManuu

7 Aynmut CwMbIc ayiuTa U pecypchl, HEOOXOIUMBIE JUISI €r0
BBIYHCITUTENbHOMN ocymiectBieHus. CnocoObl 1 HHCTPYMEHTAPHUH ISt P
CHCTEMBI U ayauTa B onepaironHbix cucremax Windows u Unix.
apxuBanus BrimonHenue backup-a cucremsl, apxuBaiysi JaHHBIX.

8 Amnamus ys3umoct | Knaccudukanus ysassumocrteid. [Ipumep ys3BuMocTy U
cucremsl. DLP- €€ UCIOoJIL30BaHne. MeTon0JI0Orusl THIIOTETUYECKOT O JIP
CHCTEMBI nedexra. O630p DLP-cuctem

9 Cucremsl O0630p Mojenelt 0OHapy)KEHUSI BTOPKEHUI.
oOHapy KeHUs Apxutektypa IDS-cucremsl. CpenctBa JeTeKIMH JIP
BTOP>KECHMI BTOP>KEHMI B ONIEPALIMOHHBIX CHCTEMAX.

10 | ITomnepxka Amnamus creka nporokoioB ISOOSI ¢ Touku 3penHus
MH(pOPMAaIMOHHOM MH(POPMALIMOHHOM Ge30macHOCTH. MexkceTeBoit
0€30MacHOCTH B skpaH. Texnonorus cereit VPN. IIpoTokob! 32U THI P
BBIUUCIIUTENBHBIX uH(pOpMAaLIUU pa3IMYHBIX ypoBHEH. [IpoTokon
CeTAX Kerberos. UudpactpykTypa ynpaieHus: OTKPHITHIMUA

KIIIOYaMHU.

11 | 3noBpenHoe AHanu3 pa3InyHbIX BUI0B BUPYCOB. JKHU3HEHHbIN
IIPOrpaMMHOE UK BUpYycoB. [Ipu3Haku 3apa>keHust BUPYCOM. JIP
o0ecrnieuyeHue MeTo/1pl U CpeICTBa AHTUBUPYCHOM 3aIUTHI.

12 | OcHoBBI OcHoBHBIE cxeMbl muppoBaHusi. OCHOBHBIE (haKThI 00
Kpunrorpapuu apu@meTuke BbIYeTOB. Anroput™Mel EBkinna u JIP

PabuHa.
13 | Kpunrorpadmsi ¢ Anroputmsl mU(pOBaHUS METO/IaMU 3aMEHBI, P

CCKPCTHLIM KIJIIOYOM

NEPECTaHOBKHU, raMmMupoBanusi. Anroputmsl DES,




AES. Ynpapnenue Kirouamu.

14 | Kpunrorpadwus ¢ Cuctema Jludpdu-Xenmana. [udp Dnp-I'amans.
OTKPBITHIM KITF0YoM | AnroputMm RSA. DnektpoHHas iudpoBas MoAIuCh. JIP
WudpacTpyKkTypa OTKPBITHIX KIIIOUEH.

2.3.2 3aHATHS CEMHHAPCKOI0 THIA
Y4eOHBIM MJIAHOM HE TPEAYCMOTPEHBI.

2.3.3 JlaGopaTopHble 3aHATHS

No Ne paznena HaumenoBanue 1abopatopHbIX paboT
paboThl | AMCUUILIMHBI
1-9 5 [TpoexTrpoBaHKE ANTOPUTMOB MOIACPKKH UH(OPMAITMOHHOMH
0€30MMacHOCTH.
10 3 Crangaptbl HHQOpPMALIMOHHOM O€30MaCHOCTH.
11 4 Cuenapuit Unentudukanus-AyreHtudukanusi-ABTopr3aius u
BapHAaHTHI peaTn3aIiu.
12-18 5 Mojienu ynpaBleHUs JOCTYIIOM K HHPOpMAITUH.
19 6 Mogaenu noajiepaHus 1MEJI0CTHOCTH K MHHPOpMaIUK
2021 7 AyaUT BBIYUCIUTENBHON CUCTEMBI U apXUBALUSL.
22-23 8 Ananu3 ys3BuMocTtd cucteMbl. DLP-cuctembl
24-25 9 CucreMbl 00HApY>KEHUSI BTOPKEHHIH
26-27 10 [Toxneprxka nHOOPMAIMOHHONW OE30ITACHOCTH B BBIYMCIUTEIIBHBIX
CeTsIX
28 11 3510BpeIHOE MPOTPAMMHOE 00€CTICUeHHE
29-31 12 OcHOBBI KpunTorpapuu
32-33 13 Kpunrorpadus ¢ cCeKpeTHBIM KIIFOUOM
34-36 14 Kpunrorpadust ¢ OTKpPBITHIM KJIIOUOM

2.3.4 IlpumepHasi TeMAaTHKA KyPCOBBIX padoT (IPOEKTOB)

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHBI.

2.3.5 CamocrosiTe/IbHOE H3y4YeHHE PA31e10B TUCHUIINHBI

Pa3nea 1. 3akononatenbHble akThl: O 6e30macHocTH, JloKTpuHA HHPOPMAIIMOHHOM
6e3onmacHoctu PO, O6 oxpaHe HHTEIUIEKTYyalIbHOM cOOCTBEHHOCTH, O MepCOHATBHBIX
naHHbIx, O0 nHpopMauK, HHOOPMALIMOHHBIX TEXHOJOTUAX U O 3amuTe nHpopmaiuu, O
rocyIapcTBEHHOH TaiiHe, O MexayHapoJHOM oOMeHe nH(popMalnen.

Pa3nes 2. YueOHUKY U TOCOOHS IO MPOEKTUPOBAHUIO CTPYKTYP JTaHHBIX U aJITOPUTMOB UX
o0pabotku. PykoBozcTBa, yueOHHKH U TocoOus 1o s3bIky VisualC++ u pabote B cpene
VisualStudio 2012 u Beime.

Pazgen 3. MexyHapoaubie U poccuiickue cranaapTsl PO no nnpopmannoHHoi
6e3omacHocTH: 3aKk0H PD "O texnuueckoM perynupoanun”, "Kputepun oieHKn
JoBepeHHbIX KoMIbioTepHbIX cucteM" (Department of Defense TrustedComputer System
Evaliation Criteria, TCSEC — Opansxeas kuura), ISO/IEC 15408:1999 "Kputepuu oreHku




6e3omacHocT nHbopMmanroHHbIX TexHoaoruii" (Evaluationcriteria for IT security — OK),
T'OCT P 50739, TOCT P 50922-96, TOCT P 51188-98, TOCT P 50739-95.

Pa3IleJI 4. PYKOBOI[CTBa n y‘le6HI/IKI/I MOAAMUHHUCTPHUPOBAHUIO B OIICPALIMOHHBIX cucreMax
Windows, Unix, Linux.
Pa3jnen 5. YueOHUKM 1 TOCOOHS M3 PEKOMEHIOBAHHOTO CITUCKA JIUTEPATYPHI.

Pasnen 6. PykoBojicTBa v y4eOHUKH TIOAQIMUHUCTPHUPOBAHHUIO B OIIEPAIIMOHHBIX CHCTEMAX
Windows, Unix, Linux, yaeOubIie pecypcsl B internet.

Pazgen 7. YueOuuku u mocodus U3 peKOMEHIOBAHHOTO CITUCKA JTUTEPATYPBI.

Pa3nen 8. YueOuuku u noco6usi 13 peKOMEHJOBAHHOTO CIIMCKA JINTEPATYPhI, a TAKKE
oOyyarolue MaTepralibl OT Mpou3BoauTeNei antTuBupycHoro I10.

3. O0pa3oBaTe/IbHbIEC TEXHOJIOTHH

Cemectp | Bup 3anstus Hcnonb3yemMble HHTEPAaKTUBHBIE KomnuectBo
(JI, ITP, JIP) 00paszoBaTebHbIC TEXHOJOTUH 4acoB
JI KoMmbproTepHbIe IPE3eHTAIMHN B 00CYKICHHE 72
Paz6op koHKpeTHBIX cuTyanui (3aaaq) ¢
5, 6 ucnoinbs3oBanueM mratHoro [10, BeimoaHeHHEe
JIP TECTOB Ha 3HAHME TEPMUHOJIOTUH, CBEICHUN U3 72
obsactu nH(pOPMAITMOHHOM 0€30MMaCHOCTH,
IPOTPaMMHUPOBAHUE AJTOPUTMOB
Htoro: 144

4. OuneHovnblie CpeacTBa AJisl TCKyl€ro KOHTpPOJId yCrieBacMOCTH U l'[pOMe)KyTO‘-lHOﬁ
aTTeCTalluu

CDOH)I OICHOYHBIX CPCACTB JUCHUIIIIMHBI COCTOUT U3 CPEACTB TCKYLICTO KOHTPOJIA
BBITIOJTHEHU S 33/IaHUM, TaO0OPaTOPHBIX paboT, CPEACTB ISl HTOTOBOM aTTecTalluu (9K3aMeHa B
6 cemectpe).

OreHka ycreBaeMOoCTH OCYLIECTBISETCS MO Pe3yIbTaTaM:
- BBINIOJIHEHUS J1aOOpaTOPHBIX padoT;
- OTBETA HA HK3aMEHe

4.2.1 llepeyeHb BONPOCOB K 3a4eTy

Krnaccudukanus napopMamoHHbIX yrpo3.

OcHoBHbBIE KauecTBa 3amuiieHHon napopmanuu B UC.

B uem cMbIcT MONMUTHKHN O6€30IaCHOCTH.

Yro takoe HecaHkroHupoBaHHbIi goctyn (HC/I) u ux BuabL.

Uro Takoe ysS3BHUMOCTb, aTaka, CTPYKTypa aTaKd U BO3MOKHBIE BUJIbI aTak.

Bunel Moaeneit n1ocTymna K JaHHBIM, UX XapaKT€pUCTHKA.

Haznauenue crangaproB nHpopManmoHHoil 0e3onacHocTu. CTpyKTypa CTaHAApTOB.

Yro takoe cuud¢unr, cnypdunru hijacking.

Uto takoe DOS-araka, DDOS-araka ,SYN-ataka.

0. SIBnsiercs aM aNrOPUTMUYECKH Pa3pEIIMMbIM CBOMCTBO OBITH 0€30MacHOM CHCTEMOM B
moxenn HRU.

11. Kakoro Buja 1aHHbIE 00513aHBl HAXOUTHCS B OTKPBITOM JIOCTYIIE.

HBOoo~NoORWDE



12. HazoBuTe ypOBHU CEKPETHOCTH JaHHBIX, KOTOPBIE periiaMeHTupyeT 3akoH PO “O
roCy/1apCTBEHHOH TaiiHe” .

4.2.2 Kpurepuu OlleHUBAHUSA K 3a4eTy

Ornenka “3a4TeHO” - MPAKTUYECKHUE 3aJaHUsl BBINOJTHEHBI B CPOK B 00OBEME HE MEHee
80%. CryneHT [OEMOHCTPUPYET TMpaBUIIbHBIC, YBEPEHHBIC JCUCTBHUS 110 NPUMEHEHHIO
MOJIYYEHHBIX 3HAHUW Ha TPAKTHKE, TPAMOTHOE M JIOTHYECKH CTPOMHOE M3JI0KEHHE MaTepHalia
[IpH apTyMEHTAIIMHA OTBETOB HA BOTPOCHI IIPH 3aIUTE TA0OPATOPHBIX.

OreHKa «HE 3a4TEHOY -TPAKTUYECKUE 3aIaHHs HE BBITIOJHEHBI JINOO MPEIOCTaBICHBI HE
B cpok B o0beme meHee 60%, CTyneHT NEeMOHCTpHpYETHAIMYHUe TpyOBIX OIMOOK B OTBETE,
HEMMOHUMAaHHE CYITHOCTH HW3JIaraéMoro BOIPOCa, HEYMEHHE NMPHUMEHSTh 3HAHHUS Ha MPAKTHKE,
HEYBEPEHHOCTh U HETOYHOCTh OTBETOB Ha JOTIOJHUTEIbHBIC U HABOISAIINE BOIIPOCHI.

OneHoYHBIC CpeAcTBa Il WHBAIUIAOB M JIMI] C OTPAHUYEHHBIMH BO3MOXXHOCTSIMH
3JI0POBbSI BRIOMPAIOTCS C YIETOM UX WHIUBUAYATBHBIX IICUXO(PHU3NISCKIX OCOOCHHOCTEH.

— Tpu HEOOXOJMMOCTH HWHBAIMJIAM W JIMIAM C OTPaHUYCHHBIMH BO3MOXXHOCTSIMHU
37I0POBBSI IIPEAOCTABIIACTCS IOMOJHUTEILHOE BPEMS JUTsl IIOJTOTOBKU OTBETA HA SK3aMEHE;

— MIPU MPOBEICHUU MPOLIETYPHI OLICHUBAHUS PE3yJIbTATOB 00yUEHUS MHBAIUJIOB U JIUI C
OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3JI0POBBS MPEIYyCMATPUBACTCS UCIIOJIB30BAHUE TEXHUYECKUX
CPEICTB, HEOOXOAUMBIX UM B CBS3H C UX MHIUBUIYaTbHBIMU OCOOCHHOCTSMU;

— MPU HEOOXOIUMOCTH JJIs1 O0YUYaIOIIMXCS C OTPAHUYCHHBIMH BO3MOXXHOCTSIMHU 3/10POBbBSI
W UHBaJUAOB IIpOLleypa OLICHUBAHUS pE3ylbTaTOB OOYYEHHUS 1O JUCIHUILIMHE MOKET
MIPOBOJIUTHCS B HECKOJIBKO 3TAIOB.

[Ipouenypa oueHuBaHusl pe3yabTaTOB OOYUYEHUS WHBAIUAOB U JIUIl C OTPAHUYEHHBIMH
BO3MOYKHOCTSIMU 37I0POBbBS TI0 JUCIHILIUHE MPEAyCMATPUBACT MPEIOCTaBICHNE UHPOPMAIUU B
dbopmax, aganTUPOBAHHBIX K OTPAHUYEHUSM UX 3JI0POBbsI M BOCIIPUATHS HH(POPMAIIHH:

Jlyist vnn ¢ HapyIeHUsIMU 3pEHUS:

— B MieyaTHOU (popme yBeTHUEeHHBIM HIpUPTOM,

— B (hopMe IIEKTPOHHOTO JOKYMEHTA.

J5ig U1 ¢ HapyIIeHUSIMH CyXa:

— B TIle4aTHOU opme,

— B hopMe PIEKTPOHHOTO TIOKYMEHTA.

JLtst i1 ¢ HapyIIEHUSIMH OTIOPHO-/IBUTATEIBLHOTO armapara:

— B I1e4aTHOM (opme,

— B (hopMe IIEKTPOHHOTO JOKYMEHTA.

JlaHHBIN TIepeueHb MOXET ObITh KOHKPETU3MPOBAaH B 3aBUCUMOCTH OT KOHTHHTEHTa
oOyyJaronuxcs.

4.2.3 IlepeyeHb BONIPOCOB K IK3aMEHY

Knaccudukanus nHpOpMaIMOHHBIX yTPO3.

OcHoBHBIE KauecTBa 3amuiieHHoi napopmanuu B C.

B uem cMbICT MONMUTHKY O0€30IaCHOCTH.

UYro takoe HecaHkroHupoBaHHbli qoctyn (HC/I) u ux Bumpl.

Uro Takoe ysS3BHUMOCTb, aTaka, CTPYKTypa aTaKd U BO3MOKHBIE BUJIbI aTak.

Bunel Moaenelt n1ocTyna K JaHHBIM, UX XapaKTepUCTHKA.

Haznauenue crangaptoB nHpopMamoHHo# O0e3onacHocTH. CTpyKTypa CTaHAapTOB.
Yro takoe cuud¢unr, cnypdunru hijacking.

Uto takoe DOS-araka, DDOS-araka ,SYN-ataka.

0. SIBnsiercs aM aNrOPUTMUYECKH Pa3peIIMMbIM CBOMCTBO OBITH 0€30MacHOM CHCTEMOM B
moxenn HRU.

HBOoo~NoORWDE



11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.

27.
28.

Kaxoro Buna nannbie 00513aHbl HAXOUTHCS B OTKPHITOM JIOCTYIIE.
Ha3oBute ypoBHU CEKPETHOCTH AAHHBIX, KOTOPBIE PErJIAMEHTUPYET 3aKOH PO
“O rocynapcTBEHHOM TaiiHE”.
MexaHu3M uIeHTUHUKALWY, ayTeHTU(HUKanuK 1 apTopu3anuu B OC Unix.
Mexanusm uaeHTUGUKAIUH, ayTeHTHGUKau 1 apTopusaiur B OC Windows.
Buomerpuueckue MeTo bl ayTeHTH(PUKALIUN
MexaHu3M OJTHOPA30BBIX MApOJICH
[Tpotokon ayrenTudukanuu Kerberos
OCHOBHBIE TOJIOKEHUS JUCKPEIIMOHHON Moaenu nojiHomounii HRU
OcHOBHBIE TIOJIOKEHUSI MaHAaTHOUM Mojenu noaHomounid bemna-Jlallamgyss
Mogens nonaoMounii Mak-JIuna.
Knaccugukarus 310BpeJHOr0 IPOrpaMMHOTO 00ECTICYeHHUS.
OcoOenHocTy MOIMMOP(HOro BUpyCa U pyTKUTA.
OcHoBHble nonoxxenuss VPN-cern.
HaznauyeHne MeT0/10B COLIMATBHON UHKEHEPUU U UX (OPMBI.
Haznauenue u ¢popmer ayaura B OC Windows.
Ha3nauenue u MexaHH3M CETEBOr0 dKpaHa.
XapakTepucTuKa cpesIcTB MH(OPMALMOHHON 0E€3011aCHOCTH B paMKaX CTEKa IIPOTOKOJIOB
ISO OSI.
CrpykTypayrpo3nH()OpMannOHHOWOE30ITaCHOCTH.
Coneprxannre OCHOBHBIX MOHATUN Wb: «3allUIIEHHOCTh JAHHBIX», «YSI3BUMOCTbY,
«aTakay, «3JI0yMBIIUICHHUK» U ap. X oTpaxxenue B crannaprax Mb.

4.2.4 O6pa3ubl 0WI1€TOB
buner Nel

1. TIpasuna NRU u NWD . O6nactu uCHOIb30BaHUS 3TUX MTPABUJL.

2. XapaKTepHCTHKa CXeMbl CHMMETPHYHOTO I (ppoBanus. JJocTONHCTBA U HETOCTATKU
9TOM CXEMBI.

3. CkoJbKO BpeMEeHU He00X0IMMO Ha paciu@poBKy Kkitoya anroputma DES Ha
KomIietoTepe ¢ OpicTpoeiictBuem 1000 mip. onepanuii B CeKyHAy €ClIU OAUH KITI0Y
pacmmgpoBsiBaercs 3a 10 onepanuii.

BbunerNe2

1. OcHnoBHblie koMmoHeHTbI Mozienu Take-Grant. [Tonsitue rpada 10CTynoB u ero
npumep.

2. TIporokon ayrentudukanuu Kerberos.

3. TocrpoiiTe MaTpuIly yrpaBIeHHS JOCTYTIOM ISl MEAUIIMHCKOTO YUPEKICHHS, B
KOTOPOM Bpa4d MOTYT YHTAaTh MHCATh UCTOPUH OOJIE3HEH 1 MPEeNTUCaHUS TIO
JICUYSHHIO, & METUIIMHCKHE CECTPBI MOTYT YUTATh M MUCATh MPEIIHCAHUS 110
JIEYCHUIO, HO HUYETO HE JIOJDKHBI 3HATh 00 UCTOPUHU OOJIE3HEH.

4.2.5 KpuTepuu oLleHUBAHHUSI K IK3aMeHy
OreHKa «OTIIMYHO»: TOYHBIE (OPMYIIUPOBKH aITOPUTMOB, TEOPEM U TIPABUIIBHEIC

J0Ka3aTCIbCTBA; TOYHBIC OIIPCACICHHUA MAaTEMATUUCCKUX 00BEKTOB U SICHBIE U IMPpaBUJIbHBIC

ornpezeneHus: 00bEKTOB, XapaKTepU3YIOLUXcs He(hOpMaTN30BaHHBIMU MOHSITUSIMH.

OI_ICHKE[ «Xopomo»: Ipu OTBETC HA OAWH BOHIPOC HdaHbl TOYHBIC (bOpMyJ'II/IpOBKI/I



aJIrOPUTMOB, TEOPEM U IPABHUIIBHBIE JOKA3aTEIbCTBA; TOYHBIE ONPENCICHUS MaTEMaTUYECKUX
O0OBEKTOB UM SICHbIE W TpPaBWIbHBIE ONpEACTCHUsS OOBEKTOB, XapaKTEPHU3YIOLIHXCS
He(OPMATM30BAHHBIMUA TIOHATHSMM; IPU OTBETE HAa BTOPOH BOMPOC HUMEIOTCS HETOYHOCTHU
(GOpMYIMpPOBKH aJTOPUTMOB, TEOPEM WM NpoOensl B MPaBHIBHBIX JIOKA3aTEIbCTBAX;
HEIOCTaTOYHO TOYHBIC OMPEACTICHUS MaTEeMaTUYeCKHMX OOBEKTOB HIIM HESICHBIE M HE COBCEM
IPaBUJIbHBIE ONpeeIeHNs 00BEKTOB, XapaKTEPU3YIOLINXCs He(hOpManu30BaHHBIMU MOHATHIMU.

OneHka «yIOBJIETBOPUTEIBHO»: IPU OTBETE Ha 00a BOMNPOCA HMMEIOTCS HETOYHOCTH
(GOpMyYJIMpPOBKM aJIrOPUTMOB, TEOPEM WJIM NpoOenbl B IPAaBUIbHBIX JI0Ka3aTEJIbCTBAX;
HEJI0CTaTOYHO TOYHBIE OMNPEAEICHHUS MaTeMaTHYeCKHMX OOBEKTOB WJIM HESICHbIE M HE COBCEM
NpaBUJIbHBIE ONPEAETICHUsI 00BEKTOB, XapaKTEPU3YIOUINXCS He(hOpMaIU30BaHHBIMH MTOHITUSMHU.

OneHka «HEyJOBJIETBOPUTENBHO»: OTCYTCTBYET OTBET XOTS Obl Ha OJUH M3 BOIPOCOB
WIA UMEIOTCS CYIIECTBEHHBIE HETOYHOCTH B (POPMYJIMPOBKAX AITOPHUTMOB, TEOPEM, ITPUBEICHBI
HETPaBWIBHBIE JIOKA3aTEIbCTBA; HEBEPHBIC OINPEACICHUS MAaTeMaTHUYeCKUX OOBEKTOB U
HEMpaBWIbHbIE  ONpENeNeHUsT OOBEKTOB, XapaKTepU3YIOIIMXCS  He(pOopMaau30BaHHBIMU
MOHATUSAMH.

5. IlepeyeHb OCHOBHOI M 10NIOJTHUTEJILHOM y4eOHOM JIUTEepaTypbl, HEOOX0AMMOM A5
OCBOCHHUS IMCUMILINHBI (MOLYJIs1)

5.1 OcHoBHas 1uTepaTypa

1. Buprokos A.A. MHpopMmarmonHas 6e301acHOCTE: 3anmuTa U Hanaaenue. — M.: JIMK,
2017. —434 c.

5.2 lonoinuTebHAS JIUTEPATypa

N

M. XoBapna, . Jlebnank 3amummenssiit koa. — M.: U] Pycckas penakmus, 2004.— 704 c.

ITpockypun B. I'. 3amura nporpamm u nansusix. — M.: UJ[Akanemus, 2012.— 208 c.

4. T.Howlett Open source security tools. Practical applications for security. —Prantice Hall,
2004.— 600 p.

5. IHanerun B. @. MadopmarmonHas 6€30MacHOCTh KOMITBIOTEPHBIX CUCTEM U CETEH.
VYyebHoe nocobue.— M.: U/l ®Popym — Uudpa, 2013.— 416 c.

6. 3erxna /. I1., MBamko A. M. OcHOBBI 6€3011aCHOCTH HH(POPMALIMOHHBIX CUCTEM. — M.:
I'opstuas muans — Tenekom, 2000.— 452 c.

7. Xopes II. b. MeTtos! u cpecTBa 3aUTHl THPOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAX. —
M.: Akagemus, 2008.— 256 c.

8. Jemsuun I1. H. Monenu 6e301macHOCTH KOMIIBIOTEPHBIX CUCTEM. YUeOHOE IMOCOOue.—

M.: Axagemus, 2005.— 144 ¢

6. Ilepeyenb HEOOXOAUMOI0 NPOTPAMMHOI0 00ecnedeHHs

1. Microsoft Visual Studio 2012+ : Visual C++, C#
OracleVirtualBoxv 5.1 +
3. Python

N



MeTtoauyeckue yKa3aHusi 10 BbINOJHEHHUIO JJA00PaTOPHBIX padoT

JlaGopaTtopHble paOOTHI BBINOJHSIOTCA, KaK IMPaBHJIO, B KOMIIBIOTEPHOM KJacce.
OtnenbHble pabOTBl MOTYT BBIIOJHATBCA B AyAUTOPUM INPU HaIM4UU y OakajgaBpUaHTOB
IIOPTATUBHBIX KOMIIBIOTEPOB.

Ha naGopaTOpHbIX 3aHATUSAX OCYIIECTBISIETCS pealu3alus aJIrOPUTMOB paboThl C
CTPYKTYpaMH, MPHUMEHSEMBIMH TpU 3aluTe HH()OPMAIMK, OCYLIECTBISETCS TECTHPOBAHUE
3HAaHUM CTYAEHTOB IO BOIIpocaM HH(POpPMAaLMOHHOM Oe3omacHocTd. [lo OTHEnbHBIM TeMam
OakanaBpuaHTaM IIOPYYaeTCsl MOATOTOBUTH IPE3EHTALMM M BBICTYNMTb C JOKJIaJaMU Ha
3aHATHUSAX.

7. MaTtepuajibHO-TEXHU4YeCKas 0a3a, He00X0AUMAas Il OCYILeCTBJIEHHs 00pPa30BaTeIbHOI0
npoiecca no JMCUUIIHHE

Jlex1noHHAs ayAUTOPHUS, )KEIATSIIbHO 000pYTI0BaHHAS BHICONIPOSKTOPOM H SKPAHOM.
Kommprorepnsie kiacchl, 1ad. A301a. Kinaccel ocHaleHsl KOMIbloTepaMu, 00beTMHEHHBIMU B
JIOKQJIBHYIO CETh. AYJAUTOPUU I 1a00PaTOPHBIX 3aHATHH, 000PYIOBAaHHBIC JOCKAMHU.



