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1. Heau u 321291 OCBOEHUS THCIUTLIHHBI
1.1 Heab ocBOEHUS TUCHUILIHHBI

Lenpto mpenojaBaHus M H3y4YeHUs TUCHUILTHHB «MH(popManroHHas 0e301macHOCTbY
ABJISIETCSI (POPMUPOBAHUE Yy CTYJCHTOB CIIOCOOHOCTH OIICHUBATh Yrpo3bl HH(OPMALMOHHOM
0e30macHOCTH M pa3padaThiBaTh apXUTEKTYpHble M (PYHKIHOHAIbHBIE cHenupuKanuu
CO3J1aBaEMBIX CHCTEM M CPEJCTB IO €€ 3allHTe, a TAKXKe pa3padaThiBaTh METOJIbI peaTu3alui 1
TCCTUPOBAHUA TAKUX CUCTCM.

1.2 3agauu AMCUHMILIMHBI

CryaeHT A0MKEH 3HAaThb OCHOBHBIC MOHSTHUS, METO/IbI, AITOPUTMbI U TEXHOJIOTHH 3aIUTHI
uH(pOpMallK; YMETh NPUMEHSATH TEOPHUM U METOJAbl IO oOecrneueHu0 HHGOPMAIMOHHON
0€30MacHOCTH; BJIAJACTh TEXHOJIOTUSIMU PEATM3AlIUUA CUCTEM TaKOM 3aIUTHI.

1.2 MecTo qucuuniuHbl (MOIyJisi) B 00pa3oBaTe/ibHON NMporpaMme

Huctunnuna «HpopManonHas 06€30MacHOCThY» OTHOCUTCS K BAPUATUBHON YaCTH
6noka b1 Jlucuurminael (MOIyH).

JIist u3ydeHust TUCUMIUIMHBI HE0OXO0IMMO 3HAHUE TUCUMIUIKAH “JluckperHas
MaTemaruka’”, “Anrebpa”, “OcHOBHI mporpamMmmupoBanus’, “Teopus anropuTMoB 1
BBIUMCIUTENBHBIX IIporieccoB”, “Onepannonnble cucteMbl”, “KoMmnblorepHsie cetn”. 3HaHUS,
MOJTy4yaeMble MTPH U3YYEHUH OCHOB 3aIUTHI MH(POPMALIUU, UCTIONB3YIOTCS MPU NU3YYEHUU TaKUX
JUCIUTUTMH POQeCCHOHANTBHOTO HUKIIA Y4eOHOro TaHa 6akanaBpa kak “[IporpammupoBanue B
KOMITBIOTEPHBIX ceTsaX’, “Kpunrorpaduyeckue mpoToKobl”’, a TAKKe MPU paboTe Ha
BBIITYCKHOH paboTOMH.

1.4 IlepevyeHb MJaHMpyeMbIX pe3y/JbTATOB O0y4eHUs] MO JAMCHUILIMHE (MOAYJIIO),
COOTHECEHHBIX ¢ VIAHUPYEMBbIMH Pe3y/IbTATaAMH 0CBOCHHS 00pa30BaTeJbHOI MPOrpaMMBbl.

W3yuenne paHHOM y4yeOHOW AMCUUMIUIMHBI HANpaBlIeHO Ha (OPMHUPOBAHUE Y
oOyJarouuxcs cieayouux npogeccuoHaaIbHbIX KOMIETEeHIMI:

Ne |Mupekc Conepxanue B pe3ynbpraTe u3yueHus yueOHON AUCHUIUIMHBI 00yYarole
IL.I [KOMITe- | KOMIIETEHIUH (WM e JIOJIKHBI
TEHIINH YacTH) 3HATH yMETh BJIaJIETh
criocooeH coJiep)KaHue HCIIOJIE30BaTh HaBLIKAMHA
WHCTAITUPOBATh U nH(OPMALIMOHHOU yrayOieHHbIE HCIIOIL30BaHUS
COIPOBOXKIATH 0e30IMacHOCTH U €€ TEOPETUYECKHE U | TEXHOJIOTHMA
pPOrpaMMHOE MECTO B CHCTEME MPAKTUYECKHE o0ecreYnBarOIIN
obecreyeHne HaIlMOHAILHOU 3HAaHUA B 00J1aCTH | X CO3J]aHUE
UH(pOPMaIIMOHHBIX 0€e301IacHOCTH, nH(OPMAIIMOHHO | 6€30MaCHBIX
CUCTeM M 0a3 JaHHBIX, | OCHOBHBIC yTPO3bl U | i Oe30macHOCTH MIPOTPaMMHBIX
1 | OIIK-5 | B TOM 4Hcie METO/IBI 3aIMThI OT pelieHui
OTEYECTBEHHOTO HHX, CHCTEMHEIE
MIPOUCXOXKICHUS, C METO/IOJIOTHH,
y4eTOM MEXTyHApOIHBIC U
uH(MOPMAaIMOHHON npodeccuoHanbHbIe
0€30I1aCHOCTH CTaHJApTHI B
obiactu
nH(OPMaLMOHHON




0e30IMacHOCTH
CIOCOOCH MOHUMATh U | COJEpIKAaHUE HCIIOJIb30BaTh HaBbIKAMH
MPUMEHSTh B HAy4HO- | HHPOPMAIMOHHOM yriayOJIeHHBIC HCIIOJIb30BaHMS
HCCIIEIOBATENILCKOM U | OC30IMaCHOCTH U €¢ TEOPETUYECKHE U | TEXHOJIOTHIA
MIPHUKJIATHOM MECTO B CHCTEME MIPAKTUYCCKHE 00€ecIeYnBarOIN
JIEATEIIbHOCTH HaI[MOHAIbHOM 3HAHUS B 00JIACTH | X CO3IaHHUE
COBPEMECHHBIH 0e30I1acHOCTH, MH(OPMAIIMOHHO | 0€30IMaCHBIX
MaTeMaTUYCCKHUI OCHOBHBIC YTPO3bl U | ¥ 6e30macHOCTH MIPOrPaMMHBIX
armapar, OCHOBHbBIC METO/IBI 3aIIMTEI OT pelIeHui

2 |IIK-1 | 3axoHsl HHUX, CUCTEMHBIE

€CTECTBO3HAHMS, METO/I0JIOTHH,
COBPEMEHHBIC SI3BIKH | MEKyHAPOIHBIC U
IPOrPaMMHUPOBAHUS U | PO ECCHOHATbHBIC
POrPaMMHOE CTaH/IapTHI B
obecIeyeHue; obnactu
OTIepaIlMOHHEIC nH()OPMATMOHHON
CHCTEMBI U CETEBLIE 0e30IMacHOCTH
TEXHOJIOTHH

2. CTpyKTYypa U cojiep:KaHHe U CUHUTLIHHBI

2.1 PacnipeaesieHre TPYA0EMKOCTH JUCHHMILIMHBI IO BHAaM padoT

OO0mass Tpyno€MKOCTh JUCUMIUIMHBI cocTaBiasier 6 3ad.en. (216 wyacoB), wuxX
pacripeielieHue 1o BuiaM paboT MPEICTaBICHO B TAOJIHUIIE.
Bcero CemecTtpbl
Bun yae6HO# paboThI 4acoB (gacel)

5 6
AyIMTOpHBIE 3aHATHS (BCEro) 125 72,2 52,3
B Tom uncie:
3aHsATUA JEKIIMOHHOIO TUIIA 50 34 16
JlaboparopHbIe 3aHATHS 66 34 32
KCP 8 4 4
HKP 0,5 0,2 0,3
CamocrosiTesibHasi padoTa (Bcero) 55,8 35,8 20
B ToM uucne:
[TpopaboTka yuyebHOro (TeOpeTHYeCcKoro) MaTepuana 56 36 20
IIpomexyTouHAasl aTTECTALMHU 3ayer HK3aMeH
KonTpoasn 35,7 35,7
OO61mas TpyA0eMKOCTh qac 216 108 108
3a4. eJl. 6 3 3

2.2 CTpyKTypa AMCUMIIIMHBI

Pacrnipenenenne BuoB yaeOHOM paOOThI U UX TPYJOEMKOCTH IO pa3fiesiaM AUCIHUILTHHBL.
Pazgenpl AUCIUIUIHHBL, U3y4aeMbIe B 5  ceMecTpe (ouras gpopma).

KomnmyectBo yacos

Ne HaumenoBanue pa3nenos




AynuTtopHas Bneayn
Beero pabota UTOpHas
pabora
J |KCP | UKP | JIP | CPC
1 2 3 4 5 6 7 8
1 |Conepsxanue noHaTHs O€30MACHOCTH | ero cTpykTypa. | 10 | 4 6
2 |[IpoekTupoBaHHE AITOPUTMOB MOAICPKKH 22 16 6
UH(POPMALIMOHHOHN 0€30MaCHOCTH.
3 |CranmapTsl HHGOPMAIIMOHHON O€301aCHOCTH. 10 | 2 2 6
4  |Cuenapuit Unenrudukanusa-AyTeHTHGUKALIH- 16 | 6 2 2 6
ABTOpHU3aIs ¥ BApUAHTHI pealIn3alliu.
5 [Moaenu ynpaBlIeHHsI TOCTYIIOM K HH(GOPMAIIIH. 38 | 18 2 0,2 12 5,8
6 |Monenu noaaep:KaHus MEIOCTHOCTH HH(DOpMAIHH 12 | 4 2 6
Hmoeo no oucyuniune: 108 | 34 4 0,2 34 35,8
Pa3nens! qucuuniauHbl, U3ydyaeMele B_6  cemecTpe (ouras ¢hopma).
KommuecTBo yacos
AynuropHas BraeayutopH
No HanmeHnoBanue pasnenon pabota ast pabora
Bcero KO
J |KCP |MKP| JIP | HTP | CPC
OJIb
1 2 g 4 5 6 7 8 9
7 |AyauT BBIYMCIUTENBHON CUCTEMbI M apXUBalLIUsI 10 2 4 2
8 |Ananus ysa3sumoctu cucteMbl. DLP-cuctembl 12 2 4 2
9 |Cucrembl 0OHapyXeHHS BTOPKEHUH 10 2 4 2
10 [ITommeprxka nHOOPMAIIMOHHOW OE30ITACHOCTH B 10 2 4 2
BBIUMCIUTENBHBIX CETSIX
11 |3noBpenHoe mporpaMmMHOE 0OecTieueHIE 10 2 2 2
12 |OcHoBBI KpunTorpadpuu 16 2 2 6 2
13 |Kpunrorpadus ¢ CeKpETHBIM KIIFOYOM 14 2 4 4
14 |Kpunrorpadus ¢ OTKPHITHIM KJIIOUYOM 62 2 2 103] 4 35,7 4
Hmozo no oucyuniune: 108 | 16 | 4 |03 | 32 | 357 | 20
2.3 Conep:xanue pa3ieioB TUCHUTLINHBI
2.3.1 3ansATH JEKUMOHHOTO THIIA
dopmal
° TEK
pa;Zena Hammeroane Coneprxanue pazziena eer}(l)m
pazzmena
KOHTPO
st
1 2 3 4
1 Conepxanue Bupl 6e30macHOCTH M CBA3HM MEXly HUMH. AHAIU3
MTOHATHSA yrpo3 uHpopMaImoHHoi 6ezonacHocTu. [IpaBoBas P
0€30MacHOCTb U €ro | MOJ/Iep)KKa OpraHn3alul HH(OPMAIIMOHHON
CTPYKTYpa 6e3omacHOCTH. CMBICIT KOMITBIOTEPHOM 0€3011aCHOCTH,




ee OCHOBHbIE TpeOoBaHMsI. OCHOBHBIE TIOHATHUS
aKTyaJIM3alluy KOMIIbIOTEPHOM 6€30MacHOCTH.

2 [IpoexkTupoBanue Opranu3zanus BerauciaeHuit Ha rpade. Kogupyrommue u
AJITOPUTMOB JEKOTUPYIOIIUE TPeoOpazoBaHusl. AJITOPUTMBI
MOJIEPKKH 3alUTHI JAHHBIX, OCHOBAHHbIE HA KOMOMHATOPUKE U JIP
MH(POPMAIMOHHOM TEOpUHU YHCETL.
0€30MacHOCTH

3 Crannaptsl Kpureprnn 6€301acHOCTH KOMIBIOTEPHBIX CUCTEM
nH(pOpPMAITMOHHOM (OpamkeBas kaura). ISO/IEC 17799:2002
0e30MacHOCTH “Ynpapnenue HHPOPMAITMOHHON 0€30IacHOCThIO”.

ISO 15408 “O06uue kputepun 6€30MaCHOCTH JIP
uH(opMaIMoHHBIX TexHouoruit” “CommonCriteria”

(OK). Poccuiickue ctangapTsl B 00J1acTH

MH(POPMAIIMOHHOHN 0€30MaCHOCTH.

4 Cuenapuii [Toaxoae! K HACHTU(PUKAIMKA U ayTCHTU(UKAITUH.
WNnentudukarms- [ToHsiTHE TOTHOMOYHMI U pOJEH, X BUbL. Peanuzanus
Aytentuduxarnms- cueHapus UACHTUPHUKAIMN- ayTeHTU(DUKAIIH- P
ABTopu3zanys u aBTOpHU3AIMK B ONlepallMOHHbIX cructemax Windows u
BapHaHThI Unix.
peanu3anm

5 Mopenu MonwuTtop 6e3onacHocTi. OCHOBHBIE TTOJIUTUKU
yIpaBICHUS noctyna. Monens HRU. Mogens benna-Jlallamynsr. P
JIOCTYTIOM K Monens MakJIuna. Mozaens Take-Grant. Moseinb
nHdopManuu Kuraiickas creHa.

6 Monenu PoseBbie Mmonenu nocryma. Monens buba. Mosens
MoAIep>KaHuUs Knapxa-Bunbcona. P
[EJIOCTHOCTH
nHpopmaruu

7 Ayaut CMbICT ayiuTa U pecypchl, HEOOXOIUMBIE TSI €T0
BBIUUCIIUTENIbHON ocymecTBieHus. CiocoObl U HHCTPYMEHTapuil JUIs P
CHCTEMBI U ay/JuTa B onepanroHHbIx cuctemax Windows u Unix.
apxuBaIus Beimonrenue backup-a cucremsl, apxuBaIus TaHHBIX.

8 Ananus ys3Bumoctu | Knaccudukanus yszsumocteit. [Ipumep ya3Bumoctu u
cucremsl. DLP- ee UCMOJIb30BaHue. MeTOA0I0T s THITOTETHYECKOTO JIP
CHCTEMBbI nedekra. O630p DLP-cucrem

9 Cucremsl 0O0630p Mojieneit 0OHapyKEHUST BTOPKEHHIA.
0oOHapyKEeHHS Apxurekrypa IDS-cuctemsr. CpencTa TeTeKIMH JIP
BTOP>KEHU I BTOP)KEHUH B ONEPAIIMOHHBIX CUCTEMAX.

10 | ITomnepxka Amnanus creka nporokoioB ISOOSI ¢ Touku 3peHus
MH(OPMaLIMOHHOU nH(pOpMallMOHHON Oe3o0macHoCcTH. MexceTeBoit
0€30MacHOCTH B skpan. Texnonorus cereit VPN. ITpoTokosb! 3amuTs P
BBIYUCIIUTEIEHBIX MHPOpPMALNY pa3IMIHBIX ypoBHEH. [IpoTokomn
ceTsax Kerberos. Uudpactpykrypa ynpasieHus OTKPHITHIMA

KITIOYaMHU.

11 | 3noBpenHoe AHaIn3 pa3InYHbIX BUI0B BUPYCOB. JKu3HEHHBIH
IIpOrpamMMHOE LWKJI BUPYCOB. [Ipr3Haku 3apakeHHsI BUPYCOM. JIP
obecrieyeHue MeToibl U CpeicTBa aHTUBUPYCHOM 3aIIUTHI.

12 OcHOBBI OcHoBHble cxeMbl muppoBanust. OcHoBHBIE (HAKTHI 00
Kpunrorpapuu apudmeTuke BIYETOB. Aroput™Mbl EBKitnaa u JIP

Pabuna.
13 | Kpunorpagus c AAropuT™bl UGPOBAHHUSI METOAMU 3aMEHBI, P

CCKPECTHBIM KJIFOYOM

NePECTaHOBKH, raMMHpoBaHus. Anroputmsl DES,




AES. Ynpapnenue kirouamu.

14 | Kpunrorpagus c Cucrema luddu-Xenmana. Hudp Snab-I'amans.
OTKPBITBIM KJItouoM | Anroputm RSA. DnektponHas mudpoBasi MOIKCh. JIP
WH}pacTpyKTypa OTKPBITHIX KJIIOUEH.

2.3.2 3aHATHS CEMHMHAPCKOT0 TUIA
Y4eOHBIM IJIAHOM HE TIPETYCMOTPEHBI.

2.3.3 JlabopaTopHbIe 3aHATHSA

No Ne paznena HaunmenoBanue nabopatopHbix paboT
paboThl | AMCIUILUIMHBI
1-9 5 [IpoekTupoBaHue alropuTMOB MOJAECPKKU HHPOPMAITHOHHOM
0€3011aCHOCTH.
10 3 Crangapthl HHQOPMAIIMOHHOM OE30TTACHOCTH.
11 4 Cuenapuii nentudukanusa-AyreHTudukanusi-ABTOpU3aIHs U
BapHAHTHI peaTH3aIiu.
12—-18 5 Monenu ynpaBieHus: JOCTYIIOM K HHGOPMAIUH.
19 6 Mozenu nmoaiepKanus HeJIOCTHOCTH K HH(opMaIu
2021 7 AYJUT BBIUACTUTENBHON CUCTEMBI U apXUBaIUsL.
22-23 8 AHanu3 ya3BuMoctu cuctemsl. DLP-cucrembl
24-25 9 CucreMbl 0OHApYKEHUSI BTOPKEHUM
26-27 10 [Tonnepskka nHGOPMALIMOHHON OE30MACHOCTH B BHIYMCIUTEIBHBIX
CeTsIX
28 11 310oBpeIHOE MPOrpaMMHOE 0OecTieueHIE
29-31 12 OcHOBBI KpunTorpapuu
32-33 13 Kpunrorpadus ¢ ceKpeTHbIM KIFOYOM
34-36 14 KpunTorpadust ¢ OTKpbITEIM KIIFOUOM

2.3.4 IlpumepHasi TeMAaTHKA KYPCOBBIX padoT (MPOEKTOB)

Y4eOHbIM MJIaHOM HE IPEYCMOTPEHBI.

2.3.5 CamocrosiTe/ibHOE H3y4YeHUE Pa3/1e10B JUCHUIINHBI

Pa3nen 1. 3akoHonatenbHbie akThl: O 6e3omacHocTH, JlokTpuHA HHPOPMAITMOHHOM
6e3onacHoctu PO, O6 oxpaHe UHTEIIEKTYalIbHOU COOCTBEHHOCTH, O MepCOHATBHBIX
naHHbIX, O0 nHpopMaIuy, HHOOPMALIMOHHBIX TEXHOJOTHUSAX U O 3amuTe nHpopmarmu, O
rocyJapCcTBEHHOM TaitHe, O MEeXTyHapOJHOM OOMeHe HH(pOpMAIIHEH.

Pa3nes 2. YueOHUKY 1 TOCOOUS IO TPOSKTUPOBAHUIO CTPYKTYP JAHHBIX M aJITOPUTMOB UX
06paboTtku. PykoBoicTBa, yueOHUKH U TocoOust o 361Ky VisualC++ u pabote B cpefe
VisualStudio 2012 u Bbie.

Paznen 3. MexnyHapoausie U poccuiickue cranaapTsl PO no nnpopmannoHHoi
6e3omacHocTH: 3aKk0H PD "O texnuueckoM perynupoanun”, "Kputepun olieHKH
JnoBepeHHbIX KommbioTepHbIX cucteM" (Department of Defense TrustedComputer System
Evaliation Criteria, TCSEC — OpamnsxeBas kuura), ISO/IEC 15408:1999 "Kputepuu oreHku




6e3omacHocT nHbopmanroHHbIX TexHoaoruii" (Evaluationcriteria for IT security — OK),
T'OCT P 50739, TOCT P 50922-96, TOCT P 51188-98, TOCT P 50739-95.

Paznen 4. PykoBoacTBa v y4eOHUKHM MOAAMUHUCTPHUPOBAHUIO B OTIEPALIMOHHBIX CUCTEMAX
Windows, Unix, Linux.
Pa3nes 5. YueOHUKY U TOCOOMS M3 PEKOMEHIOBAaHHOI'O CIIUCKA JINTEPATYPHI.

Pasueﬂ 6. PyKOBO,I[CTBa n y‘le6HI/IKI/I MMOAAMUHUCTPHUPOBAHUIO B OIICPAIlMOHHBIX CUCTEMAax
Windows, Unix, Linux, yaeOHbie pecypchl B internet.

Pa3nes 7. YueOHUKY U TOCOOMS U3 PEKOMEHJOBAHHOT'O CIIMCKA JINTEPATYPHI.

Paznen 8. YueOnuku 1 mocodus u3 peKOMEHIOBAHHOTO CITUCKA JIUTEPATYPhI, a TAKKE
oOyuJarolue MaTepuasl OT IpousBoauTeneit antusupycuoro [10.

3. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Cemectp | Bun 3ansatus Hcnonb3yemble UHTEpPaKTHBHBIC Konunuectso
(JI, TP, JIP) 00pasoBarebHbIC TEXHOJIOTUH 4acoB
JI KommnproTepHble pe3eHTaiy U 00CyKIeHHe 72
Pa300p KOHKpETHBIX cUTyanuii (3a1au) ¢
5.6 ucrnosb3oBanueM mratHoro 110, BeimoaHeHne
JIP TECTOB Ha 3HAHUE TEPMUHOJIOTUH, CBEJICHUIN U3 12
obsactu nH(POPMAITMOHHOM 0€30MaCHOCTH,
MIPOrPaMMHUPOBAHNE ATOPUTMOB
Uroro: 144

4. OueHoOYHbIE CPEACTBA /1JIsl TEKYIIEr0 KOHTPOJIS YCIIeBA€MOCTH M NPOMEKYTOYHOM
aTTecTaluu

@DOH/ OLICHOUHBIX CPEJICTB TUCIHUIIIMHBI COCTOUT U3 CPEJCTB TEKYILIETO KOHTPOJIS
BBITTOJIHEHUS 3aJIaHH, JJAOOPaTOPHBIX paboT, CPEACTB I HTOTOBOW aTTeCTalny (dK3aMeHa B
6 cemectpe).

OrneHka ycreBaeMoCTH OCYHIECTBIISIETCS 110 Pe3yIbTaTaM:
- BBIIOJIHEHUS JTAOOPaTOPHBIX padoT;
- OTBETA HA DK3aMEHE

4.2.1 llepevyeHb BONPOCOB K 3a4eTy

Knaccudukanus nHGOpMaIMOHHBIX yTrpo3.

OcHoBHbIE KauyecTBa 3auuiieHHoN nHpopmaruu B MC.

B 4yem cmbIC MOTUTHKH O€3011acHOCTH.

UYro Takoe HecankunoHupoBaHHbIN gocTyn (HC/) u ux BunbI.

Yro Takoe ys3BUMOCTb, aTaKa, CTPYKTypa aTaKu U BO3MOYKHBIE BU/IbI aTaK.

Bunel mozeneit noctymna kK JaHHBIM, UX XapaKTepUCTHKA.

Haznauenue crannaptoB nHdopMaoHHoi 6e3onacHoctu. CTpyKTypa CTaHIapTOB.
Uro Takoe cuupdunr, cnypdunru hijacking.

Uro Takoe DOS-araka, DDOS-araka ,SYN-ataka.

SIBnsiercs M aNnrOpUTMHYECKU Pa3pEeLINMbIM CBOMCTBO OBITH O€30MAaCHOI crcTEMOM B
monemn HRU.

Kaxoro Busa nanHble 00513aHbI HAXOUTHCS B OTKPBITOM JIOCTYIIE.
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12. Ha3oBuTe ypOBHU CEKPETHOCTH JaHHBIX, KOTOPBIE perilaMeHTUpyeT 3akoH PO “O
roCyJ1apCTBEHHOM TaifHe”.

4.2.2 Kputepun OLeHMBAHMA K 3a4eTy

Omnenka “3a4TeHO” - MPAKTUYECKHE 3a/laHMs BBIIOJHEHBI B CPOK B 00bEME HE MeEHee
80%. CryneHT JAEeMOHCTpPUpYET IpaBWJbHBIC, YBEpEHHbIE [JEHCTBHA II0 NPUMEHEHUIO
MOJYYCHHBIX 3HAHWHU Ha MPaKTHKE, TPAMOTHOE M JIOTMYECKU CTPOHHOE HM3IJIOKEHHE MaTepuaa
IpY apryMEHTalluy OTBETOB Ha BOIPOCHI NIPH 3alUTE J1a00PaTOPHBIX.

OreHka «He 3aU4TEHO» -IIPAKTUYECKUE 33JaHUs HE BBIMOJIHEHBI MO0 MPEAOCTABICHbI HE
B cpok B oO0beme MeHee 60%, CTyneHT IEeMOHCTpUpYETHaIHuue IpyObIX OLIMOOK B OTBETE,
HEMOHMMAaHUE CYIIHOCTH M3JIaraéMoro BONPOCa, HEYMEHHE NMPHUMEHSATh 3HAHHUS Ha MPAKTHKE,
HEYBEPEHHOCTb M HETOYHOCTb OTBETOB HA JOIOJHUTEIbHbIE U HABOSIIME BOIIPOCHI.

OrneHouHBIE CpencTBA Ui HMHBAJIUAOB W JIUIl C OTPAHUYEHHBIMH BO3MOYKHOCTSMU
3JI0pOBbsI BEIOUPAIOTCS C yUETOM MX UHAUBUAYAJIBHBIX CUXO(PU3NUYECKUX OCOOCHHOCTEH.

— IpH HEOOXOAMMOCTH WHBAJIMAAM M JIMIAM C OTPAaHUYCHHBIMH BO3MOXHOCTSIMHU
3JI0POBbS [IPEOCTABIISAETCS JIOTMOJIHUTENBHOE BPEeMs JJIs IOATOTOBKU OTBETA HA 3K3aMEHE;

— IIpH TPOBEJICHUH TPOIIEYPHI OIICHUBAHUS PE3yJIbTATOB 00YyUEHHSI MHBAINIOB H JIUI C
OrPaHUYEHHBIMU BO3MOXHOCTSIMU 3/10pOBbs MPEAYCMATPUBAETCS] MCIIOJIb30BAHUE TEXHUUYECKHX
CpeACTB, HEOOXOIMMBIX UM B CBSI3U C X WHAUBUIYAIBHBIMUA 0OCOOCHHOCTSIMH;

— IpU HEOOXOAUMOCTH AJIs1 00YyHaroIUXCs ¢ OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbS
U WHBAIWAOB TIPOLEAypa OICHUBAHUS pE3YNbTAaTOB OOydYeHHs 10 JAUCHUILUIMHE MOXKET
IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[Iponienypa oneHMBaHUsI Pe3yJbTAaTOB OOYYEHHS WHBAIUAOB M JIUI] C OTpaHUYCHHBIMHU
BO3MOKHOCTSIMH 3/I0pOBbsI 110 TUCLMILIMHE IpeAycMaTpUBaeT MpeJocTaBieHue HH(opMalii B
dopmax, amanTUpPOBaHHBIX K OTPAHUYCHUSM X 370POBBS M BOCIIPUSATHS HH(POPMAIIHH:

JUist a1 ¢ HapyILEHUSIMU 3pEHMSL:

— B I1€4aTHOW (hopMe YBEIUYCHHBIM HIPUPTOM,

— B (hopMe 3JIEKTPOHHOT'O JOKYMEHTA.

JIist L ¢ HapyIeHUsIMU CITyXa:

— B I1e4aTHOM (opme,

— B (popMe 3JIEKTPOHHOTO IOKYMEHTA.

JUist T ¢ HapyIIeHUsIMHM OTIOPHO-/IBUTATEIBHOTO anmnapaTta:

— B TIe4aTHOM opme,

— B (hopMe 2IIEKTPOHHOTO JOKYMEHTA.

JlaHHBIN TIepeYeHbh MOXET OBITh KOHKPETH3HPOBAH B 3aBHCHMOCTH OT KOHTHHTEHTA
oOyJaromuxcs.

4.2.3 llepeyeHb BONPOCOB K IK3aMeHY

Knaccugukarus nHGOpMaIMOHHBIX YTPO3.

OcHoBHbIE KauyecTBa 3auuiieHHoN nHpopmaruu B 1C.

B 4yeM cMbICIT TOTUTUKH O€30MaCHOCTH.

UYro Takoe HecaHkunoHupoBaHHbIN gocTyn (HC/) u ux BunbI.

Yro Takoe ys3BUMOCTb, aTaKa, CTPYKTypa aTaKu U BO3MOXHBIE BU/IbI aTaK.

Bunel mozeneit noctymna kK JaHHBIM, UX XapaKTepUCTHKA.

Haznauenue crannaptoB nHdopMaoHHoi 6e3onacHoctu. CTpyKTypa CTaHIapTOB.
Uro Takoe cuupdunr, cnypdunru hijacking.

Uro Takoe DOS-araka, DDOS-araka ,SYN-ataka.

SIBnsiercs M aNnrOPUTMHYECKU Pa3peLIMMbIM CBOMCTBO OBITH O€30MAaCHOI crcTeMOi B
monemn HRU.

LCoNoOAWNE

[EN
©



11.

12.
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20.
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26.

217.
28.

Kaxoro Buna manHbpie 00513aHbI HAXOUTHCS B OTKPBITOM JIOCTYIIE.
HazoBute ypoBHM CEKPETHOCTH TAHHBIX, KOTOPBIE PErJIaMEHTUPYET 3aKoH PD
“O rocynapcTBeHHOU TalHe .
MexaHu3m uaeHTUPUKAIMH, ayTeHTH(uKau 1 apTopusaiuu B OC Unix.
Mexanusm uneHTuGuKanum, ayrenTudukau u asropuzanun B OC Windows.
buomerpuyeckue MeToabl ayTeHTU(UKALIUN
MexaHu3M 0JTHOPA30BBIX MapoJieh
[Iporokon ayrentudukannu Kerberos
OCHOBHBIE TIOJIOKEHUS AUCKPEIIMOHHOM Mojenu noaHomounit HRU
OCHOBHBIE TIOJIOKEHUSI MaHIaTHOW Moenn nojiHoMounii bema-Jlallagysb
Mogens nonnoMmouniit Mak-JInna.
Knaccudukanus 3m0BpeJHOTO MPOrpaMMHOT0 00ECIIeUEHUSI.
OcobeHHOCTH TOAMMOP(HOTO BUpYyCa U PYTKHUTA.
OcHoBHbIe nosiokenus: VPN-cetu.
Hasnauenue MeTO10B CONMATLHON UHKEHEPUU U X (POPMBI.
Haznauenne u ¢popmel ayaura B OC Windows.
Ha3nauenue n MexaHu3M CETEBOTO IKpaHa.
XapakTepucTuka cpecTB HH(GOPMaIMOHHON 0€3011aCHOCTH B PaMKaX CTEKa MPOTOKOJIOB
ISO OSI.
Crtpykrypayrpo3uHhopMalnoOHHOHOE30MacHOCTH.
Conepsxanne ocHOBHBIX TMOHATHN WbB: «3aluieHHOCTh JaHHBIX», «ySI3BUMOCTbY,
«aTakay, «3JI0yMbIIUICHHUK» U J1p. VX oTpaxkenue B crannaprax Mb.

4.2.4 Ob6pa3upbl OMJ1€TOB
buner Nel

1. IIpasuna NRU u NWD . O6nactu uCnonb30BaHus 3TUX MIPaBUIL.

2. XapakTepHCTHKa CXeMbl CHMMETPHYHOTO i ppoBanus. JJocTOMHCTBA U HETOCTATKU
9TOM CXEMBI.

3. CKoJbKO BpeMEHU He00X0IMMO Ha paciu(poBKy kitoya anroputma DES Ha
KomIietoTepe ¢ OpicTpoeiictBuem 1000 miip. onepanuii B CEKyHy €CIIU OJIUH KITI0Y
pacmmgpoBsiBaercs 3a 10 onepanuii.

BumerNe2

1. OcHoBHblie koMmoHeHTbI Mosienu Take-Grant. [Tonsitue rpada 10CTynoB u ero
npumep.

2. IIporokon ayrentuduxanuu Kerberos.

3. TocrpoiiTe MaTpuIly yrpaBieHHs JOCTYIIOM JJIsi MEAUIIUTHCKOTO YUPEXKICHNUS, B
KOTOPOM Bpa4y MOTYT YATATh MIHCATh UCTOPUH OOJIE3HEH U MpeNTUCcCaHus 1o
JICUYSHHIO, & METUIIMHCKHE CECTPHI MOTYT YUTATh M MUCATH MPEIIHCAHUS 110
JICYCHUIO, HO HUYETO HE JIOJDKHBI 3HATh 00 UCTOPUHU OOJIE3HEH.

4.2.5 KpuTepuu OlleHMBAHHUSI K IK3aMeHy
OrneHka «OTJIIMYHOY»: TOYHBIE (POPMYJIUPOBKHU AITOPUTMOB, TEOPEM U NPABUIIbHBIE

J0Ka3aTCIbCTBA; TOYHBIC OIIPCACICHUA MAaTEMATUUCCKUX 0OBEKTOB H SICHBIE U IMPpaBUJIbHBIC

ornpezeneHus: 00bEKTOB, XapaKTePU3YIOIINXCs He(hOpMaTu30BaHHBIMU MOHSITUSIMH.

OI_ICHKE[ «XOpomo»: Hnpu OTBCTC Ha OJUWH BOIIPOC JaHbI TOYHBIC (I)OpMyJ'IHpOBKI/I



aJIrOPUTMOB, TEOPEM U IPABUIIBHBIE JOKA3aTEIbCTBA; TOYHBIE ONPENCICHUS MaTEMaTUYECKUX
O0OBEKTOB W SICHbIE W TPaBWIbHBIE ONpEACICHUS OOBEKTOB, XapaKTEPHU3YIOUIMXCS
He(OPMATM30BAHHBIMUA TOHSATHSMU; IPU OTBETE HA BTOPOH BOMPOC HMMEIOTCS HETOYHOCTH
(GOpMYIMPOBKH alTOPUTMOB, TEOPEM WM NpoOedsl B MPaBHIBHBIX JIOKA3aTENbCTBAX;
HEIOCTaTOYHO TOYHBIC OMPEACTICHUS MAaTEMAaTUYeCKHMX OOBEKTOB MM HESICHBIE M HE COBCEM
IpaBUJIbHbIE ONpeEIeHNs] 00BEKTOB, XapaKTEPU3YIOIINXCs He(hOpMaIN30BaHHBIMU OHATUSAMH.

OneHka «yIOBJIETBOPUTEIBHO»: IPU OTBETE Ha 00a BOIpPOCAa MMEIOTCS HETOYHOCTH
(GOpMYIHPOBKHM alrOPUTMOB, TEOPEM WJIM HpoOenbl B IPABUIbHBIX J10Ka3aTEJIbCTBAX;
HEJI0CTaTOYHO TOYHBIE OMNPEAEICHHUS MaTeMaTHYeCKHMX OOBEKTOB HJIM HESICHbIE M HE COBCEM
NPaBUJIbHBIC ONPEAETICHNsI 00BEKTOB, XapaKTEPHU3YIOIIMUXCS He(hOpMaIN30BaHHBIMU MTOHATHSIMU.

OneHka «HEyAOBIETBOPUTENBHO»: OTCYTCTBYET OTBET XOTS Obl Ha OJUH U3 BOIPOCOB
WA UMEIOTCS CYIIECTBEHHBIE HETOYHOCTH B (POPMYIUPOBKAX AITOPHUTMOB, TEOPEM, TPUBEICHBI
HEMpaBWIBHBIE JIOKA3aTeNbCTBA; HEBEPHBIC OIPENEICHUSI MaTeMaTHYeCKUX OOBEKTOB U
HENpaBWIbHbIE  ONpeleNeHus OO0BEKTOB,  XapaKTepU3YIOIIUXCS  HePOpMaIu30BaHHBIMU
MOHATUSAMH.

5. [lepevyeHb OCHOBHOI ¥ 10NIOJTHUTEILHOI Y4eOHOM JIUTEpaTypbl, HEOOXOAMMOM AJs
OCBOCHUS AU CHUILIMHBI (MOIYJIs1)

5.1 OcHoBHas JuTEpaTypa

1. bBuprokoB A.A. MHpopMmarmonHas 6€301acHOCTE: 3anmuTa 1 Hanajaenue. — M.: JIMK,
2017. —434 c.

5.2 JlonoiHuTE IBHAS JIMTEPATYpPa

N

M. Xosapna, . Jlebnank 3amumenssiit koa. — M.: /] Pycckas pepakuus, 2004.— 704 c.

3. Ipockypun B. I'. 3ammra nporpamm u nanaeix. — M.: UJ{Axkagemus, 2012.— 208 c.

4. T.Howlett Open source security tools. Practical applications for security. —Prantice Hall,
2004.— 600 p.

5. IHanerun B. @. MadopmarmonHas 6€30mMacHOCTh KOMITBIOTEPHBIX CUCTEM U CETEH.
VYuyebHoe nocobue.— M.: U/l Popym — Uudpa, 2013.— 416 c.

6. 3erxkna /[l. I1., MBamko A. M. OcHOBBI 6€3011acCHOCTH MH(POPMAITMOHHBIX CUCTEM. — M.:
I'opstuas nuaust — Tenexkom, 2000.— 452 c.

7. Xopes II. b. MeToas! 1 cpeacTa 3aMThl HHPOPMAIIMK B KOMITBIOTEPHBIX CUCTEMAaX. —
M.: Axagemus, 2008.— 256 c.

8. Jessuun I1. H. Monenn 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y4eOHOe mocobue.—

M.: Axagemus, 2005.— 144 ¢

6. ITepeyenb HE0OOXO0AUMOI0 NPOrPAMMHOIO 00ecIIeYeHHU

=

Microsoft Visual Studio 2012+ : Visual C++, C#
OracleVirtualBoxv 5.1 +
3. Python

no



MeToanuyeckne yKa3aHus 10 BbINOJHEHUIO JIa00PATOPHBIX padoT

JlabGoparopHble pa0OTHI BBIMOJHSIOTCS, KaK MPaBUJIIO, B KOMIIBIOTEPHOM KJiacce.
OtaenbHble pabOTHI MOTYT BBIMONHATHCS B AYAWUTOPHH TPU HATUYUKA Yy OakKalaBpUAaHTOB
MOPTATUBHBIX KOMIIBIOTEPOB.

Ha nabGopaTopHBIX 3aHITHSIX OCYIIECTBISICTCS pealu3alus alrOpuTMOB pPabOTHI C
CTPYKTypaMH, MPUMEHSEMBbIMU MpU 3alIuTe WHPOpPMAIUU, OCYIIECTBISETCS TECTUPOBAHUE
3HaHWHA CTYICHTOB MO BompocaMm HWHMOpManuoHHOW Oe3omacHocTH. [lo OTIAENBHBIM TeMam
OakanaBpuaHTaM TIOpPY4YaeTcsl MOJArOTOBHUTH IPE3EHTAlMM M BBICTYNIMTH C JOKJIaJaMu Ha
3aHATHUSAX.

7. MaTtepua/ibHO-TEeXHUYECKas 0a3a, He0OX0AUMAs [IJISA OCYIIECTBJIEHHsI 00pa30BaTeIbHOI0
npoiuecca no JMCUMIUINHE

JlekMOHHAsl ay IUTOPHUS, JKENATEIbHO 000py10BaHHAS BUACOIPOEKTOPOM U IKPAHOM.
Kommbrotepnsie kinaccsl, 1ab. A301a. Kiaccsl ocHameHsl KOMITbIOTEpaMu, 00beAMHEHHBIMU B
JIOKAJIbHYIO CeTh. AYAUTOPUH JUIsl Ja00pAaTOPHBIX 3aHATHH, 000pYyOBaHHBIE JOCKAMH.
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