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1. Macnopt padoueii mporpammbl yueoHoii nucuunanabl MK.02.03
«Opranuzauusi AIMMHUCTPUPOBAHUA KOMMYTHPYEMbIX ceTell U CHCTeM J0CTyNa K
rj00a1bHBIM CeTAM»

1.1. ObaacTh NpUMeHEHHUS NPOTrPAMMBbI

PaGouas  mporpamma  y4eOHOW  JHCITUIUTHHBI M/IK.02.03 «Opranmanus
aJIM MHUC TPUPOBAHUS KOMMYTHUPYEMBIX CETEH M CUCTEM JIOCTYyTa K IJI00abHBIM CETAM)
SIBJSIETCS  9acThl0 IMPOTPaMMBl  TIOATOTOBKHM CIICIIMAJIUCTOB CPEJIHEIO0 3BEHAa B
cootBeTcTBUU ¢ PI'OC CIIO mno cremmansHOCTH 09.02.02 «KOMMBIOTEpPHBIE CETHY.

1.2. MecTto AMCUMIUIMHBI B CTPYKType HpPOrpaMMbl NOJATOTOBKH CHENHATUCTOB
CpeJHero 3BeHa

JucuurmiuHa BXoaur B mpodeccuoHanbHeI Moayis [IM.02 «Opranuzainus CeTeBOTO
QIMUHUCTPUPOBAHUS ».

[Ipy M3y4YeHHUH OUCUMIUIMHBI KCTOJIL3YIOTCS 3HAHUSA U yMEHHUsA, COPMHUPOBAHHBIE B
npouecce mydenus aucuumind MJIK.01.01 «Opranuzanuus, NpUHIUIIBI TOCTPOCHUS U
(GYyHKIMOHUPOBAHUS KOMTBbIOTEpHBIX ceTeiy, OI1.03 «ApxuTekTypa amnmapaTHBIX

cpeactsy, OI1.04 «OniepanMo HHbIE CHUCTEMBD»,
M/K.02.01 «[IporpammHOe oOecmieueHue
KOMIIbIO TEPHBIX cerey, MJK.02.02 «Opraamanys aJIM MTHUC TPUPOB aHUS

KOMIBIOTEPHBIX CHUCTEM». YCIEIIHOE W3YUYCHWE JUCIUIUIMHBI HEOOXOJMMO IS
MPOXO0KIe HUs yueOHO I M PO M3BOICTBE HHO I MpakTUK 1o Moy mo [IM.02 «Opranms amus
CETEeBOr0 AJIMHUHHCTPUPOBAHUA» U JJII YCBOCHHS MOCIEIYIOUIUX Tpodecc o HaIbHbIX
monyneir IIM.03 «DOkcruryatamus o00BEKTOB ceteBoi uHDpacTpykTypsi», I[IM.04
«BpmomHeHUE PadcOT Mo paboueit mpodeccum.

13. Heam w 3amauydm JAMCHUILUIMHBI, TpPeOOBaHUSI K pe3yJbTaTaM OCBOEHMHS
JUCIHHUILINHBI

B pesynbrare m3ydeHuss npogeccHOHaTbHOTO MOy OOYy4arolIUHCA JOJDKEH: MMeETh
NMPAKTUYECKUN ONBIT:

OpraHmaly J0CTyNa K JIOKAIbHBIM U II00aIbHBIM CETIM;

cOopa maHHBIX Uil aHAJIM3a WCMOJIb30BaHUA M (PYHKLHOHUPOBAHUS MPOTPAMMHO -
TEXHMYECKHUX CPEJCTB KOMIBIOTEPHBIX CETEeil;

yMeThb:

aIMUHUACTPUPOBATh JIOKAJIbHbIC BBIUUCIUTEIbHBIE CETH;, MPUHUMATh MEpPHI 10
YCTPAaHEHHIO BO3MOKHBIX COOEB;

3HATh:

OCHOBHBIC HAIpaBJICHUS AIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEl;

TEXHOJIOTUM 0€30MacHOCTH, TMPOTOKOJBl aBTOPM3AIUH, KOHOUICHIUATLHOCTh U
0e30macHOCTh mpu pabote B Web;

MOPSIZIOK MOHUTOPUHTA W HACTPOWKHM TPOM3BOIUTEITH HOCTH.

MakcumanbHass ydueOHast Harpy3ka oOyudaromierocs B 5 cemectpe 126 yaca, B TOM 4HCIe:
. o0s3arenbHas ayJquTopHas ydeOHas Harpy3ka oOydarormerocs 82 4acos;

. camocCTOsITeNIbHasE pabota oOyuaromierocs 44 yaca;



14. ITepeyenb MJIaHMPYEMBbIX Pe3yJIbTATOB 00y4YeHHS MO AMCHUILINHE
(mepeyeHb (popMHUPYEeMbIX KOMIIETCHIUI)

Vyamuiics I0/KeH o001amarh OOHMMMHM KOMIETCHIMSIMH, BKJIIOYAIOINIMMH B ceOs
CII0COOHOCTB:

. OK 1. Ilorumarh CYIIHOCTH U COIMAIBLHYIO 3HAYUMOCTH CBOEH OymyIeit
npodeccuy, NposIBISITh K HEM yCTONUMBBIA HMHTEpecC.
. OK 2. Opranm3oBsiBaTh COOCTBEHHYIO J1€STEIbHOCTb, BHIOMPATh TUIOBBIC

METOJbI U CTIOCOOBI BHIMOJHEHUSI TPO()ECCUOHATIbHBIX 3a/1a4, OICHUBATh WX
3¢ (PEeKTUBHOCTh ¥ KauyeCTBO.

. OK 3. IlpunuMaTh pelieHus] B CTAHIAPTHBIX M HECTAHAAPTHBIX CUTyalMsiX U
HECTHU 32 HUX OTBETCTBEHHOCTD.
. OK 4. OcymiecTBiiaTh MOUCK M WUCTIOJH30BaHUE HHPOpPMAIUHK, HEOOXOAUMOM

1011 3Q(EKTUBHOTO BBINIOTHEHUA TMPO(ECCUOHATBHBIX 3a/ad, Mpo PECCHOHAILHOTO U
JMYHOCTHOTO Pa3BUTHS.

. OK 5. Mcnonb3oBaTh MHPOPMALIMO HHO-KOMMYHHUKALMO HHbIE TEXHOJIOTUM B
npodeCCUOHATLHO W JIESITEIbHOCTH.

. OK 6. PaboTarh B KOJUIEKTHUBE M B KOMaHIE, 3h(HEeKTUBHO 00IIaThCs ¢
KOJUIETaMM, PYKOBOJCTBOM, HOTPEOUTEIISIMMU.

. OK 7. Bpatp Ha ce0si OTBETCTBEHHOCTh 3a PabOTy UJICHOB KOMaHIbI
(MOAYMHEHHBIX), 3a Pe3yJbTAT BHITIOJHEHUS 3aIaHHIL

. OK 8. CamocToATelIbHO OMpeiesiATh 3a1a4u Mpo(dheCCUOHATLHOTO U

JIMYHOCTHOT'O pPa3BUTHA, 3aHUMATbCA caMoo6pa3013aHHeM, OCO3HAaHHO IUIAaHUPOBATh
IOBBIINICHHEC KBaHI/IQ)I/IKaI_[I/II/I.

. OK 9. OpueHTupoBaThCsl B YCIOBHSAX YAaCTOM CMEHbI TEXHOJIOTHHA B
npodeCCUOHATLHO W JIESITEIbHOCTH.

. [1IK 2.1. ATMUHICTPUPOBATh JIOKATHHBIE BBIYUCIHUTEILHBIE CETH U
NPUHUMATh MEpPBI M0 YCTPAHEHUIO BO3MOKHBIX COOEB.

. [1K 2.2. ATMUHHCTPHUPOBaTh CETEBbIE Pecypchl B MH()OPMAIHO HHBIX
CHUCTEMaXx.

. [1K 2.3. Ob6ecrnieurnBath COOp JAaHHBIX IJISl aHAIM3A WCTIOJIB30BaHUSA U
(GYHKIMO HUPOBAHUA MPOTPAMMHO-TEXHHMYECKUX CPEICTB KOMIBIOTEPHBIX CETEH.

. [1K 2.4. B3aumoeiicTBOBaTh CO CIICIMAIMCTAMHU CMEXKHOTO Mpodmis mpu
pazpaboTke METOJO0B, CPEICTB U TEXHOJOTUH TMPHUMEHEHUs OOBEKTOB

npodeCCUOHATLHO M JIESITEIbHOCTH.



2. CTpykTypa M coaep:kaHue y4eOHOM TUCHUIINHBI

2.1. O0bem yueOHOM TUCUMIIIIMHBI M BUABI Y4eOHOI padoThI
Bcero yacoB| Cemectpsl

Bun yueOGHO# pabOoThI 5
Oosi3aTesibHasi ydeOHasi Harpy3ka (Bcero) 82 82
B tom uucne:
3aHATUS JICKHMOHHOTO THIIA 52 52
NPAKTUYCCKHE 3aHATHS (TPAKTUKYMBI) 30 30
71a00paToOpHBIE 3aHATHS - -
CamocTosiTeJibHaAsi padoTra (BCero) 44 44
B TOM YHCJIE:
Peghepam 14 14
CamocmosmenvHas HeayoOumopHas paboma 6 6ude OOMAWHUX NPAKMUYECKUX 3a0aHUlU,
UHOUBUOYATBHBIX 3A0AHUU, CAMOCMOAMENbHO20 NO000pA U U3VYEHU OONOIHUMENTLHO2O 30 30
meopemuiecko2o Mamepuand u op.
Bujx npoMexxyTo4yHOM aTrecTaluu g ¢.3auer
Bun utorosoii arrectanuu (3K3aMeH)
OO6mmas Tpy10eMKOCTh 126 gacoB 126 126

2.2. CTpyKkTypa AMCHMILIMHBI

VYuebnas qucimminaa MJIK.02.03 «Opranmzanusi aaMHUHACTPUPOBAHUS

KOMMYTHPYEMBIX CETEH M CHCTEM JIOCTYyINa K II00AIBHBIM CETSIM» UMEET CJIEIYIOILYIO

CTPYKTYPY:
Jlabopa [CamocTosTenpHas
Bcero Jlexiuun IIpaktnueckue TOpHBIE |[paboTa 00yJAIOIIHXCS
3aHATUSA 3aHATUA

Tema 1 9 4 2 3
KopnopatusHbie cetu
Tema 2

. 16 6 4 6
V3yuenne nHGpacTpyKTypbl KOPIIOPATHBHON CETH
Tema 3 § 2 8 6 8
KomMyTanus B KopnopaTuBHOM ceTu
Tema 4 15 6 4 5
Afipecanys B KOpIIOpPaTUBHOM ceTu
Tema 5
MapmpyTrszanus ¢ HOMOIIbIO MPOTOKOJIa BEKTOPOB (14 6 3 5
paccTosHUsA
Tema 6
MapuipyTi3anus mo npoTokoily Ha 6a3e coctosiHusA (11 6 2 3
KaHazia
Tema 7
Co3nanue kananoB kopropatuBaoil cetn WAN 9 4 2 3
Tema 8
OumpTpanus TpaduKa ¢ UCMOJH30BaHUEM CIIMCKOB (14 6 3 5

KOHTPOJI IOCTyHa




Tema 9
YcTpaHeHre HEMoNa0K B KOPIIOPATUBHOM ceTn

16




2.3. TemaTnuecknili MJIaH U coJAep:KkaHUe Y4eOHOM AN CUUIIHHBI
M/K.02.03 «Opranusanusi aIMMHUCTPHPOBAHNSI KOMMYTHPYEMBbIX CeTel U CHCTeM
A0CTYNA K IJ100AJbHBIM CETAM»

HaumeHoBaHue
pa3nesioB U TEM

Conepixanne y4eOHOro Marepualia, NMpaKTHYecKHUe PpadoThbl,
CaMOCTOsITeJIbHAsE padoTa 00y4yarommxcst

Oobem
4acoB

Y posenn
OCBOEHUS

Tema 1.
KopnopaTtusHbie cetu.

Conepikanue y4eOHOro Marepuaia

JleKiun

Jlexkuusa 1.1. Onucanue KOPNOpaTUBHOMN CETH.

Jlexiust 1.2. UneHTrduKanus KOPIOPATUBHBIX MPUIIOKESHUH.

Jlexkuusa 1.3. Tloanepxka ynaneHHbIX paOOTHHKOB.

IlpakTHyeckne 3aHSITHA

[Ipaktrueckoe 3anstue 1. IloToku Tpaduka B KOpIOpaTUBHOM ceTU. Perxxumpl
noTokoB Tpaduka. [Ipunoxkenus u Tpa@uKk B KOPIMOPATUBHON CETH.
[puopwuresamus cereBoro Tpaduka. KontponsHast paboTa mo utoraM TeMsr |
(TecT B pexuMe OHJIANH).

JlaGopaTopHble 3aHATHS

CamocTosiTe/IbHasi pa0oTa 00y4aroLINXCsI

w

Tema 2. Byuenue

HHPPACTPYKTYPbI
KOPIOPATUBHOW CeTH.

Conepikanne y4yeQOHOro Marepuaia

Jlekiuu

Jlekuus 2.1. OnucaHue CymecTBYOUICH CETH.

Jlexiust 2.2. Tloanep)kka TpaHUIlbl KOPTIOPAITHH.

Jlexuus 2.3. TloBropeHHe MpOWICHHOTO O KOMMYTAIIMU U MapUIpyTH3AIHH.

IlpakTHyeckne 3aHSITHA

BN NN

IMpakTnueckoe 3aHATue 2. JIOKyMeHTaIMs 10 KOPIOPATUBHON CETH.
[IpoexTpoBaHKe U MPUHIMIBI TEIEKOMMYHUKAIIMOHHOW KOMHATBI.
[loaxkmouyeHue KOpopaTUBHOM CETH K BHEIIHUM YyCIyraM.

[Npakruueckoe 3ansitie 3. bazoBbie koMaHabl ShOwrnHTepdelica KoMaHHON
CTPOKH MapmipyTi3atopa. basoBas HacTpoiika MapuIpyTH3aTOpa ¢ IOMOIIBIO
uHTep(elica koMaHIHOM cTpoku. bazoBsle koMaHBI HHTEp Delica
CLImapmpymusatopa. KoHTponsHas paboTta mo utoram TeMsl 2 (TeCT B
peKuMe OHNaiH).

JlabopaTopHble 3aHATHS

CamocTosiTe1bHasi padoTa 00y4yaroLIuXCst

Tema 3.
Kommyramusa B
KOPHOPATHUBHOI CeTH.

Conep:kanne y4eQOHOr0 MaTepuasa

JleKum

Jlexus 3.1. Onucanue KOMMYTAallMY KOPIOPATUBHOTO YPOBHSL.

Jlexkuus 3.2. IlpepoTBpaieHue neresi- KOMMYTAIUH.

Jlexums 3.3. Hactpoiika VLAN.

Jlexuns 3.4. Tpanxunar u MmapmpyTtazanus Mexay VLAN.

Jlexmmst 3.5. O6c¢ayxuBanne VLANB KoprmopaTHBHOM CeTH.

I
N nofs

IlpakTHuyeckne 3aHATHS

ODINININ

[Ipaxtnueckoe 3ansatre 4. KomMmyTanus u cermenTanus ceti. besonacHocTs
KOMMYTaTOpOB. Pe3epBupoBanue B KOMMYTHpyeMoii cetd. [IpoTokosr STP
(SpanningTreeProtocol). Kopuesbie moctsl. IIpoToko s STPB nepap xudeckoi
CETH.

[paxmueckoe 3anstue 5. VLAN. Hactpoiika VLAN. Hnenmndukamnus
VLAN. Tparkosslie moptel. Pacnpoctpanenne VLANHa HECKOIBKO
KOMMYyTaTopoB. MapmpyTusanus mexay VLAN.

IMpaxtuueckoe 3austue 6. [Ipotokoa VTP (VLANTrunkingProtocol).
Hactpoiika VTP. TToanepxka VLANmst IP-teneonnu u 6ecpoBoHOTO

noctymna. PekoMenayembie MeTopl paboTsl ¢ VLAN.
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HaumeHoBaHue
pa3nesioB U TEM

Conepixanne y4eGHOro MarTepuajia, NpaKkTHYecKHe PpadoThbl,
CaMOCTOsITeJIbHas padoTa o0y4yarommxcst

Oobem
4acoB

Y posenn
OCBOEHUS

KonTponbHas paboTa 1Mo HTOraM TeMbI 3 (TECT B peXMMe OHJIAlH).

JlaGopaTopHblie 3aHATHS

CamocTosiTeJbHAs padoTa 00y4aIOIIMXCS

Tema 4. Anpecanusi B
KOPIOPATHBHOM CeTH.

Coneprkanue y4eOHOro Marepuaia

JleKuuu

Jlekuus 4.1. Ucnonk3oBanue cxeMbl ajpecanuu uepapxudeckoit IP-ceru.

Jlexums 4.2. Ucnons3oBanne VLSM.

Jlexuus 4.3. Vcnomns3zoBanue OeckinaccoBoid Mapiupytusauuu 1 CIDR.

Jlexnus 4.4. Ucnons3osaune NATu PAT.

IR
INIESIENIES)

IlpakTHyeckue 3aHATHS

IIpakmnueckoe 3ansatHe 7. Micnospb3oBaHue MOACETEN I CTPYKTypHU3aLUU
cetu. Pacuer moacerteif ¢ MCTOJIB30BaHNEM ABOMYHOTO IIPEICTABICHHUS.
IIpouecc 6a3oBoro pa3duenus Ha mojaceTn. Macku MOJICeTH NepeMeHHOM
mmeel (VLSM). Baenpenue aapecaumu VLSM.

IMpaktrueckoe 3ansatre 8. CIDRu cymmupoBanue MapuipyToB. PacueT
cymMMapHoro MmapupyTa. 3ommpoBanHbie mojceTd. [IpocTpaHCTBO 4aCTHBIX
IP-anpecoB. Cratnueckoe u auHamuueckoe npeodpazoanue NAT.
Hcnoms3osanue PAT. KonTponpHast paboTta mo utoram TeMsl 4 (TeCT B
pexxuMe OHNAlH).

JlabopaTopHble 3aHATHS

CamocTonTe/ibHast pa0oTa 00y4arolINXCst

Tema 5.
Mapmipytizanus ¢
MOMOILBIO NPOTOKOJIA
BEKTOPOB PACCTOSIHUSA.

Conepicanue y4yeOHOro Marepuaia

JleKum

Jlexust 5.1. YpaBneHue KOpIOPaTUBHBIMU CETIMH.

Jlexmust 5.2. MapmpyTu3samms ¢ moMoIibio npoTokosa RIP.

Jlexmust 5.3. MapmpyTusaius ¢ moMonibio npotokosia EIGRP.

Jlexums 5.4. Buenpenne npotoxona EIGRP.

R
N R oo

IlpakTHuyeckne 3aHATUSA

[Ipaktnueckoe 3ansatre 9. Kopnopatususie Tonosnoruu. Cratudeckas u
IMHaMHUYeckas Mapipytuanus. Hactpoiika ctatTmaeckux MapiipyToB.
MapuipyTsl o yMosuanuio. Hactpoiika nmpotokosa RIPv2. TIpo6iemebl ¢
npotokosioM RIP. TIposepka mpotoxomna RIP.

[paxmaeckoe 3anstue 10. Hactpoiika mpotokona EIGRP. Cymmuposanue
mapmpyTtoB EIGRP. TIposepxka padotel mpotokosia EIGRP. Kontponphas
paboTa 1Mo utoramMm TeMbl 5 (TECT B peKHUME OHJIANH).

JlaGopaTopHble 3aHATHS

CamocTosiTeJbHAs padoTa 00y4alOIIMXCs

Tema 6.
MapuipyTuzanus 1o
MPOTOKOJIy Ha 0aze
COCTOSIHUSI KaHaJa.

Conep:kanne y4yeOGHOro MaTepuasia

JleKiuu

Jlexiust 6.1. MapipyTusaius ¢ ucmoJib3oBanueM mpotokoja OSPF.

Jlekuus 6.2. Buenpenue npotokosna OSPFomHo# o6nacTi.

Jlexmust 6.3. Mcnonp30BaHNE HECKOJBKUX MPOTOKOJOB MapUIpyTH3ALMY.

=[P
N[N~

IlpakTHyeckHe 3aHATUSA

NINININ

Ipaxmueckoe 3anstue 10. HacTtpoiika 6a3oBoro npotokona OSPFB omHOM
obmactu. Hactpoiika aytentudukannu OSPF. Hactpoiika mapaMmeTpoB
OSPF. Tlposepka pabotsl mpotokosa OSPF.

[paxmnueckoe 3anstue 11. HacTpolika u pacnpocTpaHeHHE MapUIpyTa o
ymomanuio. Hactpoiika cymmuposanust OSPF. Mcro nb30BaHue HEC KOJIBKHI K
MIPOTOKOJIOB Ha npe Mpusi Tui. KoHTposnbHas paboTa mo utoraMm TeMsl 6 (TecT
B PEKHUME OHJIAMH).

JlabopaTopHble 3aHATHS

CamocTosiTeibHast padoTa 00y4aroUINXCS

Tema 7. Cozpanue
KaHAJI0B
KOPIOPaTHBHO# ceTH
WAN.

Conep:kanne y4eOHOro Marepuasia

JleKuu

Jlexuus 7.1. Tlomxmouenne xopnopatusHoit cetn WAN.

Jlexuus 7.2. CpaBHeHue o0mux nHKancynuii cetn WAN.

Jlexuus 7.3. Vcnons3zoBanue Frame Relay.
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HaumeHoBaHue
pa3nesioB U TEM

Conepixanne y4eGHOro MarTepuajia, NpaKkTHYecKHe PpadoThbl,
CaMOCTOsITeJIbHas padoTa o0y4yarommxcst

Oobem

qJacoB

Y posenn
OCBOEHUS

IlpakTHuyeckHne 3aHATUSA

Ipaktraeckoe 3ansatue 11. Ycrpoiictea cetn WANU TexHonoruu.
Crammaptel cetn WAN. Joctyrm k cetn WAN. KommyTanus kaHanoB u
naketoB. Texnonmornn WAN«Iocie s MAIID M «UIMHHAS WCTAHIIASN .

[Mpaxtnueckoe 3austue 12. Mukancymiunu Ethernetu WAN. HDLCu PPP.
Hactpoiixka PPP. Aytermudukanus PPP. Hactpoiika npoTtokonoB PAPu
CHAP. KontponbHas paboTa 1Mo uToraM TeMbl 7 (TECT B peXHUME OHJIANH).

-

JlaGopaTopHble 3aHATHS

CamocTosiTe/IbHasi pa0oTa 00y4arolINXCsI

Tema 8.

Conepikanue y4yeGHOro Marepuaia

®uwibTpanus Tpad ukalJlexkuuu

€ HCTO0JIB30BAHHEM
CIHMCKOB KOHTPOJIS
nocTyna.

Jlekuus 8.1. Mcnosb30BaHne CIMCKOB KOHTPOJISL IOCTYTIA.

Jlexums 8.2. Mcnonp3oBaHue maOI0HHOW MaCKH.

Jlexkuus 8.3. Hactpolika cnuckoB KOHTPOJISL OCTyTIA.

Jlexuus 8.4. Pa3zpemienne u 3anpenieHne onpeeeHHbIX THIIOB TpaduKa.

Tl el el e

NINININ

IlpakTHyeckune 3aHITHA

WININ [P |O

Ipaktnueckoe 3ansatue 12. Tunbl u ucnosb3oBanue ACL-cricKoB.
Oopabotka ACL-criricka. llenb MCIONBL30BaHUS U CTPYKTypa MIa0J0OHHOM
macku ACL-ciimcka. OmneHka pe3ysIbTaTOB HCIOJIb30BaHHS LIA0JIOHHOM
Macku. Pasmenienue ctanmaptHeiX U pacmmpeHHbX ACL-criuckoB.
Hactpoiixa HymepoBaHHbIX cTaHmapTHEIX ACL-cnimckoB. Hactpoiika
HyMepoBaHHEIX pacmmpeHHbX ACL-ciimckoB. HacTtpoiika MMEHOBaHHBIX
ACL-cickoB. Hactpoiika moctyna k kananam VT YMapmpyTtuzatopa.

IMpaktrueckoe 3ansatre 13. Hactpoiika ACL-ciCKOB i UIIBTpaIiiu
nopToB u npuioxenuid. Hactpoiika ACL-crinckoB s moaaepxaHus
ycraHoBieHHOTO Tpaduka. Bmusaue NATu PATHa pasmemenue ACL-
cnucka. Anamm3z ACL-crickoB cetn n ux pasmemienus. Hactpoiika ACL-
cruckoB ¢ mapupyTuzanueit mexay VLAN. Kortponbaas paboTa mo utoram
TeMBI § (TeCT B peKHUMeE OHJIAHH).

JlaGopaTopHble 3aHATHS

CamocTonTe/ibHast pa0ora 00y4arolIUXCs

Tema 9. Y cTpaneHue
HeMoJIAA0K B
KOPIOPATUBHOW CeTH.

Conepikanue y4yeGHOro Marepuaia

JleKum

Jlexums 9.1. IMocnenctsus cOOs B cETH.

Jlexmust 9.2. Yetpanenue npoOiaeM KOMMYTAITUK U CBSI3H.

Jlexmust 9.3. YcetpaneHnue mpo0OiieM MapInpy TH3AIHH.

Jlexmust 9.4. Yetpanenue npo6aem konpuryparun WAN.

Jlexmust 9.5. Tlouck m ycTpaHeHUe HEUCTIPAaBHOCTEH, cBsa3aHHbIX ¢ ACL-
CIHCKAMU.

IlpakTnyeckne 3aHSITHA

NEEENEEE

[paktuueckoe 3aHsTHE 14. MOHUTOPUHT U PO UIAKTHICCKOE
o0ciy)KUBaHHE CeTH. Y CTpaHEHHE HEMoJIa JOK U JOMEH BO3HUKHOBEHUS COOS.
Ipornecc yctpaneHus npobieM. YcTpaHeHHe po0ieM Ha ypOBHE
KOMMYTATOpOB. YcTpaHeHue npooyieM ¢ koHpurypamueit VLAN.
Yctpanenne npodsiem VTP. TIpobnemsr mpotokona RIP. TIpo6nemsr EIGRP.
IMpo6aembr OSPF. TIpoGaeMbl iepepacpeiesicHisi MapiuipyToB.

Ipaktraeckoe 3aHatHe 15. YcTpanenne npoOJieM MOIKIFOUCHHS B CETH
WAN. IMouck u ycTpaHeHHEe HEUCIPABHOCTEH ayTCHTH()UKAIIMU B CETH
WAN. Kax y6emutses, uto npodnema B ACL-crimcke. [IpoGmemsr
koH(urypammu u pasmemenns ACL-crimcka. KonTtposnsnas pabota o
uTOraM TeMbl 9 (TeCT B peXXHUME OHJIANH).

JlaGopaTopHble 3aHATHS

CamocTosiTeJbHAs padoTa 00y4alOIINXCS

6

Yposenv oceoenus: 1 -necxuti, 2 - omnocumenvHo necKuil, 3 — CIONHCHBILL.
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2.4. Copaep:xxaHue pa3iesioB THCHUIIIHHBI

2.4.1. 3aHgaTuda JeKIHOHHOI'0 THIIA

No H dopma
o AUMEHOBaHKE pasjiena
CopneprxaHue paszuena (TeMBbI) TEKYLLIETO
paznmena  |(TeMbI)
KOHTPOJISt
1 2 3 4
Tema 1. KopnopaTuBHsble cetn.
1 Onucanue 1.1.1. Tloaneprxka KOPHOpAIUH. P,V
koprniopatuBHO# cetn.  |1.1.2. TloToku Tpaduka B KOPIIOPATHBHOMN CETH.
1.1.3. KopnopatuBusie cetd LANu WAN.
1.1.4. Cetn MHTpaHET M HKCTPAHET.
2 Unentudukarms 1.2.1. PexxuMbI TOTOKOB TpaduKa. P,V
KOPIOPAaTUBHBIX 1.2.2. TlpunoxeHus u TpaduK B KOPIOPATUBHOM CETH.
MIPUJIOKEHUH. 1.2.3. TlpuopuTesanusi ceTeBoro tpaduka.
3 1.3.1. Yaanennas pabora. P,V
IMonmepxka ymaneHHbIX|1.3.2. BupTyanbHBIE YacTHBIE CETH.
pabOTHHKOB.
Tema 2. Byyenune uHQPPacTPyKTypbl KOPHOPATHBHOW CETH.
4 Onucanue 2.1.1. JIokyMeHTALUs 110 KOPIIOPATUBHOM CETH. P,V
cymectByromiei cetd.  |2.1.2. Llentp ynpasienus cetbio (NOC).
2.1.3. IlpoextupoBaHHE U NPUHIHMIIB TEJICKOMM YHHKAIUOHHON
KOMHATHI.
5 [lonnepxka rpaHuIIbl 2.2.1. TlpepocTaBieHre yCayry TOYKH TMPHCYTCTBHS. Py
KOPIIOpAInH. 2.2.2. CoobpaxkeHusI 10 6€30TACHOCTH Ha TPaHHIIe KOPIIOPAIHH.
2.2.3. Tloaxmo4yeHue KOPIOPATUBHOM CETH K BHEIIIHUM YCJIYTaM.
6 IMoBTOpeHue 2.3.1. MapupyTu3aTtophl. P,V
HPOHAEHHOTO 1O 2.3.2. ba3oBble kOMaHABl ShownHTepdeiica KOMaHAHOM CTPOKH
KOMMYTaIllH | MapHIpyTH3aTopa.
MapuIpyTH3AIIH. 2.3.3. Ba3oBas HacTpoiika MapIIpyTA3aTOpa ¢ MOMOIIBIO HHTepdetica
KOMaH/IHOW CTPOKH.
2.3.4. KoMMyTaTOpHI.
2.3.5. BazoBbie komanpl nHTEpdeiica CLimapmpyTuzatopa.
Tema 3. Kommyrauusi B KOPHOpaTUBHOH CeTH.
7 3.1.1. KoMMyTausi U CETMEHTAILMS CETH. Py
Onucanne kommyTanun |(3.1.2. MHOTOYpOBHEBas KOMM Y TaLlUsl.
KOPIIOPATUBHOIO 3.1.3. Tumbl KOMM Y TaLlUH.
YPOBHSL. 3.1.4. be3omacHOCTh KOMMYTATOPOB.
8 [IpenoTBpamienue 3.2.1. Pe3epBupoBaHHe B KOMMYTHPYEMOil CETH. P,V
neTeslb KOMMYTalliH. 3.2.2. TIpotokonSTP (Spanning Tree Protocol).
3.2.3. KopHEeBBIE MOCTHI.
3.2.4. TIpotokon STPB HepapXu4ecKOl CETH.
3.2.5. IlpotokonnRSTP (Rapid Spanning Tree Protocol).
9 Hactpoiika VLAN. 3.3.1. VLAN. P,V
3.3.2. Hactpoiika VLAN.
3.3.3. Unenmnduxamms VLAN.
10 TpaHkuHr 1 3.4.1. TpaHKOBEIC TIOPTHI. P,y
MapmpyTtazanus Mmexay (3.4.2. Pacipoctpanerne VLANHa HECKOJIBKO KOMMYTATOPOB.
VLAN. 3.4.3. Mapmpymuzanus mexay VLAN.
11 OO6ciyxuBaHNE P,y
VLAN B xopnopatisHoii|3.5.1. IIpotokonVTP (VLAN Trunking Protocol).
ceTH. 3.5.2. Hactpoiika VTP.
3.5.3. TMommepxxka VLANmst IP-tenedonnu u 6ecripoBOIHOTO JOCTyTIA.
3.5.4. Pexomenayemsbie MeTo el paboTsl ¢ VLAN.
Tema 4. Anpecanusi B KOPHOpPaTHBHOM CeTH.
12 Hcnonb3oBanue cxembl (4.1.1. [Inockue u uepapxuuecKue CETH. P,V

azpecanum
uepapxuueckoit IP- cetu.

4.1.2. Anpecanusi B uepapXu4ecKix CETIX.
4.1.3. Ucnionp30BaHUE MOACETCH VI CTPYKTyPHU3ALHH CETH.
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dopma

Ne HaumenoBanue pasnena C
pasiena  |(TeMbl) oZiep>KaHHE paszernia (TeMBbI) TEKYIIETO
KOHTPOJIS
1 2 3 4
13 Hcnoms3zoBanne VLSM. [4.2.1. Macka rojaceTu. P,y
4.2.2. Pacuer mojceTeil ¢ UCMOJIb30BAHUEM JBOUYHOTO IPE/ICTABICHUSI.
4.2.3. Ilponecc 6a30BoTO pa3dneHNs HA TOCETH.
4.2.4. Macxku nojcet nepeMmentoit mmusl (VLSM).
4.2.5. Buenpenne agpecarnu VLSM.
14 Hcnoms3oBanue 4.3.1. KnaccoBast u OeckiiaccoBasi Mapuipy TH3aIusl. P,V
GecxaccoBoit 4.3.2. CIDR u cymMMHUpOBaHHE MapuIpyTOB.
MaplIpyTH3aLUU U 4.3.3. Pacuer cyMMapHOTO MapIIpyTa.
CIDR. 4.3.4. V3omipoBaHHBIE MOJICETH.
4.3.5. OnTrManpHBIe METOAB! apecaluil ¥ pa3/ie]eHIs Ha ITOICETH.
15 Hcnoms3osanne NAT u [4.4.1. TIpoctpancTBo gacTHBIX IP-ampecos. P,V
PAT. 4.4.2. NAT Ha cTOpOHE IpeAIPUATHSL.
4.4.3. Cratnueckoe u quHaMmueckoe npeobpasosanue NAT.
4.4.4. Vctiosp3oBanue PAT.
Tema 5. MapmipyTusanusi ¢ NoMOIILI0 IPOTOK0JIA BEKTOPOB PACCTOSIHUSA.
1 YnpasneHue 5.1.1. KopniopaTiBHEIE CETH. P,y
KOPIIOPATUBHBIMHU 5.1.2. KopriopaTHBHEIE TOTIOJIOTHH.
CeTAMHU. 5.1.3. Cratnyeckas W IMHAMHUYECKast MapIIpy TH3AIHS.
5.1.4. Hactpoiika CTATHYECKUX MapIIpyTOB.
5.1.5. MapmpyTsl 10 yMOJTIaHHUIO.
2 MapupyTtuzanus ¢ 5.2.1. IIpoTOKOJIBI MapUIpyTH3aIUH HA OCHOBE BEKTOPOB PACCTOSHHS. P,y
nomMoursio mpotokona  (5.2.2. IIpotoxon RIP.
RIP. 5.2.3. Hactpoiika npoTtokona RIPv2.
5.2.4. TIpobnemsl ¢ mpotoxosom RIP.
5.2.5. Tlposepka npoTtokoisa RIP.
3 Mapuipytusanus ¢ 5.3.1. Orpannuenus npotoxomna RIP. P,V
noMo1ursio npotokona  [5.3.2. IIpotoxos EIGRP.
EIGRP. 5.3.3. Tepmunonorus u Tabymuel npotoxoma EIGRP.
5.3.4. Cocemn u cmexnoctu EIGRP.
5.3.5. Metpuku u koHBepreHuus npotokona EIGRP.
4 Brenpenne mpotokosa  [5.4.1. Hactpoiika mpoTtokona EIGRP. P,V
EIGRP. 5.4.2. CymmupoBanne mapupyTos EIGRP.
5.4.3. TIpoBepka padoTel npotokoia EIGRP.
5.4.4. TIpobnemsbl u orpann4eHus npotokona EIGRP.
Tema 6. MapmipyTusanusi 1o NpoToKoJy Ha 0a3e COCTOSHHMsSI KaHajla.
5 Mapmpytnzanus ¢ 6.1.1. PaboTa mpOTOKOJIOB MapmIpyTH3alNH Ha 0a3e COCTOSHUA KaHama. (P, Y
UCIOJIb30BAHUEM 6.1.2. Metpuku u KoHBepreHIus npoTokoiaoB OSPF.
npoTtokosa OSPF. 6.1.3. Cocemaune mapmpytuzatopsl OSPFu oTHOIIEHHS CMEXHOCTH.
6.1.4. O6mactu OSPF.
6 Buenpenue mpotokosa  (6.2.1. Hactpoiika 6a3oBoro mpotokona OSPFB omHOM o6mactw. P,V
OSPFommoit obmactn.  |6.2.2. Hactpoiika aytermndukannun OSPF.
6.2.3. Hactpoiixa mapametpos OSPF.
6.2.4. Ilposepka pabotel mpotokosa OSPF.
7 6.3.1. Hactpoliika u pacnpocCTpaHeHHE MAPIIPYTA 110 YMOJTYAHHUIO. P,V
Hcnonb3oBanue 6.3.2. Hactpotiika cymmuposanus OSPF.
HECKOJIBKIX NMPOoTOK0JOB [6.3.3. [Ipo6memsr u orpanudenust OSPF.
MapIIPyTU3ALHUU. 6.3.4. Mcnonp30BaHNe HECKOIBKUX NMPOTOKOJIOB HA IPEANPHUSTHH.
Tema 7. Co3nanne kaHajioB kopnopatuBHoi cetn WAN.
8 Mo mxnmroveHme 7.1.1. Ycmpoiictea cetn WANH TexHONIOTHA. P,V
KOPIIOPAaTUBHOU CETH 7.1.2. Craggaptel cetnt WAN.
WAN. 7.1.3. Joctym k cetn WAN.
7.1.4. KoMMyTanus KaHaJOB U MaKeTOB.
7.1.5. Texuonoruu W AN«IOCHEIHSS MDY ¥ <«UTMHHAS TACTAHIIUS) .
9 CpaBHenue 06mux 7.2.1. Unkancynsman Ethernet mw WAN. P,y
UHKANCYJSALUN ceTu 7.2.2. HDLC wu PPP.

WAN.

7.2.3.
7.2.4.
7.2.5.

Hactpoiixa PPP.
Ayrenmudukanus PPP.
Hactpoiika npotoxosos PAPu CHAP.
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dopma

Ne HaumenoBanue pasnena C
pasena  |(Temen) oJiepkaHne paszesia (TeMbl) TEKYIIEero
KOHTPOJIS
1 2 3 4
10 Hcmosm3oBanue Frame [7.3.1. O630p mpoTokosa Frame Relay. P,V
Relay. 7.3.2. dyHKIMOHAILHBIC BO3MOXHOCTH Frame Relay.
Tema 8. ®uiabTpanms TpagukKa ¢ HCNOJIH30BAHHEM CHHCKOB KOHTPOJISI JOCTYyNAa.
11 Hcnonb3oBanue cruckos|8.1.1. dumptpanus tpaduka. P,y
KOHTPOJI IOCTYyIIA. 8.1.2. Ciucku KOHTPOJIS JOCTYyIIA.
8.1.3. Tums! 1 ucnonp3oBanue ACL-criuckos.
8.1.4. O6padotka ACL-criucka.
12 Hcnonb3oBanue 8.2.1. Ilenp MCMOIB30BaHuUA U CTPYKTypa madsonHo# Mmacku ACL- P,V
MIa0JIOHHOW MAaCKH. CIIHCKA.
8.2.2. OnieHka pe3yJIbTaTOB MCIOJb30BAHUS MAOJOHHON MaCKH.
13 Hactpoiika crninckoB 8.3.1. Pa3menieHne cTaHIAPTHRIX M paciupeHHbIX ACL-CITUCKOB. P,V
KOHTPOJISI JIOCTyTIA. 8.3.2. OcHogHol nporecc HacTpoiiku ACL-crimcka.
8.3.3. Hactpoiika HymepoBaHHBEIX cTaHIapTHEIX ACL-crimckos.
8.3.4. Hactpoiika HymepoBaHHBIX pacmupeHHbIX ACL-crrckos.
8.3.5. Hactpoiika umenoBanubix ACL-CIICKOB.
8.3.6. Hactpoiika moctyna k kaHanam VT YMmapuipyTtuzatopa.
14 Paspemenue u 8.4.1. Hactpoiika ACL-criuckoB mis QuIbTpanuu MopToB U P,y
3aIpEeIICHNAE MIPUJIOKEHUH.
onpeneneHHbIX THIOB  |8.4.2. Hactpoiixa ACL-cimckoB U1 MOiepKaHUS YCTAHOBICHHOTO
Tpaduka. Tpaduka.
8.4.3. Bmmsane NATu PATHa pasmemenne ACL-ciimcka.
8.4.4. Anaymz ACL-criickoB CeTH U WX pa3MelleHus..
8.4.5. Hactpoiika ACL-ctimckoB ¢ mapmpytusamuei Mexxay VLAN.
Tema 9. YcTpaHeHHe HeNoJad0K B KOPHOPATHBHOM ceTH.
15 IMocnenctBust cOos B 9.1.1. TpeboBaHus K KOPIIOPATHBHOMN CETH. P,V
CeTH. 9.1.2. MOHUTOPHHT U MPOPUIAKTHICCKOE 00CITYKUBAHKE.
9.1.3. YcrpaHeHHe HEmoiaioK U JOMEH BO3HHKHOBEHUS c0Osl.
9.1.4. Tlpouecc ycTpaHeHUS IPOOIIEM.
16 Yerpanenne npobiem  |9.2.1. YceTtpanenue npo0ieM Ha ypoBHE KOMMYTaTOPOB. P,y
KOMMYTAllK 1 cBsi3u.  (9.2.2. Yctpanenue npo6iem ¢ koHpuryparmueir VLAN.
9.2.3. Ycerpanernne npobiem VTP.
17 VYerpanenne npobmem  [9.3.1. IIpoGemsr npoTtokomna RIP. P,y
MapIpy TH3aIuu. 9.3.2. TIpo6nemsr EIGRP.
9.3.3. IIpo6nembr OSPF.
9.3.4. [IpobneMsl IepepacipeieleHHsT MapIpyTOB.
18 Yctpanenne npobiiem  |9.4.1. Yerpanenue npobsiem moakmouenus B cetn WAN. P,V
koHuryparmmu WAN. [9.4.2. Tlonck n ycTpaHeHHe HEUCIPAaBHOCTEH ayTeHTH()UKAIINH B CETH
WAN.
19 IMTouck u yctpaneHne 9.5.1. Kax y6emtscs, gto nmpobirema B ACL-crmcke. P,y
HEUCIPAaBHOCTEH, 9.5.2. IIpo6nemsl koHpuUrypammu u pasmemenus ACL-crmcka.
cBs3aHHBIX ¢ ACL-
CIHMCKAMH.
Ipumeuanue: T - TectupoBanue, P - Hanmucanue pedepata, Y - yCTHBINA OMPOC
2.4.2. TlpakTHYyecKue 3aHATHS
dopma
Ne HaumenoBanue pasnena (tema) HaumenoBanue npaxktuyeckux padbor TEKYILETO
KOHTPOJIS
1 2 3 4
1 Tema 1. KopnopatuBnbie cetu.|[Ipaktnueckoe 3ansrtue 1. [lotoxu Tpaduka B kopnopatuBHoii cetu. |[IP, ¥V, T
Pesxxumel motokoB Tpaduxa. Ipunoxenus u Tpadux B
KOpropaTtHBHOU cetu. [Ipropuresanus cereBoro Tpaduka.
KontponbHas paboTa 1mo urtoram TeMbl 1 (TecT B pekKUMe OHJIAMHH).
2 Tema 2. VByuenne IMpakmnueckoe 3anATHe 2. JlokyMeHTanus 1o kopnopatusHoi cetu. IIP, V, T
MHPPACTPYKTYPbI [MpoexTrpoBaHNe W NPHUHIMIIBI TEJIEKOMM YHHKAIHOHHONW KOMHATHI.
KOPIOPAaTHBHOM CeTH. IMoxmovyeHne KOPIOPATUBHOW CETH K BHEIIHUM yCIlyTaM.
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HaumenoBanue pasnena (tema)

HaumeHoBaHME MNPaKTHICCKUX pa60T

dopma
TEKYILETO
KOHTPOJIS

2

3

4

IMpaktuueckoe 3austue 3. basosrie komanapl ShownaTep deiica
KOMAaHHOI CTpOKH MapipyTH3aTopa. basoBas HacTpoiika
MapHIpyTH3aToOpa ¢ MOMOIIBI0 HHTepdeiica KOMaHTHOH CTPOKH.
ba3ossie komanpl uaTepQetica CLimapmpym3atopa. Kontpomsaas
paboTa o uToraM TeMHl 2 (TeCT B peKUME OHJIAHH).

Tema 3. Kommyramus B
KOPIHOPATHUBHOH ceTu.

Ipakmiueckoe 3anatue 4. KoMMyTanusa U cerMeHTalus CETH.
bezonacHocTs KOMMYTaTOpOB. PezepBupoBanue B KOMMYTHPYEMOH
cetu. IIpotokon STP (SpanningTreeProtocol). KopaeBsie MOCTHI.
IMpotokon STPB nepapxudeckol CeTH.

[Ipaktnueckoe 3ansatue 5. VLAN. Hactpoiika VLAN.
Unentndukarms VLAN. TpankoBble mopTsl. Pactipoctpanenue

VLANHa HECKOJBKO KOMMYTAaTOpOB. MapmpyTH3anus Mexiy
VLAN.

IMpaxmaeckoe 3anstue 6. [Ipotokosn VTP
(VLANTrunkingProtocol). Hactpoiika VTP. Toanepxka VLANmis
IP-tenepornm m GecipoBoHOTO JOCTyMA. PekoMeHtyeMbIe MeToIbI
pa6otsl ¢ VLAN. KontposbHas paboTa mo utoram teMsl 3 (TeCT B
pexXUMe OHJIANH).

IIP, ¥V, T

Tema 4. Anpecauust B
KOPIHOPAaTHBHOW CceTH.

[Ipaktnueckoe 3ansatue 7. Mcnoyib3oBaHue NojaceTed Uit
CTpYKTypu3auuu cetu. PacueT nmojceteil ¢ CIOIb30BaHUEM
BOMYHOTO TIpexacTaBieHus. IIpomecc 6a3oBoro pa3oueHns Ha
nojcetd. Macku nojcetn nepemennoit wmuel (VLSM). Baenpenue
anpecanun VLSM.

IMpaktnueckoe 3ansarue 8. CIDRu cymMupoBaHie MapIpyToB.
Pacuer cymmapHOTO MapiipyTa. M30mpoBaHHBIE TOJICETH.
IpoctpanctBo yactHeIX IP-ampecoB. Cratnueckoe M AMHAMHUYECKOE
npeobpaszoBanue NAT. UcnomszoBanue PAT. Kontponsaas pabota
M0 UTOTaM TeMBbI 4 (TeCT B peXKHMe OHJIAMH).

1P, V,

Tema 5. MapmipyTuzanust ¢
NMOMOUIBIO TPOTOKOJIA
BEKTOPOB PACCTOSIHUSA.

[Ipaktnueckoe 3anarue 9. KopnopaTuBHbie TOMOJIOTHH.
Cratrueckast W qMHaMHI4deckas Mapipytrsanus. Hactpoiika
CTaTMYECKUX MaplIpyToB. MapmpyTel 1o ymomdanuto. Hactpoiika
npoTtokoisia RIPvV2. TIpo6nemsl ¢ npotokonom RIP. TIposepka
npotokoaa RIP.

IMpaxtnaeckoe 3amarue 10. Hactpoiika npotoxomna EIGRP.
CymmupoBanue MmapuipyToB EIGRP. Tlposepxa paGoTs! mpoTokosa
EIGRP. KontpoispHas paboTa mo UTOraM TeMHI 5 (TECT B peXHUMeE
OHJIaiH).

IIP, ¥V, T

Tema 6. MapuipyTuzanusi 1o
MPOTOKOJIYy Ha 0a3e COCTOSHMS
KaHaJa.

Ipaktrueckoe 3anatue 10. Hactpoiika 6a3oBoro npotokosia OSPFB
oaHo# obnactu. Hactpoiika aytentudukamuu OSPF. Hactpoiika
napametpoB OSPF. TIpoBepka pabotel mpoTokosa OSPF.

[Ipaktnueckoe 3ansatue 11. Hactpoiika u pactipoctpaneHnue
MapmpyTa mo ymomdanuto. Hactpoiika cymmupoBanus OSPF.
Hcriosmp30BaHe HECKOJBKHAX IMPOTOKOJIOB Ha TP EIPHATHH.
KonTtponpHas paboTa 1o uToraM TeMbI 6 (TECT B peXXnMe OHJIANH).

IP, v, T

Tema 7. Co3naHue KaHAJIOB
KoprnopatuBHoii cetu WAN.

Ipaktraeckoe 3ansatue 11. Ycrpoiictea cetn WANHK TexHoNOTHY.
Crarmaptel cett WAN. Jloctyn k cett WAN. KommyTarms kaHamos
n maketoB. TexHonmorun WANIIOCTEHAS MW U «JTAHHAS
TCTAHIAS .

Ipaktnueckoe 3austue 12. Makancymiunn Ethernetu WAN.
HDLCu PPP. Hactpoiika PPP. Ayrermndukamms PPP. Hactpoiika
npotokosioB PAPu CHAP. KontposnpHas paboTta mo utoraM TeMbl 7
(TecT B pexuMe OHNAH).

IIP, ¥V, T

Tema 8. ®uabTpanus Tpadpukalllpaktnueckoe 3anstae 12. Tunsl u ucrnonb3osanne ACL-cnmckos.

¢ UCNTOJIB30BAHHUEM CIIMCKOB
KOHTPOJIA A0CTYyna.

O6padoTtka ACL-crimcka. Llenms ncnonap30BaHMs U CTPYKTypa
mabnonHoi Macku ACL-cricka. OneHka pe3yJbTaToB
MCII0JIb30BaHUsl 11a0JOHHOM Macku. Pa3MellieHHe CTaHIaPTHBIX U

IIP, V, 1
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HaumenoBanwue pasznena (tema)

HaumeHoBaHME NPaKTUICCKUX pa60T

dopma
TEKYILETO
KOHTPOJIS

1 2

3

4

pacmmupenHsrx ACL-cnmckoB. Hactpoiika HyMepoBaHHBIX
ctaamapTHeIX ACL-crimckoB. HacTtpoiika HyMepoBaHHBIX
pacmmpenubsix ACL-criuckoB. Hactpoiika nmenoBanHbix ACL-
criuckoB. Hactpoiika moctyma k kaHamam VT YmapuipyTtuszatopa.

[paktraeckoe 3ansatue 13. Hactpoiika ACL-criickoB st
¢unbTpanuu nopToB U npwioxkeHwid. Hactpoiika ACL-criuckoB mist
MO UIep KaHMs yCTaHOBIEHHOTO Tpaduka. Bmsane NATu PATHa
pasmemenue ACL-ciucka. Anam3 ACL-cickoB ceTd U ux
pasmemenus. Hactpoiika ACL-crimckoB ¢ MapuipyTu3anueii Mexmy
VLAN. KontposbHas paboTa 1o utoram TeMsI § (TECT B PEKHME
OHIAH).

Tema 9. Y crpanenue
HEIo/IAJ0K B KOPNOpPaTHBHOI
CeTH.

IMpaktnaeckoe 3anatue 14. MOHHTOPHHT U MPO(IIAKTHIECKOE
00ciyKMBaHHE CeTU. YCTpaHEHHE HEMOJAJ0K U JOMEH
BO3HHMKHOBeHUs c0os. [Iponecc yctpanenus npobiem. YcTipaHeHHE
npo6yeM Ha ypOBHE KOMMYTATOPOB. YCIpaHEHHE MPOOIeM ¢
koHpurypamueit VLAN. Ycipanenue npobnem VTP. IIpobaemsr
npotokona RIP. TIpo6aemsr EIGRP. TIpo6aemsr OSPF. IIpo6aemsl
nepepacnpeesieHuss MapHpyToB.

INpaktuueckoe 3aHATHE 15. YcTpaneHue mpoOieM HOKIIOYCHUS B
cett WAN. Tlouck u ycTpaHeHHe HEUCTIPABHOC TeH ay TeH T MKALIUK
B cetu WAN. Kak y6emutbes, uto npodaema B ACL-crmcke.
IMpobnemsl koHpUrypanuu u pasmenienus ACL- crucka.
KontpospHas paboTa 1o utoram TeMbl 9 (TecT B peKHUMe OHJIANH).

1P, V, 1

2.4.3. JlabopaTopHble 3aHSITHA

He npenycmoTpeHsl.

2.4.4. TlpumepHass TeMaTHKa KypcOBBIX padoT

He npenycmoTpeHsl.

2.4.5. Copep:xkaHue caMOCTOATEJIbHOM padoThI

[Ipumepnas Temaruka pedeparoB

[loBTOpEeHHE MPONIEHHOTO O KOMMYTAIMM W MapUIpyTU3allvu.

Ncnonb3oBanre cxembl aapecaimu uepapxuiaeckout IP-cetu.

1. Ornurcanue KOpPropaTUBHOM CETH.

2. Nnentudukanums KOPHOPATUBHBIX MPIIOKESHHU .
3. [Mognepxkka ynaleHHBIX PaOOTHHKOB.

4. Ornucanue CymecTBYIOIIEH CETHU.

5. [Tonnepxka TpaHUIBl KOPIOPAIUH.

6.

7. Omicanre KOMMYTAIMH KOPIOPATHBHOTO YPOBHSI.
8. [IpenoTBparieHie meTeb KOMMYTAIIH.

9. Hactpoiika VLAN.

10. Tpankunar u mapmpytmsanust Mexny VLAN.

11. O6cmyxuBanve VLANB KOprmopaTuBHOW CETH.
12.

13. Ucnons3zoBanne VLSM.

14. Hcnonp3oBarre OeckitaccoBoid mapmpytmsanun 1 CIDR.
15. UcnonwzoBanne NAT u PAT.

16. VYrpaBneHre KOpPIOpPaTUBHBIMU CETIMHU.
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17. Mapmpytuzanus ¢ ioMoibio npotokosa RIP.

18. Mapmpytizanust ¢ nomoiisio nporokona EIGRP.

19. Brenpenre npotokona EIGRP.

20. Mapmpytimzanusi ¢ uctiosib3oBandeM mpotokona OSPF.
21. Bueapenne npotokona OSPFonno# obnacTu.

22. Hcnonb3oBaHne HECKOJBKUX MPOTOKOJIOB MapIIpyTH3aLIMU.
23. [Noaxmouenue xopnopatuBHOM cetn WAN.

24. CpaBrenue o6mmmx mHKancysiiuil cetu WAN.

25. Hcnonb3oBanre Frame Relay.

26. Hcrnonp30BaHre CIFICKOB KOHTPOJISA JTOCTYTIA.

27. Hcnonp3oBanre 1M1a0JI0HHON MaCKH.

28. HacTpoiika crMcKOB KOHTPOJISI JTOCTYIIA.

29. Pazpemienrie u 3ampenieHne OmnpeeNeHHbIX THUTIOB Tpaduka.
30. TTocnencTBus cOOS B CETH.

31. Ycrpanenre mpoOJeM KOMMYTAIMA U CBS3HU.

32. Ycerpanenue mpoOsieM MapIipyTH3ayd.

33. Yctpanenne npobiem koHpurypanuu WAN.

34. [Touck u ycTpaneHue HewcrnpaBHOCTEH, cBs3aHHbIX ¢ ACL-crmckamu.

2.4.6. TlepeyeHb y4eOHO-METOAUYECKOTO 00ecTedeHUs ISl CAMOCTOATEJILHOM
PabdoTHI 00YYAIOIMXCS MO TUCIUNJINHE

Ha camocrosTensHyto paboTy CTyAEHTOB OTBOJAMTCS 44 yaca yueOHOTO BPEMEHH.
CamocrosiTenbHas paboTa CTyA€HTa B MPOIECCE OCBOCHUSA IUCIMIUIMHBI BKIIIOYACT:

. M3y4EHUE OCHOBHOW M JOTOJIHUTEILHOUM JIUTEPATyphl IO KYpCy;

. CaMOCTOSITEJILHOE M3YY€HHE HEKOTOPHIX BOTPOCOB (KOHCTIEKTHPOBAHME);
. paboTy € IEKTPOHHBIMU YYEOHBIMU PeCypcamu;

. myuyenve VHTepHET-pecypcoB;

. MOJTOTOBKY K MPAaKTUUECKUM 3aHATHSAM,

. CaMOCTOSITEJIbHOE BBINIOJHEHUE JTOMAIIHUX 33a/1aHMHM,

. MOJTOTOBKY pedepara Mo OJHOHM U3 TeM Kypca.

Hauanom opranmsanum mo00il caMOCTOSITENbHON pPabOThl JIOJIXKHO OBITh HPUBUTHE
HAaBBIKOB U yYMEHHUH T'paMOTHOW pabOThl ¢ y4eOHOW M HAydyHOUH IUTEeparypoil. DTOT
npolecc, B IEPBYI0 OYE€peab, CBSI3aH C HAXOXAEHHEM HEOOXOIWMOMN AJsl YCHELIHOTO
OBJIAJICHUA y4eOHBIM MaTepHajioM JuTepaTypoil. CTyleHT 10JKEH YMETh MOJb30BaTHCS
dboHmamMu OMOIMOTEK W CIPABOYHO-OMOIHOTpAPUIECKUMU W3 IaHUSAM .

CryneHTbl Uil TOJHOIEHHOTO OCBOEHHUS Y4eOHOro Kypca JOJDKHBI COCTaBJIAThH
KOHCTIEKTHI KaK MPH MPOCIYIIMBAHUU €TI0 TEOPETUIECKO I (JIEKIIHO HHO ) 4acTH, TaK U MpH
HNOATOTOBKE K MpakTHYECKUM (J1abopaTopHbIM) 3aHsATHAM. JKejareabHO, YTOOBI
KOHCIIEKTHI JICKLIUI 3aIIMCBIBAIUCH B JIOTMMECKO I MOCJIE0BATEIb HOCTH H3YYEH U Kypca u
COJEpKaICh B OJITHOM TEeTpaju.

Hepeqeﬂb y‘leﬁHO-MeTO)ll/l‘{eCKOl“O obecnevyeHUus: TUCHUILIMHBI IO BbINOJIHEHUIO

HaumeHoBaHue pasjnesia, TeMbl -
CaMOCTOSITEJIbHOM PpadoThI

Tema 1. KopnopatuBHble ceTu. 1. Iu6pos, M. B. KoMnbroTepHbIe CETH U TENEKOMMYyHUKAIIMA. MapupyTa3anus B
ip-cetsix B2 4. Yacte | : yuebnuk u npaktukym s CIIO / M. B. Tubpos. — M. :
M3natensctBo IOpaiit, 2017. — 333 c¢. — (IlpodeccuonansHoe o6pa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
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https://www.biblio-online.ru/book/30EFD590-

1608-438B-BE9C-EAD0O8D47B8AS8

2. Tu6pos, M. B. KoMnboTepHBIE CETH H TeJIEKOMMYHHKAIIUH. MapIipyTra3anus B
ip-ceax B2 4. Yacts 2 : yue6Huk u npaktukym mist CIIO / M. B. Jlubpos. — M. :
MapatensctBo FOpaiit, 2017. — 351 ¢. — (IlpodeccnonampHoe oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. MakcumoB H. B. KommsiotepHbie ceTd : yueOHOE TOCOOUE I CTYICHTOB
yupexnaeruit CI1O, oOyuaromuxcsi M0 CIeNHaIbHOCTIM HHPOPMATHKU U
BerunciuTenbHON TexHuku / H. B. Makcumos, U. W. Tlonos. - 6-e u3n., mepepad.u
nom. - M. : DOPYM, 2016. -464 c.- ISBN978-5-91134-764-2.

Tema 2. 3yuenue
HHPPACTPYKTYPHl KOPHIOPATUBHOMH
CETH.

1. lu6bpos, M. B. KomneioTepHbIe CETH U TENEKOMMYHUKanuu. MapmipyTu3amnus B
ip-cetsix B2 4. Yacts | : yuebnuk u npaktukym st CIIO / M. B. Tubpos. — M. :
M3natensctBo IOpaiit, 2017. — 333 c¢. — (IlpodeccuonansHoe 0Opa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. lubpos, M. B. KoMnbloTepHbIe CETH U TEICKOMMYHHUKAMU. MapuipyTu3aius B
ip-cetix B2 u. Yacts 2 : yueGHuk u npaktukym mist CITO / M. B. JTu6pos. — M. :
M3patensctBo FOpaiit, 2017. — 351 ¢. — (IlpodeccuonampHoe 0oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. Makcumos H. B. KomnprotepHbIe cetn : yueOHOe mocoOue U1l CTyICHTOB
yupexnaeruit CI1O, oOyyaromumxcsi N0 CIenUaabHOCTIM HH()OPMATHKH U
BeIuHcIUTeNbHON Texuuku / H. B. Makcumos, U. U. Tlonos. - 6-¢ u3n., nmepepad. u
non. - M. : DOPYM, 2016. -464 c.- ISBN978-5-91134-764-2.

Tema 3. KommyTanus B
KOpPIOPaTUBHOM CETH.

1. Iu6pos, M. B. KoMnbloTepHBIE CETH M TEJICKOMMYHHKAMU. MapuipyTu3anus B
ip-cetix B2 4. Yacts 1 : yueOuuk u npakrukym mit CIIO / M. B. [lubpos. — M. :
MapatensctBo FOpaiit, 2017. — 333 ¢. — (IIpodeccuonampHoe 00pa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. lubpos, M. B. KoMmmipIoTepHBIE CETH | TEICKOMMYHHUKanud. MapmpyTn3amnus B
ip-cetax B2 4. Yacts 2 : yueOHuk u npaktukym mis CIIO / M. B. Iubpos. — M. :
MamatensctBo FOpaiit, 2017. — 351 ¢. — (Ilpodeccrnonampuoe ob6pa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. MakcumoB H. B. KommnbsrotepHsie ceTd : yueOHOE TOCOOUe I CTYICHTOB
yapexnernit CI1O, oOydaromuxcsi Mo CIeNHaJbHOCTIM HHPOPMATHKA U
BerunciuTenbHON TexHuku / H. B. Makcumos, U. W. Tlonos. - 6-e u3n., nepepad.u
nom. - M. : ®DOPYM, 2016. -464 c. - ISBN978-5-91134-764-2.

Tema 4. Agpecanust B
KOPIIOPAaTUBHOM CETH.

1. lu6bpos, M. B. KomneioTepHbIe CETH U TENEKOMMYHUKanuu. MapmipyTu3amnus B
ip-cetax B2 4. Yacts 1 : yueOHuk u npaktukym mist CIIO / M. B. lu6pos. — M. :
WMapatensctBo FOpaiit, 2017. — 333 ¢. — (Ilpodeccuonamproe oOpa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. Tlubpos, M. B. KoMnbloTepHbIE CETH U TEICKOMMYHHUKaNUU. MappyTu3aius B
ip-ceix B2 u. Yacts 2 : yueGHuk u npaktukym mist CITO / M. B. JTu6pos. — M. :
WMapatensctBo FOpaiit, 2017. — 351 ¢. — (IlpodeccuonansHoe oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. Makcumos H. B. KomnbrotepHbie cetn : yueOHOE mOocoOue sl CTyICHTOB
yupexnaeruit CI1O, oOyyaromumxcsi M0 CenHaaIbHOCTIM HHPOPMATHKA U
BeIuHcIUTeNbHON Texuuku / H. B. Makcumos, U. U. Tlonos. - 6-¢ u3n., nmepepad. u
non. - M. : DOPYM, 2016. -464 c. - ISBN978-5-91134-764-2.

Tema 5. Mapupyt3zanus c
IIOMOLIBIO MPOTOKOJIA BEKTOPOB
pacCTOSHUS.

1. Tu6pos, M. B. KoMnbpoTepHbIE CETH M TEJIEKOMMYHHUKAIIMH. MapIipyTu3anus B
ip-cetix B2 4. Yacts 1 : yueOHuk u npaktukym mit CIIO / M. B. [lubpos. — M. :
MapatensctBo FOpaiit, 2017. — 333 ¢. — (IlpodeccuonanpHoe 0O0pa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.hiblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. Tn6pos, M. B. KoMnbloTepHbBIE CETH H TeJIEKOMMYHHKAIIMH. MapIipyTra3anus B
ip-cetax B2 4. Yacts 2 : yueOHuk u npaktukym mist CIIO / M. B. Jlu6pos. — M. :
MamatensctBo Opaiit, 2017. — 351 ¢. — (Ilpodeccrnonamproe oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. MakcumoB H. B. KommblotepHbie ceTn : yueOHOE TOCOOHe TS CTYICHTOB
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yapexneruit CI1O, o0ydaromuxcsi Mo CIenHaIbHOCTIM HHPOPMATHKH U
BeruncuTeNbHON Texaukn / H. B. Makcumos, U. U. Tlonos. - 6-¢ u3n., mepepad. u
mon. - M. : DOPYM, 2016. -464 c. - ISBN978-5-91134-764-2.

Tema 6. Mapumpytuszamnus mno
IIPOTOKOJy Ha 0a3e COCTOSHUSA
KaHaua.

1. u6pos, M. B. KomnsioTepHBIE CETH | TeICKOMMYHHUKanuU. MapmpyTn3amnus B
ip-cetax B2 4. Yacts 1 : yue6Huk u npaktukym mist CIIO / M. B. Jlu6pos. — M. :
MamatensctBo Opaiit, 2017. — 333 ¢. — (Ilpodeccnonampaoe oOpa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. lubpos, M. B. KomnpioTepHbIe CETH U TEICKOMMYHHUKannu. MapmpyTi3amnus B
ip-cetax B2 4. Yacts 2 : yueOnuk u npaktukym mpisi CIIO / M. B. lu6pos. — M. :
WMapatensctBo FOpaiit, 2017. — 351 ¢. — (Ilpodeccuonampuoe oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. MakcumoB H. B. KommnbrotepHsie ceTu : yueOHOE TOCOOUe I CTYICHTOB
yupexaenuit CI10, o0ydaromuxcs mo cneudaibHOCTIM HH)OPMATUKH U
BeIuHcauTeNbHON Texuuku / H. B. Makcumos, U. W. Tlonos. - 6-¢ u3m., mepepad. u
jo1. - M. : ®OPYM, 2016. -464 c. - ISBN978-5-91134-764-2.

Tema 7. Co3gaHue KaHaJloB
xopnopatuBHO# cetn WAN.

1. Tubpos, M. B. KomnbioTepHbIe C€TH U TeIEKOMMYHHUKAUUMU. MapiipyTuzanus B
ip-cetsix B2 u. Yacts 1 : yueGHuk u npaktukym mist CITO / M. B. JTu6pos. — M. :
MapatensctBo FOpaiit, 2017. — 333 ¢. — (IlpodeccuonampHoe 0Opa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EADO8D47B8AS8

2. In6pos, M. B. KoMnpoTepHbIE CETH M TEJIEKOMMYHHKAIIMK. MapIipyTu3anus B
ip-cetix B2 4. Yacts 2 : yueOHuk u npaktukym mis CIIO / M. B. lubpos. — M. :
MapatensctBo FOpaiit, 2017. — 351 ¢. — (IIpodeccuonanpHoe 0Opa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. Makcumos H. B. KommbrotepHbie ceTd : yaeOHOE TOCOOUE I CTYICHTOB
yapexneruii CI1O, oOyyaromuxcst o CIenHaIbHOCTIM HHPOPMATHKH H
BeruncuTeNbHON Texuukn / H. B. Makcumos, U. U. Tlonos. - 6-¢ u3n., mepepad. u
mon. - M. : DOPYM, 2016. -464 c. - ISBN978-5-91134-764-2.

Tema 8. dwbTparus Tpaduka ¢
HCTIOJB30BAHUEM CITHCKOB
KOHTPOJIS IOCTYyIA.

1. Iu6pos, M. B. KoMnbioTepHBIe CETH | TENIEKOMMYHHKaInH. MapuipyTru3amys B
ip-cetax B2 4. Yacts 1 : yue6Huk u npaktiukym mist CIIO / M. B. Jlubpos. — M. :
MapatensctBo FOpaiit, 2017. — 333 ¢. — (IlpodeccnonampHoe oOpa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EAD0O8D47B8A8

2. lubpos, M. B. KomneioTepHbIe CETH U TEICKOMMYHHUKannU. MapmpyTn3amnus B
ip-cetax B2 4. Yacts 2 : yueOHuK 1 npaktukyMm mist CIIO /M. B. lubpos. — M. :
WMapatensctBo FOpaiit, 2017. — 351 ¢. — (Ilpodeccnonanmproe oOpa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. Makcumos H. B. KomnbrotepHbie ceTd : yueOHOe mocobue il CTyICHTOB
yupexaenuit CI10, o0ydaromuxcs mo cneudaibHOCTIM HH)OPMAaTUKH U
BeruncimTeabHOU Texuuku / H. B. Makcumos, 1. 1. Tlonos. - 6-¢ u3a., nepepabd.u
po1. - M. : ®OPYM, 2016. -464 c.- ISBNI78-5-91134-764-2.

Tema 9. YctpaneHue HEMONAI0K B
KOPIOPATHBHOM CETH.

1. lu6bpos, M. B. KomneioTepHbIe CETH U TeNEKOMMYHUKanuu. MapuipyTu3amnus B
ip-ceix B2 u. Yacts 1 : yueGuuk u npaktuxkym mist CITO / M. B. Jlu6pos. — M. :
WMapatensctBo FOpaiit, 2017. — 333 c¢. — (IIpodeccuonansuoe oOpa3oBaHue). —
ISBN978-5-534-04638-0. - URL: https://www.biblio-online.ru/book/30EFD590-
1608-438B-BE9C-EADO8D47B8AS8

2. In6pos, M. B. KoMnpoTepHbIE CETH M TEJIEKOMM YHHUKAIIMK. MapIipyTu3anus B
ip-ceix B2 4. Yacts 2 : yueOHuk u npaktukym mis CIIO / M. B. lubpos. — M. :
MapatensctBo FOpaiit, 2017. — 351 ¢. — (IlpodeccuonampHoe 0O0pa3oBaHue). —
ISBN978-5-534-04635-9. - URL: https://www.biblio-online.ru/book/9C59BC84-
8E5B-488E-94CB-8725668917BD

3. Makcumos H. B. KommbrotepHbie ceTd : yueOHOE mocoOue i CTyACHTOB
yapexneruit CI1O, oOydaromuxcsi Mo CIenHaIbHOCTIM HHPOPMATHKA U
BeuHcIUTeNbHON Texnuku / H. B. Makcumos, U. U. Tlonos. - 6-¢ u3n., mepepad. u
mon. - M. : ®OPYM, 2016. -464 c.- ISBN978-5-91134-764-2.
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3. Oopa3oBarejibHbIe TEXHOJOTHH

Jlis yny4nieHus yCBOCHUWS yd4eOHOTO Marepuajia MpelycMaTpUBACTCs HCTIOJL30BaHHE
AaKTUBHBIX M MHTEPAKTUBHBIX ()OPM MPOBE/IC HUSI ayJIUTO PHBIX M BHEAY/IUTO PHBIX 3aHITHI
C LENbI0 POPMUPOBAHUS M Pa3BUTHA NPOQPECCHOHAILHBIX HABBIKOB OOydaromuxcs. B
npolecce MpernojaBaHus TMPUMEHSIIOTCS 00pa3oBaTe/IbHbIE TEXHOJOTHUH Pa3BUTHUS
KPUTUUECKOTO MBIIUICHUS, MpoOJIeMHOe OOyueHHe, MPOEKTHOe OOy4deHue, paboTa B
MaJIBIX TPYTIax.

3.1. Oopa3zoBaTe/ibHbIe T€XHOJIOTUM MPH MPOBEAEHUM JIeKIUI

Texnosioruu, npuMeHsieMble NpU Kos-Bo
No HM3yyaemble TeMBbI JUCHMILIMHBI .
NPOBEICHUH JICKIIMOHHBIX 3aHATHI 4acoB
Tema 1. KopnopaTupHbie ceTH.
1 Omucanne KOPIOPATHBHON CETH. AyIMOBU3yalbHbIE TeXHOJOTH H|2*
Texaonorust mpoOIeMHOTO 00yUeHUs
2 Wnermndukanus KOPHOPATUBHBIX MPUIOKECHUI. AyIMOBU3yalbHbIE TexHomoruu|1*
Texaonorust mpoOIeMHOT0 00yUeHUs
3 Tonnepkka ynaneHHBIX PaOOTHHUKOB. AyoBU3y aIIbHBIE TexHOJIOTU H|1*

Texaonorust mpoOIeMHOTO 00yUeHUs

Tema 2. Byyenne HHQPACTPYKTYPbl KOPNOPATHBHOH CeETH.

4 OnucaHue CyIECTBYIOIICH CETH. AymmoBu3yasbHbIE TE XHOJIOTH | 2*
TexHoJIorHsl MPOOJIEMHOTO 00y YCHHS
5  |llomnmepykka rpaHHIBI KOPHIOPAIHH. AymMoBU3yalbHBIC TeXHOJIOTH H|2*
TexHoJOTHsI MPOOJIEMHOTO 00y YCHHS
6 [loBTOpEeHNE MPONHACHHOTO IO KOMMYTAIlUU U AymMoBU3yaNbHBIC TeXHOJIOTH H|2*
MapIIpy TH3ALHH. Texaonorust mpoOIEMHOTO 00yYCHUS
Tema 3. KommyTranusi B KOpHnopaTHBHOI CeTH.
7 Onucanue KOMMYTallMU KOPIIOPATUBHOTO YPOBHS. AynnoBu3syajbHbIe TexHoJIOTH H|1*
Texaonorust mpoOIeMHOTO 00yUeHUs
8 IIpenoTBpaimieHre nereiab KOMMYTALUN. AynnoBu3syajbHbIe TexHoJIOTH H|1*
Texaonorust mpoOIeMHOTO 00yUeHUs
9 Hactpoiixa VLAN. AyMOBU3yalbHbIE TeXHOJOTH H|2*
Texaonorust mpoOIeMHOTO 00ydeHUS
10 Tpankuar u MapmpyTusanus mexay VLAN. AyMOBU3yaJlbHbIC TeXHOJOTH H|2*
Texaonorust mpoOIeMHOTO 00yYeHHUS
11 O6cnyxuBarne VLANB KoprmopaTHBHOI ceTH. AyMOBU3yalbHbIE TeXHOJOTH H|2*

Texaonorust mpoOIeMHOT0 00yYeHHUS

Tema 4. Anqpecanusi B KOPIOpPaTHBHOH CeTH.

1 Hcnonb30BaHue cxeMbl aapecalu uepapxudeckoit IP-cetn. |AymoBusyasbHbie Te XHOJIOTH 1| 1*
Texaonorust mpoOIEMHOTO 00yYEeHUS

13 |Ucnoms3oBanue VLSM. AyIMOBU3yalIbHBIE TE XHOJIOTH | 2*
Texaonorust mpoOIEMHOTO 00yYCHUS

14  |Wcnoms3oBanue OeckimaccoBoi mapupyTusauu 1 CIDR. AymnoBu3yasbHbIE Te XHOJIOTH 1| 1*
TexHonorus MpoOIEMHOTO 00yYCHUS

15 |HUcnonb3oBanue NAT u PAT. AymnoBu3yasbHbIE TE XHOJIOTH 1| 2*

Texaonorust mpoOIEMHOTO 00yYCHUS

Tema 5. MapmipyTH3anusi ¢ NOMOIIBI0 NMPOTOKOJA BEKTOPOB PACCTOSTHUS.

16 VYrpasneHne KOPIOPAaTUBHBIMU CETAMH. AyIMOBH3Yy aJIbHBIE TexHomoTHu|1*
Texaonorust mpoOIEeMHOTO 00yYeHHUS

17 |MapumpyTtuzanus ¢ moMonipio mpotokoina RIP. AyanoBU3yalbHbBIC TE XHOJIOTU H|2*
Texaonorust mpoOIeMHOTO 00yYeHHUS

18 MapupyTrsanus ¢ ToMombko npoTokona EIGRP. AyIMOBU3yalbHbIE TeXHOJOTH H|2*
Texaonorus MpoOIeMHOTO 00yYeHUST

19 |Buempenue mportokoia EIGRP. AyoBU3yaJbHbIE TexHomoTuu|1*

Texaonorust mpoOIeMHOTO 00yUeHHUS
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TexHOIOrHH, MPUMEHsieMble TIPH Kox-Bo

Ne M3yyaemble TeMbl JHCIMILTHHbI .

MPOBEIeHHH JIEKIIMOHHBIX 3aHITHi 4acoB
Tema 6. MapuipyTuzanus 1o npoTokoay Ha 0aze COCTOSTHHS KaHAJa.
20 MapupyTr3amnus ¢ Ucroyb3oBaHneM npoTtokoma OSPF. AyIMOBU3yaJlbHbIE TeXHOJOTH H|2*
Texaonorust mpoOIeMHOT0 00yUeHuUs

21 Buenpenne mportoxona OSPFomHO# obmactu. AyMOoBU3yalbHbIC TeXHOJOTH u|2*
Texxonorust mpooOJIEMHOTO 00yYeHHS

2 Hcnonp30BaHNEe HECKOJBKAX MPOTOKOJIOB MAPMIPYTH3ALUH.  |AyIHOBU3yalbHBIE TeXHOJOTH H|2*
Texaonorust mpoOIeMHOTO 00yUeHUs

Tema 7. Co3nanue kaHanoB koprnoparuBHoii cetu WAN.

23 [[Momxmouenne xopnopatuBHO# cetn WAN. AyIMOBU3y aJTbHBIE TeXHOJTOTU H|1*
TexHoJIOTHsI MPOOJIEMHOTO 00y YCHHS

24 [CpaBuenune o6mmx uHKancymid cetu WAN. AymnoBu3yasbHbIE TE XHOJIOTH | 2*
TexHoJIOTHsI MPOOJEMHOTO 00y YCHHS

25 |Ucnosmwsszosanue Frame Relay. AynnoBu3yasbHbIE Te XHOJIOTH 1| 1*
TexHonoTHs MpOoOIEMHOTO 00y YEeHUS

Tema §. ®uiabTpamuss TpaduKa C UCHO/IL30BAHUEM CIHCKOB KOHTPOJISI OCTYyIA.

%6 Hcnionp30BaHNE CIUCKOB KOHTPOJIA JOCTYTIA. AyIMOBH3Yy aJIbHBIE TexHomoruu|1*
Texaonorus mpoOIEeMHOTO 00yUeHUs

27 |Acmons3oBaHME MAOIOHHON MAacCKH. AyIMOBU3yaJbHbIE TexHomoruu|1*
Texaonorust mpoOIEeMHOTO 00yYeHUS

28 Hactpoiika cnucKOB KOHTPOJI JOCTyHa. AyMOBU3yalbHbIE TeXHOJOTH H|2*
Texaonorust mpoOIeMHOTO 00yUeHUs

29 |Pa3pemeHne u 3ampelieHre ONpeaeIeHHBIX THIIOB Tpa(uka. |AyIMOBH3yaIbHbIE TeXHOJOTH H|2*
Texaonorust mpoOIEMHOTO 00yYeHUS

Tema 9. YcTpaneHHe HenoJIaioK B KOPHOPATHBHOH CeTH.

30 [[TocnenctBusg cOost B ceTH. AyIMOBU3yaJIbHBIE TeXHOoJOrmu|1*
TexHoJIOTHsI MPOOJIEMHOTO 00y YCHHS

31 [Yctpanenue npoOsieM KOMMYTALIMU U CBSI3H. AymnoBu3yasbHbIE Te XHOJIOTH | 1*
TexHonoTHs MpoOIEMHOTO 00y YEeHUS

32 [Yctpanenue npoGiieM MapIipyTA3aInm. AyIMOBU3yaJIbHBIE TE XHOJIOTU 1| 2*
Texaonorust mpoOIeMHOTO 00yYeHUS

33 [Yctpanenne nmpobnem koudurypamuu WAN. AyIMOBU3y aJIbHBIE TexHOJIOTH H|1*
TexHoJIorHsl MPOOJIEMHOTO 00y YCHHS

34 [[louck u ycTpaHeHue HeucnpaBHOCTeH, cBa3aHHbIX ¢ ACL-  [AymmoBusyaibHbie TeXHOJIOTU H|1*
CIHCKaMHU. Texaonorust mpoOIEMHOTO 00yYeHUS

Bcero nmo mucrumiimee (B TOM YKCIIe HHTEPAKTHBHOE 00ydYeHHe™) 52 (52*)

3.2. O6pa3oBarejibHble TEXHOJOTMHU NPH NMPOBeIeHUN NPAKTUYECKUX 3aHATHI
TexHo0rNH, NMpEMEHsieMble TPH Kox-Bo
Ne IByuaemble TeMbI TUCIHMILTHHBI .
MPOBeIeHHH TPAKTHYEC KHX 3aHATHI 4acoB

Tema 1. KopnopaTupHblie ceTH.

1 |Ipaxmngeckoe 3ausatHe 1. [ToTokum Tpaduxa B Texaonorus MpoOIeMHOTO 00yYeHU 2*
KOPIIOPATHBHOM ceTH. PesKMMBI MOTOKOB Tpaduka. Texaonorus paboOTHI B MaJIBIX TPYIIHax
[pnnoxxenus u Tpaduk B KOPIIOPATABHON CETH.

[pnopuresanus cereBoro Tpaduka. KonTponsHas padoTa o
UTOTaM TeMbI 1 (TecT B peXUMeE OHJIANH).

Tema 2. IByyenne HHQPACTPYKTYpPbl KOPNOPATHBHONH CeTH.

2 IIpakmnueckoe 3ansartue 2. JlokyMeHTalus mno TexHonorust MPOOJIEMHOTO 00y YCHHUS 2*
KOpPIIOpaTHBHOM ceTr. [IpoeKTpoBaHUe W IMPUHIIUIIEI Texaonorus paboTHI B MaJIbIX TPYyIIIax
TEeJICKOMM yHHKAaIIHOHHOW KOMHATHI. [loAKroueHue
KOPIIOPATHBHOW CETH K BHEIIHUM YCIIyTaM.

3 |paxmueckoe 3ansmue 3. BazoBele KOMaHIBI Texaonorus mpoOIeMHOTO 00yUeHUs 2*
ShowmnnTepdeiica KOMaHIHOW CTPOKH MApIIPyTA3ATOPA. TexHonoruss paGOTHl B MaJBIX TPYMIAX
basoBas HacTpolika MapLIPYTU3aTOPa C IOMOLIBIO
uHTepdeiica KOMaHAHON CTpoKH. bazoBble KOMaH/BI
nutepdeiica Climapmpytuzatopa. KontpoabHas pabota
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TexHosioruu, npuUMeHsieMble MPH Koa-Bo

Ne IByyaemble TeMbl AUCHMILTHHBI .

NMpoBeJleHHN TPAKTHYEC KUX 3aHSTHii 4acoB
10 UTOTaM TeMBI 2 (TECT B peXKUMeE OHJIANH).

Tema 3. KommyTranusi B KOpnopaTHUBHO# CeTH.

4 [[Ipaxtaueckoe 3aHaTHE 4. KOMMYyTamus u cermeHTanus ceTu. | TeXHOIOTHS MPOOIeMHOTO 00y YeHuUs 2*
Be3omacHOCTh KOMMYTaTOpOB. Pe3epBrupoBanme B Texaomnorus pa®oOTel B MaJbIX TPyIIHax
KoMMyTHpyeMoii cetr. [Ipotokom STP
(SpanningTreeProtocol). Kopuessie moctsl. IIpotokosn STPB
NEepPapXUIECCKOH CeTH.

5 IIpakmnueckoe 3anatue 5. VLAN. Hactpoiika VLAN. TexHonorust MpoOJIEMHOT0 00y4YeHUS 2*
Unermudukanus VLAN. TpaHKOBEIE TOPTSL. TexHonorusa paboTel B MalbIX IPynax
Pacnpoctpanenne VLANHa HecKkoIbKO KOMMYTaTOPOB.

Mapmpytrzanus mexay VLAN.

6  |[Ipakmueckoe 3anstue 6. [Iporokon VTP Texaonorus mpoOIeMHOTO 00y IeHHS 2*
(VLANTrunkingProtocol). Hactpoiika VTP. Ilomnepskka Texzonorust paboThl B MaJbIX IPyIIax
VLANmst IP-teneonnu 1 GeCripoBOHOTO JOCTYTIA.

Pexomennyembie metonpl pabotel ¢ VLAN. KoHTtposnbHas
paboTa o utoram TeMbl 3 (TECT B peKUME OHJIAMH).

Tema 4. Aqpecanysi B KOPNOpaTUBHOI CceTH.

7  |lIpaktiueckoe 3anatue 7. Mcmonb3oBaHue MOACETEH i TexHosorust MPOOJEMHOTO 00yYEHUS 2*
CTPYKTypH3aluK ceTd. PacueT mojceteii ¢ ucnosb3oBanuem |TexHONOrHs paboThl B MaNbIX IPyIIax
JBOMYHOTO rnpenctaBineHus. [Iponecc 6a3oBoro pa3dueHus
Ha nojacetd. Macku nojcetn nepemernoi ymubt (VLSM).

Buenpenue aapecamun VLSM.

8 |[Ipaxtnueckoe 3anstre 8. CIDRu cymmupoBaHue TexHoNMOTHST MPOOIEMHOTO 00y UCHHS 2*
MapuipyToB. Pacuer cymmapHoOTro MmapupyTa. Texxonorust paboThl B MabIX IPyInax
W3omipoBanubie oacetd. [IpoctpancTBo dacTHBIX IP-
azpecoB. CraTHueckoe M JMHAMHUYECKOe NpeodpazoBaHme
NAT. Ucnome3oBanue PAT. KoHTposbHas paboTa 1Mo uToram
TeMBbl 4 (TECT B pexXHUMeE OHJIANH).

Tema S. MapmipyTuzanus ¢ NOMOIIbI0 NPOTOKO0JIA BEKTOPOB PACCTOSTHMS.

9  [[pakmueckoe 3ansTe 9. KoprnopatuBHble TOMONOTHH. Texaonorus mpoOIEeMHOTO 00yYeHUS 2%
Cratnyeckas u JMHamMuveckas Mapiupytusanus. Hactpoiika [TexHonorus paGoTel B MaNbIX TpyIIHax
CTATMYECKUX MapIIPyTOB. MapIpyTsl 10 yMOJIYaHHUIO.

Hactpoiika nmpotokona RIPv2. TIpoGieMbl ¢ MPOTOKOJIOM
RIP. TIposepka npoTtokona RIP.

10 |TIpakrnueckoe 3austue 10. Hactpoiika npotokona EIGRP. |TexHomorust mpo6ieMHOTO 06ydeHHs 1*
CymmupoBanne MapuipyToB EIGRP. Ilposepxa paboTsr Texuonorust paboTEI B MasbIX IPyIITax
npotokosia EIGRP. KonTpombHast paboTa 1mo utoram TeMbl 5
(TEecT B pexxuMe OHIIAMH).

Tema 6. MapmpyTH3anusi 10 NPOTOKOJIY Ha 0a3e COCTOSIHMSI KaHAJIA.

11 |IIpaxmgeckoe 3anstre 10. Hactpoiika 6a30Boro mpoTtokona (TexHosorns mpoOieMHOTO 00yUueHHs 1*
OSPFB ommoit o6mactn. Hactpoiika ayrermndukammun OSPF. |TexHomornst paboThl B MaJbIX TPYyIIHax
Hactpoiixa mapamerpos OSPF. IIpoBepxa paboTsl mpoTOKOIA
OSPF.

12 |IIpaxmrueckoe 3aHstie 11. Hactpoiika u pacnpoctpanerne |TexHosorns mpoOIeMHOTO 00yUueHHs 1*
MapupyTa no ymojuasuto. Hactpoiika cyMMupoBaHUs Texaonorus paboOTeI B MaJbIX TPYIHax
OSPF. Hcnonp3oBaHHE HECKOJIBKUX NMPOTOKOJIOB HA
npeanpusitTud. KoHTponpHas padoTa mo utoraM TeMsl 6 (Tect
B peXXUMe OHJANH).

Tema 7. Co3nanue kaHaioB koprnoparuBHoii cetu WAN.

13 [[Ipaktrueckoe 3ansatue 11. YctpoiictBa cetn WANu TexHoNMOTHsI MPOOJEMHOTO 00y YCHHUS 1*
texronoruu. Cranmaptel cetn WAN. Joctyn x cett WAN. |TexHonmorust pa®oThl B MajbIX TpyIIax
KoMmMyTamnms kaHaJlOB M MAaKeTOB. TeXHOIOTHH
WAN«IoCeIHIs MWD U «JIMHHAS JTUCTAHIIHAS .

14 [[Ipaxtudeckoe 3austue 12. Nnkancymsiuuu Ethernetu Texaonorus MpoOIeMHOTO 00yYeHUS 1*

23




MByyaemble TeMbl AMCUMILIMHBI

TeXHO.]'IOl"I/ll/l, npuMeHsieMbI€ TIpAa
NMpOBE/ICHUH MPAKTUYEC KUX 3aHATHIA

Kou-Bo
9acoB

WAN. HDLCu PPP. Hactpoiika PPP. AyTtenTndukanus
PPP. Hactpoiika mpotokonoB PAPu CHAP.
KonTponpHas paboTa 1o utoraM TeMbl 7 (TECT B pexxuMe
OHJIAIH).

Texaonorus padoOTHl B MaJIBIX TPYyIIHax

Tema 8. ®uiabTpayst TpaduKa C UCHO/IL30BAHUEM CIHCKOB KOHTPOJISI OCTYIA.

15

Ipaxmaeckoe 3anstre 12. Tumsl u ucnoms3osanue ACL-
crniuckoB. O6pabotka ACL-criucka. Llenb ucnosnbp3oBaHus U
cTpykrypa 1mabnonHoi macku ACL-cincka. Onenka
pe3yJbTaTOB MCHOJB30BAHUS IIAOIOHHONH MACKH.
Pasmemenue craHmapTHEIX U pactmpeHHblx ACL- crimckos.
Hactpoiika HymepoBaHHbIX cTanAapTHEIX ACL- cruckos.
Hactpoiika HyMepoBaHHBIX paciiupeHHbIX ACL-crinckoB.
Hactpoiika nmeHoBanubix ACL-cinckoB. HacTpoiika
JocTyna K kaHanaMm VT YmapupytusaTtopa.

Texaonorus mpoOIEeMHOTO 00ydeHUs
Texnonorus paboOTHl B MaJbIX IpyHIax

1*

16

Ipaxtnueckoe 3anatue 13. Hactpoiika ACL-criuckoB st
¢unpTpanuu nopToB U npmioxkeHuid. Hactpoiika ACL-
CIMCKOB ISl TIOJICPIKAHUS YCTAHOBICHHOTO TpadHKa.
Bmsane NATu PATHa pasmemenne ACL-crincka. Anamms
ACL-cinckoB cetd U ux pasmeeHus. Hactpoiika
ACL-criuckoB ¢ mapmpyTusanueit mexay VLAN.
KonTponpHas padoTa 1o ntoram TeMHl § (TECT B pEeKHMeE
OHJIAIH).

TexHonorust MPOOJEMHOTO 00y YCHHS
TexHonoruss paboThl B MaJbIX TPyMIax

2*

Tema 9. YcTpaHeHHe HeENMOJAaA0K B KOPHOPATUBHOM CeTH.

17

[paktnueckoe 3anstue 14. MOHUTOPHUHT U
npodumakTnaeckoe 00CIyKUBaHUE CETU. YCIpaHCHHE
HEIoJIAJOK U JOMEH BO3HUKHOBeHHUs cOos. [Iponece
yCcTpaHeHus npobiyieM. YcTpaneHne npo0iemM Ha ypoBHE
KOMMYTATOpOB. YcTpaHeHHe npoobieMm ¢ KoHpurypauuei
VLAN. VYcipanenue mpodnem VTP. TIpoGaeMsl mpoTokoia
RIP. TIpo6aemsr EIGRP. TIpo6aemsr OSPF. TIpobiembr
nepepacnpeesieHlsi MapupyToB.

Texxonorust mpooOJIEMHOTO 00ydeHHS
Texnonorus paboOTHI B MaJbIX IpyHIax

2*

18

Ipaktrueckoe 3anatue 15. Yctpanenue mpooiem
noaxmoyeHust B cetn WAN. Tlouck u yctpaHeHue
HeucnpaBHocTel ayteHTHdukanuu B cett WAN. Kak
yoeauTses, uto npobiema B ACL-criucke. [IpoGiaeMbl
koH¢urypamuu u pasmerneHus ACL-criucka. KoHtposmHast
paboTa o uToramM TeMbl 9 (TECT B peKUMeE OHJIANH).

Texnonorust mpoOJIEMHOT0 00y4YeHUs
Texaonorus padOTHI B MaJbIX TPYIIIax

2*

Bcero mo mucnuiumHEe (B TOM YHCIIE HHTCpAKTUBHOE 00ydeHHE™)

30 (30%)
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4. YcioBus peantu3anuu NporpaMMbl y4eOHOi JUCIUNTHHbI

4.1. MarepuajbHo-TeXHMYecKass 0a3a, HeoOxogumasi hi ) £
OCYIIEeCTBJICHHSA

00pa3oBaTeJIbHOTO MpoLIecca Mo JUCHHUIINHE

Peammamus y4eOHOW JHUCIMIUITMHBI OCYIIECTBISIETCS B CIEIMAILHO O0OPYAOBAHHBIX
KaOVHETAX

[Tonuron TEXHUYECKOTO KOHTPOJII M JMArHOCTHKU CETeBOM HMHEOPACTPYKTyphl, Y.
3enenckoro 10, ayn. M37:

KoMmmbroTep, mpuHTEp Maibli, NPUHTEP OOJBIION, KOMMYTATOPbI, MAallpyTH3aTOPHI,
KpOCC-TIaHEeJIM, CETEeBbIe PO3ETKM, O0KHMHbBIE YCTPOMNCTBA, KPOCC-HOXK, TECTEp CETH,
MAa4YKoOp/l, MCTOYHUKHU OecrnepeOOMHOTO THUTaHWs, CepBepa, KOHBEPTOpPHI, |P-11mr035I,
Kabenb-kaHanbl. [leTanu pazoOpaHHBIX KOMIBIOTEPOB: MATEPUHCKHE IJIAThl, 3BYKOBBIC
KapThl, CETEBBIC KapThl, OJOKW THUTaHHS, BUICOKAPTHI, >KECTKHE JIUCKH, KapThI
OTEpaTUBHOM MaMATH, MPOLECCOpPbI, Ap., HArIAJHbIE NOCOOWS, y4yeOHO-METOANIECKHUe
MaTepHualbl, J10CKa yueOHas.

Wudopmativo HHO-BBIM UCTUTE IbHBIN TIEHTp, yi. 3eneHckoro 10, ayn. M38:

KomnbroTep, HOyTOyK, ceTeBOM 1mKad, Kpocc-TMaHeI, CETeBbIe

PO3ETKH, OOXKUMHBIE YCTPOMCTBA, KPOCC-HOXK, TECTEp CETH, HayKOpH, KOMMYTAaTOpHl,
HUCTOYHUKHN OecrepeOoitHOTO TMTaHus, cepBepa, KoHBepTOphl, IP-Tenedon, IP-mmro3si,
kabelb-KaHasbl, BbIX0J B MHTEpHET.

Jetanu pa3oOpaHHBIX KOMIIbIOTEPOB: MaTre€pUHCKHE IUIaThl, 3BYKOBbIE KapThl, CETEBbIC
KapThl, OJIOKU MUTAaHUS, BUACOKAPTHI, KECTKUE TUCKHU, KapThl OMEPATUBHOU MaMsITH,

NPOIIECCOPBI, JIp.

4.2. IlepeueHb HEOOXO0AMMOT0 NPOrPAMMHOTIO O0ecreYeHUs

1. 7-zip(muemsus Ha anri. http://www.7-zip.org/license.txt).

2. Adobe Acrobat Reade (nvreH3us —
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

3. Adobe Flash Player (e ns nss—
https://get.adobe.com/reader/?loc=ru&promoid=KLXME).

4, Apache OpenOffice (mune m3us— http://www.openoffice.org/license.html).
5. FreeCommander (sueH3us—

https://freecommander.com/ru/%d0%bb%d0%b8% d1%86%d0%hb5%d0%bd%d0%b
7%0d0%b8%d1%8f/).

6. Google Chrome (nvreH3us—
https://www.google.ru/chrome/browser/privacy/eula_text.html).

7. LibreOffice (B cBo601HOM mOCTYyIE).

8. Mozilla Firefox (muuemsusi— https://www.mozilla.org/en-US/MP L/2.0/).
9 nanoCADgBepcust 5.1 nokanpHast (JIHIIEH3US — CEPUMHBIA HOMED:

NC50B-45103
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o1 24.10.2016).

5. IlepeyeHb OCHOBHOM U JONOJHUTEIbHOH Y4e0OHOM JIUTEPATYPHI,
HEe00X0AMMO¥ 1JIsl 0CBOCHMS AMCIUIIIHHBI

5.1 OcHoBHas JuTeparypa

1. bapanuukos A. U. Opranu3zanus ceTeBoro aAMMHUCTPUPOBAHUA : YUEOHMK JJIst

UCTIOJIb30BaHWSI B ydyeOHOM mpoliecce o0pa3oBaTeNbHBIX YUPEeKICHHN, pealn3yro mux
OporpaMMBbl  CpeAHETO  Npo(deCCHOHATBLHOTO 00pa3oBaHUs MO  CIEIUAILHOCTH
«Kommnerotepusie cetn» / A. U. bapanuukos, I1. A. bapanuukos, A. FO. ['pomoB. — M. :
Axanemwus, 2016. — 320 c¢. — (Ilpodeccrnonanproe obpazoBanue. I1podeccroHanb HBIHA
Monyib). — ISBN 978-5-4468-2343-7.

2. Ju6pos, M. B. KoMmbroTepHBIE CETH U TEIEKOMMYHUKAIMU. M apipyTuzais B
ip- cersix B 2 4. Yacth 1 : yueOHuk u mpaktukyMm ais CIIO / M. B. Jluopos. — M. :
WznarensctBo HOpaiit, 2017. — 333 ¢. — (IIpodeccronanbHoe obpazoBanue). — ISBN

978-5-534-04638-0. - u6poB, M. B. KommpioTepHble CeTH U TEIEKOMM yHHUKAIIUU.
Mapmpytmanms B ip- cetax B 2 4. Yacts 2 : yueOHMK U npaktukym miust CIIO / M. B.
JubpoB. — M. : UsmarensctBo IOpaiit, 2017. — 351 c¢. — (IIpodeccuonansHoe
ob6pazoBanne). — ISBN 978-5-534-04635-9.

3. MaxkcumoB H. B. KommeroTtepHsle cetu : ydeOHOEe mocoOWe Mg CTYAEHTOB
yupexnennit  CIIO, oOydalomuxcs 1O  CHEUUATBHOCTIM  HMHPOpPMATHUKU U
BbuucnuTenbHO U TexHuku / H. B. Makcumos, 1. U. [lomos. - 6-e m3a., nepepad. u 101 -
M. : ®DOPYM, 2016. - 464 c. - ISBN978-5-91134-764-2.

4. MakcumoB H. B. KommproTepHusie cetu : yueOHOe mocoOue sl CTyACHTOB
yupexnennit  CIIO, oOydalomuxcs 1O  CHEUUATBHOCTIM  HMHQOpPMATHKU U
BbuMcnuTenbHO U TexHuku / H. B. Makcumos, 1. U. [lomos. - 6-¢ m31., nepepad. u 101 -
M. : ©OPYM : UH®PA- M, 2015. - 464 c. - ISBN978-5-91134-764-2.

4.2 JlonoJiHMTEIbHAA JIUTEPATYPA

1. Matsm, C.A. KopnoparuBHble HH)O pMalLMo HHbIE CUCTEMBI : yueOHoe niocobue
/ C.A. Marsam. - M. ; bepnun : Jupekr-Menua, 2015. - 471 c. : wun., cxem., Tabi. -
bubnuorp.: c. 458-467. - ISBN978-5-4475-6085-0 ; To ke [DmekTpoHHBIH pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=435245

2. ['pebemkoB, A.FO. BpruucnurenpHas TEXHUKA, CETH U TEJICKOMM yHHUKAIIHH.
YyeOHoe nocobue s BY30B. [ Qe KTpo HHBIN pecypc | — DnekTpoH. naH. — M. : ['opsyas
maamsi- Temexom, 2015.— 190 ¢. — Pexxum poctyma: http://ed4anbook.com/book/90140.

3. Jlamonuna, O.P. MexcereBbie 3kpanbl : yaeOHoe nocobue / O.P. Jlanonuna. -

2-e m3 1.,

Herpas. - M. : HaunoHane Hb1#1 OTKpbITHIN Y HUBepcuteT « THTYUT», 2016. - 466 c. : mi.
; To xKe [DNeKTpOHHBII pecypc].

URL.:http://biblioclub.ru/index.php?page=book&id=429093

4. Jlanonuna, O.P. IlpoTokoisl 6e3omacHoro ceteBoro B3ammoneictsus / O.P.

JlanoxuHa.

- 2-e ma., HempaB. - M. : HammonanpHblii OTKpBITBIA Y HHUBEpPCHUTET

«HMHTYUT», 2016.
- 462 c. - (OcHOBBI HH(O pMAIIHMO HHBIX TEXHOJIOTUH). - bubnuorp. B kH. ; To ke

[Onextponnbiii pecype]. - URL: http://biblioclub.ru/index.php?page=book&id=429094
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5. [TocTpoeHre KOMMyTHpPYEeMbIX KoMIbIoTepHBIX ceteld / E.B. CmupnoBa, 1.B.
backakoB, A.B. IIponetapckuii, P.A. ®enotoB. - 2-¢ mx., ucnp. - M. : Harmo Hanb HBIH
OtxkpeiThiid Y HuBepcutet «MHTYUT», 2016. - 429 c. : cxem., wi. ; To xe [D7A€KTpO HHbII
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=429834

6. Cetu u cucteMbl nepefayu MHMOpPMAIUHU: TEJIEKOMM YHHUKAIIMO HHbIE CETH :
y4eOHUK U MPAKTUKYM I akagemudeckoro 6akanaspuara/ K. E. Camyunos [u ap.] ; mox
pen. K. E. CamywioBa, 1. A. lllammmosa, /. C. Kyns6oBa. — M. : M3natensctBo FOpaiiT,
2017. — 363 c¢. — (bakanaBp. Axagmemmaeckuii kypc). — ISBN978-5-534-00256-0. —
URL:

https://www.biblio-online.ru/book/D02057C8-9C8C-4711-B7D2-E554ACBBBE?29

7. [Mapes, P.1O. [IporpamMHble 1 anmaparHble ¢ peacTBa UHPOPMAaTHKY : yueOHUK
/ P.IO.

Hapes, A.B. IIpoxonenko, A.H. KuszpkoB. - Kpacnosipck : Cubupckuil dhenepaisHbIN
yauBepcuret, 2015. - 160 c. : Tabmn., cxem., wi. - bubauorp. B xH. - ISBN978-5-7638-

3187-0 ; To xe [DneKTpOHHBIH pecypc]. -
URL:

http://biblioclub.ru/index.php?page=book &id=435670

4.3 Ilepuoauyeckue u3gaHus

1. Bectauk MockoBckoro YauBepcurera. Cepus 15. BseraucaurensHas
MaTeMaTHKa u KHOEpHEeTHKA. - URL:
http://biblioclub.ru/index.php?page=journal_red&jid=237323

2. NunoBammmum Ha ocHOBe HWHGOPMAIMOHHBIX M KOMM YHHKAIIMO HHBIX
texHosoruit. - URL: http://elibrary.ru/contents.asp?issueid=1438371.

3. Nadopmaruka u oOpazoBaHUe. - URL:
http://dlib.eastview.com/browse/publication/ 18946/udb/1270.

4. Nudpopmaruka, BBMUCIHUTENbHAS TEXHHKAa M HHXXEHEpHOe oOpa3zoBaHuE. -
URL.: http://elibrary.ru/contents.asp?issueid=1567393.

S. MeToauueckrue BOMPOCHl MpenojaBaHus HHPOKOMMYHHUKAIMKA B BbICIIEH
mkoste. - URL: http://elibrary.ru/contents.asp?titleid=55718

6. Mup ITK. - URL.: http://dlib.eastview.com/browse/publication/64067/udb/2071.
7. OTKpBITBIE CHUCTEMBIL CYB/. -URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071

8. [Iporpamm HblE IIPOJTYKThI u CUCTEMBL. - URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

9. Computerworld Poccus. - URL:
http://dlib.eastview.com/browse/publication/64081/ udb/2071.

10. Windows IT Pro / Re. - URL:
http://dlib.eastview.com/browse/publication/64079/ udb/2071.

4.4 Ilepedyenn pecypcoB HH(POPMALMOHHO-KOMMYHUKANMOHHOM CeTH
«I/IHTepHeT», HGOﬁXOIlI/IMbIX AJA OCBOCHUSA JTUCHUITJIMHBI

1. OBC «YwuuBepcurerckas Oubnmoreka ONLINE» @ cair. - URL:
http://biblioclub.ru/index.php?page=main_ub_red.

2. OBC UznarennctBa «Jlamb» : caitr. - URL: http://e4anbook.com.

3. ObC «lOpaiit» : [pasmen «BAIIA TIOAIIMCKA: ®wman Kyol'yY (r.
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CnaBsiHCK-Ha- Ky6ann)] : CauT. - URL:
https://mamw.biblio-online. ru/catalog/ElZlB99F ESED-430E- A737-37D3A9E6DBFB.

4, Hayunas snexrponHas Oubimoteka «elibrary.ruy : camur. -
URL:

http://elibrary.ru/defaultx.asp.

5. ba3br nannbix kommanuu «Mct Bero» [paszgen: [lepuonmueckue m3aanus (Ha
pycckowm si3bike)] : cair. - URL: http://dlib.eastview.com.

6. OenepanbHass uHpopManuoHHas cuctema «ExumHOe OKHO JocTyma K
oOpasoBaresibHBIM pecypcam»: cair. - URL: http://window.edu.ru.

7. denepalbHBId  HEHTP  WHGOPMAIMOHHO-O00pPa30BATEIbHBIX  PECYpPCOB
(®ILIMOP): caiir. - URL: http://fcior.edu.ru.

8. Enunas xosuexkimsi mmdpoBbIX 00pazoBaTesibHBIX pecypcoB: caifr.- URL:
http://school-collection.edu.ru.

9. OdunmanpHBIM MHTEPHET-TIOPTAJI NpaBOBOW MHMopMaluu. ['ocynapcTBe HHas

cuctema npaBoBoii mHpopmarmu: cait. - URL: http://publication.pravo.gov.ru/.
10. DHIOUKIOTICAUYM: DHIAKJIO e JT U CrnoBapu. CmpaBounuku //  ObC
«YumBepcuterckasoudnuoreka ONLINE»:caiir. - URL:http://enc.biblioclub.ru/.
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5. Metoanueckue  ykazaHusi  O0y4yawIIUMcsi 1O  OCBOEHHIO
AU CUMIIIHHBI

HucuuruimHa  HameseHa Ha  ¢opmupoBanme obmmx (OK  1-9) wu
npodeccronanbHpIx koMmmeteniuii (11K 2.1-2.4).

OO0y4deHMe CTYIEHTOB OCYIIECTBISIETCS 10 TPAJUIIMO HHO M T€ XHOJIOT U (JIEKIIHUH,
NPAKTUKK) C BKIFOYEHHEM HWHHOBAIIMO HHBIX 3JICMEHTOB.

YcrHoe — m3noxkeHuWe ~— ydyeOHOro  martepuana  Ha  JIGKOMHA  JIOJIKHO
KOHCTIeKTUpOBarbcs. CiymaTh JEKIUI0 HYXXHO YMETh - TOAACPKUBATH CBOE
BHMMaHHE, TIOHATh M 3alOMHUTH YCJBIIIAHHOE, YJOBHTH May3bl. B mpouecce
BIIOKEHUST TMpernojaBaTeNieM JIEKIUU CTYJACHT JOJDKEH BBUICHUTH BCE
HETIO HATHBIE BOTMPOCHI. 3aMUCHIBATh COJEPKAHUE JICKIIMHU HY>KHO 00s3aTeNbHO -
3aMUCU TMOMOTAIOT TOAACPKUBATH BHUMAHHE, CTIOCOOCTBYIOT TMOHHMMAaHHIO U
3aMIOM MHAHUIO YCJIBIIIAHHOTO, IPUBOUT 3HAHUE B CUCTEMY, CIIy>KAT OTIO PO JJIst
niepexojia kK 6osee rry0OKOMY CaMOCTOSITEILHOMY M3YYEHHUIO TpeaMeTa.
Mertonuueckre peKOMEHIAMH 0 KOHCIIEKTUPOBAHUIO JICKIIMIA:

. 3alUCh  JOJDKHA  OBITh  CHUCTEMHOM, TMPEACTaBIATH  COOOM
COKpamEHHBI BapuWaHT JIEKIMH TMpernojasareis. HeoOxomumo ciymiars,
00IlyMbIBaTh M 3alMCHIBATh OJIHOBPEMEHHO;

° 3aMK1Ch BEJETCS OUCHb 6I)ICTp0, ‘{éTKO, 10 BO3MO KHOCTH KO POTKHM U
BBIPAXKCHUAM U
° HC IIPCKpaliad CJaymarb MMperiogaBarcjiad, Hy>KHO 3aIllUCbIBATb TO, YTO

HEOOXOJIMMO YCBOUWTH. Hesb3si 3amuchiBaTh cpa3y e BBICKa3aHHYIO MBICJIb
npernojaBaTesis, clielyeT €€ MOHATh U TOCJIE 3TOr0 KpParko 3amucarb CBOUMH
CJIOBaMU WJIM CIIOBaMU TperioaBaTesisi. BaxkHo, 4ToObl B Heil He ObLT MOTEpSH
OCHOBHOM CMBICJI CKaQ3aHHOTO;

. UMEHA, [aThl, Ha3BaHUs, BBIBOJbI, ONPECICHUS 3alllCbIBAIOTCA
TOYHO;
. cieayeT oOparuTh BHUMaHUE Ha OOpMIICHHUE 3aMlKCH JeKuuu. J{is

Ka)KI0TO TpeaMeTa 3aBOIUTCS 001Iast TeTpaab. OTIMIHBIM OT OCTaIbHOTO I[BETA
CJIeIYET BBIICIIAT OT/ICJIbHBIC MBICITH M 3ar0JIOBKH, COKPAIIaTh OT/IEIIbHBIC CJIOBA
U TpeJUI0OKEHUsS, WCIOIb30BaTh YCJOBHBIC 3HAKW, OYKBBI JIATUHCKOTO U
rpeueckoro anpaBUTOB, a TaKXe HEKOTOpPhIE TNPUEMBI CTEHOTPa(hUIESCKOTO
COKpaIleHHs CJIOB.

[IpakTnueckue 3amsatus 1o aucuumimae MJIK.02.03  «Opranmsanus
aJIM MHUC TPUPOBAHUS KOMMYTHPYEMBIX CETeH U CHUCTEM JIOCTYIa K TJI00ab HbIM
CeTsIM» MPOBOJATCS TI0 CXEME:

. YCTHBIM OMPOC IO TEOPUM B HAUaJe 3aHITHS;
. paboTa B TpyMIax Mo pa3pelieHUuI0 Pa3IMdHBIX CUTyallud M0 TeMe
3aHATHS;

° PEIICHUC MNPAKTHYCCKHUX 3ada4,



. VHIWBUIYaJIbHbIC 3aJaHusl U1 TMOJATNOTOBKM K MPAKTUUECKHM
3aHATISIM.
[lesp mpaKTHUYECKOTO 3aHATHSA - HAYYUTh CTYAECHTOB IPUMEHATh TE€OPETUUECKUE

3HaHUs TPU PELICHUM NPAaKTUIECKHUX 3a/1a4 Ha OCHOBE pEealibHbIX JAHHBIX.
Ha npakTrueckux 3aHATHAX NpeoOsafaroT CJIEeAYIOIIUEe METO/IbI:

. BepOanbHbIe  (TMpeolsamaromuM  METOJOM  JIOJDKHO — OBITh
00BsCHEHHE);
. npaKkTHIecKue (MMChbMEHHBIC 3J1aHWs, TPYNIOBBIC 3aJaHKsI U T. IL).

BaxapiM st cTyAeHTa SBISETCS YMEHHE palUOHAILHO  moadupath
HeOOXonuMyr0  ydeOHyro  nutepaTypy. OCHOBHBIMH  JUT€paTypHBIMU
HUCTOYHUKAM U SIBJISTIOTCS:

. oudmoteunsie (ounbl Guwmana Kyol'Y;

. ANIEKTPOHHAs  OMONMMOTEYHas  cUcTeMa  «Y HUBEpPCHUTETCKas
OMONMOTEKA OHJIANHY;

. AIIEKTPOHHA OWMOJIMOTEeYHAs CHCTEMa M3/1arTeiibcTBa «JIaHby.
[lonck kHUT B OUONHOTEKE HEOOXOAMMO HAYMHATH C W3YYEHHUS MPEIMETHOTO
KaTaJiora ¥ CO3JaHus CTUCKA KHUT, TIOCOOUIA, M€ TOJUIECKUX MAaTePHAJIOB TI0 TEME
mydeHus. [IpocMOTp KHUTM HAUYMHAETCS C TUTYJIHHOTO JIUCTA, CJEAYIOIIETO
nociie 0070xkKku. Ha HEM O0OBMHO mMOMEIIAIOTCS BCE OCHOBHBIE JIaHHBIC,
XapakTepI3yIOIUe KHUTY: Ha3BaHUE, aBTOP, BBIXOJHbIC [aHHBIC, JTaHHBIE O
nepeusganud u T.7. Ha 000poTe TUTYIIBbHOTO JIMCTa JaETCsl aHHOTALWS, B KOTO PO i
YKa3bIBAeTCSI TeMaTHWKa BOTPOCOB, OCBEUICHHBIX B KHHTE, OTPEIEISICTCS KPYT
quTaTeNiel, Ha KOTOPHIH OHA paccuuTaHa. bojpiioe 3HAYCHHE UMEeT
NPeUCIOBHE KHHUTH, KOTOPOE 3HAKOMHUT 4YHUTATeNs C JUYHOCTHIO aBTODA,
UCTOpHEH CO3/laHMs KHUTH, pacKpbIBaeT cojaepkanue. [IpoumB mpeaucioBue u
MOJIydUB 00IIlee Mpe/ICTaBICHUEe O KHUTE, CIEAyeT OOpaTUThCS K OTJIaBJie HUIO.
OrnaBieHUEC KHUTHM 3HAKOMHUT 00y4aeMoOro ¢ COJIepXKaHHMEM H JIOTUYECKOU
CTPYKTYpPO U KHUTH, TI0O3BOJIIET BHIOpATh Hy>KHBIM MaTepHas i m3ydeHus. ['ox
M3J1aHWsI KHUTHU TI03BOJISIET CYIWTh O HOBHM3HE MaTepuana. Yem daiie KHHTa
maaéTcs, TeM OOJBIIYI0 IEHHOCTh OHA MPEACTaBJIIeT. B KHUTE MOTYyT OBITH
MpUMEYaHusi, KOTOPbIE COAEp)KaT pa3IudHbIC O TOJHUTEbHbIe cBeaeHusA. OHH
MevaTalTcsl BHE OCHOBHOTO TEKCTa M Pa3biICHAIOT OTIACJbHBIE BOTIPOCHI.
[IpeamerHbie W andaBUTHBIE yKa3aTeldd 3HAYUTEIHLHO OOJIEr4ar0T TMOBTOPEHHUE
BJIOKEHHOTO B KHHIEe Marepuana. B KOHIE KHHTM MOMET pacroJiaraThCs
BCIOMOTATeNbHBIM Marepuasi. K HemMy OOBIMHO OTHOCSTCS WHCTPYKIUH,
TIPWJIO K€ HYS, CXEMbI, C UTYallMO HHBIE 3a/1a4 ¥, BOIIPOCHI JIJISI CAMOKO HTPOJISL | T. II.
JInst mydiiero mpeacTaBiIeHUs W 3allOMUHAHMS MaTepuaia I1ejecoo0pa3HoO BECTH
3aICH ¥ KOHCTIEKTHI Pa3jIMIHOTO COJCPXKAHUSI, & UMEHHO:

. MOMETKH, 3aMEUaHusi, BBIIECJICHUE TJIABHOTO;
. IUTaH, TE3UCHI, BHIIUCKH, IATATHI;
. KOHCTIEKT, pabouas 3amuch, pedepar, HOKIaa, JeKImsI U T. 1.

Yurare yueOHHK HEOOXOAMMO BIYMYHBO, BHUMATEJILHO, HE MPOIYyCKas TEKCTa,



CTapasch MOHATh KaXAyl (pa3y, OJHOBPEMEHHO pa3Oupas NMPUMEPHI, CXEMBI,
Ta0JIMLBI, PUCYHKH, NIpUBEAEHHBIE B yueOHUKe. OHUM M3 Ba)KHEHIIUX CPEACTB,
CMOCOOCTBYIOIIUX  3aKpeIUICHWIO  3HAHMM, SIBISIETCS  Kparkas  3aluch
IIPOYUTAHHOIO MaTrepHana - COCTaBJIEHUE KOHCIEKTa. KOHCIEKT - 3TO KpaTkoe
CBA3HOE IBJIOXKEHUE COJIEpXKAHUSA TeMbl, ydyeOHMKAa WIM €ro dYacTu, 0e3
noAgpoOHOCTEM W BTOpocTenmeHHbIX JaeTanedl. I[lo cBoeil cTpykType H
N0CJIeI0BAaTEIbHOCTH KOHCNEKT JOJDKEH COOTBETCTBOBATH IUIaHY YyueOHHKa.
[IoaTOMY BaX@HO CHadana COCTABUTH IUIAH, & NOTOM MHCATbh KOHCIIEKT B BUIE
OTBETa Ha BOmpochl MinaHa. Eciau yueOHuK pa3aenéH Ha HeOOJbIINe
03arJ1aBJjie HHbIE YaCTH, TO 3ar0JIOBKM MOKHO pacCCMAaTpPHUBATh KAK IIyHKTHI IUIaHA, a
U3 TEKCTa KAKIOW 4acTH CJEAYyeT 3alUcaThb T€ MBICIH, KOTOPBIE PaCKpPBIBAIOT
CMBICI 3arojioBka. TpeOoBaHMs K KOHCIEKTY:

. KpPaTKOCTh, CKATOCTh, IIEJIECO00Pa3 HOCTh KaXKIOTO 3aIHC bIBAEMOTO
CJIOBA;
. CONEPKATCIPHOCTh  3alMCH- 3aIlUCHIBAEMBIC MBICIH  CIEAYET

dbopMyupoBaTh KpaTko, HO Oe3 ymiepOa mist cmbiciia. OObEM KOHCTIEKTA, Kak
MPaBWIO, MEHBIIE M3y4aeMoro Tekcta B 7-15 pas;

. KOHCTICKT MOJKET OBITh KaK TIPOCTHIM, TaK U CJIOKHBIM T0 CTPYKTYPE
- 3TO 3aBUCHUT OT COJICPXKAHUS KHUTM U LT €€ W3y4deHUs.

Metonnueckue peKOMEHAAIMU 0 KOHCTIEKTUPOBAHHIO:

. MPe ke YeM HauaTh COCTABIATh KOHCIEKT, HyKHO 03HAKOMHUTHCS C
KHATOM, MPOYUTATh €€ CHayajga 10 KOHIA, MOHATHh MPOYUTAHHOE;

. Ha 00JI0)KKE TeTpaagM 3alMUCHIBAIOTCA Ha3BAaHHE KOHCTEKTHPYEMO U
KHUTU ¥ UMsI aBTOPA, COCTABISIETCS TUIAH KOHCTIEKTUPYEMOTO TECTa;

. 3amKUCH JIy4llle ejaTh NPy MPOYTEHUH HE OJHOTO-JIBYX a03aleB, a
1esioro naparpada Wid TJIaBbL

. KOHCTIEKTUPOBAHUE BEAETCS HE C LEJbI0O HMETh OTpeAes€ HHbIN
3amucy, a A 0oJiee TMOJIHOTO OBJIAJCHUS COJIEPKAaHUEM H3Y4aeMOIO TEKCTa,
NOATOMY B 3aIKCSAX OTMEYAeTCs] W BbIAEIIETCS BCE TO HOBOE, MHTEPECHOE U
HY’>KHO€, YTO OCOOEHHO MPUBJIEKJIO BHHUMAaHUE;

. rocjie TOro, Kak clejaHa 3aluch cojaepxaHus naparpada, riasbl,
clielyeT mepeuuTarb €€, 3aTeéM CHOBa O00paThCsid K TEKCTY M TPOBEPUTH ceOs,
NPaBWIbHO JIM MBJIOKEHO COJEpKaHue.

TexHrKa KOHCTICKTHPOBAHUSA:

. KOHCTICKTUPYSl KHUT'Y OOJbIIOTO 00BEMA, 3aMUCh CJIETYET BECTH B
o01eit TeTpany;,
. Ha KaXKA0W CTpaHUIIE CJI€BAa OCTABJAIOT MOJSI MHUPUHOU 25-30 MM

JUISL 3alUCU KOPOTKHX TOA3aroJIOBKOB, KPaTKHX 3aMEuYaHHii, BOTIPOCOB;

. KaXIasi CTaHWIA TETpaaud HyMEpyeTCs;

. JUTSL TIOBBIIIE HUSL Y UTAEMOCTH 3AITUC U OCTABJIAIOT UHTE PBAIBI MEXKIY
CTpOKamu, ab3alamMy, HOBYIO MBICJIb HAUMHAIOT C «KPAaCHOW» CTPOKH;

. OpU KOHCNEKTHPOBAHMHM  IIMPOKO  HUCIOJB3YIOT  pa3iiuyHble



COKpallleHUS W YCJOBHbIE 3HAKHM, HO HE B YIEpPO CMBICIYy 3allMCAHHOTO.
PexoMeHmyeTCss MpUMEHATh OOMICYNOTPeOHTEIbHBIE COKpAIICHUA, HAIPUMEP:
M.0. - MOXET OBITh; TOC. - TOCYAAPCTBEHHBIN; 1.0. - TOJDKHO OBITH U T.I.

° HC CJICAYCT COKpalmaTb MMCHA WM Ha3BaHWI, KpOMC OYCHbL 4YaCTO
TMOBTOPAIOIIUNXCA
® B KOHCIICKTC HC OOJIXKHO OBITh MEXaHHYECKOTO NePCIUChIBaAHUA

TeKCTa 0€3 MPOIyMbIBaHUS €ro COJAEp)KaHWsI M CMBICIOBOTO aHAIIM3A.
CamocTrosiTeibHas paboTa CTYIAEHTOB SIBJIAETCS BakHeWend (Gopmoit ydueOHO-
N03HaBaTe Ib HOTO npouecca. OCHOBHAS 1IeJIb CAMOCTOSITEJIb HO M pabOTHI CTYAEHTA
IpU M3y4e HUU JTUC LUIUIMHBL - 3aKPEUTh TEOPE THUECKHE 3HAHMUS, TI0JIy4€HHbIE B
X0J| JIEKUMOHHBIX 3aHATUH, a Takke CcPOPMHPOBATH MPAKTHYECKHE HABBIKU
HOATOTOBKHM B 00JIACTH MAaTe€MaTHKH.

CamocrosiTeibHast paboTa CTyIEHTa B MPOLECCE OCBOEHWS JIUCIUIUINHBI
M/ZK.02.03 «Opranuzanus agMUHHACTPUPOBAHUS KOMMYTHUPYEMBIX CETEH U
CHUCTEM JIOCTYIA K IJ100aJbHBIM CETAM» BKIIHOYACT:

. W3y4EHUE OCHOBHOM M JOIOJIHUTEIILHOW JIMTEPATYPHI IO KYpCY;

. paboTy C BNEKTPOHHBIMU y4EOHBIMH pECypcamuy,

. U3 y4eHHUe MaTepuaioB e pUO MY ECKOM neyary,
HNHurepHeT-pecypcos;

. MOATOTOBKY K KOHTPOJIbHOW pabote;

. UHAMBUYyalbHblE M TPYNNOBbIE KOHCYAbTAIMM TIO Haubojee

CJIOHBIM BOTIPOCAM.
Ha camocTosTensHyto paboTy CTyIeHTOB OTBOAMTCS 22 yaca B 5 cemectpe u 22

gyaca B 6 cemecTtpe ydeOHOro BpemeHH. Hawanom opraHusanuu o0o i
CaMOCTOSITENIbHOM pPabOThl JOJDKHO OBITh TPUBHUTHE HABBIKOB W YMEHHM
IPaMo THO i pabOTHI C y4eOHO i M HAy4 HO i JIUTE paTypO 1. DTOT MPOLIECC, B TIE PBYIO
odepenib, CBSI3aH C HAXOXKIEHUEM HEOOXOIMMOW Uil YCTENIIHOTO OBJIaJCHUS
yueOHBIM MaTepHuanioM JautepaTypoi. CTyIAeHT AOJIKEH YMETh MOJIb30BaThCS
dboHmamMu OHMOJMOTEK W  CIPABOYHO-OMOJIMOTpaPUMICCKUMH — HM3IaHUSMU.
CryneHTsl Aj19 TIOJTHOTIEHHOTO OCBOEHMS Y4EOHOTO Kypca JOJKHBI COCTABJIISAThH
KOHCTIEKTBI KaK MPHU MPOCIYIIMBAHUUA €TO TEOPE TUUECKOM (JIEKIIMO HHO M) 4acTH,
TaK ¥ MPHU TOATOTOBKE K MPAKTHIECKUM (CEMUHAPCKUM) 3aHsITHAM. JKenatessHo,
YTOOBl KOHCTIEKTHI JIEKIIMA ¥ CEMHHApOB 3aMHCHIBAIUCH B JIOTHYECKO I
MOCJEJ0BATEIbHOCTH M3YYEHHUSI Kypca M COJEpPk AJIUCh B OJHOW TETpaju.
Benenue koHCTEKTa SIBJIIETCS HEOOXOJMMBIM BHUIOM Yy4e€OHOMW J€sITeshb HOCTH.
[TocKOJIbKY KOHCIIEKT:

. B TIOJTHOM O0BEME OIe HUBACTCS KaK Pa3HOBUIHOCTh MHCHMEHHOTO
OTBETA HAa U3yYacMbI€ BOIIPOCHI;

. CITy>KUT 0a30# 1Js1 YCTHOTO OTBETAa HAa CEMHUHApE MO OJHOMY U3
BOIIPOCOB PacCMaTpUBacMOro IUIaHa;

. CBEJCHMS M3 KOHCIEKTa MOTYT BBICTYIIaThb B Ka4€CTBE MCTOYHHUKA
JIOTIOJTHEHUM K OTBETaM JPYI'MX CTYJIEHTOB.

Opranmzanys TEKYyIIeTo KOHTPOJIS 3HAHWM, YMEHUN W HABBIKOB OOYyYarOIIUXCs



OCYILIECTBISIETCS. MYTEM YCTHOIO OIPOCa, KOHTPOJIbHBIX pabOT, MOATOTOBKHU
pedepatos.

Pedepar — mpoayKT camMOCTOSTENLHOM pabOTHl CTYIEHTA, MPECTABIISIONIAN
co00ll KpaTkoe W3JI0O)KEHHWE B THCHbMEHHOM BUIE TIOJNYYEHHBIX PE3yJIbTATOB
TEOPETUYECKOTO aHaJIU3a OTpeesie HHO M Hayd HO i (y4eOHO - icciie10BaTe b CKO i)
TEMBI, TJ€ aBTOP pPacKpbIBaET CYTh HWCCJEAyeMON NpOOIEeMbl, MPUBOIUT
pa3NMUUHBIE TOYKHM 3PEHUs, a Takke COOCTBEHHBIE B3TIsAbI Ha Hee. Pedepar
OIICHMBAETCSl MO KOJMYECTBY 0O0pabOTaHHBIX HCTOYHUKOB, IIyOWHE aHalIu3a
npo0OsieMbl, Ka4eCTBE OOOCHOBAHUS AaBTOPCKOM MO3UIMH, TIyOUHE PACKPBITHS
TEMBI.

Jns nHanumcanusi pedepara HEOOXOIMMO BBIOpaTh TEMY, COIJIacCOBaTh €€ C
npernojaBaTesieM, MoA00paTh HECKOJbKO HCTOYHHUKOB IO TEME, BBITOJIHUTH
AQHAJIM3 UCTOYHUKOB TI0 PEIIe HUIO MPOoOeMbl, 000CHOBATh CBOIO TOUKY 3pEHUS Ha
penieHre mpoOIeMBI.

®opMO UTOTOBOTO KOHTpPOJISI SIBISIETCS SK3aMEH. JK3aMEHAllMOHHBIM OwieT
COJEPXUT JIBa TECOPETHUECKUX BOTPOCA U 337auy.



6. OneHoYHbIE CpeacTBa 1Jsd KOHTPOJIA YCIIEBAEMOCTH

7.1. IMacnopTt ¢poHIA OLIEHOYHBIX CPeCTB

Ne

M3yyaemble TeMBbI JUCHMILIMHBI

Kon xontposmmpyem oii
KOMIeTeHIMH (WA ee

JACTH)

HanmeHoBaHMe OLIEHOYHOIO
cpeacTBa

Tema 1. KopnopaTuBHsble ceTH.

1 [Onucanue xopnopaTHBHOH ceTH. OK 199, TIK 2.1-2.4 Pedepar, npaktndeckas padbota
2 Wnentudukarys KOPHOPATUBHBIX MPHIIOKCHHH. OK 1-9, TIK 2.1-2.4 Pedepar, npaktnyeckas padbota
3 IMomepkka yaaieHHBIX PaOOTHHKOB. OK 1-9, TIK 2.1-2.4 Pedepar, mpaktnueckas paborta

Tema 2. Byyenne uHQPacTPyKTYpPbl KOPHOPATHBHOH ceTH.

4 OnucaHue CymEeCTBYIOIICH CETH. OK 199, TIK 2.1-2.4 Pedepar, npaktnueckas padorta
5 |llomnmep:kka rpaHMIBI KOPIIOPAIHH. OK 1-9, TIK 2.1-2.4 Pedepar, npakriueckas padota
6 [ToBTOpEHUE MPOIIEHHOTO MO KOMMYTALUHU U OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota

MapLIPYTU3ALHH.

Tema 3. KomMmyTauusi B KOPHOpATHBHOM CeTH.

7  |Onmcanne KOMMYTAalud KOPIIOPATHBHOTO YPOBHS. OK 1-9, TIK 2.1-2.4 Pedepar, npakriueckas padota
g8  |[IpemoTBpalueHue meTeb KOMMYTALlHH. OK 1-9, TIK 2.1-2.4 Pedepar, npaktnueckas pabota
9 |Hactpoiika VLAN. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas padota
10 |Tpanxunr u mapmpymsauus mexay VLAN. OK 1-9, TIK 2.1-2.4 Pedepar, npaktnueckas pabota
11 |O6cmyxuBanne VLANB KOopHopaTHBHOI CETH. OK 1-9, TIK 2.1-2.4 Pedepar, npakriyaeckas padota

Tema 4. Aqpecanysi B KOPHOPATHBHOM CeTH.

Hcmonms3oBaHne CXeMBbl azipecalmu I/Iepapanecxoﬁ

OK 1-9, TIK 2.1-2.4

Pedepat, mpaxtnueckast padbota

12
IP-cen.
13 |Hcnoms3zoBanue VLSM. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas pabota
14  |HMcnonp3oBaHue OECKIACCOBON MapHIpyTU3ALUN U OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota
CIDR.
15 |HcnomezoBanue NAT u PAT. OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota

Tema 5. MapmipyTuzanusi ¢ NOMOIIBI0 INPOTOK0JIA BEKTOPOB PacCTOSHUS.

1 |YnpaBneHue xOpHopaTUBHBIMU CETAMMU. OK 1-9, IIK 2.1-24 Pedepar, npakriueckas pabota
2 |Mapmpytusanus ¢ nomomsko npotokona RIP. OK 1-9, TIK 2.1-2.4 Pedepar, npakriaeckas padota
3  |MapupyTtu3zanus ¢ moMmousio mpotokona EIGRP. OK 1-9, TIK 2.1-2.4 Pedepar, npakrtiuueckas pabota
4 |Bueapenue npotokosia EIGRP. OK 199, TIK 2.1-2.4 Pedepar, npaktndeckas padbota

Tema 6. MapmipyTH3anusi 1o HMPOTOKOJIY Ha 0a3ze COCTOSIHMSI KaHAJIa.

5 [MapupyTu3anus ¢ HCIOJIb30BaHHEM MPOTOKOJIA OK 199, TIK 2.1-2.4 Pedepar, npaktndeckas padbota
OSPF.

6 |Buempenue mpotoxoma OSPFomHO# obmactw. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas padbota

7  |Ucnonb3oBaHME HECKOJBKUX MPOTOKOJIOB OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota

MapLIPYTU3ALHH.

Tema 7. Co3nanne kaHajioB kopnoparusHoii cetu WAN.

) Iomxmouenne kopropatuBaoi cetn WAN. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas pabota
9  |CpaBuenue oOmux unkancysiauii cetn WAN. OK 1-9, IIK 2.1-24 Pedepart, npakriueckas pabota
10 [Ucnomb3oBanue Frame Relay. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas padbota

Tema 8. ®unbTpanusi TpaguKa ¢ HCMOIL30BAHHEM CHHCKOB KOHTPOJISI JOCTYHA.

11 [Acnomb3oBaHue CIMCKOB KOHTPOJIA JOCTYyIIA. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas padota
12 |Hcmonp3oBaHue MAa0IOHHONW MACKH. OK 1-9, TIK 2.1-2.4 Pedepar, npaktnueckas paborta
13 |Hactpoiika CITUCKOB KOHTPOJISI JIOCTYTIA. OK 19, TIK 2.1-2.4 Pedepar, npaktnaeckas padbota
14  |Pa3pemieHue U 3ampelieHre OnpeaesieHHbIX TUIOB OK 1-9, TIK 2.1-2.4 Pedepar, npaktnueckas paborta

Tpaduxa.




Kon xoHTposmpyem o Ha
HMEeHOBaHHE OLIEHOYHOI0
Ne M3yyaemble TeMbl JUCHMILIMHBI KOMIleTeHIMH (WU ee
cpeAcTBa
yacTH)
Tema 9. YcTpaHeHue HenoJaiok B KOPHOPATUBHOWM CeTH.
15 |[HocnenctBust c6os B ceTy. OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota
16 |Yctpanenue npo6ieM KOMMYTALMU M CBA3H. OK 1-9, TIK 2.1-2.4 Pedepar, npakriueckas padota
17 |Yctpanenue npo6sieM MapIipyTA3aALUH. OK 1-9, TIK 2.1-2.4 Pedepar, npaktuueckas pabota
18 |Yctpanenue npobnem koudurypammn WAN. OK 1-9, TIK 2.1-2.4 Pedepar, npakrigeckas padota
19 |Tlouck u yctpaHeHHe HeHCIIpaBHOCTEH, cBsi3anHbIX ¢ [OK 1-9, IIK 2.1-2.4 Pedepar, npaktnueckas pabota
ACL-crinckamu.
7.2. KpuTtepuu ouneHkH pe3yJbTaTOB 00y4eHUs
Pe3ynbTarhl 00yueHUs OLIEHMBAIOTCS IO TPAJMIMOHHOM IIKase:
. «OTJITHYHO» BBICTAaBJISICTCS CTYJICHTY, MOKa3aBLIEMy

BCECTOPOHHHE,
CHUCTeMaTH3UPOBAHHBIC, TIYOOKHE 3HAHUS YUE€OHO M MpOTpaMMBbl 1UCLUIUTUHBL U yME HUe
YBEPEHHO MPUMEHATh UX Ha MPaKTUKE MPH pelIe HMM KOHKPETHBIX 3a7ady, CBOOOJHOE U
NpaBWILHOE OOOCHOBAHME TPUHITHIX PEILICHHI;

. «XOPOILLO0» BBICTABIISIETCA CTYJIEHTY, €CJIM OH TBEPJO 3HAET Marepual,
IPaMOTHO U MO CYLIECTBY M3JIaraeT €ro, yMEeT NMPUMEHATh MOJy4YeHHblEe 3HAHHS Ha
NPAKTUKE, HO JIOMYCKaeT B OTBETE WIM B PEIICHUWH 33/1a4 HEKOTOPbIE HETOYHOCTH;

. «YA0BJIETBOPUTEJIbHO)» BbICTABIISIETCS CTYJECHTY, MOKa3aBUIEMY
(dbparMeHTapHbIi, pa3pO3HEHHBIM XapakTep 3HAHWM, HEJOCTATOYHO NPaBWIbHbBIE
GbOopMyIMPOBKH 0a30BBIX MOHATHH, HAPYIICHHS JIOTHIECKOW TOCJET0BaTEIHHOCTH B
M3JI0KEHUM TPOrPaMMHOTO MaTrepuana, HO IPU 3TOM OH BJIAJIEET OCHOBHBIMM pa3/ieslaMu
yueOHOM porpaMMBbl, HEOOXOIUMBIMU ISl TaJbHEUIIIEr0 OOyUYEeHUsS U MOKET MPUMEHSAThH
HOJTy4eHHblE 3HaHWA MO0 00paslly B CTAHAAPTHOM CUTyalluw;

. «HEeYI0BJIETBOPUTEJIbHO)» BBICTABISIETCS CTYJIEHTY, KOTOPbII HE 3HAECT
OO0JIbIIIeH YaCTH OCHOBHOTO COJIEPKaHHsl Yy4eOHOW MpOTrpaMMbl TUCIMILIMHBL, JOMyCKaeT
rpyOble OmuOKH B (POPMYJIMPOBKAX OCHOBHBIX MOHSATHN JUCUMIUIUHBI U HE yMEET
UCTIOJIb30BaTh TOJYYEHHbIE 3HAHUS NPU PELICHHM TUIOBBIX MPAKTHYECKUX 3a/ad.

7.3. OueHo4vHbIe CpeACTBA JJisl IPOBEIeHUA TeKYIel arrecTanuu

Texymmii KOHTPOJb MOKET MPOBOAUTHCS B popme:

. (bpoHTaTBbHBINA OTPOC;

. WHIVBUIIyaJbHBIA YCTHBIA OTPOC;

. IIMCBMEHHBIN KOHTPOJIb;

. TECTUPOBAHUE;

. 3amura pedepara
dopma JlnuHble KauecTBa Tpumeprr
B — 3HaHUA YMmenus BrmaneHns (HaBBIKH) o — OLIEHOYHBIX

CpencTB



VYcrHbrit OueHka HaBeIKOB  |OneHka KonTponbusie
(TTICBM CHHBIN) OneHka yMeHHUs paboThI ¢ CIOCOOHOCTH BOIIPOCHI 110
ompoc mo |KoHTpoJsb 3HaHMI 10 |pa3nuyath KOHCIIEKTaM U OTIEPaTUBHO U TEMaM
TeMaM TeMe (ONpeaeeHus,, |KOHKPETHbIE MOHATUS, [1eKuuil, ¢ KaueCTBEHHO TIPHUIIATAr0TCS
MIpaBWJa, OCHOBHEIE |QopMympoBaTh U y4eOHUKaMH, OTBEYATh Ha
TIOJTOKEHUST) MIPUM EHSITh 3a1yra [IOCTABJICHHbIE
OIpENeNICHUS U JOMAaIIHuX paboT  |BOIIPOCH
paBuia
Pedepatnt Kontponp 3Hanmit no |OueHka ymeHus Onenka HaBblkOB  |OneHka Tewmebl pehepatoB
TeMe (OTAEIIbHbIE aHaJIU3UPOBATh, paboTEI ¢ CIIOCOOHOCTH K HIpUIararTcs
BOTIPOCHI MaTepHaia) |0600maTe 1 JIUTEPATy PHBIMHU CaMOCTOATENbHOU
CUCTEMATU3UPOBaTh [UCTOUHUKAMHU paboTe u aHAIU3Y
MaTepual 1o Teme TTepaTy pHBIX
HCTOYHHUKOB

IIpumepHBbIe BONPOCHI IJI51 YCTHOI'O OMPOCa

Tema 1. KopnopatuBHbie ceTH.

1.1. OnmcaHue KOpHOpaTMBHOM CETH.

11.1. [Mopnepxka Kopropauuu.

1.1.2. [ToToxu Tpaduka B KOPHOPATUBHOW CETHU.

1.1.3. KopmoparuBubsie cetn LANu WAN.

1.1.4. CeTu MHTpaHET U DKCTpPAHET.

1.2. WNnentudrkanus KOPHOPaTUBHBIX MPHIOKESHH .

1.2.1. Pexxumbl TOTOKOB Tpaduka.

1.2.2. [Tpunos>xenust u Tpapuk B KOPIOPATUBHOM CETH.

1.2.3. [Tpuopuresanus ceteBoro Tpaduxa.

1.3. [Tonnepxka ynaaeHHbIX paOOTHHUKOB.

1.3.1. VY nanenHas paboTa.

1.3.2. BupryanbHble 4acTHBIE CETH.

Tema 2. U3yyenue nHPpPacTPyKTYpbl KOPINOPATUBHOM CETH.

2.1. OnmcaHre CYIICCTBYIOIICH CETH.

2.1.1. JIoKkyMeHTalps 10 KOpPIOPaTUBHOW CETH.

2.1.2. Lenrp ynpaenenust cetbio (NOC).

2.1.3. [IpoexTupoBaHWE W NPUHUUIBI TEICKOMMYHHKAIIO HHOM KOMHATBL
2.2. [Tognep)kka TpaHUIIBI KOPIOPAITUHL.

2.2.1. [IpemocTaBieHre yCiIyr y TOYKHU MPHCYTCTBYS.

2.2.2. CooOpaxeHusi 1Mo O€30MACHOCTH HA TPAHUIE KOPIOPAIUHL.
2.2.3. [TonxmodyeHne KOPHNOpaTUBHOW CETH K BHELIHUM YCJIyraM.
2.3. [ToBTOpEHHE MPOWAECHHOTO O KOMMYTAIMM W MapIIPyTH3 alUH.
2.3.1. MaprpyTus aTo pbl.

2.3.2. bazoBbie komanabl ShownHTepdeiica KOMaHTHONH CTPOKU
MapIIpyTu3aTopa.

2.3.3. bazoBast HacTpoiika MapuipyTH3aTopa € MOMOINbI0 UHTEepdeiica
KOMAaHJIHOM CTPOKHU.

2.3.4. KoMMmyTaTopsl.

2.3.5. bazoBeie komanael uaTepdeiica CLImapmpyTmsaropa.

Tema 3. KomMyTanusi B KOPopaTuBHOM CeTH.




3.1.

3.1.1.
3.1.2.
3.1.3.
3.1.4.

3.2.

3.2.1.
3.2.2.
3.2.3.
3.2.4.
3.2.5.

3.3.

3.3.1.
3.3.2.
3.3.3.

3.4.

34.1.
3.4.2.
3.4.3.

3.5.

3.5.1.
35.2.
3.5.3.
3.5.4.

Ommcanne KOMMYyTallMM KOPIOPAaTUBHOTO YPOBHS.
KomMmyraimsi 1 cerMeHraims CeTu.
MHoroypoBHEBasi KOMMYTAaIWsl.

Turbl KOMMYyTaLMHN.
be3omacHOCTE KOMMYTaTOpOB.
[IpenoTBpanieHye neTesib KOMMYTALMH.

Pe3epBupoBanre B KOMMYTHPYEMOW CETH.
[TpotokonSTP (Spanning Tree Protocol).
KopHeBbie MOCTBI.
[Ipotokon STPB mepapXudaecKoil CETH.
[MpotoxonRSTP (Rapid Spanning Tree Protocol).
Hactpoiika VLAN.
VLAN.
Hactpoiika VLAN.
Nnenmnpukarmus VLAN.
Tpankunr u mapmpytmzanus mexay VLEAN.
TpaHKOBBIE TIOPTHL
Pacnpoctpanenne VLANHa HECKOJIBKO KOMMYTaTOpOB.
Mapmipytimzanust mexay VLAN.

O6cnyxuBanne VLANB KoprnopaTUBHOW CETH.
[MpotokoaVTP (VLAN Trunking Protocol).
Hactpoiika VTP.

[Mognepxka VLANms IP-tenedonnn u 6€cnpoBOAHOTO TOCTYTA.
Pexomennyempbie metoabl padoTsl ¢ VLAN.

Tema 4. Anpecaniusi B KOPNOPATUBHOM CeTH.

4.1.

41.1.
4.1.2.
4.13.

4.2.

42.1.
4.2.2.
4.2.3.
4.2.4.
4.2.5.

4.3.

43.1.
4.3.2.
4.3.3.
4.3.4.
4.3.5.

4.4,

44.1.
4.4.2.
4.4.3.
4.4.4.

Hcmonp30Banre CXEMBI aapecaim uepapxmieckoit IP-certn.
[Itockue W MepapXxuuecKue CETH.
Anpecaiyisi B UEPAPXUUECKUX CETSAX.
Hcnons30BaHue mojiceTen ISl CTPYKTYpU3AIUA CETHU.
UcnonszoBanre VLSM.
Macka nojiceTu.
PacueT noncereii ¢ HCTIOIB30BaHUEM JIBOMYHOTO TPE/ICTABIICHIS .
[Ipomiecc 6a30BOTro pa3OueHNss Ha MOACETH.
Macku nojacetu nepemennoi qumnbl (VLSM).
Brenpenne ampecampm VLSM.
Hcnons3oBanne OeckinaccoBoit mapmpyruzanuun 1 CIDR.
KrnaccoBas u 6eckiaccoBasi MapuipyTu3aIvsl.
CIDR u cymMmmMHpoBaHWE MapIIpyTOB.
PacueT cymmapnoro mapuipyra.
N30nupoBaHHbIE MOJCETH.
OnruManbHbIE METOIbI a[Ipecalid U pa3jeieHus Ha MOJICETH.
Ucnonb3zoBanne NAT u PAT.
IIpoctpanctBo yacTHeIX |IP-ampecos.
NAT Ha cTOpoHE NpeINpUsITHS.
Crarmueckoe u nuHamMmuueckoe npeodOpasoanue NAT.
Hcnonn3zoBanne PAT.



Tema 5. MapupyTu3auusi ¢ MOMOIIbIO MPOTOKO0JIa BEKTOPOB PacCTOSTHUSA.

5.1.

5.1.1.
5.1.2.
5.1.3.
5.14.
5.1.5.

5.2.

5.2.1.
5.2.2.
5.2.3.
5.24.
5.2.5.

5.3.

5.3.1.
5.3.2.
5.3.3.
5.3.4.
5.3.5.

5.4.

54.1.
54.2.
54.3.
54.4.

VYrpaBieHue KOpHOpaTUBHBIMU CETSIMHU.

KoprniopatuBHble ceTu.

KopnopartuBHble TONOJIOTHH.

Cratnueckas ¥ JUHAMMYECKAs MaplIpyTU3aLus.
Hactpolika crarmueckux mapuipyToB.
MapipyTsl 110 YMOJIYAHUIO.

Mapuipytuzanusi ¢ noMoinbio npotokosa RIP.

[IpoTOKOBI MapLIpyTHU3allUd Ha OCHOBE BEKTOPOB PACCTOSHU.
[Tporokon RIP.

Hactpoiika npotokona RIPV2.

[TpoGnemsl ¢ mpotokosiom RIP.

IIpoBepka mpotokosa RIP.

Mapmmpyruzanus ¢ ioMmombio npotokosia EIGRP.

Orpannuenust nporokona RIP.

[Tpotokon EIGRP.

TepmuHONOTHS W Tabmmpl npotokona EIGRP.
Cocenu u cmexnoctu EIGRP.

MeTpuku u KoHBepreumus mnpotokoia EIGRP.

Bueapenne mpotokona EIGRP.

HacTtpoiika mpotokona EIGRP.
CymmupoBanue MmapuipytoB EIGRP.
[TpoBepka paboTel mpoTokosia EIGRP.
[TpoGnemsr u orpannuennss npotokosa EIGRP.

Tema 6. Mapmpmialmﬂ I10 IMPOTOKOJIY Ha 0a3e COCTOSIHMSA KaHaJAa.

6.1.

6.1.1.
6.1.2.
6.1.3.
6.1.4.

6.2.

6.2.1.
6.2.2.
6.2.3.
6.2.4.

6.3.

6.3.1.
6.3.2.
6.3.3.
6.3.4.

Mapmpytizanusi ¢ uctiosib3oBanMeM mpoTtokosia OSPF.

PabGoTta npoToko0B MapmipyTH3anud Ha 0a3e COCTOSHMS KaHaja.
MeTpukn ¥ KoHBepreHmus npotokosioB OSPF.

Cocennre MapmpytmzaTopbl OSPFu OTHOIICHHS CME)KHOCTH.
Oo6mactn OSPF.

Buenpenue nporokona OSPFonnoii obnactu.

Hactpoiika 6a3oBoro npotokosia OSPFB ogHo# o6sacTm.
Hactpoiika ayrenruduxamuu OSPF.

Hactpoiika napametpoB OSPF.

[TpoBepka paboTsl poTokona OSPF.

Hcnonp30BaHue HECKOJIBKUX MPOTOKOJIOB MapIIPYTH3ALUU.

Hactpoiika u pacnpocTpaHeHHME MapuipyTa IO YMOJIYAHMIO.
Hactpoiika cymmupoBanust OSPF.
[TpoGnemsl u orpanmdennss OSPF.
Hcnonbp30BaHue HECKOJIBKUX MPOTOKOJIOB HA MPEIPHATHH.

Tema 7. Co3nanue kanajaioB kopnopatuBHoii cetu WAN.

7.1.

7.1.1.
7.1.2.
7.1.3.
7.1.4.
7.1.5.

[Tonkmouenne xkoprnopatuBHOM cet WAN.

YerpoiictBa cett WANU TexHOJIOTHH.

Crannaprsl cetn WAN.

Hoctyn k cetn WAN.

KomMyTaimsi kaHaJloB W NMAkeTOB.

Texnonorun WAN«ocaeuIss MWISD» U «JUJIMHHAS JHACTAHIUS .



7.2. CpaBaenre 00mux mHKarncysimuii cetn WAN.

7.2.1. Wukancynmsiumu Ethernet u WAN.

7.2.2. HDLC u PPP.

7.2.3. Hactpoiika PPP.

7.2.4. Aytenrudukanus PPP.

7.2.5. Hactpoiika npotokonoB PAPu CHAP.

7.3. Hcnonb3oBanre Frame Relay.

7.3.1. O630p mpotokona Frame Relay.

7.3.2. dynkumo HaLHBIE BO3MOXHOCTH Frame Relay.

Tema 8. ®uasTpanus Tpaguka ¢ MCMOJIb30BAHMEM CIIMCKOB KOHTPOJIS 10CTYyMA.
8.1. Hcnonb30BaHue CHMCKOB KOHTPOJIA JOCTYIIA.

8.1.1. OwipTpanys Tpaduka.

8.1.2. CImcku KOHTpOJISI TOCTYTa.

8.1.3. Turer 1 ucnonszoBanrie ACL-cmicKoB.

8.1.4. Oo6paboTtka ACL-cmmicka.

8.2. Hcnonp3oBanre 1m1abJIOHHON MacKH.

8.2.1. [lenp ucrosb30Banms U CTPyKTypa mabmonHoi Macku ACL-crmcka.
8.2.2. OrneHka pe3ysbTaToB HCNOJb30BaHUA IIa0JIOHHON MacKH.
8.3. HacTpoiika CIIMCKOB KOHTPOJISI JIOCTYTIA.

8.3.1. Pasmemienre ctanmaptHeix U pacmupeHHbIX ACL-CTHMCKOB.
8.3.2. OcHoBHo#1 mporiecc HacTpoiikun ACL-cmicka.

8.3.3. Hactpoiika HymepoBanHbIX cTaHgapTHbIXx ACL-crmckos.
8.3.4. Hactpoiika HymepoBanHbIX pacmmpeHHbIXx ACL-crmmckos.
8.3.5. Hactpoiika mmenoBanubsix ACL-cmmckos.

8.3.6. Hactpoiika noctyna k kananam VTYmapuipyruzaropa.

8.4. Pazpemienrie u 3ampenieHne OmNpeseNICHHBIX THTIOB Tpaduka.
8.4.1. Hactpoiika ACL-crckoB 11 pwibTpaiud MOPTOB U MPUIOKEHUIA.
8.4.2. Hactpoitka ACL-crckoB 1s TIOIEepkaHUs YCTAaHOBJIIGHHOTO TpaduKa.
8.4.3. Bmusane NATu PATHa pasmemenne ACL-crmcka.

8.4.4. Anammz ACL-CICKOB CETH M MX pa3MEIICHHUS.

8.4.5. Hactpoiika ACL-cmckoB ¢ mapmpytmzanuein mexny VLAN.
Tema 9. YcTpaneHne HenoJaJ0K B KOPIOPATUBHOM CeTH.

9.1. [TocnencTBus cOOA B CETH.

9.1.1. TpeGoBaHusI K KOPIOPATUBHOM CETH.

9.1.2. MonuTopyHr | POQIIAKTHIECKOE 0O0CITyKUBaHHE.

9.1.3. YcTpaHeHre HEMoJIaOK U JJOMEH BO3HMKHOBEHHS COOSI.
9.14. [Iponiecc yctpaneHus: mpoOJIeM.

9.2. VYcTpanenne npoOiieM KOMMYTAalMM U CBS3H.

9.2.1. Ycrpanenne mpoOsieM Ha YPOBHE KOMMYTATOPOB.

9.2.2. VYcrpanenne npobiiem c kondurypauuein VLAN.

9.2.3. Ycrpanenre npodnem VTP.

9.3. YcTpanenne npo0OsieM MapiipyTHU3aliu.

9.3.1. [Ipo6aemsr mporokona RIP.

9.3.2. [Tpo6nemsr EIGRP.

9.3.3. [Tpo6aemsr OSPF.

9.3.4. [TpoGiemMBbl TIepepactpeicICHIs MapIIPyTOB.

94. Ycrpanenre npobnem xoHpurypammu WAN.



94.1.
94.2.
9.5.

95.1.
9.5.2.

VYerpanenne mpo6siem moaximoueHust B cetd WAN.

[Touck u yctpanennie HewcrnpaBHOCTel ayTeHTHGUKanuu B cetn WAN.
[Touck m ycTpaHeHHe HewWclpaBHOCTEH, cBsizaHHBIX ¢ ACL-crmckamu.

Kak y6eaurbcs, uto npobiema B ACL-crimcke.

[TpoGnemsr koHpUrypanmu u pazmeniennss ACL-crmcka.

I[Ipumepubie TeMbl pedepaToB (J0KIAT0B), HCCIEA0BATEIHLCKUX IPOEKTOB

1. Onurcanue KOpPIOpaTUBHOM CETH.
2. WNnentudukanms KOPHOpaTUBHBIX MPUIOKECHHU .
3. [Mogepxka yoaleHHBIX PaOOTHUKOB.
4, Ornurcanue CymecTBYIOIIEH CETH.
5. [Tonnepkka TpaHUIBl KOPIOPAIHH.
6. [ToBTOpEHHE MPOWAECHHOTO MO KOMMYTAUMKA W MapuIpyTH3alUU.
7. Onmcanue KOMMYTAIMM KOPIOPATUBHOTO YPOBHS.
8. [IpenoTBparieHie meTe b KOMMYTAIIH.
9. Hactpoiika VLAN.
10. Tpankuar u mapmpyrmanust Mexay VLAN.
11. O6cnyxuBanve VLANB KOpPHOpaTHUBHOM CeTH.
12. Ncnonb3oBanre cxembl aapecaimu uepapxmaeckoit IP-cetn.
13. Hcnons3oBanne VLSM.
14. Hcnons3oBanre OeckiaccoBoi mapmpytmzanun u CIDR.
15. Ucnonb3oBanne NAT u PAT.
16. VYrpaBieHre KOpPIOPAaTUBHBIMU CETSIMHU.
17. Mapmpytrzanust ¢ nomounsto nporokoina RIP.
18. Mapmipytizanust ¢ nomouisio nporokonaa EIGRP.
19. Brenpenre mpotokona EIGRP.
20. Mapmpytizanusi ¢ ucriosib3oBanueM npotokosna OSPF.
21. Brenpenre npotokosna OSPFonHOM obmacTw.
22. Hcnonb30BaHue HECKOJIBKMX MPOTOKOJIOB MaplIpyTH3allUU.
23. [Moaxmrouenne kopriopatrBHOW cetrt WAN.
24. CpaBHenue o6mux mHkancysiuuid cetu WAN.
25. Hcnons3oBanne Frame Relay.
26. Hcnonb3oBaHne CHMCKOB KOHTPOJISL JTOCTYIIA.
27. Hcnonp3oBanre 1M1a0JI0HHON MaCKU.
28. HacTpoiika CrMCKOB KOHTPOJISI TOCTYTIA.
29. Pa3zpemienre u 3anpeiieHre OmNpeAesIeHHbIX THUTOB Tpaduka.
30. [TocnencTus cOOs B CETH.
31. YcTpanenre npoOiaeM KOMMYTAIMUA U CBA3U.
32. YcTpanenre TpoOeM MapiipyTH3AIH M.
33. Yctpanenre npobnem xoHpuryparuun WAN.
34. ITouck u ycTpaHeHWe HewclpaBHOCTEH, cBs3aHHbIX ¢ ACL-crmckamm.
7.4. OuleHOYHBIE CPeJACTBA JIsl MPOBeIeHHs MPOMeKYTOUHOI aTTecTalun
dopma 3 JInuHble KauecTBa Tpumepsr
N — HaHUS Ymenus Brnagenue (HaBBIKN) S — OLICHOYHBIX
CpeICTB
3auer, Kontponpb 3Hanus |OneHka ymeHusi  [OrneHka HaBBIKOB Onenka cniocobHocti  |Bompocsr:
DK3aMeH 0a30BBIX IIOHUMAaTh JIOTUYCCKOT'O I'PpaMOTHO U YCTKO OpuIararoTCs
TOJIOKEHUH ClIcruaJIbHY O COIIOCTABJICHUA H H3jlaratb MaTepual
TEPMUHOJIOTHIO XapaKTePUCTHKA
00BEKTOB




Onenka HaBBIKOB NPHU|OmEHKa CIIOCOOHOCTH — [3a7ayu

OHCHK& YMCHUA PCUICHUU 3aJa4 B I'PaMOTHO U YCTKO OpuIararoTCs
peuaTh TUIIOBBIC oOmact u3jaratb XOoJ pCUICHUA
3a[a4M B 00J1acTH |[KOMIIBIOTEPHBIX 3a7a4 U
KOMIBIOTEPHBIX ceteit WHTEPIIPETUPOBAThH
cerei pe3yabTaThl

74.1. IIpumepHbIe BONPOCHI 1J151 POBEACHHUS NPOMEKYTOYHOM aTrTecTauum

Bonpocwl k 3auemy

1. Omicanvie koprnopatuBHOU cetu. [lonaepikka Kopropamum.

2. [loToku Tpadyika B KOPHOPATUBHOW CETH.

3. KopmoparuBubsie cetn LANu WAN.

4, CeTu MHTpPaHET M SKCTPAHET.

5. Pexumbl oTOKOB Tpaduka.

6. [Tpwioxenus u Tpahuk B KOPHOPATUBHOW CETH.

7. [Ipuopuresanus ceTeBoro Tpaduka.

8. VYnanennas pabora.

9. BupTyanpHbIE YacTHBIC CETH.

10.  JlokymeHTaims MO KOPHOPATHBHOM CETH.

11.  Ienrp ympasienus cetbto (NOC).

12.  TIpoexTupoBaHUE U MPUHIIUIBI TEJIEKOMMYHHUKAIIMO HHOM KOMHATHI.

13. IlpenocTaBieHue yCiayr y TOYKH MPUCYTCTBUS.

14. CooOpaxenuss mo 6€30TACHOCTH HA TPAHHUIIC KOPIOPALUH.

15. TloxgxmodeHue KOPMOPATHBHOW CETH K BHEIIHUM YCIyTaM.

16.  MapupyTHzaro pbl.

17.  basoBbie komMaHabl ShownHTepdeiica KOMaHIHONH CTPOKH MapIIpyTH3aTopa.

18. ba3oBas HacTpoiika MapiIpyTu3aTopa C MOMOIIBI0 UHTEpdeca KOMaHTHOU

CTPOKH.

19. Kommyraropsl.

20.  bazossie komanasl unrepdeiica CLImapmpyTuzaropa.

21. KowmMmyrtaims u CerMEHTalys CEeTH.

22. MHOTOYpOBHEBass KOMMYTAIS.

23. Twmbl KOMMYTaIH.

24.  be3omacHOCTh KOMMYTAaTOPOB.

25. PesepBupoBaHHE B KOMMYTHPYEMOW CETH.

26. IIpotoxoaSTP (Spanning Tree Protocol).

27. KopHeBble MOCTHI

28. Tlpotokon STPB mepapxudeckoil ceTwu.

29.  TIpotoxonRSTP (Rapid Spanning Tree Protocol).

30.  VLAN.

31. Hactpoiika VLAN.

32. Unenrudpuxamms VLAN.

33.  TpaHKOBbBIE TOPTHL

34. PacnpoctpareHre VLANHa HECKOJIBKO KOMMYTaTOpPOB.

35. Mapmpyrmamus mexay VLAN.

36. IIporoxoaVTP (VLAN Trunking Protocol).

37.  Hactpoiika VTP.

38. Tlommepxka VLANmia IP-tenedonnmn u 6ecrnpoBOIHOTO IOCTYyTA.

39. Pexomenmyembie MeToabl paboThl ¢ VLAN.




40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.

86.

[Inockue u nepapxuieckKue CeTH.

Anpecars B UEpapXUIECKUX CETSX.

Hcnonbs30BaHue mnojiceTeut IJsi CTPYKTYpU3aIUA CETH.

Macka nmoaceTn.

PacueT moacereil ¢ UCTIONB30BAaHUEM JIBOMYHOTO IMPE/ICTABIICHUSA .
[Iporiecc 6a3zoBoro pa3doueHuss Ha TIOJACETH.

Macku nojcetu nepemenHoit aimmnbl (VLSM).

Buenpenne anpecaimm VLSM.

KnaccoBas u 6eckimaccoBasi MapipyTu3amvsl.

CIDR u cymMmmMHpoBaHWE MapIIpyTOB.

Pacuet cymmapHOoTO Mapiipyra.

N3onupoBaHHbIE MOJCETH.

OnruManbHBIE METOJIBI a[Ipecald U pa3jeieHus Ha MOJICETH.
[IpocTtparctBo wacTHeIX IP-aapecos.

NAT nHa cTOpoHE NpeanpusITus.

Cratmueckoe u aumHamuueckoe npeoOpasoBanue NAT.
Ucnonb3oBanre PAT.

KopnoparuBHble ceTH.

KopropaTuBHbIE TOTIOJOTHH.

Cratmyeckas U JUHAMHMYECKAs MapIIpyTU3alusl.

Hactpoiika cTtatmaeckux MapuipyToB.

MapuipyTsl 110 YMOJYAHHIO.

[IpoTOKOJIBI MapHIpyTH3aIl[Ud HA OCHOBE BEKTOPOB PacCTOSIHUA.
[Ipotoxon RIP. Hactpoiika mpotokona RIPV2.

[Tpo6nemsl ¢ mpotokosioM RIP. IIposepka mpoTokona RIP.
Orpanmuenust nporokona RIP.

[Tpotokon EIGRP.

TepmuHOOTHS W Tabnwikl npotokoia EIGRP.

Cocenn u cmexnoctu EIGRP.

MeTtpukn ¥ KoHBepreHmus nporokona EIGRP.

Hactpoiika nporokona EIGRP.

CymmupoBanue MapmipyroB EIGRP.

[TpoBepka paboTsl mpoTokoaa EIGRP.

[TpoGemsl u orpanmdeHns npoTtokosia EIGRP.

PaboTa npoTokosI0B MapmipyTH3aluyd Ha 06a3e COCTOSIHUS KaHaia.
Metpuku u KoHBepreHnusi npoTokoiaoB OSPF.

Cocennrie Mapuipytmsatopbl OSPFu oTHOIICHMS CMEXHOCTH.

O6nactu OSPF.

Hactpotika 6a3oBoro nporokosia OSPFB ogHoM obnacTu.
Hactpoiika ayrenruduxammu OSPF.

HacTtpoiika mapameTtpoB OSPF.

[IpoBepka paboTsl poTokona OSPF.

Hactpoiika u pacnpocTpaHeHue MapupyTa MO0 YMOJIYAHHUIO.
HacTtpoiika cymmmupoBanns OSPF.

[Tpo6emsl u orpanmaenns: OSPF.

Hcrnonp30BaHre HECKOJBKHX MPOTOKOJIOB HA MpPENPHSATHH.
VYerpoiictBa cett WANU TexHOIOTHM.
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Craagapter cetn WAN.

Hoctyn k cetu WAN.

KoMMyTaimsi kKaHaJloB W MAKETOB.

Texnonoruu WAN«ocneiHsIs MW | <«IJIMHHAST TVCTaHIIHS ».
Wukancynsimu Ethernet w WAN.

HDLC u PPP.

Hactpoiika PPP.

Aytenrudukanus PPP.

HacTtpoiika npotoxonoB PAPu CHAP.

00630p mpotokosia Frame Relay.

dyHk1Mo HANTb HBIE  BO3MOjkHOCTH Frame Relay.

OunsTpanus Tpaduka.

CrHCKM KOHTpOJIL JOCTYMA.

Turbl 1 ucnionbzoBanre ACL-CICKOB.

O6pabotka ACL-crmcka.

Lenp ucrosib30BaHms U CTPyKTypa mabmoHHoN macku ACL-crmcka.
OrneHka pe3ysbTaTOB HUCIOJIB30BaHUS IIa0JIOHHOW MAacKH.
Pasmemienue ctanmaptHeix U pacmupeHHsiXx ACL-crmcKoB.
OcHoBHO# miporiecc HacTporiku ACL-crmcka.

Hactpoiika HymepoBanHbIX cTaHmapTHbIX ACL-crmckos.
HacTpoiika HymepoBaHHbIX pactmupeHHbIX ACL-cImmckoB.
Hactpoiika mmeHoBaHHBIX ACL-CIHMCKOB.

Hactpoiika moctyma k kaHanam VTYMmapmpyruzaropa.

Hactpoiika ACL-crimckoB s QmwibTpaliid TOPTOB U MPUIOKSHUI.
Hactpoitka ACL-crimckoB 1 MOgaepikaHus YCTAaHOBJICHHOTO TpaduKa.
Bmusnue NATu PATHa pazmemenne ACL-crmcka.

Anammz ACL-cTMCKOB CETH M UX pa3MEIICHHS.

Hactpoiika ACL-crmckoB ¢ mapmpyrmsaiueit mexmay VLAN.
TpeboBaHMsI K KOPINOPATUBHOM CETH.

MonutropuHr ¥ npopuiakTUIeckoe OOCITyXMBaHWE KOPIOPATUBHOM CETH.
VYcTpaHeHre HEmoJIaoK U JJOMEH BO3HHKHOBEHHSI COOS B KOPIIOPATUBHOM CETH.
[Iponiecc yctpaneHuss mpoOJieM B KOPIMOPATHBHOM CETH.

VYcTpanenue npoOseM Ha ypoOBHE KOMMYTaTOpPOB.

VYctpanenne npobiiem c kondurypanueit VLAN.

VYcrpanenne mpobnem VTP.

[IpoGnembr mpoTokoia RIP.

[Ipo6nemsr  EIGRP.

[Tpo6emsr  OSPF.

[TpoGnemsbl nepepacnpesienieHus MaplipyTOB.

Ycrpanenue npobsiem moakmroueHus B cetn WAN.

[Touck u ycTpanenne HeucmpaBHOCTel ayreHtudpukamuu B cetd WAN.
Kak yoenurbcst, uto npobiema B ACL-cmmicke.

[Tpo6nemsl koHpUrypauuu u pasmenienuss ACL-crmcka.



74.2. IIpumepHbie 3a1a4n AJI51 NPOBeAEHUS MPOMEKYTOUHOIN aTTeCTAIIUH

1. BemomanTs 6a30BYIO HACTPOWKY poyTepa u HazHauuM |P-ampeca mHTEpdeiicam
MapiipyTzaTopa.

2. CeTb COCTOWT M3 TPEX MapIIPyTH3aTOPOB, TPEX KOMMYTaTOPOB U HECKOJBKUX
koMmnbOTepoB. Ha BCro ceTh BoizenieH oauH IP-aapec 192.168.100.0/24. TpeOyetcs
pa3zienuTh CEeTh HA 6 MOJCETEN B COOTBETCTBUU CO CXEMOIL

3. Kowmmanus umeet ceth ¢ anpecom 128.131.0.0 u 45 cermentoB. B Oyaymem
notpedyercs noanepxkka eme S0 nmoacereit. Kakas HeoOxoanma Macka JJist TIOIIEPKKU
MaKCUMaJIbHOTO KOJIMYECTBA y3JIOB B MOJICETH.

4. Kowmmanus coctout w3 9 noapaznenennii u mmeeT uneHrudukarop cetu 130.121.0.0.
Tpebyercs monnepxkka a0 3000 y3m0B B noapazaenennn. Kakas meobxonuma macka?
5. Kmwmentr mosyuwn y mpoBaiinepa 7 unenrudukatopoB ceteit 223.68.168.0 -
223.68.174.0. Kakasg HeoOXxoauMa Macka, YTOObI CBECTH KOJIMYECTBO 3alMCell B TAOJIUIC
MAapLIPpyTH3aLlUK 10 OJTHOM.

6. Bemommuts 6a3oByro HacTpoiiky VLANMO mnpemmoxeHHO#W cxeme. BeBectn
WHPOPMAIIMIO O HACTPOMKE HHTEPEHCOB.

7. Bemosnute HacTpolky Mmaprpytusanuu cpeactBamu VLAN.

8. BrIMOMHUTE HACTPOWKY CTATMMECKOTO MapIIpyTa W MaplipyTa M0 yMOJIYAHHUIO.
Oto0pazurh TabJMIy MapHIpyTH3aIMH pPOyTepa.

9. HacTtpours ceTh COTIACHO TOTIOJIOTHH, BBINOJHUTH 0a30BYI0 HACTPOUWKY BCEX
YCTPOHWCTB, TPOBEPHUTH PabOTOCTIOCOOHOCTh CETH, MPOCMOTPETH TAOJIHIIBI
MapHIpyTH3aIllMd Ha KOKIOM POyTepe, BBINIOJIHUTh 3X0-3alpoc KaXIOro uHTepdeiica
MIEPCOHATBHOTO KOMIIBIOTEPA M TPACCHPOBKY MAKCUMAIIBHO YHAJICHHBIX YCTPOMCTB.
10. Co3ars TOTIOJIOTHIO COTJIACHO CXEME, BBITIOJHUTh 0a30BYIO0 HACTPOUKY
MapIIpyTHU3aTOPOB, HAC TPO UTh MapLIpyTU3aIuio cpeactBaMmu RIPBepcun 2 u ybeautbcs B
paboTOCTIOCOOHOCTH CETH.

11. Co3nars TOMIOJOTHIO COTJIACHO CXEME, BBITIOJHUTh 0a30BYIO0 HACTPOUKY
MapIIpyTH3aTOPOB, HACTPOUTh Mapiipytmaiuio cpeactBamu EIGRPu yoenurses B
paboTOCTIOCOOHOCTH CETH.

12. Co3arh TOTIOJIOTHIO COTJIACHO CXEME, BBITIOJIHATh 0a30BYIO0 HACTPOUKY
MapIIpyTU3aTOPOB, HACTPOUTH MapuipyTuzauuio cpeactBamu OSPFu ybeaurbcs B
paboTOCTIOCOOHOCTH CETH.

13. Co3ars HAYaIbHYI0 KOH(PUI'Ypaldi0 MapIipyTH3aTopa, HEOOXOAMMYIO IS
YIAJICHHOTO aMHHUCTPUPOBaHUS (C moMoIIbi0 npotokosa telnetwm ssh). Co3naBats
CTaHIAPTHBIN U paciIMpeHHbId crmucku goctyna. Co3nmare ctarmdeckuii NAT, cos3nath
PAT.

14. BpImoJHUTS TIOMCK HEUCTIPAaBHOCTU B NPEIJIOKEHHOW CETH.



8. IlOHOJIHI/ITeJ'leOE odecneyeHne AUCHUIINHBI

JlonoJIHUTE JTb HBI MaTe pyuajl, PaCIIUPSIONIUNA U yTIIYOJISIIO MM JIEKIIUKA TIPETo1aBaTels,
MOKHO HaWTH B MCTOYHUKAX, MEPEYUCICHHBIX B paszuene «llepeyeHp OCHOBHOW U
JOTIOJTHUTE JTb HO i y4eO HO 1 IUTepaTypbl, HEOOXOAMMO i 1711 OCBOCHUS JTUC IUTUTUHBD (CM.
pazaen 5).

Hwxke mpuBeneH gparMeHT MpakTHIECKOTO 3aHSATHS.

Hacrtpoiika nporokoaa RIPua mapmpyruszaropax Cisco
Heanb padoTsbl

dopMupoBaHWE Yy  CTYJEHTOB  YCTOMYMBBIX  HAaBBIKOB  KOH(QUI'ypPUPOBAHMS
MapIIpyTH3aTOPOB JJIst pabOThI € MPOTOKOJIOM AuUHaAMHYecKou Mapmpytmzanuu RIP.

Xoa paboThI

s Hauana pazdbepemcs ¢ TeM, 4TO K€ TaKoe MPOTOKOJI JTUHAM MUECKO M MapIIpy TH3AIHH,
Kakue ocoOeHHOCTH nmeeT npoTokosa RIPu kak oH paboTaeT. 3aTeM CMOIEIHPYEM CETh U
HacTpomM B Hed mpotokos RIP. Hakoren, mocMoTpum, ¢ MOMOINIBI0O KaKMX KOMAaH]]
npoBepsieTCs] PAOOTOCTIOCOOHOCTh ATOTO MPOTOKOJIA.

O0630p nporokoaa RIP

VY Bcex MPOTOKOJIOB AUHAM MYECKO i MapIIpyTH3aIUK O HA 1IeJIb - CTPOUTh O IITHM aJIb HyIO
CeTeBYyI0 TONOJIOTHIO Oe3 meTenb. B gaHHOW mpakThueckoil paboTe paccMmaTpuBaeTcs
RIPV2 (Bepcuu 2). RIPmoGoi#l Bepcum OTHOCUTCS K MPOTOKOJAM MapUIpyTH3alHuu
BHYTPEHHETO IIII033, SBJSIETCS JUCTAaHIIMO HHO-BEKTO PHBIM POTOKOJIOM U HE YYMTHIBAET
COCTOSIHMSI KaHajoB. B kauecTBe METPUKM B IPOTOKOJIE HCIOJB3YETCS CUETYMK
TPAH3UTHBIX YCTPOMCTB, KOTOPBIM YUWUTBIBAET, U€pE3 CKOJIbKO MapIIPyTH3ATOPOB (WIH
npyrux L3- yctpoiicTB) mposieraer mapmpyT kK ceTu. RIPocymiectBiseT Memasie HHyIO
KOHBEPIe HIMIO (KO HBEPre HIME i Ha3bIBAETCS PO LIECC CXOJMMOCTH CETH, TO €CTh IPOLIECC
00Hapy X eHUsI I3MEHEHHUI B CETH, OUCKA M NOCTPOECHUSI ONTUMaJlbHO I TOTOJIOTUH) U TI0
YMOJTYAHHIO HMEET OJHY M3 HAHOOIIbIINX CTAHIAPTHBIX M HHHCTPATHBHBIX JIHCTAHIHIA
- 120. Kpome Toro, RIPHe mo3BojsieT cyMMHpOBaTh MapumipyThl C MacKO#l KOopoue
KJIaCCOBOM.

s pabotel RIPucnions3yeT udeTbipe TaiiMepbl, MEPEUHCICHHBIE B TaOJMIIE HIDKE.

3HayeHue mo
Ha3zBanue Ilpennaznauenue

YMOJIYAHHIO

il o
Ka)i(,[[bII/I MMPOTOKOJ MapIpyTU3allud UMECT ocoboe YHCJIO, Ha3bIBAEMOC a/IMUHUCTPATHUBHBIM

paccTostHueM, HeoOXomMoe s ToTo, 9To05I cucteMa |OSMorsa BEIOpaTh IpeaNOYTHTEFHEIH MapIIPyT, €CIN
HAaCTPOEHO HECKOJIbKO MPOTOKOJIOB MapuipyTuanuu. CTOUT TakkKe OTMETHTh, YTO B HEKOTOPBIX IPOTOKOJIAX

MapIIpyTH3ALUH MPOUCXOIUT ACJCHUE MapLIPYTOB Ha BHYTPCHHUE U BHEIIHHKE, B 3TOM ciydae ADpasmuHbiM
THIIaM MaplIpyTOB Ha3HauaeTcs oTaenbHO. Cranmaptaeie 3HaueHus ADmwis mapupyTuzatopos Ciscou apyrux

MPOU3BOUTENICH MOTYT OTIMYATHCS.




Update timer (30 cexyHn

OTtBeuaer 3a 4aCTOTy OTIPABKH OOHOBJICHHHA COCEIISIM.

Invalid timer  |180 cexyHn

OtBeuaet 3a BpeMs XpaHeHus: MHPOPMAIMU O MapIIpyTe B
Tabuie MapuipyTu3anuud 6e3 NoJTydyeHus: 0OHOBIICHUS.
Ecm oGHOBieHME O Mapuipyre He OyAeT MOJIydeHO 3a 3TO
BpeMsi, €My MPUCBAUBAETCs METpHKa |6(HeI0CTYIHBIN).

Flush timer 240 cexyHz

Bpewmsi, yepe3 koTopoe MapuIpyT HCKIIOYACTCSl U3 TaOJIMIIbI
MapIIpyTH3AI[HH.

Holddown timer|180 cexynn

SBnsieTcss QYHKIMO HAJIb HOCTBIO HCKJIFOYUTEIIH HO
ob6opymoBanns CiSCO. 3anyckaeTcs I HEIO0CTIKAMOTO
Mapuipyta. B TeueHue 3Toro BpeMEHH MapIipyT XPaHHTCS
KaK HEeJIOCTYIHBIN, €ro CTaTyC He M3MEHSIETCS Jlaxe MpU
MOJTy4eHUH OOHOBIEHUI 00 TOU CEeTH.

MOIleJIHpOBaHHe H HachoﬁRa

Peamusyem crneayroniyro ceTb.

R2
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R4

Jlns wHadama HacTpouM Bce HeoOxommMbie wuHTepdeiicel. Ha R1  sto loopback,

MOJICJIMPYIOIIHH CeTh KJIMeHTa, W MHTEpdeiic B CTOPOHY MpoBaimepa.

R1(config)# int lol
R1(config-if)#ip addr 10.1.1.1
255.255.255.0

R1(config-if}# int g0/0
R1(config-ify#ip addr 199.1.1.1
255.255.255.252

Anamormuso Ha R5.

R2(config)# int lol
R2(config-if)y#ip addr 10.2.2.2
255.255.255.0

R2(config-if)y# int g0/0
R2(config-if)y#ip addr 199.2.1.2
255.255.255.252

shutdown

R1(config-if}# no shutdown

R2(config-if}# no




HaR2 - unrepdeiicer GigabitEthernetu oxun uaTepdeiic FastEthernet.

R2(config)# int g0/0
R2(config-ify#ip addr 199.1.1.2
255.255.255.252

R2(config-if}# no shutdown R2(config-if)# intg2/0
R2(config-ify#ip addr199.11.1.1
255.255.255.252

R2(config-ify# no shutdown
R2(config-if)y# intf1/0
R2(config-if)#ip addr
199.10.1.2 255.255.255.252
R2(config-if}# no shutdown

AsanornyHoHaR3 wHaR4.

R3(config)# int g0/0

R3(config-ify#ip addr 199.2.1.1

255.255.255.252

R3(config-if}# no shutdown R3(config-if)# int g2/0
R3(config-if}#ip addr 199.12.1.2

255.255.255.252

R3(config-ify# no shutdown R3(config-if)# int f1/0
R3(config-if}#ip addr 199.10.1.1

255.255.255.252

R3(config-if}# no shutdown

R4 (config)# int g0/0

R4(config-if)#ip addr 199.11.1.2

255.255.255.252

R4 (config-ify# no shutdown

R4(config-ify# intg1/0

R4(config-ify#ip addr 199.12.1.1

255.255.255.252

R4 (config-if}# noshutdown

B Hacrosimuii MoMeHT JokaibHble ceTu kaueHTa 10.1.1.1 n10.2.2.2 He BUAsAT npyr napyra
(OTCYTCTBYET COOTBETCTBYIOIIAs MapuipyTHas wuHpopmarus). [leperiném k HacTpoiike
RIP. Ha xa)xnom mapuipyTuzaTope He0OX0MMO BBECTH CJIE I YIOIIHME KOMAH/bL: B PeKUME
rino0anbHON KOH(pUryparu routerrip,9To0bl IEpeiTH B PeXuUM KOHPHTyparuu
npoTokouia; networkadpec cemu, 4T0OBI BKIIOYUTh NPOTOKOJI HAa HY)KHBIX HMHTEpderncax.

Heo0x01uM0 MOMHHUTB, YTO B Ka4eCTBE aapeca CeTH KoMaHabl NetWOrk Hy>KHO yKa3bIBaTh
TOJBKO ajapec kiaccoBoi cetu. Kpome Toro, BBemeM kKoMmaHmy noauto-summarymis
OTKITFOYEHUST CYMMHUPOBAHUSA CETEH HAa TPaHUIIC MapIIpyTH3allhH.

[Tpumep macTpoiiku maprpytmzaropa R1.

R1(config)# routerrip



R1(config-router)# network 199.1.1.0

R1(config-router)# redistribute
connected
R1(config-router)# no auto-summary

3amevaHue: eciiu ObI BO BTOPOW CTpOKE MBI yKa3zaiu B kadectBe cetu anapec 10.1.1.0,
cucTeMa He Bbliana O0bl HUKAKUX OMHOOK W MPeyTpesKae HUi, TeM He MEHee, MPOTOKO
RIPBxmoumics O6bl Ha Bcex HHTepdeiicax, MOJACETH KOTOPHIX BXOAWINW OBl B CETh

10.0.0.0/8.

Baxxnoe 3ameyanue: ¢ nomoIpo komauasl redistributeconnected mer 1o6aBWIKM CETH BCEX
HOIKJTFOYE HHBIX MHTEp (e HicoB (B TOM uuciie U ceTh uHTepdeiica loopback) B 0a3y nanHbIX
npotokosia RIP- RIPDataBase (RDB), HO He BKIIOYWIM caM TPOTOKOJ Ha 3THUX
unrepgpeticax. Takum oOpasom, mHPOpPMAIUs 00 TOW CETU PACCHUIACTCS MPOTOKOJIOM
yepe3 Bce uHTepdeicbl, Ha KOTOphIX GyHKIHoHUpYyeT RIP(B Hamem ciyuae yepes gi0/0),
HO TIPH 3TOM OCTaJlbHble MHTEPPEHCHl He pacchuialoT RIP-makeTsl 1 He CIIymialo T ceTh Ha
npeaMeT Bxoasmux RIP-cooOmienmii.

[Ipumep HacTpoiiku Mmapuipytmzatopa R2.

R2(config)# routerrip

R2(config-router)# network
199.10.1.0

R2(config-router)# network 199.1.1.0
R2(config-

router)# network 199.11.1.0
R2(config-router)# no auto
summaryHacTpoiikamapmpyruzatopaR3.
R3(config)# router rip

R3(config-router)# network
199.10.1.0
R3(config-router)# network 199.2.1.0

R3(config-

router)# network 199.12.1.0
R3(config-router)# no auto
summaryHacTpoiikamapuipyrusatopaR4.

R4(config)# router rip

R4(config-router)# network
199.12.1.0
R4(config-

router)# network 199.11.1.0
R4(config-router)# no auto
summaryHacTpoiikamapmpytuzatopaR5.
R5(config)# router rip



R5(config-router)# network 199.2.1.0

R5(config-router)# redistribute
connected
R5(config-router)# no auto-summary

Ecniu Ha JaHHOM 3Tane HACTPOWKH TMOTBITAThCS BBINOJHUTH, KoManny pingl0.2.2.2
sourcel0.1.1.1cR1, To mapmpyTu3aTop COOOIIUT O HEJOCTYNMHOCTH y3Jia C aJpPecoM
10.2.2.2. [leno B TOM, 4TO 0 yMoiuaHuto 3anmyckaetcss RIPV1, koTopslii oaaepKuBaeT
TOJILKO C KJIacCOBbIe ceTH. To ecTh B HameMm ciydae B 0a3y JaHHBIX MPOTOKojda OyaeT
no6aBiieHa TOJIbKO ojJHa ceTh BMecTo aByX: 10.0.0.0/8 Bmecto 10.1.1.0/24 u 10.2.2.0/24,
notoMmy uto RIPV]l He yuuThIBa€T Macku 3THX ceTeil. YOeauTbCsa B 3TOM MOJXKHO MyTEM
npocMoTpa Tabnuisl Mapurpyrmsanuu 1 RDBra R2 u R3, kotopsiM Mapmipyrmzaropsr R1
u R5 coob6urator Tospko o cetu 10.0.0.0/8. McnpaBbTe BO3HUKIIYIO IPOOJIEMY, PO TIHCaB
KOMaHIy Version2 B pexuMe KOH(QHrypUpOBaHHs MPOTOKOJA MapUIPyTH3AIMU HA BCEX
YCTPOWCTBAX.

Ha »tOoM HacTpoWka yCTPOWCTB 3aBeplieHa, IMEPEUIEM  HEMOCPEACTBEHHO K
TECTUPOBAHUIO.
TecTupoBanue

1. C nmomompio komang Ppingl0.2.2.2 sourcel0.1.1.1 wu tracel0.2.22
sourcel0.1.1.1, BeimosiHe HHBIX ¢ MapuipyTuzaropa R1, yOenurech, 4TO JIOKaJbHbBIE CETU
KJIMEHTa MMEIOT JOCTYII IPYT K JIPYTY.

2. [Mpoanammsupyiite MapuIpyT, KOTOPBIM CJEIYIOT TMaKeThl MEXIY IBYMS
CeTSIMH, YKa3aHHPIMHU B TIPEIIBITYIIEM ITyHKTE.

3. OTKII0YNTe HU3KOCKOPOCTHO M KaHAT MEXNy MapupyTusatopamu R2 u R3.
Kak m3MeHuTcs MapmpyT ciaeJ0BaHus MAaKeTOB MEXIY CETIMU?

4. Hcnonb3ys komanny Showipprotocols, mposeps e HacTpoiiku RIP Ha kaxxmiom
MapuIpyTH3aTope.

5. Benure komanmny showiprouteripu npoananm3upyite €€ BBIBO/I.

6. Beimonnute  mepexBar  Tpapuka MEXIy — MapuipyTusatopamMud U
npoananmupyure coobdmenus RIP.

7. C noMoliipio mepexBaTa M3 NPEAbIAYIIEro IMyHKTa MPOJAEMOHCTPUpPYMTE

paboty mMeToza pacmemieHus ropusonta B RIP.

«IlnaBawMi» CTATUHYECKUH MAPLIPYT

B HacTpoeHHO# BbIIe cxeMe Tpaduk mepenaétcs uepes kanan FastEthernet, uto mosxer
ObITh HEA(PPEKTHBHO M3-3a MEHbIIICH MO cpaBHeHMIO ¢ GigabitEthernetmpo myckHo it
CMOCOOHOCTHIO. B 3TOM MyHKTE MBI HACTPOUM TaK HA3bIBa€MbIH «IUIABAIOIIHIT» MAPIIPYT,
KOTOPBIM MOMOXET PEUIUTh 3Ty NpoOseMy.

Jlns Hayama HeoOxoauMo oTkmrouyuth RIPHa wmaTepdeiicax fal/0 ma R2 u R3.

R2(config)# router rip

R2(config-router)# no network
199.10.1.0



R3(config)# router rip R3(config-router)# no network
199.10.1.0

Tenepp HaCTPOMM CTAaTHYECKHE MapHIpyThl B CTOPOHY ceTeit Ha mHTepdericax loopback,
HO C aJMHUHHCTPAaTUBHOM nucTaHuuei paBHo 130.

R2(config)# ip route 10.2.2.0
255.255.255.0199.10.1.1 130

R3(config)# ip route 10.1.1.0
255.255.255.0199.10.1.2130

Ho6aBum >t mapipytel B RIP.

R2(config)# router rip
R2(config-router)# redistribute static

R3(config)# router rip R3(config-router)# redistribute static

C momompro komanasl tracel0.2.2.2 sourcel0.1.1.1, BBIOMHEHHO W ¢ MapIIpyTH3aToO pa
R1, ybeammcsi, uto makeThl unyt uepe3 R4. Kpome Toro, mocMoTpuM Tadmiy
Mmapiipyrmanud Ha R2 ¢ momomsio komanael Showiprouten yoemumcsi, 9to

CTaTUICCKOTO MapuipyTa B Hell HeT.

Tenepp BbIkTIOYMM HHTEpdElchH B cTopoHy RA4.

R2(config)# int g2/0
R2(config-if}# shutdown

R3(config)# int g2/0 R3(config-ify# shutdown

CHOBa TIOCMOTPHM TaOJIMIly MapIIPyTH3AlMU M YO UMCsI, YTO CTATHICCKHUA MapIIpyT
TIOSIBIICST B TaOymre Mapmpytu3anud. [loBropuM ¢ momMornisro komanasl tracel0.2.2.2
sourcel0.1.1.1 ¢ R1, 4T0 CBSI3HOCTH CETU HE HapyIlICHA.
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