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1 Heau u 321244 U3y4YeHUS TUCUMILIUHBI (MOYJIs1).

1.1 Ilesib ocBOEHUS JUCHUILIHHBI.

dopMupoBaHUE 3HAHUN OCHOBHBIX COCTABISIFONIMX WH(GOPMAIMOHHON Oe30MacHOCTH
rocyaapcTBa, OO0IIeCTBA M JIMYHOCTH; YMEHUN M HABBIKOB HCIIOIb30BAaHUS OPraHU3allMOHHBIX,
MPABOBBIX, WHXCHEPHO-TEXHHUYECKUX M allapaTHO-TPOTPAMMHBIX METOJOB U CPEICTB TMpHU
MOCTPOEHUH CHUCTEM HMHGOPMAIIMOHHONW O€30macHOCTH B 00J1IaCTH  BBIOpAaHHOTO TpOdHIIs
MOATOTOBKH.

1.2 3agauu TUCHUILINHEIL.

0000IINUTP W CHCTEMAaTU3UPOBATh 3HAHUS TO Oa30BBIM MOHATHAM TEOPHH
MH(POPMAIMOHHON 6€30I1aCHOCTH, 3HAKOMCTBO C COBPEMEHHBIMHU 3a/1a4aMH, HAyYHOMH
TEPMUHOJIOTHEH, MOJENSAMH M KOHLENUUSAMH 3allUThl NpaB HAa HHPOPMATU3ALUIO
rocyJapcTBa, OOIIECTBA W JIMYHOCTH M TIOCTPOCHUS CHCTEM HH(GOPMAIMOHHON
0e30IacHOCTH;

npuoOpeTeHne HaBBIKOB pELICHHS CTaHNAPTHBIX 3a7ady  NpoQecCHOHATBHON
JESTeIbHOCTH Ha OCHOBE HMH(POPMALMOHHOM M OMOIMOrpauuecKkoil KyiabTypbl C
IPUMEHEHHEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH M C Yy4eTOM
OCHOBHBIX TpeOOBaHMI HH(DOPMAIIMOHHOW O€30MTaCHOCTH;

npuoOpeTeHne HABBIKOB aHamn3a WHOoOpManuu o (QyHKIIMOHUPOBAHHHM CHCTEMBI
BHYTPEHHET0 JJOKYMEHTOO00pOTa OpraHU3aliy, BeJIeHNUs 0a3 JaHHBIX MO pa3IMYHbIM
nokazatensiM u (OpPMHPOBAHUS HH(POPMAIIMOHHOTO OOECTIEUEHHUS YYaCTHUKOB
OpPraHU3alMOHHBIX IPOEKTOB;

M3yueHHE OCHOBHBIX IOJIOKEHHH CTpaTeruv MH()OPMAIMOHHOW BOWHBI; OCHOBHBIX
BUJIOB OOECTIeueHus: CUCTEM HWHGOPMAIMOHHONW OE30MacHOCTH, METOJOB OIICHKHU
YPOBHSI 3aIIMIIEHHOCTH KOMIIBIOTEPHBIX CHUCTEM, METOAOB U CPEJICTB KOMILIEKCHON
3alIUThl 00BEKTOB HHPOPMATU3ALINY;

IIPUMEHEHHE OpraHU3allMOHHbIX, IPABOBBIX, NHXKEHEPHO-TEXHUYECKUX U aIlllapaTHO-
IIPOrPpaMMHBIX METOM0B M CPEJICTB HMH(OPMAIMOHHOW O0€3011aCHOCTH B Hay4yHO-
UCCIIEIOBATENIbCKUX M TPAKTHUYECKUX pa3paboTkax B 00JacTH 3alIUThl OOBEKTOB
nH(popMaTH3aIH.

1.3 MecTo aucuumimHbl (MOAYJis1) B CTPYKTYpe 00pa3oBaTeibHON POrpaMMbl.
Hucuumnnna «MHpopmaionHass 0€30MacHOCTbY» OTHOCHTCS K BapHMaTUBHOW YacTh
broka 1 "luctiunmuabl (MOayn)" y4eOHOTO IJIaHa.

1.4 IlepevyeHb MIaHMpPYeMbIX Pe3y/JbTATOB O0OYYEHHS MO JUCUMILIMHE (MOIYJIO),
COOTHECEHHBIX € IVIAHUPYEMbIMH Pe3yJIbTATAMHU 0CBOEHHs 00Pa30BaTEeIbHOM NIPOrPaMMBbI.

N3ydyenne naHHOW y4eOHOW IUCHUIUIMHBI HAMpaBICHO Ha (HOpMHpOBaHUE y OOyYAIOIIMXCS
(ob6menpodeccrnonanbHbIX 1 npodeccrnoHanbHbIX KoMrerenmmii (OITK- 7, TIK-11)

Ne | Unpeke Coneprxanue B pe3ynbrare n3ydenus yaeOHON AUCIIUITITUHBI
IL.I | KOMIET | KOMOETeHINH (WK e oOyuaronuecs: JOIKHbI
CHITNH 4acTH) 3HATh yMeTh BJIAIETH

1 OIIK-7 | c1ocOOHOCTBIO -METOJIbI - pemiats | - HaBBIKAMU
pelath CTaHJAPTHHIE | peLICHUs CTaH/IapTHbHIE pelieHus
3a]auu CTaH/IapTHBIX 3aaun CTaHJIaPTHBIX
npodeccuoHaIbHON 3a/a4 npodeccuonanp | 3amaqd
NeSATeTLHOCTH Ha | mpodeccuoHanb | HOU npodeCCHOHAIIbH
OCHOBE HOU NEITEILHOCTU ON JEeATENbHOCTHU
UHGOPMALIMOHHONW | | 1eATeIbHOCTH Ha OCHOBE | Ha OCHOBE
oubnuorpaduueckoir | Ha OCHOBE | HH(GOPMAIMOHH | HHGOPMAITMOHHO
KYJBTYPBI ¢ | nHpopMaMOHH | OH u| i u
MIPUMEHEHUEM ol u | ombmmorpadude | Gubamorpaduyec




Ne | Unpeke Coneprxanue B pe3ynbraTe u3yueHus: yaeOHON AUCIUTIITMHBI
LI | KOMIET | KOMIETeHUUH (WiH e€ 00yYaromuecs JT0JIKHbBI
CHIINU 4acTH) 3HATh yMeTh BJIaJ1eTh
UH(POPMAIMOHHO- oubnuorpaduue | CKOW KyJIbTyphl; | KO KYJIbTYpHI;
KOMMYHHKAIIHOHHBIX | CKOH KYJIBTYpBI; | - MPUMEHSTH | - HaBBIKAMHU
TEXHOJIOTUH U C | -OCHOBBI Oe3omacHble IPUMEHEHHUS
y4eTOM OCHOBHBIX | TPUMEHEHHS UHPOPMAIMOHH | O6e30macHbIX
TpeGoBaHUI 0e30MacHbIX 0- MH(POPMAIIMOHHO-
UH(POPMALMOHHOM UH(POPMALIMOHH | KOMMYHHUKAIMO | KOMMYHUKAIIMOH
0€e301acHOCTH 0- HHbBIE HBIX TEXHOJIOTUH;
KOMMYHHKAIIO | TEXHOJOTHH; - HaBBIKAMU
HHBIX - peanu3anuu
TEXHOJIOTUH; peanu3oBbIBaTh | TPeOOBaHUIA
-OCHOBHbIE Ha NpPaKTUKE | HHPOPMAIIMOHHO
TpeOoBaHUs TpeOoBaHUS it 6ezomacHOCTH;
UHPOPMALMOHH | MH(POPMALIMOHH
on on
0€30I1aCHOCTH; 0€30I1aCHOCTH;
2 TIK-11 | BIageHueM HaBBIKAMH | - OCHOBHI - - HaBbIKaMH
aHanmu3a MHQOpPMALMU | aHaIH3a aHaTM3UPOBATh | aHAIM3a
0 (DYHKIIMOHHPOBAHUM | HHPOpPMAIUHK O | HHPOpMAIKIO O | HH(DOPMAIIHH O
CUCTEMBI ¢yHKIMOHMPOBA | PYHKIIMOHUPOBA | (DYHKIIMOHUPOBAH
BHYTPEHHETO HUH CUCTEMBI HUH CUCTEMBbI WU CHUCTEMBI
JOKYMEHTO0000poTa BHYTPEHHETO BHYTPEHHETO BHYTPEHHETO
OpTraHH3aIH, JIOKYMEHTOO000p | TOKYyMEHTO000p | JOKYMEHTOOOO0PO
BeZieHHs1 0a3 JaHHBIX | OTa ora Ta OpraHu3alyy;
o Pa3NUYHBIM | OpraHU3aliy; OpraHu3aIuy; - HaBBIKAMU
NOKa3aTessiM U | - OCHOBBI - 6e3omacHo 6e30macHoro
dbopMupoBaHus 0e30MmacHOTO BeCTH 0a3bl BeJIeHUs 0a3bl
UH(POPMAIIMOHHOTO BeIeHus 0a3 JAHHBIX TI0 JTaHHBIX IO
o0ecrieueHus JAHHBIX TI0 pa3IMYHBIM pa3InIHBIM
YYaCTHHUKOB pa3IMYHBIM MOKa3aTeIsiM U | TIOKa3aTessiM U
OpraHU3alMOHHBIX nokazarensiMm 1 | GopMHpOBAThH ¢dbopmupoBaHus
IIPOEKTOB ¢dopmupoBanus | ”HOOPMAITMOHH | WH(GOPMAITMOHHOT
uH(pOpMAIMOHH | oe obecrieueHue | o obecredYeHus
oro YYaCTHHUKOB YYaCTHHUKOB
obecrieueHus OpPraHU3allMOHH | OpraHU3aIllMOHHbI
YYaCTHHUKOB BIX TIPOEKTOB; X MPOEKTOB.
OpraHu3alMOHH

BIX IIPOEKTOB;

2. CTpyKTypa U cofep:KaHue TUCUHUILIUHBI.

2.1 PacnipeaesieHne TPYA0EMKOCTH AUCHMILIMHBI IO BHAaM padoT.

OO6m1ast TpPyI0EMKOCTh JTUCITUTIIIMHBI COCTABIISET 2 3ad.e. (72 4acoB), X paclpe/ieicHHe
10 BHJIaM pa0OT MPEICTaBICHO B TAOIUIIE.

Bun yueOnoit paboThl Bcero CemecTtphbl
4acoB (dachi)
4
KonTakTHasi pabora, B TOM yncJie:
AyauTOpHBIE 3aHATHS (BCEro): 36 36
3aHATHS JIEKIIMOHHOTO TUIIA 18 18 - - -
JlaGopaTopHbIe 3aHATHS 18 18 - - -
3aHsITHS CEMUHAPCKOTO TUTA (CEMUHAPBI, - - - - -




MPAKTUYECKHE 3aHSATHS)
HMNnas koHTaKkTHas1 padora:
KonTpons camoctosrensHoii paboTsl (KCP) 4 4
ITpomexxyrounast arrecramus (MKP) 0,2 0,2
CamocrosiTesibHas padoTa, B TOM 4HcJIe:
[TpopaboTka yueOHOTO (TEOPETUYECKOT0) MaTepraa 12 12 - - -
Brimonaenune naanBuyansHbIX 3aganuil (IlogroroBka ] ] i i i
JIeTTIOBOM MTPhI «3aluTa HHPOPMALIUHU IPEATTPUSITUS)
IToaroroBka K TEKylemy KOHTPOJIIO 11,8 11,8 - - -
KoHTpoJib:
IToaroroBka K 3K3aMeHy - - - - -
O01mas Tpy10eMKOCTh qac. 72 72 - - -
B TOM YHCJIe KOHTAKTHAsA 402 | 402
padora
3a4. e 2 2

2.2 CTpyKTypa IMCHUILIAHBI:

Pacnpenenenue BuoB yueOHON pabOTHI M MX TPYIOEMKOCTH IO pa3zieiaM AUCUUIUINHBL.

Paznensl nucnuniubel, n3ydyaembie B 4 cemecTpe

KOJ’[I/I‘IGCTBO qacoB
Breayaut
Ne HaunmenoBanue tem Beero AYS;TOOTI;HM OPH};’I
pabora
J | 113 JIP CPC
1 2 3 4 5 6 7
1. Paznen 1. BBenenue B JUCHUIUIMHY 15,8 4 - 2 7,8
) Paznen 2. OcHoBBI rocy1apcTBeHHOM ONIUTUKU PD B 14 4 i ) ]
) obsacty nH(pOpMAITMOHHOM 0€301TaCHOCTH
3. Paznen 3. Madopmanmonnas BoiHa. 14 | 4 - 2 8
Paznen 4. OcHOBBI oOecnieueHrss HHPOPMAITMOHHOMN
4. 26 | 6 - 12 8
6e3omacHoCTH KoMIbIOTepHBIX cucTeM (KC)
Hmoeco no oucyuniune: 18 - 18 31,8

[Mpumeuanue: JI — nmexkuuwn, 113 — mpakrtuyeckue 3ausTusi / cemuHapslJIP — maGopaTopHbie

sarsaTusi, CPC — camocrositenpHas paboTa CTy/IeHTa

2.3 Conep:xanue TeM IMCHUTLIAHBI:
2.3.1 3ansaTHA JEeKINOHHOI0 THIIA.

dopma
Ne [HammeHoBaHUE TEMBI ConeprxaHue TEMbI TEKYIIETO
KOHTPOJIS
1 2 3 4
1. | Pa3nmen 1. Beenenue | Pasznen 1. Beenenue B 1ucHuIUIMHY JLA

1.2 Buns! 6e3omacHocT

B IUCIUTIIIUHY 1.1 [MousTHe HarMoHaIbHON Oe3omacHoCTH PO

1.3 NudopmarmonHas 6€30MacHOCTb B CUCTEME
HarmoHansHOM Oe3omacHocT PD 1.4 Ponb
nH(pOopManMoOHHOM 06€30MacHOCTH B 00ECTICUCHUH
HAI[MOHAILHOW 0€30MaCHOCTH rOCYAapCTBa




BOHA.

2. | Paznmen 2. OcnoBbl | Paznen 2. OCHOBBI TOCYIapCTBEHHOM MOTUTUKU PD JLI
rOCYJapCTBEHHOM | B 001acTu HH(POPMALIMOHHOW O€30MTaCHOCTH
noautuku PO B 2.1 HanmonaneHubie nHTEPECH PO B
obnacTu nHpOpMaIMOHHOI chepe U ux obecreueHne
nHpopmanmonHoit | 2.2 Buapl yrpo3 uHbOpMaIMOHHONW 0€3011aCHOCTH
0e30macHOCTH PO
2.3 Uctounuku yrpo3 nHpOpMamoHHOM
0e30macHOCTH
2.4 OcHOBHBIE HaIpaBJICHUS 00ECTICUCHUS
MH(POPMAIIMOHHOI 0€30MacHOCTH rocy1apcTBa
3. | Paspen 3. Paznen 3. UndopmarmonHas BoitHa. JLI
Nudopmanuonnas | 3.1 Metozsl u cpefcTBa €€ BeJCHUS
BOMHA. 3.2 NudopmarmonHast 6€301MacHOCTh U
MH(POPMAIIMOHHOE TPOTUBOOOPCTBO
3.3 NudopmarnimoHHoe opyKue, ero
KJIacCU(UKALIUS U BOZMOKHOCTH
3.4 O6ecnevenre HHGOPMAITMOHHON O€30MTaCHOCTH
00BEKTOB MH(POPMALIMOHHON Cephl rOCyIapCTBa B
yCIOBUSX MH(GOPMAIIMOHHON BOWHBI
4. | Pazmen 4. OcHoBbl | Paznen 4. OcHOBBI oOecrieueHust JLA
obecrieueHus nH(pOpMaMOHHOM 6€30MaCHOCTH KOMIThIOTEPHBIX
uHpopmarmonnoit | cuctem (KC)
0€301acHOCTH 4.1 Oprann3aimOHHO-PABOBBIE OCHOBBI
KOMIIBIOTEPHBIX uHpopmaroHHoi 6ezomacHocty KC
cucteM (KC) 4.2 OpraauzannoHHO-TexHu4Yeckne ocHOBbI b KC
4.3 AnnapaTHO-IIpOrpaMMHBIE CPEICTBA
obecneuenus b KC
4.4 OcHoBbl KomIuIekcHoOTo obecnieuenus b KC
2.3.2 3aHATHS CEMHHAPCKOI0 THIIA.
HE TPeyCMOTPEHbI Y4€OHBIM IJIAHOM
2.3.3 JlabopaTopHble 3aHATHS
dopma
Ne [HammeHoBaHUE TEMBbI ConeprxkaHue TEMbI TEKYIIETO
KOHTPOJIS
1 2 3 4
1. |Pa3nmen 1. BBenenue [M3yueHnne MeTOA0B 3aIUThI OT pa3pyHIAIONIAX JIP
B TUCIUIIIIUHY MIPOrpaMMHBIX BO3JACHCTBUI IIPU MOMOIIU
MPOrPaMMHBIX KOMITJIEKCOB aHTUBUPYCHOM 3aIIUTHI
2. | Pasgen 2. OCHOBBI  |M3yueHne METOOB 3aIIUTHI IIPU TIOMOIIH JIP
TOCYNapCTBEHHON  |pporpamMHO-anmapaTHOro Komiekca Secret Net
noautuku PO B
obnactu
nH(pOpMaIMOHHOM
6e30nacHOCTH
3. | Pasmen 3. " [ITuppoBanue 1 0OMeH MUGPOBAHHOIN JIP
ndopmanmonHas uH(popMaIuei ¢ ucroiabp3oBaHueM cucteMbl «PGPy




4. | Pazgen 4. OcHoBel |[IpumeHeHnE cienuanIn3upOBaHHBIX CPEACTB JIP
obecreuenus opranmn3anuu VPN Ha nmpumepe «OpenVpny»
nH(pOpMaIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX
cucteM (KC)

3ammra nmaboparoproi pabotsl (JIP), Bemonnenue kypcooro npoekrta (KII), kypcosoit
paboter (KP), pacuetHo-rpaduueckoro 3amanusi (PI'3), manucanme pedepara (P), scce (9),
koutokBuyM (K), rectuposanue (T), onpoc (O), nekmus (JI), auckyccus (J) u T.1.
Coaepixanue J1aDOpPATOPHBIX 3aHATHH

3ansaTue 1 lV3yuyeHue MeTONOB 3alllUTHl OT pa3pyLIAlONIMX MPOTrPaMMHBIX BO3JAEHCTBUM Npu
IIOMOUIY NMPOTPaMMHBIX KOMIIJIEKCOB AHTUBUPYCHOMN 3aIIUTBI

3ansTue 2 M3yueHue METOJOB 3aIIMTHI IIPH ITOMOIIX MPOrPAMMHO-AIMIIAPATHOTO KOMILIEKCA
Secret Net

3ansrue 3" [lludposanue u oOMeH mudpoBaHHONH MHOPMAIMEH C UCTIONIB30BAHUEM CHUCTEMBI
«PGP»

3anaTue 4 IlpuMeHeHue crenuanu3MpOBaHHBIX cpeAcTB opranumzauuu VPN Ha mnpumepe
«OpenVpn» CriocoObl 3alIUTH TPOTPAMM OT IM3aCCEMOIUPOBAHUS

2.3.4 IlpumepHasi TeMaTHKA KyPCOBbIX Pa0doT (IPOEKTOB)
KypcoBblie paboTsl (ITPOEKTHI) HE MPEYCMOTPEHBI YUSOHBIM IIJIAHOM.

2.4 IlepeyeHb y4eOHO-METOAMYECKOT0 O0ecleYeHUs I CAMOCTOSATEIbHOH PadoThI
00y4aroIUXCH M0 JUCUMILIMHE (MOTYJII0)

[TepedyeHn yueOHO-METOIUIECKOTO 00ECTICUCHUS TACITUTUTAHBI

Ne Bun CPC TI0 BBITIOJIHEHUIO CAMOCTOSITEIBbHOM paboThI
1 2 3
1. (lIpopabotka  y4eOHOrO|MeTOMMUECKHE YKa3aHUS 10 BBINOJIHEHHIO CAaMOCTOSTEIBHON
(TeopeTnyeckoro) paboTel oOydJaromuxcs. YTBepKIeHbl Ha 3acemannn CoBera

Marepualia nmo TeMe:

skoHoMuueckoro  (akymprera DPI'BOY BO  «Kyol'¥».
BBenenue B qUCHUATUINHY

[Ipotokon Ne 8 or 29 wrons 2017 r. Pexum npocryna:
https://www .kubsu.ru/ru/econ/metodicheskie

2. [llpopabotka  y4ebHOro|MeTOMUUECKHE YKa3aHUs 10 BBIOJHEHHIO CaMOCTOSTEIbHON
(TeOpeTHYECKOrO) paboTel oOydwaromuxcs. YTBepKIeHbl Ha 3acemannn CoBera
MaTepHaia o Teme. skoHoMHueckoro  ¢akyiaprera DPIBOY BO  «Ky6oI'V».

I%CC};’O,IIBa,I;CTBeHHOﬁ ITpotokon Ne 8 ot 29 wmrona 2017 r. Pexum pocrymna:
nonutuky P® B o6nactu |https://www.kubsu.ru/ru/econ/metodicheskie
UHPOPMALUOHHON
0e30MmacHOCTH

3. [llpopabotka  yueOHOroMeToAMYECKHE YKa3aHUs 1O BBITIOJIHEHHIO CaMOCTOSTEIbHOM
(TeopeTnyeckoro) paboTel oOydJaromuxcs. YTBepKIeHbl Ha 3acemannn CoBera

Marepuajia mo TeMe:

NudopmanmonHas sKOHOMHYeckoro  dakynprera  PIBOY  BO  «Ky6I'Vy.




BOHHA. IIporokon Ne 8 ot 29 wutona 2017 r. Pexum pocryna:
https://www .kubsu.ru/ru/econ/metodicheskie
4. |llpopabotka  yueOHOro|MeTOaUUECKUE YKa3aHUS IO BBIOJHEHUIO CaMOCTOSITEIBHOM
(TeopeTuteckoro) paboTbl oOydaromuxcsi. YTBepKAeHbl Ha 3acenanun CoBeTa
Matcpuaa fo Teme. skoHoMHueckoro  ¢akyiaprera DPIBOY BO  «Ky6oI'V».
OcHOBBI ObOecrieueHust

IIporokon Ne 8 ot 29 wutona 2017 r. Pexum pocryna:

WHPOPMALTUOHHON
6e30MaCHOCTH https://www kubsu.ru/ru/econ/metodicheskie
KOMITBIOTECPHBIX CUCTEM
KC)
5. |BemmosiHeHue Meroanueckue yka3aHUsl 10 BBINOJIHEHUIO CaMOCTOSATEIbHOMN
VHJNBUIYaTbHBIX paboTel oOyuarommxcs. YTBepkaeHbl Ha 3aceqanun Cosera

3ajannii (IloaroToBka |sxomommueckoro — daxymsrera ®IBOY BO  «Ky6I'V».
JIeTIOBOH UTPBI «3alMUTA TTpoTokon Ne 8 or 29 wmrons 2017 r. Pexum mocryma:

uH(popmamyn https://www.kubsu.ru/ru/econ/metodicheskie
TIPEATIPUSITHS)

Y4eOHO-MeTOIMYeCKHe MaTepHallbl JUIsl CAMOCTOSITENbHON PabOThl OOYYaIOUIUXCS W3
YHCIIa MHBAJIHM/OB U JIMII C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3710poBbst (OB3) mpenocrasisrorest
B (hopMax, aJanTUPOBAHHBIX K OTPAHUYCHHUSAM HX 37J0POBbsl M BOCHPUATHS MH(DOPMAIIH:

JUst UL ¢ HapyIIeHUSIMH 3PEHUS:

—B MEeYaTHOM (hopMe yBEITHMUEHHBIM HIPUPTOM,

— B (hopMe PIEKTPOHHOTO TOKYMEHTA.

JI7st I ¢ HapyIIeHUSIMH CITyXa:

— B meyaTHoi opme,

— B (hopMe DIIEKTPOHHOTO JIOKYMEHTA.

JUist a1 ¢ HapyIIEHUsIMH OTIOPHO-/IBUTATEIBHOTO ammapaTra:

— B IIeYaTHOM (opme,

— B (hopMe 2IEKTPOHHOTO IOKYMEHTA,

JlaHHBII TIepedeHb MOXET OBITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHIEHTA
00yJaromuxcs.

3. O0pa3oBaTe/ibHbIE TEXHOJIOTHH.

B nponecce nzydeHust JUCHMILTUHBI UCTIOIB3YIOTCS COBPEMEHHbIE (POPMBI MPOBEACHUS
3aHATUN. JIleMOHCTpallMOHHbIE MaTepuajibl TMpeACTaBIeHbl B (GopMe HMHTEPAKTUBHBIX
Ipe3eHTallMid MO0 TeMaM JIEKIMOHHOro Kypca. KomiuiekTel cxem k TemMaM «BBenenue B
TUCIUTIIUHY », «OCHOBBI TOCYZapCTBEHHON monuTuku P® B obmactu wmHOpManmoHHOM
6e3onmacHoctn», «MHpopmanonHas BoiiHa», «OCHOBBI  oOecredeHHs HH(POPMALUOHHON
0e3omacHOCTH KOMITBIOTEpHBIX cucTeM (KC)y,.

Pa3narounbie MaTepuanbl HCHONB3YIOTCS B MpoOLEcce JEKUUOHHBIX W TMPAKTUYECKUX
3aHATUHN JJIs1 HATJISTHOM IEMOHCTPAIIMK T€X WM MHBIX aCMIEKTOB MPUKIIATHOTO UCCIIETOBAHMSL.

[TpumepHas Mozienb ciyK0 NpeanpUsITUS I TOATOTOBKH JIEJI0BOI UTPHI.

[TpoexT aenoBoi urpsel «3amnura HHGOPMAITUH TPEITPUATHS

Jlexuus-guanor. CoaepxaHue MOJAETCS YEPE3 CEPHUIO BOIIPOCOB, HA KOTOPHIE CIIYIIATENb
JOJKEH OTBEYaTh HEMOCPEJCTBEHHO B Xoje Jekiuu. K 3TomMy Tumy npuMBIKaeT JEKLIUs ¢
pUMEHEHHEM TEXHUKH 0OpaTHOM CBA3H, a TAKXKe MPOrpaMMHUPOBAHHAS JIEKLUA-KOHCYIbTALINS;

[IpobnemHas JeKIUs HAYMHACTCA C BOMPOCOB, C MOCTAHOBKU MPOOJIEMBI, KOTOPYIO B
X0Jle M3JIOKEHUS Marepuaa HeoOXoAuMo pemuThb. [IpobiaemMHble BOMPOCH! OTIMYAIOTCA OT HE
npoOJEeMHBIX TeM, YTO CKpbITas B HUX Mpobiema TpeOyeT He OJHOTUITHOTO PELIeHHS, TO €CTbh,
TOTOBOM CXEMBI PELIEHUS B IMPOILJIOM OIBITE HET.

Jlexumu-auanoru u TPOOJIEMHBIC JICKIIMM [O3BOJISIFOT BKJIFOYATh HHTEPAKTHUBHEIC
3JIEMEHTHI B MIPOLIECC MPenoAaBaHus, CIOCOOCTBYIOT IPUOOPETEHUIO HE TOIBKO 3HAHUI MO TeMe
JIEKLIMHU, HO ¥ HaBBIKOB UCCJIEJOBATEIBCKON M aHAJTUTUUECKOH 1€ATEIbHOCTH.




Jlekuuu B (opMme TMpe3eHTAUUU C HCHOJIH30BAHWEM MYJIbTUMEAUWHON amlmaparypsl
oOecrieunBarOT 0oJiee BBHICOKHI ypOBEHb MOHUMAHHS CIOXKHBIX CTPYKTYp, CXE€M B3aUMOCBs3el
OTJIEJIbHBIX 2JIEMEHTOB.

JlaboparopHble 3aHATUS PEANONAraloT OPraHMU3allui0 BBIMOJIHEHUS 3a/laHusl IO TIOUCKY
WIHM PELIEHUI0 KOHKPETHOW 3ajauu ¢ ucnoiab3oBanueM I[I19BM no otaensHBIM BoOIpocaM, 4YTO
criocoOcTBYyeT (hopmupoBaHuio Oosee TyOOKHX 3HAHUHW IO TEME, a TAaK)Ke Pa3BUTHIO HABBIKOB
MIOMCKa, aHaIM3a He00X0AUMOM HH(pOpPMAIINY, HABBIKOB MyOIMYHOMN 3aIIUTHI CBOEH TO3ULINH.

WuTepakTuBHBIE U MHYOPMAIIMOHHO-KOMMYHHKATUBHBIE 00pa30oBaTelIbHbIE TEXHOJIOTHH,
UCTIOJIb3yeMble B ayJAUTOPHBIX 3aHATUSAX, B COUYETAHMM C BHEAYIUTOPHOH paboTOi co3aaroT
JOTIONIHUTENIbHBIE  YCIIOBUS ~ (OPMHpPOBAaHUS U pa3BUTUSA  TpeOyeMbIX  KOMIIETEHIIMA
00yYaromuxcs, MOCKOJbKY TO3BOJSIOT O0ECIeYUTh aKTUBHOE B3aUMOJICHCTBHE BCEX
YYaCTHUKOB. DTU METObI COCOOCTBYIOT JINYHOCTHO-OPUEHTUPOBAHHOMY MOAXO.Y.

JUi MHBaJIMJOB M JIMI] C OTPAaHUYEHHBIMU BO3MOXHOCTSIMHU 3/10POBbsI YCTAHABJIMBAETCS
OCOOBIN TOPSAIOK OCBOCHHUSI yKa3aHHOW JUCHUILIMHBL. B  oOpa3oBarensHOM TIpoliecce
UCTIONIB3YIOTCSl  COIMAJIbHO-aKTHBHbIE U peQIIEKCUBHBIE METOJIbl OOY4YeHHs, TEXHOJIOTHU
COLIMOKYJIBTYPHOH peaOuIuTalMK C 1IeJIbI0 OKa3aHUsS MOMOIIY B YCTaHOBJIECHUH MOJHOIIEHHBIX
MEXJIMYHOCTHBIX ~ OTHOLIEHMH C  JAPYrMMH  CTYyJGHTaMH, CO3JaHUH  KOM(OPTHOTO
MICUXOJIOTHYECKOr0 KJIMMaTa B CTyAE€HYecCKoil rpymnme. Brlmeo3HaueHHble 00pa3oBaTeibHbIC
TEXHOJIOTUU JAIOT HanOosee H(PQPEeKTHBHBIE PE3yabTaTbl OCBOCHUS JUCHUIUIMHBI C TO3UIHUIH
aKTyaJM3allud  COJEp>KaHUS TEMbl 3aHATUSA, BBIPAOOTKH MPOJYKTUBHOTO  MBILIUICHHUS,
TEPMUHOJIOTHYECKOW T'PAaMOTHOCTH M KOMIIETEHTHOCTH OOy4aeMOro B acCHEKTe COIMaJIbHO-
HANpaBJIEHHOW TMO3UIMM Oyayllero creuuagucra, ¥ MOTHBAIMM K WHUIUATUBHOMY U
TBOPYECKOMY OCBOCHHMIO Yy4eOHOro Marepuana. PeKoMeHIanmuu 10  HCIOJIb30BaHMIO
MHTEPAKTUBHBIX M HMH()OPMAIIMOHHBIX 00pa30BATENbHBIX TEXHOJIOTMH OBLIHM OCYIIECTBICHBI
COIJIACHO METOJMYECKHX YyKa3aHHsM K TMOA0OHOTo poxa paboram. Pexum nocryma:
https://www .kubsu.ru/ru/econ/metodicheskie-ukazaniya.

WNuavBuayanbHble KOHCYJIbTAMU OOYYAIOMIMXCSl TMPOBOAATCSA €XKEHEIeNbHO B (Qopme
auanora. J[yig Ui ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSAMM 370POBbS MPEAYCMOTPEHA OpraHU3aALMs
KOHCYJIbTALIMM C UCIIOJIb30BAHUEM DIIEKTPOHHOU IMOYTHI.

4. OneHo4YHbIe CPeACTBA VISl TEKYLIEero KOHTPOJIsl YCIIeBaeMOCTH M IIPOMEKYTOYHOM
aTTecTaluu.
4.1®DoHJ OLICHOYHBIX CPEACTB AJIs NPOBEACHUS TEKylIero KOHTPOJIs.

Pa3nen 1. BBenenue B TUCHUIUIMHY

INousatue HarmoHaNbHOM Oe3omacHocTH PO

Bune! 6e3omacHoct

NudopmanmonHas 6€30MacHOCTh B CUCTEME HAIMOHANBLHOM Oe3omacHocTH PO

Pons mHbOpManmoHHOi 06€30MacHOCTH B OOCCIECUYCHHH HAIMOHAIBHOW O€30MacHOCTH
rocyaapcTBa

Paznen 2. OcHOBBI TOCyAapCTBeHHOW monuTuku P® B obnact uH(OpMAIMOHHON
0e3011acHOCTH

2.1 HanmonanwsHbie uHTEpech PO B nHbOpMaIimonHoi cdepe u ux odecreueHne

2.2 Bugsl yrpo3 uapopmanuoHHoi 6e3onacHoctu PO

2.3 Uctounuku yrpo3 nHGOpMaIMOHHOW 0€301MacHOCTH

2.4 OcHOBHbIE HampaBleHUss oOecrmeueHUss HMHPOPMAIMOHHOW  OE30MaCHOCTH
rocyJaapcTBa

Paznen 3. UndopmarmonHas BoitHa.



3.1 MeToJibl U CpeACTBA €€ BEACHUS

3.2 MadopmarmonHas 6e30MacHOCTh U HH()OPMAIIMOHHOE TPOTUBOOOPCTBO

3.3 UudopmarimoHHOE OpyXKH1e, €ro Kiaccu(ukamus 1 BOSMOKHOCTH

3.4 Obecrnieuenne nH(pOPMAIIMOHHON 0€30MacHOCTH 00BEKTOB MH(OPMAIIMOHHOHN chephl
rocyJapCcTBa B YCIOBUSX HH(POPMAITMOHHON BOWHBI

Paznen 4. OcHoBbl  oOecrnieueHuss MHPOPMAIMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX
cucteM (KC)

4.1 Opranu3aiMoHHO-TIPAaBOBBIE OCHOBHI HH(opMaIoHHOHK Oe3onacHocTu KC
4.2 OpranuzaninoHHO-TexHn4Yeckre ocHOBbI MIb KC

4.3 AnmapaTtHo-miporpaMMHbIe cpenctBa obecriedenus b KC

4.4 OcHoBbl KomIiekcHoro obecneuenus b KC

4.2 ®oH OLIEHOYHBIX CPEICTB ISl MPOBEACHUA MPOMEKYTOUHON aTTecTaAlluu.
Bompocs! k 3agery

NudopmanmonHas 6€301macHOCTh YeJI0BEeKa M 0OIIECTBA M TOCYAapCTBa.

YpoBHHU 3amuThl HHGOPMALIMOHHBIX pecypcoB. [Ipu3Haku, CBUAETENBCTBYIOMINE O

HAJIMYUU YSI3BUMBIX MECT B HH(DOPMAIIMOHHONW O€30MaCHOCTH.

3. Kommnbrorepusie npectymiieHus. OCHOBHbIE TEXHOJIOTUH, HCTIOJIb3YIOIIHUECS MTPU
COBEPIICHUH KOMITBIOTEPHBIX IPECTYIICHUH.

4. OOBeKTHI 3auUTH HHGOpMAIHH. 3anuTa HHHOPMAIIMH OTPAHMYCHHOTO JTOCTYIIA:

rOCy/IapCTBEHHAs TallHa, KOMMEpYECKas TalHa.

N —

5. OcHoOBHBIEC KaHaJbI YTE€UYKH HH(DOpMAIMKU. 3amuTa OT YTeYKH HH(POpMAIUU 1o
TEXHUYECKUM KaHajlaMm.

6. MeTobI M CpeICTBA 3aIUTH HH(OPMAITUH.

7. ConepxaHue crioco0OB U CpeACTB o0ecrieyeHns 0e30MacHOCTH WH(OPMAITHH.

8. Peanm3anus METOJIOB M CPEICTB 3aIUTH HH(OPMAITHH.

9. CpexcrBa OMoO3HAHUA U pa3rpaHUUEHUS TOCTYyIa K HHPOPMALIUH.

10. Kpunrorpadusi. CiMMeTpUYHBIE KPUITTOCUCTEMBI.

11. Kpunrorpadus. ACHMMETpUYHBIE KPUTTTOCUCTEMBI.

12. O630p u k1accudpuKamms METOI0B UG pPOoBaHUS HHOOPMAITUH.

13. DnexTpoHHO-IIUGPOBAS TOAIHUCH.

14. OcHoBHbIe anroput™mbl mudpoanus gaHHbx: [OCT.

15. [IpaBoBbI€ CpeACTBA 3aLIUTHI HH(GOPMAIMH. 3alIUTa TPOTPAMMHBIX IPOTYKTOB.
ABTOpPCKOE MPaBo.

16. 3amuTa JaHHBIX B aBTOHOMHOM KOMITBIOTEPE.

17. 3ammuTa JaHHBIX B BEIYUCIUTEIBLHBIX CETAX.

18. Pa3paboTka ceTeBBIX aCIIEKTOB MOTUTHKH O€30MaCHOCTH.

19. 3anuTa 1aHHBIX B BEIYMCIUTEIBHBIX CETSIX. MexceTeBbie SKpaHbl. CKaHEPHI.

20. IToka3zaTenu OIEHKH IOCTOBEPHOCTH (0€30IMMO0YHOCTH) TIEpeIauy JaHHBIX B CETAX.

21. MeToibl B3710Ma KOMIBIOTEPHBIX CUCTEM: aTaKu HAa YPOBHE ONEPALMOHHBIX CUCTEM,
aTaKy Ha YPOBHE MPOTPAMMHOTO O0ECTICUeHUs], aTAKN Ha YPOBHE CHCTEM YIPABICHUS
0Oa3zaMu TaHHBIX.

22. ITaposbHas 3amuTa ONepaluOHHBIX CUCTEM.

23. ITaponbHble B3TOMITUKH.

24. TlonsaTtue yrpo3bl. AHaIN3 yrpo3 HHGpOpMaIMOHHOW Oe30macHOCTH. Buibt
CHAPYILIUTEIICH».

25. CtpykTypu3zaiusi MeTo10B obecrieueHus: HH)OPMAITMOHHON 6€30MaCHOCTH.

26. OCHOBHBIE METO/IbI peanu3aliuu yrpo3 HHOPMAIIMOHHONW O€30MacHOCTH.



27. OcHOBHBIE IPUHLIUIIBI O0ECTIEYeHUsT HHPOPMALIMOHHOM 0€301acHOCTH B
ABTOMAaTU3UPOBAHHOM CHUCTEME.

28. [IpruuHbI, BUIBI U KaHAJIBI YTEUYKH UH(OPMAIIHH.

29. MeTo1pl TOCTPOEHUSA 3aTUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

30. ITonutuka 6e3onacHocTH. OCHOBHBIC TUITHI MMOJTUTUKHA 0€30ITaCHOCTH.

31. [Honurnka Oe3zomacHocTH. Monenn 6e30acHOCTH.

32. CrannapTsl ”HPOPMAITMOHHOHN 0€30MIaCHOCTH.

33. IIpaBoBoe obecniedeHue 3anuThl HHGopManuu. HopmaTuBHBIE JOKYMEHTHI.

34. Pa3zpymaroniye nporpaMMHbIe BO3ACHCTBUS: BUPYCHI U 3aKJIAKHU.

35. AHTUBHPYCHBIE CPEACTBA.

36. Ilcuxomornyeckue acmeKThl UHHOPMAITMOHHON 0€30MaCHOCTH OpTaHU3aIUH.

OHeHO‘IHBIe cpeacrBa il HMHBAJIWAOB W JIUI C OrPpaHUYCHHBIMU BO3MOXHOCTSIMU
3JI0POBbSI BEIOUPAIOTCS C YUETOM UX WHAWBUIYAITBHBIX TICHXO()U3UIECKHX 0OCOOCHHOCTEH.

— Hpu HCO6XO[[I/IMOCTI/I HHBaJIWJaM H JiMaM ¢ OrpaHUYCHHBIMH BO3MOXHOCTAMU
3JI0POBbS TPEIOCTABIISICTCS TOTIOIHUTEILHOE BPEeMsI JJIsl TIOATOTOBKH OTBETA HA DK3aMEHE;

— IIpU TPOBEJICHUH TPOLEAYPHI OLICHUBAHUS PE3yIbTaTOB 00yUEHHs] HHBAINIOB U JIUIL C
OTPaHUYCHHBIMH BO3MOXXHOCTSIMH 3/I0POBBSI TIPEAYCMATPUBACTCSI UCTIONH30BAHNE TEXHHYECKUX
CpCacCTB, HCO6XOI[I/IMBIX UM B CBA3U C UX UHAWBUAYAJIbHBIMU 0CO6CHHOCT}IMI/I;

— TIpU HEOOXOUMOCTH JIJISl O0YUAFOIIUXCS C OTPAHMYCHHBIMHA BO3MOXKHOCTSIMHU 37I0POBbSI
U HWHBAJIWAOB IHpouecAypa OLCHUBAHHUA PC3YJIbTATOB OGy‘leHI/IH II0 AUCHUIIJIIMHE MOXKET
IPOBOJUTHCS B HECKOJIBKO ATAITOB.

[Ipouienypa oleHUBaHUs PE3yabTATOB OOYYCHHS] MHBAIUIOB U JIMI] C OTPaHHUYECHHBIMH
BO3MOXXHOCTSIMH  3JIOPOBbSI 10 JTUCIHMIUIHHE (MOMYJI0) TPENyCMaTPUBAET TPEIOCTABICHHE
uHpopManuu B (opMax, aganTUPOBAHHBIX K OrPAaHHYEHHUSIM HMX 370POBbS U BOCIPHUSATHA
uHpopMauu:;

JUist L ¢ HapyLIEHUsIMU 3pEHUS:

— B TIeYaTHOUW popMe yBETUICHHBIM MIPUPTOM,

— B popMe IEKTPOHHOTO JTOKYMEHTA.

JUJist T ¢ HApYIIEHUSIMH CITyXa!

— B meuaTHo opme,

— B (hopMe 2IIEKTPOHHOTO TOKYMEHTA.

JList AL ¢ HapyIIEeHUs MU OITIOPHO-ABUIaTEIbHOIO alapara:

— B IIeYaTHOU (opme,

— B popMe IEKTPOHHOTO JIOKYMEHTA.

JlaHHBII TIepedeHb MOXET OBITh KOHKPETH3HMPOBAH B 3aBUCHMOCTH OT KOHTHHICHTA
00yJaromuxcs.

5. IlepeyeHb OCHOBHOI W JONMOJHHMTEJBHOH y4eOHOIl JMTepaTrypbl, HEOOX0AMMO
JJISI OCBOEHMSI AMCUUIJIMHBI (MOLYJIs1).

5.1 OcHoBHas JuTEpaTypa:

1. Hectepos, C.A. Nudopmarmonnas 0e30mMacHOCTh : yueOHMK u mpakTukym / C. A.
HectepoB. — M. : UznatensctBo HOpaiit, 2018. — 321 ¢. — Pexum nocryma : www.biblio-
online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7

2. Ilonos .M. Mudopmarmonnas 6e3omnacHocTs : yued. mocodue / T.JI. INapreika, 1.U.
[TonoB. — 5-e u3a., mepepad. u gon. — M. : DOPYM : UHDPA-M, 2018. — 432 ¢. — Pexum
noctyna: http://znanium.com/bookread2.php?book=915902

3. bapanoBa E.K. UudopmarmonHas 6€30mMacHOCTh W 3amuTa WHGopManuu: YdeOHoe
nocobue / bapanosa E.K., babam A.B., - 4-e¢ u3z., nepepab. u gon. - M.:MI[ PUOP, HUIL]
NH®DPA-M, 2018. - 336 C. — Pexxum JIoCTyna:
http://znanium.com/bookread2.php?book=957144



JI71st OCBOEHUS TUCUUIUTMHBI MHBAJIUJIAMU U JIUI[AMU C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3IOPOBBSl MMEIOTCS M3JaHUSI B DJIGKTPOHHOM BHJIE B 3JEKTPOHHO-OMOJIIMOTEUHBIX CHCTEMax
«YHUBEpCUTETCKas: OMOIHOTEKA OHIIAHHY.

MuoroypoBHeBass cucteMa HaBurauu OBbC TO03BOJIAET ONEPATUBHO OCYIIECTBISATH
IOUCK HYXHOro pasnena. JInuHblii kaOWHET WHAMBHUIYANIU3UPOBAH, TO €CTh Ka)JbIi
M0JIb30BaTEIh UMEET JTUYHOE MPOCTPAHCTBO C BO3MOXKHOCTBIO OBICTPOTO JOCTYIa K OCHOBHBIM
CMBICJIOBBIM y3J1aM.

[Ipy urenunm wmacmTad CTpaHHUIBI MOXHO YBEIMYHUTh, MOXKHO HCIIOJIb30BATh
MOJTHOOKPAHHBIM  PEXUM  OTOOpaKeHWs] KHUTH WJIH BKIIOYUTH O3BYYMBAaHUE TEKCTa
HEIMOCPEACTBEHHO C caiiTa Mpu MOMOIIM NPOrpaMM SKpPaHHOTO JOCTyma, Hampumep, Jaws,
«Balabolkay.

CkaumBaembie (parmentel B ¢dopmare pdf, coxepxkamme MOATEKCTOBBIA CIIOH,
JIOCTAaTOYHO BBICOKOTO KauecTBa M MOTYT UCIIOJIb30BATHCS THQIIOMPOrpaMMaMHt JIJIsl TOJIOCOBOTO
03BYUMBAaHUS TEKCTOB, OBbITh 3arpyXeHbl B THUIOIUIeephl (YCTPOMCTB AJi MPOCTYIIUBAHUS
KHUT), a TaKXKe CKOMMPOBAHBI HA JIF000€ YCTPOMCTBO /17151 KOM(OPTHOTO UTEHHSL.

B OBC mpenacranena Mmeanareka, KOTopasi BKIIOYaeT B ce0s pa3IMyHbIe TEMAaTHYECKUE
ayIMo0 KHUTH pa3nuyHbix wu3aarenbcTB. KonTteHT OBC akTHBHO NOMOJHSAETCS KHUTAMU U
yueOHMKaMU B MEXIyHapOJIHOM CTaHIapTU3HpOBaHHOM ¢dopMmate Daisy /i He3psSYHX, OCHOBY
KOTOPOT'O COCTAaBJISIFOT TMOKAsi HABUTALIMS U 3alUIIIEHHOCTh KOHTEHTA.

5.2 JlonosiHUTEIbHAS JIUTEPaTypa:

1. I'pumuna H.B. MabopmarmonHas 6e30MacHOCTh mpeanpusatus: Y4ueOHoe mocodue /
I'pumnna H.B., - 2-e u3g., gon - M.:®opym, HUL[ UH®PA-M, 2016. - 240 c. — Pexum
noctyma: http://znanium.com/bookread2.php?book=544554

2. Hlanprun B.®. MHdpopmannonHas 0e30MacHOCTb KOMITBIOTEPHBIX CHCTEM U CeTeH :
yue0. mocobue / B.®. llanbrun. — M. : U] «DOPYM» : UHDPA-M, 2017. — 416 c. —
Pexum noctyna: http://znanium.com/bookread2.php?book=775200

3. Menarynsa M.B. OcHoBHBIE TIOJIOKEHUST WH(POPMAIIMOHHONW 0€30MacHOCTH : yueo.
nocobue / B.Al. UmeitnoB, M.B. Meuarynsin. — M. : ®OPYM : UHOPA-M, 2018. — 208 c. —
Pexxum moctyna: http://znanium.com/bookread2.php?book=927190

4. HecrepoB, C.A. OcHoBBI HH(pOpMaIIMOHHON Oe30nacHOCTH : yaeOHoe mocodue / C.A.

HecrepoB ; MunucrepctBo oOpazoBanusi u Hayku Poccuiickoir ®eneparun, CaHKT-
[leTepOyprckuii rocymapcTBEHHBIH MOJMTEXHUYECKUH yHHBepcuteT. - Cankt-IletepOypr
N3patensctBo Ilomurexnudeckoro yHuBepcutetra, 2014. - 322 c¢. — Pexum pocrymna:

http://biblioclub.ru/index.php?page=book&id=363040

5. Kpatkuii sHIUKIIONEMYECKUH CII0Baph MO WH()OPMAITMOHHOM 6€30MMacHOCTH : CIIOBAph
/ coct. B.I'. Hoxmukos, M.M. Canran. - Mocksa : Dueprus, 2010. - 240 c. — Pexum goctyma:
http://biblioclub.ru/index.php?page=book&id=58393

5.3. llepuoguueckue U31aHUA:
Kypnainsr:

- KomnsroteplIpecc;

- [TporpaMMHBIE IPOYKTBI U CUCTEMBI;
- Uadopmarus u 6€301macHOCTD;

- UndopmanmonHast 6€301macHOCTb.

6. Ilepeyenbr pecypcoB  HHG(POPMAIUOHHO-TEJEKOMMYHHUKANIMOHHON  ceTH
«/HTepHEeT», HEOOXOAMMBIX JIS OCBOEHM S JUCUUILJIMHBI (MOIYJIs1).
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://www.securrity.ru/articles/196-ederal law of the information security.html
http://www.scrf.gov.ru/documents/5.html
https://www.securitycode.ru/products/demo-versions/


http://www.machinelearning.ru/
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://www.securrity.ru/articles/196-federal_law_of_the_information_security.html
http://www.scrf.gov.ru/documents/5.html

https://addons.mozilla.org/ru/thunderbird/extensions/
http://free-vpn.ru/openvpn.html

7. Meroaudyeckue yKa3aHusi JJIs O00y4YAaWIIMXCHA 10 OCBOEHHIO JUCUMIIIMHBI
(Mmoayas).

CamocTtosTenbHass paboTa MpeaycMaTpuBaeT CAMOCTOSITEILHOE OCBOEHHE OTAENbHBIX
BOIIPOCOB M MPOOJIEM B paMKax y4eOHOH NUCHUIUIMHBL. B mporiecce caMocTosTenbHOU paboTh
CIIyIIaTeIN 3HAKOMATCA C COJIep’KaHUEM Hay4UHBIX cTaTeid U MOHOTrpaduil, COCTABISAIOT TE3UCHI,
OCYILIECTBIISIIOT MOJATOTOBKY K CEMHUHApPCKUM 3aHATHSM, OMHUPAsICh HAa CHUCOK JUTEPATYpPhl U
JIOTIOJTHUTEbHBIE CIIMCKU K TEMAM CAMOCTOSITEIbHON MOATOTOBKHU.

Bormnpocsl, BBIHOCHUMBIE Ha CAMOCTOSITEIbHOE U3YUEHHUE.

Hoxtpuna Poccuiickoit deaepanuu.

OcHOBHbIE HOPMATUBHBIE PYKOBOJSIINE JTOKYMEHTBI, KacCaloIIHUECs TroCydapCTBEHHOM
TaliHbl, HOPMAaTUBHO-CIIPABOYHbIE JJOKYMEHTHI.

OOmue BOMPOCHI OpPraHU3alUK MPOTUBOACHCTBHUS TEXHUYECKOW pa3BElKe; OCHOBHBIC
OpraHU3allMOHHBIE M TEXHUYECKUE MEPOINPUATUSA, MCIOJIb3yeMble Il MPOTUBOIAECHCTBHUS
TEXHUYECKON pa3BEIKeE.

MeToael U cpeacTBa 3alUThl PEKUMHBIX OOBEKTOB OT YT€UKM KOHGUACHIIMAILHON
UHpOpMALMM TIO0 TEXHUYECKUM KaHailaMm; (HU3MUECKHE OCHOBBI 00pa3oBaHUs MOOOYHBIX
JEKTPOMArHUTHBIX U3TYyYEHUH OT TEXHUYECKUX CPEJICTB; KaHaJbl yTeUKH HH(OpMAaLIUU

OcHOBHBIE 3Tambl KU3HEHHOTO IMKJIa BHPYCOB. OOBEKTHl BHEIPEHUS, PEKUMBI
(GYHKIIMOHUPOBAaHUS U crienuaibHble QYHKIUU BUPYCcOB. Cxembl 3apaxeHus ¢aitnoB. Cxembl
3apaxeHus 3arpy3uukoB. CrocoObl MacKUpPOBKH, UCTHONb3yeMble BuUpycamu. Kitaccudukamus
KOMIIBIOTEPHBIX BUpPYCcOB. O011ast opraHu3alus 3aiiThl OT KOMIIBIOTEPHBIX BUPYCOB.

CrocoObl  3amIUTBl  OT  HECAHKIIMOHUPOBAHHOTO  HWCIOJB30BaHUS  OCTATOYHOU
uHpopmanuu. Mcronp3oBaHue crerualn3upoBaHHBIX IPOrpaMM MO YHUUTONKEHHIO OCTATOUYHBIX
naHHbIX. CrenuanbHble PEKUMBI U OCOOCHHOCTH MIM(POBAHUS JAHHBIX B PEKUME PEATHHOTO
BPEMEHU C BO3MOYKHOCTh MTHOBEHHOI'O YHUUTOKECHHUS TAHHBIX.

Takconomust HapyIIeHH THPOPMAITMOHHON O€30MaCHOCTH BBIYUCIUTEIHLHON CUCTEMBI U
MPUYUHBL, 00YCIIaBIUBAIOLINE UX CYIIECTBOBAHUE

ba3oBbie 3Tarbl MOCTPOCHUSI CUCTEMBI KOMILIEKCHOM 3aIlUThl BEIYUCIUTEIBHBIX CUCTEM.
AHanmu3 Mojeneld Hapymurens. YTrpo3bl HHGOPMAIMOHHO-TPOrPAMMHOMY  OOECTIEYEHUIO
BBIYUCIUTENLHBIX CUCTEM U UX KJIacCU(UKAIIHSL.

Ucnons3zoBanne FoxitReader 6.1.3.321 PGP Desktop 9.5 beta demo, Secret Net demo,
Mozilla Thunderbird ¢ nonomaenuem Enigmail (free), OpenVPN (free).

Metoibl U cpeaCcTBA OTPAHUYEHUS JOCTYIMAa K KOMIIOHeHTaM DBM, HaJle’)KHOCTh CpEJICTB
3alUThl KOMIIOHEHT; METOABbl M CPEICTBAa TPUBI3KA TNPOTpAaMMHOr0 oOOecredYeHus K
anmnapaTHOMY OKPYXEHUIO U PU3NYECKHUM HOCUTENSIM; METOJIbI U CPEACTBA XPaHEHHs KIH0UeBON
uHpOpMaIuu

B ocBoeHun JAUCHUIUIMHBI MHBAJIMJAMHU U JIMIIAMU C OTPaHUYCHHBIMU BO3MOXKXHOCTSIMU
3I0pPOBBSl  OOJIBIIIOE 3HAYCHHUE HMEET WHIWBUIyallbHas ydeOHass pabora (KOHCYJIbTAIMH) —
JIOTIOTHUTEIHHOE PAa3bsICHEHHE Y4eOHOT0 MaTepHarna.

WupuBuayanbHble KOHCYJBTAIlMM IO TPEIMETY SIBIISIIOTCS BaXXHBIM  (DaKTOPOM,
CHOC06CTBYIOH_[I/IMI/I HHAUBUAYAJIU3allun OGy‘lCHI/I}I U YCTAHOBJICHHUIO BOCHHUTATCIIBHOI'O
KOHTAKTa MEXIy MPeroiaBaTesieM U 00yJYaroIUMCsi MHBAINAIOM HIIH JIMIIOM C OTPaHWYCHHBIMA
BO3MOXHOCTSMHU 310POBbA.

8. llepeueHb MHGOPMALMOHHBIX TEXHOJIOTHIi, HCNOJIb3yEeMBbIX NPH OCYLIECTBICHHH
00pa30BaTeJbLHOI0 NMPOLECcca MO AUCHUILINHE (MOIYJIIO0).
8.1 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTHH.



CkopoctHoit noctyn k cetu Matepuet (10 MOuT/C), 9T0 1a€T BOZMOKHOCTh CTYACHTAM U
COTPYJIHUKAM CBOOOHO MOJIb30BATHCSA MH(OPMALIMOHHBIMU CETSIMHU PA3IUYHOTO YPOBHSI.
JlokanbHble ceTH (11Be), 4 KOMIIBIOTEPHBIX KJlacca, BKiIovyaromux 67 pabounx mect IBM
PC coBMecTUMBIX KOMIIBIOTEPOB, OCHAILIEHHBIX COBPEMEHHBIM MPOTrpaMMHBIX 00eCreYeHueM U
BBIX0/IOM B MH(OPMAIMOHHO-KOMMYHUKAIIMOHHYIO 00pa3oBaTeIbHyIo cpeay, B T.4. Moodle.

8.2 IlepeyeHp HEOOXOAMMOT0 NPOrPAMMHOI0 O0ecIieYeHusl.
Microsoft Windows 10 , GoogleChrome 63.0.3239.84, MicrosoftOfficeProfessionalPlus
2013 15.0.4569.1506.

8.3Ilepeyenb MHGPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

1. Dnexrponnas oubnuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)/
2.0nexkTpoHHas OuOIMOTEeYHass cUcTeMa «YHUBEpPCUTETCKas OuOIMoTeKa OHIANHY
(http://www.biblioclub.ru)
3. DnekrponHas oubnuoreunas cucrema«tOpaiit (https://biblio-online.ru)

4. Dnextponnas oubamoreunas cucrema «ZNANIUM.COM» (http://znanium.com)

9. MarepuajJbHO-TeXHHYECKAS

0aza, HeoOXxoamMasi /I OCYLIECTBJICHUSI

00pa30BaTEJHLHOIONMPOLECCA MO AUCHHUILIHHE (MOTYJII0)

MarepuaibHO-TEXHHYECKOE 00ECIIeUeHNE TUCITUTIITNHBI

Ne Bun pabor
(Moysl) M OCHAIIEHHOCTh

1. Jlekunonnslie 3anatus | Jlekumonnas aymuropus 520A, 207H, 208H, 209H, 212H,
214H, 201A, 205A, 4033J1, 4038J1, 4039J1, 5040J1, 5041JI,
5042J1, 5045JI, 5046JI, ocHamieHHas NPE3CHTAMOHHON
TEXHUKOH  (IIPOEKTOp, OKpaH, KOMIIBIOTEP/HOYTOYK) H
COOTBETCTBYIOIIMM mporpaMmHbeiM  obecnieueHuem  (I10)
MicrosoftOffice.

2. CemuHapckue 3anstus | CnenuanbHoe nomemeHue 2026J1, 2027JI, 4034J1, 403571,
HE npeaycmotpenst | 4036J1, 5043JI, 201H, 202H, 203H, A203H, ocHameHHOe
y4€OHBIM TIJITAHOM MPE3CHTAIMOHHON TEXHUKON (IIPOEKTOp, DKpaH, HOYTOYK) W

NPUKJIAJHBIM IIPOrpaMMHBIM obecniedenueM (MicrosoftOffice),
a taxke aynmutopuun A208H, 202A, 210H, 216H, 513A, 514A,
S15A, 516A.

3. JlaGoparopubie JlaGopatopus  201H, 202H, 203H, A203H, 205A,

3aHATUS YKOMIUIEKTOBAaHHAsl  CICIHATU3UPOBAHHON  MeEOeNbi0 |
TeXHUYECKUMH CpeJCTBaMH oOydeHus. Pabounme Mecra,
MOJIKJTFOUEHBI K JIOKAIBHOHN ceTu (haKkynbTeTa, UMEIOT JOCTYII K
riobanpHOM cetn IHTEpHET.

4. I'pynmossie Aynuropus 224
(MHAMBUYaTTbHBIE)

KOHCYJBTaIIUU

5. Texkymmii  koHTpoib, | Aynutopus 520A, 207H, 208H, 209H,212H, 214H,
MIPOMEXKYTOUHAS 201A,205A,A208H, 202A, 210H, 216H, 513A, 514A, 515A,
aTTecTanus 516A,2026J1, 2027J1, 4033J1, 4034J1, 4035J1, 4036J1, 40381,

4039J1, 5040J1, 504 1J1, 5042J1, 5043J1, 5045J1, 5046J1, 201H,
202H, 203H, A203H yKOMIUJIEKTOBAaHHbIE MPE3CHTALIMOHHOMN
TEXHUKOH (MPOEKTOp, OJKpaH, HOYTOYK) U TPHUKIATHBIM
nporpamMmmMHbIM obecriedeHneM (MicrosoftOffice ).

6. CamocrosiTenbHas Kabuner ms camocTtosiTenbHOW — paboThl, OCHAIEHHBIN

paboTta

KOMHBIOTepHOﬁ TEXHUKON C BO3MOKHOCTBIO IOAKIIFOUYCHUSA K




cet «VHTEepHET»,IPOrpaMMOil HKPaHHOTO YBEJIWYEHHUS] U
00ECTeYeHHBI JOCTYIIOM B 3JEKTPOHHYIO HH(OPMAIMOHHO-
00pa3oBaTeNbHYIO Cpely YHUBEPCUTETA.




Penensus
Ha pabouyro nporpamMmy AUCHUIUIMHBI (MOIYIIS)
«HUHOOPMAITUOHHAA BE3OIIACHOCTb»,

JUTsl OO y4JaroIIMXCs 110 HAIMpaBJIeHUIO MOATOTOBKH 38.03.02 Menedscmenm, HaipaBIEHHOCTh
(mpoduns)/criennanu3anys: YpaBieHHe MaIbIM OM3HeCOM, MeXTyHapOIHBI MEHEKMEHT
pazpabomanuyro na Kkageope « IKOHOMUKU NPEONPUAMUSL, PESUOHAIBHOZ20 U KAOPOBO20
meneoxncmenmay OI'BOY BO «KybaHCKU rocy1apCTBEHHBIN YHUBEPCUTET
CocraButenb: Kan. 5koH. HayK, TOLEHT Kad. « IKOHOMUKU npeonpuamus, pe2uoHAIbHOZ0 U
Kaopoeozo MeHeoHcMeHma»

KoBasenko Anb0ept BacuibeBuu

PaGouass mnporpamma guctumiuabl  «HMHDOPMAIIHOHHAA BE3OIIACHOCTbDy,
MpEACTaBICHHAS Ha DKCIEPTH3y, pa3padoTaHa B cooTBeTcTBUU TpeboBanmsimu OI'OC BO mo
HaIPaBJICHUIO MOATOTOBKHU — 38.03.02 Menedyicmenm (xBanmudukanms (CTETICHb) «OaKajaBp).
B paboueii mnporpamme mpeacTaBieHbl HEOOXOIWMBbIE CTPYKTYPHbIE KOMIIOHEHTHI — OT
MOCTAHOBKU TporpaMMHbIX 3anad kypca «MHDO®OPMAIIHOHHAA BE3OIIACHOCTby, no
UTOTOBOTO KOHTpOJISI 3HaHMM. Paboyas nmporpamma BKIIOYaeT B ceOsi: LENH U 3a7a4d OCBOCHUS
JTUCITUTUIMHBL, MECTO TUCHUIUTHHBI B cTpykType OOII BO; TpeboBanus k pe3ynbrataM OCBOCHUS
COJIepKaHUsl JUCHIUIUIMHBI, WHTEPAKTUBHBIE O0Opa30BaTENbHBIE TEXHOJOTUHU; OIEHOYHBIC
CpelCcTBa JUIS TEKYIIETO KOHTPOJS YCIIEBAEMOCTH M TPOMEXKYTOYHOW aTTecTaluu; y4eOHO-
METOJIMYEecKoe (JTUTepaTypa, NMEPUOAMYECKUE H3IaHUS, MHTEPHET-PECYpPChl) M MaTepHUaIbHO-
TEXHUUYECKOE 00eCTeueHUE TUCIUTUTHHEIL.

Marepuansl  paboueii ~ mporpamMmbl  COJEpPKATENbHBI, OTpakaloT  TpeOoBaHUS
oOpa3zoBatensHOro crannapra no aucuuiuinae «MHO®OPMAIIHOHHAA BE3OINACHOCTby,
UX COOTBETCTBHE COBPEMEHHOMY YPOBHIO M TEHJICHIIUSM DPAa3BUTHS HAYKU U TIPOM3BOJCTBA,
paccuuTaHbl Ha AUQGEpeHIMANNI0 YPOBHSI OCBOCHUS 3HAHUH cTyneHTamMu. PaccmaTpruBaeMble B
paMKax JUCHUIUIMHBI 3a/ladd, COOTHECEHHBIE C TIOCTABICHHBIMU IIEJIIMH, OXBATHIBAIOT
OOLIEKYIbTYpHbIE U TNPOPECCHOHATbHBIE KOMIIOHEHTHl JAESITEIbHOCTH TOJArOTaBIMBAEMOIO
cnenuanucra. Coaep)kaHue pas/ieloB MPOrpaMMbl PacHpelesieH0 IO BUAAM 3aHITHH U
TPYAOEMKOCTH, UYTO TMO3BOJSET KOMIUIEKCHO pPAacCMOTPETh TEOPETHUYECKHE W MPaKTHYECKHe
BOIPOCHI.

Pabouas mporpamma mpenycMaTpuBaeT HCIOJIb30BaHHE WHTEPAKTHBHBIX (DOPM MPOBEICHUS
3aHATUH B codeTaHUM C QopmMamMu OOydeHUss B paMKax JIEeKIIMOHHO-CEMHUHApCKOU
00pa3zoBaTeNbHON TEXHOJOTHHU, a Takxke TexHonoruu odydenus JIOB3. Conepkanne paboueit
nporpammbl  aucuuiuindabl  «<MHO®OPMAIIUOHHAA  BE3OIIACHOCTbD»  sBasercs
pPe3yJIbTaTOM OCMBICIICHUS Pa3IMYHbIX MOAXO0A0B K CUCTEeMaTHU3alllK 3HAaHUN U U3YYEHHIO Kypca
«UHDOOPMAILIHUOHHAA BE3OIIACHOCTb», matepuan WU3JI0KEH TOJHO, JOCTYIIHO U
rPaMOTHO.

Pabouass mporpamMma AHCHMILIMHBI MOXET OBITh HCIOJB30BAaHA B Y4eOHOM  mpoiiecce IO
HarpasieHuo— 38.03.02 MeHeKMEHT.

Penensenr: —y

Hupexrop OOO «buzHec mpouecce» ﬂl—g IIpokyparos /I.11.
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Kaopoeozo MeHeoHcMeHma»

KoBasenko Anb0ept BacuibeBuu

PaGouass mnporpamma guctumiuabl  «HMHDOPMAIIHOHHAA BE3OIIACHOCTbDy,
MpEICTaBICHHAS Ha JKCIEpPTH3y, pa3padoTaHa B cooTBeTcTBUU TpeboBanmsimu OGI'OC BO mo
HaIPaBJICHUIO MOATOTOBKHU — 38.03.02 Menedyicmenm (xBanmudukanms (CTETICHb) «OaKajaBp).
B paboueii mnporpamme mpeacTaBieHbl HEOOXOIWMBbIE CTPYKTYPHbIE KOMIIOHEHTHI — OT
MOCTAHOBKU TporpaMMHbIX 3anad kypca «MHDO®OPMAIIHOHHAA BE3OIIACHOCTby, no
UTOTOBOTO KOHTpOJISI 3HaHMW. Paboyas nmporpamMma BKIIIOYaeT B ceOsi: LENH U 3a7a4d OCBOCHUS
JTUCITUTUIMHBL, MECTO TUCHUIUTHHBI B cTpykType OOII BO; TpeboBanus k pe3ynbrataM OCBOCHUS
COJIepKaHUsl JUCHIUIUIMHBI, WHTEPAKTUBHBIE O0Opa30BaTENbHBIE TEXHOJOTUHU; OIEHOYHBIC
CpelCcTBa JUIS TEKYIIETO KOHTPOJS YCIIEBAEMOCTH M TPOMEXKYTOYHOW aTTecTaluu; y4eOHO-
METOJIMYEecKoe (JTUTepaTypa, NMEPUOAMYECKUE H3IaHUS, MHTEPHET-PECYpPChl) M MaTepHUaIbHO-
TEXHUUYECKOE 00eCTeueHUE TUCIUTUTHHEIL.

Marepuansl  paboueii ~ mporpamMmbl  COJEpPKATENbHBI, OTpakaloT  TpeOoBaHUS
oOpa3zoBatensHOro crannapta mno aucuuruiniae «MHO®OPMAIIHOHHAA BE3OINACHOCTby,
UX COOTBETCTBHE COBPEMEHHOMY YPOBHIO M TEHJICHIIUSM DPAa3BUTHS HAYKU U TIPOM3BOJCTBA,
paccuuTaHbl Ha AUQGEpeHIMANNI0 YPOBHSI OCBOCHUS 3HAHUH cTyneHTamMu. PaccmaTpruBaeMble B
paMKax JUCHUIUIMHBI 3a/ladyd, COOTHECEHHBIE C TIOCTABICHHBIMU IIEJIIMH, OXBAaTHIBAIOT
OOLIEKYIbTYpHbIE U TNPOPECCHOHATbHBIE KOMIIOHEHTHl JAESITEIbHOCTH TOJArOTaBIMBAEMOIO
cnenuanucra. Coaep)kaHue pas/ieloB MPOrpaMMbl PacHpelesieH0 IO BUAAM 3aHITHH U
TPYAOEMKOCTH, UYTO TMO3BOJSET KOMIUIEKCHO DPAacCMOTPETh TEOPETHUECKHE U MPaKTHUYECKHE
BOIPOCHI.

Pabouas mporpamma mpenycMaTpuBaeT HCIOJIb30BaHHE WHTEPAKTHBHBIX (DOPM MPOBEICHUS
3aHATUH B codeTaHUM C QopmMamMu OOydeHUss B paMKax JIEeKIIMOHHO-CEMHUHApCKOU
00pa3zoBaTeNbHON TEXHOJOTHHU, a Takxke TexHonoruu odydenus JIOB3. Conepkanne paboueit
nporpammbl  aucuuiuinael  «MH®OPMAIIUOHHAA  BE3OIIACHOCTbD»  sBasercs
pPe3yJIbTaTOM OCMBICIICHUS Pa3IMYHbIX MOAXO0A0B K CUCTEeMaTHU3alllK 3HAaHUN U U3YYEHHIO Kypca
«UHDOOPMAILIHUOHHAA BE3OIIACHOCTb», matepuan WU3JI0KEH TOJHO, JOCTYIIHO U
rPaMOTHO.

Pabouass mporpamMma AHCHMILIMHBI MOXKET OBITh HCIOJB30BaHA B Y4eOHOM  mpoiiecce IO
HarpasieHuo— 38.03.02 MeHeKMEHT.

Penensenr:

npodeccop kadeapsl MUPOBOI SKOHOMUKHU Ji ~ /> KmumAA.
¥ MEHEIDKMEHTA, SKOHOMUYeCcKui akymnbrer Kyol'yY S T




10. Ilepeyenb He0OXOAMMBIX HH(POPMANMOHHBIX CIIPABOYHBIX CHCTEM M

COBpPEMEHHBbIX NMPO(decCHOHATBHBIX 023 TaHHBIX
OO6yuarommmcsi 00ecTieueH T0CTyN K COBPEMEHHBIM Mpo(decCHOHATBHBIM 0a3aM JTaHHBIX,
HpO(l)CCCI/IOHaJ'H:HBIM CIIpaBOYHBIM U MTOMCKOBBIM CUCTEMAM:

1.

ueWw

KoncyabTanr Imoc - CIpaBoOYHAas npaBoBasi cucremMa
http://www.consultant.ru;

basa paHHbIX MeXAYHAapOAHbIX MHAEKCOB Hay4yHoro uutupoBaHua Web of
Science (WoS) http://webofscience.com/;

ba3a gaHHbIX pedepaToB U UMTMpoBaHUa Scopus http://www.scopus.com/;
Basbl nannbix komnanuu «Act Bero» http://dlib.eastview.com;

Bba3za orkpsIThIX 1aHHbIX PoccTaTa http://www.gks.ru/opendata/dataset;
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