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1, Heau u 3a1a4u yueOHOM TUCHMILINHBI
1.1 Ilesti OCBOEHHS TMCHUILIHHBI
Ilenpto ocBOGHUS y4yeOHOW AMCIUIUIMHBI «be30omacHOoCTh MH(GOPMAITMOHHBIX YKOHOMUYECKUX
CUCTEM» SBIIICTCS MPUOOPETCHHE TCOPETHUECKUX U MPAKTUYCCKUX YMEHUU M HABBIKOB MPUMECHEHUS
COBPEMEHHBIX MH(OPMAIIMOHHBIX TEXHOJIOTHMH  JIJI1  HMCIOJB30BaHHMS B  MPOQPECCHOHAIBHOU
JEeSTELHOCTH T10 3aIUTe NHPOPMAIUH.
1.2 3apayu AMCHUILIMHBI:
e (opmupoBaHue y OOYyYAOIIUXCS OOIIETO MPEACTABICHHUS O COBPEMEHHBIX KOHIICTIIIHSIX
nH(pOpPMaIMOHHOM 6€30MacHOCTH;
® 3HAKOMCTBO C Pa3IMYHBIMHU METOJAMH 3alIUThl HHPOPMAIUH OT HECAHKIMOHHPOBAHHOTO
JOCTYTIA;
® U3yYCHHE KPUNTOrpaPUUEeCKUX CpEeACTB, KaK OCHOBHOTO HMHCTPpYMEHTa oOOecredeHus
COXPAaHHOCTH KOMITBIOTEPHOU WH()OPMAIIHY;

® [puoOpeTeHHe NPAKTUUYECKUX HABBIKOB pPA0OTHI C COBPEMEHHBIMHM alllapaTHBIMU U
IIPOTPAMMHBIMHU CPEACTBAMU 3aIIUTHI HHPOPMALINH;

1.3 MecTo AUCHMIJIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

Jucuumimna «be3onacHOCTh MHPOPMAIMOHHBIX SKOHOMMYECKHUX CHCTEM)» OTHOCHUTCS K
6a3oBoii yactu bioka 1 «/lucuunimaen yaeGHOTO TUTaHa.

Hannas nuciuniuHa (be3onmacHOCTh HMHGOPMALMOHHBIX 3KOHOMHUYECKMX CHUCTEM) TECHO
CBSI3aHA CO CICAYIOUIMMH AMCUUIUIMHAME 0a30Boil wactu bioka 1: MHpopMammoHHBIE CHCTEMBI U
texHosorny. OHa HampaBiieHa Ha (opMUpOBaHHE 3HAHUN M YMEHMH 0oOyuaromuxcs pa3paOaTbiBaTh U
ucrnonb30Bath 3ammuineHnsie DMC. ObecneunBaeT COCOOHOCTh y 00yUYaIOIMNUXCs K CO3aHUI0 MOJICIIeH
0€30MacHOCTM M MX IpPUMEHEHHe, TaKCOHOMHs HapylmeHHH HH(pOpManoHHOW 0e30MacHOCTH
BBIUHCIUTENBHON CUCTEMBI W NMPUYMHBI, OOYCIABIMBAIOUINE UX CYIIECTBOBAHHE. AHaIU3 CIIOCOOOB
HapyleHui nHpopMalMoHHOI 6e3omacHocTH. Mcnoap30BaHKe 3aIUIIEHHBIX KOMITBIOTEPHBIX CHCTEM.

1.4 IlepeyeHb MUIAHUPYEMBbIX Pe3yJIbTATOB 00y4eHHs N0 JMCHUIIJINHE, COOTHECEHHBIX €
IUIAHMPYEMBIMH Pe3yJIbTATAMM OCBOCHHUSI 00pa30BaTeJbHOM NPOrPaMMbl
Komnerennuu oOydvaromerocsi, (GopMUpyeMble B pe3ylbTaTe OCBOEHHs Kypca «be3onacHocTh
MH(POPMAIMOHHBIX SKOHOMUYECKHX CHCTEM:

MHzeKe Conepxane B pesynbprare uzydeHust yueOHON AUCIUTUTMHBI
Ne
L | KOMIET | KOMICTCHIMH (uu 00Y4JaIONIHECs TOIKHbI
" | eHumu e€ yactu
I ) 3HATh yMeTh BJIA/I€Th




MHzeKe Conepxane B pesynbprare uzydeHust yueOHON AUCIIUTUTMHBI
HN;’)I KOMIICT | KOMIICTCHIWHN (umu 00Y4JaIONIHECs TOIKHbI
CHIMH e¢ yactu) 3HATh yMeThb BJa/1eTh

1. OIIK—4 | cnocoOHOCTBIO COBPEMEHHBIE OLICHUBATH U CIOCOOHOCTHIO
pelaTh CTaHAapTHBIE | ONEpalMOHHbIE | BRIOUPATH NPUMEHSITh
3a/1a4u Cpelbl U COBpPEMEHHBIC CHCTEMHBIT
npodeccuoHanbHOM | MH(OPMALMOHH | ONEPalMOHHbBIC MOJIXOJ] u
JIESITEIBHOCTH Ha o- Cpezbl 1 MaTeMaTHYECKue
OCHOBE KOMMYHHKAIMO | UH(POPMALIMOHHO- | METO/IbI TUISE
UH(POPMALIMOHHOM U | HHBIE KOMMYHHUKAIIHOHH | 3aI{UTHI
Ooubauorpadguueckoil | TEXHOJIOTHH ISl | ble TEXHOJIOTUI AIEKTPOHHBIX
KYJIBTYPBI C nHbOpMaTH3ALH | TS UH(POPMALMOHH
MPUMEHEHUEM uu MH(OPMATU3ALNN | BIX CUCTEM
UH(POPMAIIMOHHO- aBTOMATH3allMM | U aBTOMAaTH3aIHN
KOMMYHHKAITUOHHBIX | peIleHus peleHus
TEXHOJIOTUH H C MIPUKIIATHBIX MIPUKIIATHBIX
Y4€TOM OCHOBHBIX 3a/1a4 u 3a[a4 U CO3/IaHUe
TpeboBaHMit co3nanus UC ncC
uH(pOpMaITMOHHOM
0e30MacHOCTH

2. CTpyKTypa M cojepskaHue JHCUUIIIMHbI

2.1 Pacnpe)leﬂelme TPYAOEMKOCTH ITUCUUIIJIMHBI IO BUIaM paﬁoT

OO0rmast TpyA0EMKOCTh TUCHHUILTUHBI cocTaBiisieT 5 3ad.en. (180 wacoB), ux pacmpezieneHue Mo BUAaM

paOOT MpEeICTABIICHO B TAONIHUIIE

Bun yue6HO# paboTh Bcero CemecTpsl
4acoB (gacer)
7
KonrakTHas padora, B TOM 4ncJe:
AyauTopHble 3aHATHS (BCero): 72 72 - - -
3aHATHS TEKIIMOHHOTO THIIA 36 36 - - -
JlabopaTopHble 3aHATHS 36 36 - - -
3aHATUS CEMUHAPCKOTO TUIA (CEMHUHAPHI, TPAKTHYECKHE
3aHATHUS) B ) ) ) )
HNuas koHTaKkTHas padora:
Kontpoins camocrostensrHoit pabotst (KCP) 8 8 - - -
[Ipomexxyrounas arrecrauus (MKP) 0,5 0,5 - - -
CamocrosiTesibHast padoTa, B TOM YHcJIe:




Kypcogas pabora - - - - -
[TpopaboTka yuebHOro (TEOpeTUYECKOro) Marepuaa 40 40 - - -
BbmonHerIe MHIMBHyQ/IbHBIX 3a7aHui (IIOArOTOBKA 20 20 ] ) )
COO0O0ILIeHUH, Ipe3eHTalU)
Pedepar - - -
[TonroroBka K TEKyIIeMY KOHTPOJIIO 3,8 3,8 - - -
KonTpoJn:
[ToaroToBka K 3K3aMeHy 35,7 35,7
Oo0mas Tpy10eMKOCTH yac. 180 180 - - -
IB; :6001\: ;mc.ne KOHTaKTHad | g ¢ 805
3a4. e/l 5 5

2.2 CTpyKTYpa AMCHUILITHHBI
Pacnpenencnue BuoB yueOHOIM pabOThI M MX TPYIOEMKOCTH IO pa3jieiaM JUCIUTUIAHBL.
Paznensl AUCHMILTUHBL, U3ydaeMble B 7 ceMecTpe

KonmuectBo yacos
Breay
TUTOP
Ne HaumeHnoBanue pa3aenos (Tem) Aym/lg opHa Hast
Bcero pabota pabor
a
JI I13 | JIP | CPC
1 2 3 4 5 6 7
OO6mue npeacraBieHus 00 HHGHOPMAITMOHHON 52 13 13 26
0€30I1aCHOCTH
3amuTa OT yreuek nHpopMauu 16 4 4 8
[IporpammHBbIe Cpe/icTBa 3aIUTHI 67,8 19 19 29.8
Hmozo no oucyuniune: 36 36 63,8

[Tpumeuanue: JI — nekuuu, [13 — npaktudeckue 3ausaTust / cemuHapel, JIP — mabopaTopHbie 3aHATHS,
CPC — camocrosTenbHas padoTa cTyAeHTa



2.3 Coaep:xaHue pa3aesioB JUCHUIIHHBI:
2.3.1 3auaTud JeKIMOHHOI0 THIIA

HaumenoBanu ®opma
Ne e Coneprkanue paszjena TEKYIIETO
paszzneina KOHTPOJIS
1 2 3 4
OO6mue Tema 1. Ocrosmbie noHamuss UHGOPMAYUOHHOU [Toaroror
NpPEICTaBICHU | OezonacHocmu u 3awumaol uHgopmayuu. Ilonsarue Ka
s 00 nHpopManuu, nHGopMaIuu 6€30MaCHOCTH, 3AIUTHI pedepaToB
uHpopmannon | uHpopmarmu. OOIIME KOHIETTyalbHbIE MOJ0KEHHS ,
HOM MH(OPMALIMOHHON O€30MaCHOCTH. Mpe3eHTall
oe3omacHocTH. | Tema 2. Tpebosanusi, npedvasisiemvle K 3auyume 17178
ungopmayuu. TpeboBaHHE K CUCTEMaM OOIIETro BBICTYILJIE
MOJIb30BaHUsI. MeponpusTHs IO 00ECIIEYSHHIO 3aIUTHI B HHUI.
CUCTEeMax OOIIETO MOJIb30BAHMUS. Pesrome,
Tema 3. Acnekmul uHghopmayuoHHoU 6e30nacHocmu. aHAJTUTHYE
JloCTyIHOCTB, LIETOCTHOCTH M KOH(DUIEHITNAIBHOCTD CKUH
MH(POPMAIIMOHHOHN 0€30MacHOCTH. 0030p 1O
Tema 4. Yepo3svl. Ochoghbie noHAMUSL U ONpeOeieHUs. npobieme.

[onsaTtue yrpo3sl. CucreMHast KiiacCu(puKanus yrpos.
Tema 5. Muooicecmeo npuuun HapyuleHuss yeroCmHoOCmu
unghopmayuu (II1HLN).

B3aumoneiicTBre napaMeTpoB yrpo3 HH(pOpMaIHH.
be3onacHocTh B 6a3ax 1aHHBIX.

Tema 6. Muooicecmeo Kanano8 HeCaHKYUOHUPOBAHHO20
nonyuenus ungopmayuu (KHIIN).

Kanane! yreuku nndopmanuu. Knaccudukarus kaHainos
yreuku nHdopmanuu. Mctounnku oOpa3zoBaHus KaHAJIOB
YTEUKH.

Tema 1. Oyenxa yepo3 ungopmayuu.

CyIIHOCTB OLIEHKH YIpo3 HH(pOopMaIiy. 3aaui OLEHKH
yrpo3 UHQOpMaIIIH.

Tema 8. Iloxazamenu ysa3gumocmu ungopmayuu.
AHnanu3 ys3BUMocTu. Monens HapymuTeneit. Oco0o
Ba)KHbIE 30HBI.

Tema 9. Beposimnocmuas mooens pacuema yazeumocmu
ungopmayuu.

JlexoMmo3uiusi KOMIIOHEHTa HH(OPMalMOHHON
cucrembl. OneHka 6a30B0il ysI3BUMOCTH.

Tema 10. Memoowt onpedenenus mpebosanuil Kk 3awume
ungopmayuu. MHOXECTBO 3aj1ay 3aIIUTHl HHPOPMALIUH.
3aaun, BO3HUKAIOIINE TP ONPEeTIeHUN TPeOOBaHUH K
3amure uHPpopmanuu. OneHKa napaMmeTpos.
Knaccudukanms nadopManuu mo BaXKHOCTH.

Tema 11. Knaccugpuxayus cnoco6o8 u cpedcma 3aujumol
ungpopmayuu. Texnuueckue cpeocmaa.

CpencTBa 3a1uThl OT peueBoil nHpopMmaru. MeTo bl
MOKMCKA 3JIEKTPOHHBIX YCTPOMCTB MepexBara
uHpopMaIuu.




3ammra oT
yTeueK
uHpopmanuu

Tema 1. 3awguma om ymeyxku no 6u3yanbHO-0NMU4EeCKUM
kananam. O61me nojoxeHus. GakTopsl yTeuku
nHpopmarmu. CpencTBa U criocoObl 3alUTHI.

Tema 2. 3awyuma om ymeuku no aKyCmu4eckum
KAHANAM.

O6ume nonoxxeHust. PakTOpbl yTEUKH HHPOPMALIUH.
CpezncrtBa 1 CrIOCOOBI 3aIINTHI.

Tema 3. 3awuma om ymeuxu no 31eKmpomMacHumHbIM
kauanam. O61mme nojaoxeHus. GakTopsl yTeuxku
uHpopmanuu. CpeacTBa U COCOOBI 3aIIUTHI.

Tema 4. 3awuma om ymeyxku no MamepuaibHoO-
seujecmeennvim kananam. O0mue nogoxenus. PakTopsl
yreukd nHpopmaruu. CpercTBa U COCOObI 3aIUTHI.

1. Omnpoc o
pe3yibTar
am
WHIUBULY
AJILHOTO
3aJaHHS

[Iporpammubie
cpencrsa
3aILUATHI

Tema 1. Bpeoonochoe npocpammuoe obecneyerue.
Knaccudukanus BpeJOHOCHOTO MPOrPaMMHOTO
obecneuenus. [Iporpammusle 3aknaaku. JloByika, JOK,
4epBb, TPOSHCKUI KOHB, OOMOa.

Tema 2. Bupycwi. O0111ee IpeICTaBICHNUE O BUPYCaX.
Oransl pyHKImonnpoBanus. Kinaccudukanus BUpycos.
Tema 3. AnmusupycHvle cpeocmea. Knaccuduxanms
AQHTUBHUPYCHBIX MMPOTPAMMHBIX CPEICTB. JleTeKTOpHI,
nonudaru, peBU30Opbl, CTOPOXKA, BAKIHHBIL.

Tema 4. Cemesvie amaxu. IloHsiTUE CETEBON aTaKu.
Knaccudukanus cereBbix atak. ['pynmsl aTak.

Tema 5. Mesccemesvie sxpanst. [loHATHE MEKCETEBOTO
sKkpaHa. Kiaccudukanms MexxceTeBbIX 3KpaHoB. [ pynmbl
aTak.

Tema 6. Konmponv yenocmuocmu I10 u ungpopmayuu.
LlenocTHOCTH NaHHBIX. DIEKTPOHHO-IIUPPOBAs OIUCH.
Tema 7. Memoowvl udenmughuxayuu u aymenmugpuxayuu.
OYHKIMY UASHTU(PUKALUY U ayTeHTUPHUKALIH.
[Iponenyps! uACHTUDHUKALMY U ayTEHTU(DUKALIUH.

Tema 8. Cnocobvl KOHmpos u pasepanuyeHus OOCmyna
K uHgopmayuu. AnimapaTHble U IPOTPAMMHEBIE CPEACTBA
pasrpaHuueHHs JOCTyna. MeTo bl pa3rpaHuveHUs
JOCTyHA.

Tema 9. 3awuma onepayuonuvix cucmem.

MexaHu3Mbl 3aIUTHl HHOPMALIUK B ONIEPALIUOHHBIX
cucremax. Kiraccudukanms cpecTB 3amuThl
uHpopMaIuu.

1. 3amura
MIPOEKTHOTO
3aaHUS.

2.3.2 CeMuHApCKHe 3aHATHS — He MPETYyCMOTPEHBI

2.3.3 JIabopaTopHbIe 3aHATHS

n/n

HanmeHnoBanme
pasjaena HanmeHoBaHue 1a00paTOPHBIX padoT

dopma
TeKyLIero
KOHTPOJIA




[IporpammubIe cpeacTBa [IpoBepka

3aQIIUTHI IIporpammusle 3akiiagku. JIoByka, BBIIIOJIHCHHA

JIIOK, Y€PBb, TPOSITHCKUH KOHb, OOMOa. 11abOpaTOPHbBIX
pabot Ne 1

IIpoBepka
Otanbl QYHKIIMOHUPOBAHUS. BBIITOTTHCHUA

Knaccudukauus BUpycos. 1abOpaTOPHBIX
pabot Ne 2

[IpoBepka
AHTHBUPYCHBIC IPOTPAMMHBICCPEACTBA. | prom oo
JetexTopsl, nonudaru, peBU30phI, aBOPATOPHBIX
CTOpPOXka, BAKIIUHBI. pabor Ne 3

[IpoBepka
BBIITOJIHEHUS
1a00paTOPHBIX
pabot Ne 4

CeTeBble aTaku.

IIpoBepka
BBITIOJTHEHUS
1a00paTOPHBIX
pabot Ne 5

MexceTeBbie OKpPaHkI.

IIpoBepka
Kontposns nenoctaoctu 1O u BBITNIOJIHCHU

uHpOpMAaIIHH. 1a00paTOPHBIX
pabot Ne 6

[IpoBepka
MeTtoap1 uaeHTUPHUKAITIHN 1 BBITIIOTTHCHHA

ayTeHTU(HUKAIIHH. 1a00paTOPHBIX
pabot Ne 7

IIpoBepka
CniocoObl KOHTPOJIS ¥ pa3rpaHUYEHUS BBITIOJTHCHU

JIOCTYTa K HHPOPMAIIUH. 1a00paTOPHBIX
padot Ne 8

[IpoBepka
BBITTOJTHEHHS
1a00paTOPHBIX
pabot Ne 9

3anuTa onepaluoOHHbIX CUCTEM.

2.3.4 KypcoBble padoThl — He MPeXyCMOTPEHbI

2.4 TlepeuyeHb Y4eOHO-METOAMYECKOr0 o0ecredyeHUs] UIS CAMOCTOSITEIbHOI  PpabdoThI
o0y4aromerocst Mo JUCIUIJIHHE



pe3ynbrare

Llenpi0 caMOCTOSATENBHONW pabOThI CTyJAEHTa SBJSETCSA YIriyOJeHHWe 3HAHHWM, MOJYYEHHBIX B

ayJIUTOPHBIX

3aHATHUH. BBIpa6aTBIBaI-OTCSI HaBBbIKHU CaMOCTOSITEIILHOMI pa6OTI)I.

3aKpeIuIAIoTCs OIBIT U 3HAHUS OJTYYCHHBIE BO BpeMsl TaOOpaTOPHBIX 3aHATHIM.

Bun camocrosTenbHOU

HepequL y‘le6HO-MeTO,Z[I/I‘ICCKOFO obecreyeHus JUCHUITIIMHBI

Ne paboThI 110 BHIMIOJIHEHUIO CAMOCTOSITEIILHON pabOThI
1 2 3
TpopaboTka u Metoauueckue yKka3aHus JUisl IOATOTOBKH K JIEKIIMOHHBIM U
HOBTOpEeHIE CEMMHAPCKUM 32HATUAM, YTBEPH/ICHHBIC Ha 3aCE/IaHMN Kadenpsl }
HIEKIHOMHOTO NpHIJIAHOH MaTEMATHKH (akynbTeTa KOMIIBIOTEPHBIX TEXHOJIOTHHA U
npukiagHo marematuku @I'bOY BO «KyOI'Y», mpotokon Ne22 ot
1 [MaTepuana, MaTepuana  |ng gs o017 .

y4eOHOI 1 Hay4IHOH
JIUTEPaTypBI,
IIOATrOTOBKA K
CEMHHAPCKUM 3aHSATHIM

Meroauueckue yka3aHHs 110 BBIITOJHEHUIO CAMOCTOSTEIBHON PabOTHI,
YTBEp)KJICHHBIE Ha 3acelaHuM KadeIpbl MPUKIATHON MaTeMaTHKH
(axynbTeTa KOMIBIOTEPHBIX TEXHOJIOTHI M MPUKIAJHON MaTeMaTHKU
®I'bOY BO «Ky6I'Y», npotokos Ne22 ot 29.06.2017 .

IloaroroBka k

Metoanyeckue ykazaHHs 110 BBIIOJIHEHUIO JJAOOPATOPHBIX padoT,
YTBEPXKACHHbIE Ha 3acelaHuu KadeIpbl IPUKIaJHON MaTEMaTUKU

2 |mabopaTopHBIM . .
SAHATIAM (axynbpTeTa KOMIBIOTEPHBIX TEXHOJOTHI M MPUKIAJHON MaTeMaTHKU
®I'bOY BO «Ky6I'Y», mpotokos Ne22 ot 29.06.2017 .
Meroanueckue ykazaHus 110 BHIITOJHEHUIO CAMOCTOSTEIBHOM PaboTHI,
3 [TonroToBKa K pemIeHHIO |YTBEPKICHHBIC Ha 3aceAaHny Kadeaphl IPUKIAIHOW MAaTeMaTHKU
3a7a4 U TECTOB (axynbTeTa KOMIBIOTEPHBIX TEXHOJIOTHI M MPUKIAJHON MaTeMaTHKU
®I'bOY BO «Ky6I'Y», npotokos Ne22 ot 29.06.2017 .
Mertoanyeckue yka3zaHus Ul HOATOTOBKH 3cce, pedepaToB, KypCOBBIX
4 |MoaroToBKa TOKIALOB paboT, yTBEpXkK/IEHHbIE Ha 3aCeIaHIH Ka(l)ez[pm anKnazEHoﬁ MaTeMaTHKH
(bakyabTeTa KOMIBIOTEPHBIX TEXHOJIOTMHA U MPUKIATHON MaTeMaTUKH
@®I'bOY BO «Ky6I'Y», mpotokos Ne22 ot 29.06.2017 .
Metoanyeckre yKa3zaHHs 11O BBITIOJTHEHUIO PacYeTHO-TpaPUIECKUX
3aJJaHUM, YTBEpXK/ICHHBIE HA 3aceaHuu Kadeapsl NpUKIa HON
TToroToBKa K PElICHHIO MaTeMaTHKHU (aKyIbTeTa KOMITBIOTEPHBIX TEXHOJIOTUN U MPUKIATHON
5 |pacuerHo-rpaduucckux mareMaTku PI'BOY BO «Ky6I'V», mporokon Ne22 ot 29.053.2017 T.
sazanmii (PT3) Metoandeckne yKa3aHHs MO BBITIOJTHEHUIO CaMOCTOATENLHOM paboTHl,
YTBEp)KJICHHbIE Ha 3acelaHuM KadeIpbl MPUKIATHON MaTeMaTUKH
(axyabTeTa KOMITBIOTEPHBIX TEXHOJIOTHIA U MPUKIIATHON MaTEMaTHKH
®I'BOY BO «Ky6I'Y», npotokos Ne22 ot 29.06.2017 r.
Metoandeckne yKka3aHHs 1O BBITIOJTHEHUIO CAMOCTOSTEITFHON paboTHl,
5 [TonroroBka k YTBEpKJICHHbIE Ha 3acelaHuM KadeIpbl MPUKIATHON MaTeMaTUKH

TEKYIIEMY KOHTPOJIO

(axyabTeTa KOMITBIOTEPHBIX TEXHOJOTHIA U MPUKIIATHON MaTeMaTHKH
®I'BOY BO «Ky6I'Y», npotokos Ne22 ot 29.06.2017 .

OTOOpaXeHHsI AJITOPUTMOB M JEMOHCTPALIMOHHOTO MaTepHuaa.

3. Oopa3oBaTebHbIE TEXHOJIOTHI

C Touku 3pCHUA NPUMCHIACMBIX METOJIOB HCIIOJIB3YIOTCS KaK TpaAUIITMOHHBIC I/IH(I)OpMaL[I/IOHHO-
00BACHUTENHHEIC JICKOMHW, TaK U MHTCPAKTUBHAA I1OJada MaTcpuaia C M}U’IBTHMC}IHﬁHOﬁ CHCTEMOM.
KOMHLIOTepHBIC TCXHOJIOTMM B JaHHOM CJIy4dac o0ecreunBalOT BO3MOXKHOCTD PAa3HOIIIAHOBOT'O

Takoe coderaHue II0O3BOJISIET

OINITUMAJILHO HCIIOJIB30BATh OTBCACHHOC BPEMS U PACKPBIBATH JIOTUKY U COACPIKAHUC NUCIIUIIIINHBI.

Jlekyuu TpencTaBIAIOT COOOH cHUCTeMaTHdecKue 0030pbl

HCYCTKHUX H HeﬁpOCeTeBBIX

TEXHOJIOTHH C IT0Jja4eil MaTeprasa B BUJE IIPE3CHTALUMN.
Jlabopamopnoe 3anamue TO3BOISAET HAYyYUTh CTYNCHTA NPUMEHATh TEOPETUYECKUE 3HAHUSA
IpU pEIICHMH M HCCIEIOBAaHUM KOHKPETHBIX 3anad. JlaGopaTopHble 3aHATHS MPOBOAATCS B



KOMIIBIOTEPHBIX KJIaccax, IPU 3TOM IpaKTUKyeTcs paboTa B rpynmnax. [loxxon pazbopa KOHKpETHBIX
CUTyalluil IMIMPOKO MCIIOJIb3YeTCsl KaK MpernojiaBaTteieM, Tak U CTyJIEeHTaMU IpPU MPOBEICHUU aHAJIN3a
Pe3yIbTaTOB CaMOCTOATEIBHON paboThl. DTO 00YCIOBICHO TE€M, YTO B MPOLIECCE MUCCIEAOBAHMS YacTO
BCTpEUaIOTCs 3a7auu, JJIsl KOTOPBIX €AMHBIX MOJIXOJO0B He cymiecTByeT. Kaxkaas KoHKpeTHas 3amada
IIPU CBOEM HCCIIEIOBAaHMM MMEET MHOXECTBO MOJIXOAOB, a 3TO TpeOyeT pa3dopa M OLEHKH IeNION
COBOKYITHOCTU KOHKPETHBIX CUTYAaIlHii.

3aHsTHSL, IPOBOAUMBIE C UCIIOJIb30BAHUEM HMHTEPAKTUBHBIX TEXHOJIOTUI

KonudaecTBo yacos
Ne HaumenoBanwue pa3eiioB (TeM) WHTEPAKTHBHBIC
BCETO ay/l. 9acoB qackl
1 2 3 4
1 OO6mume npeacraBiaeHus 00 HHPOPMAIIMOHHOK 26 9
" |6e3omacHOCTH
2. |3ammura OoT yTeuek nHpopMaluu 8 4
3.  [IIporpaMMHBIE CpEACTBA 3aLIUTHI 38 10
HUmoeo no oucyuniune: 72 16

4. OneHoYHbIEe cpeIcTBA [JIsl TEeKYIIero KOHTPOJISI YCIeBAeMOCTH M INPOMEKYTOYHOI

arrecTanuu

4.1 ®oHJ OLIEeHOYHBIX CPE/CTB /sl MPOBeAeHUs TeKYIero KOHTPOJIs

Y4eOHast NesITeNbHOCTh MPOXOANUT B COOTBETCTBUU C TpadukoM ydeOHOro mporecca. [Iporecc
CaMOCTOSITENIbHOW pabOThl KOHTPOJIMPYETCS BO BpeMsl ayJUTOPHBIX 3aHATUH M HHAWBUIYaJIbHBIX
koHcyabTanuil. CaMocrosiTenbHass paboTa CTYIEHTOB MPOBOAUTCA B (hopMe M3y4YEHHS OTIEIbHBIX
TEOPETUYECKHUX BOIIPOCOB IO MpeJylaraeMoi Jureparype.

@DOHJT OLIECHOYHBIX CPEJICTB AUCLUUIIIIMHBI COCTOUT U3 CPEJICTB TEKYLIEr0 KOHTPOJS (CM. CIIMCOK
n1a0opaTOpHBIX PaboT, 3a/1a4 U BOIIPOCOB) M UTOTOBOM aTTECTALUU (IK3aMEHa).

B kauecTBe OLIEHOYHBIX CPEICTB, MCHOJB3YEMBIX JUIsl TEKYLIEro KOHTPOJS YCIEBAaeMOCTH,
IpeJyIaraeTcsi NepedeHb BOIPOCOB, KOTOPBIE MTPOpadaThIBatOTCs B MpoOIiecce OCBOEHUs Kypca. JlaHHBIN
IepeueHb OXBAThIBAET BCE OCHOBHBIE pa3/eibl Kypca, BKJIOYas 3HAHUS, IOJyd4aeMble BO BpeMs
caMmocTosTeNbHON paboThl. KpoMe Toro, BaKHBIM 3J€MEHTOM TEXHOJIOTUH SIBIISIETCS CaMOCTOSITEIbHOE
pellIeHre CTyIeHTaMH U cAada 3aJJaHui. JTO MOJHOCThIO MHAMBUAYyadbHas Gopma o0ydueHus. CTyneHT
pacckas3bIBaeT CBOE pellIeHHe MTPETo/1aBaTellio, OTBEYAeT Ha JONOIHUTEIbHbBIE BOIPOCHI.

IIpumepHbIe 3a1aHUs HA J1a0OpaTOPHBIE PA00ThI

1. O6mwue npeacrasiaeHus: 06 MHPOPMAIMOHHOM OE30MACHOCTH.

3ananue 1. 3ammdpoBanue u pacumppoBaHre HHPOPMALIUHU C TOMOIIBIO mHdpa
[e3aps.
3ananue 2. 3ammdpoBaHue U paciinppoBaHre HHPOPMALIMHU C TOMOIIBIO MK dpa
Buxenepa.
3ananue 3. AHanU3 0JHOAN(ABUTHBIX CUCTEM LIM(PPOBAHUSA: YACTOTHBINA aHAJIH3.
3ananue 4. Ananu3 oHOaI(paBUTHBIX CUCTEM HIU(PPOBAHUS: METO]I TIOJIOCOK.
3ananue 5. AHanu3 MHOTOAI()aBUTHBIX CUCTEM HIM(POBAHUS: CBEIEHUE K aHAIN3Y
0/THOAI(aBUTHBIX CHCTEM.
3ananue 6. AHanu3 MHoroandaBUTHBIX cucteM mudposanus: Meron Kazucku.
3amanue 7. 3amudpoBanue u pactrdpoBaHue HHGOPMAITUU C TTIOMOIIBIO mHudpa
Buxenepa.
3amanwue 8. [IporectupoBars anTHBHpYycHOE I10 ¢ momMoInko TecToBOro Bupyca http:
[lwww. eicar. org/anti_virus_test_file. htm.
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3amanue 9. OnpenenuTs AaTy BBITYCKAa aHTUBUPYCHBIX 0a3, MPH HEOOXOAUMOCTH OOHOBUTh
uX.

3amanue 10. ammdpoBanue u pacmudpoBanue HHGOPMAIMH € TTOMOLIBIO MHU(pPa
I'poncdenbaa.

3ananue 11. 3ammdppoBanue u pacmmdpoBanue HHGOPMAIMH € TTOMOLIBIO mHUdpa Xuia.

2. 3ammTa OoT yTeuek nHpopMaru

3aganue 1. U3yunts uaTepdeiic npencrapienHoro antusupycHoro [10 - Kaspersky
Internet Security.

3ananue 2. [Ipoananu3upoBaTh Ha3HAYEHUE KAXKAOTO KOMIIOHEHTA BXOJISIIETO B COCTAB
KIS.

3ananue 3. [IponsBecTr HACTPONKY KaXKI0OTO KOMIIOHEHTa BXosiero B coctaB KIS Ha
ONTUMAJILHBINA YPOBEHD.

3amanue 4. [IpoBecT MOMHYIO TPOBEPKY KOMIIbIOTEpA HA Hanuuue BperoHocHoro [10.

3. TIporpammHbIe CpeCTBA 3aIIUTHI

3ananue 1. [IpoBecTu BBIOOPOYHYIO MPOBEPKY KOMITBIOTEpaA Ha HAM4Ke BpeaoHocHoro [10.

3amanue 2. YcraHoBUTH mapoiis Ha Bxoq B OC.

Bamanue 3. 3ammudposars daiisiel kpunroaaropurmom DES single (8 byte).

3ananue 4. 3ammdpoBars Qaiiiasl kpunroaaropurmom DES double (8 byte).

3ananue 5. ammdposats ¢aitnsl kpunroanroputmom AES.

3amanue 6. C moMOIIBI0 MEHEDKEpa MapoJiel CreHepupOBaTh MapoJlb.

3amanue 7. YCTaHOBHUTH NApOJIh Ha (ailyl apXuBa.

3ananue 8. Co3maTh YISTHYIO 3aIUCh TTOJIH30BATEISI.

3aganue 9. C TOMOIIBIO YTHIIUTHI BOCCTAaHOBIICHHS 3a0BITHIX TapOJIeii MpOaHaIn3uPOBaTh
3alIUIIEHHBIN TOKYMEHT Ha MPEMET 1oA00pa maposs.

4.2 ®oHJ OLIEHOYHBIX CPEACTB /Il IPOBeAeHUs IPOMEeKYTOUYHOH aTTeCTALUH
IIpuMepHBIH nepedYeHb BONPOCOB K IK3aMEHY

OcHOBHbIE TOHATHS HH(OPMAIMOHHOM 0€30acCHOCTH U 3alUThl HH()OPMAIIH.
TpebGoBanusi, MpeabABIsEMBIE K 3aIIUTEe UHPOPMAIIHH.

AcnexTsl HH(POpMaIMOHHON 6€30MacHOCTH.

VYrpo3bl. OCHOBHBIE TOHATHUS U ONPEAEICHUS.

Cucremnas kimaccuduKaIus yrpos.

MHOXecTBO PUUMH HapylIeHus 1enoctHoctd nHdopmaruu (ITHLIN).
MHOXeCTBO KaHaJIOB HECAHKIIMOHUPOBAHHOTO MOTyYeHHUs HHPOpMALUU
(KHITIN).

Omenka yrpo3 uHpopManuu.

[Tokazarenu ys3BUMOCTH UHGOpPMAIUK.

10. BeposTHOCTHAs MOJIENb pacyeTa yI3BUMOCTH HH()OPMALIHH.

11. Meroas! onpenenenns TpeGOBaHUIA K 3aUTe HHOOPMALIHH.

12. MmuoxkecTBO 3a1a4 3aIUTHl HHPOPMALIUH.

13. Knaccudukanus crmocoGoB U CPeCTB 3aIUThl HHGOPMALIUH.

14. Texuuueckue cpencrsa.

15. Cucrembl OXpaHHON CUTHAIM3ALMH.

16. Cucrembl KOHTPOJIS BCKPBITHS AMIAPATYPHI.

17. 3ammra nadopmaimu Ha HocuTenax. CriocoObl YHUUTOKEHUs MH(POPMAIHH.
18. 3Bamura OT yTeuKH MO BU3YaIbHO-ONTHYECKUM KaHAJIaM.

NooakrwnE

© ©
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19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.

3ammTa OT yTeUKH 10 aKyCTHYECKUM KaHaJaM.

3ammTa OT yTeUKH 0 3JIEKTPOMAarHUTHBIM KaHAJIaM.

3ammra oT yTe4KH 110 MaTepUalbHO-BELIECTBEHHBIM KaHAJIaM.
[IporpamMMHBI€ CpPEeCTBA 3ALUTHI.

BpenonocHoe nporpaMmmHoe o0ecriedeHue.

Bupycsl.

AHTHUBUPYCHBIE CPENICTBA.

CereBble aTaku.

MesxceTeBble SKpaHbl.

KonTpons nenocraoctu [10 u nadopMmarum.

Metoab! uaeHTU(DUKAUT U ayTeHTH(PHUKALINN.

CriocoObl KOHTPOJIS ¥ pa3rpaHUUYeHMsI JOCTyIa K MH(pOpMaIum.
3ammTa ornepanuoOHHbBIX CUCTEM.

OpraHu3anroHHbIE CPEACTBA 3aUTUTH HH()OPMAITHIH.
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5. IlepeyeHb OCHOBHOM M [JONOJHHUTEJbHOH y4eOHOH JMTEpaTypbl, HEOOXOAMMOH 1JIs1
OCBOEHMS JUCIHUIIIMHBI

5.1 OcHoBHas1 JIuTEpaTypa:

1. buprokos, A.A. UnpopmarronHast 0€30MacHOCTh: 3alllUTa M HaNaAeHue [ DIeKTpOHHbIN pecypc]| —
OnektpoH. pgaH. — MockBa : JIMK [IlIpecc, 2017. — 434 c¢. — Pexum jgocryna:
https://e.lanbook.com/book/93278.

2. HecrepoB, C.A. OcHoBbl HH(DOpPMAMOHHOW 0€30MaCHOCTH [DNEKTPOHHBIA pecype]| : yueo.
nocobue — OnektpoH. gaH. — Cankr-IlerepOypr : Jlans, 2017. — 324 c. — Pexum gocryna:
https://e.lanbook.com/book/90153.

3. Anamenko, M.B. OcHOBBI KJIACCHYECKON KPUIITOJIOTHU: CEKPEThI MIM(PPOB M KOJOB [DIEKTPOHHBIN
pecypc] — DOnekrtpoH. gan. — Mocksa : JIMK IIpecc, 2016. — 296 c. — Pexum mocryma:
https://e.lanbook.com/book/82817.

4. Kapmanosckuii, H.C. OpraHu3alliOHHO-TIPAaBOBOE W METOAMYECKOe  oOecredyeHue
nHGOPMAIIMOHHOM 0€30MacHOCTH [DICKTPOHHBIH pecypc] : yued. mocobue / H.C. KapmaHoBckui,
0O.B. Muxaiinnuenko, H.H. IIpoxoxes. — Onextpon. gan. — Cankr-Ilerepoypr : HUY UTMO,
2016. — 168 c. — Pexxum nocryma: https://e.lanbook.com/book/91449.

5.2 lonoiHuTe/ILHAS JIUTEPATypa:

1. Epoxun, B.B. be3omacHocTh HH(POPMAIIMOHHBIX CHUCTEM [DIEKTPOHHBIM pecypc] @ ydeOHOe
nocodue / B.B. Epoxun, J[.A. Ilorousrimesa, U.I". Ctemmuenko. — Dnektpon. aad. — M. | ®JIMHTA,
2015. — 184 ¢. — Pexxum noctyma: http://e.lanbook.com/books/element.php?pll_id=62972.

2. benowmoiines, /[.E. OcHOBHBIE MeTO/bI KpunTorpaguueckoil oOpaboTKH JaHHBIX: y4el. mocodue
[DnexTponnsiit pecypce] : / J1.E. Benomoiines, T.M. Bosocarosa, C.B. PoaroHoB. — DiieKTpoH. JaH.
— M. : MI'TY um. H.D. baymana (MoCKOBCKUI TOCyJapCTBEHHBI TEXHUYECKUH YHMBEPCUTET
UMEHH H.OD. baymana), 2014. - 80 C. — Pexum JOCTyTIa!
http://e.lanbook.com/books/element.php?pll_id=58438.

3. Hecrepos, C.A. OcHOBBI HHGOPMAITMOHHON 0€30MacHOCTH [DIEKTPOHHBINA pecypc] : . — DIeKTPOH.
nan. — CII6. : CIIOITIY (Cankr-IlerepOyprckuii  rocyaapCTBEHHBIM  MOJMTEXHUYECKUH
YHUBEPCUTET), 2014. - 322 c. — Pexum JIOCTyTIA:

http://e.lanbook.com/books/element.php?pll_id=64809.

6. Ilepeyenb pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHOI ceTH « AHTEepHETY,
HEe00XO0AUMBIX JJI1 OCBOCHHS TUCIUNIMHBI
1. DrnekTpoHHO-0MOIMOTeUHast cucTema M3aarenscrBo «Jlanbsy. http://e.lanbook.com

7. MeToauveckue peKOMEHIAUMH M0 OPraHUu3alui U3yYeHHU sl TUCIUTITIHHbI

Konrtponbaast pabora mpenacraBiseT co0OM CaMOCTOSITENbHYIO pedepaTHBHYIO pabdoTy
cTyaeHToB. Kax /bl CTYJeHT BBINOJIHSAET paboTy MO OJJHOH TeMe.

Jns manucanus pedepara HeoOXoauMo Tom00parh JwmTeparypy. OOmiee KOIMYeCTBO
JUTEPAaTypHBIX MCTOYHUKOB, BKJIIOYas TEKCTHl M3 MHTepHeTa, (MyONUKAIMM B KypHalax), JOJKHO

13


https://e.lanbook.com/book/93278
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cocTtaBisATh He MeHee 10 HammeHOBaHMH. Y4ueOHUKH, KaK MPaBUIIO, B JIUTEPATypHbIE UCTOUHUKU HE
BXOJIAT.

Pedeparsl BemmonHstoTr Ha Juctax (opmara A4. CTpaHHIbl TEKCTa, PUCYHKH, (GOPMYIIBI
HYMEPYIOT, PUCYHKH CHA0KaloT MOAPUCYHOUHBIMH HAAMUCAMHU. TEKCT cieqyeT medaraTh LIpU(TOM
Nel4 ¢ mnTepBaniom Mexay crpokamu B 1,5 mHTepBana, 6e3 HEAOMYCTUMBIX COKpalleHuil. B koHIie
pedepara JOIKHBI OBITh C/IeJIaHbl BBIBOJIBI.

B koH1e paboThI NPUBOIST CIIUCOK UCIIOIb30BAHHBIX HICTOYHUKOB.

Pecdepar nomxen ObITh noanucan 6akajsaBpoM C yKa3aHUEM JaThl €€ 0(hopMIIeHHUS.

PaGoTbl, BBIMONHEHHBIE 0€3 COOIO/ICHUST TMEPEUYUCICHHBIX TPEOOBAHMA, BO3BPAIIAIOTCS HA
JOpabOTKYy.

Breimonnennass OakanaBpoM paboTa oOmpenensercss Ha IPOBEPKY MPENoJaBaTelio B
yCTaHOBJICHHbIE cpokH. Ecnm y mpenopaBatens ecTb 3ameuyaHus, pa0oTa BO3BpallaeTcs W IOCie
UcIpaBiieHU 1100 BHOBb OTIPABIISETCS HA
IPOBEPKY, €CJIN HCIIPABIICHUS CYLIECTBEHHBIE, TMOO MpeIbsABISIETCS Ha 3a4eTe, Il POUCXOAUT ee
3aluTa.

Tembl npe3eHTanUi
- IlpesenTanus «BpegonocHoe 110».
- IlpesenTtanus «AntuBupycHoe I10».

8. IlepeueHb HMH(POPMAUMOHHBIX TEXHOJIOTHIl, HCIOJb3yeMbIX NPH OCYIIECTBJICHUH
00pa30BaTeJIbLHOIO MpoIecca Mo THCIHIIIHHE

8.1 Ilepeyenb HH(POPMALHOHHBIX TEXHOJIOTHIi
1. IlpoBepka nomalHuX 3aaHUH U KOHCYJIbTUPOBAHUE MOCPEICTBOM JIEKTPOHHOM MOYTHI.
2. Vlcrionb30BaHME JIEKTPOHHBIX MPE3EHTALUI MPH MTPOBEACHNH JIEKLIMOHHBIX 3aHATHH.

8.2 Ilepeyenb HE0OXOAMMOI0 IPOrPAMMHOI0 o0ecreYeHust

Omneparmonnas cucrema MS Windows (pazzien 1 auciurminger).

HurerpupoBannoe opucHoe npunoxkenne MS Office (pasmen 2 nucuumiuss).

3. TIporpammuoe obecriedueHue st OpraHU3aUH YIIPABISIEMOTO KOJUIEKTUBHOTO U 0€3011aCHOTO
noctyma B UnTepHeT (pa3aen 2 AUCIUILINHBI).

4. Cpena paspa6orku CodeGear RAD studio Delphi 2010 (pasmen 3 AucHMIIMHE).

N

8.3 IlepevyeHb HH(POPMALHOHHBIX CHIPABOYHBIX CHCTEM
1. Dnexrponnas 6ubmoreunas cucrtema eLIBRARY.RU(http://www.elibrary.ru)

9. MarepuajbHO-TeXHHYECKAas 0a3a, HeoOXoauMas il b | OCYyIlIeCTBJIEHHS
00pa30BaTeILHOIO MPoIecca Mo TUCIUTLINHE

MarepuanbHO-TEXHHYECKOE 00eCTIeYeHNEe TUCITUTIITNHBI

No Bua pabor
(MOIyINsT) U OCHAIICHHOCTh

1. Jleximonnele 3agatus | JleknmonHas ayauTOpHUs A305, OCHAaIIleHHAasA
MpEe3eHTAMOHHON TEXHUKOMN (poexTop, JKpaH,
KOMIBIOTEP/HOYTOYK), COOTBETCTBYIOIIUM IPOTPAMMHBIM
obecrieueHneM, a Takke HEOOXOauMoil Mebenbio (JocKa,
CTOJIBI, CTYJIbS).

2. JIaGopaTopHbie JlaGoparopust 102, ykoMIUIeKTOBaHHAs CHEIUATN3UPOBAHHON
3aHATHS Mebenbio, TEXHUYECKUMHU cpeacTBaMu o0y4eHus
(coBpemennbivMu [19BM Ha 6a3e nporeccopos Intel nimu AMD,
00BeTMHEHHBIMU JIOKATBHON CEThI0) C BBIXOJIOM B III00ATBHYIO
cetb VHTEpHET, a TakKe COBPEMEHHBIM JIMIIEH3MOHHBIM
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NpOrpaMMHBIM  o0ecrieueHHeM  (ONepalioHHas — CHCTEeMa
Windows  8/10, maker  Microsoft  Office, cpenpt
nporpammupoBanus MS Visual Studio u Delphi).

['pynmnossie Aynautopus 131 st rpynnoBbIX ¥ HHAUBUAYATbHBIX
(MHAMBUAYATIbHBIE) KOHCYJIbTAIMH, YKOMIUIEKTOBaHHAsI HEOOX0AMMOI MebOebio
KOHCYJIbTAllU (ocka, CTONbI, CTYNbA).
Texyuwmit KoHTpONb, | Ayautopus 131 ans TeKymero KOHTPOJIS U TPOMEKYTOUHOM
MIPOMEKYTOUHAS aTTeCTaluu, YKOMIUIEKTOBaHHAs HEOOX0AMMOM MeOembIo
aTTecTalus (1ocKa, CTOMBI, CTYIbS).
CamocrogdTenpHas Kabuner 102a anmsa camocToATeNbHONH paOOThI, OCHAIICHHAS
pabota KOMIIBIOTEPHOM TEXHHUKOM C BO3MOKHOCTBIO IMOJKIIOYEHUS K

cetu «/HTEpHET», NPOrpaMMOI SKPAHHOTO YBEIHUYCHHS U
00ECIIEYCHHBI JOCTYIIOM B 3JEKTPOHHYIO HH()OPMAIOHHO-
00pa3oBaTeNpHYI0  Cpelly  yHUBEpCHTETa, HEOOXOAMMOMN
MeO0enbIo (J0CKa, CTOJIbI, CTYJIbS).
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