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1 Heau u 3a1a4u M3y4eHUs IMCUMILUIUHBI (MOIYJIsT).

1.1 Ilea» ocBoOeHUsT TUCHUILIUHDI.

[enr ocBoeHHWS MAUCHUIUIMHBI — paccMarpuBaeT 3agadyd HHOOPMATHU3AIMM U  3aIllUTHI
nHpopmanmu. M3ydeHue OSTOH JAWCHMIUIMHBI — SBISETCS BaXXHOM COCTAaBHOW  YacThIO
COBPEMEHHOT'0 MaTeMaTH4YECKOro 00pa3oBaHus U 00pa30BaHUs B 00IACTH KOMIIBIOTEPHBIX HAYK.

1.2 3agaun AU CHUILIHHEIL.

3amaun ocBoeHMs AUCUMIUIUHBL «Kpuntorpadguueckue MPOTOKOIbI»: MOJydYeHHE O0a30BBIX
TEOPETUYECKNX U HUCTOPUYECKUX CBEIACHHI O CTPYKType U anropuTMax (yHKIIMOHHUPOBAHUS
KpUnToanroputMoB. [IpumeHeHne 3TUX 3HaHHWI Ha MPaKTHKE, MPH PACCMOTPEHUU MEPCIEKTUB
pa3BUTHUSI MaTEeMaTHYECKUX M KOMIBIOTEPHBIX HAYK, MECTE M POJH 3alluThl WHPOpMAIUU B
CTpyKType HuH(pOpMaTH3alM ¥ MaTEeMaTHMYeCKUX METOJIOB IMOCTPOCHUS 3alUIIEHHBIX
UH(POPMALIMOHHBIX CHCTEM.

N3ydenne TeopeTHYeCcKuX OCHOB IIPEAMETA U MOJTyYCHUE CBEICHUM:

0 HOPMATUBHBIX TPEOOBAHMSAX IO AJIMHUHUCTPATUBHO-TIPABOBOMY PEryIUPOBAaHUIO B 00IaCTH
Kpunrorpaduaeckoi 3ammTsl HHOOpMAIUK;

00 OCHOBHBIX 3aJ]a4ax ¥ MOHSATUSIX KPUTITOTpaduu;

00 sTamax pa3BuUTHs KpunTorpapuu;

0 BHUJax HH(pOpMAIHH, OANeKAIIEeH mU(POBAHHIO;

0 KiaccuduKanuu mu@pos;

0 METOJIaX KpUNTOrpaduIeckoro CHHTE3a U aHAIIN3a;

0 TpPUMEHEHUSX Kpunrorpaduu B pEHICHUH 3a/Jad ayTeHTU(UKAIUU, MOCTPOCHUS CHCTEM
11U (POBOM TIOJIITUCH;

0 METOJIaX KPHUIMTO3ALIUTHl KOMIIBIOTEPHBIX CUCTEM U CETEH.

1.3 MecTo qucuumnHbl (MOayJisl) B CTPYKTYpe 00pa3oBaTe/ibHO NPOrpaMMbl.
JucuummHa «Kpunrorpaduyeckue MpOTOKOJbD) OTHOCUTCS K BapuaTuBHOW dacTu bioka 1
" Mucrunauasl (Moxynu)" yaeOHoro miana GakynbpTaTus.

JlaHHasi AMCUMIINHA, KAK MaTeMaTH4ecKas OCHOBAa TEOPHUU 3AIIMIIEHHBIX WH(GOPMAIMOHHBIX
CHUCTEM, TMpu3BaHa COJAEUCTBOBaTh (yHJAAMEHTaIM3alUMU  O0Opa3oBaHUS,  YKPEIUICHUIO
IIPAaBOCO3HAHUS U Pa3BUTHIO CHCTEMHOT'O MBIIJIEHUS MaruCTPOB.

1.4 Ilepedyenbp mUIaHHUpPYeMBIX Ppe3yJbTAaTOB O0y4YeHHUs] IO AUCHHMILIMHE (MOAYJII0),
COOTHECEHHBIX € IJIAHUPYEMBbIMHU pPe3y/IbTaTaMH 0CBOCHHs 00pa30BaTe/bHON MPOrpaMMbl.

N3yuenune nanHO#M y4eOHOM MUCIUILIMHBI HAPABJICHO Ha (POPMHUPOBAHKE Y O0YJIAIOIITUXCS
00IeKyIbTYypHBIX/00menpodeccnoranbHbIX/mpodeccnonansubix komneternuii (OK/OTIK/TIK)

Ne HNunexc Copepxanue B pesynbrare u3ydeHus: yaeOHOM JUCIUTUINHBL
. | KoMmer KOMIIETCHIINH o0y4aroImuecs 10 KHbI
7l eHnuu (v € yacTH) 3HATh yMeTh BJaeTh
1. I1K-4 CIOCOOHOCTBIO K 0] [Ipumenars KCTOJIb30BAHUS
IPUMEHEHUIO KOMIIBIOTEPHO OCHOBHBIE O6ubnuorexku
METOJI0B U peanu3aluy | MaTeMaTU4eCK | aJrOPUTMOB U MAKETOB
MaTeMaTHYECKOro | MHPOPMALMOH | He METOMbI, paciypeHus;
U HBIX OOBEKTOB. | UCHOJIb3yEMBbIE IIOMCKA U
ITOPUTMHUYECKOT Cssi3u B aHAJIN3E HCII0JI30BAHUS
0 MOJEIUPOBAHUA | KOMIIBIOTEPHO THITOBBIX COBPEMEHHOM Hay4HO-
[IpU PELIECHUN it anreOpbl U aJIrOpUTMOB. TEXHUYECKON
TEOPETUYECKUX U | YHUCICHHOIO JUTEPATypPOU B
MIPUKJIaHBIX aHaiu3a. 00JIaCTH CUMBOJIBHBIX
3a;ad. BBEIYVCIICHUN.




B pesynbrare ocBOCHUS TaHHOW AUCIUILIMHBI O0YYaIOLIHIACS TOTKEH:

3HATh:

00 OCHOBHBIX 3aj[ayax U MOHATUAX KpUNTOrpadum;

00 sTamax pa3BuUTHs KpunTorpapuu;

0 BHJax HH(YOpMAIIHH, TOANeKAIIEeH MU(POBAHHIO;

0 KiaccuduKanuy mu@poB; 0 METOIaX KpUNTOrpauueckoro CHHTE3a U aHAJIN3a;

0 TNPHUMEHEHUSX KpUNTOrpaguu B pEIICHUHM 3a/1a4 ayTeHTU(HUKAIMH, MOCTPOCHHS CHUCTEM
1 poBoi moANUCH;

0 METO/Iax KPUIITO3ALIUTHl KOMIIBIOTEPHBIX CUCTEM U CETEM;

YMeTp UCTIOIB30BaTh:

TUIOBbIE MIM(PBI 3aMEHBI U TEPECTAHOBKH;

YaCTOTHBIEC XapAaKTEPUCTHUKU SI3bIKOB M UX MCIIOIb30BAHUE B KPUIITOAHAIIU3E;

TpeOoBaHus K MK paM U OCHOBHBIE XapaKTEPUCTUKH HIH(POB;

IPUHIUIBI TOCTPOEHUS COBPEMEHHBIX ITH(PPCUCTEM:

TUIOBbIE TMOTOYHbIE U  OJOYHble MHQPHL, CHCTEMBbl IMUQPOBAHUS C  OTKPBITHIMH
KJIF0YaMU, KpunTorpaduieckue NpoTOKOJIbL;

MIOCTAHOBKH 3a/]1a4 KPUIITOAHAJIN3a U NOAXO0/bl K UX PELICHHIO;

OCHOBHBIC MaT€MaTHUECKUE METOMbI, HCIOJIb3YEMbIC B aHAJIN3€ TUIIOBBIX KpUNTOrpadUuecKux
AJITOPUTMOB.

Bnanets:

KPHUITOTpapUUECKON TePMUHOIOTHEH;

HaBBIKAMU MHCIIOJIB30BaHUS OCHOBHBIX THIIOB IIM(QPOB MU KPUNTOrpaUUECKUX aIrOpUTMOB;
METOIaMHU KPHUIITOAHAIN3a MPOCTEUIIHNX MU POB:

HaBBIKAMU MAaTEMaTHUYECKOTO MOJCIMPOBAHUS B KpUNTOrpaduy;

COBPEMEHHOM HayYHO-TEXHHYECKOW JIUTEPATYpPOr B 00JIACTH KPUNTOTPAPHUECKON 3aIHUTHI.

2. CTpyKTypa M coiep:KaHHe JMCIHUIIIHHBI.

2.1 PacnipenesieHue TPyA0E€MKOCTH IMCIUIIMHBI 110 BHAaM padoT.

OO6mast Tpyao€MKOCTh JUCIUILTUHBI cocTaBiseT 3 3ad. en. (108 wacoB), ux pacmpezeneHue 1o
BHJIaM paOOT MPEACTABICHO B TaOIHIIE.

Bun yaeOHo# paboThI Bcero CemecTtphbl
4acoB (gacsl)
3
KonTakTHasi pabora, B TOM 4yncJie:
AyauTOpHBIE 3aHATHS (BCEro): 24 24
3aHATHS JIEKIIMOHHOT'O TUIIA 12 12 - - -

JlaGopaTopHbIe 3aHATHS - - - - -

3aHATUS CEMUHAPCKOr0 TUIA (CEMHUHApBI, 12 12
IIPAKTUYECKHUE 3aHITHSI)

WNnas koHTaKTHasA padora:

KonTpons camoctosrensHoit paboTsl (KCP)

ITpomexxyrounast arrectanus (MKP) 0,2 0,2

CamocrosiTesbHasi paboTa, B TOM YHCJIE:

Kypcogas pabora - - -

[TpopaboTka yueOHOTro (TEOPETUYECKOT0) MaTepraia 11 11 - - -

BrInoHeHNEe MHIMBUAYATIBHBIX 33/1aHUH (IIOATOTOBKA
COOOIICHUH, Tpe3eHTaIil)

Pedepar 12 12 - - -




IloaroroBka K TeKyniemMy KOHTPOJIIO 16,8 16,8 | - - -

KoHTpoJib:

IToaroroBka K 3K3aMeHy - -

O0umas Tpy10eMKOCTh qac. 72 72 - - -
B TOM 4HCJIe KOHTaKTHAs | 42 242
padora
3a4. el 2 2

2.2 CTpyKTypa IMCOMILIMHBI:
Pacnipenenenue BugoB yueOHOI pabOThI U UX TPYJOEMKOCTH IO pa3enaM JUCIUILTAHBL.
Paznensr TUCIIUIUTMHEL, U3ydaeMble B 3 cemecTpe (ouHas ¢hopma)

KonnuecTtBo gacos
AynutopHas Breayn
Ne HaumenoBanue paznenon WTOpHAas
Bcerg pabota
pabora
JI I1I3 | JIP | CPC
1 2 3 4 5 6 7
Mognenu mudpoB. biounsie 1 moTo4YHbIe HIHQPHI. 18 2 4 12
I \Monsrne KPUITOCUCTEMBL.
[Torounsie muppsl. CHAHPOHU3UPOBAHHBIE U 18 2 4 12
2 |camocuxporm3yromecs. HamexHoCTh mudpos.
[TpuHIUIIBI TOCTPOCHHUS KPUNITOTPAYUIECKUX 18 4 2 12
3 |aIrOPUTMOB C CHMMETPHYHBIMH
HECUMMETPUYHBIMU KIIIOYaMH
4 |Cuctembl mndpoBaHus ¢ OTKPBITBIMH KIIOYaMH 17,8 4 2 11,8
Hmozo no oucyunnune: 12 12 47,8

[Mpumeuanue: JI — nexuun, 13 — mpaktudeckue 3ansaTus / cemuHapsl, JIP — maGopaTtopHbie
3arsaTusi, CPC — camocrositenbHas paboTa Maructpa

2.3 Coaepxxanue pa3iejioB AU CHUININHbI:
2.3.1 JIeKIIMOHHOT'0 THIIA.

dopma
No Hanmenosanme Conepxanue paszzaena TEKYIIETOo
pasiena KOHTPOJIS
1 2 3 4
1 Monenu mmdpos. Pyunsie n Mmammmnnelie mudpsl. Kirrouesas cuctema P
biiounsie 1 moTOUHBIE mudpa. OCHOBHBIE TpeOOBaHUS K MU paM.
mmdpel. [TousiTue PazHOBHIHOCTH MI(POB IEPECTAHOBKHU:
KPUIITOCUCTEMBI. MapILIpyTHBIE, BEPTUKAJIbHBIE IEPECTAHOBKH, PEIIETKH
u mabupunThl. Kpunroananus mm@poB mepecTaHOBKH.
OpnHo andaBuTHBIE 1 MHOTOQJI()aBUTHBIC 3aMEHBI.
Bomnpocs! kpunToananusa NpocTeHInX MHPpPoB
3aMmeHbl. CTaHIapTHBIE aJITOPUTMBI
KpunTorpaguueckoi 3aimThl TaHHBIX.
2 ([ToTounble mUQpPHI. Tabmunoe u MoysbHOE TammupoBaHue. CiaydaiiHbIe 2
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CHHpOHU3UPOBAaHHBIE U
CaMOCHHXPOHH3YIOLIHECH.
HanexHocTs mmdpos.

Y TICEBAOCITYYaiiHbIe raMMbl. Kpunrorpammsl,
MOJTyYEHHBIE ITPHU MTOBTOPHOM HCIIOJIB30BAHUU KITIOYA.
AHanu3 KpUNTorpamm, moJy4eHHbIX IPUMEHEHUEM
HEepaBHOBEPOATHOU raMMmbl. Kpunrorpaduueckas
cToikocTh mudpoB. HeHane:KHOCTH KiTtoueh u
coobuiennii. CoBepiieHHbIE MUQPHI. XapaKTepu3auus
COBEPILIEHHBIX MH(PPOB ¢ MUHUMAIHHBIM YUCIOM
KJItouel. be3ycioBHO CTOMKHUE U BBIYUCIUTEIBHO
CTOMKHUE MHUQPHI.

3 \[IprHLMIIBI TOCTPOCHUS
KPUNTOTpapuIECKUX
aJIITOPUTMOB C
CUMMETPUYHBIMU U
HECUMMETPUYHBIMU
KIII0OYaMu

OcCHOBHBIE CTIOCOOBI peanu3aiy KpUNTorpadhuIecKux
QITOPUTMOB U TPEOOBAHUS, IPEIBIBIIEMBIC K HUM.
Pa3nuune Mexxay NporpaMMHBIMHU U alapaTHIMU
peanuzanusmu. [IporpamMubie peanu3zanuu mudpos.
CoBpeMeHHbIE KpunTorpapuuecKkue HHTEpQEncsl.
Kpunrorpadudaeckue ctanaapTbl. MeTOIbI MOTyYCHUS
CIyYalHBIX U MICEBIOCTYYaHBIX
nocienoBaTenbHOCTE!. Peructpsl ciBura ¢ oOpaTHOH
CBA3bI0. JIMHEWHBIN KOHIPYIHTHBII METON.
MynbTUILIEKCOPHBIE MOCIEI0BATEILHOCTH. Bonpockl
NEPUOAUYHOCTH U PACTIPENETICHHSI JIEMEHTOB B
IICEBAOCIYYalHbIX OCIEI0BAaTENbHOCTIX. CBA3b
MEXAYy KaueCTBOM IOCIEN0BATEIIbHOCTEN,
MIOJIyYEHHBIX C [IOMOILBIO HEJTMHEUHBIX PETUCTPOB
CABUTA U XapaKTEPUCTUKAMH (DYHKIIMU YCIOKHEHUSI.
[TpyMeHeHus TUCKPETHBIX (PYHKIUN I YCIOKHEHUS
MOCJIEN0BATEIbHOCTEM.

4 |Cuctembl mudpoBaHUS C
OTKPBITBIMU KIIFOYaMH

[TonsiTe omHOCTOpOHHEH (DYHKIIMH M OJJTHOCTOPOHHEH
¢ynkuunu ¢ "nazeiikoit". Kpunrocucremsr RSA n Onb-
["amass. [Tpo6reMbl hakTOpU3aKK MEIbIX YUCET ’
jgorapu(pMUpOBaHUS B KOHEUHBIX MOJISX.
Kpunrocucremsl ¢ OTKPBITHIM KIIFOUYOM, OCHOBaHHbBIE
Ha 3aj1aue 00 yKJIaJKe PIoK3aKa U JIMHEHHBIX KOJaXx.
[Tpenmy1iecTBa aCHMMETPUYHBIX CUCTEM
mmdposanusi. Kpunrorpadguueckue x3m-QyHKIUH.
XapakTepUCTUKH U aITOPUTMBI BRIPAOOTKH XOIII-
GyHKIMA. DIEKTPOHHBIE TIOIIHUCH.
Kpunrorpaguueckue npotokossl. [IpoTokosst
IIPEIBAPUTEIBHOTO PACIPEAEIICHUS KIIIOUEH.
[TpoTOKOJIBI BRIPAOOTKH CEAaHCOBBIX KITFOUECH.
OTkpeIToe pacnpenenenue kmoueit Judpdu-
XeMana.

2.3.2 3aHATHSA CEMHHAPCKOI'O THIA.

He npenycMoTpeHnsl

2.3.3 IlpakTn4yeckune 3aHATHS.




®opmMma

MEPECTaHOBKHU, PEIIETKU U TAOUPUHTHI.

No HanMeHnoBaH#e MpakTHIECKUX pabOT TEKYIIETro
KOHTPOJIA
3 4
PaznoBuaHOCTH MIM(POB IEPECTAHOBKU: MAPIIPYTHHIE, BEPTUKATHHBIC PI'3

2 | Kpunroananus mmdpos nepecraHoBku. OgHO anaBUTHBIC U P
MHOFO&JI(baBI/ITHBIe 3aMCHBI.

3 |Bompock! kpunToaHaIM3a MPOCTEHIINX MU(POB 3aMEHBI P13

4 |CrangapTHbIE aITOPUTMBI KpUOTOrpaUUECKOM 3alIUThI TaHHBIX P

5 |Kpunrocuctembl RSA u Onb-I"amans. P13

6 |Peructpsl cnBura ¢ oOpaTHOM CBS3BIO. P

3amuta maboparopHoii padotsl (JIP), Bermomnenue kypcooro npoekra (KII), kypcoBoit paboTsl
(KP), pacuetHo-rpadudeckoro 3ananus (PI'3), nanmmcanue pedepara (P), acce (3), KoImoKkBUyM

(K),

tectupoBanue (T).

2.3.4 IlpumepHasi TeMaTHKAa KYPCOBBIX padoT (IIPOEKTOB)
He npenycMoTpeHsI.

2.4 IlepeyeHb Y4eOHO-METOAMYECKOr0 o0ecmedyeHHs] JJIs1 CAMOCTOSITEJbHON PadoThI
00y4YalIIHUXCS M0 TUCHHILINHE (MO1YJII0)

[Tepeuensb yueOHO-METOIUIECKOTO 0OECTICUSHHUSI TUCITUTUTHHBI

No Bun CPC o
T10 BBITIOJIHEHUIO CAMOCTOSITEIbHON paboThI
1 2 3
1 | I[ToarotoBka pedepatoB |[PoxkkoB  A.B. «Tembl  ucciemoBaTtelbCcKuX  paboT |
Y HAYYHBIX COOOIICHHUI |[METOINYECKUE YKa3aHWs 10 MX HAMHMCAHUIO», YTBEPKICHHBIE
kadeapor GyHKIIMOHAIBHOTO aHaM3a U anreOphl, MpoToKoT No
1 ot 31 aBrycra 2017 1.
2 |CamocTosITENbHOE PoxkoB A.B. «KommeHTapuu K JEKIMsIM IO KpunTorpaduu.
OCBOEHHUE TEOPUH Meroauueckue  yKazaHUD, YTBEPKJICHHbBIE kadempoit
(YHKIMOHABHOTO aHaM3a U anreopsl, mpoTokosn Ne 1 ot 31
asrycra 2017 r.
3 |Pemenue 3amau PoxkoB A.B. «PemeOHUK THUTIOBBIX 3adad MO KpunrTorpadum.
Meroauueckue YKa3aHUA», YTBEPKIACHHBIE kaeapoii
(YHKIMOHABHOTO aHaM3a U anreopsl, mpoTokosa Ne 1 ot 31
asrycra 2017 r.
4 |Pemenue 3amgau PoxkoB A.B. «AnreOpanmdeckue METOAbI KpUNTOrpaduu.

Meroauueckue YKa3aHUA», YTBEPIKIACHHBIE kaeapoii
(YHKIMOHAIBHOTO aHaM3a U anreopsl, mpoTokosn Ne 1 ot 31
asrycra 2017.

Y4yeOHO-MEeTOANYECKNE MaTepuajbl I CaMOCTOATEIbHONW pabOThl OOYYaIONMUXCS W3 YHUCiIa
WHBAJIUJIOB U JIMI[ C OTPAaHUYEHHBIMU BO3MOXXHOCTAMH 3710poBbsi (OB3) mpenocraBisitorcs B
dbopMmax, aTanTUPOBAHHBIX K OTPAHUYCHHSIM UX 30POBbs U BOCIIPUITHS HHDOPMALIUU:

JIist TUIT ¢ HapyIIICHUSIMU 3PCHHUS:

— B IIeYaTHOU (popMe ¢ YBEITMUCHHBIM IPUPTOM,

— B hopMe IEKTPOHHOTO TOKYMEHTA.

Jlis i ¢ HapyIIeHUSIMH CTyXa:

— B miedatHoi popwme,




— B (popMe 3IIEKTPOHHOTO TOKYMEHTA.

Jnst I ¢ HapyIIeHNUSIMH OTIOPHO-/IBUTaTENIFHOTO anlapara:
— B reyaTtHo# opme,

— B (hopMe PIEKTPOHHOTO JOKYMEHTA,

Ilepeyennb
OJICKTPOHHBIX TOKYMCHTOB, KOTOPBIC MOT'YT 6BITB MMpEaACTaBJICHBI
B [TI€YaTHOU (popMe ¢ yBEITMUYCHHBIM MIPHUPTOM

1. PoxkoB A.B. «TeMbl HCCIEIOBaTENbCKUX padOT W METOJIWYECKHE YKa3aHHs 10 WX
HaIMCaHUIO», YTBEP)KICHHbIE Kadeapol (YHKIIMOHATBFHOTO aHAINW3a U anreOpsl, IPOTOKOI
No 1 or 31 aBrycra 2017 r.

2. PoxxoB A.B. «KomMeHTapuu K JIeKUMsAM IO Kpunrorpaduu. MeTtoandeckue yKazaHUs»,
yTBEp)KJIeHHbIC Kadenpoil (yHKIIMOHAIBHOTO aHaiu3a W anreOpbl, mpoTtokond Ne 1 ot 31
asrycra 2017 r.

3. PoxxkoB A.B. «PemeOHUK THMOBBIX 3a7ad 1Mo Kpunrorpadguu. MeTonuyeckue ykKazaHUS,
yTBEp)KJCHHbIE Kadeapol (QyHKIIMOHAIBHOTO aHanu3a M anredpsl, mpotokon Ne 1 ot 31
aprycra 2017 r

4. PoxkxoB A.B. «AnreOpandyeckue Meroabl Kpuntorpapuu. Meroandyeckue yKa3aHUs»,
yTBEp)KJIeHHbIC Kadenpoil (yHKIIMOHAIBLHOTO aHalu3a W anreOpbl, mpoTtokond Ne 1 ot 31
asrycra 2017.

3. O0pa3oBaTe/ibHbIE TEXHOJIOTHH.

AKTUBHBIC U HHTEPAKTUBHBIC ()OPMBI, JIEKIINH, JTAOOPATOPHBIE 3aHSITHS, KOHTPOJIbHBIC PabOTHI,
pedepatuBHbIEe MOKIAaAbl (IO HEKOTOPBIM TeMaM B BUJE IMPE3CHTAIMU) W 3a4eT. B TeueHume
CeMecTpa MarkcTphl PEIAIOT 3a]auu, yKa3aHHbIC TpenojaBareieM, K KakIoMy J1adopaTopHOMY
3aHATUIO. Kaxkaplii MarucTp roToBUT pedepaTUBHBIN JTOKJIA[ 110 OJHOM M3 HHM)KE HAyYHBIX TEM.
3ayer BBICTABISCTCS IIOCJIE BBIOJHEHHUS OIPEIEICHHOTO KOJMYeCcTBA (MPAKTUYECKUX H
TEOPETUYECKHX ) 3aJaHNi KOHTPOJBHBIX pabOT M oTYeTa Mo pedepaTUBHOMY JoKiIany. B cinyyae
HEBBITIOJTHEHUST KaKOTO-TO W3 TIPUBEACHHBIX TPEOOBaHMWW, MAarucTpy i CAadd 3adeTa
IpEeUIaraloTcsi M0 YCMOTPEHHUIO MpenojaBareis HEKOTOpble MPAKTUYECKHEe M TEOpPETHYECKHE
3aJ[aHus, TIOJOOHBIE MPEIOKCHHBIM HIKE.

K O6p330BaTeJ'H>HI:IM TCXHOJIOTUAM TaAKXC OTHOCATCA MWHTCPAKTHUBHBIC MCTO/bL OGy‘IeHI/I}I.
WHTEepakTHBHOCTh TIOJAaYM MaTepHaja MO0 JUCHUILIUHE «AJNTOPUTMUYECKHE TPOOIEMBI
aJir e6p1:1» npeanojaract HE TOJBKO B3aHMOH€ﬁCTBHH BUJa «MIperiogaBaTCjyib - MarucTtp» "
«MarucTp - TpemnojaBareiby, HO M «MarucTp - Maructp». Bce 3TH BHIBI B3aUMOICHCTBHS
XOPOIIO JIOCTUTAIOTCS TPH U3JI0KEHUM MaTepHaja Ha 3aHATUSAX B XOJE JAUCKYCCHUH, a TaKkKe Ha
7a00paTOPHBIX 3aHATHAX B XOJI€ M3JIOKEHHSI MarucTpaMu pedepaTuBHBIX JTOKIAI0B (BO3MOXKHO
B BU/JIE IPE3EHTALIUN).

4. OueHo4yHble CpPeACTBA /IS TEKYIIEro KOHTPOJISA YCHEeBAeMOCTH W TPOMEKYTOUHOI
aTTecTaluu.
4.1 ®oH/ OLIEHOYHBIX CPEJICTB /Il MPOBEAeHUS TEKYIEero KOHTPOJIS.
Cnucok TeopeTHUecKUX BOMPOCOB (AJ1s1 MOATOTOBKU K 3a4€Ty)
1. 3ammura nepcoHaNbHBIX JaHHBIX.
Ucrtopus kpuntorpadun; knaccuueckue mudpsl, IUGPb rTaMMUAPOBAHUS.
[TpuHIHITE TOCTPOCHUS KPUNTOTPAQUIECKUX aTTOPUTMOB.
Pa3znuumne Mexxay nporpaMMHBIMU U allllapaTHBIMU peanu3aiusiMu mudpos.
Oynxius Ditnepa u Mebuyca.
['pymnmbl 06paTUMBIX 371€MEHTOB B KOJIBLIAX.
CTpyKTypa MyJIbTUIITUKATUBHOM TPYIIIBI KOJIBIIA BHIYETOB.
OO6paTtuMbIe PIIEMEHTHI.
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9.
10

11

12.
13.
14.
15.
16.

[IpuMUTHBHBIEC 37IEMEHTHI.

. OCOOEHHOCTH HCIOJIB30BAaHUS BBIUYMCIUTEIPHOM TEXHUKH B KPUNTOTPauu BOMPOCHI
OpPraHu3aluyu CETEU 3aCEKPEUCHHOM CBS3HU.

. Kpunrorpaduyeckue xenr-QyHkium.

DNEeKTpOHHAs MOAMNKCH.

Kpunrorpadudaeckue mpoTOKOIHI.

[IpenmMer u 331241 TPOrpaMMHO-AIAPATHOHN 3aIUTH HHPOPMAITUH.

Nnentudukanus cyobekTa, MOHITHE MPOTOKOJIA WASHTU(DUKAITUH.

[Taposn u KJIFOUM, OPraHU3aLUs XPAHEHUS KITHOYEH.

4.2 ®oH/1 OLIEHOYHBIX CPEICTB ISl MPOBEACHUS IPOMEKYTOUHON aTTecTAlUM.
Cnucok THNOBBIX AJATOPUTMOB (V151 CAMOCTOSATENbHBIX 3aHATUN U 3aUeTa)

e A Al

11.
12.
13.
14.

15

16.
17.
18.
19.
20.

21

22.

23

24.

25.
26.

27.
28.
29.
30.

31

32.

33
34
35
36
37

[Ipumenenus u pa3pabOTKH MUGPOBATBHBIX CPEJICTB.
IIpuMeHeHus 3JIEKTPOHHOM MOAIUCH.
Kpunrorpaduueckue meroapl odbecrneueHrss ”HPOPMAIMOHHON 0€30TTaCHOCTH.
AJropyUTMBI IPOBEPKH HA MPOCTOTY.
DNIUNTUYECKUE KPUBBIE HAJl KOHEYHBIMH MOJISIMU
AJTOpUTMBI BEIYUCIICHUS B KOHEUHBIX MOJISX.
DJIEKTpOHHAS MOJAMUCH IO cxeme Db ['amaiis.
DneKTpoHHas NOoANUCH Ha OCHOBE RSA.
CinyyaliHble U NICEBAOCTYyYailHbIE TaMMBI.
. Peructpsl ciBura ¢ oOpaTHOM CBS3BIO.
Cxema Qaiicrens.
IToxcuer KoaMYECTBA TOUEK HA HIIITUITUYECKON KPUBOM.
Onepanus cnoXKeHus Ha SJTUITHYECKON KPUBOM.
Cxema anropurma RSA.
. Kpunrorpammel, nosaydeHHbIE IPU IOBTOPHOM MCIOJIb30BaHUH KITIOYA.
Haxox/1ieHne npuMUTHBHOTO 3JIEMEHTA KOHEYHOTO TIOJIA.
[TocTpoenue Tabnuirsl Joraprudma IKoOM KOHEYHOTO MOJIS.
Pemenue cucrem IMHEWHBIX YpaBHEHUM HAJl KOHEUHBIM I1OJIEM.
AAroput™ OBICTPOTrO BO3BEJCHUS B CTETICHb.
HaxosxneHne oOpaTHBIX 3JIEMEHTOB B KOHEYHOM I10JIE.
. Paciinpenusi KOHEUHBIX TMOJIEH.
Anroputm mudposanus AES: cTpyKkTypa 1osisi, HaX0X/1eHHe 0OpaTHBIX 3JIEMEHTOB.
. Anroputm mmudpoBanust AES: dhakTop KoibI10, TpeoOpa3oBaHUe CTOIOIIOB.
Anroputm mmudpoBanus AES: JluneitHoe mnpeoOpazoBaHue, COOCTBEHHBIE 3HAYCHHUS
MaTpULbI.
Anroputm RSA — BbIO0Op CEKpETHBIX MapaMeTPOB, BEIYUCICHUE OTKPHITOTrO KIII0UA.
Proxzaunas  cucrema  mmudpoBanus.  beictpopactymmii  BekTop.  CoOKpbITHE
OBICTPOPACTYILETO BEKTOPA MOCe MPeoOpa30BaHusl YMHOKEHUS 110 MOAYIIIO.
Pemienue cucrem TMHEWHBIX YPABHEHUM IO pa3HBIM MOJYJISIM.
Pemienue cucrem JIMHEWHBIX YPAaBHEHUI B KOJIBLIE LIEBIX YUCEIL.
JIuHelHbIN perucTp cABUTa ¢ 00paTHOM CBA3BIO
XapakTepUCTUYECKUI MHOTOWIEH PETUCTPA CABUTA
. Matpuna nuHeitHOro perucTpa caBUra ee COOCTBEHHbIE 3HAYCHHS U KOpAaHOBa (hopma.
KBagpatuuHnblit 3aK0H B3aMMHOCTH. BbIunciieHne KBaJpaTUUHbBIX BHIUETOB U HEBBIYETOB.
. I3Bne4yeHune KBaipaTHBIX KOPHEH MO MPOCTOMY MOIYJIIO
. M3BnedyeHune KBaJpaTHBIX KOPHEU 110 MPOCTOMY MOAYJIIO.
. Kpunroanamms mmdpa oqHOOYKBEHHOM MPOCTOM 3aMEHBI.
. Kpunroananus cucremsl muppoBanust RSA npu HenpaBuibHOM BEIOOPE MOITYIISL.
. BekpoiTue mudpa Beprnama npu moBTOpHOM HUCIIOJIB30BAHUU KITIOYA.



GF(2*)

38. Anroputm mmdpoBanuss AES: cTpykrypa moms , HaxOXJeHHWEe OOpaTHBIX

HIIEMEHTOB.
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39. Anroput™m mmpposanus AES: dakTop KoIbI0 GF(2)[x]/ mn((x+1) ), npeoOpa3oBaHue
CTOJIOLOB.
40. Anroputm mudpoBanus AES: JluneitHoe mnpeoOpazoBaHue, COOCTBEHHBIE 3HAYCHHS
1 0001 1 11
1 1.0 0 01 11
1 1100 0 11
1 1110 0 01
A=
1 1111000
01111100
00111110
MaTpHITEI 0001 1111

41. Anroputm RSA — BBIGOp cekpeTHBIX HapameTpoB £° q.d , BBIYHMCIICHHE OTKPBITOIO
kmoua €.

42.Prok3aunas  cucremMa  mmbpoBaHusA.  beictpopactymuii  Bektop.  CokpeiTHE
OBICTPOPACTYILETO BEKTOPA MOCIIE MTPEOOPa30BaHUS YMHOKEHHS TI0 MOJTYITIO.

43. PellieHue CUCTEM JIMHEHHBIX YPABHEHUM 1O PA3HBIM MOAYJISM.

44. PerieHue CUCTEM JIMHEWHBIX YPABHEHUM B KOJIBIIE LIEJIBIX YHCET.

45. JIuneiHbIi peructp CIIBUTA c obpaTtHoO# CBSI3bIO

So=a..,S,.,,+ta,S .  ,+.+aS, . +a,S +a,n=0,12,..

n n+k—1 n+l

k k-1 k-2
. X'=a_x +a_,x " +..+ax+a
46. XapaKTepUCTUUECKUII MHOTOUIEH PErUCTpa CABUTA k-1 k-2 ! 0

47. Haxoxnenue SIBHOTO BUA 3HA4YCHUU peructpa CABUra

S =po"+ 60, +..+pa ,n= 0,1,2,...’ a,,0,,...,0,

rae - KOpHH

P €P
XapaKTEPUCTHUECKOTO  MHOTOWIEHa, KOA(PPHUIMEHTHI Bis Pos-eos By SIBJIISIOTCS
0 0 0 _
Boy +Bo, +..+ By =S,

ﬂlall +/82a21 +"‘+/8kakl =S,

k-1 k-1 k-1
o +pa, +.+pa’ =S
PELICHUSIMH CUCTEMBI B Ba, By k=t

48. Matpuia TMHEHHOTIO PETUCTpa CABHUra

00 .. 00 a
10 0 0 aq
0 1 0 0 a
0 0 0 0 aq

00 .. 00 a,
00 .. 10 q,
00 ..0 1 a,

ee COOCTBEHHBIC 3HAYCHHS M J)KOPJIaHOBa opMa.
49. KBapaTU4yHbIN 3aKOH B3aUMHOCTH. BbhIunCIeHHE KBaJAPATUYHBIX BHIYETOB U HEBBHIYETOB.
o pE3(m0d4):>p=4k+3.

= 1(mod4) = p=4k+1 .

50. M3BnedyeHne KBaipaTHbIX KOPHEH 110 IPOCTOMY MOZYJI

51. M3Biedyenne KBaAPaTHBIX KOPHEH MO MPOCTOMY MOIYIIO P
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4.3. Tembl pedepaTos.

OcBoenue mporeccoB 3amuGpoBaHus U paciInGpoBaHus A IPOCTEHIINX MIH(PPOB.
CaoiicTBa mpocTeHmux mudpos.

Pacyer MOIIHOCTH KJTFOUE€BOM CUCTEMBI Pa3TUIHBIX MIH(POB.
OneHka pacCcTOSIHUS €IMHCTBEHHOCTH AJI MPOCTEHIINX MU pPOB.
Kpunroananus mudpa Buxenepa.

Pacuer xapakTepucTrk MeTo1a repedopa KItoUueH.

Brrunciienne xapakTepUCTHK ABOMYHBIX (YHKIUI.

Amnanu3 cxembl DES nipu HeO0IbIIIOM YHCIIe UTEpALIAN.
Brruncnenne XapakTepuCTUK JaTYNKOB MICEBAOCTYYaiHBIX YHUCE.
10. ITpuMeHeHnE TECTOB Ha MPOCTOTY LEIBIX YHUCEIL.

11. U3yuenue cBoiicTB anroputma RSA.

12. AHanm13 HEKOTOPBIX aJITOPUTMOB BBIPAOOTKU XAII-()YHKITH.

13. MeTo/1bl U CpeicTBA XPAHEHUS KIIIOUEBOW HHPOPMALIUU

14. IIpotoxomns ayrentudukanuu PAP u CHAP.

15. Cucrema ayrentudukanuu u aBropuzanuu Kerberos.

VXN R WD —

5. IlepeyeHb OCHOBHOH M JONMOJHHUTEJLHOH Y4eOHOH JHTepaTypbl, HeOOXOAUMON JIsi
OCBOEHMS IMCHUILIMHBI (MOIYJIs).

5.1 OcHoBHAas1 IUTEpaTypa:

1. Psbko b.5, ®uonoB A.H. OcHOBBI coBpeMeHHOH Kpunrorpaduu u creranorpaduu, 2-e
u3A. [OnexkrpoHHbld pecypc]. — M.: lopsuas nuuus-Tenexkom, 2013. - URL:
https://e.lanbook.com/reader/book/63244/#1

2. Topcreitacon I1., 'anem I'.A. Kpunrorpadus u 6e3omacHocts B TexHonornn .NET. 3-e
u3l. [DnekTpoHHBIM pecypc]. — M.: Jlaboparopus 3manmii, 2015. — URL:
https://e.lanbook.com/reader/book/70724/#1

5.2. lonoHuTeIbHAS JIUTEPATypAa:

1. CromoB E.JI. IudpoBas o6paboTka curHaisoB. Bonsaple 3Haku B ayauodaiiimax
[D51eKTpOHHBIN pecypc]. - CIIb.: Jlanb, 2018. - URL:
https://e.lanbook.com/reader/book/106736/#1

2. TI'myxoB M.M., Kpyrnos U.A., ITnuxyp A.b., Yepemymkun A.B. Beenenue B TeopeTuko-
YHUCJIOBBIC METOIbI Kpunitorpadun. [Inexrponnsiid pecype]. - CII6.: Jlans, 2011. - URL:
https://e.lanbook.com/reader/book/68466/#1

1.3. [lepnoanueckue u31aHusA:
He npenycMoTpeHnsl

6. Ilepeuenb pecypcoB HHPOPMANMOHHO-TEICKOMMYHUKANMOHHOH ceTH «HWHTepHeT»,
HEeO0XOAUMBIX [IJIS OCBOCHH S JUCHUIJIMHBI (MOAYJIS).
1. ITakeT kommeroTepHOM anreopsl Sage 8.3. Odunnansubiii caitT http://sagemath.org/
2. Ilaker kommbloTepHOW anreOpsl Gap4r9p3. OdwunumaneHblii caiit  http://www.gap-
system.org/

7. MeToauvecKkue yKa3zaHus 1Jisl 00y4al0IUXCH 110 OCBOCHUIO TUCUMIIMHBI (MOXYJIs).

CornacHo yueOHOMY IUIaHy JUCHUILIHHBI «KPUNITOrpadudecKre MPOTOKOIb UTOTOBOM (hopMoii
KOHTpOJIS ABieTcs 3a4er. Jlyig caauu 3ayeTa MarucTp JOJDKEH HAyYUThCs Ha J1a00paTOpPHBIX
3aHATUAX PCIIaTh MPAKTUYCCKUC 3aJaHHAd IO TEMaM pPas3ICsIOB 1-3, BBITIOJIHATH AJOMAIIHUC
3agaHus. TUMbl MPaKTUYECKUX 3aJaHUi Ha 3a4eT COOTBETCTBYIOT 33JaHMSM. Takke Ha 3adere
MaruCTpam IMpeajiaratoTcsa M TCOPCTHYCCKUC 3aJaHUsl, COCTOAIINC B IMUCbMCHHOM OTBCTC Ha
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OIMH U3 BOMpocoB. KoanyecTBO MNpakTUUECKHMX M TEOPETUYECKHX 3aJaHUM 3aBUCHUT OT
AKTUBHOCTH U PE3yJbTaTUBHOCTU PabOTHI MarucTpa B TEYEHHUE CEMECTPA.

BakHeimmm 3TanoM Kypea sBIsSeTCs CaMOCTOSATebHas paboTa 1o JUCHUILIHHE (MOLYIIO).

JInst MOATOTOBKM K OTBETaM Ha TEOPETHYECKHE BOMPOCHI B XO0J€ KOHTPOJBHBIX PadOT M Ha
3a4€TE MAarucTpaMm JOCTaTOYHO MCIIOJIb30BaTh Marepuall JEeKIUWA. Bech 3TOT TeopeTHdyecKuil
MaTepHuas COACPKUTCS B YUCOHBIX TTOCOOMSX M3 CITMCKA OCHOBHOM JUTEpaTyphl. [l uzydeHus
TEOPETUIECKOI0 MaTepuaia, HeOOXOAUMOTO IS MOATOTOBKH pedepaTUBHOTO JOKIaaa, KpoMe
OCHOBHBIX MCTOYHHMKOB JIMTEPATypbl BO3MOKHO HMCIIOJIb30BaHUE JOMOJHUTEIBHBIX UCTOYHUKOB
u MHrepHer-pecypca. B ciywyae 3aTpynHEHMI, BO3HUKAIOIUMX Y MAarucTpoB B IIpoLecce
CaMOCTOATEJIBHOTO HW3yYEHHUS TEOPHH, NPENoJaBaTelb Pa3bsCHAECT CIOXKHBIE MOMEHTBHI Ha
KOHCYJIbTAIUSX.

8. Ilepeyenb WHGOPMANMOHHBIX TEXHOJOIMH, HCHNOJb3yeMBbIX MNPH OCYIIEeCTBJICHHH
00pa30BaTeJbLHOI0 NMPOLEcca Mo AMCHUIIAHE (MOYJII0).

8.1 Ilepeyenb MHGOPMANMOHHBIX TEXHOJIOTHH.

Brruucienns B maketax KOMIbIOTEPHOU anreOpbl Ha oTpeiToM Kojie GAP4.9.1 u Sage 8.2

8.2 IlepeyeHnb HEOOXOAMMOI0 MPOrPaAMMHOI0 O0ecIeYeHusl.

a) nepevyeHb JUIEH3UOHHOT0 MPOrPaAaMMHOI0 00ecreYeHnsi:
Ne IlepeveHb JTHIIEH3NOHHOIO MPOTPAMMHOI0 o0ecneYeHnst
n/n
1. Microsoft Windows 8, 10

2. Microsoft Office Professional Plus
3. | Maple 18
4. MATLAB

5. Wolfram Mathematica

B) IlepedyeHnb cBO0OOHO PacIPOCTPAHAEMOr0 NPOrPAMMHOI0 o0ecneYeHust
Ne IlepeyeHb cBOOOTHO PACNIPOCTPAHSIEMOr0 MPOrPAMMHOTI0 0OOecneYeHus

1. [TakeT koMmploTepHOM anredpsl Sage 8.3. OpunmanbHbIi callT http://sagemath.org/

2. [Taker kommbroTepHOU anreOpsl Gap4r9p3. Odurnmansubiii caidT http://www.gap-
system.org/

3. [Taker  kommbioTepHoit  amrebper  PARI/GT  2.11. OdunmaneHbiii  calT
http://pari.math.u-bordeaux.fr/

4. bubnuoTeka mis paboTsl ¢ OonbmuMu 1enbiMu ynciiamu GMP 6.1.2. OdunnansHbrit

caift https://gmplib.org/

5. S3p1k mporpamMupoBanus Python. Odunmansabiii caidT https:// www.python.org/

6. S3p1k porpammupoBanus Julia. Odunmansueiil caifT http://julialang.org/

7. S3p1k mporpammupoBanus Cython. OdunmansHeiii cait http://cython.org/

8. Kommunsrop PyPy, ontumusupyromuii kox Python u Cython. Odunmanbasiii caiit
http://pypy.org/

0. Python B obnake, mHTerpupoBaHHas cpena paspaboTku Anaconda. OdunuanbHbII
caift https://store.continuum.io/cshop/anaconda/

10. | Maremaruueckne makeTel Python, mpoexkr SciPy. Odunmanpabiii  calt
http://www.scipy.org/

11. Kinuenrtckas OoC Debian 9.5. OdunmanbHbIf CcalT
https://www.debian.org/index.ru.html

12. H3narensckas cucrema LaTeX/MiKTeX 2.9. OdunmanpHBIN CalT

http://www.miktex.org/
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13. | Yrunurel PyccunoBuua https://technet.microsoft.com/ru-ru/library/bb545021.aspx

14. | Ananus 3amumennocty cety Kali Linux 2018.3. https://www kali.org/

15. | Ananus 3anmmerdoctu cety Snort 3.0. OdurnmansHeiii caiit https://www.snort.org/
16. | Cepsepnas OC CentOS — 7. Odunmansubiii cait https://www.centos.org/

17. | Oducnas  cucrema  Apache  OpenOffice 4.1.5. OdurnumanpHpiii  cair

https://www.openoffice.org/ru/

8.3 Ilepeuenb MHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

1. CnpaBouno-npaBoBas cucrema «Koncynprant [mroc» (http://www.consultant.ru)
2. DnexrponHas oubnuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)/
3. DnexTponHas 6ubnmoreka http://gen.lib.rus.ec/

9. MaTtepuajibHO-TeXHU4YeCKas 0a3a, HEOOXOAUMAS VISl OCYIIeCTBJIEeHHUS 00Pa30BaTeIbLHOI0
npouecca no JUCHMIVIAHe (MOYJII0).

MaTepI/IaJIBHO-TeXHI/I‘IeCKOG obecmeueHue JUCIHHITIITNHBI

Ne Bun pabor
(MOIyIsT) ¥ OCHAIIICHHOCTH
Jlekunonuelie 3aHaTUA | JIeKUMOHHAsg ayauTOpHs, OCHAILEHHAs MPE3eHTAlMOHHON
TEXHUKOW (IPOEKTOp, DSKpaH, KOMIBIOTEP/HOYTOYK)
COOTBETCTBYIOIIIUM TIporpaMMHBIM  obOecrieueHnem  (I10)
1 [Iporpammerl, JIEMOHCTPALINHU BHJIEO MaTepualioB
(mpourpeiBatens «Windows Media Player»). [Iporpammsr ais
JEMOHCTpAllMK U co3maHus npeseHtranuii («Microsoft Power
Pointy).
2 [IpakTryeckue AynuTopusi, OCHalleHHas MPE3ECHTAllMOHHOM  TEXHUKOU
3aHATHS (mIpoekTop, dKpaH, KOMIBIOTEP/HOYTOYK), KOMIIBIOTEpAMH U
COOTBETCTBYIOIINM IporpaMMHbIM obecrieuenuem (I10)
['pynnoBsie [Tomenienue AJisg NpoBEAEHUS TPYNIOBBIX (MHIWBUYaIbHBIX)
3 (MHAMBUYaJIbHBIC) KOHCYJIbTAIMH, yueOHOM Mebenbio, TOCKOI, MapKepoM WK
KOHCYJbTAIU MeJIoM
4 Texyuuii KOHTPOJIb, [Tomemenue 1yist TpOBEACHUS TEKYIIEH U MPOMEKYTOYHOM
MIPOMEXKYTOUHAs aTTecTalluy, OCHAIIICHHOE Y4eOHOI MeOebio.
aTTecTalus
CamocTosiTenbHas Kabuner nmst caMoCTOSITeNNEHOW pabOThI, OCHALIIEHHBIN
5 paboTta KOMIIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO IMOJKIFOYEHUS K

cetu «IHTEpHETY, MPOrPaMMON SKPaHHOTO yYBEITHUCHHS U
o0ecIeueHHbIH JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMAIIMOHHO-
00pa3oBaTeNbHYIO Cpealy YHUBEPCUTETA
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