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1 Hesn n 3axa4n U3y4YeHUs1 AUCHUIIMHBI (MOTYJIst).

1.1 Leab 0CBOCHUSA TUCHHUILIAHBI.

@opMUpOBaHNE 3HAHUI OCHOBHBIX COCTaBJSIOIIMX WHGOPMALMOHHON 0€30MacHOCTH
rocyaapcTBa, o0IIecTBa M JIMYHOCTH; YMEHUI M HAaBBIKOB HCIOJIb30BaHHUS OpPraHU3allMOHHBIX,
IIPABOBBIX, MH)XEHEPHO-TEXHUUYECKUX M allllapaTHO-NPOTrPAMMHBIX METOJIOB M CPEACTB IpHU
MOCTPOCHUU CHCTEM HWH(POPMAIIMOHHON 0€30MacHOCTH B OO0JIACTH BBIOpAHHOTO TPOGUIS
MOJATOTOBKHU.

1.2 3agaum IUCIHHUILINHLIL.

0000IUT, W CcHUCTEMAaTU3UpPOBATh 3HAHUS 1O 0a30BBIM IOHATUSAM TEOPHUH
UH(POPMAIIMOHHON 0€30MaCHOCTH, 3HAKOMCTBO C COBPEMEHHBIMH 33j[auyaMH, HayYHOU
TEPMUHOJIOTUEH, MOJEISIMH M KOHLEMUUSMHU 3allUThl IpaB Ha WH(OPMaTU3ALUIO
rocy/apcTBa, oOmiecTBa M JMYHOCTH W IOCTPOEHUS CHUCTEM HH(GOPMALMOHHOM
0€3011aCHOCTH;

npuoOpeTeHNe HABBIKOB PpEUICHHs] CTaHAAPTHBIX 3aJad  MNpoQecCHOHAIBLHOU
JeSITeIbHOCTH Ha OCHOBE MH(OPMAIMOHHOW M OmbOIMorpaguueckod KyabTypsl ¢
IpUMEHEHHEM HH()OPMALMOHHO-KOMMYHHUKAIIUOHHBIX TEXHOJIOTUH M C y4eTOM
OCHOBHBIX TpeOOBaHUH MH(DOPMAIIMOHHOM 0€301MacHOCTH;

MpUOOpPETEHNUE HABBIKOB aHanmW3a HHGOpManuu O (QYHKIIMOHUPOBAHUU CHCTEMBI
BHYTPEHHETO JOKYMEHTOOOOpOTa OpraHMU3alliy, BeIeHUs 0a3 TaHHBIX MO PA3IUYHBIM
nokaszareqnsiM W (OpMHPOBaHUS HMH(POPMAIIMOHHOTO OO0ECIIeYeHUs] yJaCTHUKOB
OpTaHMU3AIMOHHBIX TPOEKTOB;

U3y4YCHUE OCHOBHBIX MOJOXEHUH CTpaTerud HWH(GOPMALMOHHON BOWHBI, OCHOBHBIX
BHUJIOB OOECTICUCHMsI CUCTEM HH(POPMAIMOHHOM O€30MacHOCTH, METOJOB OIICHKHU
YPOBHS 3aIIUIICHHOCTH KOMITBIOTEPHBIX CHUCTEM, METOJOB U CPEICTB KOMILIEKCHOM
3alIUThl 0OBEKTOB UH(POPMATH3AIIHH;

NIPUMEHEHUE OPraHU3alliOHHbIX, IPABOBBIX, MHKEHEPHO-TEXHUYECKUX U allapaTHO-
NPOTPaMMHBIX METOJIOB M CPEACTB HMH(OPMAIMOHHON 0€30macHOCTH B HAy4YHO-
UCCIIEIOBATENILCKUX U TMPAKTUYECKHX pa3paboTKax B OONAacTH 3allUThl O0OBEKTOB
MH(pOpMaTH3ALIH.

1.3 MecTo AucuMminHbl (MOIYJisl) B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMmbl.
Huctmmuimaa «MHbOpManimoHHass 0€30MacHOCTh» OTHOCHUTCSI K BapUATUBHOW YaCTH
broka 1 "Quctuminasl (Moaynaun)" yueOHOro TuiaHa.

1.4 IlepeyeHb NIAHUPYEMBIX Ppe3yJbTATOB O00y4eHUs] MO AMCHUILUINHE (MOAYJIIO),
COOTHECEHHBIX € IVIAHMPYEMbIMH pe3y/IbTATAMHU OCBOCHHsS 00pa30BaTeIbHOM NPOrpaMMbl.

W3yyenne naHHOW y4eOHOW MMCHUILTMHBI HANpaBJIEHO HAa (QOPMUPOBAHHE Yy OOYJArOIIUXCS
(obmrenpodeccronanbHbIX 1 TpodeccrnoHabHbIX kKommereHmil (OITK- 7, TTIK-11)

Ne | Unpeke Coneprxanue B pesynbrate u3yueHus: yaeOHON AUCHUIITUHBI
IL.I | KOMIET | KOMIETEHUIUH (Uu € 00yJaronifecst 10JIKHbI
. | eHuum 4aCTH) 3HATh yMeTh BJIA/IETh

1 OIIK-7 | cocoOHOCTBIO -METO/IbI - pewars | - HaBBIKAMHU
pelarh CTaHJApTHBIE | PEIICHUsS CTaHJapTHbIE peleHus
3aJ1aun CTaHJApTHBIX 3a71aun CTaHJApPTHBIX
npodeccuoHaIbHON 3a7a4y npodeccuoHanb | 3a1a4
JeSTeNbHOCTH Ha | npodeccuoHanb | HOM npogeccuoHalbH
OCHOBE HOU JEATeIbHOCTH Ol JIesTeTbHOCTH
MHQOPMALMOHHOW U | 1eATEIbHOCTH Ha OCHOBE | Ha OCHOBE
oubmuorpaduyeckoi | Ha OCHOBE | HUH(OPMAIIMOHH | HHPOPMALIMOHHO
KYJIbTYpbI ¢ | uHpOpMAIIMOHH | O | u
MIPUMEHEHHUEM on u | oubmmorpaduye | Gubmmorpaduyec




Ne | Muneke Coneprxanue B pesynbrate u3ydeHust y9€OHOU TUCITUTLIAHBI
LI | KOMIIET | KOMICTCHIUH (WIn € 00yJaroImuecst JOIKHBI
SHIINU 9aCTH) 3HATh yMeTh BJIA/IETh
MH(POPMAITMOHHO- oubnuorpaduyue | CKOM KyabTyphl; | KOH KyJIbTYpBHI;
KOMMYHUKAIIHOHHBIX | CKOM KYJBTYpPBI; | - NPUMEHSTD | - HaBBIKAMU
TEXHOJIOTMH U C | -OCHOBBI Oe3omnacHbIe pUMEHEHUS
y4eToM OCHOBHBIX | IPUMEHECHHS MH(POPMAITMOHH | 6€30MacHBIX
TpeOoBaHMi 0e30macHbIX o- UH(POPMAITUOHHO-
MHPOPMAITTOHHON MHPOPMAIIMOHH | KOMMYHHKAIIMOH | KOMMYHHKAlIMOHH
0e3011aCHOCTH o- HEIC BIX TEXHOJIOTHI;
KOMMYHUKAIIMOH | TEXHOJIOTUH; - HaBBIKAMU
HBIX - peanu3auu
TEXHOJIOTUH; peanu3oBbIBaTh | TpeOOBaHMIA
-OCHOBHbIE Ha MpaKkTUuKe | HHHOPMAIIMOHHO
TpeOOBaHUS TpeOOoBaHUs it Oe3omacHOCTH;
MH(POPMAILIMOHH | HHPOPMAITHOHH
on ou
0€30MacHOCTH; 0€30MacHOCTH;
2 TIK-11 BJIaJACHUECM HaBBIKAMM | - OCHOBBI - - HaBbIKaMH
aHanmM3a MHQOPMAIMH | aHAIN3A aHAJTM3UPOBATh | aHAJIHM3a
o dyakmonnpoBanuu | uHGOpMaMK 0 | HHPOPMALHIO O | HHPOPMAITHH O
CUCTEMBI (byHKIIMOHUpPOBA | GYHKIIMOHUPOBA | (PYHKIIMOHHUPOBAH
BHYTPEHHETO HUH CUCTEMBI HUH CUCTEMBI WU CUCTEMBI
JIOKyMeHTOOOOpOTa BHYTPEHHETO BHYTPEHHETO BHYTPEHHETO
OpraHU3aINH, JIOKYMEHTOO0O0p | TOKyMEHTOO0Op | JOKYMEHTOO0O0pO
BefleHUs: 0a3 JaHHBIX | OTa oTa Ta OpraHU3alHH;
o Pa3UYHBIM | OpraHU3aINu; OpraHu3alNH; - HaBBIKAMU
MoKa3aressiM U | - OCHOBBI - 6e3omacHo 0e3omacHoOro
(dhopMupoBaHus 0e301acHOro BecTH 0a3bl BeICHUS 0a3bl
MH(POPMALTMOHHOTO BezieHus 0as3 JTaHHBIX 110 JAHHBIX IO
obecrieueHus JTAHHBIX IO pa3InYHbIM Pa3InYHBIM
Y4aCTHUKOB pa3InYHbIM MOKa3aTeNisiM U | TIOKa3aTelsiM |
OpraHU3aIMOHHBIX nokasareysiM 1 | (hOpMHPOBATH dbopmupoBaHus
IIPOEKTOB ¢dopmupoBanus | nHGOpPMAMOHH | MH(OPMALTMOHHOT
nH(POPMAIIMOHH | oe o0ecrnieueHue | o obecredeHus
oro YYaCTHHUKOB YYaCTHUKOB
obecrieyeHus OpraHU3allMOHH | OpPraHU3aIMOHHbI
YYaCTHHUKOB BIX TIPOEKTOB; X MIPOEKTOB.
OpraHu3aIMOHH

BIX IIPOEKTOB;

2. CTpyKTypa u cofepkaHue AUCUHUIIMHBI.

2.1 Pacnipenesnenne TpyA0€MKOCTH AUCHMIIMHBI IO BUAAM padoT.

OO61mas Tpyno€MKOCTh TUCHUILUIMHBI COCTaBisAeT 2 3a4.el. (72 4acoB), UX paclpeeeHue
110 BUJaM paboT MpeICTaBICHO B TaOIHUIIE.

Bun yaeOHo# paboThI Bcero CemecTtpsbl
4acoB (uacsl)
4
KonrakTHasi pabora, B TOM 4nce:
AyIuTOpPHBbIE 3aHATHSA (BCEro): 8 8
3aHATHS JIEKIIMOHHOTO THIIA 4 4 - - -
JlaGoparopHble 3aHsTUS 4 4 - - -
3aHsTH CEMUHAPCKOro THUIa (CEeMUHApHI, - - - - -




IIPAKTHUYECKHE 3aHSITHS)

HNnas koHTaKkTHasi padora:

KonTpoine camocTositensHON pabotsl (KCP) 3,8 3,8
[TpomexyTtounas arrectauus (MKP) 0,2 0,2
CamocrosiTesibHasi paboTa, B TOM YHCIe:
ITpopaboTka y4eOHOTO0 (TEOPETUYECKOr0) MaTepraia 15 15 - -
Brinonnenne nnauBuayaibubix 3aaanuii (IlogroroBka 15 15 ) )
JIeJIOBOM MI'PbI «3aluTa HHPOPMALUH IPEIPUSTHY)
IToaroToBKa K TEKyLIEMY KOHTPOJIIO 15 15 - -
Koutpoasb:
IToaroToBka K sK3aMeHy - - - -
OO0masi Tpy10eMKOCTh yac. 72 72 - -
B TOM YHCJIe KOHTAKTHasi 8,2 8,2
padora
3a4. e 2 2

2.2 CTpyKTypa AMCHUILINHBI:

PacnpeﬂeneHHe BHUI0B y‘Ie6HOI71 pa6OTBI " UX TPYAOCMKOCTH I10 pasacjiaM JUCIHUIIIIMHBI.

Paznenbl AUCIMIUIMHBI, H3y4aeMble B 4 cemecTpe

KonnuecTBo yacoB
Breayn
Ne HaumenoBanue tem Bcer A}gl;ggf;aﬂ I/ITOpH};.}I
0 pabota
J | 113 JIP | CPC
1 2 3 4 5 6 7
Paznen 1. BBenenue B JUCUUILUIMHY 17 1 - 1 15
Paznen 2. OcHoBbl rocynapcTBeHHOM noautuku PO | 17 1 i 1 15
B 00J1aCTH WH()OPMAITMOHHON O€30MTaCHOCTH
Paznen 3. UndpopmaninonHasi BoWHa. 17 1 ; 1 15
Pasnen 4. OcHoBBI 0OecrieueHus nHGopMamoHHon | 17 1 i 1 15
6e3omacHocTH KoMnbIoTepHBIX cucteM (KC)
Hmoeo no oucyunaune: 4 - 4 60

[Mpumeuanne: JI — nekmum, [13 — mpaktuueckume 3aHstus / cemMuHapblJIP — maboparopHbie

3ansaTHst, CPC — camocTosiTenbHast paboTa CTyIeHTa

2.3 Conep:xanue TeM IMCHMILINHBI:
2.3.1 3auaTus JeKIMOHHOI0 THIIA.

dopma
Haumenosanue
No CopneprxaHue TeMbl TEKYILEro
TEMBI
KOHTPOJISI
1 2 3 4

1. Paznen 1. Paznen 1. BBenenue B IUCHUILUIMHY JLA

Bsenenue B 1.1 INousgrre HammoHansHOM Oe3onacHoCcTH PO

JTUACIUTUTUHY 1.2 Bunsr 6e3omacuHocTH

1.3 UndpopmannonHas 6€30MacHOCTb B CHCTEME
HalMoHanbHOH Oe3onacHoctu PO 1.4 Ponb
MH(POPMALMOHHON 0€30MacHOCTH B 00ecieueHUH
HAMOHAIFHON 0€30MTaCHOCTH rOCy/IapCcTBa




roCylapCTBEHHOMN
moyuTuku PO B
obOnactu
nH()OpMAITMOHHON
0€30IMacHOCTH

W3ydenne METOI0B 3alUTHI TIPH TOMOLITH
IporpaMMHO-anapaTHoro komiuiekca Secret Net

2. | Paszpgen 2. OcHoBel | Pasnen 2. OcHOBBI rocy1apCTBEHHOM MOIUTUKH JLIA
roCylapCTBEHHOM P® B o6macTu nHbOpMAIIMOHHON 0€30MTaCHOCTH
noautuku PO B 2.1 HaunonanbsHbie nHTEpECH PO B
obmactu nH(popmarmoHHou cepe u ux odecreueHne
uHpopManmonHoi | 2.2 Buabl yrpo3 nHpOpManroOHHON 06€301MacHOCTH
0e3omacHOCTH PO
2.3 VlcToyHHMKH yrpo3 HHPOPMALIMOHHOM
0e301MmacHOCTU
2.4 OcHOBHBIE HaNpaBJICHUsI 00ECTICYCHHUS
nH(OpMaAITMOHHON 0€301TaCHOCTH TOCYIapCTBa
3. | Pazgen 3. Paznen 3. MudopmanmonHas BoiiHa. JLA
Nudopmarmonnas | 3.1 MeTojapl U CpelicTBa €€ BeICHHS
BOIHA. 3.2 Undopmanmonnas 6€301acHOCTb U
nH(pOpPMAITMOHHOE TPOTHBOOOPCTBO
3.3 UndopmannoHHOE Opy*KHE, ero
KJ1acCU(pUKaIUs U BO3MOKHOCTHU
3.4 O6ecnieuenne nHHOPMAITIOHHOMN
0e301acHOCTH 00BEKTOB MH(GOPMAIIMOHHOMN
cdepbl ToCyIapCcTBa B YCIOBUSIX
nH()OpPMAITMOHHOW BOWHBI
4. | Pasmen 4. OcuoBel | Pasmen 4. OcHOBBI 0OCCIICUCHHS JLA
obecrnieueHus nH(GOPMAITMOHHON 06€30MaCHOCTH KOMIBIOTEPHBIX
uHpopmanmonnoii | cuctem (KC)
0e3omacHoCTH 4.1 OpraHu3aiMOHHO-TIPAaBOBBIE OCHOBHI
KOMIIBIOTEPHBIX nHpopmanmonHoii 6e3onacHoctu KC
cuctem (KC) 4.2 Opranu3alMOHHO-TEXHUYECKHUE OCHOBBI b
KC
4.3 AnmapaTHO-NPOrpaMMHBIE CPEICTBA
obecnieuenust Ub KC
4.4 OcHoBbl KomiekcHoro obecneuenus: b KC
2.3.2 3aHATHA CEMHHAPCKOI0 THIIA.
HE MPEAYCMOTPEHBI YUEOHBIM IUIAHOM
2.3.3 JIaGopaTopHble 3aHATHS
®dopma
No Haunerosanue Coneprxanue TeMbI TEKYILEro
TEMBI
KOHTPOJIS
1 2 3 4
1. | Paszpen 1. N3ydyeHne MeTo0B 3aIUTHI OT pa3pyLIAOIIHUX JIP
Beenenue B MIPOrpaMMHBIX BO3/I€UCTBHI MPU MOMOIIH
AUCHUIUINHY IIPOrpaMMHBIX KOMILIEKCOB aHTUBUPYCHOU
3aIUTHI
2. Paznen 2. OcHOBEI JIP




3. | Pazpmen 3. " [IudpoBanue 1 06MeH MU(YPOBAHHOM JIP
Hnpopmarmonnast UH(pOpPMaLUEH ¢ UCTIONb30BAaHUEM CHUCTEMBI
BOHHA. «PGP»

4. | Paznmen 4. OcuoBbl | IIpuMeHeHue ciennaan3upoBaHHbIX CPEJICTB JIP
o0ecrieueHus oprannzanmu VPN Ha npumepe «OpenVpn»
UH(POPMATUOHHON
0e3onacHOCTH
KOMITBIOTEPHBIX
cuctem (KC)

3amuTa s1abopatopHoit padotsl (JIP), BeimomHeHue kypcoBoro npoekra (KIT), kypcoBoit
paboter (KP), pacuerno-rpadmueckoro 3amanus (PI'3), mamucanue pedepara (P), acce (D),
komtokBuyM (K), rectupoBanue (T), onpoc (O), nexuus (JI), auckyccus () u T.1.
Conep:xkanue Ja00paTOPHbIX 3aHATHI

3ansaTne 1 M3yueHue METONIOB 3alMTHI OT pa3pyllaloOmIMX MPOTPAMMHBIX BO3JACUCTBUM TpHU
MOMOIIX MPOTPAMMHBIX KOMILIEKCOB AaHTUBUPYCHOM 3aIUTHI

3ansaTue 2 V3ydeHne METOAOB 3alIUTHI MPHU MMOMOIIM MPOrPaMMHO-ANIMAPATHOTO KOMILJIEKCa
Secret Net

3ansrue 3" ludposanue n oOMeH muppoBaHHON HH(POpPMAIIEH C HCIIOTB30BAaHUEM CHCTEMBI
«PGP»

3ansaTne 4 IlpuMmeHeHue chenUaIU3UPOBAHHBIX CpeACTB opranu3amuu VPN Ha mnpumepe
«OpenVpn» CriocoOsI 3alIUThI TPOTPaMM OT TU3aCCEMOTUPOBAHUS

2.3.4 IlpuMepHasi TeMATHKA KYPCOBBIX padoT (IIPOEKTOB)
KypcoBsie paGoThI (POEKTHI) HE MPETYCMOTPEHBI YICOHBIM IIJITAHOM.

2.4 TlepeyeHb y4eOHO-METOANYECKOT0 O0ecreyeHus JJIs1 CAMOCTOATEIbHOM padoThI
o0yuyaromuxcs Mo JMCUHUIIHHE (MOAYJII0)

[Tepedenb yueOHO-METOIUYECKOTO OOECTICUSHHSI TUCIIUTLTAHBI

No Bug CPC IO BBITIOTHEHUIO CAMOCTOSITENIEHOM paboThI
1 2 3
1. | IlpopaGoTka yueOHOro | MeTOmUUECKUE YKa3aHHs 1O BBIMOJHEHUIO CaMOCTOSTEIbHON
(TeopeTH4ecKoro) paboThl oOydarommxcs. YTBepKIeHbl Ha 3acenanuu Coera
pgTepnana 110 TeMme: skoHomMHuueckoro  Qakynpreta @OI'BOY  BO  «KyoI'Y».
BECHUE B

[Ipotokon Ne 8 ot 29 wurons 2017 r. Pexum poctymna:

JUCLUILINH
Y https://www.kubsu.ru/ru/econ/metodicheskie

2. | llpopaGotka y4eOGHOTO | MeTOAMYECKHE YKa3aHHUsS 1O BBITIOJHEHUIO CaMOCTOSITEIBHOM

(TeopeTiyeckoro) paboTsl oOyudaromuxcs. YTBepxkaeHb! Ha 3acenanuu CoseTa

MOaTepnana 1o TeMe- skoHOMHYeckoro  (akynmprera @DI'BOY BO  «Kyol'V».
CHOBBI

FOCY/IapCTBCHHOI [Iporokon Ne 8 ot 29 wmrons 2017 r. Pexum poctyma:

HoNuTHKH PD B https://www.kubsu.ru/ru/econ/metodicheskie

oOnactu

WH(POPMAIIMOHHON

0€e30IaCHOCTH




MaTepHasa 1o Teme:
OcHOBEI 00ecrieueHust

[TpopaGoTka  yueOHOro | MeToaM4eckue ykKazaHHs IO BBIMOJHEHUIO CaMOCTOSTEIbHON
(TeopeTutecKoro) paboThl oOydaromumxcs. YTBepKIeHbl Ha 3acenaHuu Coera
MaTepHara 1o Teme: skoHOMHuUeckoro  ¢akymetrera DPI'BOY  BO  «Kydl'Y».
Wudopmanmonnas

Boiina [Iporokon Ne 8 ot 29 wmwona 2017 r. Pexum poctymna:

https://www.kubsu.ru/ru/econ/metodicheskie

[Ipopabotka y4ebHOro | Meroquueckue yKa3zaHHs MO BBITOJHEHUIO CaMOCTOSTEILHON
(TeopeTuyeckoro) paboTsl oOydaromuxcs. YTBepxkaeHs! Ha 3acenanuu CoseTa

skoHOMHUUYeckoro  ¢akymereta DPI'BOY BO  «Kydol'Y».
IIpotokon Ne 8 or 29 wurona 2017 r. Pexum npocryna:

3ananuii (ITogroroBka
JIEJIOBOM UTPBI
«3ammura

WH(POPMAITMOHHON : )

6E30MACHOCTH https://www.kubsu.ru/ru/econ/metodicheskie

KOMIIBIOTCPHBIX CUCTEM

(KC)

Brinonnenue Meroanueckue yka3aHus IO BBIIOJTHEHHIO CaMOCTOSTEIBHOM
UHAUBHYalbHbIX paboThl oOyudaromuxcs. YTBepikaeHbl Ha 3acenanuu CoeTa

skoHOMHUUYeckoro  ¢akymerera DPI'BOY BO  «Kydl'Y».
[Ipotokon Ne 8 ot 29 wurons 2017 r. Pexum poctyma:
https://www.kubsu.ru/ru/econ/metodicheskie

nHbopmaru
IPEIPUITHS )

Y4eOHO-MeTOqUeCKne MaTepHajbl JUIsi CAMOCTOSTEIBHONH paboThl OOydarommxcs H3
YHCIIa MHBAIMIOB | JIMI] C OTPaHMYSHHBIMU BO3MOXKHOCTSIMH 3710poBbsi (OB3) npenocrapnsrores
B (popMax, aJanTHPOBAHHBIX K OTPAHUUYCHUSAM HX 3I0POBbS U BOCHIPUSATHS MH(OpMAIIUH:

JInst I ¢ HapyHIeHUSIMH 3PEHUSL:

—B MEYaTHON (OpPME YBEITHMUYCHHBIM IIPUPTOM,

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA.

JI1s AL ¢ HapyleHUsIMU CITyXa:

— B Ie4aTtHo# (opme,

— B (popMe 2IEKTPOHHOTO JOKYMEHTA.

Jnst n ¢ HapyHIEHUSIMH OTTIOPHO-/IBUTATEIHOTO amiapara:

— B Ie4aTtHou (opme,

— B (hopMe PIIEKTPOHHOTO JTOKYMEHTA,

JlaHHBII TIepeYeHb MOXET OBITh KOHKPETH3MPOBAaH B 3aBUCHMOCTH OT KOHTHHICHTA
oOyJarommxcsl.

3. O6pa3oBare/ibHbIE TEXHOJOTHH.

B npomecce u3ydeHus: TUCIMIUIMHBI UCTIONB3YIOTCS COBPEMEHHBIE (POPMBI MPOBEACHUS
3aHATHHA. JleMOHCTpalMOHHBIE MaTepualibl IMpeACTaBlIeHbl B (OpME HHTEPAKTUBHBIX
IIPE3CHTALMA IO TeMaM JIEKIMOHHOro Kypca. Komiuiektsl cxem k Temam «BBenenue B
IUCUMIUIMHY », «OCHOBBI TocydapcTBeHHOW monuTuku PP B obmactu uHOpMAIMOHHOM
6e3onacHoctn», «WHpopmannonHas BoHHa», «OcHOBB  obecnedeHuss HHGOPMAIMOHHOMN
6e3omacHocTH KoMIbIoTepHBIX cucteM (KC)y,.

Pa3naTounble MaTepuanbl HCIONB3YIOTCS B MPOLECCE JIEKIMOHHBIX M MPAKTHYECKUX
3aHATUN JJI HAIJIIHOM IEMOHCTpALMK T€X WIN UHBIX ACTIEKTOB IIPUKJIAJHOTO UCCIIEI0BaHUS.

[TpumepHas Moaelb CiIyX0 IpeanpUsTUs Ui OJTOTOBKU JEJIOBOM UTPHI.

[IpoexT nenoBoii urpsl «3ammTa HHGOPMALUHU TPEATIPUITUS

Jlexnusa-nuanor. Conep:kaHue IMONAETCS YEPE3 CEPUI0 BOIIPOCOB, HAa KOTOPBIE CIyNIaTelb
JIOJDKEH OTBEYaTh HEMOCPEJICTBEHHO B XOJ€ JIEKIMH. K 3TOMy THIly NpPUMBIKAET JIEKIHS C
PUMEHEHUEM TEXHUKHU 00paTHOM CBS3H, a TAK)KE IPOrpaMMUPOBAHHAs JIEKINS-KOHCYIIbTALUS;

[TpoGrnemHas NeKIus HAYMHAETCS ¢ BOIPOCOB, C IIOCTAHOBKHU MPOOJIEMBI, KOTOPYIO B XOJI€
U3JIOKEHUsT MaTepuaia HeoOxoauMo pemuTb. [IpobieMHbIe BOMPOCH OTIAMYAIOTCS OT HE
poOJIEMHBIX TEM, YTO CKpbITas B HUX MpoOiieMa TpeOyeT He OJHOTHITHOTO pEIlIeHHs], TO eCTh,
TOTOBO CXeMBbI PELIeHHsI B POILLIIOM OIIBITE HET.



Jlekuuu-aManoru W MpoOJeMHbIE JIEKIMU TIO3BOJIIOT BKIIOYATh HMHTEPAKTUBHBIE
3JIEMEHTHI B MPOLIECC MPENoaBaHusl, ClIOCOOCTBYIOT IPUOOPETEHUIO HE TOJBKO 3HAHUI MO TeMe
JIEKLMH, HO ¥ HaBBIKOB MCCJIE0BATEIbCKON U aHAIMTUUECKOH 1€ATENbHOCTH.

Jlexiun B (opMe mNpe3eHTalMHu C KCIOJIb30BAHUEM MYIBTUMEIUHHON ammapaTypbl
obecrieunBarOT 0ojiee BBICOKHI YPOBEHb MOHMUMAHUS CIOXHBIX CTPYKTYpP, CXEM B3aWMOCBS3EH
OTAENBHBIX AJIEMEHTOB.

JlaGopaTopHble 3aHATHS MPENNoIaraloT OpraHU3alMio0 BBHIIOIHEHUS 33JaHUs MO MOHMCKY
WM PEUIeHUI0 KOHKPETHOW 3aJaud ¢ ucnoiab3oBaHneM [I9BM mo otnensHBIM BOIIpocam, 4TO
criocoOcTByeT (popMupoBaHHio Oosiee TITyOOKHX 3HAHUM MO TeMe, a TaKKe Pa3BUTHIO HABBIKOB
MOMCKa, aHATN3a HeOOX0MMON HH(OPMAITUH, HABBIKOB MTYOJIMYHOM 3aIIUTHl CBOCH MMO3HIIHH.

WuTepakTuBHbIE 1 MHPOPMAIIMOHHO-KOMMYHHUKATUBHBIE 00pa3oBaTeIbHbIE TEXHOJIOTHUH,
UCIIOJIb3yeMble B ayIWTOPHBIX 3aHATHUAX, B COYETAHUU C BHEAYyIUTOPHOM paboTOi CO31aloT
JOTIOJIHUTENIbHBIE  YCIIOBHSL ~ ()OPMHUPOBAHHMSI M pPa3BUTUSL  TpeOyeMbIX  KOMIIETEHIUH
o0yJaroImmxcsl, MOCKOJIbKY TIO3BOJSIIOT 00€CleYuTh aKTUBHOE B3aUMOJEHCTBHE  BCeX
YYaCTHUKOB. DTH METO/IbI CIIOCOOCTBYIOT JIMYHOCTHO-OPHEHTUPOBAHHOMY TTOJIXOTY.

Jl1s MHBaNMUIOB M JIMII C OTPAHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI YCTaHABIUBACTCS
0COOBI TOPSIIOK OCBOEHHUS YKa3aHHOM JTUCHMIUIMHBL. B oOpasoBatenbHOM mpolecce
UCIONIb3YIOTCSI  COLMATIbHO-aKTUBHBIE M pe(JIeKCUBHBIE METOAbl OOy4YeHUs, TEXHOJOTUH
COLMOKYJBTYPHOH peadWInTalMy C IeNbl0 OKa3aHWs MOMOIIM B YCTAHOBJICHUU IOJIHOLIEHHBIX
MEXJIMYHOCTHBIX ~ OTHOIIEHMH €  JIpYyTMMHM  CTYA€HTaMH, CO3JaHUU  KOMQOPTHOTO
NICUXOJIOTUYECKOr0 KJIMMara B CTYJICHUYECKOM Trpynme. Brleo3HaueHHble 00pa3oBaTelbHbIE
TEXHOJIOTUM JaloT HambOosee 3(QeKkTUBHBIE pe3yiabTaThl OCBOCHHS AMCHUIUIMHBI C IMO3ULUIN
aKTyaJU3allMi  COAEP)KAaHUsl TEeMbl 3aHATHS, BBIPAOOTKM TMPOJYKTUBHOTO  MBILUICHUS,
TEPMHUHOJIOTUYECKOW TPAMOTHOCTH W KOMIIETEHTHOCTH OOy4aeMOro B AacleKTe COLHUaIbHO-
HalpaBJICHHON TMO3WIMM OyIyllero Ccrenuagiucra, ¥ MOTHUBAlMM K HWHULIUATUBHOMY U
TBOPYECKOMY OCBOCHMIO yuyeOHOro wmarepuana. PekoMmMeHganmuu 1O  HCHOJIb30BaHUIO
MHTEPAKTUBHBIX U HMH(DOPMAIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHH OBLIM OCYIIECTBICHBI
COIJIACHO METOAMYECKHX yKa3aHUsIM K mogo0Horo poja pabotam. Pexum pocryma:
https://www.kubsu.ru/ru/econ/metodicheskie-ukazaniya.

WuauBuayanbHble KOHCYJIbTAlMM OOYYArOUIMXCS MPOBOJATCS €KeHelelabHO B (dopme
auanora. J{is nui ¢ orpaHUYEHHBIMU BO3MOYKHOCTSAMH 3/I0POBBSI IPELYCMOTPEHA OpPraHU3ALMS
KOHCYJIbTAllMH C UCIIOJIb30BAHUEM DJIEKTPOHHOM MOYTHI.

4. OueHOYHBIE CPEACTBA AJISl TEKYLIEro KOHTPOJIA YCIIeBAeMOCTH H IPOMEKY TOYHOM
arTrecTaluu.
4.1D0oHA OLIEHOYHBIX CPEACTB [JIsl IPOBEACHHUS TEKYLEero KOHTPOJIS.

Paznen 1. BBenenue B JUCHUILIMHY

INousTHe HarMoHaIBEHON Oe3omacHocTh PO

Buner 6e3onacHocTé

NudopmarmonHas 6e30macHOCTh B CHCTEME HAIIMOHAIBHOUN Oe3omacHocTr PO

Ponp uH(pOpManmoHHON 0€30MacHOCTH B OOECIEUeHUH HAIMOHAIBHON 0e30macHOCTH
rocyapcTBa

Paznen 2. OcHoBbI rocygapcTBeHHOW mOAUTUKHM P® B obnactu uHMOpMalMOHHON
Oe3omnacHoCTU

2.1 Harmmonanensle untepecsl PO B nndopmannonnoii chepe u ux odecrneyenue

2.2 Bunpl yrpo3 nHGOpMaIMOHHON Oe30nmacHOCTH PO

2.3 UcToyHMKH yTrpo3 HHPOPMALMOHHON 6€301MacHOCTH

2.4 OcHOBHBIE HampaBJIeHUs o0ecriedeHus] HHHOPMAITMOHHON O€30MacCHOCTH TOCYIapCTBa



Paznen 3. MudopmanmnonHas BoiiHa.

3.1 MeTtobl U CpeACTBa €€ BEACHUS

3.2 UndopmanmonHas 6€30nacHOCTb U HH()OPMAIIMOHHOE TPOTUBOOOPCTBO

3.3 UudopmarmionHOe OpyKue, ero KiracCu(puKaIms 1 BO3MOKHOCTH

3.4 Obecnieuenne HH(POPMALMOHHON 0€30MaCHOCTH OOBEKTOB MH(POPMAITMOHHON Cepsl

rocyJiapcTBa B yCIOBUAX WH()OPMAITMOHHONW BOWHBI

Paznen 4. OcHoBBl  oOecrnieueHHs MHPOPMAIMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX

cuctem (KC)

—

v 0 =2

10.
I1.
12.
13.
14.

15

16.
17.

18

4.1 Opranu3aioHHO-IIPaBOBBIE OCHOBBI HH(OpMaMOHHOH Oe3omacHocTH KC
4.2 OpraauzanimoHHO-TexHu4Yeckre ocHoBbl Ib KC

4.3 AnmnapatHo-niporpammHbie cpeacTBa odecneuenus Ub KC

4.4 OcuoBbl koMIuiekcHOTO obecnieuenus b KC

4.2 ®oH/ OLICHOYHBIX CPEACTB /ISl IPOBEACHUS MPOMEKYTOYHOM aTTeCTALMH.
Bompocs! k 3auety

NudopmarmonHas 6€30macHOCTh YeJIOBEKa U 00IIEeCTBAa M TOCY/IapCTRA.

YpoBHHM 321U THI HH()OPMAIIMOHHBIX pecypcoB. [Ipu3Haku, CBUIETENbCTBYIONIUE O
HAJIMYUHU YS3BUMBIX MECT B MH(OPMAIIMOHHOM 0€30IacHOCTH.

KOMHI)IOTepHI)Ie MMPECTYIJIICHUA. OcHOBHBIE TEXHOJIOTNH, UCIIOJB3YIOIUCCA IIPpU
COBCPHICHUH KOMIIBFOTCPHBIX HpeCTYHHeHHﬁ.

OObekThI 3amuThl HHGOpMaIUU. 3amuTa HHGHOPMAIIUU OTPAaHUYEHHOTO JOCTYIIA!
roCy/IapCTBEHHAsl TallHa, KOMMEPUYECKas TailHa.

OcHOBHbBIE KaHAJbl YyTEUKH UH(OpMAIUHU. 3aIIUTa OT YTEUKU HHPOPMAITUH T10
TEXHUYECKUM KaHaJaMm.

Merto/bl ¥ CpeiCTBa 3alIUThl HHOOPMAIUH.

Copneprxanue crioco0oB 1 cpecTB oOecrieueHns 6€30MacHOCTH HH(OpPMAIIHH.
Peanu3anust METOI0B ¥ CPEACTB 3aIUTHI HHPOPMALIUH.

CpezncTBa Ono3HaHUS M pa3rpaHUYCHUS TOCTYNA K HHpOpMAaLny.
Kpunrrorpadus. CuMMeTpHYHbIE KPHITTOCHCTEMBI.

Kpunrorpadus. AcuMMeTpuyHbBIE KPUITOCUCTEMBI.

0O630p u KnaccuduKalys METOA0B HHUPPOBAHUS UHPOPMALIIH.
DIEKTPOHHO-ITU(POBAS MTOJIIHUCH.

OcHoBuble anroputmsl mrppoBanus faHabx: [OCT.

. HpaBOBLIe CpeacTBa 3allIUThI I/IH(I)OpMaI_II/II/I. 3ElH_[I/ITa IpOorpaMMHBIX IPOAYKTOB.

ABTOpPCKO€E PaBO.
BaHII/ITa JaHHBIX B aBTOHOMHOM KOMIIBIOTEPC.

BaH_[I/ITa JaHHBIX B BBIYHUCIIUTCIIBHBIX CCTAX.

. Pa3pa60TKa CETEBBIX ACIIEKTOB IOJUTUKH OC30IIaCHOCTH.



19. 3amura JaHHBIX B BBIYUCIUTENBHBIX CeTsIX. MexceTeBble dkpaHbl. CKaHEepBhI.
20. IToka3zaTenu OIEHKH TIOCTOBEPHOCTH (0€30IMO0UYHOCTH) TIEpeIaul JaHHBIX B CETAX.

21. MeTozpl B3JIoMa KOMITBIOTEPHBIX CHCTEM: aTaKW Ha YPOBHE ONEPAIMOHHBIX CUCTEM,
aTaKu Ha YPOBHE MPOTPAMMHOT0 00ECIICUCHNsI, ATAKA HA YPOBHE CUCTEM YIIPABIICHUS
0a3zaMu TaHHBIX.

22. [TaposibHas 3amMTa ONEPAMOHHBIX CUCTEM.
23. IlaposbHbIE B3IIOMIIHUKH.

24. TloHsaTre yrpo3bl. AHAINU3 yrpo3 HHPOPMAIIMOHHOW 0e30nmacHOCTH. Bub
CHAPYIITUTEIICH.

25. CtpykTypH3aius MeTo10B o0ecrieueHus: HHPOPMAIIMOHHOM 0€30MacHOCTH.
26. OCHOBHBIE METO/BI peaTu3aIui yrpo3 HHHOPMAITMOHHON 0€301TaCHOCTH.

27. OcHOBHBIE IPUHLIUIIBI 0OeCTIeYeHNsI HHPOPMAITMOHHON 0€30MaCHOCTH B
aBTOMAaTH3MPOBAHHOM CHCTEME.

28. IlpuumnHbl, BUABI U KaHAJIBI YTEUKH HHPOPMALIHH.

29. MeTtoapbl NOCTPOEHHUS 3AIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.

30. [Nonutuka 6e3omacHOCTH. OCHOBHBIE THIIBI MTOJUTHKH O0€30MaCHOCTH.

31. [lonuTuka 6e3onacHocTH. Mojenu 6e30macHoCTH.

32. Cranznaptsl HH(GOPMALMOHHOM 6€30MaCHOCTH.

33. IIpaBoBoe obecnieyeHue 3amuThl HHGopManuu. HopMaTuBHBIE TOKYMEHTHI.
34. Pa3pymiaroniye mporpaMMHbI€ BO3JACHCTBHS: BUPYCHI U 3aKIaIKH.

35. AHTUBHpYCHBIE CPE/ICTBA.

36. Ilcuxomornyeckue acreKThl HHPOPMAIIMOHHOW 0€30MaCHOCTH OpPTraHU3aINH.

OneHouHble cpeAcTBa Ui WHBAIMAOB M JIMII C OIPAaHUYEHHBIMH BO3MOXKHOCTSIMH
3JI0POBBS BEIOUPAIOTCSI C YUETOM UX UHIUBUAYAIbHBIX MCUXOPU3NYECKUX OCOOCHHOCTEH.

— TpU HEOOXOAMMOCTH HWHBAIWAAM W JIMIAM C OTPAHUYEHHBIMH BO3MOXKHOCTSAMHU
3JI0POBBS PEOCTABISAETCS JOMOTHUTENBbHOE BpEMS IS MTOJITOTOBKU OTBETA HA HK3aMEHE;

— MIpH MIPOBEIECHUM MPOLENYPhl OLIEHUBAHUS PE3YAbTATOB OOyUEHHs] MHBAINIIOB U JIUI] C
OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0OPOBBS MPEIyCMATPUBAETCSI MCIOJIb30BAaHHE TEXHUUECKUX
CpeACTB, HEOOXOMMBIX MM B CBSI3U C UX MHAMBHIYaTbHBIMH OCOOCHHOCTSMU;

— MpU HEOOXOTUMOCTHU JIJIsl 00yUaIoIUXCsl C OTPAaHMYEHHBIMUA BO3MOXXHOCTSIMU 3/10pPOBbS
U UHBAJIUAOB TMIpOLEAypa OLICHUWBAHHUA pe3yJbTaToB OOY4YEeHHUs 10 JAUCHUILUIMHE MOXKET
IIPOBOJIUTHCS B HECKOJIBKO ATATIOB.

[Iponenypa oueHuBaHUS pe3yabTaTOB OOY4YEHHs WHBAJIUAOB U JIUI[ C OIpPAaHHMYCHHBIMH
BO3MOKHOCTSIMU 37I0POBbsSI MO JUCHUIUIMHE (MOJIYNIO) TpeaycMaTpUBaeT NpeAoCTaBlIeHUE
uHpopmaru B (opMax, aJanTUPOBAHHBIX K OrPAaHUYEHHUSM HX 3[0POBbS U BOCIPHUSATHA
nH(bOopMaIuu:

Jlig 1 ¢ HapyIIEeHUsIMU 3pEHUS:

— B IIeYaTHOM (opMe YBEIHMUEHHBIM LIPUPTOM,

— B (popMe 2IEKTPOHHOTO JOKYMEHTA.

Jlns man ¢ HapylmeHUsIMHE ciTyXa:

— B Ie4aTHOH (opme,



— B (popMe 2IEKTPOHHOTO JOKYMEHTA.

Jnst muu ¢ HapylIeHUsIMM OTIOPHO-BUTATEIBLHOTO aIlapara:

— B Ie4aTHOH (opme,

— B hopMe IIEKTPOHHOTO JOKYMEHTA.

JlaHHBI TIepeueHb MOXET OBbITh KOHKPETU3UPOBAaH B 3aBUCHMOCTH OT KOHTHHIEHTa
oOyJaromuxcs.

5. [lepeyeHb OCHOBHON M JONOJTHUTEIbHON YUeOHOI JTUTepaTypbl, HEOOX0AMMOM 1151
OCBOCHHS JUCHUIIMHBI (MOLYJISA).

5.1 OcHoBHas JquTeparypa:

1. Hecrepos, C.A. Nudopmannonnas Ge3omnacHoCTh : yueOHUK U mpakTukym / C. A.
HectrepoB. — M. : UznmarensctBo HOpaiit, 2018. — 321 c¢. — Pexum nmoctyma : www.biblio-
online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7

2. Moo N.1. Undopmannonnas 6e3onacHocTh : yued. mocodbue / TJI. Ilapreika, 1.W.
[TomoB. — 5-e u3n., nepepad. u gon. — M. : ®OPYM : UHOPA-M, 2018. — 432 c. — Pexum
noctyna: http://znanium.com/bookread2.php?book=915902

3. bapanosa E.K. Undopmanmonnas 6e30macHOCTh M 3amura HHGopMaruu: YdeOHOe
nocobue / bapanosa E.K., Babamr A.B., - 4-e u3z., mepepab. u gom. - M.:M1[ PUOP, HUI]
NHOPA-M, 2018. - 336 c¢. — Pexum gocrtyma: http://znanium.com/bookread2.php?
book=957144

Jlnst ocBOEHMST TUCIMIUIMHBI MHBAJIUIAMU U JIUIIAMU C OTPAHUYCHHBIMUA BO3MOKHOCTSIMU
3IOPOBBSl MUMEIOTCS W3/aHUS B DJIEKTPOHHOM BHJIE B JIIEKTPOHHO-OMOIMOTEYHBIX CHCTEMaXx
«YHHUBEPCHUTETCKAsI OMOIMOTEKA OHJIAWH.

MuoroypoBHeBass cucrema HaBurauuu OBC 1MO3BONSET ONEpaTUBHO OCYUIECTBISATH
MOUCK HYXXHOTO paszfena. JIMuHbIi KaOWHET WHIAUBUAYATU3UPOBAH, TO €CTh KaXKIbIH
MOJIb30BATENh UMEET JIMYHOE MPOCTPAHCTBO C BO3ZMOXKHOCTBIO OBICTPOTO JOCTYIMa K OCHOBHBIM
CMBICIIOBBIM Y3JIaM.

I[Ipu drenum wmacmtad CTPaHUIBI MOXHO YBEIUYHTh, MOXHO HCIIOJIB30BaTh
MMOJIHODKPAHHBI  PEKHUM  OTOOpaKEHWsS KHUTH WM BKJIIOYATH O3BYYMBAaHUWE TEKCTa
HEIMOCPEACTBEHHO C caiiTa MpU NOMOLIM MPOrpaMM SKPAHHOTO JIOCTYIa, Hampumep, Jaws,
«Balabolkay.

CkaunBaemble (QparmMeHTel B (opmare pdf, coxmepkaimiye TMMOATEKCTOBBINM CIIO,
JIOCTAaTOYHO BBICOKOTO Ka4eCTBa M MOTYT HCIOJIb30BaThCA TU(IOMpOrpaMMaMu JIJIsl TOJIOCOBOTO
O3BYYHMBAHHS TEKCTOB, OBITh 3arpykeHbl B TH IOMIEEPhl (YCTPOUCTB I MPOCIYIIUBAHUS
KHHUT), @ TAaK)Ke CKOMUPOBaHbI Ha JIF000€ YCTPOICTBO st KOMPOPTHOTO YTEHUSI.

B OBC npencraBnena Meanareka, KOTopasi BKIIOUaeT B CeOsl pa3MUYHbIE TEMATHYECKUE
ayIM0 KHUTW pa3nuuHbiX u3aarenbCcTB. KoHTeHT OBC aKkTHMBHO NOMOJHSETCS KHUTaAMU U
y4eOHHKaMH B MEXIyHApOJTHOM CTaHAapTH3UpoBaHHOM (hopmate Daisy /uist He3ps4uX, OCHOBY
KOTOPOT'O COCTABJISIIOT THOKAsl HABUTAIIMS U 3aIIUIIIEHHOCTh KOHTEHTA.

5.2 lonosiHUTE IbHAS JINTEPATYPA:

1. I'pumnna H.B. Undopmanmonnast 6e3omacHOCTh npeanpusaTus: YuyebHoe mnocodue /
I'pummmna H.B., - 2-e uzn., non - M.:®@opym, HULl UH®PA-M, 2016. - 240 c. — Pexum
noctyna: http://znanium.com/bookread2.php?book=544554

2. Hlanbrua B.®. MHpopmaimonHas 0e30MacHOCTh KOMITBIOTEPHBIX CHCTEM U CeTel :
yueb. nocodue / B.®. llanprun. — M. : U] «®OPYM» : UHOPA-M, 2017. — 416 c. —
Pexum moctyna: http://znanium.com/bookread2.php?book=775200

3. Menaryassa M.B. OcHOBHBIE MOJOXKEHUST HHPOPMAIMOHHON 0€30macHOCTH : yueO.
noco6ue / B.S. Umeiinos, M.B. Meuaryusa. — M. : @OPYM : UHOPA-M, 2018. — 208 ¢c. —
Pexum noctyna: http://znanium.com/bookread2.php?book=927190


https://biblioclub.ru/index.php?page=podcast_red

4. HectepoB, C.A. OcHoBBI HH(OPMAIIMOHHOM Oe3omacHOCTH : yueOHoe nocobue / C.A.

HectepoB ; MunuctepctBo oOpazoBanus u Hayku Poccuiickoit ®eneparuu, CaHKT-
[TetepOyprckuii  rocynapcTBEHHbIN MONUTEXHUUECKUH yHuBepcuteT. - Cankr-IlerepOypr
N3narensctBo [lomurexHuueckoro ynuBepcurerta, 2014. - 322 c¢. — Pexum pocryna:

http://biblioclub.ru/index.php?page=book&id=363040

5. Kparkwuii S>HIMKIOMETNYECKHI CIIOBaph 10 HH(POPMAIIMOHHOM 0€30MacHOCTH : CIIOBApPh
/ coct. B.I'. loxnukos, M.U. Canran. - Mocksa : Oueprus, 2010. - 240 c. — Pexxum nocryma:
http://biblioclub.ru/index.php?page=book&id=58393

5.3. [lepuonnuyeckue U3IaHUA:
Kypnansi:

- Kommnbrorepllpecc;

- [IporpamMMHBIe TPOAYKTHI U CUCTEMBI,
- Undopmanius 1 6€301acHOCTS;

- Undpopmannonnas 6€30macHOCTb.

6. Ilepeyenr pecypcoB  HHGOPMALMOHHO-TEJEKOMMYHUKAIIMOHHON  CeTH
«/HTepHeTY», HEOOXOAUMBIX JJI OCBOCHMS JUCUMILIMHBI (MOLYJIs1).
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9
http://www.securrity.ru/articles/196-ederal law_of the information security.html
http://www.scrf.gov.ru/documents/5.html
https://www.securitycode.ru/products/demo-versions/
https://addons.mozilla.org/ru/thunderbird/extensions/
http://free-vpn.ru/openvpn.html

7. Meronuuyeckue YyKa3aHUSA JIA OO0y4alOUIUXCH 10 OCBOCHHMI0 JUCUMILIHHBI
(monyas).

CamocTtosiTenpbHass paboTa TpeaycMaTpuBaeT CaMOCTOSITEIBHOE OCBOEHHE OT/IEIbHBIX
BOMPOCOB | MpoOJieM B pamMKax yueOHOW MUCIHIUTUHBL B mpoiiecce caMOCTOSTENBHON paboThI
CITyIIaTeNI 3HAKOMSITCS C COACp)KAaHWEM HAyYHBIX CTaTe W MOHOTpa(uil, COCTABISIOT TE3UCHI,
OCYHIECTBIISIIOT MOATOTOBKY K CEMHUHAPCKUM 3aHSITHSAM, OMHUPAsICh HA CIHCOK JIUTEpPATypbl U
JOTIOJTHUTEJIBHBIC CITUCKHU K TEMaM CaMOCTOSITEIbHON MTOATOTOBKH.

Bomnpocsl, BBIHOCUMBIE Ha CAMOCTOSITEIbHOE U3YYEHHE.

Hoxtpuna Poccuiickoit @enepanuu.

OCHOBHbIE HOPMATHBHBIE PYKOBOJAIIME JOKYMEHTHI, KaCaloIIMecs TOCyIapCTBEHHOU
TaliHbI, HOPMATUBHO-CITPABOYHBIE JOKYMEHTHI.

OO0mue BOMPOCHl OpraHU3allii MPOTUBOACUCTBUS TEXHHUYECKOW pa3BeIKe; OCHOBHBIE
OpTraHU3allMOHHBIE M TEXHUYECKUE MEPONPHSITHS, HWCIONb3yeMble JJISI TPOTUBOJCHCTBUS
TEXHUYECKOHN pa3BEIKe.

Metoasl M CpeaCcTBa 3alIUTHI PEKUMHBIX OOBEKTOB OT YTEUKH KOH(PHUICHIIUATHHOU
uHbOpMAIMU TI0O TEXHHYECKUM KaHalaMm; (U3HUECKhe OCHOBBI 00pa3oBaHHs MOOOYHBIX
ANEKTPOMArHUTHBIX M3JIYICHUH OT TEXHUYECKUX CPEJICTB; KaHAIBI YTEUKH WH(OOpPMAITIT

OcHOBHBIE JTalbl KU3HEHHOTO IUKIa BHPYCOB. OOBEKTHl BHEAPEHUS, PEKUMBI
(YHKITMOHUPOBAHUS W ClielMaibHble (pyHKIMH BUpYcoB. Cxembl 3apakeHust ¢anmoB. CxeMbl
3apakeHus 3arpy34ukoB. CrmocoObl MAacKHpPOBKH, HCMOIb3yeMble BHpycaMu. Knaccuduxarms
KOMITHIOTEPHBIX BUPYCOB. O0IIIasi OpraHu3anus 3aiThl OT KOMIIBIOTEPHBIX BUPYCOB.

CrnocoObl  3alIUTBl  OT  HECAHKIMOHHPOBAHHOTO  WCIOJB30BAHUS  OCTATOYHOMN
nHpopmaruu. Mcnonp3oBanue CieMaM3uPOBAHHBIX MMPOTPAMM 10 YHUYTOKEHUIO OCTAaTOYHBIX
naHHbIX. CrienuanbHbIe PeXUMBI M1 OCOOEHHOCTH MM(POBAHUS NAaHHBIX B PEXKHME PEATbHOTO
BPEMEHHU C BO3MOXXHOCTh MTHOBEHHOTO YHUYTOKCHHUSI TAHHBIX.

Takconomus HapyleHu HHPOPMAIIMOHHON 0€30MaCHOCTH BHIYUCIUTENHFHOM CHCTEMBI U
MIPUYHHBI, 00YCITaBIUBAIOIINE X CYIECTBOBAHNE


http://www.scrf.gov.ru/documents/5.html
http://www.securrity.ru/articles/196-federal_law_of_the_information_security.html
http://mk-company.ucoz.ru/index/informacionnaja_bezopasnost/0-9

ba3oBble 3Tarbl NOCTPOEHMSI CUCTEMBI KOMIUIEKCHOM 3aIlUThl BBIYMCIUTENBHBIX CHCTEM.
AHanmu3 Mojeneld HapymwmTens. YTIpo3bl HH()OPMAIMOHHO-MPOTPAMMHOMY  OOECTICUCHHIO
BBIYUCIIUTEIbHBIX CUCTEM U MX KJIaCCHU(UKAIIHA.

Ucnonp3oBanne PGP Desktop 9.5 beta demo, Secret Net demo, Mozilla Thunderbird c
nonoiaHenueM Enigmail (free), OpenVPN (free).

Meroas! U cpeAcTBa OIrpaHUYEHUS AOCTYyNAa K KOMIIOHeHTaM DBM, Hafe:KHOCTh CpescTB
3alIMThl KOMIIOHEHT; METOJbl M CpEACTBA MPUBA3KH MPOrPAaMMHOIO OOECIeYeHUs K
anmnapaTHOMY OKPY)KEHUIO U (PU3MYECKUM HOCHUTENSIM; METO/IbI U CPEJICTBA XPAHEHUS KIIIOUEBOM
uHpOpPMaLUU

B ocBoeHMM AMCLMIIIMHBI MHBAJUAAMH U JIMLAMHU C OTPAHUYEHHBIMU BO3MOXKHOCTSIMH
3I0pOBBSl OOJBIIOE 3HAYEHHWE HMEeT WHAMBHIyallbHas ydeOHas paboTa (KOHCYJIbTAllUU) —
JIOTIOJTHUTENIbHOE pa3bsiCHEHHE yueOHOro MaTepHara.

WuauBuayanbHble KOHCYAbTAMM [0 MPEAMETY SBISIIOTCS BaXXHBIM  (PaKTOpOM,
CMOCOOCTBYIOIIMMHU MHIUBUIYATH3AMH O0YyUEHUS U YCTAHOBJIEHUIO BOCITUTATEILHOTO KOHTaKTa
MEXIy IMpernojaBaresieM U OOy4yaloUIMMCs HWHBAJIMIOM WM JIMLIOM C OrpaHUYE€HHBIMH
BO3MOKHOCTSIMU 3/I0POBBSI.

8. Ilepeyenbr MHGPOPMANMOHHBIX TEXHOJIOTHH, HCMOJIb3YeMbIX NMPH OCYLIECTBJICHUHN
00pa30BaTeJILHOIO MpoIecca MO JUCHUIINHE (MOLYJII0).

8.1 Ilepeyenb MH(pOPMALMOHHBIX TEXHOJIOTHH.

CxkopocTtHoii noctym k cetu Matepuer (10 MOuT/C), 9TO Ja€T BO3MOXKHOCTD CTYJICHTAM U
COTPYIHUKAM CBOOOJHO MOJIb30BATHCS HHPOPMAIIMOHHBIMU CETSIMU Pa3IUIHOTO YPOBHSIL.

JlokanbHbBIE ceTH (Z1B€), 4 KOMIBIOTEPHBIX Kiacca, BKItovaronmx 67 padounx mect IBM
PC coBMecTUMBIX KOMITBIOTEPOB, OCHAIIICHHBIX COBPEMEHHBIM MPOTPAMMHBIX 00ECIICYCHUEM U
BBIXO/IOM B WH()OPMAIIMOHHO-KOMMYHHUKAITMOHHYIO 00pa30BaTeNIbHYIO cpefy, B T.4. Moodle.

8.2 IlepeyeHb HEOOXOAMMOT0 MPOTrPAMMHOI0 OOecIeYeHu .
Microsoft Windows 10 , Microsoft Office Professional Plus, ABBYY FineReader 9.0,
ABBYY PDF Transformer

8.3IlepeyeHb HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEM:

1. Dnextponnas 6ubmoreuynas cuctema eLIBRARY.RU (http://www.elibrary.ru)/

2.0nexTpoHHas OWOIMOTEYHass CHUCTeMa «YHHBEpCUTETCKash OHOIMOTeKa OHJIAH»
(http://www.biblioclub.ru)

3. DnexktponHas 6ubmmoreunas cucreMa«tOpai» (https://biblio-online.ru)

4. DnextponHas 6ubanoreunas cucrema «ZNANIUM.COM» (http://znanium.com)

5. DnexTpoHHas OubnmoreuHas cuctema usnarenscrsa «Jlanb» (https://e.lanbook.com)

9. MarepuajibHo-TexHH4YecKass 0a3a, HeoOxoauMasi [JJIsl  OCYLIECTBJICHUS
o0pa3oBaTe/IbHOrONpoIEecca M0 AUCHUILTHHE (MOTYJII0)

MaTepI/IaHBHO-TeXHI/I‘ICCKOC obecrieueHue JAUCIHHITIINHBI

No Bun pabor
(MOMyJIsl) M OCHAIIEHHOCTh

1. JIEKITMOHHEIE 3aHATHUSA Jlexunonnas aymuropust 520A, 207H, 208H, 209H, 212H,
214H, 201A, 205A, 4033JI, 4038JI, 4039JI, 5040JI, 5041JI,
5042J1, 5045J1, 5046JI, ocHamieHHass NOpe3eHTAMOHHOM
TEXHUKOM  (IIPOEKTOp, JKpaH, KOMIIBIOTEP/HOYTOYK) U
COOTBETCTBYIOIIIMM  mporpaMMmHbIM  obecrnieueHuem  (I10)
MicrosoftOffice.

2. Cemunapckue 3anstus | CneunansHoe nomemenune 2026J1, 2027J1, 4034JI, 4035J1,
HE npenycmotpensl | 4036J1, 5043J1, 201H, 202H, 203H, A203H, ocHameHHOe




y4eOHBIM IIJIAHOM

MPE3CHTAI[MOHHON TEXHUKOM (IPOEKTOp, JKpaH, HOYTOYK) M
MPUKJIAIHBIM TTporpaMMHBIM oOectieuenueM (MicrosoftOffice),
a taxke aymuropun A208H, 202A, 210H, 216H, 513A, 514A,
515A, 516A.

JlaboparopHbie Jlabopatopust  201H, 202H, 203H, A203H, 205A,

3aHSTUS YKOMIUIEKTOBAaHHAsl ~ CHEIHAIM3UPOBAHHONW  MeOenplo |
TEXHUYECKUMHU cpencTBamMu  oOydeHus. Paboume wecra,
MOJIKJTIOYEHBI K JIOKAJIbHOM CeTH (akynbTeTa, UMEIOT JTOCTYI K
rino6anpHOM cetu MHTEpHET.

I'pynimoBsie Aynutopus 224

(MHIUBHUTyaTHHBIC)

KOHCYJIbTAIlUU

Texymmmi KOHTpoOsb, | Aymutopus  520A, 207H, 208H, 209H,212H, 214H,

IPOMEKYTOUHAS 201A,205A,A208H, 202A, 210H, 216H, 513A, 514A, 515A,

aTTecTaIus 516A,2026J1, 2027J1, 4033J1, 4034J1, 4035J1, 4036JI, 4038JI,
4039J1, 5040J1, 5041J1, 5042J1, 5043J1, 504571, 5046J1, 201H,
202H, 203H, A203H yKOMIUIEKTOBaHHBIC MPE3ECHTAIMOHHOMN
TEXHUKOH (TMPOEKTOp, OKpaH, HOYTOYK) U MPHUKIATHBIM
nporpaMMHbIM obecnieduerneM (MicrosoftOffice ).

CamocTosiTenbHas Kabuner st caMOCTOSATENBbHOM  paboOThl, OCHAIEHHBIN

pabota KOMITBIOTEPHON TEXHUKOM C BO3MOYKHOCTBIO TMOAKIIOYEHHUS K

cetn «lMHTEpHET»,IPOrpaMMOil  3KpAaHHOTO YBEIMYEHUS U
0o0ecreueHHbI JTOCTYIOM B 3JEKTPOHHYIO HH()OPMALKOHHO-
00pa3oBaTeNbHYIO Cpe/ly YHUBEPCUTETA.




Penensusa
Ha pabovyIo MPOrpaMMy AUCHUILIMHBI (MOIYIs)
«HHO®OPMALIHOHHAA BE30IIACHOCTb»,

JUTs1 OOYYarOIIUXCsl TIO HAIIpaBJICHUIO MOATOTOBKU 38.03.02 Menedicmenm, HanipaBICHHOCTD
(mpodwe)/crienuanu3anys: YpaBieHne MaibiM Ou3HecoM, MeXIyHapOAHBINH MEHEKMEHT
paspadomannylo Ha Kagheope « IKOHOMUKU npeonpuamus, pecUOHAIbHO20 U KA0P08o2o
meneoncmenmay OPI'bOY BO «KybaHcKuit rocyjapcTBEHHBI YHUBEPCUTET
CoctaBurenb: Kana. 5KoH. HayK, TOUEHT Kad. « IKoHOMUKU npednpuamus, pe2uoHanIbHO20 U
Kaopoeozo mMeHeodHcmMenma
KoBasienko Anb0ept BacuibeBny

Pabouass mnporpamma guctmmuHel  «HMH@®OPMAIIHOHHAA BE3OIIACHOCTbh,
IpecTaBiIeHHAs Ha 3KcHepTusy, pazpaboraHa B coorBeTcTBHU TpeboBanusmu ®PI'OC BO mno
HaTPaBICHUIO NOATOTOBKU — 38.03.02 Menedscmenm (xBanudukanus (CTEIICHb) «OaKalaBpy).
B paboueit mporpamme mpeacTaBi€Hbl HEOOXOAMMBIE CTPYKTYpHbIE KOMIOHEHTBI — OT
IIOCTAaHOBKM HIporpaMMmHbIxX 3anad kypca «MH®OPMAIIHMOHHAA BE3OIIACHOCTbD», no
UTOTOBOTO KOHTpOJIA 3HaHM. Paboyast mporpamma BKIIOUaeT B ceOs: LEIH U 3a/1a4d OCBOCHUS
JMCUUIUIMHBL; MECTO AUCHUITUHBI B cTpykType OOII BO; TpeGoBanus Kk pe3yibTaTaM OCBOCHHUS
COJepXaHMsl JUCUUIUIMHBI; HHTEPAKTUBHBIE 00pa3oBaTeibHbIE TEXHOJIOTUHU; OLICHOYHBIE
CpeAcTBa JIi TEKYLIEro KOHTPOJs YCHEBAaeMOCTH M IPOMEXYTOYHOM arTecTanuu; ydeOHO-
MeToAMYecKoe (uTeparypa, MEepUOAUYECKHE HU3JaHMs, MHTEPHET-PECypCchl) MU MaTepUaIbHO-
TEXHUYECKOe 00ecredeHrne JUCIUILTHHBIL.

Marepuansl  paboueit MIPOrpaMMbI coJiepKaTesbHbl, OTpakaloT  TpeOOoBaHUS
oOpazoBarenpHOTro cTanaapra o aucuuriuie KMHO®OPMAIITHOHHAA BE3OITACHOCTb»,
UX COOTBETCTBHUE COBPEMEHHOMY YPOBHIO M TEHACHLMSAM pa3BUTUS HAYKH U MPOHU3BOJICTBA,
paccuuTaHbl Ha AUQepeHInanuo YpoBHS OCBOCHHSI 3HAHUN CTyleHTaMu. PaccmarpuBaembie B
pamMKax JUCHMIUIMHBI 3aJaud, COOTHECEHHBIE C IIOCTABJIEHHBIMHU LEISIMHM, OXBAaTbIBAIOT
OOIEKYNbTYpHBIE U MpodeccHOHAbHbIE KOMIIOHEHTHI JI€ATENIbHOCTH MOJrOTaBINBAEMOTO
cnenuanucta. CoaepKaHME pa3fesioB NpPOrpamMMbl pPACIPENENIEHO IO BHJAM 3aHATHH H
TPYNOEMKOCTH, 4YTO MO3BOJSIET KOMILJIEKCHO PAacCMOTPETh TEOPETUYECKHE M TMPAKTUUECKUE
BOIIPOCBI.

PaGouast mporpamma npeaycMaTpuBaeT HCIOJIb30BAHWE MHTEPAKTUBHBIX (POpPM MpOBEACHUS
3aHATHA B coueTaHud C QopmMamMu OOydyeHMs B paMKax JIEKIMOHHO-CEMHUHApCKON
00pa3oBaTeIbHOM TEXHOJOTHH, a Takxke TexHonoruu oOydenus JIOB3. Coxepikanue paboueii
nporpammbl  aucuuiuiudbel  «MH®OPMAIIHOHHAA  BE3OIIACHOCTbh»  sBasercs
pe3yabTaTOM OCMBICIICHUS Pa3IMYHbIX MTOJIXOJI0B K CUCTEMATU3ALMK 3HAHUN U U3yYEHHUIO Kypca
«HHD®OPMALIHOHHAA BbE3OIIACHOCTbB», marepuan H3JIOKEH IIOJHO, IOCTYIHO U
IPaMOTHO.

Pabouasi mporpamma IUCIMIUIMHBI MOXKET OBITh HCIONB30BaHA B Y4E€OHOM  MpoOIEcce IO
HanpasiaeHuo— 38.03.02 MeHneKMeHT.

Peuenzenr:

Hupexrop OOO «busHec npouecchbnd IIpokypatos JI.I1.
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Peuenzenr:

npodeccop kadeapbl MUPOBON SKOHOMUKH J{ e g Kuzum A A.
U MEHEKMEHTa, S5KoHOMHUYecKuil pakynbreT Kyol'Y ] S



