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1. HACHIOPT PABOYEM IMPOI'PAMMBI YYEFHOM JUCIUTIJINHBI
«MHO®OPMALNOHHASA BE3OITACHOCTb»

1.1. ObsacTh NPpUMEHEHUs IPOrPAMMbI
Pabouas  mporpamma  yueOHOM — gucuuruinHbl  «MHpopMannoHHas
0€30MacHOCTb» SABJISIETCS YacCThIO MPOrPaMMBbl MMOATOTOBKU CHELHAIUCTOB CPEIHETO

3B€HAa B

COOTBCTCTBHU

C

or'oC CIIo

10

«IIporpammMupoBaHye B KOMIIBIOTEPHBIX CUCTEMAX).
1.2. MecTo y4eOHOH AMCHUIVIMHBI B CTPYKType NPOrpamMMbl NOATOTOBKH
CIELHATNCTOB CPEJHEro 3BeHa:

Jncuuruimaa

«HpopmanonHas

0€30MMacHOCThLY

CIICOUAaJIbHOCTH

09.02.03

ABJIACTCA

oOmenpodeccCMoOHaNbHON JUCHUIUIMHON 00s13aTeIbHON YacTH MPO(ECCHOHATBHOIO

IIUKJIA,

cucremax B 6 cemectpe.

no cnenuaneHocTd  (09.02.03  IIporpamMmMupoBaHME B KOMIIBIOTEPHBIX

Ne | Unneke CopneprxaHue B pesynbrarte nzyueHus yaeOHON JMCIUIUIMHEI 00YYaouecst JOJKHEI
ILII | KOMIIET | KOMIIETEHIHH (MK MIPAKTHYECKHUH OTIBIT
. €HIIUU e€ yacTn) 3Hatb yMETh (B1a1eTH)
1. OK-1 IlonumaTh CYIIHOCTh W IOHATHE | KiIaccu(uuupoBath
CYIIHOCTh nH(POPMAITMOHHON 3alUIIAeMYIO
COILIMAJIBHYIO 6e301acHOCTH, MH(POPMAIIHIO TT0
3HAYUMOCTbH CBOEH XapaKTEPUCTHKY ee BHJIaM TaifHBI U
Oy myei COCTAaBIISIOIINX CTETICHSIM
npodeccuy, KOH(HIEHINAIBHOC
MIPOSIBIISATH K HEH ™
YCTONYMBBII
HHTEpec.
2. OK-2 OpraHu30BBIBaTh MECTO IIPUMEHSATD
COOCTBEHHYIO MH(POPMAIIMOHHON OCHOBHBIE ITpaBUJIa
JeSTEBbHOCTD, 6e301macHOCTH B|H JOKyMEHTEI
BHIOMpAaTh THUIOBBEIE | CHCTEME CHUCTEMBI
METOABI M CIOCOOBI | 0e301MacHOCTH CTPaHbl | CepTU(hHUKALIH
BBIIIOJIHEHUS Poccuiickoit
IpohecCHOHATIBHBIX denepanuu
3a1a4, OIlEHNBATh UX
3¢ (GeKTUBHOCTE U
Ka4yecTBo.
3. OK-3 IIpunnmaTh HUCTOYHUKH yIpo3 | KiaccH(pHUIUpPOBATH
peleHus B MH(POPMAIIMOHHON OCHOBHBIE  YTPO3BI
CTaHJApPTHBIX U 0€30I1acHOCTH ¥ MepbI | Oe30MmacHOCTH
HECTaHIapTHBIX o ux | uapopMaH
CUTyanusX 1 HECTH MIPEOTBPAILEHUIO
3a HUX
OTBETCTBEHHOCTh
4. OK-4 OcyuiecTBIATH KM3HEHHbIE  [UKIBI | KIaccuuuupoBarsb
TIOUCK H KOH(HIEHIINATBHON 3alUIIAeMYIO
WCIIOJIb30BaHUE nHGpOpMaAUN B | nuHopMauo 1o
nH(pOopMaIny, Tporecce ee | BUJAM TalHBI |
HEOO0XO0MMOH /IS co3yanusi, 00paboTKH, | CTENeHAM
3¢ PeKTUBHOTO nepenadu KOH(HIEHINATIBHOC
BBITTOJTHEHUS ™
poheCCHOHATBEHBIX
3ajad,
po¢eCcCHOHATIBHOTO
1 JINYHOCTHOTO
pa3BUTHSL.




Ne | Unneke CopneprxaHue B pesynbrarte nzydeHus yaeOHON JMCIUIUIMHEI 00YYaouecst JOJKHEI
ILII | KOMIIET | KOMIIETEHINH (WK MIPAKTHYECKHUH OTIBIT
. 3HAThH YMETh
€HIIUU e€ yacTn) (B1a1eTH)
5. OK-5 Hcnons3oBats COBPEMEHHBIE KJIacCHU(HUITIPOBATH
MH(POPMAIIMOHHO- cpeicTBa W CHOCOOBI | OCHOBHBIE — yTPO3HI
KOMMYHUKAIIMIOHHBI | oOecnedeHus 6e301macHOCTH
€ TeXHOJIOTHH B MH(POPMAIIMOHHON nHGpOpMaUN
mpodecCHOHaNBHONH | 0e30MmacHOCTH
JIeSITEIIFHOCTH
6. OK-6 PabGotats B JKU3HEHHBIE  IUKJBI | IPUMEHATh
KOJUIEKTUBE U KOH(HIEHINATBHON OCHOBHBIE ITpaBUJIa
KOMaHIe, nH(pOpMaUN B|H JOKyMEHTEI
3¢ PEeKTUBHO Tporecce €e | CHCTEMBI
oOmaTbes ¢ co3zanus, 00paboTky, | cepTudUKanum
KOJUIeraMy, repeaadu Poccuiickoit
PYKOBOJICTBOM, denepanyn
MTOTPEOUTEIIAMI
8. OK-8 CaMoCTOSTENBHO MECTO KJIacCHU(HUITIPOBATH
OTIpEIeIISATh 3aa4n nH(POPMAIIMOHHON 3alUIIAeMYIO
po¢hecCHOHATIBHOTO | 0E30ITacHOCTH B | nHopMammo 1o
1 JINYHOCTHOTO cucreme BUJaM TalHBI U
pas3BuTHS, 0€30ITacCHOCTH CTPaHbI | CTEIEHsIM
3aHUMATBCS KOH(HIEHINAIBHOC
caMm000pa3oBaHuEM, ™
OCO3HAHHO
IUTAHUPOBATH
MTOBBIIIICHNE
KBTI (hUKAIHN
9. OK-9 OpUeHTHPOBATECSA B | COBPEMEHHBIE MIPUMEHSATh
YCIIOBUSIX 9acTOM CpeicTBa W CHOCOOBI | OCHOBHBIE IIPaBHIIA
CMEHBI TEXHOJIOTHH obecriedeHust u JOKyMEHTEI
B nH(POPMAIIMOHHON CHUCTEMBI
mpodecCHOHAIBHON | 0€30I1acHOCTH cepruduramu
JEATEIBHOCTH Poccuiickoit
Denepanyu
12. | IIK 2.4 | Peaim3oBathb Cymaocts u oHsitne | Kiacengunuposar | Brnagers cpeactBamu u
METOMbI U MH(POPMAIIMOHHON b OCHOBHBIE METOaMH 3aIIUTHI 6a3
TEXHOJIOTYH 3alIUTHl | OE30MacHOCTH, YTPO3BI JTAHHBIX.
nH(pOPMAIINH B XapaKTEPUCTHKY ee 6e301macHOCTH
0a3zax JaHHBIX COCTaBJISIOIINX; nH(pOpMAIIHH.
CoBpemeHHbBIE
CpENICTBA U CTIOCOOBI
obecreueHus
MH(POPMAIIMOHHON
0€30I1aCHOCTH.
13. | TIK 3.5 | IlpousBoauTh HcTtounuku yrpo3 Knaccudummposar | Bnanets cpencrBamu u
MHCIIEKTHPOBaHNE MH(POPMAIIMOHHON b 3aIIUINAEMYTO METOaMH 3aIUTHI
KOMITOHEHT 0€301acHOCTH ¥ MepHl | HH(OPMAITHIO 1O WH(pOPMAIIH B CETH.
MIPOTPaMMHOTO 10 UX BHJIaM TaifHBI U
MIPO/IyKTa Ha MIPEJOTBPAILECHUIO. CTETICHSIM
peaMeT KOH(HIEHINATIEHO
COOTBETCTBUS CTH;
CTaHaapTam
KOJIMPOBAHUS

1.3. Heau u 3aga4yu y4eOHOM JMCUHUILIMHBI — TPEOOBAHMA K pe3ybTaTaM
OCBOCHUS TUCHUIIMHBI:

VYuebnas  aucnummHa — «MHpopmarimonHas — 6€30MacHOCTb»  SIBIISIETCS
oOmenpodeccCuoHanbHON JUCHUIUIMHON 00s13aTeIbHON YacTH MPO(ECCHOHATBHOIO
nukna [IIICC3, oOycnapnuBaromiei 3HaHus 711 TPO(PEeCCUOHATBHON AeATEeNbHOCTH



BBITTYCKHUKA.
B pesynbrare u3ydyeHus 0053aTeIbHONM YaCcTH Yy4€OHOro IUKIIAa 00ydaromuiics

JOJIKEH:

ymemu:

e KIACCHU(UIMPOBATH 3aIUIIAEMYI0 WH(POpPMAIMI0O TO BUAAM TaWHBI M CTEMEHSIM
KOH()HJIEHIUATbHOCTH;

e TMPUMEHATH OCHOBHBIC TIpaBWJIa H JIOKYMEHTHI CHUCTEMBI CepTU(]HKAIIAN
Poccuiickon @enepanunu;

e KIACCU(UIIMPOBATH OCHOBHBIC YTPO3bl O€30MaCHOCTH NH(OPMALIUH.

3Hamo:

e CYIIHOCTh U MOHATHE HHPOPMALMOHHON OE30MACHOCTH, XapaKTEPUCTUKY €€
COCTaBJISIOMINX;

e MecTO MHGOPMAIMOHHON O€30MaCHOCTH B CUCTEME O€30MaCHOCTH CTPaHBI;

e WCTOYHUKM Yrpo3 UHPOpPMAIMOHHON Oe30macHOCTH W Mephl 10  HX
MIPEIOTBPAIICHHIO;

e KM3HEHHBIC IMKJIBl KOHPUACHINATHLHOW WH(GOPMALMK B MPOIECCE €€ CO3AaHMUf,
00paboTKu, nepeaayu;

e COBpPEMEHHBIE CpeICTBA M  CHOCOOBl  obecredeHUss  HMH(DOPMALMOHHOU
0€30MacHOCTH.

UMemsb npakmudecKuil onvim (81a0emv):

e OCHOBHBIMH MOHATHIMH M MOJAEISIMHU, CTAaHIapTaMU O€30TMacHOCTH;

e CpEACTBAMHU U METOJIAMH 3aIUTHl HHPOPMAIINH B CETH;

e CpEICTBAMHU M METOAAMH 3aIIUTHI 0a3 JaHHBIX.

MakcumainbHas yueOHasi Harpy3ka o0yuaroierocsi 84 4acoB, B TOM YHCIIE:
e 00s3aTenbHas ayquTOpHAs yuyeOHast Harpy3ka 60 dacos;
e caMocCTOsITEIbHas padoTa 24 4acos;
e KOHCYJIbTallUH 4 yaca.
1.4. IlepeyeHb MIaHMPYEMbIX Pe3yJbTAaTOB OOy4YeHHMS 10 JAUCHMILINHE
(mepedyeHnb popMupyeMbIX KOMIIETCHLIUI)

Ne | Unneke CopneprxaHue B pesynbrarte nzyueHus yaeOHOH JMCIUIUIMHEI 00YJaouecst JOJKHEI
ILII | KOMIET | KOMIIETEHINH (MK MIPAKTHYECKHUH OTIBIT
. 3HAThH YMETh
SHIIUU e€ yacTn) (B1a1eTH)
1. OK-1 IlonumaTh CYIIHOCTh W IOHATHE | KiIaccupuImupoBaTh
CYIIHOCTh U MH(POPMAIIMOHHON 3alUIIAeMYIO
COILIMAJIbHYIO 6e30I1acHOCTH, MH(POPMAIIHIO TT0
3HAYUMOCTbH CBOEH XapaKTEPUCTHKY ee BHJIaM TaifHBI U
Oy myei COCTAaBIISIOIINX CTETICHSIM
npodeccuy, KOH(HIEHINAIBHOC
TIPOSIBIISATH K HEH ™
YCTONYMBBII
HHTEpEC.
2. OK-2 OpraHu30BBIBaTh MECTO IIPUMEHSATD
COOCTBEHHYIO MH(POPMAIIMOHHON OCHOBHBIE ITpaBUJIa
JIeSITeNIbHOCTB, 6e301macHOCTH B|H JOKyMEHTEI
BBIOMpaTh THUIOBBIE | CHCTEME CHUCTEMBI
METOABI M CIOCOOBI | 0e301MacHOCTH CTPaHbl | CepTU(hHUKALIH
BBIIIOJIHEHUS Poccuiickoit
pohecCHOHATIBHBIX denepanuu
3a1a4, OIlEHNBATh UX
3¢ (GeKTUBHOCT, U




Ne | Unneke CopneprxaHue B pesynbrarte nzydeHus yaeOHON JMCIUIUIMHEI 00YYaouecst JOJKHEI

ILII | KOMIIET | KOMIIETeHIUH (MK MIPAKTHYECKHUH OTIBIT

. 3HAThH YMETh
€HIIUU e€ yacTn) (B1a1eTH)
Ka4yecTBo.

3. OK-3 IIpunnmaTh HUCTOYHUKH yrpo3 | Kiaccu(pHUIUpPOBATH
peleHus B nH(pOPMAITMOHHON OCHOBHBIE  YTPO3BI
CTaHJApPTHBIX U 0€30ITacHOCTH ¥ MepbI | Oe30MmacHOCTH
HECTaHIapTHBIX o ux | uapopmarun
CUTyanusX ¥ HECTH MIPEOTBPAILECHUIO
3a HUX
OTBETCTBEHHOCTh

4. OK-4 OcyuiecTBIATh KU3HEHHbIE  LUKIBI | KIaccupuuupoBarsb
TTOUCK H KOH(HIEHIINATBHON 3alUIIAeMYIO
WCIIOJIb30BaHUE nH(pOpMaIHN B | nHopMauo 1o
nH(pOopMAaIny, Tporecce ee | BUZAM TalHBI |
HEOO0XO0MMOH /ISt co3yanusi, 00paboTKH, | CTENeHAM
3¢ PeKTUBHOTO nepenadu KOH(HIEHINAIBHOC
BBITTOJTHEHUS ™
poheCCHOHATBEHBIX
3ajad,
po¢eCcCHOHATIBHOTO
1 JINYHOCTHOTO
pa3BUTHSL.

5. OK-5 Hcnons3oBats COBPEMEHHBIE KJIacCHU(HUITIPOBATH
MH(pOPMAIIMOHHO- cpeicTBa W CHOCOOBI | OCHOBHBIE — yTPO3BI
KOMMYHUKAIIMIOHHBI | oOecnedeHus 6e301macHOCTH
€ TeXHOJIOTHH B nH(pOPMAITMOHHON nH(pOpMaIHN
mpodecCHOHaNBHONH | 0e30MmacHOCTH
JIeSITEIIFHOCTH

6. OK-6 PabGotats B JKU3HEHHBIE  IUKJIBI | IPUMEHATh
KOJUIEKTUBE U KOH(HISHIINATIBHON OCHOBHBIE ITpaBUJIa
KOMaHIe, nH(pOpMaIIN B|H JOKyMEHTEI
3¢ PEeKTUBHO Tporecce €€ | CHCTEMBI
oOmaTbes ¢ co3zanus, 00paboTky, | cepTuuKanun
KOJUIeraMy, repeaadu Poccuiickoit
PYKOBOZICTBOM, denepanun
MTOTPEOUTEIIAMI

8. OK-8 CaMoCTOATENBHO MECTO KJIacCHU(HUITIPOBATH
OTIpEIeIISATh 3aa4n nH(pOPMAITMOHHON 3alUIIAeMYIO
po¢ecCHOHATIBHOTO | 0E30ITacHOCTH B | nuHopMauo 1o
1 JINYHOCTHOTO cucreme BUJaM TalHBI U
pas3BuTHS, 0€30ITacCHOCTH CTPaHBbl | CTEIEHsIM
3aHUMATBCS KOH(HIEHINAIBHOC
caMm000pa3oBaHueEM, ™
OCO3HAHHO
IUTAHUPOBATH
MTOBBIIIICHNE
KBTI (hUKAIIH

9. OK-9 OpUeHTHPOBATECSA B | COBPEMEHHBIE MIPUMEHSATh
YCIIOBUSIX 9acTOM CcpeicTBa W CHOCOOBI | OCHOBHBIE IIPaBHIIA
CMEHBI TEXHOJIOTHHA obecriedeHust u JOKyMEHTEI
B nH(pOPMAITMOHHON CHUCTEMBI
mpodecCHOHAIBHOW | 0e30I1acHOCTH cepruduramu
JEATEIBHOCTH Poccuiickoit

Depepanuu

12. | IIK 2.4 | Peaim3oBatb Cymaocts u oHsitne | Kiacengunuposar | Brnagers cpeactBamu u
METOMbI U nH(pOPMAITMOHHON b OCHOBHBIE METOaMH 3aIIUTHI 6a3
TEXHOJIOTHH 3alIUTHl | OE30MacHOCTH, YTPO3BI JAHHBIX.
nH(pOPMAIINH B XapaKTEPUCTHKY ee 6e301macHOCTH
0a3zax JaHHBIX COCTAaBJISIOIINX; nH(pOpMAIHY.

CoBpemeHHbBIE
CPENICTBA U CTIOCOOBI
obecreueHus




Ne | Unneke CopneprxaHue B pesynbrarte nzydeHus yaeOHON JMCIUIUIMHEI 00YYaouecst JOJKHEI
ILII | KOMIIET | KOMIIETeHIUH (MK MIPAKTHYECKHUH OTIBIT
. 3HAThH YMETh
€HLIIUU e€ yacTu) (BIaJIETH)
nH(pOPMAITMOHHON
0€301aCHOCTH.
13. | TIK 3.5 | IlpousBomuTH HcTtounuku yrpo3s Knaccudummposar | Bnanets cpencrBamu u
MHCIIEKTHPOBaHUE nH(pOPMAITMOHHON b 3aIIUINAEMYIO METOaMH 3aIIUTHI
KOMITOHEHT 0€301acHOCTH ¥ MepHl | HH(OPMAIIHIO MO WH(pOPMAIIMH B CETH.
MIPOTPaMMHOTO 10 UX BUJIaM TaiHbI U
MIPO/IyKTa Ha MIPEOTBPAILECHUIO. CTETICHSIM
peaMeT KOH(HIECHINATIEHO
COOTBETCTBUS CTH;
CTaHaapTam
KOJIMPOBAHUS




2. CTPYKTYPA U COAEP)KAHUE YUYEBHOU JUCHUILIMHBI

2.1. O0bem yueOHO# IUCHUIIMHBI M BUABI Y4e0HOH padoThl

Bun yyeOHoli padoTsl

Ob6vem uacos

MaxkcumaibHas ydeOHas Harpy3ka (Bcero) 84
Oo0s3aTe1bHAsl ayIMTOPHas yuyeOHas Harpy3ka (Bcero) 60
B TOM YHCJIE!
3aHATUA JEKIMOHHOTO THIIA 40
MIPAKTUYECKUE 3aHATUSA 20
CamocrosiTe1bHasi padoTa o0y4arommerocs (Bcero) 20
KouncyasTanuu 4
Ipomesicymounas ammecmayus 8 hopme 3avema/sxzamena/ougzavema 3auem
2.2. CTpyKTYypa AMCUHUILIMHBI:
KoanuecTBo ayANTOPHBIX YaCOB CamocrosT
HaumenoBanue pasnesion IIpakTHueckue u eIbHast
H TeM Bcero Teopermuecioe JabopaTopHbie padora Koncyasrauin
o0y4eHnue o0y4aromer
3aHATHS
ocs (4ac)
Pazgen 1. OcHoBBI
nH(POPMAIIMOHHON 21 10 3 8 -
0e301macHOCTH
Pazpgen 2.
Kpunrorpaguyeckue 5 17 10 3 4 )
MeTOAbI HH(pOpMaMOHHOMH
0e301macHOCTH
Paznen 3. Metonsl
CpEJIICTBA 3aIUTHI 18 10 4 4 -
nH(pOpMaUU
Pazgen 4. AnnapatHele u
TPOTPaMMHEBIE CPE/ICTBA 24 10 10 4 i
3aIUTHl KOMIIBIOTEPHON
nH(pOpMaUU
Bcero no iucnuminge 80 40 20 20 4
2.3. TeMaTu4eCKUH IUIAH U COAEP:KaHHUE Y4eOHOM IMCUUIIMHBI
«udopmannonHas 0e301aCHOCTD)
Haumen Ob6be | Ypos
OBaHHUE Copep:xanue y4yeOHOro MaTepuasa, NpakTru4ecKue padoThl, CAMOCTOATEIbHAS M €Hb
pasaeJio padoTa o0y4arommxcs, KypcoBas padoTa (ecyii IpeycMOoTpeHa) 4aco | ocBoe
B M TEM B HHUS
1 2 3 4
Pasnen 1. OcHoBBI HHPOPMALIMOHHOM 0€301aCHOCTH 21
Coaep:xkanue yueOHOro Mmatepuajia
Jleknun 1
1 Bojroe 3ansTHe. OCHOBHBIC TOHSATHS 3aIIUTH HH()OpMAITHH 2 2
2 OOmme npoGyieMs! 3amuUThl HHpOpManuy. bezonacHoCTs B MH(OPMAIIMOHHON ) )
cpene. Kiaccugukariust cpeicTB 3alMThI
3 Yrpo3bl HHPOPMAITMOHHOH 0€30ITaCHOCTH M KaHAJIbl YTEUKH HH(OopMaIiu 2 1
4 WnxeHepHO-TEXHUYECKHE cpeacTBa 3anmThl uH(opmammu. I[Iporpammuo- 4 )
anrnapaTHbIe CPe/ICTBa 3aIIHTHI
IIpakTuyeckue (1ad0paTopHbIe) 3aHATHS 3
1 [Iudposanme TekcTa MO KIFOYY METOJAMH 3aMEHBI 1
2 [Indposanue TekcTa MO KIFOYY METOIAMH MEPECTAHOBKHI 1
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3 Mertob! HppPOBaHUS TEKCTA IPH ITOMOIIY aHAJIUTHYECKUX TPeoOpa3oBaHU

CamocrosiTe1bHas padoTa o0y4yarommxes
1. IIpeqHaMepeHHbIE YMBIIIUIEHHBIE YTPO3bL. TpagulMOHHbINA IIMUOHAX U AUBEPCUU

2. Crangapt ISO/IES 15408 «Kpurtepuu oneHKH 0€301MacHOCTH HH(OPMAITHOHHBIX 8
TEXHOJIOTUII»
3. O030p 3apy0eKHOTO 3aKOHOIATENHCTBA B 00JIacTH MHPOPMAIMIOHHON 0€30aCHOCTH
Pasnen 2. Kpunrorpaguuyeckue MeToas! HHGOPMAMOHHON 6€30MIACHOCTH 17
Coaep:xkanue yueO0HOro Mmatepuaja
Jlexknun
1 Hctopus kpunrorpaduyeckoit nesteasHocTH. OCHOBHBIE ITOHATHS,
OTIpeIeNIeHN s, KOMITO3UIIUH U cuHTe3 mIQpoB. [IpocTeiimme nmmpsl ¢ 2
CHMMETPHUYHBIMU KIHOUYaMH: 3aMEHEI
2 [pocreiimye mMQPBI ¢ CAMMETPUYHBIMHI KIIFOYaMH: TIEPECTAHOBKH. 5
[Ipocreiinme MMQPPbI ¢ CAMMETPUYHBIMHU KJIIOYaMH: TaMMHPOBaHUE
3 [IndpoBanue ¢ CAMMETPHYHBIMA KIIIOYaMH MTPU TIOMOIIM aHATTUTHIECKIX
npeoOpazoBanuii. CMemaHHbIe MeTo 16! mdpoBanust. Kpunrorpaduueckue 2
cucteMsl DES u I'OCT 28147-89
4 AcumMMmeTpruHble TPl CHCTEMBI C OTKPBITHIMU KimtodaMu. CHCTEMBI ¢ >
OTKPBITHIMH KITI0OYaMH. IJIEKTPOHHO-IIM(POBast HOIIHUCH
5 Kpunrorpagudeckue mpoToKOIbl: ayTeHTH(QUKAIMK, OOMEHa KITI0OYaMH.
Crnenunguueckne npoTokoisl. ONeHKa KpUITOCTOHKOCTH MIM(PPOB. DIIEMEHTHI 2
KpUITOAHAJIM3a
IIpakTHuyeckue (1adOpaTOpHBIE) 3aAHATHS 3
1 [IIndposanue TekcTa MO KIFOYY aVIMTHBHBIMHA METOaMU (TaMMHPOBaHHEM ) 1
2 [ndpst ¢ OTKPHITHIM KitouoM. Anroput™ RSA 1
3 MerTo 11 TaposIbHOM 3amMThL. Pa3zpaboTka mporpaMMHON TapoJIbHOM 3aIHThI 1
CamocrosiTe1bHas padoTa o0y4yarommxes
1. O030p POCCUHCKOTO 3aKOHOAATEIHCTBA B 00JIaCTH WH(POPMAMOHHON 0e30MacHOCTH 4
2. TpeOoBaHus K OJI0YHOMY aJTOPHUTMY IIM(PPOBAHUS
3. Cetp Deitmrens
Pasnen 3. MeToanbl M cpeACcTBa 3a1IUThHI HHpoOpManuu 18
Coaep:xkanue yueO0HOro Mmatepuajia
Jlexknun
1 Creranorpadus. CrtaHoBneHue Kak Hayku. KomnbrorepHas creranorpadus u eé 5
IIPUMEHEHNE
2 TynnenupoBanue. Yrpasnenue. OOecrieueHrne 0TKa30yCTOHIYMBOCTH U >
00CTyKHBaEMOCTH
3 MerTo1b! HICHTU(UKALNK U Ay TEHTU(HUKAIMH TT0JIb30BaTeIeld Ha OCHOBE 5
napoJsien
4 AyTeHTH (UKL TOTIH30BATENS 10 OMOMETPUYECKUM XapaKTepHUCTHKaM 2
5 [MapomnpHas 3ammra. CriocoOb! ataku Ha napoib. ObecnedeHne 6e30IacHOCTH 2
apos
IIpakTHyeckne (JIaGOpaTOpPHbIE) 3AaHATHS 4
1 KonnuecTBeHHas oLieHKa CTOMKOCTH MapojIbHOM 3alMThL. I eHepaTop mapoei,
o0namaronmii TpeOyeMoii CTOMKOCTHIO K B3JIOMY 1
2 KonnuecTBeHHas olleHKa CTOMKOCTH MapoJbHOM 3alMThL. I eHepaTop mapoei,
oOmajaronmii TpeOOBaHUSAMH K TIAPOJIBHBIM TeHEpaTOpam 1
3 [Maketsl aHTHBUpYCHBIX mporpamm. IlpodummakThka 3apakeHHs BUpycaMH
KOMIBIOTEPHBIX CUCTEM 2
CamocrosiTe1bHas padoTa o0y4yarommxes
1. O630p anropuT™MOB (pOpMHUPOBaHHUS XeII-PYHKINH 4
2. [Norounsie mmQpsl 1 TEHEPATOPHI IICEBIOCTYYANHBIX YHCEI
3. CepBuchI 6€30MacCHOCTH: SKPAHUPOBAHNE, TYHHEIMPOBAHHUE
Pasnes 4. AnnaparHelie ¥ IPOrpaMMHBIE CPE/ICTBA 3aIIMTHI KOMIIBIOTEPHOI HHpopManun 24
Coaep:xkanue yueOHOro Mmatepuaja
Jlexknun
1 KomMmnsroTepHble BUPYCHI U CPEACTBA 3AIMUTHI OT HUX. XapaKTep MpOsBICHUS )

KOMITbIOTCPHBIX BUPYCOB. KOMHBIOTepHaH IMPECTYIMHOCTD. PaBHOBI/II[HOCTI/I
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KOMITBIOTEPHOTO IMPATCTBA

2 YTpo3sl HHPOPMAITHOHHOH 0E30MacHOCTH TIPH IMOAKITIOYCHHNH K IHTepHET.
Mertozsl B3moMa nHTpaceteid. O030p TEXHUYECKNX M ITPOTPaMMHBIX CPEZICTB 2 3
obecrieyeHust 6€30IIaCHOCTH KOMITBIOTEPHBIX CeTeH

3 CpencTBa 3alMThI CETH: MEXXCETEBBIE SKPaHbl, BUPTYyaJIbHbIC YaCTHBIE CETH,
cucTeMBbl 0OHapyXeHus BropskeHni. CpescTBa 3anmThl HH(GOPMAIUU OT 2 2
HECAaHKIIMOHWPOBAHHOTO JIOCTya

4 3ammra OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA B OIIEPAIIMOHHON CHCTEME
Windows. 3ammta nokymenToB B Microsoft Office. 3anmra 6a3 maHHBIX. 2 3
Opranu3annoHHO-TIpaBoBoe obecrieueHne HHQOPMAIMOHHON 0€30IacHOCTH

5 AXTyaspHBIE TPOOJIEMBI YTOJIOBHO-TIPAaBOBOM OOPHOBI ¢ TIOCSATaTEeIbCTBAMHU Ha ) )
KOMITBIOTEPHYIO HH(OPMAIIHIO.

IIpakTHyeckne (JIaGoOpaTOpPHbIE) 3aHATHS 10

1 Kpunrorpaguyeckass 3ammuTa 3JI€KTPOHHOW MOYTHL [IporpaMMHBIA makeT
mudposanus PGP 2

2 3ammra OT 3aKiIagoK NpH pa3paboTke mporpamm. VccnemoBaHue W aHan3
ciyxeOHbIX mporpamMm Windows Juis TOBBIIEHHS 3((GEKTHBHOCTH PAaOOTHI 2
KOMITbIOTEpa

3 3ammra 6a3 qaHHBIX Ha mpuMepe MS Access Nel 2

4 3ammra 6a3 qaHHBIX Ha IpuMepe MS Access No2 2

5 [MoaroroBka oT4eToB. 3amyTa BEINOIHEHHBIX padoT 2

CamocrosiTeIbHas padoTa o0y4yarommxes

1. Ucnionp30Banne KapT UACHTU(HUKAITUN/ay TEHTU(PUKALIIH

2. ®OopMBI IPOSIBIICHHUSI KOMIIBIOTEPHOHN IPECTYHOCTH: XHUILEHNE MAIIMHHOTO 4

BpeMeHH, caboTax, KOMIIbIOTEPHOE

3. ITytn 1 poGIIeMBbl MPaKTHYECKOM peann3any KOHIETIIINY KOMIUIEKCHOM 3aIUTHI

nH(pOpMaUU

Bcero: 80

s xapakmepucmuxu ypoeHs 0C80eHUsl Y4eOH020 Mamepuald UCHOIb3YIOMCs Cledyiouue
0003HaAYeHUsL:
1. — o3naxomumenvhuwlil (Y3HABaAHUE PaHee U3YUEHHbIX 00BEKMO8, C8OUCME),
2. — penpoOyKmusHblli (8bINOIHEHUe 0eSIMEeNbHOCU N0 00PA3YY, UHCMPYKYUU UTU OO PYKOBOOCHBOM,)
3. — nPOOYKMuGHwIll (NIAHUPOBAHUE U CAMOCTOSIMENLHOE 8bINOTHEHUE OesIMENbHOCHU, PeUeHlUe

npobreMHbIX 3a0ay)

2.4. Coneprxxkanue pa3jiesioB IMCHUIIHHBI

2.4.1. 3auaTHA JeKINOHHOTO0 TUIIA

Ne
®dopma
pa3s HaumenoBanue
CopneprxaHue pas3ziena TEKyILEro
Jen pasnena
a KOHTPOJIS
1 2 3 4
6 cemecmp
OcHOBEI BBoanoe 3anaTre. OCHOBHBIE MOHATHS 3aIUTHI HH()OPMAITUH.
MH(POPMAITMOHHON OOmme mpoOmembl  3ammThl  WHpoOpManmu.  besomacHocTs B
6e301macHOCTH nH(popManroHHOH cpene. Kiaccupukanus cpeacTs 3amuThL
1 Yrpo3sl uwHGOPMANMOHHOW  0E30MacCHOCTH W KaHAIBl  YTCUKH [P
nH(pOpMAIHK.
WHnxeHepHO-TeXHuYeCKHe cpencTBa 3aIUTHI nH(pOpMAIUH.
[IporpaMMHO-anmapaTHBIE CPEICTBA 3aLIUTHL
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pa3
aen

HanMmenoBanune
paszena

CopneprxaHue pas3ziena

dopma
TEKyILEro
KOHTPOJIS

2

3

4

Kpurrrorpaguyeckn
€ METOJIbI
MH(POPMAITMOHHON
0e30macHOCTU

HUctopus kpunrorpaduyeckoit nesreasHocTH. OCHOBHBIE ITOHSATHS,
OTIpeIeNIeHN s, KOMITO3UIIUH U cuHTe3 IQpoB. [IpocTeiimme mmpsl ¢
CUMMETPHYHBIMU KITFOYaMH: 3aMEHBL.

[pocreiimye MMl ¢ CAMMETPUYHBIMHI KIIIOYaMH: TIEPECTAHOBKH.
[pocreiimye mUQPBI ¢ CAMMETPUYHBIMHI KIIIOYaMH: TAMMHPOBAHUE.
[udposanme ¢ CAMMETPHYHBIMA KITIOYaMH ITPU TTOMOIIN
aHAJIMTHUYECKUX MTpeoOpa3zoBaHyid. CMeIIaHHbIe METOIbI H(POBAHUSI.
Kpunrrorpaguyeckue cucrems! DES u TOCT 28147-89.
AcumMMmeTpryHble NPl CHCTEMBI C OTKPBITHIMU KiTFodaMu. CHCTEMBI
C OTKPBITBIMH KITFOUaMH. DJIEKTPOHHO-LIU(PPOBast MOAMHCE.
Kpunrorpagudeckue mpoToKOIbl: ayTeHTH(QUKAIMK, OOMEHa KITI0YaMH.
Crnennguueckne npoTokoisl. OneHKa KpUITOCTOHKOCTH MIM(POB.
DJeMeHTHl KPUITOaHAIN3a.

1P

Mertonsl 1 cpeacTBa
3aIUTHI
nH(pOpMaIUN

Creranorpadus. CtaHoBneHHe Kak Hayku. KommnbroTepHast
creranorpadus 1 e€ npruMeHeHHe.

TynnenupoBanue. Yrpasnenue. O0ecrieueHrne 0TKa30yCTOHIYNBOCTH U
00CITyKHBaEMOCTH.

MerTo1b! HACHTU(UKALNK U Ay TEHTU(HUKAIMH TT0JIb30BaTeNIeld Ha OCHOBE
naposen

AyTeHTU(HKALS TTOJIB30BATENS IO OMOMETPUYECKUM
XapaKTEepPUCTHKAM.

[MaponsHas 3ammra. CriocoOb! ataku Ha mapoib. ObecreueHne
0€30I1acHOCTH ITapoJIsl.

1P

AmnmnapaTHble U
MIpOrpaMMHEIE
CpECTBA 3aIUTHI
KOMIIBIOTEPHOMN
nH(pOpMaUN

KomrmsioTepHbIe BUPYCHI M CPEACTBA 3alIMTHI OT HUX. Xapakrep
MIPOSIBIICHNSI KOMITBIOTEPHBIX BUPYCOB. KOoMITbIOTEpHAs TPECTYIHOCTb.
Pa3HOBHMIHOCTH KOMITBIOTEPHOTO IUPATCTBA.

YTpo3sI HHPOPMAITMOHHOMN 0€30ITaCHOCTH IPH ITOIKITFOYCHUH K
Wntepuet. Metoap! B3noma uHTpacereil. O030p TEXHUUECKHUX U
MIPOTPaMMHBIX CPEJICTB 0OecTiedeH s 0e30IacHOCTH KOMITBIOTEPHBIX
ceTeil.

CpencTBa 3aIMThI CETH: MEXCETEBBIE SKPaHbl, BUPTYaJIbHbIC YaCTHEIE
CeTH, CUCTEMBI OOHApyXEeHUs BTOpskeHnH. CpeJicTBa 3amyThI
nH(pOPMAIMY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3ammra OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA B OIIEPAIIMOHHON CHCTEME

Windows. 3ammra nokymenToB B Microsoft Office. 3anmra 6a3 TaHHBIX.

OpraHu3anuoHHO-TIPaBOBOE obecreueHre HHHOPMAITHOHHOM
0e30I1aCHOCTH.

AXTyanbHBIE TPOOIEMBI YTOJIOBHO-TIPABOBON OOPHOHI ¢
MOCSATATEILCTBAMU Ha KOMIIBIOTEPHYIO HH()OPMAITHIO.

1P

[Mpumeuanwue: T — TectupoBanue, P — Hamicanue pedepara, Y — yctHslid onpoc, KP — koHTposbpHast paborta

2.4.2. 3aHATHS CEMHMHAPCKOIO TUIIA

He npenycmorpeno

2.4.3. llpakTuyeckue 3ausatus (JlaboparopHbie 3aHATHS)

®dopma
HaumenoBanue
Ne pasnena HaunmMeHnoBanwne npaktudeckux (J1abopaTopHbBIX) paboT TEKyILEro
KOHTPOJISI
6 cemecmp
1 2 3 4
OcHOBBI [ITndposanme TeKcTa MO KIFOYY METOJAMH 3aMEHbI
| unpopManmonHol  |[IludpoBaHue TEKCTA MO KIIOUY METOIaMH TIEPECTAHOBKU P
Oe3omacHoOCTH Mertop! M (ppOBaHUS TEKCTa IPU TOMOIIH aHATIMTHIECKUX
peoOpa3oBaHUi
) Kpunrorpaguyeckue |[LIndpoBanne TekcTa Mo KOy aJJIMTUBHBIMA METOIaMU P
METOJIBI (raMMHUpOBaHHEM)
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MH(POPMAIIMOHHON

[Indpsl ¢ OTKPHITHIM KiIr0uoM. Anroput™ RSA

0e30macHOCTH

MerTo 11 TaposIbHOM 3ammThl. Pa3paboTka mporpaMMHON TapoJIbHOM
3aIUTHI

Mertonsl U cpeacTBa

KonuyectBeHHas olieHKa CTOMKOCTH MapoJbHOM 3auThL. [ 'eHepaTop
rapoJield, obagaronmii TpedyeMoii CTOMKOCTBHIO K B3JIOMY

3alIuThI

KonuyectBeHHas olieHKa CTOMKOCTH MapoJbHOM 3auThL. ['eHepaTtop

1P

nH(pOpMaIUN napoJield, o6agaronmii TpeOOBaHMUSIMH K TAPOJIEHBIM TeHepaTopam
[TakeTbl aHTUBHPYCHBIX TporpaMM. [IpodunakTruka 3apaskeHus
BHPYCaMH KOMITBIOTEPHBIX CHCTEM
Kpunrorpaguyeckas 3ammra 3J1eKTpOHHOM MoYTHL. [IporpaMMHBIA makeT
AmnmnapaTHble U
mmdposanus PGP
MIpOTpaMMHEIE
3ammTa OT 3aKI1a0K IIpH pazpaboTke mporpamm. HccienoBanue n
CpECTBA 3aIUTHI .
4 . aHaJM3 CITy>KeOHBIX porpaMM Windows ISt TOBBIIICHUS P
KOMITBIOTEPHOI
3¢ PEeKTUBHOCTH pabOTHl KOMIIBIOTEPA
nH(pOpMaUN

3ammuTa 6a3 maHHBIX Ha mpuMepe MS Access

HOI[FOTOBK& OTUYCTOB. 3aHII/ITa BBITTOJTHCHHBIX pa60T

Ilpumeuanue: IIP- npaxmuueckasn paboma, JIP- rabopamopnas paboma, T — mecmuposanue, P — nanucanue
pegepama, Y — ycmuouii onpoc, KP — konmponvhas paboma

2.4.4. Conepxanue caMOCTOATEIbHON padoThI

HaumenoBanue
Ne HaunMeHoBaHMEe caMOCTOSITENBHBIX PadOT
paszena
1 2 3
OcHOBBI [IpennamepeHHBIE YMBIIUIEHHBIE YTPO3bl. Tpa uiIMOHHBIA MIMTHOHAX U TUBEPCUU
| nH(POPMAIIMOHHON Crannapt ISO/IES 15408 «Kpurepun omeHKH 0e3011acHOCTH HH()OPMAITOHHBIX
Oe3omacHOCTU TEXHOJIOT U
0030p 3apy0Oe)KHOTO 3aKOHOJATEIBCTBA B 00JIACTH MH(POPMAITMOHHON 0€30MaCHOCTH
Kpunrorpaguyeckue |O630p poccHICKOTO 3aKOHOIATENBECTBA B 001aCTH HHPOPMAITHOHHOH 0€30I1acHOCTH
5 |MeTomBI TpeboBanus Kk GJIOYHOMY aITOPUTMY MIH(PPOBAHUSL
MH(pOPMAITMOHHON Cetp Qelimrens
0e30IacCHOCTI
Mertonsl 1 cpeactBa  |O630p anropuTMOB (GopMHUPOBaHUS XemI-(DyHKIIUHA
3 |3ammTel nHbopManuu |[loTouHbIe M(PH! ¥ TEeHEPaTOPHI IICEBAOCTYIaiHBIX urcenCepBruch 0€30MaCHOCTH:
9KpaHHPOBaHKE, TYHHEIMPOBAHUE
AnmnapaTHble 1 Hcnone3zoBanue kapT uaeHTHGUKAIMN/ay TeH THQUKAIN
MIPOTrpaMMHEIE @DopMBI IPOSIBIIEHHUSI KOMIIBIOTEPHOHN IPECTYITHOCTH: XHUIIEHHE MAIIMHHOTO BPEMEHH,
4  |cpencTBa 3alIUTHI caborax. [Tytn n mpoOreMbl MPaKTHYECKOH peanu3auy KOHIIETIINNA KOMIUIEKCHOH
KOMITBIOTEPHOI 3anmThl HHGOpMaIH
nH(pOpMaUU

2.4.5. IlepeyeHb Y4e0OHO-METOAHYECKOr0 O0ecCmedYeHUs JISi CaMOCTOSITEIbHOM
padoThI 00YYaOUIMXCH 0 IUCHMILIMHE

Ha camocrtosTenbHyo paboTy o0ydaronuxcs OTBOAUTCS 24 4acoB yueOHOro
BPEMEHU.
CamocTtosiTenbHass paboTa ydammxcss B MPOIECCE OCBOCHUS JIUCHUILIAHBI
BKJIIOYAET:
- UI3YYEHHE OCHOBHOM M JOTOJHUTEIBHOM JIUTEPATYPHI MO MPEAMETY;
- U3y4eHue (KOHCIEKTHUPOBAHUE) BOMPOCOB, BBHI3BIBAIOIIMX 3aTPYAHEHUS IMPU
WX U3yYCHUU;
- paboTy C JIEKTPOHHBIMU YUE€OHBIMU PECYypCaMu;

- UI3YyYEHHE MATEPHUAIOB MEPUOIMUECKON NIEYaTH, UHTEPHET PECYPCOB;
- IOATOTOBKY K TECTUPOBAHUIO;

- MOJITOTOBKY K MPAKTUYECKUM U JTaOOPATOPHBIM 3aHSITHUSIM,

- BBIIIOJIHEHHUE JOMAIIHKUX 33 JaHUM.
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nH(pOpMaIIN

HaunmMenosanvie [epeuens yueOHO-METOANYECKOTO 00ECTIEYEHUS! IUCLUIUIMHBI I10 BBHITOJHEHUIO
No paszaena, TeMbl, BUIA CaMOCTOSITEIBHON pabOTHI
CPC
1 2 3
OcHOBBI Hectepor C.A. OcHoBbI HH(pOpMAIIMOHHOH 0€30MacHOCTH. [ DNEeKTPOHHBIH pecypce]:
1 nH(pOPMAITMOHHON VYuebnoe mocobue. / C.A. Hectepos - DnekTpoH. TekcToBble nanHbie.— CII0.:
’ 0e30MmacHOCTH CII6ITon.yu-T Ilerpa Benuxkoro. 2014. — 302 ¢. Pexxum moctyma:
http://www.iprbookshop.ru/13960.— 9BC «IPRbooksy.
Kpunrorpaguyeckue 3arunaitnos, FO.H. Teopus nHpopMannonHo# 0€30MaCHOCTH M METOI0JIOTHS
METObL 3anmThl HHpopMaryy : yaebHoe mocodue / FO.H. 3arunaiinos. - Mocksa ; bepnun :
2. nH(pOPMAITMOHHON Hupexr-Memua, 2015. - 253 c. : ni. - Bubmumorp. B kH. - ISBN 978-5-4475-3946-7 ;
0e30MmacHOCTH To xe [DnexTponnsiit pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557
Mertonst u  cpencrsa|3aruHaiinos, FO.H. Teopus nadopMaIiioHHoi 6€3011acCHOCTH U METOOJIOTHS
3anmThel HHQOpPMay  |3ammUThl HHpopManuy : yuebHoe nocodue / FO.H. 3arunaiinos. - MockBa ; bepnuH :
3. Hupexr-Memua, 2015. - 253 c. : wi. - bubmorp. B xH. - [ISBN 978-5-4475-3946-7 ;
To xe [DnexTponnsiit pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557
AnmnapaTHble n|3arunaiinos, 10.H. Teopust undopmManmoHHO# 6e30I1aCHOCTH ¥ METOI0TIOTUS
IIPOTpaMMHBIE CPEJICTBA|3aIIUTHI HHpopManuy : yuebHoe nocodue / FO.H. 3arunaiinos. - MockBa ; bepmnuH :
4. 3anmTel  KoMnbiotepHo# | upekr-Menua, 2015. - 253 c. : wi. - bubmuorp. B kH. - ISBN 978-5-4475-3946-7 ;

To xe [DnexTponnsiit pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557
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3. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

3.1.00pa3oBaTe/ibHbIC TEXHOJOTMU NIPH NPOBEICHUHU JEKIMM

Bunp! mpumensemMbIx oopasoBaTenbHbIX | Kon-Bo
No Tema ARLID p:
TEXHOJIOTUHI qac
1 2 3 4
| VHKeHepHO-TEXHIUECKHE CPEJCTBA 3amuThl HH(popMary.[[IpeseHTamms; 5
IIporpamMmHO-anmapaTHBIE CPEACTBA 3ALUTHI [TpoOeMHOE N3JI0KEHHE.
Hctopust kpunrorpaguyeckoil AesSTEIBHOCTH. OCHOBHBIere3eHTaHHﬂ;
2 | HOHATHUS, ONpeNeNeHUs, KOMITO3UIUN W CHHTE3 IIH(pPOB. 2
. [TpobeMHOE N3JI0KEHHE.
[pocreiinye mMQpPBI ¢ CAMMETPUYHBIMHI KIIIOYaMH: 3aMEHBI
3 AyTeHTHDUKAIHMA TONBb30BAaTENs MO  OMoMeTpuueckum{lIpeseHTaIms; 5
XapaKTepUCTUKAM [TpobeMHOE N3JI0KEHHE.
Yrpo3st nHGOPMAITMOHHOM 0e30MacHOCTH npu
4 noakinoueHnd k MHTepHeT. MeToasl B3joMa WHTpaceTei. [IpesenTanus, )
O030p TEXHUYECKHX M MPOTPAMMHBIX CpeACTB obecriedeHus [ IpodieMHOoe U3I0KEH E.
0€30I1acCHOCTH KOMIIBIOTEPHBIX CETEH
3ammTa  OT  HECAaHKIMOHMPOBAHHOTO  JOCTyHa B
5 omepanuoHHol cucteme Windows. 3ammTa moxymentos BllIpe3eHTALmE, )

Microsoft Office. 3ammra 6a3 manHbBIX. OpraHuzanoOHHO-[IPOOIEMHOE H3IIOKEHUE.
paBoBoe oOecrieueHre HHPOPMAITMOHHOH 0e30IacHOCTH

HWroro no kypcy|

40

B TOM YUCJIC UHTCPAKTUBHOC O6}"’I€HI/Ie>l<

10

3.2.00pa3oBaTe/ibHbIE TEXHOJIOTMH NPH MPOBEICHUHN NMPAKTHYECCKUX 3aHATUHI

(1adbopaTopHBIX padoT)

Buabl npuMeHseMbIx Ko
Ne Tema 3ansaTus .
00pa30BaTEeIBHBIX TEXHOJIOTHH yac
1. |lIudpoBanue TeKCTa IO KIIOTY METOAAMH 3aMEHEI IIpesenTanus; 2
[TpobneMHOe nM3I0KEHHE.
2. |lIudporaHue TeKcTa IO KIFOYY METOAAMU ITePECTAHOBKH [IpesenTtanus; 2
[TpobneMHOe nM3I0KEHHE.
3. |Metogsl maponmpHOIM 3ammThl. PaspaboTka mporpammuOii | [IpeseHTarms; 2
MapOJILHOM 3aIUTHI [TpobneMHOe nM3I0KEHHE.
4. |KonuyecTBeHHas OIEHKAa CTOMKOCTH MapojibHOW 3amuThl. | [Ipesentanus; 2
lenepatop mapomei, oOmamarommii  TpeboBaHusiMH K | [IpoOneMHOe n3IokeHHE.
MapoJIbHBIM T€HEpaToOpaM
5. |Kpunrorpaduueckas 3alUTa  3JIEKTPOHHOMN noutsl. | [IpezenTanus; 2
[Iporpammusli makeT mwdpoBanus PGP [IpobmeMHOE H3ITOKEHHE.
6. |3ammTa oT 3akimamok mpu  paspaborke  mporpamwm. | [IpeseHTarms; 2
UccnenoBanme u aHamm3 cirykeOHbIX mporpamm Windows | [IpoGmeMHOe H3IT0KEHHE.
JUTS TIOBEITIIEHUS 3 (HEeKTHBHOCTH PabOTHI KOMIThIOTEPA
7. |3ammrTa 6a3 qaHHBIX HA TpuMepe MS Access IIpesenTanus; 2
[TpobneMHOe n3I0KEHHE.
Hroro no kypcy 20
B TOM YHCJIC HHTEPAKTHBHOE 00y4eHue™ 14
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4. YCJIOBUSA PEAJIM3ALIMUA ITPOI'PAMMBI IUCIHHUIIJIMHBI

4.1. MarepuajbHo-TeXHH4YecKass 0a3a, HeoOXxoaMMasi s OCYLIECTBJICHUA
00pa30BaTeJIbHOI0 MPoLEcca N0 AUCHUIINHE

JlaGopatopusi MHGOPMALMOHHBIX  TEXHOJOTMH B  MpodheCcCHOHATBHOM
NeATeNbHOCTH, Y. Mupa, 29 aya. 5

OCHaIEHHOCTB:

®  CrHeuUalu3upOBaHHAS MeOEIb U CUCTEMbI XpaHEHUs (JOCKa KJIacCHasl,
CTOJI U CTYJ YUUTENS, CTOJIBI U CTYJIbsl YUCHUUYECKUE, MKA(BI 7151 XpaHEHUsT YYEOHBIX
MocoOUil, CUCTEMBI XpaHEHUs Ta0IUI] U TJIaKATOB);

®  TEXHUYECKHE cpelcTBa oOyueHus (pabouee MECTO YUUTENs: KOMIBIOTED
YUUTEINsI, BUACOPOCKTOP, dKpaH, uiieHzuonnoe [10);

®  JICMOHCTpaIlMOHHBIC YU€OHO-HATISIAHBIE TOCOOUS (KOMIUIEKT CTEH/IOB).

4.2. IlepeyeHb HEOOXOAUMOI0 IPOTrPAMMHOI0 o0ecneYeHus

e  Omnepauuonnas cucteMa Microsoft Windows (koutpakt 102-AD®D/2015
ot 05.08.2015, xopnopatuBHas JULIEH3US);

e [laker mporpamm Microsoft Office Professional Plus (kontpakt 102-
ADD/2015 ot 05.08.2015, kopriopaTuBHast JIMIICH3US ),

e  AxrtuBupycHoe nporpammHoe oOecneuenue: ESET NOD32 Smart
Security Business Edition renewal for 1790 user (kontpakt 103-AD®d/2015 ot
29.07.2015);

e Lazarus — oTkpsITas cpema pa3pabOTKH IPOrpaMMHOro oOecredeHus Ha
sa3bike Object Pascal (cBoOomHOe mporpamMmHOe OO€cleueHHe, HE OrpaHUyYCHO,
OeccpouHo);

e GIMP - cBOOOIHO pacHpOCTpaHsIEMbIl pPACTPOBBIM rpaduyecKuii
peAaKTop, UCIONb3YEMBIH I CO3AaHMs U 00pabOTKM pacTpoBoil rpaduku License
(cBOOOIHOE TIpOrpaMMHOE O0€ecTieueHe, HE OTPAHUYEHO, OECCPOUHO);

e 7-zip GNULesser General Public License (cBoOOIHOE MporpamMmmMHOe
obOecrnieyeHue, He OrPaHUYEHO, O€CCPOUHO);

e Uurepner Opay3ep Google Chrome (OecmiaTHoe TpPOrpaMMHOE
obOecrnieueHue, He OrPaHUYECHO, O€CCPOUHO);

e K-Lite Codec Pack — yHuBepcanbHbIil HA00p KOAEKOB (KOIUPOBIIMKOB-
JIEKOAUPOBUIMKOB) U YTWINAT AJii IPOCMOTpa U 00pabOTKHU aynuo- U Buaeodailion
(6ecrutaTHOE MporpaMmMHOE obecriedeHue, He OrPaHUYeHO, 0€CCPOUHO);

e  WimDjView — nporpamma ana npocMoTpa ¢aiinoB B ¢opmate DIV u
DjVu (cBoGoaHOE mporpaMMHOe 0OecrieueHrue, He OrpaHudeHo, OECCPOUHO);
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5. IEPEYEHb OCHOBHOM U JONOJTHUTEJIBHON YYEFHOUN
JINTEPATYPBI, HEOBXOINMOM J1JI51 OCBOEHUS
NTUCHUIIJINHBI

5.1. OcHoBHas IMTEpPaTypa

1. Hectepor C.A. OcHOBBI HHGOPMALIMOHHON 0€30MacHOCTH. [DNEKTPOHHBIN
pecypc]: YueOnoe nocodue. / C.A. HectepoB - DNEKTPOH. TEKCTOBBIE JJaHHBIC.—
CII6.: CII6Ilon.yn-t1 Iletpa Benukoro. 2014. — 302 c¢. Pexxum nocrtyna:
http://www.iprbookshop.ru/13960.— 2bC «IPRbooks».

5.2. lono/IHUTEJIbHAS JIUTEPATYypPa

1. 3arunaiinos, IO.H. Teopus wuHPOpManMOHHON O€30MaCHOCTH H
METOJ0JIOTUsl 3amuThl uHbopMmauuu : ydeOHoe mocobue / FO.H. 3arunaiinos. -
Mockgsa ; bepnun : [{upekr-Menua, 2015. - 253 c. : un. - bubnuorp. B kH. - ISBN
978-5-44775-3946-7 ; To xKe [DIeKTpOHHBIN pecypcl]. -
URL: http://biblioclub.ru/index.php?page=book&id=276557

5.3. Ilepuoanuyeckue u3gaHus

1. Kypnan OtkpeiTbie cuctemsl. CYB/]

2. Kypnan [IporpamMmmupoBaHue.

3. DOnekrtponHas Oubmuorexka "W3gatensckoro goma "I'peOeHHUKOB"
(www.grebennikon.ru).

4. ba3bl nanabix kommanuu «Mct Beroy» (http://dlib.eastview.com).

5.4. Ilepeuenn pecypcoB HHGPOPMANMOHHO-TEJIEKOMMYHMKANMOHHON CeTH
«/HTEepHET», HEOOXOAMMBIX /111 OCBOCHUS AU CIUIIUHbI

1. MunucrepctBo oOpa3zoBanus u Hayku Poccuiickoii @enepannu
(http://MunoOpHayku.pd/);

2. ®epnepanbubiii moptan "Poccuiickoe oopazoBanue" (http:/ www.edu.ru/);

3. Nudopmanuonnas cucrtema "EnnHoe OKHO 1OCTyna K 00pa3oBaTeIbHbIM
pecypcam" (http://window.edu.ru/);

4. Enunas kojuiekuus uudpoBbix oOpa3oBaTenbHbIX pecypcos (http://school-
collection.edu.ru/);

5. ®enepanibHbIi HEHTP HH()OPMALIMOHHO-00Pa30BaTENbHBIX PECYPCOB
(http://fcior.edu.ru/);

6. OOpazoBaTtenbHbili opTan "Yueba" (http://www.ucheba.com/);

7. Ilpoekt I'ocynapCTBEHHOrO MHCTUTYTa PyccKOro sA3bika nMeHU A.C. Ilymkuna
"OOpazoBanue Ha pycckoM" (https://pushkininstitute.ru/);

8. Hayunas snextponnas 6uonuoreka (HOb) (http://www.elibrary.ru);

9. HanumonanwHas snektpoHHast ouonunoreka (http://H36.pd/);

10.Ku6epJlenunka (http://cyberleninka.ru/).

11.CnpaBouHo-uHpopManoHHbIi noptan "Pycckuii a3bik" (http://gramota.ru/);

12.Cnyx0a TemaTH4eCKUX TOIKOBBIX cioBapeit (http://www.glossary.ru/);

13.CnoBapu u sunukionenuu (http://dic.academic.ru/);

14.KouncynbtanT [Intoc - cripaBouyHas npaBoBas cucteMa (JOCTYII 1O JOKaIbHOM
CETH)
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6. METOINYECKUE YKA3AHMUSA IS OBYYHAIOIIIUXCA
11O OCBOEHUIO JTUCHUIIJIMHbI

VYyamuecs s NOJTHOLIEHHOTO OCBOeHUsl yueOHoro kypca «MHdopmanmonnas
0€30MacHOCTb» JOJKHBI COCTABIISATh KOHCHEKThl KAaK MpPU MPOCITYIIMBAHUHM €r0
TEOPETUYECKON (JIEKIMOHHOM) YacTh, TaK M NPU MOATOTOBKE K MPAKTUUYECKUM
3aHATHAM. JKenaTtenbHO, 4TOObl KOHCIEKTHI JIEKIIMM M CEMUHApOB 3alMChIBAIUCH B
JIOTUYECKOM IOCIIEN0BATEIbHOCTU U3YYCHUS Kypca U CONEPKAINCh B OJHOU TETpalu.
Oto o0ecnieunt OoJiee MOTHYIO MOATOTOBKY KaK K TEKYIIUM y4€OHBIM 3aHATHSAM, TaK
U CECCUOHHOMY KOHTPOJIIO 3HAHUM.

CamocrosiTenbHass paboTa yyauuxcs sBIsieTCsl BakHeWIed GpopmMoil yueOHo-
Mo3HaBaTeNbHOro nmnpouecca. llenb 3agaHuil A caMOCTOATENbHOM padOThl —
3aKpEeNUTh U PACIIMPUTh 3HAHUSA, YMEHUS, HABBIKH, MPUOOPETEHHBIE B PE3yJIbTATE
W3YYEHHs] JUCLHUIUIMHBL, OBJIAJIETh YMEHHEM HCIIOJIB30BaTh IMOJTYyYECHHBIE 3HAHUSA B
MPaKTUYECKOH paboTe; MOJYyYUTh MEpPBUYHBIE HABBIKM NPOodecCHOHATBHOM
NEATEIBHOCTH.

Hayanom opranuzanuu 1000l caMOCTOATENbHOM pPabOThl JOHKHO OBITh
NPUBUTUE HABBIKOB M YMEHHMH TIpaMOTHOM pabOThl ¢ Yy4eOHOW U Hay4yHOU
JUTEPATypOr. OTOT IMPOLECC, B IEPBYI OYEpENb, CBA3aH C HAXO0XACHUEM
HEOOXOAMMOW Il YCHEIIHOTO OBJIAJICHUs YYEOHBIM MAaTepuajoM JIUTEpPaTypoil.
Yyanuiica  JOJDKEH  HU3YyYWTh  CIIMCOK  HOPMATUBHO-NIPABOBBIX  AKTOB U
HKOHOMHMYECKON JUTEpaTypbl, PEKOMEHIYEMbI MO Yy4eOHOW AMCUMIUIMHE; YMETb
MnoJib30BaThCsl  (QoHIamMu  OMOIMOTEK W CHPaBOYHO-OMOIMOrpaduyecKUMHU
W31aHUSMU.

3amanus JUIsl CaMOCTOSATEIbHOM paOOThl BHIOMHIIOTCA B MIUCBMEHHOM BHUJIE BO
BHeayAUTOpHOE Bpems. PaboTa n0KHA HOCUTHh TBOPYECKUN XapakTep, NpU €€
OLICHKE IIpernojaBaTelb B IEPBYIO OUYEpelb OLEHUBAET OOOCHOBAHHOCTh U
OPUTMHAJIBHOCTh BBIBOJIOB. B muCbMEHHON paboTe Mo TeMe 3aJaHus ydalluics
JNOJDKEH IIOJIHO W BCECTOPOHHE PACCMOTPETHh BCE ACHEKTbl TEMBI, YETKO
c(hOpMyIUpPOBATh U aPryMEHTUPOBATH CBOIO MO3UIIMIO [0 HUCCIEAYEMBIM BOIIPOCAM.
BblOOp KOHKpETHOro 3aJaHus JUIsl  CaMOCTOSTENbHOM  paboThl  MPOBOJIUT
IIPENOAABATENb, BEAYIIUNA IPAKTUYECKHE 3aHATUS B COOTBETCTBUHM C IEPEUHEM,
YKAa3aHHBIM B IUIAHAX MPAKTUYECKUX 3aHATHUH.
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7. OUEHOYHBIE CPEJACTBA JJIAA KOHTPOJISA YCIIEBAEMOCTHU

7.1. ITacnopTt ¢oH1a OLIEHOYHBIX CPEJICTB

Ne
n/m

Kon xonTpomupyemoit
KOMITETEHIIH
(nmm ee yacTH)

I[IK 2.4; TIK 3.5; OK 1

—OK 6; OK8 —OK9.

I[IK 2.4; OK 1 - OK 6;
OK 8- OK0.

MK 2.4;IIK3.50K 1 -
OK 6; OK 8 - OK 9.

K 3.5; 11K 2.4; OK 1

—OK 6; OK8 - OK9.

HaumenoBanue OLCHOYHOT' O

KOH OJINPYEMBIC pa3a€iibl (TEMbI HNCIUITJIMHBI
TPOJHPY! pasneis! ( ) Auci cpejcTBa

1. | OcHOBBI MH(OPMAIMOHHOH 0€301acHOCTH [IpakTrueckas padota

Kpunrorpaguyeckue merons! HH(GOPMAMOHHON

5030MACHOCTH [IpakTuueckas padoTa

3. | Metons! u cpeacTBa 3aUTH HH(OPMAIHN [IpakTuueckas padoTa

AHHapaTHBIe " MpOrpaMMHBIC CPEACTBA 3allIUThL

4. .
KOMITBIOTEpHOI HHpOpManuu

[IpakTuueckas padota

7.2. Kpurepuu OlleHKH 3HAHU

Kontpons u olleHKa pe3yiabTaTOB OCBOCHUS Y4e€OHOM JHUCIUTIIIMHBI
OCYUIECTBIISIETCSl MPENOJaBaTeIeM B IPOLIECCE MPOBEACHUS MPAKTUUYECKUX padoT,
TECTUPOBaHMs, COOECEIOBAaHUs M0 PE3yJIbTaTaM BBIIIOJIHEHUS J1a0OpaTOPHBIX padoT,
a TaKKe pelnieHus 3ajiayd, COCTaBICHUS paboyux TaOIHI] U TOATOTOBKH COOOIIEHHUM K
YpOKy. 3HaHHUS CTYJEHTOB Ha MPAKTUYECKHUX 3AHATHSIX OLEHUBAIOTCS OTMETKAMH
«OTJIMYHOY», «XOPOILO0Y», «YIOBIETBOPUTEIBLHO» U «HEYIOBIETBOPUTEIBHOM.

OueHka «OTJIMYHO» BBICTABISAETCSA, KOIZAa CTYJIEHT MOKa3bIBaeT TIyOOKOe
BCECTOPOHHEE 3HAHUE paszjeia AMCLMIUIMHBI, O00A3aTENbHOM U JTOMOJHUTEIBHOU
JUTEPATypbl, APTYMEHTUPOBAHO U JIOTMYECKU CTPOMHO H3J1araer Marepuas, MOXKET
MPUMEHSATh 3HAHMS 1JIs1 aHAJIM3a KOHKPETHBIX CUTyaluil.

OneHka «XOpouIo» CTaBUTCA NPH TBEPABIX 3HAHUAX pasjesia JAUCLMIUIMHBI,
00sA3aTENbHON  JIMTEPATypbl, 3HAKOMCTBE C JIONOJHUTEIbHOW JUTEPATYPOH,
apryMEHTUPOBAHHOM M3JI0)KEHUU MaTepuana, YMEHUU MPUMEHUTh 3HAHUSA I
aHaIM3a KOHKPETHBIX CUTYyaIui.

OueHka «yaOBIETBOPUTEIBHO» CTABUTCS, KOI/A CTYIAEHT B OCHOBHOM 3HAeT
pazzen AMCUMIUIMHBI, MOYKET IPAKTUYECKH TPUMEHUTH CBOM 3HAHUSI.

OueHka «HEYJIOBJIETBOPUTEIBHO» CTABUTCSA, KOTJa CTYIAEHT HE OCBOWJ
OCHOBHOT'O COJIEpKaHUs MPEeAMETA U cJ1a00 3HAET U3y4aeMblid pa3fen IUCLUILTUHBI.
7.3. OneHo4YHbIe CPEACTB sl IPOBEACHUS TEKYIIel aTTeCTaluu

. IIpumepst
®dopma IIpakTnueckuii onsiT | JInunble Ka4ecTBa
3HaHus YMmenus OLIEHOYHBIX
aTTecTaluu (BmameHue) oOyuJatorerocs
CPEICTB
TectupoBan | Kontpons Onenka ymeHusa | OneHKa HaBBIKOB Ouenka crioco6HocTH | Bompockr
ue 3HAHUH 10 pasnuuaTth JIOTUYECKOT0 aHAJIN3a | ONEPaTUBHO U MIPUJIATAIOTCS
ONpEAETICHHBl | KOHKPETHBIE TTOHSTUHN KaueCTBEHHO
M IpoOsieMaM | TIOHSTHS OTBEYaTh HA
IIOCTABJICHHBIE
BOIIPOCHI
VYcTHbIH KonTpons Onenka ymeHusa | OneHKa HaBBIKOB Ouenka ciocodHocty | KoHTponbHBI
(MMCBMEHHBI | 3HAHMH 1O pasnuuaTth paboTsI C ONEPaTUBHO U € BOIIPOCHI IO
i) ompoc 1O | ompeneNeHHbl | KOHKPETHBIE JIUTEpaTypPHBIMU KaueCTBEHHO TeMaM
TeMaM M IpoOsieMaM | TIOHSITHS HCTOYHUKAMHU OTBEYaTh HA MIPUJIATAIOTCS
IIOCTABJICHHBIE
BOIIPOCHI
[IpakTiueck | kpunrorpadu | COCTaBIATH OCHOBHBIMU Ouenka cioco6Hocty | Temsl paboT
ue 10, KPUITOCUCTEMBI; | MOHITUAMU U ONEPaTUBHO U MIPUJIATAIOTCS
(;rabopatopH | creraHorpadu | MaHWITYJIHPOBAT | MOJIEISIMH, KAaueCTBEHHO pelaTh
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bIe) paboTHI

10, b C JaHHBIMH; CTaHAapTaMU ITOCTaBJICHHBIE Ha
ayTeHTH(UKaI] | BEIOUPATH 6e3omacHOCTH; MIPAKTHYECKHUX U
IO, HaunOoee KpunrorpaguyeckuM | 1abopaTopHBIX
HEBO3MOKHOC | HOAXOJSIIMHA M3 | U METOJAMHU; paborax 3a1auu 1
Th OTKa3a OT | METOJOB 3aLIUTHl | CPEJICTBAMH U apryMeHTHpOBATh
aBTOPCTBA; nHGpOpMaAIUN METOaMH 3aIIUTHI pe3yabTaThl
TTOJIUTUKY nH(POPMAIINH B CETH;
6e301macHOCTH
B MHpPOBBIX
3aKOHAX u
3akoHax P®;
KpuIrorpapud
€CKHE METO/BI
U aJITOPHUTM;
QITOPUTMEI
KPHIITOAHAIIN3
a;

QITOPUTMEI
UICHTH(HUKAI]
uu
TTOJIb30BaTEIS
Ha
OroMeTpHueCcK
ux
MPUHIHUIAX;
cpencTBa
3aIUTHl CeTel
u
HOpPMAaTHBHEIE
TpeOOBaHUS K
cucTeMaM
3aIUTHI
nH(pOpManuy;

IIpumepHbIe TECTOBBIC 3aJAHNUA:

1.

Pa3zpabotka nporpamm obecnieueHus nHGopmamoHHoit 0e3zonacHoctu PO

H OIIPCACIICHUC MTOPAAKA UX (I)I/IHaHCI/IpOBaHI/Iﬂ OTHOCHUTCA K:

2.

MIPaBOBBIM METOJaM 3aIUThl HHPOpMaLUU

OpraHU3alMOHHO-TEXHUYECKUM METOaM 3alluThl HHPOpMaluu
OpraHU3alOHHO-PACTIOPSIAUTENBHBIM METOIAM 3alIUThl HH()OPMALUU
HOPMATHBHO-IIPABOBBIM METOJIaM 3allUThl THPOPMALIMH

HKOHOMHYECKUM METO/IaM 3alUThl HH(OpMAUU

K kakomy Buay KOHQUACHIMATBHOW HH(OPMALUMU OTHOCHUTCS HAy4YHO-

TEXHUYECKasi, TEXHOJOTHYECKasi, IPOU3BOJICTBCHHAs, (PUHAHCOBO-2KOHOMUYECKAsT U
WHas esioBast HGopMalusi, B TOM 4Kciie HHGOpMaIus 0 CeKpeTax Mpou3BoIcTBa?

3.

KOMMepuYecKas TaiHa

[IEpPCOHAJIBHBIE JAHHBIE

rocyJapcTBeHHas CiIyKeOHas TailHa

NpoLeccyajibHas TakHa

Kakoil kanan yTeuku MHGPOPMAIMM OCHOBAaH Ha MCHOJIb30BAHUU

AIEKTPOMArHUTHOM SHEPTHH BUAUMOTO U HHPPAKPACHOTO JThara3ona?

BU3yaJIbHO-ONITHYECKNN KaHaJ
BJIEKTPOMATHUTHBIN KaHAJI
BUOPOAKYCTHUECKHUI KaHa
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- MaTepHaHBHO—BGHJGCTBCHHBIﬁ KaHall

IIpumepHbIe BONPOCHI AJI YCTHOI'O ONPOCA (KOHTPOJIBHBIX PadoT):
1. Knaccuduxanus yrpo3 6ezonacaoctu VC.
2. llepexsart apoJieu, BPEIOHOCHBIE
MCII0JIb30BaHUE NIPUBEJIETUNA, MacKapa/l.
3. Sniffing.

IPOrPAMMBI, HE3aKOHHOE

IIpumepHbIe BONPOCHI A1 KOHTPOJIA CAMOCTOATEILHON padoThI:

1.

VYTpo3sl v yA3BUMOCTH B OECIIPOBOJIHBIX CETSIX.

2. Tloxxonbl obecniedeHuss UHPOPMAITMOHHON OE30MaCHOCTH.
3. Mepsl obecnieueHus: MHPOPMAIIMOHHONU 0€30MaCHOCTH.

7.4. OueHo4YHbIE CPEACTB /sl IPOBEACHUSA NIPOMEKYTOYHOM aTTEeCTALUU

[IpomexxyTouHas arrecrauus

. IIpumepst

®dopma [Ipaktuueckuii onbiT | JIMUHBIE KauecTBa

3HaHus YMenus OLIEHOYHBIX
aTTecTaluu (BmameTn) oOyuJatorerocs

CpEJICTB

3auer KpunTorpadu | COCTaBIAThH OCHOBHBIMU Ormenka ciocobHocTy | Bompocsr:

10, KPUNITOCUCTEMBI; | MOHSITUSIMH H TPaMOTHO U YETKO TIPUJIATAIOTCS

creraHorpad | MaHWUITYJTHUPOBAT | MOJCIISMH, M3JIaraTh MaTepua B

HI0, b C IaHHBIMU; CTaHJIapTaMU obmactu

ayTeHTHU(HKa | BBIOMPATh 6e3omacHOCTH; podecCHOHATIBHON

U1, HauboJee KPUNITOTpapUUSCKUM | JCATCIHHOCTH U

HEBO3MOXHOC | MOAXOISAIINN W3 | M METOJIAMH; apryMEeHTHPOBAThH

Th OTKa3a OT | METOIOB 3alUTHI | CPEICTBAMU H Ppe3yIBTaTHI

aBTOPCTBA; nHpopMaru METOJITAMHU 3aIUTHI

TTOJTUTHKY nH(OpMAINK B CETH;

0e30IacHOCT

U B MHPOBBIX
3aKOHAX U
3akoHax P®;
KpHIrorpadu
Yeckue
METOIBI u
AITOPHUTM;
QITOPUTMEI
KPHIITOAHAIIH
3a;
QITOPUTMEI
UICHTH(UKAI]
uu
TTOJTE30BATEISA
Ha
OouomeTpuuec
KHX
MPUHIIUTIAX;
cpencTa
3aIUTHI
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7.4.1. IlpumepHbIe BONPOCHI I INPOBEACHUS IPOMEKYTOYHON aTTECTALMHU
(3auer)

1. OcHoBHBIE MOHATHUA HHPOPMALMOHHOM 0€30MACHOCTH.

2. OcCHOBHBIE NOHATHS 3aLIUTHI HH()OPMALUH.

3. O0bexT wuH(poOpMaTH3aLMK, COOCTBEHHUK HMH(QOpMalUU, BIaJeNell
uH(popMauu, THPOPMALIMOHHBIN aKTUB, MOJIUTUKA O€30MACHOCTH.

4. VYpoBuu uHpopmanmonHoit O6e3zomacHoctu UC, nns uHOOpMalMOHHBIX
PECYpPCOB. YTPO3BI.

5. Kuaccudukanus yrpos 6ezonacuoctu UC.

6. Ilepexsar raposeu, BPEIOHOCHBIE [IPOIPAMMBI, HE3aKOHHOE
UCIIOJIb30BAaHUE IIPUBEIIETUN, MAaCKapal.
7. Sniffing.

8. Hijacking.

9. Session Hijacking.

10. Ataku MoguuKaIuu.

11. Ataku oTka3a B 00CITyKUBaHHH.

12. KoMOMHUPOBAaHHbBIE ATAKH.

13. ®apmuHr.

14. botHer.

15. Yrpo3sl v ySI3BUMOCTH B OECIIPOBOJIHBIX CETSIX.

16. ITogxoaer obecnieueHus: UHPOPMAITMOHHON OE30MACHOCTH.

17. Mepsbl obecnieueHus UHPOPMAITMOHHON 0€30MaCHOCTH.

18. [Tonutuka nHGOpMALIMOHHON 0€30MaCHOCTH.

19. CtpykTypa NOIUTUKHN O€30MACHOCTU OPTaHU3AIIHH.

20. MexayHapoiHble CTaHAAPThl HHPOPMALIMOHHOMN 0€30MaCHOCTH.

21. Poccuiickue ctanaapThl HH()OPMAMOHHOW 0€30MMacHOCTH.

22. Yrpo3bl 6€301aCHOCTH ONEPALIMOHHBIX CHCTEM.

23. AIMUHUCTPATUBHBIE MEPHI 3AILUTHI B ONEPALMOHHBIX CUCTEMAX.

24. Ilonutrka 6€30MaCHOCTH ONEPALMOHHON CUCTEMBI.

25. Kpunrorpaduueckas 3amura uHGOpMaIuu.

26. AIMUHUCTPATUBHBIE JIEUCTBUS MOJIB30BATEIS.

27. Ctporas ayTeHTU(UKAUS.

28. Ayrentudukanus Ha ocHoBe USB unu cmapt-Kapr.

29. be3omnacHoCcTh OECIIPOBOJIHBIX CETEH.

30. MexceTeBoil 3KpaH U ero GyHKIIMOHAIbHBIE BO3MOKHOCTH.

31. MexceTeBoil 3KpaH U JOMOTHUTEIbHbIE (DYHKIIHH.

32. VPN cers.

33. VPN nans co3naHus 3alUIIEHHON CETH.

34. VPN ¢ ynaJeHHBIM TOCTYIIOM.

35. VPN BHyTpuKOpIIOpaTUBHAs.

36. VPN mexkopnopaTuBHas.

37. 3agaumn ympaBiieHUsT UHPOPMAIIMOHHOW O€30MaHOCThI0 B KOPIOPATUBHOM
MH()OPMAITMOHHOW CUCTEME.

38. IIpobnembl 6€30MacHOCTH 00IaUYHBIX CEPBHUCOB.

39. CpencrBa 3alIMTH B BUPTYaJIbHBIX CpPEAax.
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40. Cmapr-kapra.

7.4.2. IllpumepHbIe 3K3aMeHALIMOHHbIE 32124 HA 3K3aMeH/nud 3auer

He npenycmorpeno
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8. OBYYEHHUE CTYAEHTOB-UHBAJINIOB U CTYJAEHTOB C
OI'PAHUYEHHBIMHA BO3MOKHOCTAMMU 3 10POBbA

[Topsanok 00yueHrss HHBAIUIOB U CTYJEHTOB C OTPAHUYEHHBIMH BO3MOXHOCTAMU
onpezeneH «llonoxennem KyOol'Y 00 00yueHun cTyA€HTOB-UHBAIHUJIOB U CTYJIEHTOB
C OTPaHUYEHHBIMU BO3MOXHOCTSIMH 3J0POBbSD.

JUis 1M1 ¢ OrpaHUYEHHBIMU  BO3MOYKHOCTSIMH  3JI0pPOBbsl  IIPETYCMOTPEHBI
oOpa3oBaTeabHbIE TEXHOJOTHH, YUUTHIBAIOIINE OCOOCHHOCTH U COCTOSIHUE 30POBbS
TaKHUX JIUII.

9. JONOJIHUTEJBHOE OBECIIEYEHHUE JUCIHUIIJINHbI

HE MIPETYyCMOTPEHO
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Peuensus
Ha paGouyto nporpammy yue6Ho# aucunumab OIL13 UndopmanuronHas
Ge30MacHOCTD U CTY/IEHTOB, 00ydaroumxcs 1o Hanpasnenuto 09.02.03
«ITporpaMMHpOBaHHe B KOMIIBFOTEPHBIX CHCTEMAX).

Pa6ouass mporpamma y4eGuoi mucuuniuuel  OIL13 WudopmanroHHas
Ge30MacHOCTb IpeJHa3HavdeHa Ul pean3alud roCyJapCTBEHHBIX TpebGoBaHuil K
YPOBHIO MOATOTOBKH BBIITYCKHUKOB no CHELHATBHOCTH CpeHero
npodheccuoHaJIbHOTO oOpa3oBaHus, 09.02.03 «[1porpamMmmupoBaHne B
KOMITBIOTEPHBIX CHCTeMax», Pa3paboTyuk rporpamMMel — NperojaBaTenb «Ky6I'Y»,
dakysnsrera UHCIIO, Erozapos Dayapa Cepreesud.

PaGouast nporpamma aucummumael OI1.13 MHbopmanmonHas 0e30macHOCTh
COOEPXKUT CIELYIOIINe 3/EMEHTBI: THTYJIbHBIH JHCT, NacropT (ykazaHa oOnacTb
MpUMeHeHHs TPOTPaMMBl, MeCTO  AHCHHMIUIMHBL B CTPYKTYpeE OCHOBHOH
o6pa3oBaTesibHON MPOrpamMMBl, LEIH U 33/1a49H, 00bem yueOHOH TUCIMIUIMHBL U BUJIBI
yuebHOl paboThbl); TEMaTHYECKUH IUIaH M COACpPKaHWe y4eOHOH AMCUMIIIHHEL,
YCIIOBHs pealv3alMi NporpaMmbl (TpeGOBaHMA K MUHAMATbHOMY MaTepHallbHO-
TEXHUUECKOMY OOECIICUEHHIO, MepeyeHb PEKOMEHAYEeMbIX —YyHeOHbIX W3/1aHui,
VIHTepHET-PeCypCOB,  AONOJIHUTEBHON  JIMTEPATYpB); KOHTPOIL M OlEHKa
pe3yJIbTaTOB OCBOEHHS yUeOHON AMCIUTIIHHbL.

PaGouast iporpaMMa paccuuTana Ha 84 uaca, U3 KOTOPBIX 28 4acoB OTBOAUTCA
Ha TPaKTHYeCKHe M aboparopHble 3aHATHA, @ JIEKUHOHHBIX 3ausitiit 32 waca.
CamocrosTenbaas paboTa cocraBiseT 20 4acoB y4eOHOIO BpEMEHH. U 4 gaca
OTBOJUTCS HAa KOHCYJIbTALIHH.

PaGouasi mporpaMma MoOXeT OBITb PEKOMEHIOBaHAa JUIA MCIONb30BaHHsA B

—

obpazoBaTeqbHOM  Tpouecce ®I'BOY BO «KybaHckuil rocyaapCTBEHHbIH
YHUBEPCUTETY.
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Peuenzusn
Ha paGouyio nporpaMmmy y4eOHO#H IHCUHILIHHBI
OI1.13 UudopmanronHas 6e30MacHOCTb
ans cneunaiabioct 09.02.03 IlporpaMMupoBaHHe B KOMIBIOTEPHBIX
cHeTeMax

PaGouas mporpamma yueGro# aucummaunel OI1.13 HMupopmaimonHas
GesomacHocTh paspaborana Ha ocHoBe (DelepalibHOr0 TroOCyAapCTBEHHOTO
obpasosarenbHoro crangapra (nasee — ®I'OC) mo CHeNMATLHOCTH CPEAHEr0
npodeccuonanbHoro obpasosanus (aanee CI10) 09.02.03 «IIporpaMmupoBaHue B
KOMIIBIOTEPHBIX CHCTEMAX», yTBEPIKIEHHOro MpukazoM MuHOOpHayKH P® ot
28.07.2014 r No 804 (3apeructpuposan B MuHiocte Poccun 21.08.2014 r. Ne
33733).

OGyuenne nNpoOBONMTCS Ha 0ase OCHOBHOrO 0OIIEro obpazoBaHus M
HalleleHo Ha TIoJydeHHe KBatudMKAaLMM TeXHHK-Tiporpammuct. Pabouas
pOrpaMMa COCTaB/ICHa A 0uHON GopMBI 00y UEHHS.

[laciopT nporpamMmsl OGOCHOBAHHO M TOJHO OTPaKaeT COACpPKaAHHE
JMCLMIUIMHBI, €€ POJib ¥ MECTO B TMOArOTOBKE CIELHAIUCTa CPEHEro 3BeHa,
pacKpHIBaeT LENH W 3ajaduy ydeOHOW aucummiuHbl. OmpenencHsl TpeboBaHus K
YMEHMAM M 3HAHWAM CTyJAeHToB. TeMaTHYeCKHH IUIaH M COAepKaHHe yueOHoi
QMCLMIUTAHBL  PacKpbiBaeT  MOCJEA0BATENBLHOCTE  NPOXOXKIEHHS — TEM,
COOTBETCTBYET TEMaTHUecKOMy TUIaHy M Dacrpeseniennio yacoB. B mporpamme
onpenenens  Qopma TMpoBeAeHMS, LeEH, 3a1a4u yyeOHOM IMCLMIIIMHEL,
Tpe/acTaBieHsl 00a3aTebHble (OPMBI OTYETHOCTH. B nporpaMme peanu3OBaHbl
JMIAKTHUECKHE MPUHLMILI O0Y4YEHMs: LEJIOCTHOCT, CTPYKTYPHOCTh; OTpaXceHa
B3aMMOCBA3b MEXKIY OJIEMEHTAMH CTPYKTYpPBI, Y4YTCHbI MEXNPEAMETHBIC CBA3H.
U3yueHHe NAHHOM AMCLMIIIMHBI CIIOCOOCTBYeT 3G GEeKTHBHOW M KaueCTBEHHOM
[IOJIFOTOBKE CTY/IEHTOB.

[lporpamma yueGHOH AMCLMIUIHHEI HanpasieHa Ha (OpMHpOBAHHE 'y
CTyZIeHTa IPUOOPETEHHIO PAKTHUYECKOrO OMBITA M COOTBETCTBYET TpeOOBaHHAM K
pe3ysibTaTaM OCBOCHHS IpeiMeTa.

[lepeyenb pPEKOMEHIYyeMOH OCHOBHOWH H JOTIOJTHUTENIBHON  JIMTEPATYPbI
BKIIOYAeT OOIIENOCTYIIHbIE WCTOMHMKH, W3laHHBIe B TocieiHee Bpems (e
nio3anee 5 ner). [epeuncienHble HTepHET-PECYPCHI aKTYya/IbHbI ¥ 10CTOBEPHBI.

Paspa6oraHHas mporpamMma  y4eOHOH  JMCHMIUIMHBI ~ MOXET ObITH
pEKOMEHIOBaHA Ul WCTIONB30BaHMA B Y4eOHOM Npolecce MpH MOATOTOBKE [0
cneuuansaocty 09.02.03 [porpaMMUpOBaHHE B KOMITBIOTEPHBIX CHCTEMaX.

U yppnernn?

OO Rapaboaum Mowech L ¢




