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1. Ilean u 3212491 OCBOEHHS JUCIHHILIHHBI

1.1 Ilesam ocBOEHMSI AU CIMILJIMHBI
Lenpro mpenogaBaHusi ¥ U3yYEHUS JTUCHUIUIUHBI «KpunToTrpadmuyueckme npoTOKOJIBD)

ABIsieTCd (OPMHUPOBAHUE Yy CTYAECHTOB 3HAHUM M HAaBBIKOB IO MCIIOJIb30BAaHUIO METOJIOB
COTJIACOBAHHOTO PEUICHHUs 3a7a4 HH(POPMAITMOHHOTO 0OMEHA C MCII0JIb30BAaHUEM KPUIITOTpa(HH.

1.2 3agauu TMCHUILITHHEI

CTyaeHT [0JDKEH 3HATh OCHOBHBIC IOHSTHS, IMOAXOAbI M METOIbI, HCIOJb3yEeMbIE B
KpunTorpaguueckux MpoTOKOIaX; yMeTh IPUMEHITH 0a30BbIC aJITOPUTMBI i CTAHAAPTHI
KpUNTOrpaguuecKux MPOTOKOJIOB; BJAAAeTh TEXHOJIOTHIMH, CIIOCOOCTBYIOIIUMHU UCTIOIB30BAHUIO
KpUNTOrpapUIeCcKuX MPOTOKOJIOB.

1.3 MecTo JUCUMIJIMHBI B 00pa30BaTeibHOI porpaMmme
Hucuunnuba «Kpuntorpapuueckue HOPOTOKOJIBD OTHOCUTCS K OJOKY AMCUUIUIMH IO
BbIOOpY BapuatuBHOU yacTi b1.B./IB mpodeccnoHanbHbIX TUCIUIUIHH.

Jlig u3ydeHus AMCUMILINHBL CTYJEHT JOJKEH BIaJETh 3HAHUAMM, YMEHUSMU U HaBbIKAMU
no wuH(pOpPMAMOHHOW O€30MacHOCTH, KpunTorpaduu W  paclpelelieHHbIM —3ajadaM |
aJITOpUTMaM.

3HaHUs, MOJIydyaeMble MPU M3y4YEHUH AUCHUIUIMHBI «Kpunrorpadguueckue MmpoTOKOJIbI,
MOTYT UCIIOJIb30BaThCs MPH paboTe HaJ BBITYCKHOM paboToil, a TaKkKe MpU U3y4eHUN AUCUUILUINH
MarucTepCKOro UK.

1.4 IlepeyeHb MIAaHMpYeMBIX pe3yJIbTATOB O0Y4YeHHMs] MO JUCHUILUIMHE (MOAYJIIO),
COOTHECEHHBIX ¢ IUIAHMPYeMbIMHM Ppe3yJbTATAMH OCBOEHUSI 00pa30BaTebHOM
NpOrpamMmBsl.

N3yueHue 1aHHOM yueOHOM TUCIMITIIMHBI HAIIPAaBICHO HAa (POPMUPOBAHHE Y
o0yyJaroImuxcs CIeIyoUX NpopeccHOHAJbHbBIX KOMIIeTeH Ml :

No NHnekc Conepxxanue B pe3ynbraTe n3yueHus yaeOHOM NUCHUTUIMHBI 00yYaroIiye
I1.11. KOMTIe- KOMITETCHIINH (UK ee JIOJIKHBI
[EHIINU Y4acTH) 3HATh YMETh BJIAJETh
CIIOCOOHOCTBIO peliaTh CIOCOOBI pelaTh |[pemarh 3a1a4uu CIIOCOOHOCTBIO
Bamaun npoheCCUOHATBHOMN Bagayun npodecCHOHANTBEHON [peIaTh 3a1a9u
ITesITETBHOCTH B COCTABE PO EeCCHOHABHO [TEATETLHOCTH B COCTaBE [MPO(HECCHOHATBHOM
HaAYIHO- i IeATETPHOCTH  [HAYYHO- MEeSITETBHOCTH B
1. [IK-4 MCCIIEN0BATEILCKOTO U MCCIIE0BATENLCKOIO U [COCTABE HAYYHO-
MPOM3BOJICTBEHHOTO MPOM3BOJICTBEH-HOTO  [MCCIIEIOBATEIHCKOTO
KOJIJICKTHBA KOJIJICKTHBA 7
MPOU3BOJICTBEHHOTO
KOJIJIEKTHBA
CIIOCOOHOCTBIO PEIaTh MH()OPMALIMOHHO- [pENIaTh CTAHAAPTHLIE  [CTIOCO0aMU
CTaHJapTHBIC 3aJa4u [KOMMYHHMKAIIMOHH [3aJ1a4n MCII0JIb30BaHUS
npodeccnoHaNbHON ble TEXHOJIOTUU U [IPO(EeCCHOHATIBHOM KPUITOrpahUYECKHX
IMesTeILHOCTH Ha OCHOBE  [OCHOBHBIE IIeATENBHOCTH Ha 0CcHOBE[POTOKOJIOB B
MH()OPMAaLMOHHOMN 1 TpeGoBaHMs MH(POPMAIMOHHON 1 oOmacTH
Oubamorpapuaeckon nHGOPMAIMOHHOM [0HOInorpaduuecKon HHq)OpMameHHHX
KYJIBTYPBI C IIPHMEHCHUCM  5e301macHOCTH KYJIbTYpPBI [[CXHOJIOTHH, 4 Takoke
2 OIK-4 [mudopmanmonHo- BHAHUSMH, KOTOPBIE
KOMMYHHKAIIHOHHBIX HaXOAATCA Ha
TEXHOJIOTHH U C yYETOM [EPETOBOM py6e>1<ev
OCHOBHBIX TpeOOBAHMI KpUITOrpauyecKoH
MH(OPMALIUMOHHOM HAyKH,
0€30MacHOCTH MHCTPYMCHTAMU
0]/ICP>KUBAIOIIIUMHU
MHGOPMAIHOHHYIO
0e301aCHOCTh




MHPOPMALMOHHBIX
CHCTEM

2. CTpyKTYypa u cojepKaHue AUCUUIIIMHBI

2.1 Pacnpeesienre TPYA0€MKOCTH TUCUUILJIMHBI IO BUIaM padoT
OO01mmast Tpy10eMKOCTh TUCIUIUTHHBI COCTaBisieT 4 3ad.e/. (144 gaca), ux

pacIpeieJIeHHe 110 BUAaM pabOT NPEACTaBIEHO B TaOJIULIE.

Bunx yae6HO#t paboThI Bcero CemecTpbl
4acoB (gacer)
8 _

KonTakTHasi paboTa, B TOM 4ncJe: 54,3 54,3
AyIUTOpHBIE 3aHATHS (BCEro): 48 48
3aHATHA JIEKIIHOHHOIO THIIA 16 16 - - -
JlabopatopHble 3aHATHUS 32 32 - - -
3aHATHS CEMHHAPCKOTO TUIMA (CEMUHAPHI, TPAKTUIECKUE
3aHATHA) i ) ) i i
HNuasi koHTaKkTHAs1 padoTa:
KoHnTtpons camoctosrensHoi padoThl (KCP) 6 6
ITpomexxyrounas arrectauus (MKP) 0,3 0,3
CamocTrosiTeIbHasi padoTa, B TOM YHCJIE: 45 45
Kypcosas pabora - - - - -
IIpopaboTka yueOHOTO (TCOPETHIECKOT0) MaTepHaia 36 36 - - -
BrlnonHenre HHAWBUTyalIbHBIX 3a1aHui (ITOATOTOBKA 9 9 i ) )
cooOuieHunit, npeseHTanuni)
Pedepar - - - - -
[ToaroroBka K TEKyIEeMy KOHTPOIIO - - - - -
KoHnTpon: JK3aMeH | 3K3aMeH
IToaroroBka K 3K3aMeHy 447 447 - - -
Oo0mas Tpy10eMKOCTh qac. 144 144 - - -

B TOM YHCJIe KOHTAKTHAsI 543 543

paborta

3a4. efJ 4 4
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2.2 CTpyKTypa IMCHHILIHHBI

Pacnpenenenue BuioB y4eOHON pabOThI U UX TPYJOEMKOCTH IO pa3ienaM
JUCLUIUIMHBL. Pa3aensl AUCHUIIIMHBL, U3y4aeMble B8  cemectpe (ounas ghopma).

KoanuecTBo yacoB
BHeayauTopHast
Ne HanmenoBaHue pa3iesioB Beero AyaurtopHas padora paGoTa
JI I3 JIP CPC
1 2 3 4 5 6 7
1 Kpunrorpadudeckue mpoToKoIs! U 14 2 4 8
OCHOBHbIE TpeOOBaHUs
2 [IpOTOKOJIBI pYKOIOKATHUS 14 2 4 8
3 IIpOTOKOJIBI FEeHEPALIMU KITFOYEN 20 4 8 8
4 |TIpoTOKOJIBI UACHTUDHUKAIIMH U 18 4 8 6
ayTeHTU()UKALUU
5 HpOTOIfOJ'II)I paclpeneneHus 13 2 4 7
KJIFOYEN
6 |/loka3aTenbCTBa C HYJIEBBIM 14 2 4 8
pasrilallicHuEM CEKpeTa
7 |IloaroToBKa K 3K3aMeHY 447




8 |KCP 6
9 |UKP 0.3
\Hmozo no oucyuniune:. 144 16 - 32 45

2.3 Coneprxanue pa3aeioB JUCHUNIMHBI
2.3.4 IlpumepHasi TeMaTHKA KyPCOBbIX padoT (IIPOEKTOB)

\o pa3 ®dopma
nenal HammenoBanue paszzena Coneprxanue pasnena TEKYILETO
KOHTPOJIS
1 2 3 4

OmnperneneHre 1 CBOWCTBA KPUIITOrpapUIECKUX
Kpunrorpadguueckue |[MpoTOKOJIOB. YUaCTHUKU IpoTOKosa. O6mas

1 | mpoTOKOIBI ¥ OCHOBHBIE [KJIacCH(UKALUA aTak Ha KpunTorpapuyeckue JIP
TpeOoBaHuUs rporokosibl. KoMmpoMenTanus Kpunrorpaguyeckoro
[pOTOKOJIA
[IpOTOKOIBI ayTeHTU(PHUKAIMHN “3aIIPOC-OTBET
2 |IIpoTOKOJIBI PYKOIIOXKATHsI [OCHOBAaHHBIE Ha KPUIITOCUCTEMAX Pa3HbIX THUIIOB: JIP

Kj1accu(UKalys, IpUMEpBbl, CTAHIapTU3ALUS

(OCHOBHBIE MOJXObI K KOHCT OBAHHIO CTOMKHX
[TpoToxoinbl reHepanuu pyHb

3 oG KpUNTOrpagMuecKux aJirOpUTMOB U IIPOTOKOJIOB B JIP
aMKaX KOHIIENLUHU “IoKa3aTeIbHON 0e301acHOCTH .
Knaccudukanus npoToKoaoB UACHTUDUKALIMY U
[TpoTokoEI ayreHTA(uKanuu. [IpoTOKOIBI ayTeHTUUKAIIH
4 UACHTUDUKAINNA U “3aIIpOC-0TBET”’, OCHOBAaHHbIE HAa Pa3HbIX JIP
ayTeHTU(UKALUU KpUITOCHCTEMAax: KilacCU(pUKALMs, TPUMEPBI,

CTaHJdapTU3anus

KJaccu(uKalus MPOTOKOJIOB pacIipe/IesIeHUs KIItoue
(ITPK), ocHOBHBIE U TOTIOTHUTENbHBIE cBOlicTBa [TPK.
5 ITpoToKoJIbI 5 Knaccudukanus [IPK, ocHoBaHHBIX Ha JIP
PacupeACICHUA KIHOUCH  icyvMeTpUYHBIX KpUNTOCXeMax. [IBycTopoHHHUE
[TPOTOKOJIBI.

I/IHTepaKTI/IBHBIG CUCTEMBI 10Ka3aTCIbCTBA C

Jloka3zaTenbcTBa ¢ HYJIEBBIM pa3IVIAlIEHUEM 3HAHUS: 1IEIb
6 | HyJIeBBIM pa3rjallieHueM |[T0Ka3aTeIbCTBA, OOIINI MPUHIIUIT TIOCTPOCHHUS JIP
cekpera [TPOTOKOJIA, CBOMCTBO HYJIEBOTO pa3rIalllCHUs

BHAHUA, TCOPEMbI

2.3.2 3aHATUS CEMHHAPCKOI0 THIA
VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHHBI.

2.3.3 JIaGopaTopHbIe 3aHATHS

Ne HanmenoBanue mabopaTopHbIx paboT Popwma Tekymiero
paboThI KOHTPOJIS

1 [Tpon3BOCTBO U MPUMEHEHUE CUCTEM KpUNITOTpapuueckont JIP
3aluThl HH(OPMaLUU

2 DyHKIUU oprasa KpUNTOTrpapruecKon 3aIIUTBI JIP
nHpopmanuu. O6s3aHHOCTH TToNTB30BaTeneit CK3U.

3 TpeGoBanust K  cpeacTBaM  3alUTHl  HWH(pOpPMAIMU JIP
MCIOJIb3yEMBIM B KPUIITONIPOOKOJIAX

4 O06s3anHoCcTH Nosb30Bateneit CK3U u KpunTonpoToKoiIoB JIP

5 Oynkiuu oprana ynpasienuss CK3U u ucnonb3oBanus JIP
KPUITOIPOTOKOJIOB




MexaHu3MBl KOHTPOJIS 3a OpraHu3amue u obecreueHrueM
6  |0besomacHocTH  XpaHeHHss ~— 0o0pabOTKM W epenadu JIP
KOH(UICHIIMAIBbHBIX JAHHBIX HA OCHOBE KPUNTONPOTOKOJIOB

[poTOKOJIBI pacrpeesieHus KIF0UeH ¢ [IEHTPOM J0BEPHS,
7 OCHOBAHHBIC HA CI/IMMeTpI/I‘IHHX KpI/Il'IT ocxXeMax: HpOTOKOJ’I .HP
Needham-Schroeder

[TpoTOKOJIBI pacipeaeIeHus KIIIYEH C IICHTPOM J0BEpHS,
8  |oCHOBaHHBIC HA CHMMETPHUYHBIX KPUIITOCXEMaX: IPOTOKOJ JIP
npotokon Kerberos

[IpoTOKOJIBI TPAHCHIOPTUPOBKHU KITFOUEH, pEKOMEH/I0BAaHHBIE

9 JIP
cra”zaproM X.509
10  [[IpoTokon TpaHCHOPTHPOBKH Kirodeii Beller-Yacobi JIP
11 [TpoTokon oOMeHa kimodamu Jugdu-Xemnmana, aTaku Ha JIP
HETo
b1 oOmeHa kimtodamu MTI, araku Ha Hero
12 ’ JIP
13  [[IpoTtokon oomena kirodamu STS JIP
Kanaus! 3amuiieHHoi nepenaun nHGOpMAaIINK: TOCTaHOBKA
14 Bamauu, knaccudukanys cpeacTB oOecIeueHUs JIP
KOH(UICHIIMATLHOCTH U @y TEHTHYHOCTH
[IpoTOKOJIBI pactipeieIICHHs KUYl C IICHTPOM JOBEpHSI, JIP
15 |ocHOBaHHBIC HA CHMMETPHUUYHBIX KPUIITOCXEMAX: MPOTOKOJI
Otway-Rees
16 JlokazarenbCcTBa C HYJIEBBIM Pa3rilallEcHUEM 3HAHUU. JIP

AJ'IrOpI/ITMLI PasacICHUsA CCKPETa

2.3.4 CamocTosiTe/IbHOE U3yYeHUEe Pa3/1e10B JUCHUILIHHBI

Pa3nea 1. Onpenenenue 1 cBOHCTBAa KpUNTOrpaUUECKUX MPOTOKOJIOB. YUYAaCTHUKHU MPOTOKOJIA.
OOmas knaccudukanus aTak Ha Kpunrorpadudyeckue npoTokossl. KomnpomeHnTanus
KpUnTorpaguueckoro NpoTokoia.

Pazgean 2. [Iporokosnsl ayTeHTU()UKALNY “3apOC-OTBET ', OCHOBAaHHbBIE HAa KPUIITOCUCTEMAX
PAaBHEIX TUIIOB: KIAaCCU(PUKALU, IPUMEPBI, CTAHAPTU3ALINSL.

Pazgen 3. OcHOBHBIE TOAXO/IbI K KOHCTPYUPOBAHHUIO CTOMKHMX KPUNITOIpaUUIECKUX aJIrOPUTMOB U
IIPOTOKOJIOB B paMKaxX KOHIIETIIIUH “‘JI0Ka3aTelbHOM 0€301macHOCTH .

Pazaen 4. Kinaccudukaiys mpoToKonoB noeHTrbrraumy n ayreHTudukanuu. IIpoTokosns
ayTeHTHU(UKALUH “3a1poc-0TBET”’, OCHOBAHHbIE HA Pa3HBIX KPUIITOCUCTEMAX : KJIacCH(PUKaILINS,
MIPUMEpBI, CTaHAAPTU3ALUS.

Pazgen 5. O0mas knaccudukanus npotokosios pacrpenenenus kmoueil (ITPK), ocHoBHbIE
nononaurtenbHble cBoiicTBa [IPK. Kiaccudpukauus [TPK, ocHoBaHHBIX Ha CUMMETPUYHBIX
Kpunrocxemax. /[BycTopoHHUE IIPOTOKOJIBI.

Pa3nea 6. llHTepakTUBHBIE CUCTEMBI JJOKA3aTEIbCTBA C HYJIEBBIM pa3IIallIEHUEM 3HAHUS: 1IEIb
JI0Ka3aTeNbCTBa, OO MPUHIUI TIOCTPOEHUS IPOTOKOJIA, CBOMCTBO HYJIEBOIO PA3rIalllCHUs
3HAHUS, TEOPEMBI.

2.3.4. IlpuMepHasi TeMATHKa KyPCOBBIX padoT (IPOEKTOB)

Y4eOHBIM MJIAHOM HE MPEIyCMOTPEHBI.

3. Oopa3oBaTejbHbIE TEXHOJIOTHHI



HpI/I IMPOBCACHNU 3aHSTUN 110 AUCTUIUINHE UCHTOJIB3YIOTCA CICAYIOMUC
06pa3013aTeanI>Ie TEXHOJIOTHUU:
— TEXHOJIOTHsI pa3HOYPOBHEBOTO 0OyueHus (nuddepeHmpoBaHHOe 00yUeHNe);
— TEXHOJIOTHSA KOJIJIEKTUBHOT'O B3aHMOI[efICTBHH (OpFaHI/ISOBaHHLIﬁ Juainor,
KOJIJICKTHBHBIHN c110c00 00y4YeHus).
TexHomnorus aganTuBHOro 00y4YeHus (MHINBUAYATM3UPOBAHHOE O0YUYCHHUE).

Cemectp | Bup 3ansatus Hcnonb3yemble HHTEPAKTHUBHBIE 00pa30BaTeIbHbIC Konunuectso
(JI, JIP) TEXHOJIOTUH 4acoB
JI KoMmbroTepHbIe Ipe3eHTAMHN B 00CYKIECHUE 16
Pa360op KOHKpeTHBIX cuTyarui (3a1aq) ¢
8 ucnoiib3oBanueM mratHoro [10, BeIMOTHEHHE TECTOB
JIP Ha 3HaHHE TEPMUHOJIOTHH, CBEJICHUH U3 00IacTH 32
BepU(PUKALUU TPOTPAMMHBIX CHCTEM,
IPOrpaMMUPOBAHNE U AHHOTUPOBAHUE AJITOPUTMOB
Hroro: 48

4. OueHOYHBbIE CPeICTBA /IJIsl TEKYIIEr0 KOHTPOJIS YCIIeBAeMOCTH U
NMPOMEKYTOYHOM aTTeCTAlUN

4.1 DoHJ 01IEHOYHBIX CPEaACTB AJisd MPOBEACHUA TEKYIICI0 KOHTPOJIsA

@®oH/T OICHOYHBIX CPEICTB JUCIMILIMHBI COCTOUT M3 CPEACTB TEKYIIETO KOHTPOJIS
BBITIOJTHCHUS 33JIlaHUH, JTa0OpaTOPHBIX pabOT, CPEICTB MTOTOBOM arTecTamuu (dK3aMeH B 8
cemMecTpe).

O1ieHKa yCIIeBaeMOCTH OCYIIECTBIISIETCS 110 PE3yJIbTaTaM:

- BBITIOJIHEHHMSI Ta00PATOPHBIX PadoOT;

- OTBETOB Ha TEOPETHUYECKUE BOIIPOCHI TIPH Cllaue JIa0OPaTOPHBIX padoT;
- OTBETAa Ha dK3aMeHe (JIJ1s BBIABICHUS 3HAHUS U TIOHUMaHUS
TEOPETUIECKOT0 MaTepHasa TUCIUTIIMHBI ¥ MPAKTHICCKUX HABBIKOB).

4.1.1 IlpuMepsI THIOBBIX 3aaHUH

1. Kak npeobpazoBaTh MPOTOKOJ ayTeHTH(PUKALIUU 3aIPOC-OTBET Ha 0a3e cXeMbl
OTKPBITOro MM(POBaHUS B IPOTOKOJ ayTEHTHYHOTO pacupeenenus kitouei? [lpusenure
JIBa TIpUMepa: Ui MPOTOKOJIa OJJHOCTOPOHHEH ayTeHTH(PUKALUU U [T TPOTOKOJIA
B3aMMHON ayTeHTU(PUKALIUH.

2. [IpuBenuTe onMcaHue MpoLeaypbl BOCCTAHOBIIEHHS CEKPETA U3 CXEMBbI pa3/ieieHUs
cekpera [llamupa nByms cnocobamu: JuIst cirydasi, KOrja o0Iiee Yuciao y4acTHUKOB paBHO 3,
MaKCHMaJIbHO JOMYCTUMOE KOJIMYECTBO YTPAUEHHBIX (CKOMIIPOMEHTHUPOBAHHBIX ) JOJIEH
CeKpeTa paBHO 2, JJIMHA pa3IesieMOro cekpeTa paBHO 128 Ourtam.

3. KakuMu 13 OCHOBHBIX CBOICTB ITPOTOKOJIOB paclpeaeTeHHs KIto4el (HessBHas
ayTeHTU(UKaLKS KIt0Ya, MOATBEPKACHHUE KITt0Ua, SBHAsl ayTeHTH(PHUKAIU)
obmanaet npotokous Kerberos? Kakue nmpaktuyeckue 3ajaun OH MO3BOJISET peIIaTh?

4. OueHuTE BHIYUCIUTENBHYIO CI0KHOCTD (KOJMYECTBO BBIMOJIHEHHBIX ONepanuii)
Y KOMMYHUKALHOHHYIO CIOXHOCTb (KOJIMYECTBO MEPECHUIOK COOOIIEHUH 1 00beM
nepeaaBaeMbIX JaHHBIX ) IPOTOKOJIA 10KA3aTeNbCTBA 3HAHUS IUCKPETHOTO Jorapudma
JUTSL KaXKIOTO yJacTHHKA. [IpuBeanTe mpuMep Takoro 3aJaHus apaMeTpoB MPOTOKOJIA,
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U KOTOPOM BEPOSTHOCTH OOMaHa JI0Ka3bIBAIOIINM IPOBEPSIOIIETO HE MPEBBICHUT 2

5. CpaBHUTE 110 CTOWKOCTH K pa3IUYHBIM BUJAM aTaK JBa METOAA ayTCHTU(DHUKAIIH 110
OJIHOPA30BBIM MApOJIsIM: MeTo1 JISMITOpTa U MOCJIeI0BATEIbHO OOHOBIIIEMbIC
OJIHOPa30BbIe Mapoiii. Kakue BBIBOJIBI O PEANOYTUTEIEHOCTH TOTO HIIH HHOT'O
METO0/1a MOKHO CIIeNIaTh?

4.2‘1’01—[}1 OLHCHOYHBIX CPEACTB AJIsl IPOBECACHUSA HpOMe)l(yTO‘IHOﬁ aTrrecranmumu

4.2.1 IlepeyeHb BONPOCOB K IK3aMEHY

1. Onpenenenue U CBOMCTBa KPUNTOTPaQUUECKUX MPOTOKOIOB. YUACTHUKH MPOTOKOJIA.
OOmass wiaccuukanus aTak Ha Kpunrtorpapudeckue MpoTokoasl. KommpomeHTanus
KPUNTOTpaQuuECKOro MPOTOKOJIA.

2. Kpurepuu olleHKH CTOMKOCTH KPUIITOrpahUYECKUX aJrOpUTMOB U IPOTOKOJIOB.

3. XapaKTepHCTUKU BBIYMCIUTEIHFHO CIOXHBIX 33/1a4 TEOPUHM YHCEN, BO3MOXXHOCTH HX
IPUMEHEHHs] B aCCUMETPUYHOM Kpuntorpaduu (3agava (akTOpU3allMd U MPOU3BOJIHBIE OT Hee
3aJjauy, 3a/1a4a AUCKPETHOTO Jorapu(pMUPOBAHMS U IIPOU3BOHBIE OT HEE 3a/1a4H).

4. IlapHble 0TOOpa)KE€HUS U UX CBOMCTBA. BRIUMCINTENBHO CIOXKHBIE 33]Ja4l, OCHOBAaHHBIE
Ha MapHbIX 0TOOPAKEHUSIX.

5. OcHOBHBIE TTOJIXOAB!I K KOHCTPYUPOBAHHIO CTOMKHX KPUITOTPa(QUUECKHX aITOPUTMOB
1 IPOTOKOJIOB B paMKax KOHLIETLUY “‘10Ka3aTeIbHON 0€30MacHOCTH .

6. VHTepakTHBHBIE CHUCTEMbI JJOKA3aTeNbCTBA: II€Jb J0KAa3aTEIbCTBA, OOLIMI MPUHLUI
MOCTPOEHHSI TPOTOKOJIA, CBOHCTBA MOTHOTHI M KOPPEKTHOCTH.

7. VHTepakTHBHBIE CHCTEMBI J0KA3aTEJIbCTBA C HYJIEBBIM PAa3rjallieHMEM 3HaHHUA: LEJb
JI0Ka3aTeNnbCcTBa, OOMIMHA MPUHLMI IMOCTPOEHHs] MPOTOKOJA, CBOWCTBO HYJIEBOTO pasIialleHUs
3HaHUS, TEOPEMBI.

8. Knaccudpukanus NOpoOTOKONOB — ayTeHTHPHUKAIMHU. ATakM Ha  TPOTOKOJBI  C
(UKCUPOBAHHBIMH TTAPOJISIMH.

9. IIpoTokombl ayTeHTH(PHUKAIMH C OJHOPA30BbIMU TapoisiMu. Cxema JIsmropra.

10. Ilpotokonbsl ayTeHTU(UKALUU “3alpPOC-OTBET, OCHOBAaHHBIE HA CHUMMETPHUYHBIX
KpUNTOCHCTeMax: Kiaccupukaius, npumepsl, ctanaapruzanus (ISO/IEC 9798).

11. IIporokosbl ayTeHTHU(PUKAIUU ‘‘3alpOC-OTBET’, OCHOBAHHbIE HA ACHUMMETPUYHBIX
KpUnrocucreMax: kinaccudukanus, npumepsl, crangaptuzanus (ISO/IEC 9798).

12. TlpoTtokonbl ayTeHTH(UKALMK, OCHOBAaHHBbIE Ha JOKa3aTeJbCTBAX C HYJIEBBIM
pasriamieHueM 3HaHui (Ha npumepe mpookoia Puara-llamupa).

13. Obmas xmaccudukanus npotokosioB pachpenenenus kimoudedt (ITPK), ocnoBHble u
nonosHuTeNbHbIE cBolicTBa [TPK.

14. Knaccudukanuus [1PK, ocHOBaHHBIX Ha CUMMETPUYHBIX KPUITOCXEMax. J[BycTopoHHUE
MIPOTOKOIIBI (€3 IIEHTpa T0BEPHs).

15. TIPK c ueHTpoM J0BepHsl, OCHOBAHHBIE HA CHMMETPHUYHBIX KPUIITOCXEMaX:

npotokos Needham-Schroeder, mpotokon Kerberos.

16. TTPK ¢ neHTpOoM A0BepHs, OCHOBAaHHbIE Ha CHMMETPHYHBIX KPHUIITOCXEMaX: MPOTOKOI
Otway-Rees, aTaku Ha Hero.

17. Knaccudpukauus IIPK, ocHOBaHHBIX Ha CHMMETPHUYHBIX Kpunrocxemax. lIpoTokon
TpaHcnoptupoBku kitoyeit Needham-Schroeder ¢ ncnons3oBanuem cxem
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OTKPBITOTO MU(POBAHUSI.

18. IIpoTokoibl TPAaHCTIOPTUPOBKHU KITFOUEH, pEeKOMEHI0BaHHbIE cTaHaapToM X.509.

19. TIporokon TpancnopTUpoBKH Kiroueit Beller-Yacobi.

20. TIporokon oomena kimouamu Juddu-Xemimana, ataku Ha HETO.

21. ITporokon oomeHa kirouamu MTI, aTaku Ha Hero.

22. Ilporokon oomeHna kirodamu STS.

23. Kananel 3amuimeHHON niepeaadu WH(OOpPMAIUK: TOCTAHOBKA 3aJladyM, KJIacCU(UKAIIH
CpeICTB o0ecrnedeHus: KOH(DUICHIINATLHOCTH U @y TEHTUYHOCTH.

24. Kpunrorpadpuueckue  mexaHm3Mbl B cnenudukanuu  SSH:  ayreHTHYHOE
pacripeieieHue KIII0Ye, 3aiiuTa repeiaBaeMbIX 110 KaHaTy COOOIICHUH.

25. Kpunrorpadpuueckne mexanu3mbl B crneunpukanun SSL/TLS:  ayreHTnuHOe
pacripenienieHue KJII0Yei, 3aimra nepeiaBaeMbIX 10 KaHaiTy COOOIICHUH.

26. Kpunrorpadguueckne wmexanm3smbl B crnemudukanmmu  [PSec:  ayreHTHuHOE
pacrpeieieHue KIII0YeH, 3aluTa nepeiaBaeMbIX 110 KaHaTy COOOIICHUH.

27. Cxema mmpoBepsieMoro pasjesicHus cekpera denpamana.

28. Cxema mpoBepsieMoro pasjesicHus cekpera [legepcena.

4.2.2 Kpurepun olleHUBAHHUSA K IK3aMEHY

OneHka «OTIMYHO»: TOYHBIE (POPMYIMPOBKH aJrOPUTMOB, TEOPEM W MPABUIHHBIE
JI0Ka3aTeIbCTBA; TOYHBIC OINpPEICIICHUS] MAaTeMAaTHYECKUX OOBEKTOB M SICHBIC M TPAaBUIIBHBIC
ornpezeneHus: 00bEKTOB, XapaKTEPU3YIOLINXCs He(hOpMaTU30BaHHBIMU MOHSITUSIMH.

OneHka «XOpoLIO»: MPH OTBETE HA OAWH BOIPOC JaHBI TOYHBIC (OPMYIUPOBKH
aJIrOPUTMOB, TEOPEM U IPABUIIBHBIC T0KA3aTEIbCTBA; TOYHBIE ONPEAEICHUS MATEMATUYECKUX
O0BEKTOB M SICHbIE M NpPaBUJIbHBIE OIpeJesieHus] OO0BEKTOB, XapaKTEePU3YIOIIUXCS
He(OpMaIN30BaHHBIMU TOHATUSIMU; NP OTBETE HA BTOPOH BONPOC MMEIOTCS HETOYHOCTHU
(GOpMYIUPOBKHM AITOPUTMOB, TEOpPEM WM NpoOenbl B MNPaBUIBHBIX J0KA3aTENIbCTBAX;
HEJ0CTAaTOYHO TOYHBIE ONpeAeNICHUs] MaTeMaTHUYeCKUX OOBEKTOB MJIM HESICHBbIE U HE COBCEM
IpaBWIbHbIE  ONpENENeHHUs OOBEKTOB, XapaKTepU3yloIMXcsi  HehopMaau30BaHHBIMU
MOHATUSAMH.

OneHka «yJOBJIETBOPUTEIBHO»: MPU OTBETE HAa 00a BOINPOCAa MMEIOTCS HETOUHOCTU
(GOpMYIUPOBKHM AITOPUTMOB, TEOpPEM WM Npolenbl B MPaBUIBHBIX J0KA3aTENIbCTBAX;
HEJ0CTAaTOYHO TOYHBIE ONpEAENICHUS MaTeMaTH4YeCKUX OOBEKTOB WJIM HESICHBIE U HE COBCEM
IpaBWIbHbIE  ONpENENeHHUs OOBEKTOB, XapaKTepU3yHOIIMXCi  HehopMaTu30BaHHBIMU
MOHATUSAMH.

OrneHka «HEYIOBJIETBOPUTEIBHO». OTCYTCTBYET OTBET XOTs Obl HA OJMH M3 BOIIPOCOB
WIA MMEIOTCS CYIIECTBEHHbIE HETOYHOCTH B (POPMYTUPOBKAX aJrOPUTMOB, TEOPEM,
IIPUBE/ICHBI HETIPABWIbHBIE JOKA3aTEIbCTBA; HEBEPHBIC ONPEIEICHUS MAaTEMAaTUYECKUX
00BEKTOB u HEIPaBUJIbHBIE OIpeeIeHUs 00BEKTOB, XapaKTEePU3YIOLUXCS
He(dOopMaI30BaHHBIMU MOHATUSIMU.S. IlepedeHb OCHOBHOM W JOIOJIHUTENBbHON y4eOHOMN
JUTEpaTyphl, HEOOXOJUMOMN IS OCBOCHUS JTUCIUILINHBI

5.1 OcHoBHas auTEpaTypa

1. Umyxosa, E.A. Kpunrorpapudeckue nmpoToKoJIbl U CTaHIAPTHI : ydyeOHoe mocobdue /
E.A. MmykoBa, E.A. JIo6oBa ; MunuctepctBo oopazoBanus u Hayku P®, FOxxHbIi
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dbenepanbHbIil yHUBEpCUTET, HKEHEPHO-TEXHOJIOTHYECKast akaieMus. - Taranpor :
N3znarensctBo FOxHoOTrO (henepansnoro ynusepcureta, 2016. - 80 c. : uin. - bubauorp.
B kH. - ISBN 978-5-9275-2066-4 ; To xe [DnexkrponHsIii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=493059

2. Nudopmanmonnas 6e3omacHOCTh U 3anuTa uHbopmanuu [TekcT] : yaeOHoe mocodoue

st ctynenToB By3oB / B. I1. MenpaukoB, C. A. Kneitmenos, A. M. Ilerpakos ; mon
pea. C. A. Knelimenosa. - 5-e u3n., crep. - M. : Akagemus, 2011. - 331 c. : . -
(Boicmiee mpodeccuonanbHoe obOpazoBanue . MHbopMaTtuka M BBIYUCIUTEIbHAS
texuuka) (YuebHoe mocobue ). - bubmuorp.: ¢. 327-328. . (36 5k3. B OubIHOTEKE
KyoI'Y).

5.2 lonostHuTEIBHAS IUTEPATYPA
1. AnreGpandeckue 3agaun kpunrorpadpuu [Tekcr] : mpaktukym / [coct. C. B. Harophsrii]
; M-Bo oOpazoBanus u Hayku Poc. denepauuu ; Kyol'Y. - Kpacnonap : [Ky6I'V], 2005. -
26 c. (29 ak3. B oubmoreke KyoI'Y).
2. Jlanonmna, O.P. Kpunrtorpaduueckne ocHoBbl Oe3omacHoctu / O.P. Jlanonuna. -
MockBa : Hanumonansuwiii OtkpbiTeiii YHuBepcuter «MHTYUT», 2016. - 244 c.
[DnexTponnsii pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

3. Psbko b. f., ®uonoB A. H. Kpunrorpaduueckue MeTOIbl 3amUThl WHPOPMALUU
[Teker] : yueOHOEe mocoOme i CTyAeHTOB BY30B /. - M. : ['opsiuas nunus-Tenexkom ,
2005. - 229 c. . (10 sk3. B 6ubnmoreke KyoI'Y).

4. Jlanonuna O. P. [mox pen. B. A. Cyxommnuna] OcCHOBBI ceTeBOl 0€30MaCHOCTH:

KpunTorpauueckue ajJropuTMbl U MPOTOKONIbI B3aumonenctBus [Tekcr] : ydeOHoe
nocoOue aisi CTYACHTOB BY30B / - 2-¢ m3n., uchp. - M. : MHTepHeT-YHHBEpCHUTET
Nupopmarmonnsix Texnomnoruit : BUHOM. Jlaboparopus 3Hanwmii , 2007. - 531 c. (10
7K3. B onbnuotexe Kyol'Y).

6. Ilepeuenn pecypcoB HHGPOPMAIHOHHO-TEIeKOMMYHUKANIMOHHOH ceTn « AHTepHETY,
He00XO0AUMBIX JJIf OCBOCHMS IUCHUIIIMHBI (MOXYJIA)

1. TI'ynbraeBa, T.A. OcHoBbl Teopunu UHGOpMaUu U Kpuntorpaduu : xkoHcnekT jexuuil / T.A.
['ynerseBa ; MuHucTepcTBo oOpa3oBanusi U Hayku Poccuiickoit denepaunn, HoBocuOupckuii
roCyJapCTBEHHbIN TexHuueckuii yHuepcuret. - HoBocubupck : HI'TY, 2010. - 88 c. : Tabm.,
cxem. - ISBN 978-5-7782-1425-5 ; To xe [Dnekrponnbiii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=228963

7. MeToau4yeckue yKa3aHus i1 00y4alOUIMXCH M0 OCBOCHUIO JUCHUILINHBI (MOLYJIs1)

[Io xypcy nmpenycMOTpeHO NpPOBENECHME JIEKIMOHHBIX 3aHATHH, Ha KOTOPBIX IaeTcs
OCHOBHOH CHCTEMAaTH3MPOBAHHBIA MaTepuai, 1adopaTOpHBIX pabdOT, KOHTPOIBHOW pPabOTHI,
9K3aMeHa.

Baxkneiiimmm 3TanomM Kypca SIBISIETCS caMOCTOsATeNbHas paboTa Mo AMCHUILIMHE C
MCIIOJIb30BaHUEM YKa3aHHBIX JHUTEPATYPHBIX MCTOYHUKOB M METOJIMYECKUX yKa3aHUH aBTOpa
Kypca.

Bunet u ¢opmer CP, cpoku BbIMONTHEHHS, (OPMBI KOHTPOJISI MPHUBEACHBHI BHIINIC B
JTAHHOM JJOKYMEHTE.

B ocBoeHUUN AUCHUIUIMHBI MHBAJIMAAMU U JIMIAMU C OTPaHUYCHHBIMHU BO3MOKHOCTAMHA
3I0POBBSl OOJIBIIIOE 3HAUYEHWE HMMEET MHAWBUIyaJbHas ydeOHas pabora (KOHCYJIbTAIlUH) —
JIOTIOJTHUTEIFHOE pa3bsICHEHNE YIeOHOTO MaTepuara.

WupuBuayanbHbIE KOHCYJIBTAIIMHA TI0 MPEIMETY SIBISIOTCS BaXKHBIM (hakTopom,


http://biblioclub.ru/index.php?page=book&id=493059
http://biblioclub.ru/index.php?page=book&id=429092
http://biblioclub.ru/index.php?page=book&id=228963
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CHOCO6CTBYIOH_[I/IM HHIUBUAYaJTIU3alluu O6y‘IeHI/I$I N YCTAHOBJICHUIO BOCIHUTATCIBHOI'O
KOHTaKTa MCXKAYy NpCoJaBaTciicM U O6y‘~IaIOIJ_II/IMCSI HWHBAJIMJAOM WJIA JIMIIOM C OrpaHUYCHHBIMU
BO3MOXHOCTAMHU 300POBbA.

8. Ilepeyenb HHPOPMAIMOHHBIX TEXHOJIOTHA, HCTIOJIb3yEeMbIX P OCYIIECTBICHUH
00pa30BaTeILHOTO MpoLecca Mo JHCHHUILINHE (MOTYJII0)

8.1 llepeuenb HHGOPMANMOHHBIX TEXHOJIOT Wil

— IIpoBepka foMamHuX 3aJaHUi U KOHCYJIBTUPOBAHUE ITIOCPEICTBOM JIEKTPOHHOU ITOYTHI.

— Hcnonp30BaHue 3J€KTPOHHBIX IPE3CHTALUN IIPA IPOBEICHUH JIEKIIUNA U IPAKTUYECKUX
3aHATHUN.

8.2 IlepeyeHb HEOOXOAMMOI0 IPOrPAMMHOI0 O0ecTeYeHus!
1. [IporpammsI 17151 AEMOHCTPALIMK U cO3/1aHus npe3eHTanuil («Microsoft Power Pointy).
2. Microsoft Visual Studio 2012+ : Visual C++, C#.
3. Python

8.3 llepeuenb HHGOPMANUOHHBIX CIIPABOYHBIX CHCTEM:
1. Dnekrponnsiii Kataior Hayuno# oudnuorexku KyoI'V (http://megapro.kubsu.ru/MegaPro/Web

2. DnekTpoHHass OuOnmmorevHass cucremMa "YHuBepcurerckas — OuOimmoreka  ONLINE"
(www.biblioclub.ru).

3. DitekTponHas 6ubaHoTeUHas cucTema usaareiabcra "Jlanp" (https://e.lanbook.com).

4. DnexktpoHHas oubmuoteunas cucrema "FOpait" (http://www.biblio-online.ru).

MaTepI/laﬂbHO-TeXHI/l‘{eCKaﬂ 6333, HeoOXoauMast AJ1s OCyIIECTBJICHUSA 06p330BaTeJ'[bHOF0
npouecca 1mo TMCumIlinHe

MatepuanbHO-TEXHUYECKOE 00ecIIedeHrEe TUCITUIIINHBI
(MOynsl) ¥ OCHAIIEHHOCTD
1. JlekunoHHas ayIUTOpHs, OCHAILICHHAS TPE3EHTAllMOHHOM
TEXHUKOH (IIPOEKTOP, IKpaH, KOMIBIOTEP/HOYTOYK) U
COOTBETCTBYIOIIUM IIporpaMMHbIM obecrieuerrem (I10)
PowerPoint. ayx. 129, 131, A305.
2. Jlaboparopus, yKOMIIJIEKTOBaHHAs CHELMATU3UPOBAHHBIMU
TEXHUYECKUMU CPEICTBAMH 00yUeHHsI — KOMITbIOTEPHBIH Kiacc, ¢
BO3MOKHOCTBIO IMOJKIIIOUEHHUs K ceTH «VHTepHeT», MporpaMMon
HKPAHHOTO YBETUYEHUS U 00eCIIeUeHHBIH JI0CTYIIOM B
ANEKTPOHHYIO HH(POPMAIIMOHHO-00Pa30BaTEIBHYIO CPELY
yHuBepcureTa (y1ad. 102-106.).

No Bun pabor

JIEKIIMOHHBIE 3aHATHS

JlaGopaTopHblie 3aHITHS

3. ['pynmoBsie
(MHIUBHyaJIbHBIE) Aynutopus, (kabuHEeT) — KOMIIBIOTEPHBIH Ki1acc
KOHCYJIbTaIHH
4. Texymuit KOHTPOIIb,
AymuTopus, IpucrnocoOIeHHas JUIsl IMCbMEHHOTO OTBETA MPU
MIPOMEKYTOUHAS o
IPOMEKYTOYHOU aTTEeCTAIIHH.

aTTecTanus

5. Kabuner nis camocTosiTeIbHON paboThl, OCHAIICHHBIH

KOMITBIOTEPHON TEXHUKOMN C BO3MOXHOCTBIO MOAKIIOUEHUS K

CamocrosarenbHas pabota)  cetu «MHTepHET», IPOrpaMMOil SKpaHHOTO YBEIUYESHUS U

00ecreveHHbI TOCTYIIOM B 3JI€KTPOHHYIO HH(POPMAIIHOHHO-
00pa30BaTeNbHYIO CPEy YHUBEPCUTETA.
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