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1. llequ ¥ 33124 OCBOEHHUSA TUCIHUILINHDI

1.1 Ileanb ocBOeHHS TUCHHUTILIHHDBI

Llenpio mpenojaBaHus W HM3Y4YeHUs AUCHUILTUHBI «MHpopMannoHHas 0e30MacHOCTHY
sBigeTcs (popMHpOBaHHE Yy CTYIEHTOB CHOCOOHOCTH OLIEHHMBATh Yrpo3bl MH(OPMAIIMOHHOU
0e30MacHOCT U pa3pabaTbiBaTh APXUTEKTYpPHbIE M (YHKIUOHAJIBHBIE CHEHH(PUKAIUU
CO3/1aBaeMBIX CUCTEM H CPEJICTB I10 €€ 3alIUTe, a TAKXKe pa3padaTbiBaTh METObl PeAIN3aLuU 1
TECTUPOBAHUS TAKUX CHUCTEM.

1.2 3apauy AMCHUILIUHBI

CryneHT HOJDKeH 3HaThb OCHOBHBIE IMOHSTHS, METObl, AJTOPUTMbI U TEXHOJIOTUU
3alMThl  MH(GOpMAlMK; YMETh NPUMEHSTh TEOPUM M METOAbl IO O0ECHEeYCHMIO
MH(POPMAIMOHHON 0€30MacHOCTH; BIAJETh TEXHOJOTHSAMU peaau3alMd CUCTEM TaKOM
3aIUTHI.

1.3 MecTo TMCUMILIMHBI B 00pa30BaTeJbHOI MporpaMmme

Huctunnuna «MupopmannonHas 0e30MacHOCTb» OTHOCUTCS K BapHaTUBHOW 4YacTH
nucumuinH 61oka b1,

Hnst  wu3yueHus AUCHUIUIMHBL HEOOXOJMMO 3HAaHWE JIUCHMIUIMH  “‘JlucKkpeTHas
MaTeMaTuka”, ‘“AnreOpamdeckue CTPYKTYpbl”, “OcHOBBI mporpammupoBanus”’, ‘“Teopus
AITOPUTMOB M BBIUUCIUTEIBHBIX IpoleccoB”, “OnepaloHHbie cucteMsl”, “KoMIbroTepHbIe
cet”’. 3HAHUS, TIOTy4yaeMble NPU U3YUEHUU OCHOB 3alIUTHl MH(OPMAIIUHU, UCIIONIB3YIOTCS TIPU
W3YYEHUH TaKUX AUCHHUILIMH NPOQPECCHOHATIHHOrO HUKIA y4eOHOro IuraHa OakayiaBpa Kak
“IIporpammupoBaHue B KOMIBIOTEpHBIX ceTsax”’, “IIporpamMmupoBaHue i MOOHJIBHBIX

wiatgopm’, a TaKkKe Mpu padoTe HaJ BBHITYCKHON paboTOH.
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1.4 TlepeyeHb IUIAHMPYEMBIX Pe3yJbTATOB OOyYeHMs 1O JAUCHUILINHE
(MOmyI0), COOTHECEHHBIX ¢ IUIAHUPYEMBIMH  pe3yJbTaTaMH  OCBOEHHS
o0pa3oBaTeIbHON NPOTrPaAMMBI.

N3yueHue qaHHOM yueOHOM TUCIMITIIMHBI HAIIPaBICHO HAa (POPMUPOBAHHE Y
o0yyJaroImuxcs CIeIyoUX NpopeccHOHAJbHbBIX KOMIIeTeH M

Nunexe Conepxxanue B pe3ynbrate u3yueHus: yaeOHON AUCHUTUIMHBI 00y4aroIiie
KOMIIe- | KOMIIETeHIIUH (WJIH ee JOJDKHEI
TEHIIUHU 4acTu) 3HATh YMETh BJIAJICTh
CrocobHocThio pemath  [PyHnaMmeHTtansHas — [Mcnons3oBarhb Meronamu
CTaHJapTHEIE 3a1a4u KOHLETILUH U yri1yOieHHbIE TIOJTyYEHHS
podecCuOHaIBHON CUCTCMHBIE [TEOPETUYECKUE U yIiTyOJIeHHBIX
JEeATEeIbHOCTH Ha OCHOBE MCTOJO0JIOIUH, MPAaKTH4YCCKNUC 3HAHUA | TEOPETUYECKUX U
UHPOPMAIMOHHOHN H MEXKTyHApO/IHbIE U [B 00IaCTH MPAKTUYCCKUX
oubanorpaduyecKoin npodeccuoHanbHble |[MH()OPMAIIMOHHBIX 3HAHUU B 00JIaCTH
OIK-4 KYJIBTYPBI C IPUMEHEHHE (CTAHIAPTHI B 00JIACTH [TEXHOJIOTHH 1 MHQOPMAaLTMOHHBIX
MH(POPMALIULOHHO- MH(POPMAIMOHHBIX  [TPUKJIATHOH TEXHOJIOTHIA 1
KOMMYHHMKAITHOHHBIX TEXHOJIOT Ui MaTCMATHKH, MIPUKIATHON
TEXHOJIOTHI DyHamMeHTanbHast MaTEMaTHKH,
U C Y4ETOM OCHOBHBIX KOHLEIIIAN U
TpeOOoBaHMIA CHUCTEMHBIE
MH(POPMALTIOHHOH METOJIOJIOTUI
0e30macHOCTH
K-6 CriocoOHOCTBIO 3Hanus, koTopele  [[Ipumensts 6azoBbie | bazoBbiMu
3(1)(1)6KTI/IBHO NPUMCHATH HAXOIATCH Ha MAaTEMATHICCKHUE MAaTEMATUICCKUMHA




0azoBbIe
MaTeMaTH4YeCKUe 3HAHUS
1 MH(QOPMAIIMOHHBIC
TEXHOJIOTHH MTPH
PEIICHUY TIPOCKTHO-
TEXHHYECKUX U
MPUKIATHBIX 3a7ad,
CBSI3aHHBIX C Pa3BUTHEM
U UCIIOJIBE30BaHUEM
HH()OPMAITHOHHBIX
TEXHOJIOTHI

MepeaoBOM pyOexe
IMaHHOW HaYKH,
KOPIIOPATHBHYIO
TeXHIIECKYIO
MOJIUTHKY Pa3BUTH
KOPIIOPAaTUBHOM
MHPPACTPYKTYPHI
MH()OPMAITHOHHBIX
TEXHOJIOTUI Ha
MPUHIIATIAX
OTKPBITBIX CUCTEM

BHaHUS U
MH(POPMALMOH-HbIE
TEXHOJIOTHH MIPU
[pEILIEHUH IIPOEKTHO-
TEeXHUYECKUX U
MPUKIAIHBIX 337124,

3HAHUSAMH U
uHGOPMAIUOH-
HBIMH
TEXHOJOTHSIMH,
KOTOPBIC HAXOSATCS
Ha [ePeI0BOM

[pa3pabaThIBaTh pybGexe
KOPIIOPATHUBHYIO JIAHHOM HayKH,
TEXHHUYECKYIO METOaMU
MOJHUTHKY Pa3BHTHSI pa3paboTKH
KOPIIOPAaTUBHOM KOPIOPaTUBHOM
MH(PPACTPYKTYPBI HHPPACTPYKTYPHI
I/IH(bopMauI:IOH-HLIX MH(POPMALMOHHBIX
TEXHOJIOTHH Ha TCXHOJIOTHH,
MPUHIUIIAX OTKPBITHIX |ocHOBAHBIX HA
CHCTEM MPUHIAIIAX

OTKPBITBIX CUCTEM

2. CTpyKTYpa ¥ cojiepKaHue U CUUIIMHBI

2.1 Pacnpenesnenue TPy10€MKOCTH JUCHHUILJIMHBI 10 BUIaM padoT

OO1ast TPYA0EMKOCTh AUCIUILUIMHBI COCTaBIIsACT 7 3au.ei. (252 yvaca),
UX pacrpe/eieHue Mo BUaM paboT MPEJICTaBICHO B TaOIHIIC.

Bceero CemecTtpbl
Buj y4ue6HO# paboThI 4acoB (gacer)
5 6

AyaHuTOpHBIE 3aHATHS (BCEro) 149 76,2 72,3
B ToMm uncie:
3aHsTHI JISKIIMOHHOTO THIIA 70 36 34
JlaboparopHbIe 3aHATHS 70 36 34
KCP 8 4 4
HKP 0,5 0,2 0,3
CamocTosiTeJIbHasi paGoTa (Bcero) 59 31,8 27
B ToMm uncie:
ITpopaboTka y4eOHOro (TEOPETUIECKOr0) MaTepHaa 59 31,8 27
IIpoMekyTOUHASI ATTECTAIUH 3ayer 9K3aMeH
KouTtpounb 45 44,7
OO61mast TpyA0eMKOCTh qac 252 108 144

3ad4. eII. 7 3 4

2.2 CTpYKTYpa AUCUUILINHBI

Pacnpe;[eneHHe BUJ0B y‘-IC6HOI7I pa6OTLI " UX TpYAOCMKOCTH I10 pa3aciiaM

JIUCLIUILINHEL.




Pasnenbl TUCHUIUIMHBL, U3y4aeMble B 5 cemectpe (ounas hopma).

KonnuecTtBO yacos
Ne HanmenoBanue pas3aciioB AleI/ITOpHaSI Breayaut
Beero pabora opHas
pabota
J, | KCP | UKP | JIP [ CPC
1 2 3 4 5 6 7 8
1 [Copepxanue moHsATHsS 0€30MACHOCTB U €0 CTPYKTypa. | 8 4 4
2 [[IpoexTHpOBaHUE AITOPUTMOB IIOIAEPIKKI 26 16 10
(b OpPMaITMOHHOH 6€30IMacCHOCTH.
3 |Cranmaptel nHGOPMAIMOHHON 6E€30MACHOCTH. 6 2 2 2
4  |Cuenapuit Unenrudukanus-AyreHTupuKanms- 14 | 6 2 2 4
ABTOpU3AIINS ¥ BAPUAHTHI PEaTH3AITHH.
5 [Monenu ynpasieHusi JOCTYIIOM K HHGOpMaIUu. 44 | 20 2 0,2 14 7.8
6 [Monaenu noaaepkaHus MEJTOCTHOCTH HHPOPMAITHH 10 4 2 4
/Imoeo no oucyuniune:. 108 | 36 4 0,2 36 31,8
Pa3zesnpl TUCHUIUTHHEI, U3y4aembie B 6 cemectpe (ounas ¢popma).
KonunuectBo vacos
Ne HaumeHnoBanwue pa3neiion AynuTopHas BHeayAnTopHan
Bcero pabota pabota
T [KCP [UKP | JIP | KOUT | CPC
1 2 3 4 5 6 7 8 9
7 |AynuT BRIMUCIUTEIHHON CUCTEMBI 1 apXHUBAIIHS 10 2 4 4
8 |Anamm3 ys3Bumoctu cuctembl. DLP-cucTembr 12 4 4 4
9 |CucreMbl 0OHapYKEHUs] BTOP>KEHHH 10 |2 4 4
10 [[Tomnep:kka HHPOPMAIIMOHHOM GE30TIACHOCTH B 10 |4 4 2
BEIYMCIIUTCIIBHBIX CETAX
11 [BrnoBpeanoe nporpamMMHoOe oOecrieueHne 10 4 2 4
12 |OcHoBbI KpunTorpadpuu 16 [6 2 6 2
13 [Kpunrorpadusi ¢ CEeKpeTHBIM KIFOUOM 14 |6 4 4
14 [Kpunrorpadust ¢ OTKPHITHIM KIHOUOM 62 6 2 103 6 | 44,7 3
/Tmozco no oucyuniume: 144 |34 4 0,3 34 | 44,7 27
2.3 Conep:xanue pa3ieJioB AU CHUTLIMHBI
2.3.1 3aHATHSA JIEKIMOHHOTO THIIA
Ne ®opma |
paznena Hanweroparie Copepxanue pazzena TEKYIIETo |
paszznena
KOHTPOJIS
1 2 3 4
1 | Conepxanue Busr 6€30MaCHOCTH M CBSI3U MEXKTY
MOHSTHUS HUMH. AHAIIU3 yTpo3 HHPOPMAITMOHHOM
0€30MacHOCTb U 6e3onacHoctu. [IpaBoBas moanepxka
€ro CTpYKTypa OpraHu3ay HHPOPMAITMOHHOM
6e3omacHocTH. CMBICIT KOMIIBIOTEPHON JIP




0€3011aCHOCTH, €€ OCHOBHBIE
TpeboBaHus. OCHOBHbIEC TOHATHS
aKTyaJIu3aluyi KOMIIbIOTEPHOU
0€30aCHOCTH.

2 | IIpoexTupoBanue Opranuzanus BEIYHCICHUH Ha Tpade.
aJIrOpPUTMOB Koaupyromue u gexonupyroume
MOICPIKKA npeoOpa3zoBaHusl. AJITOPUTMBI 3aIIUTHI JIP
WH(OPMAIMOHHON | JaHHBIX, OCHOBAHHBIE Ha
GesonacrocTy KOMOMHATOPHKE U TEOPUH YHMCEL.

3 | Cranpmaptsl Kputepuu 6e3omacHocTu
MH(GOPMAIMOHHON | KOMIIBIOTEPHBIX cucTeM (OpaHxeBast
0€30IacCHOCTH kuura). ISO/IEC 17799:2002

“YmpasiaeHue nHGOPMAITMOHHON
6e3onacHocteio”. ISO 15408 “Obume P
KpUTEpUU O€30MacCHOCTH

MH(OPMALIMOHHBIX TEXHOIOTHI™

“Common Criteria” (OK). Poccuiickue
CTaHJapTHl B 00J1aCTH

nH(pOpMaIMOHHOM 0€30IMacCHOCTH.

4 | Cuenapuit [Tonxonb! Kk uaeHTUDUKALIUY U
Unentudukanus- |ayrentudukanuu. [lonsrue
AyteHTH(UKAIWS | TOTHOMOYHIA U POJICH, UX BHIIBI.

-ABTopu3anusa u | Peanuzanus cuenapus uaeHTHPUKAIIH- JIP
BapUaHTHI ayTeHTU(UKAIIMA-aBTOPU3AINH B
peanuzanuu orneparroHHbIx cucremax Windows u

Unix.

5 | Mogenu Monutop 6e3omacHocTi. OCHOBHBIE
YIIPaBJICHUS noymTuKy Aoctyna. Moaens HRU.

JOCTYIIOM K Mopnens bemna-JIallagyner. Moaeins JIP
uHhopManun MaxJIuna. Monens Take-Grant.
Monens Kuralickas crena.

6 Mopenu Ponessie Mogenu noctyna. Mozaens
NoAnepKaHus bub6a. Mogens Knapka-Bunbcona. JIP
L[E€JI0CTHOCTH
nHpopManuu

7 |Aynut CwmbIcn ayiuTa U pecypcsl,

BBIYHUCTUTENFHON | HEOOXOIUMBIE /IJISl €T0 OCYIECTBICHHUS.
CUCTEMBI U CnocoObl U UHCTpYMEHTApUH AJIs P
apxuBaIus ayJuTa B ONEPAIlMOHHBIX CHCTEMax
Windows u Unix. Bemmomaenue backup-a
CUCTEMBI, apXHUBAIHS TaHHBIX.

8 | Anamus Knaccudukanus yszsumocteid. [Ipumep
YSI3BEMOCTH YSI3BUMOCTH | €€ UCTIOJIb30BaHHUE. P
cuctembl. DLP- MeTtoa070THs THIOTETHYECKOTO
CHCTEMBI nedexra. O630p DLP-cuctem

00630p Mozenel oOHapyKEeHUs JIP
Cucremsl BTOp)KeHUH. Apxutekrypa IDS-
oOHapyKeHHUsI cucreMbl. CpecTBa IeTeKIIUU
9 | BTOpX)CHMIT BTOP)KEHUI B OMEPAIIMOHHBIX CHCTEMAX.
10 |Mopmmepxka Ananm3 cteka npotokonoB ISO OSl ¢

nHPOPMALMOHHON

TOYKHU 3peHUs] NHPOPMALIUOHHON




0e30macHOCTH B 0e3onacHOCTH. MexceTeBO! IKpaH.
BeruncautenpHbix | Texnonorus cerer VPN. IIpoTokoisl
ceTix 3aIUTHI HH)OPMAIIMH PA3ITHIHBIX TP
ypoBaeii. [Ipotokon Kerberos.
WNudpactpykTypa yrnpaBieHUs
OTKPBITBIMU KITIOYaMH.
11 | 3noBpeanoe AHanu3 pa3InyHbIX BUI0B BUPYCOB.
[IpOrpamMMHOE JKu3HeHHbIM UK BUpycoB. [Ipu3Haku JIP
obecrnieueHue 3apakeHUs BUPycoM. MeTOIbI U
CpEeJICTBA aHTUBUPYCHOMN 3alITUTHI.
12 | OcHoBBI OcHOBHBIE CXEeMBI MU(POBAHMSL.
Kpunrorpaduu OcHoBHBIE (akThl 00 apupMeTHKe P
BBIYETOB. ANIrOpuT™MbI EBKIINIA 1
Pabuna.
13 | Kpunirorpadus ¢ | Anroput™sl i poBaHUs METOIaAMH
CEKPETHBIM 3aMeHBbl, IEPECTAaHOBKH, TAMMHUPOBAHHUS. P
KJIFOYOM Anroputrmsl DES; AES. Ynpasnenue
KIIFOYaMHU.
14 | Kpunrorpadus ¢ | Cucrema Auddu-Xenmana. [ludp Dmab-
OTKPBITBIM I'amans. Anroputm RSA. DnexkrponHas TP
KITIOYOM mudposas noanuck. Uuppactpykrypa
OTKPBITBIX KITIOUEH.
2.3.2 3aHATHS CEMUHAPCKOI0 TUIA
Y4eOHBIM MJIAHOM HE TPEAYCMOTPEHBI.
2.3.3 JlaGopaTopHbIe 3aHATHS
Ne Ne paznena HaunmenoBanue n1abopaTopHbIX paboT
paboThl | AUCHUILTHHBI
1-9 9 [IpoexTrpoBaHHEe aNTOPUTMOB MOIICPKKH HHPOPMAIIOHHOM
0e30MacHOCTH.
10 3 CranapThl HHOPMALIOHHOH 6€301MaCHOCTH.
11 1 Cuenapuit Unentudukanus-AyreHTHPUKALNA- ABTOpU3ALIUS U
BapHAHTHI peaTn3aIim.
12-18 5 Mogenu ynpaBiaeHus J0CTYIIOM K HH(POPMaIHH.
19 6 Mopenu noaep:kaHus eJIOCTHOCTH K HHpopManuu
2021 7 AYIUT BBIUUCITUTEIBHON CUCTEMBI U apXHUBaIUSI.
22-23 8 AHanu3 ysa3BuMocTu cuctembl. DLP-cucteMbl
24-25 9 Cuctembl 0OHApY>KEHUS] BTOPKEHUI
2627 10 IMommepxka HHGOPMATHOHHOM O€30ITACHOCTH B BHIYHUCIUTENBHBIX CETAX
28 11 3n0BpeIHOE TPOrPaMMHOE 00ECTIEYCHUE
29-31 12 OcHOBBI Kpunrorpaduu
32-33 13 Kpunrorpadust ¢ CEKpeTHBIM KIFOUOM
34-36 14 Kpunrorpadus ¢ OTKpHITHIM KII0YOM

2.3.4 TlpumepHasi TeMaTHKa KYPCOBBIX padoT (MPOeKTOB)

VY4eOHbBIM MJIaHOM HE TPeAyCMOTPEHBI.




2.3.5 CamocTosiTeIbHOE H3YyUeHHEe Pa3/1eJIOB TUCIIHIIMHBI

Pa3nen 1. 3akonoparenpHbie akThl: O Oe3zomacHocTH, JlOKTprHA HHPOPMAITMOHHON
6e3omacHoctn P®, OO0 oxpaHe MHTEIUIEKTYAIbHONH cOOCTBEHHOCTH, O TEpCOHAIBHBIX
nanHbix, O0 nHGOpMaIu, HHPOPMAITMOHHBIX TEXHOJIIOTHSX U 0 3amuTe napopmaruu, O
rocyaapcTBeHHOM TaitHe, O MEeXTyHaApOIHOM 0OMeHe HH(pOopMaIuei.

Paznen 2. Y4eOHUKHM U TIOCOOUS 1O MPOSKTUPOBAHUIO CTPYKTYP JaHHBIX U aJITOPUTMOB
ux o6paboTku. PykoBoicTBa, yueOHMKH U 1mocobus 1o s3eiky Visual C++ u pabote B
cpene Visual Studio 2012 u Bhime.

Pa3nen 3. MexayHapodHble M POCCHICKHME cTaHmapThl P® mo wuHboOpMammoHHON
o0e3onacHocTH. 3akoH P® "O TtexHumueckom peryaupoBanuu’, "Kpurepuu oneHKH
noBepeHHbIX KommbloTepHbix cucteM” (Department of Defense Trusted Computer
System Evaliation Criteria, TCSEC — Opamxkesas xuura), ISO/IEC 15408:1999

"Kpurepun onenku Oe3omacHocTr nHpopmanroHHbix TexHoioruii” (Evaluation criteria
for IT security — OK) , TOCT P 50739, TOCT P 50922-96, T'OCT P 51188-98, TOCT P
50739-95.

Paazle.n 4 PYKOBO,I[CTBa n y‘IC6HI/IKI/I 110 a,Z[MI/IHI/ICTpI/IpOBaHI/II-O B OHepaI_II/IOHHLIX
cuctemax Windows, Unix, Linux.

Pa3nen 5. YueOHukH 1 mocoOusi 3 peKOMEHJOBAHHOTO CIIMCKA JINTEPATYPHI.

Pa3znen 6. PykoBoactBa m y4eOHUKM IO aJIMUHHCTPUPOBAHUIO B OINEPAIIMOHHBIX
cucremax Windows, Unix, Linux, yueOHbie pecypcsl B internet.

Pa3nes 7. YueOHUKY U TOCOOMS U3 PEKOMEHJOBAaHHOI'O CIIMCKA JINTEPATYPHI.

Pa3nen 8. YueOHUKH U MOCOOHS M3 PEKOMEHIOBAaHHOTO CIIMCKA JTUTEPATyphl, a TaKKe
oOyyJaromue MaTepHalibl OT MPOU3BOAUTENEH aHTHBUpPYCHOTO [10.

3. O0pa3oBaTe/bHbIe TEXHOJIOTHH

Cemectp | Bun 3anstus Hcnonp3yeMble HHTEPaKTUBHbIC KonnuectBo
(JI, TIP, JIP) 00pa3oBaTeNbHbIC TEXHOIOTHU 4acoB
JI KomnbroTepHble pe3eHTal U 00CYXKJIeHHE 72

Pa360p KOHKpPETHBIX CUTYaIlHii (3a/1a4) ¢
ucnonb3zoBanueM mratHoro 110, BeimonHeHue

56 o
JIP TECTOB Ha 3HAHNE TEPMHUHOJIOTUH, CBEICHUN U3 72
obnactu nH(pOpPMAIMOHHON OE30MaCHOCTH,
IPOTPaMMHPOBAHUE AJITOPUTMOB
Uroro: 144

4. OneHOYHbIE CPeACTBA sl TEKYIEro KOHTPOJIS YCIIeBAeMOCTH U
NMPOMEKYTOYHOM aTTecTalluu




@DoH/T OIICHOYHBIX CPEJICTB TUCIMILIMHBI COCTOUT U3 CPEACTB TEKYIIETO
KOHTPOJIS BHITIOJIHEHHS 3a/IaHHA, TAOOpATOPHBIX PabOT, CPEICTB Il HTOTOBOM
arrectanuu (dK3aMeHa B
1. ceMmecTpe).

OneHka ycrieBaeMOCTH OCYLIECTBIISIETCS 110 PE3YJIbTaTaM:
BBBITIOJTHEHUS JIA0OPaTOPHBIX padoT;

BOTBCTA Ha 3K3aMCHC

4.2.1 IlepeyeHb BONPOCOB K 3a4eTy

Knaccudukanus nHbOpMaIMOHHBIX YTPO3.

OcHoBHBIE KauecTBa 3amuiienHoi napopmanuu B UC.

B yem cMbICH TOIUTUKH OE30MaCHOCTH.

UYro takoe HecaHkimonupoBanubli qoctyn (HCJI) u ux BubI.

UYro Takoe ysI3BUMOCTb, aTaka, CTPYKTypa aTaku U BO3MOXKHBIEC BUJIbI aTaK.

Bunst Mmoneneit moctyna K JaHHBIM, UX XapaKTePUCTHKA.

Haznauenwue crangapToB HHPOpMAIIMOHHON Oe3onmacHOCTH. CTPYKTypa CTaHAapTOB.

Yro Takoe cuuddunr, ciyddunr u hijacking.

0. Yro takoe DOS-araka, DDOS-araka ,SYN-araka.

11. SBasercs au aNTOPUTMHUYECKU Pa3peLIUMbIM CBOMCTBO OBITH O€30MacHOM
cucremoit B mojenu HRU.

12. Kaxkoro Buaa qaHHbie 00s3aHbI HAXOAUTHCSA B OTKPBITOM JIOCTYIIE.

13. Ha3oBuTe ypOBHU CEKPETHOCTH JaHHBIX, KOTOPHIC PErIIAMEHTUPYET 3aKOH PO

“O rocyaapcTBeHHOM TaitHe”.

BOo~NoOOR~WN

4.2.2 Kputepun OLleHUBAHUS K 3a4YeTy

Ornenka “3auTeHO” - MPAaKTHUYECKHUE 3a/IaHusl BHITIOJHEHBI B CPOK B 00BEME HE MEHEe
80%. CrymeHT IEeMOHCTPUpPYET TMpaBUIbHBIC, YBEPECHHBIC JEHCTBUS 110 TPUMEHEHHUIO
MOJTYYEHHBIX 3HAHUHW Ha MPAKTHKE, TPAMOTHOE U JIOTUYECKH CTPOHHOE U3JIOKEHUE MaTepHalia
MIpH apryMEHTAIMA OTBETOB Ha BOMPOCHI IIPH 3AIIUTE Ta00PaTOPHBIX.

O1ieHKa «HE 3aYTE€HO» - MPAKTHUECKUE 3aJaHKsI HE BBITIOJIHEHBI JINOO MPET0CTABICHBI HE
— cpok B o0beme mMeHee 60%, CTyneHT AeMOHCTpHPYET HaIH4Yhe IrpyObIX OMIMOOK B OTBETE,
HETIOHMMAaHUE CYIIHOCTH M3JIaraeMoro BOMPOCa, HEYMEHUE MPUMEHSTh 3HAHUS Ha MPAKTHKE,
HEYBEPEHHOCTh U HETOYHOCTh OTBETOB Ha JIOMIOJHUTENbHBIE U HABOIAIIUE BOIIPOCHI.

O1ieHOYHBIE CPEICTBA ISl HHBAIUIOB M JIMI C OTPAHUYCHHBIMH BO3MOYKHOCTAMHU
3I0pOBBS BEIOUPAIOTCS ¢ YYETOM UX WHANBUIYAIBHBIX ICUXO(U3NIECKUX OCOOCHHOCTEMH.

— TIpu He0OXOTUMOCTH UHBAIH/IaM U JIUIIaM C OTPaHUYCHHBIMU BO3MOKHOCTSIMHU
310POBBS IPEAOCTABIISACTCA JOTOJHUTEILHOE BPEMs IJIs TOATOTOBKHM OTBETA HA HK3aMEHE;

— TpY TIPOBEJICHUH MPOLIETYPHI OIICHUBAHUSI PE3YJIHTATOB O0yUEHUS MHBAIUIOB H JTUIT
C OTrpaHWYCHHBIMHU BO3MOXKHOCTSMH 3I0POBbS MPELyCMATPUBAETCS UCIIOIb30BAHHE
TEXHUYECKHUX CPEJCTB, HEOOXOUMBIX UM B CBSI3H C MX WHIWUBUIYATHHBIMU OCOOCHHOCTSIMH;

— TpU HEOOXOIUMOCTH Ui OOYYArOIIMXCS C OrPAaHUYCHHBIMH BO3MOKHOCTSIMH
3I0POBBS U MHBAJIUAOB TPOIEAypa OIEHUBAHUS PE3YJIbTATOB OOYYEHUS IO IHUCIUILIAHE
MOXET MPOBOJAUTHLCS B HECKOJBKO ITAIOB.

[Tpouienypa omneHUBaHUs pe3yIbTAaTOB O0yUYEHUS MHBAIUAOB U JIHII C OTPAHHYEHHBIMU
BO3MOXXHOCTSIMU 3/I0POBbS TIO TUCHUIUINHE TPEIyCMaTpUBaeT MpeocTaBlieHue HH(HOpMaIuu
B (hopmax, alanTUPOBAHHBIX K OTPAHHUEHUSM UX 3/I0POBbS U BOCTIPUSATHS HHPOPMAITUH:

JLnst an ¢ HapyIEeHUsIMH 3PEHMS

— B MieyaTHOU (hopme yBeTMUEHHBIM MIpU(TOM,



— B (hOpMe DIIEKTPOHHOTO TOKYMEHTA.

JUtst UL C HAPYLICHUSMH CITyXa!

— B IIeyaTHoOM (opme,

— B (hopMe 2IEKTPOHHOTO TOKYMEHTA.

J1J1s1 JIU1 ¢ HApYIIEHUSIMH OTIOPHO-JIBUTATEIBHOTO arapara:
— B mieuaTHoi popme,

— B (hpopMe 3IIEKTPOHHOTO IOKYMEHTA.

JlaHHBII IepeYeHb MOXET OBITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT
KOHTMHI'€HTa 00Yy4aroLuXcs.

4.2.3 IlepeyeHb BONMPOCOB K IK3aMeHY

- Knaccudukanusa napopMamoHHbIX yTpo3.
- OcHoBHBIE KauecTBa 3amuinenHon napopmanuu B UC.
- B yem cMbICH TONUTUKH O€30MaCHOCTH.
- Yro Takoe HecankuuonuposanHbiii noctyn (HCJI) u ux BUIBL.
- UYro Takoe ysI3BUMOCTb, aTaka, CTPYKTypa aTaku U BO3MOXKHBIEC BUJIbI aTaK.
- Bunst Mmoneneit noctyna K JaHHBIM, UX XapaKTePUCTHKA.
- Ha3znauenue crannaptoB HH(OpMaIoHHOH Oe3onacHocTu. CTPyKTypa CTaHapTOB.
- Yro Takoe cuuddunr, ciyddunr u hijacking.
- Yro takoe DOS-araka, DDOS-araka ,SYN-araka.
- SIBisieTCs T aNTOPUTMHUYECKH Pa3pelIMMBIM CBOMCTBO OBITH O€30MacHOM
cucremoi B monenu HRU.
- Kakoro Busa n1anHble 00513aHbI HAXOUTHCS B OTKPBITOM JIOCTYIIE.
HazoBuTe ypoBHM CEKPETHOCTH JAHHBIX, KOTOPBIE PETJIaMEHTUPYET 3aKOH
P® “O rocynapctBeHHol TaiiHe”.
- MexaHu3M uaeHTUGHUKALUH, ayTeHTHGUKauK 1 aBTopu3anuu B OC Unix.
- MexaHu3M ueHTUGHUKAIWH, ayTeHTUGHUKanuK 1 apropu3anuu B OC Windows.
- bruomerpuueckue MeTo bl ayTeHTU(PUKALIUN
- MexaHu3M OJTHOPA30BBIX MapOJIeCil
- [Tporokon ayrentudukanuu Kerberos
- OcHOBHBIE TIOJIOKEHUS TUCKPEITUOHHON Moesu notHomounit HRU
- OcHOBHBIE MOJIO)KEHUSI MaHAATHOW MoJienu noaHomouuit bemna-Jlallamynst
- Mopens nonaomounii Mak-JIuHa.
- Knaccudukanus 3710BpeIHOrO IPOrpaMMHOT0 00eCIeUeHHUS.
- OcobenHocTr NOIUMOP(HOTO BUpYyca U PYTKUTA.
- OcHoBuble nonoxenus: VPN-cetu.
- Haznauenune MeTo/10B COLIMATIBLHON HHKEHEPUHU U UX (POPMBI.
- Hasnauenue u popmsi ayaura B OC Windows.
- HaznaueHue u MexaHH3M CETEBOT0O IKpaHa.
- XapakTepHCcTUKa CpeACcTB HHPOPMAIIMOHHOM 0€301acHOCTH B paMKax
CTEKa MPOTOKOJIOB
ISO OSI.
- CtpykTypa yrpo3 nuHpopMarmoHHON 6€30MacHOCTH.
- Coneprxanre ocHOBHBIX MOHATUH Wb: «3alUIIeHHOCTh JaHHBIX », «ySI3BUMOCThY,
«araka», «3JI0YMBIIUIEHHUK» U ap. MIx oTparkeHue B ctaHgapTax UB.

4.2.4 Kputepun OlleHUBAHUS K IK3aMEHY



OneHKa «OTIMYHO»: TOYHBIE (DOPMYTHUPOBKH aJIrOPUTMOB, TEOPEM U IPABUIbHBIC
JI0Ka3aTeNIbCTBA; TOYHBIE OMNpPENEICHUS MAaTeMaTHYEeCKHMX OOBEKTOB U SICHBIE U IpaBUIIbHbBIC
ornpeaeneHust 00bEKTOB, XapaKTePU3YIOUINXCsl HeOPMaTU30BAHHBIMU MTOHATHSIMH.

OneHka «XOpoILIo»: NpH OTBET€ Ha OJWH BOMPOC JaHbl TOYHBIE (HOPMYIUPOBKHU
QJITOPUTMOB, TEOPEM U IPABWIbHBIE J0KA3aTEIbCTBA, TOYHBIE OIPEIECICHUS MaTeMaTHYECKHX
OOBEKTOB W SICHBIE M TpaBWIbHBIE OMNpEIeNieHUus OOBEKTOB, XapaKTEPHU3YIOLIUXCS
He(OPMATN30BAHHBIMU TOHATHUSMH, TP OTBET€ HAa BTOPOM BOMPOC HMEIOTCS HETOYHOCTH
(GOpMYIHUPOBKH AJITOPUTMOB, TEOpPEM WM TpoOensl B MPaBWIbHBIX J0Ka3aTeIbCTBAX;
HE/I0CTaTOYHO TOYHBIC ONPEACTICHUS MAaTEeMAaTHYEeCKUX OOBEKTOB WIIM HESCHBIE U HE COBCEM
NIPaBWIbHBIE ONpeeIeHUs] 00BEKTOB, XapaKTePH3YIOUINXCs He(hOpMaTN30BaHHBIMU TTOHSITHSIMHU.

OrneHka «yTOBICTBOPUTEILHO»: MPU OTBETE Ha 00a BOMPOCA MMEIOTCS HETOYHOCTHU
(GhOpMyIIMPOBKYU AJITOPUTMOB, TEOPEM I ITPOOEIIbI B MPAaBUIIbHBIX JI0KA3aTEIbCTBAX
HEJIOCTaTOYHO TOYHBIE ONPE/IETICHUS MAaTEeMaTHYECKUX OOBEKTOB WIIM HESCHBIE U HE COBCEM
MpaBIIbHBIE OTIPEIeNICHUSI 00BEKTOB, XapaKTEPU3YIOIMUXCs He(hOpMaTN30BaHHBIMU MOHSATHSIMHU.

OneHka «HEeyIOBIETBOPUTEIHHO»: OTCYTCTBYET OTBET XOTS Obl HA OJIUH U3 BOIPOCOB
WIM HMEIOTCS CYIIECTBEHHbIE HETOYHOCTH B (OPMYJIHMPOBKAX alTOPUTMOB, TEOpEM,
IIPUBEICHBI HENTPABUIIBHBIE 10KA3aTENIbCTBA; HEBEPHBIC ONIPEAECICHUS MATEMATUUECKUX
00BEKTOB u HEIIPaBUJIbHbIE OIpEACIICHUS 00BEKTOB, XapaKTEPU3YIOLINXCS
He(hOpMaTN30BaHHBIMU MOHITHSIMH.

1. IlepevyeHb OCHOBHOI U I0MOJTHUTEIbHOUH Y4eOHOI JTUTEPATYPHI, HEOOX0IUMOH
V151 OCBOEHMSI IMCIMILJIAHBI (MO/TYJIs1)

5.1 OcHoBHasi IuTEpPaTypa

1. MenbuukoB, B. Il. Wudopmanmonnas Oe3omacHocTh 1 3ammra uH(opmanuu [Tekcer] :
yuebHoe mocobue i ctyaeHToB By30B / B. I1. Mensuukos, C. A. Kieiimenos, A. M. I[lerpakos
; mox pexa. C. A. KneiimernoBa. - 5-¢ usn., crep. - M. : Akagemus, 2011. - 331 c. : ui. - (Boiciiee
npodeccroHaabHOe oOpazoBanne . MHpopMaTHka W BBIYMCIUTENbHAs TexHuka) (YueOHOE
mocodwue ). - bubmmorp.: ¢. 327-328. - ISBN 9785769577383 : 348.70., 36 k3.

2. OcuoBbl HH(pOpMaIMoHHO# 6e3omacHocTh [Tekct] : yueGHOE mocobue A CTyICHTOB BY30B /
B. A. T'anarenko ; mox pea. B. b. berenuna. - Usn. 4-e. - M. : HuTepHeT-YHUBEPCUTET
Wudopmarmonnsix Texunomoruit : BUHOM. Jlaboparopus 3nanmii, 2008. - 205 c. - (OcHOBBI
UH(POPMAIIMOHHBIX TEXHOJIOTHH). - bubmuorp. : ¢. 200-202.

3. Nudopmanmonnas Ge3omacHOCTh [DiekTpoHHBIH pecypc] : yuebnoe mocobume / T. JI.
[Mapteika, U. U. TTonos. - 5-e u3x,. nepepad. u nom. - Mocksa : ®OPYM : UHOPA-M, 2016. -
432 c. - http://znanium.com/bookread2.php?book=516806 .



http://znanium.com/bookread2.php?book=516806

5.2 JlomostHUTEIbHAS JIUTEpaTypa
1. ApremoB, A.B. HudopmamnmonHas Oe3omacHOCTh . Kypc jekumii /| A.B. ApremoB ;
MesxpernonanbHas Akanemusi 6e30macHOCTH U BeDkuBaHus. - Open : MABUB, 2014. - 257 c. :
[DnexTponnsiii pecypce]. - URL: http://biblioclub.ru/index.php?page=book&id=428605.

2. Nudopmarmonnas 6e3onacHocth [Tekct] : yuebHoe mocobue s crymenTtoB By3oB / C. B.
[Terpos, U. I1. CnunbkoBa, B. B. Taduep, I1. A. Kucnskos ; M-Bo obpa3zoBanus u Hayku Poc.
®enepaunn, PI'BOY BIIO "HoBocubupckuii roc. nex. yn-t", ®I'bOY BIIO "Mock. nen. roc.
yH-T". - Mocksa ; HoBocubupck : [APTA], 2012. - 295 c. (10 sk3.)

3. Undopmarmonnass 6e3omacHocTh M 3amura uHpopMaruu [Tekcr] : yuebHoe mocobue st
cryaentoB By3oB / B. Il. Menbuukos, C. A. Kieiimenos, A. M. Ilerpakos ; mox pea. C. A.
KneiimenoBa. - 4-e wusag., crep. - M. : Axagemus, 2009. - 331 c. : wun - (Beicmee
npodeccroHaabHOe 00pazoBanue. HPpoOpMaTHKa 1 BEIYKCIUTEIbHASI TEXHHUKA). - Brubmmorp. : c.
327-328. (10 5k3.)

6. [lepeuenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH « AHTEepHETY,
HeOOXOIMMBbIX /IJIsl 0CBOEHUSI THCIUILIMHBI (MOTYJI51)

1. Hudopmannonnas 6e3onacHocts / u3a. B. Bapakcun ; yupen. u uza. komnanus "['porek" -
Mocksa :I'potek, 2014 - Noe 4 - 72 c.: wi.; To ke [DIeKTpOHHBIN pecypc].
URL.: http://biblioclub.ru/index.php?page=book&id=364894

2. WudopmanmonHas 6€30MacHOCTh U 3anIuTa HH()OpPMALUY : COOPHHUK CTYACHUECKUX padoT /
o1B. pea. A.JO. Kons6un. - Mocksa : CtyaeHdeckas Hayka, 2012, - 1322 c. : ui.,tabm.,
cxeMm. - (By3oBckast Hayka B IOMOIIb  CTYJIEHTY). - ISBN 978-5-00046-137-2

; To xKe [DnexkTpoHHbIA pecypc]. -

URL.: http://biblioclub.ru/index.php?page=book&id=227774

7. MeToauueckue YKazaHusl 1Jist oﬁyqamumxca M0 OCBOCHHUIO TUCHHUIIJIMHBI (MO}IyJ’lﬂ)

[Io xypcy mnpenycMOTpeHO HpOBEIEHHE JEKUMOHHBIX 3aHSITHH, Ha KOTOPBIX JAeTCs
OCHOBHOH CHCTEMaTH3MPOBAHHBIA MaTepHal, JIabOpaTOPHBIX pabOT, KOHTPOJIbHOW paloTshl,
3ayera.

BaxHelmmM sTanmoM Kypca SBISETCS CaMOCTOATENbHas paboTa MO TUCHMIUIMHE C
HCIOJIb30BAHNEM YKa3aHHbBIX JIMTEPATYPHBIX MCTOYHUKOB M METOJUYECKHMX YKa3aHHMH aBTOpa
Kypca.

Bunet u popmsr CP, cpoku BbIoIHEHUS], GOPMbI KOHTPOJIS MPUBEIEHBI BBILIE B TaHHOM
JIOKYMEHTE.

Jlns nmydinero ocBoeHUs AUCHMIUIMHBL npu 3amure JIP cTylneHT A0oiKeH OTBETHTh Ha
HECKOJIBKO BOIIPOCOB U3 JIEKIIMOHHOW YacTH Kypca.

B ocBoeHuu NUCHUIUIMHBI MHBATUAAMU U JIUI[AMH C OTPaHUYEHHBIMU BO3MOXHOCTSMU
30POBBsl OOJBIIOE 3HAYEHHE WMEET WHAWBUAyalbHas ydeOHas pabora (KOHCYIbTAallUH) —
JIOTIOJIHUTENBHOE Pa3bsICHEHNE y4eOHOro MaTepuaia.

WnauBuayanbHble KOHCYJIbTAMM 10 TPEAMETY SBIAIOTCS BaXHBIM  (DakTOpoM,
CHOCOOCTBYIOUINM WHIUBUYATU3aUU O0YUEHHs] U YCTAHOBIIEHUIO BOCIIUTATEIHHOIO KOHTAKTa
MEXIy IpernojaBaTeieM M o00yJarolMMcs HWHBAJIMIOM WIM JIMIOM C OrpaHUYEHHBIMU
BO3MOXXHOCTSIMU 3/J0POBbSI.

8. Iepevyenb HHPOPMAIMOHHBIX TEXHOJIOTHI, HCIOJIb3yeMbIX PH OCYIIECTBJIEHUH
00pa30BaTeILHOIO MPoIecca Mo JUCHUILIMHE (MOTYJIIO)


http://biblioclub.ru/index.php?page=book&id=428605
http://biblioclub.ru/index.php?page=book&id=364894
http://biblioclub.ru/index.php?page=book&id=227774

8.1 IlepevyeHb HH(POPMALMOHHBIX TEXHOJIOTHIi
— IlpoBepka AoMamIHUX 3aJaHUM M KOHCYJIbTUPOBAHUE IOCPEIACTBOM 3JIECKTPOHHOU

IIOYTHI.

— Mcrionp30BaHuE 3JEKTPOHHBIX MIPE3EHTAIIUN TP MPOBEICHUH JICKIIUHA U TPAKTUYECKHUX
3aHSITHHN.

8.2 IlepeueHb HEOOXOAMMOT0 MPOTPAMMHOI0 00ecIeyeHusl
1. Microsoft Visual Studio 2012+ : Visual C++, C#
2. Oracle Virtual Box v 5.1 +

3. Python

8.3 Hepeqeﬂb HH(])OpMaIII/IOHHbIX CIIPABOYHBIX CUCTEM:

1. DnexrponusIii kaTanor Hayunoit 6ubnuorexku Kyol'yY
(http://megapro.kubsu.ru/MegaPro/Web ).

2. DnexkTpoHHass OmbOnuoTeuHas cucrtema "YHuBepcuterckas Oubamoreka ONLINE"
(www.biblioclub.ru).

9.

3. DiekTpoHHas 6ubaHoTeuHas cuctema usnaareiabcrsa "Jlanp" (https://e.lanbook.com).
4. DnextpoHHas oubmuoreunas cucrema "FOpait" (http://www.biblio-online.ru).

MaTepl/laﬂbHO-TeXl{I/I‘leCKaﬂ 6333, HeoO0XoauMasi aJisl OCYHICCTBJICHUA

0o0pa3oBaTeILHOTO MpoIecca Mo JUCHUNInHEe (MOIYJII0)

MaTepI/IaHBHO'TeXHI/I‘IeCKOG obOecrieueHue AUCHUITIIMHBI

Ne Bun pa6or
(MOJTyJIsT) U OCHAIIIEHHOCTh
1. | JlexunoHHsble 3aHATHS | JIeknMOHHasA ayJIuTOpHs, OCHAIICHHAas MPEe3eHTAMOHHON
TEXHUKOW (IIPOEKTOp, 3KpaH, KOMIBIOTEP/HOYTOYK) H
COOTBETCTBYIOIIUM IPOTPaMMHBIM obecnieuernueM (I10)
PowerPoint. ayx. 129, 131, A305.
2. | JlaGopatopusble 3anaTus |Jlaboparopusi, yKOMIUIEKTOBAaHHas  CIELUAIN3UPOBAHHBIMY
TEXHUYECKUMHU CpEeACTBAaMH OOYUYEHHUSI — KOMIIbIOTEPHBIH
KJIaCC, C BO3MO>KHOCTBIO IIOJIKJIFOUEHUS K ceTH «HTepHETY,
MIPOrpaMMOil SKPaHHOTO YBEIUYEHHUS MU 00eCredeHHbIN
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO
cpeny yauBepcureta (1ab. 102-106.).
3. | I'pynnoseie Aymutopus, (kaOuHET) — KOMIbIOTEPHBIH KJ1ace
(MHIUBH Ty aTIbHBIC)
KOHCYJIbTaIlu1
4, | Texymuit  KOHTPOJb, | AyIUTOpHUS, IPUCTOCOOIEHHAs IS MMCbMEHHOTO OTBETA MPU
MIPOMEXYTOUHas MIPOMEXYTOYHOM aTTecTaluu.
aTTecTanus
5. CaMocTosTeabHas Kabuner mist camocTosiTenbHOW pabOTHI, OCHAIICHHBIN
pabora KOMITBIOTEPHON TEXHUKOMN C BO3MOYKHOCTBHIO IMOAKIIOUYEHUS K

cetu «/HTEepHET», MpOorpaMMoN 3KPaHHOTO YBEITUYEHUS U
00ECTIEYEeHHBIH JOCTYIIOM B 3JIEKTPOHHYIO HH()OPMAIMOHHO-
00pa30BaTeNnbHyI0 Cpely YHUBEPCUTETA.
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