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1. Ileau u 321241 OCBOEHHS JUCHUILIMHBI

1.1 Ilean ocBOeHMSI AUCHUIIIHHBI

[lenpro mpemojaBaHus W HM3Y4YCHHS AUCHHUILTMHBI «Kpunrorpapudeckue MTPOTOKOIBD)
sBiiseTcss (OPMHUPOBAHHME y CTYICHTOB 3HAHWUN M HABBIKOB IO HCIOJL30BAaHUIO METOJIOB
COIIACOBAHHOTO  pElICHHsS 3ajJad  MH(POPMAIMOHHOTO OOMEHAa C  KCIOJb30BaHHEM
Kpunrorpaduu.

1.2 3agauyu AUCHUILINHEI

CTyneHT JO/KEH 3HATh OCHOBHBIE IOHSTHS, MOAXOAbI U METOJbl, HCIOJb3YEMBIE B
KpUNTOTrpapUuecKuX MPOTOKOJIAX; YMeTh IIPUMEHSATh Oa30BbIe aJITOPUTMbI U CTAHJAPTHI
KpUNTOTpapUUecCKuX  MPOTOKOJIOB; BJaleTb  TEXHOIOTHUAMY, CIOCOOCTBYIOIIUMU
WCTIOJIB30BAHUIO KPUIITOTPA(YUIECKUX IPOTOKOIIOB.

1.3 MecTo TUCHUILTHHLI B 00pa30BaTeIbHOM MporpaMmme
Juctumummaa «Kpunrorpagudeckre MPOTOKOIBD) OTHOCHUTCS K OJIOKY JUCUHUIUIMH I10
BBIOOpPY BapuatuBHO yactu b1.B.JIB npodeccruonanbHBIX TUCIUILINH.

[ns u3ydeHus AUCUUIUIMHBI CTYJCHT JOJDKEH BIAJETh 3HAHUSAMH, YMEHUSIMU H
HaBbIKaMU 10 UH()OPMALIMOHHON 0€30MacCHOCTH, KpUNITOTpaduu U pacipeeIieHHbIM 3a/1a4aM U
aNropuTMaM.

3HaHus, MOTy4aeMble IPU U3yYEeHUH AUCUUIUIHNHBI «Kpunrorpaduyeckue mpoTOKOIbD,
MOTYT UCIOJB30BaThCS IMPU pabOTe HaJ BBITYCKHONH pabOTOW, a Takke MpH HW3YYCHUU
JUCLUIIIIMH MaruCTepCKOro UKJIa.

1.4 TlepeyeHb ILUIAHMPYEMBIX Pe3yJbTATOB O0y4YeHHs MO JUCHUNINHE (MOIYJIO),
COOTHECEHHBIX C IUIAHUPYEMBbIMH Ppe3yJbTaTaMH OCBOCHHMS 00pa30BaTEJILHOM
NPOrpamMMmbl.

N3ydeHnne naHHON yuyeOHON AMCLUMITIIMHBI HAIPaBIeHO Ha (JOPMUPOBAHUE Y
o0yJaroImuxcs CIeIyUX NpopeccHOHAJbHbBIX KOMIIeTeH M

Ne Wmnexc Copepxanue B pesynbraTe u3yueHus: yueOHON AUCHUTIIMHBI
IL.I1. KOMIIE- KOMIIETEHINH (MU ee o0yyaromue J10JKHbI
reHIIUT 4acTH) 3HATh YMETh BJIAJIETh
CIIOCOOHOCTBIO pelIaTh |CIOCOOBI peniaTh | periarh CIIOCOOHOCTHIO
3aJauu 3aaun 3a7a9u pemarh 3a1a4n
npodeccroHanbHOM npodeccuonans | npodeccruoHa |npodeccuoHaNbHON
JeSITeIbHOCTH B COCTaBe |HOU JTHHON JeSTeIbHOCTH B
Hay4YHO- JeSTeIbHOCTH JEeSITeIbHOCTH |COCTAaBE HAYYHO-
1 MK-4 UCCIIEI0BATEIBCKOTO U B COCTaBe HCCIIEI0BATEIbCKOT
MIPOU3BOICTBEHHOTO Hay4YHO- ou
KOJIJICKTHBA UCCIIEIOBATEN |[TPOM3BOJACTBEHHOT
BCKOTO U 0 KOJIJICKTHBA
MIPOU3BOJICTBE
H-HOTO
KOJIJICKTHBA
CTIIOCOOHOCTBIO peliaTh |MHPOPMAIMOHH | pelIaTh criocobamu
CTaHJApTHBIC 33/1a4H  |O- CTaHJAPTHBIC |HUCIOJIB30BAHUS
npo¢ecCHOHATLHON KOMMYHHKAIOH | 3aJauu KpUIITOrpapUIecKu
JCSITCIbHOCTH HA OCHOBEHBIE TEXHOJIOTMU | MPO(QECCHOHA  |X MPOTOKOJOB B
2. IOIIK-4 |MHpOpPMaLMOHHON 1 1 OCHOBHBIC JIbHOU obnactu
OubmorpapuuecKo TpeOoBaHUS ACATENILHOCTH | pH(pOPMAHOHHBIX
KyJbTYpBI C WH(pOpPMAIIMOHH | HAa OCHOBE TEXHOJIOTHIA, a
TPUMCHCHHACM on HH@?PMaHHO TaKXe 3HAHUSAMH,
MH(OPMALHOHHO- 0e30macHOCTH HHOU 1 KOTOPBIE HAXOIATCS




KOMMYHHKAIIMOHHBIX oubnuorpadu
TEXHOJIOTUI U C y4ETOM YECKOM
OCHOBHBIX TPeOOBaHUI KYJIbTYPBI
MH(POPMAIMOHHOM

0e30macHOCTH

Ha MepeI0BOM
pyoOexe
KpUNTOTpaguIecKo
1 HayKH,
UHCTPYMEHTAMHU
MOJIICP>KUBAOLITIM
"
MH(POPMATMOHHYIO
0€301acHOCTb
MH(POPMAIIMOHHBIX
CHCTEM

2. CTpyKTYypa M coJiep:KaHue THCHUIIHHBI

2.1 Pacnpenesnienne TPYI0eMKOCTH JUCHHUIJIMHBI 0 BHIAM padoT
OO0r11ast TPYA0EMKOCTb AUCIUILIMHBI cocTaBiseT 4 3ad.en. (144 vaca), ux

pacipeaciaICHue 110 Buaam pa60T MpeaACTaBJICHO B Ta6J'II/II_IC.

CemecTtp
Bup yueOHOM paboThI Bcero BI
4acoB (gacer)
8
KonTakTHasi pa6oTa, B TOM YHCJIE! 54,3 54,3
AyauTopHbIe 3aHATHS (BCEro): 48 48
3aHATHS JTCKIIMOHHOTO
THTIA 16 16 - -
JlaGopaTopHble 3aHITHS 32 32 - -
3aHATHS CEMUHAPCKOTO TUIA (CEMHHAPHI,
MIPAKTUYECKHE
3aHATHSA)
HHasi KOHTaKTHasI
pabora:
KouTtposs camocrosrenbHoit padotel (KCP) 6 6
[Ipomesxyrounast arrectranus (MKP) 0,3 0,3
CamocTosiTeJibHAas padoTa, B TOM YHCJIe: 45 45
KypcoBast pabora - - - -
ITpopaboTka yae6HOro (TeOpeTHUECKOro) Matepuaia 36 36 - -
BrlinonHeHne HHANBHIYAIbHBIX 3aJaHHi (ITOATOTOBKA
COOOIIEeHUH, 9 9 - -
TIPE3CHTAIHI)
Pedepar - - - -
[ToAroTOBKA K TEKYIIEMY KOHTPOJIO - - - -
KoHTpoJb: JK3aMeH | 3K3aMeH
IToaroTroBka K dK3aMeHy 447 447 - -
Oo6mast Tpya10eMKOCTh yac. 144 144 - -
B TOM YHCJI€ KOHTAKTHAasI
54,3 54,3
padora
3a4. ef 4 4




2.2 CTpYKTYpa AUCHMILTUHBI
Pacnipenenenne Bua0B y4eOHOI pabOTHI M HX TPYIOEMKOCTH IO pa3esam
JAMCIMIUTMHBL Pa3/iernbl IUCIMIUTHEL, H3ydaemble B8  cemectpe (ounas gopma).

KosanyecTBo 4yacoB
Ne HaunmeHoBaHue pasaesioB AyautopHasi padora | Bueaynuropna
Bcero s1 padoTa
J | n3 | Jp CPC
1 2 3 4 5 6 7
1 Kpunrorpaduueckue mpoToKOIbI U 14 2 4 8
OCHOBHBIE TpeOOBaHUS
2
IIpOTOKOJIBI pYKOIIOKATHS 14 2 4 8
3 .
IIpoTOKOIBI TEHEepAIMU KIOUEH 20 4 8 8
4 [TpoTokoinbl uaeHTUDUKALIUN 1 18 4 8 6
ayTeHTH(HUKAIUU
5 IIpoToKoJIBI pactpenesenus
POTOKOJIBL pacIipen 13 2 4 7
KJIIOUel
6 JlokazarenbCcTBa ¢ HYJIEBBIM 14 2 4 8
pasriamneHleM CeKpeTa
7 [ToaroroBka Kk 3K3aMeHY 447
8 KCP 6
9 HUKP 03
Hmozo no oucuunaune: 144 16 — 32 45
2.3 Conep:xanue pa3ieioB TUCHUTLINHBI
2.3.1 3aHATHSA JIEKIIMOHHOTO THIIA
No ®opma
a3- TEKYIIETro
p HaumenoBanue paznena Coneprxanue pazaena yit
nena KOHTPOJIA
1 2 3 4
OmpeneneHne U CBOMCTBA KPUMNTOTPAPUIECKUX
Kpunrorpadguueckre | MPOTOKOIOB. YYacTHUKHU MpoTokosa. O6mas
1 | mpOTOKOJBI U OCHOBHBIC | KJIacCU(UKAIUSA aTaKk Ha KpUNTOrpapuueckue JIP
TpeOoBaHuUs npotokoJibl. KomnpoMenTanus
KpUnTorpaguueckoro npoTokosa
IpoToxoms: [IpoTOoKOIBI ayTEeHTU(DHUKAIMU “3aIIPOC-OTBET,
2 OCHOBAHHBIC Ha KPUNTOCUCTEMAX Pa3HbIX TUIIOB: JIP
PYKOTIOXKATHS
KiaccuUKalus, IPUMEPbl, CTAHIaPTU3AIHS
OcCHOBHBIE OJIX0/1bI K KOHCTPYUPOBAHUIO CTOMKHUX
3 [TpoTokoJbl reHepamnuu | KpUNTorpadu4eckux aaropuTMOB U IPOTOKOJIOB B JIP
KIIIouei paMKax KOHIIENIWHU “‘I0Ka3aTeIbHOMN
6€30MacHOCTH .
Kiaccudukanus mpoTokoyioB uaeHTH(GUKAIAN U
ITpoToxobl ayreHTU(UKanuu. [IpoTOKOIBI ayTeHTUDUKALTIH
4 UIEeHTU(GUKALMA U “3aIpOC-0TBET”, OCHOBAHHBIE HA PA3HBIX JIP
ayTeHTU(UKAIIH KPHUIITOCHCTEMAX : KJTacCU(UKAIIHS, TPUMEPHI,

CTaHJapTH3AIUS




6

OO6m1as kmaccuuKaius MpoTOKOJIOB

pacnpenenenus kirodert (ITPK), ocHoBHBIE 1

[TpoTokobl nononauTenbHbIe cBoMicTBa [TPK. Kimaccuduxarmst TP

pacupeACICHUA KIOICH | TTPK, ocHOBaHHBIX Ha CHMMETPHYHBIX
KpunTocxemax. JIByCTOPOHHHE IPOTOKOJIBI.

6 HYJICBBIM pa3rjIalliCHUEM

HOKaSaTeHLCTBa C HYJIEBBIM Pa3TrIalliICHUEM 3HAHUA: LICIIb

SHaHW, TCOPCMBIL

I/IHTepaKTI/IBHBIe CHCTEMBI 10Ka3aTCJIbCTBA C

JI0Ka3aTeNbCTBA, OOIINIA TIPUHIIAIT TIOCTPOCHUSE JIP
cekpera IPOTOKOJIA, CBOMCTBO HYJIEBOTO pa3IIlalieH s

2.3.2 3aHATHS CEMHMHAPCKOT0 TUIA
Y4eOHBIM MJIaHOM HE TPETyCMOTPEHBI.

2.3.3 JIaGopaTopHble 3aHATHS

pa63)\fbl HaumenoBanue nabopatopHbix paboT CDOEZII?T;GOI;}:HGFO

1 [Tpon3BOACTBO ¥ MPUMEHEHHE CUCTEM JIP
KpUnTorpagpuyeckon 3amuThl THPOPMALUU

9 ®dyHKIMU  opraHa  KpuITorpaduueckon 3aIUTH] JIP
uHpopmanuu. O6s3aHHOCTH nojab3oBaTeneit CK3U.

3 Tpebosanus K CpeICcTBAM 3aluMThl  MHOOpMAIMY] JIP
UCTIOJIB3yEeMBIM B KPHUIITOIIPOOKOIIAX

4 O6s3arnocTH nonb3osareneii CK3W u KpunTonpoToKoIos JIP

5 ®yukuun oprana ynpasienus CK3U u ucnons3oBanus TP
KPHUIITOIIPOTOKOJIOB
MexaHU3MBbl KOHTPOJISI 32 OpraHu3alueil u odecrnedeHnemM

6 6e3omacHoCTH XpaHeHuss 00paboOTKU H nepenadn JIP
KOH(UACHIIMATBHBIX JTAaHHBIX Ha OCHOBE
KPHUITOIPOTOKOJIOB
[TpoToKoIIBI pactipesienienus Kiroueil ¢ IEeHTPOM J10Bepus,

7 OCHOBAHHBIE HA CHMMETPHUYHBIX KPHIITOCXEMaX: IIPOTOKOI TP
Needham-Schroeder
[TpoToKOIBI pactipenieieHust KIToUei ¢ IEHTPOM JI0BEpHS,

8 OCHOBAHHbIE HA CHMMETPUYHBIX KPUIITOCXEMaX: MPOTOKOI JIP
npotokos Kerberos

9 [TpoTOKOIIBI TPAHCIOPTUPOBKH KITFOUEH, JIP
peKoMeHI0BaHHbIe cTaHAapToM X.509

10 | [Iporokoxn TpaHcopTHpoBKH Kitoyel Beller-Yacobi JIP

11 [TpoTtokon oOmena kimoyamu Judpu-Xemmana, aTaku Ha JIP
HETO

12 [TpoTokon oOmena kmoyamu MTI, ataku Ha Hero JIP

13 | IIporokon oOMena kimodamu STS JIP
Kanase! 3anunieHHoM nepeaayn nHGOPMAaIIHH:

14 IIOCTAaHOBKA 3a/1a4H, KJacCH()UKALUA CPEACTB 00eCIeYeH s JIP
KOH(MACHIIMATBHOCTH U AyTEHTHYHOCTH
[IpOTOKOIBI pacIpee/icHUs KITIOUEH ¢ IIEHTPOM JOBEPHS, JIP

15 | ocHOBaHHBIC HA CHMMETPHYHBIX KPUIITOCXEMaX: MPOTOKOI
Otway-Rees

16 |HoxasarenbcTsa c HyNICBBIM Pa3rIalICHHEM 3HAHHUIA. JIP

ANTOpPUTMBI pa3JielIeHHsl CeKpeTa




;
2.3.4 TlpumepHasi TeMaTHKa KYPCOBBIX padoT (MPOEeKTOB)

Y4eOHBIM IJIAHOM HE TIPETYCMOTPEHHBI.
3. Oopa3oBaTejibHbIE TEXHOJIOTHH

IIpu npoBeneHny 3aHATUI 110 TUCLUILINHE UCIIONB3YIOTCS CIEAYIOIINE
00pa3oBaTesibHbIe TEXHOJIOTUH
— TEXHOJIOTHS pa3HOYpOBHEBOro 00yueHus (auddepeHunpoBanHoe 00yUeHue);
— TEXHOJIOTHUS KOJUICKTUBHOTO B3aMMOJICHCTBHSI (OpraHM30BaHHBIN JIHAJIOT,
KOJUICKTUBHBIH C1IOCO0 00y4eHus).
TexHoJIorHsI a1anTUBHOTO 00y4eHHsl (MHIMBHIyaIM3UPOBAHHOE O0OYUCHHE).

Cemectp | Bup 3anstus Hcnonp3yeMble HHTEPaKTHBHBIE 00pa30BaTEIbHbIC Konnuectso
(J1, JIP) TEXHOJIOTUHI 4acoB
JI KommnbroTepHbie pe3eHTau 1 00CYKIeHNE 16
Pa300p KOHKPETHBIX CUTyalui (3a1a4) ¢
8 UCI0Nb30BaHueM ITAaTHOTO 10, BBINIOJIHEHNE TECTOB
JIP Ha 3HaHWE TEPMUHOJIOTUH, CBEJICHUN U3 001aCcTH 32
BepUUKALUU TPOTPAMMHBIX CUCTEM,
[IPOrpaMMUPOBAHNUE U AHHOTUPOBAHUE AJITOPUTMOB
Htoro: 48

4, OneHo4HbIe Cpeacrea Vil TEKYILIEro KOHTPOJISA YCII€EBACEMOCTH U
l'[pOMe)KyTO‘lHOﬁ aTTeCTallumn

4.1 ®oHJ OLIEeHOYHBIX CPE/ICTB AJsl NPOBEAeHUs TeKYLIero KOHTPOJIA

@OHJ OLICHOYHBIX CPEACTB AMCLMILIMHBI COCTOUT U3 CPEACTB TEKYLIEro KOHTPOJSA
BBINIOJTHEHUS 3a/IaHMi, JTa0OPaTOPHBIX PabOT, CPEICTB MTOrOBOW arTectanuu (dk3ameH B 8
cemectpe).

OneHka ycreBaeMOCTH OCYILIECTBIISIETCA IO PE3YJIbTATaM:

- BBIIIOJIHEHUSI Ta0OpaTOPHBIX padoT;

- OTBETOB Ha TEOPETHUECKUE BOIIPOCHI IPH cllaue J1abopaTOpHBIX padoT;
- OTBETa Ha 3K3aMeHe (/15 BBISIBIICHUS 3HAHUS M TIOHMMAaHHSI
TEOPETHYESCKOT0 MaTepHasa JUCIUILIHHBI U TPAKTUYECKUX HABBIKOB).

4.1.1 TlpuMepbl THNOBBIX 3aJaAHUI

1. Kak mnpeoOpa3oBaTh MNPOTOKON ayTEeHTU(UKALMU 3alpoC-OTBET Ha 0a3e CXeMbl
OTKPBITOTO MHU(PPOBAHUS B IPOTOKOJI AyTEHTUYHOTO pacrnpeaeneHus kiodei? [Ipusenute
JIBA TpUMepa: JUIsl MPOTOKOJAa OJHOCTOPOHHEH ayTeHTH(UKAUMU W JUIi NPOTOKOJA
B3aMMHOMN ayTeHTU(UKALINH.

2. IlpuBenuTe omHMcaHWE TMPOLEAYPhl BOCCTAHOBIEHHUS CEKpeTa M3 CXEMbl pa3JelieHus
cekpera lllamupa n1ByMs criocobamu: s Ciiydas, Korja o0liee Yucio y4aCTHUKOB PaBHO 3,
MaKCHMAJIbHO JIOMyCTHMOE KOJUYECTBO YTPAYCHHBIX (CKOMIPOMEHTHPOBAHHBIX) JOJIEH
CEKpeTa paBHO 2, [UTHHA pa3eliIeMOro cekpera paBHo 128 Ourtam.

3. KakuMu M3 OCHOBHBIX CBOWMCTB MPOTOKOJIOB pacrpeeieHus Kirouei (HesBHas
ayTeHTH(HKAIUS KII0Ya, TMONTBEPXKICHUE KIIIOYa, SIBHAS ayTCHTU(HKALUS)
obnamaet nporokoa Kerberos? Kakue nmpakTuueckue 3aa4u OH MO3BOJISET PEIiaTh?

4. OueHHTE BBIYUCIUTEIBHYIO CIIOKHOCTD (KOJIMYECTBO BHITOJHEHHBIX ONEpaIIid)

Y KOMMYHHKAIIHOHHYIO CIIOKHOCTH (KOJMYECTBO IEPEChUIOK COOOIICHHH M 00BeM
nepelaBacMbIX JaHHBIX) IPOTOKOJA TOKA3aTeNIbCTBA 3HAHMSI IMCKPETHOTO Jorapudma
JUIS KaKJI0To ydacTHHKA. [IpyBenuTe npuMep Takoro 3aiaHus napaMeTpoB IMIPOTOKOJIA,



10.

11.

12.

13.

14.

15.

pU KOTOPOM BEPOATHOCTH OOMaHa JT0Ka3bIBAIOIIMM IPOBEPSIOIIETO HE MPEBBICUT 230

5. CpaBHUTE 110 CTOMKOCTH K Pa3JIMYHBIM BHJIAM aTaK JBa METOA ayTeHTHU(PHUKAIIMH 1O
OJIHOPA30BBIM TapoJisIM: MeToj JIdMImopra ¥ TOCJIEIOBAaTEIBHO OOHOBIISIEMBIC
OJIHOpa30Bble Tapoyd. Kakue BBIBOABI O MPEIIMOYTHUTEIBHOCTH TOTO WM HHOI'O
METOJa MOYKHO CIeNIaTh?

4.2MDoH] 0O1IeHOYHBIX CPEACTB /sl MPOBeIeHUsI MPOMEKYTOUYHOMH aTTecCTAlNU

4.2.1 TlepeyeHb BOMPOCOB K IK3aMeHY
OnpeneneHne W CBOWCTBA KPUNTOrpaQUUECKHX TMPOTOKOJIOB. YYACTHUKH IMPOTOKOIIA.

OO6mass knaccudukanusi arak Ha Kpunrtorpadguueckue mHpoTokoisl. KommpomeHTarus
KPUNTOrpaguuecKoro NpoToKoIa.

Kputepuu o1ieHKH CTOMKOCTH KpUNTOrpaQuuecKux alropuTMOB U IPOTOKOJIOB.
XapaKkTepUCTUKHU BEIYUCIUTEIBLHO CIOXKHBIX 33/1a4 TEOPUU YUCEN, BO3MOKHOCTH UX
NPUMEHEHHS B aCCUMETPUYHON KpunTorpaduu (3a1a4a hakTopu3aiiiy U MPOU3BOIHbBIE OT
Hee 3a/1a4H, 3a/1a9a TUCKPETHOTO Jorapu()MHUPOBAHUS U MIPOU3BOIHBIC OT HEE 3a/1a4H).
[TapHbie 0TOOpaXKeHUsI U UX CBOMCTBA. BBIYMCIUTENBHO CIOXKHBIE 337]a41, OCHOBAaHHBIE Ha
MapHBIX OTOOPAKEHUSX.

OCHOBHBIE TIOJTXOJIbI K KOHCTPYHPOBAHUIO CTOMKUX KPUNITOTPA(PHUSCKHUX alITOPUTMOB U
IPOTOKOJIOB B paMKaX KOHIIEIINH “‘JIOKa3aTeIbHON 0e30MacHOCTH .

HHTepakTUBHBIE CUCTEMBI I0KA3aTeIbCTBA: 1ENIb JOKA3aTEIbCTBA, OOUIMI MPUHITUI
MOCTPOEHUS MPOTOKOJIA, CBOMCTBA MOJIHOTHI U KOPPEKTHOCTH.

HHTepakTUBHBIE CUCTEMBI I0KA3aTEeIbCTBA C HYJIEBBIM pa3rialleHueM 3HaHus: 1eb
JI0Ka3aTeNbCTBA, OOUTUI MPUHIUT MTOCTPOSHUS MPOTOKOJA, CBOMCTBO HYJIEBOTO
pasriaiieHus 3HaHKs, TEOPEMBI.

Knaccudukanus npoToKoIoB ayTeHTH(PUKAIUU. ATaKi Ha TPOTOKOIBI ¢ (PUKCUPOBAHHBIMU
MapOJISIMH.

[IpoTokomnsl ayTeHTH(DUKAIIMN ¢ OTHOPA30BbIMU TapossiMu. Cxema JIammopra.

[TpoTokoinbl ayTeHTU(DHUKAIINH ‘3aTIPOC-OTBET ’, OCHOBAHHBIE HA CHMMETPHYHBIX
KPHUIITOCHCTEMAX : Kiaccuukanus, mpumMepsl, cranaaptusanus (ISO/IEC 9798).
[Ipotokonel ayTeHTH(UKAIMK  “3alpOC-OTBET’, OCHOBAaHHBIE HAa ACHUMMETPUYHBIX
KpPHUITOCHCTEMaX: Kiaccubukaius, npumMepsl, ctangaprusaius (ISO/IEC 9798).
[TpoTokomnsl ayTeHTU(DUKAINHI, OCHOBAHHBIE HA JOKA3aTEIbCTBAX C HYJIEBBIM
pasriamieHreM 3HaHui (Ha nmpuMepe mpookosa duara-Illamupa).

O6mas knaccudukarnms npoTokoyioB pactpeneicaus kirouei (ITPK), ocHoBHbIe 1
JononHuTensHbIe cBoiicTBa [1PK.

Knaccugukamus [IPK, ocHOBaHHBIX Ha CHMMETPHUUYHBIX KpUNTOCXeMax. J[BycTopoHHuE
npoTokoibl (0e3 eHTpa A0BepHs).

I1PK ¢ nenTpoM noBEpHsi, OCHOBAaHHBIE HA CAMMETPUYHBIX KPUIITOCXEMAX:

npotokoi Needham-Schroeder, mporokon Kerberos.

16.

17.

[1PK ¢ nienTpoM noBepusi, OCHOBaHHbBIE HA CAMMETPUYHBIX KPUIITOCXEMAX: IPOTOKOI
Otway-Rees, ataku Ha HEToO.

Knaccudukanus I1PK, ocHOBaHHBIX Ha CUMMETPUYHBIX KpunTocxemax. [IpoTokon
tTpancrnopTupoBku kitoueit Needham-Schroeder ¢ ucnonb3oBannem cxem



OTKPBITOTO HIM(PPOBAHUSI.

18. IIpoToKoIbI TPAHCHOPTUPOBKH KITIOUYEH, peKOMEHI0BaHHbIe cTanaapToM X.509.

19. TIporokoun TpancnoptupoBku kitoueii Beller-Yacobi.

20. IIporokon oOMena kimrovyamu Juddu-Xemimana, ataku Ha HETO.

21. TIpotokon oomena kimodamu MTI, araku Ha Hero.

22. TIportokon oOmena kimoyamu STS.

23. Kanaunp! 3amuiieHHoN niepenayn nHGOPMAIIUU: TOCTAHOBKA 3aauH, KJIacCH(HUKAIUS CPEACTB
o0ecrieyeHHs KOHPHUACHITMATBHOCTH U ayTCHTUIHOCTH.

24. Kpunrorpaduueckue MexaHu3Mbl B crienidukanuu SSH: ayTeHTHYHOE pacnpe/ieieHue KItoueH,
3alUTa IepeaBaeMbIX 110 KaHaTy COOOIICHUH.

25. Kpunrorpaduueckue Mexanu3mel B cenudukanuu SSL/TLS: ayreHTn4yHOE pacnpeneienne
KJTFOYEH, 3alUTa MepeaBacMbIX 10 KaHATy COOOIIECHHHA.

26. Kpunrorpadudeckue mexanusMsl B crienudukanmu IPSec: ayreHTnyHOE pacnpeaencHue
KJIFOYEH, 3allUTa MepeaBacMbIX 10 KaHATy COOOIIECHHH.

27. Cxema mpoBepseMoro paszeneHus cekpera denpamana.

28. Cxema mpoBepsieMoro pasjenenus cekpeta [lenepceHa.

4.2.2 Kpurepuu olleHUBAHUS K IK3aMeHY

OneHka «OTIUYHO»: TOYHBbIE (OPMYIHUPOBKH aNTOPUTMOB, TEOPEM M MPABHIbHBIC
JIOKa3aTelIbCTBA, TOYHBIC OIPEIACICHUS MaTeMaTHYECKUX OOBEKTOB M SICHBIE W TPaBUJIbHBIC
ornpezesieHus 00BEKTOB, XapaKTEPU3YIONIMXCs He(hOpMaTH30BaHHBIMU TOHITHSIMH.

OreHka «XOpOoIIOy»: MPH OTBETE HA OJMH BOMPOC JaHBI TOUYHBIE (POPMYTUPOBKH AITOPUTMOB,
TEOPEM M MPaBUIbHBIE JOKA3aTEIbCTBA; TOYHBIC OMPENCICHUs MaTEMAaTUUYECKIUX OOBEKTOB U SICHBIC
U TpaBUIIbHBIC OMpEAeNeHUs] 00BEKTOB, XapaKTePU3YIOIIUXCs HeQOPMaIM30BaAHHBIMH MOHATHIMH,
IpU OTBET€ Ha BTOPOH BOMPOC HUMEIOTCS HETOYHOCTH (POPMYIHPOBKHU AITOPUTMOB, TEOPEM WU
nmpoOesbl B MPABHIIBHBIX J10KA3aTEIbCTBAX; HEJOCTATOYHO TOYHBIC OMPENEICHUS MaTeMaTUYECKHX
00BEKTOB WJIM HESACHBIE U HE COBCEM IMpaBUJIbHBIC OMpeeNeHUus] 00BEKTOB, XapaKTePU3YIOIIUXCS
He(OpMaTM30BaHHBIMU TTOHSTUSIMU.

OneHKa «yJOBJIIETBOPUTEIBHO»: TpPU OTBEeTe Ha o00a BOIpoca HMMEIOTCS HETOYHOCTH
(GOpMYITUPOBKH aJITOPUTMOB, TEOPEM WIIH MPOOEIBI B MIPAaBUIBHBIX J0KA3aTEIbCTBAX; HEAOCTATOYHO
TOYHBIE OMNpeAeNeHUs MaTeMaTHUYeCKUX OOBEKTOB WM HEACHbIE M HE COBCEM IMPaBHIIbHBIC
omnpeneseHus 00bEKTOB, XapaKTePU3YIOIIUXCS He(hOpMATM30BAHHBIMU TTOHATHSIMU.

OreHKa «HEYIOBICTBOPUTEIBHO»: OTCYTCTBYET OTBET XOTS Obl HA OJMH W3 BOIPOCOB WIIH
MMEIOTCSl CYIIECTBEHHBIE HETOYHOCTH B (OPMYIUPOBKAX aJTOPUTMOB, TEOPEM, MPHUBEIACHBI
HETPABUIIbLHBIE JOKA3aTEIbCTBA; HEBEPHBIEC ONPEICTCHHUS MATEMAaTHYECKUX
00BEKTOB M HEMPABWIBHBIC OMpPENEICHUs OOBEKTOB, XapaKTePHU3YIOMINXCs HePOPMaTU30BaHHBIMU
noHsITUsIMH.S. [lepedeHb OCHOBHOM M JOMOTHUTENBHOW y4eOHOUM TUTEepaTyphl, HEOOXOAUMOUM s
OCBOEHMS JUCITUTLINHEI

5.1 OcHoBHas IuTEpaTypa

1. Nudopmanmonnas 6e3onacHOCTs U 3amurta uHGopManuu [Tekcr] : yueOHOe mocoOue st
ctynentoB By30B / B. II. Mensnukos, C. A. Knelimenos, A. M. Ilerpakos ; mox pen. C. A.
KneiimenoBa. - 5-¢ m3m., crep. - M. : Axamemums, 2011. - 331 c. : un. - (Beicuee
npodeccuoHanbHoe oOpa3oBanue . MHpopMaTHka M BBYMCIHTENbHAs TexHuKa) (YdeOHOe
nocodwue ). - bubsmorp.: c. 327-328. . (36 3k3. B 6ubanorexe Kyol'V).



2. Psaoxo b. ., ®uonoB A. H. Kpunrorpaduueckue metonsl 3amutbl uHbGopmaruu [Teker] :

yuebHOe ocoOHe ISt CTYACHTOB BY30B /. - M. : I'opsiuas nmunus-Tenexom , 2005. - 229 ¢. . (10
9Kk3. B oubnmoteke Kyol'Y).

5.2 JlonoJHUTEIbHAS JTUTEPATypa
Anreopanueckue 3agaun kpunrorpaduu [Teker] : npaktukym / [coct. C. B. HaropHsiii]
M-Bo oOpa3oBanus u Hayku Poc. @enepanuu ; Kyol'Y. - Kpacuomap : [Ky6I'Y], 2005. - 26 c.
(29 5k3. B OubIHOTEKE KYyOoI'Y).

Jlamonmua O. P. [mom pex. B. A. Cyxomnmnaa] OCHOBBI CET€BOH 0€30MAaCHOCTH:
KpHUITOrpauuecKre alrOpuTMbl U MPOTOKOJIBI B3auMoieiicTBus [Tekct] : yueOHOe mocobue
JUIS CTYAEHTOB BY30B / - 2-¢ u3i., ucnp. - M. : UurepHer-Yaupepcurer MHDOpMAIMOHHBIX
Texuonoruii : BUHOM. JlaGoparopust 3nanmii , 2007. - 531 c. (10 sk3. B OuOIHMOTEKE
KyoI'Y).

6. Ilepeuenn pecypcoB HH(POPMAIHOHHO-TEIeKOMMYHUKANMOHHOI ceTH « AHTepHETY,

H606XOI[I/IMI)IX AJI OCBOCHUSA JUCHUIIJIUHBI (MOI[yJ'IH)

1. T'ymbrsiea, T.A. OcHOBBI Teopuu MHpOpMalu u kpunrorpaduu : koHcrekt jekuumii / T.A.
['ynbrsieBa ; MunucrepcTBo oOpasoBanus U Hayku Poccuiickoit ®enepaunu, HoBocubOupckuit

rOCYJIapCTBeHHBIN TeXHWYeCKHid yHuBepcuteT. - HoBocubupcek @ HI'TY, 2010. - 88 c.
cxem. - ISBN 978-5-7782-1425-5 ; To xe [DaektpoHHslii pecypc]. -
http://biblioclub.ru/index.php?page=book&id=228963

7. MeToauuecKkue YKazanusd 1Jist oﬁyqaloumxca 0 OCBOCHHIO JTUCHMIIJIMHBI (MO}IyJIﬂ)

[lo xypcy mnpenycMOTpeHO MpOBEIEHHE JIEKIIMOHHBIX 3aHATHI, Ha KOTOPBIX JaeTcs
OCHOBHOHM CHCTEMAaTH3MPOBAaHHBIA Marepuai, Ja0opaTOpHBIX PabOT, KOHTPOIBHOH paloThI,
HK3aMEHa.

BaxkneiimumM sTanom Kypca SBISETCSI CaMOCTOSITENIbHas paboTa MO JUCIUILIMHE C
MCIIOJIb30BAHUEM YKA3aHHBIX JINTEPATYPHBIX UCTOYHMKOB U METOAMYECKUX YKa3aHUU aBTOpa
Kypca.

Bunet u gopmsr CP, cpoku BblloNHEHUS, (POpPMBI KOHTPOJIS NPUBEIACHBI BBILIE B
JTAHHOM JIOKYMEHTE.

B ocBoeHHMM AMCHMIIIMHBI MHBAIWAMU U JIMIIAMUA C OTPAaHUYEHHBIMH BO3MOXHOCTSAMU

. Tadu.,

URL:

300POBbs OOJIBIIIOE 3HAYCHHE HMEET HHAWBUAYAJIbHAA yqe6Ha5{ pa60Ta (KOHCYJ'ILT&I_II/II/I) —

JIOTIOTHUTEILHOE Pa3bsICHEHHE yueOHOr0o MaTepuarna.
NuauBuayanbHble KOHCYNIBTAMU TIO TPEAMETY SBISIOTCS BaKHBIM (DakTOpoM,

CHOCO6CTByIOH_[I/IM HHIUBUAYaJTIU3alluu 06yquH$[ N YCTAHOBJICHUIO BOCIIUTATCIBHOI'O
KOHTAaKTa MCKAYy NpCoJaBaTciieM U 06yqa10m1/1Mc;1 HWHBAJINAOM WJIA JIMIIOM C OIPpaHUYCHHBIMU

BO3MOXHOCTAMHU 310POBbA.

8. IlepeyeHb HH(OPMALMOHHBIX TEXHOJIOTHIi, HCNIOJIb3YyeMbIX PU OCYLIECTBJICHUH

00pa30BaTEeILHOIO MPOIeCcca Mo JUCHUTLINHE (MOTYJTIO)

8.1 llepevyenb HHPOPMALMOHHBIX TEXHOJIOTHIi
— IIpoBepka noMamHuX 3aJaHui U KOHCYJIBTUPOBAHUE ITOCPEICTBOM 3JIEKTPOHHOU ITOYTHI.
— Hcnonp30Banue 3J€KTPOHHBIX IPE3CHTALUN TPYU IPOBENCHUY JIEKIIUI U IPAKTHYECKUX

3aHSTHHN.

8.2 IlepeyeHb HEOOXOAMMOI0 MPOrPAMMHOI0 o0ecreYeHust


http://biblioclub.ru/index.php?page=book&id=228963

1. [Iporpammsl 7151 AEMOHCTPALMK U cO3/1aHus npe3eHTanuil («Microsoft Power Pointy).
2. Microsoft Visual Studio 2012+ : Visual C++, C#.
3. Python

8.3 IlepeueHb HH(POPMAMOHHBIX CIIPABOYHBIX CHCTEM:
1. Dnexrponnsiii Kataior Hayunoi oudnuorexku Kyol'V (http://megapro.kubsu.ru/MegaPro/Web

2. OnekTpoHHass ~ OubOnmoreuHas cuctema "YHuBepcuterckas — OumOmmoreka  ONLINE"

(www.biblioclub.ru).
3. DiekTpoHHas 6ubaHoTeUHas cuctema usnareiabcra "Jlanp" (https://e.lanbook.com).

4. DnexkrponHas oubanoreunas cuctema "FOpaiit" (http://www.biblio-online.ru).

9. MaTepuajbHO-TEXHHYECKAS 0asza, HeoOXoauMasi I
OCylIeCTBJIEeHHS 00Pa30BaTeILHOIO MPoIecca M0 AUCHHUILINHE

MatepuanbHO-TEXHUYECKOE 00€CTIeYeHUE TUCIUTIITMHBI
(MOmyINsT) M OCHAILIEHHOCTh
1. JlexoHHas ayAUTOpUS, OCHAILIEHHAS TPE3ECHTALIMOHHOM
TEXHUKOH (IIPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK) U
COOTBETCTBYIOIIMM IIporpaMMHbIM obecnieuernueM (I10)
PowerPoint. aya. 129, 131, A305.
2. JlaGoparopus, yKOMILJIEKTOBaHHAs CTIEUaTU3UPOBAHHBIMU
TEXHUYCCKHUMH CPECTBAMH 00yUEHUS — KOMIIBIOTEPHBIN
KJIacc, C BO3MOXKHOCTBIO MOAKIIOUEHUS K ceTu «IHTepHeT»,
MPOrpaMMOi SKPaHHOTO YBEIMYECHHUS U 00ECTIEUCHHBIH
JIOCTYTIOM B DJICKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTEIIbHYIO
cpeny yHuBepcurera (11a6. 102-106.).

No Bun paGor

JIeKIMOHHbBIC 3aHATHUS

JlabopatopHble 3aHATUS

3. I'pynmoBsie
(MHAMBUYaJIbHBIE) Aynmutopus, (kaOuHEeT) — KOMIBIOTEPHBIHN Ki1acc
KOHCYJIbTAIlH
4. Texynui KOHTpOIIb,
Aynmutopusi, TpUCTIOCOOJIEHHAS TSl TMCHbMEHHOTO OTBETA TPH
POMEKYTOUHAS .
POMEXYTOYHOM aTTECTALINH.
aTTecTanus
5. Kabuner a5 caMocTosITeIbHOM paboThl, OCHAILICHHBIH
KOMITBIOTEPHOW TEXHUKOH ¢ BO3MOKHOCTBIO TIOIKIIOYEHUS K
CamocrosTenbHast .
paBoTa cetu «MHTEpHET», MPOrpaMMO 3KPaHHOTO YBETHUEHHS U

o0ecriedeHHBIH TOCTYIIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-
00pa3zoBaTeIbHYIO0 CPEy YHUBEPCHUTETA.



http://megapro.kubsu.ru/MegaPro/Web
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http://www.biblioclub.ru/
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http://www.biblio-online.ru/
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