AHHOTALUA
PaGouasi nporpamMmma y4eOHOM JUCHUNIMHBI
M/JK.03.02 BE3OITACHOCTb ®YHKIMOHUPOBAHUSA
NHP®OPMAIIMOHHBIX CUCTEM
cnenuanbHOCTh 09.02.02 KomnbroTepHble ceTi
MACIIOPT PABOYEHM ITPOT'PAMMBI YYEBHOM JTUCHUILJIUHBI

1.1 Ob6aacTh IpUMEHEeHHUsI POTrPaMMbI

PabGouass mporpamma yuyeOHOM jucuuIUIMHBL «be3onacHOCTh  (DYHKIIMOHHPOBAHUS
UH(QOPMALIMOHHBIX CUCTEM» SBJISIETCS 4aCThIO OCHOBHOH NpodeccuoHanbHOM 00pa3oBaTeabHON
IporpaMMbl B COOTBETCTBUM ¢ DeaepaibHbIM rocynapcTBEHHBIM 00pa30BaTeIbHbIM CTaHIAPTOM
cpenHero npodeccuonansHoro oopazopanus (nanee I'OC CIIO) ans cnermansroctu 09.02.02
KommnbrorepHsie ceTH.
1.2 MecTO JTUCUMILIMHBI B CTPYKTYpe NPOrpaMMbl MOATOTOBKH CHEIIHAJTUCTOB CPeIHEro
3BEeHa

HucuumimHa  «be3onacHocTs  (DyHKIMOHMPOBAHUS ~ MH(OPMALMOHHBIX  CHCTEM»
OTHOCHUTCS K  NPO(PECcCCHOHATBbHOMY  MOAYII0  «OKcIlyaTanus  OOBEKTOB  CETeBOU
UHPPACTPYKTYPBI».
1.3 Heau u 3agaum yyeOHOH AUCHMIIMHBI — TPEOOBAHMSA K Pe3yJIbTATAM OCBOCHHUS
JAUCHHUILTHHBI

B pesynprare u3ydeHus npodeccroHaIbHOrO MOAYIS OOydyarolIMics IOJKEH umems
NPAKMU4ecKull Onvlm.

— 00cIy)XMBaHUS CETEBOM MHPPACTPYKTYPHI;

— YAaJEHHOTO aJMHHUCTPUPOBAHUS CETEBOW MH(PPACTPYKTYPHI;

— TOAJNEPKKH II0JIb30BaTelied CETH, HACTPONKM amnmapaTHOro M IPOrpPaMMHOIO
o0ecriedeHus ceTeBo HHPPACTPYKTYPBHI.

B pesynbpraTe 0CBOCHHUS AUCLUILIMHBI O0YyUYaIOIMNACS TOJIKEH yMemb:

—  BBIIOJHATH MOHUTOPUHT U aHAJIU3 pabOThI JIOKAJIbHON CETH C MOMOIIBIO TPOrPaMMHO-
anmnaparHbIX CPEJCTB;

— I[PaBWIBHO O(OPMIITE TEXHUUYECKYIO JOKYMEHTAIHIO;

— Habmomate 3a  Tpa(UKOM, BBINOJHATH ONEPALMM  PE3EPBHOIO KOMMPOBAHUS U
BOCCTAHOBJICHUS JJAHHBIX;

— yCTaHaBJIMBaTh, TECTUPOBATh M HKCILTyaTUPOBaTh HHPOPMALIMOHHBIE CUCTEMBI, COTJIACHO
TEXHUYECKOW JOKYMEHTAIMH, 00eCIIeUNBaTh AaHTUBUPYCHYIO 3aIlUTY.

B pesynbrate ocBoOeHUs AUCUUILIMHBI O0YYaroIMiCs JODKEH 3HAmMDb:

— 3a7a4d yNpaBIECHMS: AHAIW3 IPOU3BOAUTEIBHOCTH M HAJEKHOCTH, YIIPABICHUE
0€30MmacHOCThIO, yueT TpadurKa, yIpaBJIeHHe KOH(UTypaIUECH;

— CpelacTBa MOHUTOPHMHIA U aHAJIN3a JIOKAJIbHBIX CETeH;

— OCHOBHBIE TOHATHA WH(MOPMAIMOHHBIX CHUCTEM, JKHU3HEHHBIM IHMKJ, MPOOIEMBI
o0ecreueHns TEXHOJIOIrHYecKoi 0e30acHOCTH MH(POPMAIIMOHHBIX CUCTEM, TPEOOBAaHHUS K
apXUTEKType HWH(MOPMALMOHHBIX CHCTEM M WX KOMIIOHEHTaM [uii oOecreyeHus
0e301acHOCTH (YHKIIMOHUPOBAHUS, ONEPATUBHBIE METO/ABI IMOBBIIIEHUS 0€30IacHOCTH
(GYHKIMOHUPOBaHMS IPOTPAMMHBIX CPEICTB U 0a3 1aHHbIX;

— OCHOBHBIE TPeOOBaHUS K CPEJICTBAM U BUaM TECTUPOBAHUS U1 ONPEICIIEHUS
TEXHOJOTMUYECKOM 0€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM.

1.4. PekoMenyeMoe KOJIMYECTBO YACOB HA OCBOCHHE NIPOrpaMMbl Y4eOHOM IMCIUIIINHBI:
MaxkcumanbHas yueOHas Harpy3ka obydaromerocs 195 yacos, B TOM yHce:
o0s13aTenbHas aymuTopHas yueOHas Harpy3ka oOyuatomierocst 130 gacos;
camocTosiTeNbHas pabora oOydaromerocst 65 4acos.
1.5. Ilepeyenb MIaHMpyeMbIX pe3yJabTaroB o0y4deHusi mo aucuumiauHe (Ilepeuenn
(opMupyeMbIX KOMIIETEHIIM )
VYuamuiics nonKkeH 001a1aTh OOIMMH KOMITETEHIIMAMH, BKJIIOYAIOIIUMH B C€0s1 CIIOCOOHOCT:
OK 1. [ToHumars CylHoCTh U COLIMATIBHYIO 3HAYUMOCTh CBOEH OyayIiei mpodeccuu, mposiBIsTH
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K HEW yCTOWYMBBINA HUHTEPEC.

OK 2. OpranuzoBbIBaTh COOCTBEHHYIO JI€ITEILHOCTD, BEIOUPATh TUIIOBBIE METOABI M CTIOCOOBI

BBITOJIHEHHS PO ECCHOHANIBHBIX 3a/1a4, OLEHUBATh UX 3()(HEKTUBHOCTh M Ka4eCTBO.

OK 3. [IpuHuMars peuieHue B CTAaHJAPTHBIX U HECTAHIAPTHBIX CUTYAIMAX U HECTHU 3a HUX

OTBETCTBEHHOCTD.

OK 4. OcymiecTBasaTh MOMCK U UCTIONB30BaHKUE WH(POpMAIIUU, HEOOX0MuMO 1t 3 pekTuBHOTO

BBITOJTHEHHS TTPO(ECCHOHANIBHBIX 3a/1a4, MPO(eCCHOHATBHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnionk3oBars MHPOPMAITIOHHO-KOMMYHUKAIIHOHHBIE TEXHOJIOTUH B IMTPO(ECCHOHANTBHOM

JeSTeIbHOCTH.

OK 6. PabGotats B KoJIeKTHBE U KoMaHe, 3P(HEKTUBHO 00IIATHCS C KOJIJIETaMH, PyKOBOJICTBOM,

NOTPeOUTEIIMH.

OK 7. bpatb Ha ce0st OTBETCTBEHHOCTH 32 pabOTy UJIE€HOB KOMaH/Ibl (IOJUYUHEHHBIX ), PE3yIbTaT

BBITIOJTHEHUS 3a/1aHUH.

OK 8. CamocTOSITeTFHO ONPEICIIATh 33aui POdeCCUOHABHOTO U TMYHOCTHOTO Pa3BUTHS,

3aHHMMAaThCsl caMO00pa30BaHUEM, OCO3HAHHO IUIAHUPOBATH MOBBIIIIEHUE KBATU(UKAIIUH.

OK 9. OpueHTHpOBaTLCS B YCIOBHSIX MOCTOSHHOTO M3MEHEHHUS IPAaBOBOM 0a3bl.

OKcrutyaraiysi 00beKTOB CETEBOM MHPPACTPYKTYPHI.

[IK 3.1. YcranaBiuBarh, HaCTpanBaTh, SKCILTYaTUPOBATh U OOCITY)KMBATh TEXHUUYECKUE U

IIPOrpPaMMHO-aIIIIapPATHBIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

[1K 3.2. IIpoBoauTh npoduinakTHyecKkue padoThl Ha 00bEKTaX CeTeBON HH(PPACTPYKTYpHI U

paboyux CTaHIHIX.

1K 3.3. Dkcruryatanus CeTeBbIX KOH(PUTYpaIUi.

[1K 3.4. YdacTBoBarh B pa3pabOTKe CXeMbI MOCIEaBapUIHOTO BOCCTAHOBIICHUS

paboTOCTIOCOOHOCTH KOMIIBIOTEPHOM CETH, BBIIOJIHATH BOCCTAHOBIIEHUE U PE3EPBHOE

KOTIMpOBaHUE UH(OpMAITUH.

1K 3.5. Oprann3oBbIBaTh HHBEHTAPU3ALIUIO TEXHUYECKHUX CPEACTB CETEBON MHPPACTPYKTYPHI,

OCYILECTBIIATH KOHTPOJIb 000PYI0BAaHUS TOCIE €r0 PEMOHTA.

1K 3.6. BeImoiaHATE 3aMEHY PacXOJHBIX MAaTEPHAIIOB U MEJIKUM PEMOHT Nepu(epuitHOro
000py/I0BaHUs, ONPEAEIATh ycTapeBliee 000pya0BaHHE U POTrPaMMHbBIE CPEJICTBA CETEBOU
UHPPACTPYKTYPHI.

1.6. TemaTu4yeckuii nJjiaH u cogep:kanue yueoHoii nucuunauabl M/IK.03.02 besonacHocTh

(GyHKIIMOHMPOBaHNSI MH(POPMALMOHHBIX CHCTEM

Coaep:xanue yueOHOr0 MaTepuaJia, NpaKTUYeCKHe U

HanmenoBanue Oo0bem
JJabopaTopHble padoThl, CAMOCTOSITeIbHASA padoTa
pa3/iesioB U TeM 4yacoB
00yYarouxcs
1 2 3
Paznen 1. Cooeporcanue yueonozo mamepuana 44
OCHOBBI Jdexyuu 20
HH(OPMALMOHH 1. TlonsiTue HAMOHAIBHOM OE30TACHOCTH.
oii 0e30macHOCTH 2. HudopmannonHas 6€30MacHOCTb B CUCTEME HALIMOHAIBHOMN

oe3omacHocTH Poccuiickoit deaepamnmu

TocymapcTBenHas HHGOPMAIIMOHHAS TTOTUTHKA

4. WNudopmarnus - Hanbosee [eHHBIN PeCypc COBPEMEHHOTO

oOmecTBa

[TpoGneMbr nHDOPMAITMOHHON BOWHBI

6. IlpoGnemsl nHpOpMaAIIMOHHON Oe30macHOCTH B cepe
rOCyJapCTBEHHOTO U MYHULIMITAJIBHOTO YIIPABICHUS

7. HHbopMaIOHHBIE CUCTEMBI

8. MeToapl M MOJIETTH OLICHKH YSI3BUMOCTH HH(pOpMAIUU

e

e
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HaumenoBanue
pa3/iesioB U TeM

Conep:kanue y4eOHOT0 MaTepuaJsia, NpakKTHYeCKHeE U
JadopaTropHbie padoThl, CAMOCTONATEIbHAS PadoTa
00y4Yaromuxcst

Oo0Lem
4aC0B

Ilpakmuueckue 3anamusn

[TocTpoenue CTpyKTypbl HOPMaTUBHO-IIPABOBBIX JOKYMEHTOB
NEeSTeLHOCTH KOMITAHUH Ha 06a3¢ pOCCHIICKOTO 3aKOHOIATENILCTBA B
chepe nHMOPMAIIMOHHOTO TIpaBa

[ToaroroBka onucanus oxpaHseMon HH(OpMAITUU, MOJEITH YTIPO3,
MOCTPOEHUE MOJIETH MHPOPMAIIMOHHOM 0€30MacHOCTH

CamocmosamenvHnan paboma
Pabora ¢ koHCHIEKTOM. BhInonHenue 3aqanuii npakTuuecKoi
pabotsl. [TogroroBka pedeparon

16

Paznean 2.
IIpobaembl
HH(POPMALMOHH
oii 6e30macHOCTH

Cooeporcanue yueonozo mamepuana

42

Jexkuuu
1. OcHOBHBIE MOHATHS U aHATHU3 YTPO3 UH(HOPMAITMOHHON
0€301acCHOCTH.
2. IIpoGnemsbl nHPOPMAITMOHHON OE30MTACHOCTH CETEH.
3. Tlonutuka 6e30MacHOCTH.
4. CranmapTsl ”HGOPMAIIMOHHON 0€30MaCHOCTH.

10

Ilpakmuueckue 3anamusn

[TpoBenenue aHaM3a CPaBHUTEILHBIX XapAaKTEPUCTHK Y KAHAJIOB
YTEUYKH HH(OpMAIIUU

HccnenoBanne mpoOiieM CO3aHus U pa3BUTHSI HAITMOHAIBHOM
CUCTEMBI yIIpaBlieHUs TU(GPOBBIMU cepTUDUKATAMU
Hccnenoanue 3amuThl B cpeae Windows , Linux

12

Jlabopamopnvie 3anamusn

HcnonpizoBanue BcrpoeHHbIX cpenctB OC s obecrieueHust
0e30macHOCTH

YcTaHOBKa MPOrpaMMHBIX CPEACTB 3aLTUTHI (TPOTrpaMMHBIE POKCH-
CepBEPHI, AMATHOCTUUECKUE TPOTPAMMBI U T.I1.)

Camocmosamenvhan paboma
Pabora ¢ koHCHIEKTOM. BhInonHenue 3aqanuii mpakTH4ecKoi
pabotsl. [TogroroBka pedeparon

16

Paznea 3.
TexHnonoruu
3aIMUTHI JaHHBIX

Cooeporcanue yueonoz2o mamepuana

46

Jexkuuu
1. TlpuHIUOBE KpUOTOrpaPUIECKON 3aIIUTHl HH()OPMAITIH.
2. Kpunrorpadudeckue arropuTMsbl.
3. TexHomoruu ayTeHTU(DUKAIINH.

Ilpakmuueckue 3anamus

CocrapneHue onucaHusi OCHOBHBIX KJIACCOB BUPYCOB

CucteMbl 0OHAPYKEHHSI BTOPKEHHH

KonnuecTBeHHas omieHKa CTOHKOCTH TapOIbHON 3aIUTHI.
Onucanue MEXaHU3MOB M MMPUHLUIIOB PabOThl CUCTEM IIU(PPOBAHUS
C OTKPBITBIM KITFOUOM.

W3yuenue cranaapra kpunrorpapudeckoit 3aumtsl AES (Advanced
Encryption Standart).

W3yueHne oTe4ecTBEHHBIX CTAHAAPTOB XAII-(QYHKIUU U HU(POBOIL
TIOJITHCH.

18

Jlabopamopnuvie 3anamusn

VYiparenue mojib30BaTeIsIMHA B UX npaBaMu goctymna B OC
HcnonwszoBanue nporpammsl Ethereal s ananuza cereBoro
Tpaduka
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HaumenoBanue
pa3nesioB U TeM

Coaep:xanue yueOHOro MaTepuaJia, NpakTU4YecKne u
JabopaTopHble padoThl, CAMOCTONATEIbHAS PadoTa
o0y4yaromuxcst

Oobem
4aC0B

CamocmosamenvHnas paboma
Pabota ¢ koHcriekTOM. BhInonHeHne 3a/1aHnii MpaKTHIeCKOH
pabotsl. [ToarotoBka pedeparon

16

Pa3nen 4.
TexHog0rumn
3aIIUTBI
MEKCETEBOI0
odMeHa
JaHHBIMH

Cooepoicanue yuedonoz20 mamepuana

63

Jlexkyuu
1. Obecrneuenre 6€30MACHOCTH OMEPANIMOHHBIX CHCTEM.
2. TexHOMOTUU MEXKCETEBBIX SKPAHOB.
3. OCHOBBI TEXHOJOTHMHM BHPTYyaJbHBIX 3allMIICHHBIX CETEH
VPN.
3amuTa Ha KaHAJTLHOM U CEAaHCOBOM YPOBHSIX.
3anuTa Ha ceTeBOM ypoBHE - mpotokoi IPSEC.
WNudpacTpykTypa 3alIUThI HA IPUKJIATHOM YPOBHE.
AHaJN3 3a1UIIICHHOCTH ¥ 00OHAPY)KCHHUE aTaK.
3amuTa OT BHPYCOB. METOIBI YIPABICHUS CPEIACTBAMHU
CETeBO OE30MacCHOCTH.
9. TlocTtpoeHHe CUCTEMBI AaHTUBUPYCHOM 3aIUTHI
KOPHOPATUBHOM CETH.

NN R

22

Ilpakmuueckue 3anamusn

Cxanepbl 6€30MaCHOCTH ONEPALMOHHBIX CUCTEM.

CxkanHepbl 6€30MTaCHOCTH CETEBBIX CEPBHUCOB M MPOTOKOJIOB
MexceteBbie 3kpanbl 1 GuibTpbl: Outpost Firewall Pro
KoMmoHeHTHI MexceTeBoro »dkpaHa. [lomuThka MeXCeTeBOro
IKpaHUPOBAHHUSL.

3anaun, pewaemble VPN. TynnenupoBanue B VPN. VYpoBHu
3alUIICHHBIX KaHATIOB. 3alllMTa JaHHBIX HA KAaHAJIILHOM YPOBHE.
Opranmzamus VPN cpenctBamu mpotokona PPTP. 3amura manabix
Ha CETEBOM yPOBHE.

Opranmzanuss VPN cpenctamu C3U  VipNet. Ucnons3oBanue
nporokona IPSec nns 3ammtel ceteil. 3ammTa Ha TPAHCHIOPTHOM
YpOBHE.

Opranmsamus VPN cpeacrBamu nportokona SSL B Windows Server.
Pacmipenenennble  cuctembl  oOHapyxkeHuss arak. Cucrema
oOHapyKeHus aTak Snort.

22

Jlabopamopnsie padomul
Anaym3 npotokosioB Ethernet ARP, TCP, IP

Camocmosmenvnas paboma
PabGota ¢ xoHCcTIeKTOM. BhINonHeHHe 3a1aHui TIPaKTHUECKON
pabotsl. [ToarotoBka pedeparon

17

Bcero:

278

1.7. Bua npoMeKyTOYHOr0 KOHTPOJIsi: AuddepeHIIMPOBAHHBIN 3a4eT
1.8. OcHoBHas uTEpaTypa

1. HazapoBa, A.B. Dxkcrnyaranusi 0ObeKTOB CeTE€BOM HMH(PPACTPYKTYPHI

Y4eOHUK ISt

UCIIOJIb30BaHUSI B y4eOHOM Ipoliecce 00pa30BaTeNbHBIX YUPEKICHUHN, peaTu3yroIux
cpenHero  Tpo)eCCHOHATBLHOTO  O0pa3oBaHUsS IO  CIENHUATBLHOCTU
"Komnerotrepusie cetu" / HazapoBa A. B., pea. - M. : Axagemus, 2014. - 368 c. -
(ITpodeccnonansuoe obpazoBanue. MudopmaTuka u BeIYMCIHTENbHAS TeXHUKA). - [SBN
978-5-4468-0347-7
2. Jlanonwuna, O.P. IIpoTokounsl O6e3omacHoro cereBoro Bzaumoseiictsus / O.P. Jlanonuna. -
2-e u31., ucnpas. - M. : Hanmonaneueiii OTkpbiThiil YHUBepcurer « MIHTYUT», 2016. -

IIPOrpaMMBbI
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462 c. - (OcHoBbl WHGOPMAIMOHHBIX TEXHOJOTWH). - bubmmorp. B kH. ; To xe
[DnexTponnstii pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=429094

3. Ilynkos, A.H. YmpaBieHnue xpaHeHHeM U 00padoTKoi nHpopManuu B 00pa3oBaTeIbHBIX
cpeaax IucTaHuuoHHoro oOyuenus : mMoHorpadus / A.H. Ilynkos, P.}O. Llapes, /I.B.
Kamynun - Kpacrnosipck : Cubupckuii penepanbubiii yausepcurert, 2012. - 130 c. : Tabm.,
cxeM. - bubnuorp. B kH.. - ISBN 978-5-7638-2600-5 ; To xe [DnekTpoHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=364076

CocraBurens: kaHa. TeX. HayK, noreHT C.A. Ocuros
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