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Pabouast nporpamma y4e0HOi AMCHMILTHHBI
MAK.03.01 SKCIIVIYATALIUSA OFBEKTOB CETEBOU HHO®PACTPYKTYPbI
cnenuaibHOCTh 09.02.02 KomnbloTepHbIE CETH

MACIIOPT PABOYEHN IMPOT'PAMMBI YYEFHOM JIUCHUTIJIAHBI
1.1 Ob6aacTb NpMMeHeHUs MPOrPaMMbI
Pabouass mporpamma y4eOHOW JUCHMIUIMHBI «OKCIUTyaTanuss OOBEKTOB CETEBOH
UHOPACTPYKTYpb»  SIBISETCS 4YacTbl0O OCHOBHOM mpodecCHOHANBbHOM  00pa3oBaTesbHOMN
pOrpaMMbl B COOTBETCTBUM ¢ DepepaibHBIM rocynapcTBEHHBIM 00pa30BaTeIbHBIM CTaHIAPTOM
cpennero npodeccuonanbHoro oopazoanus (nasee GI'OC CIIO) mns cnenmansaoctr 09.02.02
KomnbrotepHsle ceTu.
1.2 MecTO AMCHUIIMHBI B CTPYKTYpPe IPOrpaMMbl NOATOTOBKH CIELUATNCTOB CPEIHEro
3BEeHA
HucuunnuHa «OKcrutyaranusi OObEKTOB CETeBOM HMH(PACTPYKTyphD» OTHOCUTCS K
npodecCHOHATEHOMY MOJYITIO « DKCIUTyaTaluss 0ObEKTOB CETEBON HH(PPACTPYKTYPBI».
1.3 Henu u 3agaum yueOHOH AUCHMIIMHBI — TPEOOBAHMSA K Pe3yJIbTATAM OCBOECHUS
JAUCUHUITUHBI
B pesynbrare uzyueHus npodecCHOHAJIBHOTO MOAYIsS OOydaroUIuiicsl IOJDKEH umenbs
NPAKMuyecKull Onvim:
— 00cmy>XMBaHUS CETEBON MH(PACTPYKTYPHI, BOCCTAHOBJIIEHUSI paOOTOCTIOCOOHOCTH CETH
rocie c0os;
—  YAAJEHHOTO aJJMMHUCTPUPOBAHMS U BOCCTAHOBJICHUS Pa0OTOCIIOCOOHOCTH CETEBOM
UHPPACTPYKTYPHI;
— opraHuzanuu 6ecriepe0oiHO paboThl CUCTEMBI IO PE3EPBHOMY KOITUPOBAHUIO U
BOCCTaHOBJICHHIO HH(OpMalUY;
—  TOAJEPKKH I10JIb30BATENEN CETH, HACTPOUKH alapaTHOro U IPOrpaMMHOTO
o0ecrieyeHus1 CeTeBON MHPPACTPYKTYPBHI.
B pesynbpraTe 0CBOCHHUS AUCIUILTUHBI O0YyUYAIOIIMIACS JTOJKEH yMemb:
—  BBIIOJIHATH MOHUTOPUHT U aHAJIHU3 paOOTHI JIOKAJIbHON CETH C MIOMOIIBIO TPOTPaMMHO-
annaparHblX CPeJCTB;
— HCHOJb30BaTh CXEMbI OCICABAPUITHOTO BOCCTAHOBIIEHHUS pab0TOCIIOCOOHOCTH CETH,
AKCILTYyaTHPOBATh TEXHUYECKHUE CPEICTBA CETEBOM MHPPACTPYKTYPHI;
—  OCYUIECTBISATH JUArHOCTUKY U TIOMCK HEMCIIPABHOCTEH TEXHUUECKUX CPE/CTB;
—  BBITNIOJIHATH JICHCTBHSI 110 YCTPAHEHUIO HEMCIIPABHOCTEH B YaCTH, Kacaromlencs
MOJTHOMOYUH TEXHUKA;
— TeCTHpOBATh KaOeJIM M KOMMYHHUKAIIMOHHBIE YCTPONCTBA;
—  BBIIOJHATH 3aMEHY PACXO/IHBIX MaTepUAJIOB U MEJIKHI PEMOHT NepupepuitHOro
000pyIoBaHuUs;
— MPaBWIBHO O(POPMIITH TEXHUUYECKYIO TOKYMEHTAIHIO;
— HabOmroaaTh 3a TpaUKOM, BBINOJIHATE ONEPALMH PE3EPBHOTO KOMPOBAHUS U
BOCCTAHOBJICHHS JAHHBIX;
— YCTaHaBJIMBATh, TECTHPOBATh U SKCILTyaTUPOBATh UH(POPMALIMOHHBIE CUCTEMBI, COITIACHO
TEXHUYECKOW JOKYMEHTAIMH, 00eCIIeYnBaTh AaHTUBUPYCHYIO 3alLUTY.
B pesynbrate ocBOeHUS AUCHUILIMHBI 00YYaroMiCs JOKEH 3HAmb:
—  apXUTEKTYpy U (PYHKLIUHU CUCTEM YIPABICHUS CETIMH, CTAHIAPTHI CUCTEM YIPABICHHUS;
— 3aJa4M YOpaBJEHUS: aHAJIU3 IPOU3BOAUTENLHOCTH U HAIC)KHOCTH, YIPaBICHHUE
0€30MacHOCThI0, yUeT Tpaduka, yrnpapieHue KOHPUTypauei;
— CpeAcTBa MOHMTOPHHIA U aHAJIN3a JIOKAIbHBIX CETEH;
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—  KJIaCCH(MKAIMIO PETIIaMEHTOB, MOPSIOK TEXHUIECKHUX OCMOTPOB, IPOBEPOK H
npoUIaKTHIECKUX padoT;

— IpaBHJIa SKCIUTyaTal[il TEXHUUYECKUX CPENICTB CETEBOW HHPPACTPYKTYPHI,

— paclMpeHue CTPYKTYpPbI, METOJbI M CPEACTBA JHATHOCTUKHY HEUCIIPABHOCTEMN
TEXHUYECKUX CPEACTB U CETEBOU CTPYKTYPHI;

— METOJIbl YCTPAHCHHS HEHCIIPABHOCTEH B TEXHUUECKHUX CPEIICTBAX, CXEMBI
MOCIICaBapUITHOTO BOCCTAHOBIIEHUS pab0TOCTIOCOOHOCTH CETH, TEXHUUYECKYIO U
MPOEKTHYIO JIOKyMEHTAIINIO, CIIOCOOBI PE3EPBHOTO KOMTUPOBAHUS JAHHBIX, TPHHIIUTIBI
PpabOThI XpaHUIIHII JAHHBIX;

— OCHOBHBIC ITOHATHS I/IH(i)OpMaHI/IOHHBIX CHCTEM, JKU3HEHHBIN IINKIJI, l'[pO6J'IeMBI
obecredeHns TEXHOIOTUYeCKON 0€30MacHOCTH MH(POPMAIIMOHHBIX CHCTEM, TPEOOBaHUS K
ApXUTEKType MHGOPMAIIMOHHBIX CUCTEM M UX KOMITOHEHTaM JIJIs1 00eCTIeUeHUs
6e3omacHOCTH (PyHKIIMOHUPOBAHMSI, OTIEPATHBHBIC METOBI TIOBBIIIIEHUS 0€30TTACHOCTH
(GYHKIIMOHUPOBAHUS IPOrPAMMHBIX CPEACTB U 0a3 JaHHBIX;

— OCHOBHBIC TPEOOBaHUS K CPEIICTBAM U BUJIaM TECTUPOBAHMUSI JUISI OTIPEICIICHUS
TEXHOJIOTHYECKON 0€30MaCHOCTH HH(POPMAITMOHHBIX CUCTEM.

1.4. PexoMeHIyeMOe KOJMYECTBO YACOB HA OCBOEHNE MPOrpaMMbl YUeOHOI THUCIUIIHHBI:
MakcumainbHasi yaeOHasi Harpy3ka oOydaromierocsi 278 4acoB, B TOM YHCIIE:

oOs13aTenbHast ayIuTOpHas yueOHas Harpy3ka oOyuatomerocst 190 gacos;

camocTosiTeNIbHas paboTa oOydJaromerocs 88 4acos.

1.5. IlepeyeHb mNIaHMPYeMbIX Ppe3yJbTaToB o00y4eHuss mno aucuumiauHe (Ilepeyennb
(popmMupyeMbIX KOMIIETEHLN)

VYyammiics goymkeH o0agath OOIUMH KOMIIETEHIIUSAMH, BKJIIOYAIOLUMHU B €051 CIIOCOOHOCTB:!
OK 1. [ToHumars CyuHoCTh U COLIMATIBbHYIO 3HAYUMOCTh CBOEH OyayIiei nmpodeccuu, mposiBIsTH
K HEW yCTOWYMBBIN UHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO JESITEIbHOCTD, BHIOUPATh TUIIOBBIE METOABI U CLIOCOOBI
BBINOJIHEHUS PO ECCHOHANIBHBIX 3a/1a4, OLEHUBATh UX 3()()EKTUBHOCTh M Ka4eCTBO.

OK 3. [Ipunumars pelieHne B CTAHJAPTHBIX U HECTAHIAPTHBIX CUTYALUSAX U HECTH 32 HUX
OTBETCTBEHHOCTb.

OK 4. OcymiecTBasTh NOUCK U UCTIOIb30BaHKUE MH(OPMaLIUU, HEOOXOIUMO [T 3P PeKTUBHOTO
BBINOJIHEHUS PO ECCHOHANIBHBIX 3a/1a4, MTPo(eCcCHOHATBHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5. Ucnonb3oBaTh HHPOPMALIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B MPOQeCcCHOHATbHON
JESATEIBHOCTH.

OK 6. PabGotath B KOJJIEKTUBE U KOMaH 1€, 3PGEKTUBHO 0OIIATHCS C KOJUIETaMU, PyKOBOJICTBOM,
HOTPEOUTEISIMH.

OK 7. bpatb Ha ce0st OTBETCTBEHHOCTb 32 pabOTy UJI€HOB KOMaH/Ibl (IOJUYUHEHHBIX ), PE3yIbTaT
BBITIOJTHEHUS 3a/1aHU M.

OK 8. CamocTOsTEIBHO ONPENENATh 3a/1a4u MPOo(HEeCCHOHAIIBHOTO U JIMYHOCTHOTO Pa3BUTHSA,
3aHUMATHCS CaMOOOPa30BaHUEM, OCO3HAHHO IJIAHUPOBATH MMOBBILICHNUE KBAIN(UKAITUH.

OK 9. OpueHTHpOBaTHCA B YCIOBHSIX MOCTOSTHHOTO M3MEHEHHUS MMPABOBOM 0a3bl.

Okcrutyaraiyst 00beKTOB CETEBOM MHPPACTPYKTYPHI.

[1K 3.1. YcranaBnuBarh, HAaCTpauBaTh, SKCILUTYaTUPOBATh M OOCTYKUBATh TEXHUUECKUE U
IIPOrpaMMHO-aIIIIapPATHBIE CPECTBA KOMIIBIOTEPHBIX CETEH.

1K 3.2. IIpoBoauTh npoduaakTuIecKue padoThl Ha 00bEKTaX CETEBOW HHPPACTPYKTYPHI U
paboYmx CTaHIUSAX.

1K 3.3. DkcrryaTanus CeTeBbIX KOH(PUTYpaIUi.

[1K 3.4. YuacTBOBaTh B pa3zpabOoTKe CXeMBbI OCICaBAPUITHOTO BOCCTAHOBICHUS
paboTOCIIOCOOHOCTU KOMITBIOTEPHOM CETH, BBINOJIHATH BOCCTAHOBJIEHUE U PE3EPBHOE
KOITUPOBaHKUE UH(POPMAITUH.

1K 3.5. Oprann3oBpIBaTh MHBEHTAPU3AIUIO TEXHUYECKUX CPEJICTB CETEBOU MH(PPACTPYKTYPHI,
OCYILECTBIIATH KOHTPOJIb 000OPYIOBAaHUS MOCIIE €r0 PEMOHTA.
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I1K 3.6. BeInonHATh 3aMEHYy PacXOJHBIX MAaT€pPHAJIOB U MEJIKUNA PEMOHT MepU(epuitHOro
00opyaoBaHus, ONPEAEATh ycTapeBilee 000pya0BaHUE U POrpaMMHbIE CPEACTBA CETEBOI

UHPPACTPYKTYPBHI.

1.6. TemaTru4eckuii njan u cogepskanue yudeOHoi nucuunauabl MJIK.03.01 Dxcnuryaranus
00BbEKTOB CeTeBOM HH(PPACTPYKTYPHI

HaumeHoBanue Conepxxanue yueOHOro Mmarepuasia, IpakTH4ecKue u Oo0bem
pa3iesioB U TeM | J1abopaTopHbie padoThl, CAMOCTOSITEIbHAA padoTa 00y4aloMXCs | YaCOB
1 2 3
Paznean 1. Cooepicanue yuebnozo mamepuana 54
YceranoBka, Jexkyuu 12
IKCIIYyaATALMSA U 1. BBenenue. ®u3udeckue 1 JIOTHYECKUE ACIIEKTHI
o0cJy:KMBaHue AKCIUTyaTalluu CETH.
TEeXHUYECKHUX U 2. PacmmpsiemocTs ceTu. MacmrabupyeMocTb CeTu
MPOrpaMMHO- 3. TexHuueckas U MPOEKTHAsL JOKYMEHTAIMSI.
annapatHbiX | Ilpakmuyeckue 3anamus 20
CpencTB [Tpoxnanka xabenss UTP
KOMINBIOTEPHBIX | CocTaBiieHUuEe PU3NYECKON U JIOTHYECKOW CXEMbI KOMIIbIOTEPHOM
cerei cetd. OpopmieHre TEXHUYECKON TOKYMEHTaluU
Hactpoiika napameTpoB 0eCIpoBOIHOTO aianrtepa
Jlabopamopnuie 3anamusn 10
[Tonnep:xka nonb3oBarenei cetu. HacTpoiika nmpas gocTymna.
AJIMUHUCTPUPOBAHUE JOMEHA
Odopmienne TeXHUYECKON JOKYMEHTAIUH, TpaBuiia opopmIiieHus
JIOKYMEHTOB
BrinonHeHre MOHUTOPHUHTA U aHaTu3a PadOoThI JIOKAIBHOMN CETH C
IIOMOIIbIO IPOTPaMMHBIX cpecTB. M3yueHune nporpammsl
CommView Remote Agent
Co3znanue cxeMbl JJOKaJIbHOM ceTu nporpamMmoii LANState
Camocmosamenvuan paboma 12
Pabota ¢ koHCTIEKTOM. BBINONHEHNE 3a1aHNI TPAKTHYECKON pabOTHI.
[TonroroBka pedeparon
Pasnean 2. Cooepicanue yuednozo mamepuana 34
IIpoBenenue Jexkyuu 8
npoduinakTuyec 1. TexHu4yeckue 0CMOTpPHI
KHX padoT Ha 2. Tlpodunakruyeckue pabOThI
00beKTax Ilpakmuueckue 3anamus 10
ceTeBoi ITouck HencnpaBHOCTEW TEXHUYECKUX CPENCTB
uHppacTpyKTyp | TecTHpOBaHHE KOMMYTAIIMOHHOTO 000pymoBanus. ITorck u
bl H paGounx YCTpaHEHUE HEUCIIPABHOCTEH KOMMYTATOpa
CTAHLIUAX TectupoBanue kabdenen
Jlabopamopnuie 3anamusn 8
CkaHupoBaHHE JTOKaJIBHOM ceTr mporpammoit LanSurfer
Brimonnenne o0CIyKuBaHHsI CUCTEMBI CPEICTBAMU IUCTPUOYTHBA
SystemRescueCd
Camocmoamenvuasn paboma 8
Pabota ¢ koHcIiekTOM. BhInomHeHne 3a/1aHuid MPaKTUYECKON paboTHI.
[TonroroBka pedeparon
Pa3nea 3. Cooepirrcanue yuedno20 mamepuana 114
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HaunmenoBanue
pa3nesioB U TeM

Coaep:xkanue y4eOHOro MaTepuaJia, NpaKTU4ecKue u
JabopaTopHbie padoThl, CAMOCTOSITE/IbHAS padoTa 00y4ar0IUXCs

Oo0neM
4acoB

JKCIIyaTanus
CceTeBbIX
KOH(pUrypauui

Jexkuuu
1. MOHMTOPHHT U aHAJIU3 JOKAJIbHBIX CETEN
2. ApxurtexTypa cuctemsl ynpasieHus. CTpyKTypa CUCTEMBI
yIpaBIICHUS.
YpoBHM ynipaBieHUs
OO6nactu ynpasieHusl.
IIporokomel yrpaBieHus
VYrpasieHnue oTkazamMu
VYyer paboTsl ceTH. YipaBiieHue KOH(UTyparuei
VYrpasneHue Nponu3BOIUTENbHOCTBIO, 0€30ITaCHOCTBIO CETH.
. OGopynoBanue st TMAarHOCTUKU CETH
10. DkcriepTHBIE CUCTEMBI
11. CeTeBble MOHUTOPHI

000 NN A W

42

IlIpakmuueckue 3anamusn

OKcITyaTanus TEXHUYECKUX CPEJCTB CETEBON MHPPACTPYKTYPbI
(mIpUHTEPBI, KOMITBIOTEPHI, CEPBEPHI, KOMMYTAI[MOHHOE
o0opynoBaHue)

YcranoBka u HacTpoiika Qaiipsonia Kerio WinRoute
O3znakomienue ¢ nporpamMmoii VirtualBox

18

Jlabopamopnuie 3anamusn

Hacrpoiika u oOcmykuBaHHe TOUYKH JOCTyIa

Juarnocruka nepudepuitupix ycrpoiicts 1K

Hccnenoanne ycTaHOBKM U HACTPOMKHU ONIEPAIIMOHHON CUCTEMBI
Windows 2003 Server

UccnenoBanre HACTPONKH CETH B orepaninoHHoN cucreme Windows
2003 Server

UccnenoBanne nHabopa cepepoB B Windows 2003 Server.
AJIMUHUCTPUPOBAHUE CEPBEPOB.

12

Camocmosamenvnasn paboma
Pabota ¢ koHCTIeKTOM. BhINonHeHre 3a1aHuii MpakKTHYeCcKoi paboThI.
[ToxroroBka pedepaToB

42

Paznen 4.
Ooecneuenne
padorocnocooHo
CTH
KOMIIbIOTEPHO
ceTH

Cooepicanue yuebnoz20 mamepuana

76

Jlekuuu
1. BoccranoBnenue GpyHKIIMOHUPOBAHUS CETH
2. IliaH BOCCTaHOBJIECHMS CUCTEMBI.
3. OcHOBHBIE IOHATHUS HH()OPMAIIMOHHBIX CHCTEM
4. PesepBHOE KOIMPOBaHUE JaHHBIX
5. TexHomoruu ynpasieHus uHdopmaiuein

26

Ilpakmuueckue 3anamus

Ucnonp3oBanue nporpammHuoi obomouku PowerShell nist pemenmns
3aja4 aIMMHACTPUPOBAHUS

O3HakoMJIEHHE € ITPOrpaMMaMU yaJ€HHOIO aIMUHUCTPUPOBAHUS
Pe3epBHOe konupoBanue. Hactpoiika pe3epBHOTO KOTMPOBAHUS B
CYBJ

Opranmzaius 6ecriepeOoHON paboThl CHCTEMBI PE3EPBHOTO
korupoBanus. [I1anrpoBaHme pe3epBHOTO KOMMMPOBAHUS
Boccranosnenue paboTocriocoOHOCTH CeTH Tocie cOos
Pa3paboTka riaHa BOCCTaHOBICHUS

20

Jlabopamopnwie padomul
BoccranoBnenne paboTocrnocoOHOCTH CETH MOcie cOost
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HanmenoBanue Coneprxanne y4eOHOro MaTepuasia, NpaKTHYeCKUue U O0Bem

pa3nesioB H TeM | JabopaTopHbie padoThbl, CAMOCTOSATE/IbHAs PadoTa 00yYaAIIUXCH | YaCOB
Camocmoamenvnan paboma 26
Pabota ¢ koHcriekToM. BeimonHeHne 3a1anuii MpakTUIeCcKol paboTHhl.
[TonroroBka pedeparon

Bcero: 278

1.7. Bua npoMesKyTOYHOI0 KOHTPOJISA: K3aMeH, Au(depeHnpoBaHHbIH 3a4eT
1.8. OcHoBHas auTEeparypa

1. Hazaposa, A.B. Dkcrutyaranusi 00beKTOB CeTeBOM MHPPACTPYKTYPHI : YUEOHHUK JUIs
MCIIOJIb30BaHUs B Y4€OHOM IpoIiecce 00pa30oBaTeIbHbIX YUPEKICHUN, PEATH3YIOIINX
IPOrpaMMbl CpeIHEro NpodheccuoHaIbHOro 00pa30BaHus MO CIEHATIBHOCTH
"Kommbrorepusie cetn" / Hazaposa A. B., pen. - M. : Akagemus, 2014. - 368 c. -
(ITpodeccuonanbHoe obpazoBanue. MMTHpopMaTnka 1 BeruMcauTenbHas TexHuka). - [ISBN 978-
5-4468-0347-7

2. Jlanonuna, O.P. IIpoTokomnsl 6e3omacHoro ceteBoro B3aumoneiictaus / O.P.
JlanonuHa. - 2-e u3n., ucnpas. - M. : Hanmonaneubiit OTkpbiTeiil YHUBepcuteT «MHTYUTY,
2016. - 462 c. - (OcHOBBI MH(POPMAIIMOHHBIX TeXHOJOTUH). - bubnuorp. B kH. ; To xe
[Dnexrponnslii pecypc]. - URL: //biblioclub.ru/index.php?page=book &id=429094

3. IlynkoB, A.H. YnpaBienue xpaneHrueM 1 00paboTkoil HHpopMaIuu B
00pa3oBaTeNbHBIX CpPeIax JUCTAHIIMOHHOTO 00y4eHus : MoHorpadus / A.H. [Tynkos, P.1O.
apes, [1.B. Kanynun - Kpacnosipck : Cubupckuii ¢peaepanbublii yausepcurert, 2012. - 130 c.
: TabI., cxem. - bubnmuorp. B kH.. - ISBN 978-5-7638-2600-5 ; To xe [ DneKTpOHHBIN pecypc].
- URL: //biblioclub.ru/index.php?page=book&id=364076

CocraBuTtenb: KaH[. TeX. HayK, AoueHT C.A. Ocunon
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