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1 IacnopT pado4eii nporpaMMbl Y4eOHOM IMCUMILINHBI

1.1 O61acTh NpUMeEHEHUS MPOTPAMMBbI
Pabovas mporpamma y4eOHON AUCIUIUTHHBI «be30macHOCTh (hYHKITMOHUPOBAHUS

MH()OPMALIMOHHBIX CHCTEM» SIBISIETCS YaCThI0 OCHOBHOW mpodeccruoHalbHOM 00pa3oBa-
TEIBHOU MpOorpaMMmbl B cOOTBETCTBUHM ¢ DenepalbHbIM TOCYIapCTBEHHBIM 00pa3oBa-
TeJTBHBIM CTAaHIAPTOM cpeaHero npodeccruoHanbHoro oopazosanus (nanee ®I'OC CIIO)
s criermanbHocT 09.02.02 KommibroTepHbIe ceTH.

1.2 MecTO AUCHUIIMHBI B CTPYKTYpPe MPOrpaMMbl NOATOTOBKHU CIENHAINCTOB

CpEeaHEro 3s€Ha
I[I/ICHI/IHJ'II/IHa «be3onacHocTh (l)YHKHI/IOHI/IPOBaHI/IH HH(bOpMaHHOHHBIX CHUCTCM»

OTHOCHUTCSI K MPOPECCUOHATIBHOMY MOJYJI0 «DKCIUTyaTalusi 00ObEeKTOB ceTeBOM MH(ppa-
CTPYKTYPBI».

1.3 leau u 3agaun y4eOHOM TUCHUIIMHBI — TPeOOBAHNS K pe3yJibTaTaM 0C-
BOEHMSI JUCHUILTHHBI
B pesynbrare u3ydeHus HpOGECCHOHAIBHOTO MOAYJS OOydYarolIMiCs OJDKEH

uMemsv NPaKmu4eckull Onbim:

— 00cCiIy’)KMBaHMsI CETEBOU MH(PACTPYKTYpHI;

— yAaJIEHHOTO aJIMUHUCTPUPOBAHUS CETEBOI NH(PPACTPYKTYpHI;

— TOJJIEPXKKH TMOJb30BaTeNed CeTH, HACTPOWKM ammapaTHoro M IMPOrpaMMHOTO
oOecrieueHusl ceTeBON MHPPACTPYKTYpHI.
B pe3ynbTate 0CBOGHUS AUCHUIUIMHBI 00YYaIOIIUICs TOIKEH yMemb:

— BBINOJIHATh MOHUTOPUHT U aHAJIN3 PaOOTHI JIOKAJILHOM CETH C TOMOUIBIO
IPOrpaMMHO-aNMapaTHbIX CPEJCTB;

— MPaBHJIBHO OPOPMIIATH TEXHUUECKYIO JOKYMEHTALHUIO;

— HaOmonath 3a TpadHKOM, BBINOJHATH OINEpalMi PE3epBHOIO KOMHUPOBAHUS U
BOCCTaHOBJICHUS JaHHBIX;

— yCTaHaBJIMBaTh, TECTHUPOBATh MU SKCIUTYaTHMPOBATh WH(GOPMAIMOHHBIE CHCTEMBI,
COMIACHO TEXHUYECKOM JOKYMEHTAluH, 00eCreunBaTh aHTUBUPYCHYIO 3alUTY.
B pe3ynbrare 0CBOCHMS TUCHUIIIIMHBI 00Y4ArOIIMICS TOJIKEH 3HAMDb:

— 3374 YNpaBICHUS: aHAIU3 MPOU3BOAMTEIBLHOCTH W HAJEKHOCTH, YIpaBICHUE
0€30macHOCThI0, YUET Tpaduka, ynpaBicHHE KOHPUTYypaIlnei;

— CpeAcTBa MOHUTOPHUHIA U aHAJIN3a JIOKAJIBHBIX CETEH;

— OCHOBHBIC€ IIOHATHUA I/IH(l)OpMaHI/IOHHBIX CHUCTEM, J)KU3HEHHBIN U KII, HpO6J'IeMBI



o0ecrieueHs] TEXHOJOTUYECKOH 0e30macHOCTH HWH(POPMALMOHHBIX  CHCTEM,
TpeOOBaHM K apXUTEKType WH(POPMAIIMOHHBIX CHUCTEM M WX KOMIOHEHTaM JJIs
oOecrieueHnst  0e30MacHOCTH  (PYHKUMOHUPOBAHUS, OMNEPATUBHBIE  METOJbI
TOBBIIICHNSI 0€30MacHOCTH (PYHKIMOHHMPOBAHHS IMPOTPAMMHBIX CpPEACTB U 0a3
JTAHHBIX;

OCHOBHBIE TPEOOBaHU K CPEJICTBAM M BUAAM TECTUPOBAHHUS JJIS ONPEACTICHUS
TEXHOJIOTHYECKol 0e301acHOCTH MH(POPMAIIMOHHBIX CHCTEM.

MaxkcumanpHast yueOHast Harpys3ka odoydvaromierocst 195 yacos, B TOM 4ucIe:

— o0s3arenpHas ayaquTopHas yueOHast Harpy3ka ooyyvarorierocs: 130 gacos;

— caMocTosTeNbHas paboTa o0yuaroierocs: 65 4acos.
1.4. IlepeyeHb mIaHMPYEeMbIX pe3yJbTaTOB 00yueHus no aucuuminne (Ilepe-
YyeHb (GopMUPYEMBIX KOMIIECTEHIUI)

OcBoenne nucuuIUIMHbl «be3omacHoCTh QYHKIMOHUPOBAHUS HMH(OPMAIIMOHHBIX

CUCTEM» CIOCOOCTBYET (hOPMUPOBAHUIO Y CTYJAEHTOB CIEAYIOIUX MPOQPECCHOHATBHBIX

KOMITETEHIIUH:

[IK 3.1. YcranaBiauBaTh, HACTpauBaTh, HKCILTyaTUPOBATh U OOCITYKUBATh TEXHHU-
YeCcKUe U MPOrpaMMHO-aNNapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

IIK 3.2. IIpoBoauth mpodurakTuyeckre paboThl Ha 00BEKTaxX ceTeBOW HH)pa-
CTPYKTYPBI U pa0OUNX CTAHIIUSIX.

IIK 3.3. Dkcrutyatanusi CETEeBbIX KOH(GUTYpAITHiA.

[1IK 3.4. YuacTBOBaTh B pa3pabOTKe CXEMbI MOCIEaBAPUITHOTO BOCCTAHOBJICHHS
paboTOCTIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINIOJIHATH BOCCTAHOBIIEHHE WU pe-
3epBHOE KOMMPOBaHUE MH(OPMALIUH.

[IK 3.5. Opranu3oBbIBaTh MHBEHTAPU3ALMIO TEXHUUYECKUX CPEJICTB CETEBON WH-
(bpacTpyKTyphl, OCYIIECTBIATH KOHTPOJIb 000PY/I0BaHUS MTOCIIE €r0 PEMOHTA.

[1K 3.6. BeINOAHATE 3aMEHY pacXOAHbIX MAaTepUaIoB U MEJIKUN peMOHT nepude-
pHITHOTO 000PYIOBAaHMUS, ONIPENENATh yCTapeBIiee 000pyI0BaHUE U IPOTPaMMHbIE
CpeJICTBA CETEBON MHPPACTPYKTYPHI.

OnHOBpEeMEHHO C TPO(ECCHOHAIBHBIMA KOMIIETEHIIUSIMH y CTYACHTOB, 00y4aro-

IUXCA 110 JUCHUIIJINHE «be3onacHoCTh q)YHKHI/IOHI/IpOBaHI/IH I/IH(l)OpMaHI/IOHHI)IX CUCTEM»

CO3/1al0TCS MPEANOCHUTKY st POPMUPOBAHUS OOIINX KOMIETSHIINM]:

OK 1. [TorumaTh CyIHOCTh U COIMAIBHYIO 3HAYMMOCTh CBOEH Oymymiei mpodec-

CHUH, NPOSIBJIATH K HEM YCTOMYUBBIN UHTEPEC.
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OK 2. Opranu3oBbIBaTh COOCTBEHHYIO AESATENbHOCT, BRIOUPATH TUIIOBBIE METO/IBI
U CHOCOOBI BBIMOJHEHUS NMPO(eCcCHOHATIbHBIX 3ajad, OLIEHWBAaTh UX IPPEKTUB-
HOCTb U KauecTBO.

OK 3. IIpuHUMaTh pelieHns B CTAHIAPTHBIX M HECTAHJIAPTHBIX CUTyalUsAX U He-
CTH 33 HUX OTBETCTBEHHOCTb.

OK 4. OcymiecTBiaTh NOUCK U UCHOJIb30BaHUE UHPOPMALIMH, HEOOXOAUMOU s
3¢ (PEKTUBHOrO BBINOJHEHUS NPOPECCUOHANBHBIX 3a7ad, MPO(EeCcCUOHATBHOIO U
JUYHOCTHOT'O Pa3BUTHSL.

OK 5. Hcnonp3oBaTh HH(GOPMAIIMIOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU B IIPO-
(eccOHaIBHOM e TeNbHOCTH.

OK 6. PaboTaTh B KOJUIEKTUBE U B KOMaH/JI€, 3(EKTUBHO 0OIIATHCS C KOJUIETaMH,
PYKOBOJICTBOM, TOTPEOUTEIISIMH.

OK 7. bpaTp Ha ce0s1 OTBETCTBEHHOCTb 3a padOTy WIEHOB KOMAaH[Ibl (MIOJYUHEH-
HBIX), 3@ pe3yJIbTaT BHIIOJTHEHUS 3aJaHHi.

OK 8. CaMocCTOsTENIbHO ONpeAEATh 3aJaul NPOPECCHOHATBHOTO U JMYHOCTHOTO
pa3BUTHS, 3aHUMATbCA CaMOOOPa30BaHUEM, OCO3HAHHO IUIAHUPOBATh MOBBIIICHNE
KBaTH(UKAIUH.

OK 9. OpueHTupoBatbcsi B YCIOBHUSIX YAaCTOM CMEHBI TEXHOJIOTMHA B Mpodeccuo-

HAJILHOU JIE€ATEIbHOCTH.

Nn-
JIEKC
KOMIIE
TE€H-
105071

CopepxaHue KOM-
neTeHnuu (Wi e
4acTn)

B pesynbrate n3yueHus: yueOHON AUCIUTUIMHBI 00yUYaONTUeECs TOJDKHBI

3HATh

YMETh

UMETh IPAKTUYECKUI
OTIBIT (BJIAJIETH)

OK-1 ITonumarts cyur-
HOCTB M COLIHAJIb-
HYIO 3HAYUMOCTh
cBoel Oyaynieit
npodeccuu, mposiB-
JISITh K HEH yCTOM-
YUBBIA HHTEpPEC

CYIHOCTb U COLIUAIbHYIO
3HaYUMOCTb Tpodeccuu
«TexHHUK 10 KOMIIBIOTEP-
HBIM CETAM)

HCIIOJIB30BaTh CO-
BpEMEHHBIE METO/IbI
B npodeccrnonanb-
HOM JIeATEIILHOCTH
«TexXHUK M0 KOMIIb-
IOTEPHBIM CETSIM»

HIPOSABIISATh YCTONUHN-
BBII MHTEPEC K NPO-
¢deccun «TexHUK MO
KOMIIBIOTEPHBIM Ce-
TAM

OK-2 | Oprann3oBbIBaTh
cOOCTBEHHYIO Jesi-
TEJILHOCTD, OIIpeie-
JISITh METOJIBI U CIIO-
COOBI BBITTOJTHEHUS
po¢heCCHOHATHHBIX
3aj1a4, OLlCHUBATh
nx 3(hexTHBHOCTD

1 Ka4€CTBO

— OCHOBHBIC TCHICHIIMH
pa3BUTHSA, TTOJIOKEHUH, 3a-
KOHOB KOMITBIOTEPHBIX Ha-
YK,

— 3HaTh, KaK UCIOJIb30BaTh
nX 0a30BbIE MMOJIOKECHHUS
MIPH pelIeHUH npodeccro-
HaJIbHBIX 337124

— KPUTHYECKH OI1e-
HUBAaTh KOMIIBIOTEP-
HBIE TEOPUH U KOH-
LEMIUH, TPAHHIIBI UX
MIPUMEHUMOCTH;

— BBISIBIISITH €CTECT-
BEHHOHAYYHYIO U
MEKANCIMIUINHAD-
HYIO CYIITHOCTb IPO-
0J1eM, BO3HUKAIOIINX

KPUTHYECKOTO Iepe-
OCMBICJINBAHUA Ha-
KOIIZICHHOT'O OIIbITA,
BHCCCHHUSA U3MCHC-
HUi B paboune mpo-
LIECCHI C YYETOM MH-
HOBAIMH, ONITHMH3a-
MK pabouero npo-
1ecca ¢ y4eTom pas-
BUTHS HAYKH U TeX-




Wn- B pesynbrate nzydenusi yueOHON JUCHUILIMHBI 00ydaronecs 10KHbI
AleKe ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Miu eé HAMETh NMPAKTUUECKUN
ILII. TCH- 3HATh YMETb
- 4acTH) OTIBIT (BIIAJICTH)
B X0j1e TIpodeccro- HOJIOTHIA
HaJIbHOM JeSITEIbHO-
CTH
OK 3 | Ilpurumars pere- Mepbl OTBETCTBEHHOCTH 3a — OIIGHUTbH BO3HHK- NIPUHSTHUS PELICHUH B
HUSI B CTAHIAPTHBIX | NPUHATHIE PELICHUS IIYIO CTAHAAPTHYIO CTaH/AapTHBIX U He-
1 HECTaH/IapTHBIX WJIN HECTaH/IapTHYIO CTaH/IapTHBIX CUTYa-
CUTYyalUsIX U HECTH CHUTYaIHIO, LHSIX
32 HUX OTBETCTBEH- — MPEJOTBPATUTH €€
HOCTb HeraTUBHbIE TIOCIIE-
CTBHSA
OK 4 | OcymecTBiaTs IO- | OCHOBHBIC TSHACHIINH Pa3- | OCYIIECTBISTH COOP, | KPUTHUECKOTO Iepe-
UCK, aHAJN3 U BUTHS, TOJIOXKEHHH, 3aKO0- 00paboTKy, aHaIU3 U | OCMBICITMBAHUS Ha-
OLeHKY HH(pOopMa- HOB METPOJIOTHH, CHCTEMAaTH3AIHIO KOIIJICHHOTO OTIBITA,
IIMH, HEOOXOUMOW | 3HATh, KaK UCIOJIB30BATh X | HAYYHO-TEXHWYECKON | BHECCHUS M3MCHEHHN
JUISL TIOCTAaHOBKH 1 6a30BbIC MOJOXKEHHS IPH nH(popManuu mo B pabouue Iporeccs
petenus mpodec- petieHnn npodeccruoHanb- | npodeccun C yYETOM MHHOBAIIHH,
CHOHAJIbHBIX 3aJa4, HBbIX 3a1a4 OIITUMHU3AIUH pa6o-
npodeccroHaIBHO- 4ero Impoiiecca ¢ yde-
T'0 U JJUYHOCTHOI'O TOM Pa3BUTHA HAYKH
pa3BuUTHUsA 1 TEXHOJIOTHI
OK 5 | Hcnonb3oBaTh UH- OCHOBHBIE TEOPETHYECKUE U | UCIIOJIB30BATh OC- UCIIONIb30BaHUs MH-
(bopMaroHHO- MIPAKTUYECKUE TOJIOKEHUSA | HOBHBIE TEOPETHYE- (bopMaIoHHO-
KOMMYHUKAIHOH- nH(popManMOHHO- CKHE U MMPAKTUYECKHE | KOMMYHHKAIIHOHHBIE
HBIC TEXHOJIOTHH B KOMMYHUKAIIMOHHBIE TEX- MOJIOXKeHHS HH(OP- TEXHOJIOTHH B TPO-
podeCCHOHANBHON | HONOTHH B chepe HATAAKK | MAIlMOHHO- (eccruoHanbHON es-
JEATETLHOCTH. TEXHOJIOTHYECKOTO 000pYy- | KOMMYHHMKAI[IOHHBIE | TEIbHOCTH «TeXHHK
JIOBaHHS TEXHOJIOTHH B IPO- 110 KOMIIBIOTEPHBIM
(eccoHaIbHON iesi- | ceTsamM»
TenbHOCTH «TexXHuK
MO0 KOMIIBIOTCPHBIM
CETAM»
OK 6 | PaboraTp B KOJIeK- | — HenH, QYHKIKHU, BUABL U — IPUMEHATH TEXHU- | — PabOTHI B KOJLIEK-
TUBE U KOMaHJIE, YPOBHU OOIICHHS; K{ ¥ ipreMbl 3G dek- | THBE U KOMaHe,
s pexkTuBHO 00- — POJIN U POJIEBBIE OXKUAA- TUBHOTO OOILEHHUS 1 — 3¢ dexTuBHOrO 00-
LIaThCs C KOJUIera- HUSI B OOLICHUH; npodeccroHabHOI LIEHHS C KOJUIEraMH,
MU, PyKOBOJCTBOM, | BHJIBI COI[MATbHBIX B3AUMO- | JEATEILHOCTH; PYKOBOJICTBOM, TIO-
MIOTPEONTEISIMY. JIeCTBHH, — HCTIOJIb30BATh TpeOuTeIIMA
— MEXaHH3MBbI B3aUMOTIO- IIPUEMBI CaMOpeTy-
HUMaHHS B OOIIEHUM; JSIIUY TTOBEICHUS B
— TEXHUKH U TIPUEMBI 00- nporecce MEXIMIHO-
IIEHHS, TPABMJIA CITyIla- CTHOTO OOIIECHUS;
HUU,
— BesieHust Oecepl, yOoeK-
JICHUS;
— OTUYCCKUE NIPUHIUIIBL
OOIIICHHS;
WCTOYHMKH, ITPUYHHBI, BU-
JIbl M CTIOCOOBI pa3perieHus
KOH()JIMKTOB;
OK 7 | bparb Ha ceds OT- Mepbl OTBETCTBEHHOCTH 3a B3ATh Ha ce0sl OTBET- | MPUHSTHUS PELICHUH B

BETCTBEHHOCTb 32
paboTy 4IIeHOB KO-
MaH[b! (MOAYMHEH-
HBIX), pe3yJIbTaT
BBITTOJTHEHUS 33712~
HUHN.

MPUHATBIC PCHICHUSA

CTBCHHOCTbD 3a pa60-
TY 4JICHOB KOMaH/IbI

CTaHJAPTHBIX U HE-
CTaHJAPTHBIX CUTYa-
LHSX




B PEIYILTATC U3YUCHUSL yqe6H0171 JUCHUITIINHBI 06yqafomneca JOJIDKHBI

JeKC
ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Miu eé HAMETh NMPAKTUUECKUN
ILII. TCH- 3HATh YMETb
4acTH) OTIBIT (BIIAJICTH)
81201
OK 8 | CamocrosTensHO OCHOBHBIC TCHACHIIUH Pa3- | BBIOMPAaTh METOAMKY | KPUTHYECKOTO Iepe-
OTIPENETISATh 3a/1a9il | BUTHS, MOJOKEHNH, 3aK0- W CPEJICTBA PEUICHUS. | OCMBICIMBAHUS Ha-
podeCcCHOHANBHO- | HOB METPOJIOTUH, 3a7ad, UCIONb3Ys KOIIJICHHOT'O OTIBITA,
I'0 M JITYHOCTHOTO 3HaTh, KaK UCIIOJIb30BaTh UX | HAYYHYIO JINTEPATYPY | BHECEHUS N3MEHEHHH
pa3BUTHSL, 3aHU- 0a30BbIe MOJOXKEHHS TIPH 1 3JIEKTPOHHBIE HH- B pabouue mpoLecch
Martbcsi camoo0Opa- peuienun npodeccuoHanb- | GOpPMAIMOHHO- C YY4ETOM WHHOBALUH,
30BaHUEM, 0CO3- HBIX 3a/1a4 o0pazoBaTebHbIC ONTHMHU3aKU pabo-
HaHHO IIAHUPOBATh pecypcbl, nHbpopMa- 4ero mporiecca ¢ yue-
TIOBBIIICHUE KBAJIU- IIMOHHO- TOM Pa3BUTHUS HAYKH
¢bukanun KOMMYHHUKAIIMOHHBIE | M TEXHOJOTHH
TEXHOJIOTH
OK 9 | OpueHtHpoBaThCS B | pOJIb U 3HaYCHHUE MHPOPMA- | OCYIIECTBISATH COOp, | BIIAAETH CIIOCOOHO-
YCIIOBUSIX YaCTOH IIMOHHO- 00paboTKy, aHaIU3 U | CTHIO YUUTHIBATH CO-
CMEHBI TEXHOJIOTHH | KOMMYHHKAaIMOHHBIX TEX- CHCTEMaTH3AIHIO BpPEMCHHBIC TCHJICH-
B IIpo(heccHoHalb- HOJIOTHH! C LIENBIO COBEp- HAYYHO-TEXHUYECKON | LUH Pa3BUTHS HAYKH
HOM J1eATENBHOCTH LICHCTBOBAHUSA CBOEH NPO- nHdopmanuu mo U BBIYUCIUTEIbHOU
(heccnoHanbHOI NesaTelNb- npodeccun, TEXHUKH, KOMIBIO-
HOCTHU TCPHBIX TEXHOJIOTUI
B IpodheCCUOHATb-
HOM1 JesTeIbHOCTH
I1K 3. | OGecneunBars pe- Kiaccu(uUKaIuio npo- o0ecreuuTs 1eJ0cT- | odecredeHus 1eso-
1 3epBHOE KOIIMPOBa- | I'PaMMHO-aNIapaTHOTO HOCTb PE3epBUpPOBa- CTHOCTH PE3EpPBHPO-
HHE JTaHHBIX obecrieueHus 1Mo pe3epBs- HUS nHGOpManuy, BaHWA MH(OPMALIUH,
HOMY KOITMPOBAHHIO JIaH- HCTIONIb30BAHHE HCTIONIb30BaHUS
HBIX; VPN; VPN;
IIK 3. | OcymecTBusTh Me- | KIACCHU(PHUKAIHIIO MPO- oOecrieunBaTh 3all- | OpraHU3aLUH JOCTY-
2 PHI 110 3aIIATE KOM- | I'PaMMHOTO 0O€CTIeYeHHS Ty TPH MOJKITIOYE- I1a K JIOKaJIbHBIM U
IIBIOTEPHBIX CeTeH IO 3aIUTE KOMIBIOTEPHBIX | HHUM K MHPOPMAIH- TTI00aTBHBIM CETSIM;
OT HECAaHKLIMOHUPO- | ceTeil OT HEeCAaHKLIMOHUPO- OHHO-
BaHHOTO J0CTYIa BaHHOTO JIOCTYTIa; TEJIEKOMMYHHKAIIU-
oHHOI1 cetn «HTEp-
HET» CPeICTBAMHU
OnepauoHHON CHC-
TEMBI;
IIK 3. | IlpumensTs cre- KJaccu(uUKaIuio Ipo- YCTaHaBJIMBATh H COIIPOBOXKJEHUS U
3 LAJIM3UPOBaHHBIE TPaMMHOT0 00ecTIeYeHUs KOH(UTypHPOBATH KOHTPOJISI HCTIOJIB30-
cpexncTBa At Oopb- | GOpBOBI C BUpycamH, He- AQHTUBUPYCHOE ITPO- BaHMS TIOYTOBOTO
OBl ¢ BUpycamH, CaHKIIMOHHPOBAaHHBIMHU rpaMMHoe obecriede- | cepsepa, SQL-
HECaHKIIMOHUPO- pacchUIKaMU JICKTPOHHON | HHE, IporpaMMHOE cepBepa;
BaHHBIMU PacChli- MOYTHI, BPEIOHOCHBIMH obecrieuenne 6a3
KaMHU 3JIEKTPOHHOMU [IporpaMMamy; JIaHHBIX, [IPOrPaMM-
IIOYTHI, BpEAOHOC- Hoe o0ecriedeHne
HBIMU ITporpamMma- MOHHUTOPHUHTA,
MU
MK 3. | OcyuiecTBiaTh Me- | KiIacCU(UKAIHIO IPO- YCTaHaBJINUBATh H cOopa MaHHBIX IS
4 ponpusTus 1o 3a- T'PaMMHOTO 00€ecIeueHHs KOH(QUTypHpOBAThH aHaJIM3a UCII0JIb30-
LIATE TIEPCOHAJIb- T10 3alIUTE NMEPCOHAIBHBIX AHTUBHUPYCHOE NPO- BaHUA U QYHKIHO-
HBIX JaHHBIX JIAHHBIX; rpaMMHOE obecrieve- | HHUPOBAHUS MPO-
HHE, TPOrPaMMHOE rpaMMHO-
obecrieuenue 6a3 TEXHUYECKUX
JIaHHBIX, TIPOTPaMM- | CPEJICTB KOMIIbIO-
HOe obecrieueHne TEPHBIX CETeH;
MOHHUTOPHHI3;
IIK 3. | OpraHu3oBbIBaThH — oOmiue cBesieHus 00 ate- | HASHTH(ULMPOBAThH — B o0acTy 1o npo-
5 HWHBEHTapU3aLUIO MEHTHOH 0a3e cxeMoTex- MOJTYTIPOBOTHUKOBEIE | (heCCHU HajIaIIuK
TEXHUYCCKUX HHKH l'IpI/I60pI)I " DJICMCH- TCXHOJIOTHYCCKOTO




B PEIYILTATC U3YUCHUSL yqe6H0171 JUCHUITIINHBI 06yqafomneca JOJIDKHBI

JeKC
ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Miu eé HAMETh NMPAKTUUECKUN
ILII. TCH- 3HATh YMETb
4acTH) OTIBIT (BIIAJICTH)
81201
CPEZICTB CETEBOH — JIOTHYIECKUE IEMEHTHI U TBI CHCTEMOTEXHHKH | 00OpPYyJOBaHHMS;
nH(pacTpyKTypHI, JIOTHYECKOE TIPOEKTHPOBA- | W OMPEAENATh UX — IPUMEHEHHS TOITy-
OCYIIECTBIISITh KOH- | HHE B 0a3ucax MHKPOCXEM; | HapaMeTphl; YEeHHBIX 3HAHUH Ha
TPOJIb IOCTYMUBIIE- | — QYHKINOHAIBHBIE Y3IIbI MIPaKTHKE.
ro U3 peMoHTa 000- | (nemdparopsl, mudpaTo-
pPYAOBaHUSL. PBI, MYJIBTHIIIIEKCOPHI, Jie-
MYJIBTHILIEKCOPHI, LUppo-
BbIE KOMIIAPATOPbI, CyMMa-
TOPBI, TPUTTEPBI, PETHCTPHI,
CUYCTUHKH);
— 3aIIOMUHAIOIINE YCTPOl-
CTBa;
— mdpo-aHaIOTOBEIC U
aHaOTO-II(POBHIE MPEOO-
pasoBaTteny;
— CHCTEMY MMEH, aJipeca-
LMY U MapUIpyTU3aLUU
Tpaduka B cetn MHTEpHET;
15 IIK 3. | BeimonHATh 3aMeHYy | COBpEMEHHBIE IPOrpaMM- | HCIIOJIb30BaTh CO- | COBPEMEHHBIMU IIPO-
6 pacxXoJHbIX Mmarte- HbBIC CPCIACTBa 3alllUTbl CEC- BPEMCHHBIC npo- IrpaMMHBIMH CpE€ACT-
pHATOB M MEJNKHH | TeBOH HHPPACTPYKTYPEI rpaMMHBIE CpEICTBA | BaMH 3aIUTHI CeETe-
peMoHT  mepude- 3aIIUTHl CETEBOM WH- | BOM HMHQPacTpPyKTy-
puiiHOro obopymo- (bpacTpyKTyphI pHI
BaHWA, OIPEACIATh

ycrapesiiee 00opy-
JIOBaHHE M  MpO-
rpaMMHBIE CpEJCTBa
ceTeBoit uHppa-

CTPYKTYPBL.
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2 CTPYKTYPA U COJIEP)KAHUE YUYEFHOM JIUCIIUTLIINHBI

2.1. O0bem yueOHOM JUCHMILVIMHBI H BHAbI Y4e0HOI pa0doThl

N Bcero CemecTpbl
Bun yaeOHO# paboTh qACOB 7
Oos3aTesbHas yueOHasi Harpy3Ka (Bcero) 130 130
B Tom uncrne:
3aHATHUS JCKIHMOHHOTO TUIA 60 60
MPAKTHYECKHUE 3aHATUS (TPAKTUKYMBbI) 60 60
nabopaToOpHEIEC 3aHATHUS 10 10
KypCOBOE IPOCKTHPOBAHUE — —
CamocrosiTesibHas padoTa (Bcero) 65 65
B TOM YHUCJIC:
Pegpepam 15 15
Camocmosmenvuas eHeayOumopHas paboma 6 euoe 0OMAulHux npax-
MUYeCKUX 3a0anuil, UHOUBUOYANbHBIX 3A0AHUL, CAMOCMOSMENLHO2O 50 50
noobopa u usyyeHuss OONOIHUMENLHO20 MEOPEeMUYecKko20 Mamepuana
u op.
By npome:KyTo4HON aTTecTaluy 3auer
Bu uroroBoii arrecranuu (9K3aMeH )
O6mmas TpymoeMKkocTh 172 vaca 195 195
2.2 CTpyKTypa AMCUMILIHHBI
Ne Tema Bcero wua-|Jlekuun Ipakru- |Jlaboparop- | Camocrosn-
pas- coB YecKHe HbIE TeJbHast
neJaa pao.
1 |OcHoBBI HH(OPMALOHHOM 44 20 8 16
Oe3onmacHoCTH
2 |MpobGaembl uHpopmManuoH-| 42 10 12 4 16
HOM 0e30macHOCTH
3 | TexHOJIOIHMM 3alMTHI JAH- 46 8 18 4 16
HBIX
4 |'TexHOJIOTMM 3aIUTHI MEKCe- 63 22 22 2 17
TEeBOr0 00MeHa TaHHbIMU
195 60 60 10 65

2.3 TemaTuueckuii IIaH u cogepxanue ydeoHom rucuumianabl M/IK.03.02
be3onacHoCTh PYHKIIMOHUPOBAHUS HH(OPMALMOHHBIX CHCTEM

HaumenoBanue Copaep:xanue y4eO0HOro MaTepnaJia, NpaKTHYeCKUe U J1a00paTOpHbIE Oo0bem
pa3ie/ioB H TeM padoThL, CAMOCTOAITENIbHASA Pa00Ta 00y4aKOIInXCs 4acoB
1 2 3
Pasnea 1. OcHOBBI Cooepircanue yuedonozo mamepuana 44

11




HanmeHnoBanue
pa3iesioB U TeM

Copaep:xanue y4eOHOr0 MaTepHaJia, NPpaKTHYecKUe U 1a00paTOpHbIe
padoThl, CAaMOCTOSITETIbHASL padoTa 00y4aroIHXCsl

0O0nem
JacoB

uHGOPMaITMOHHOM
Oe3omacHocTH

Jlexyuu

1. TloHsTHe HAIMOHAIBLHON OE30ITACHOCTH.

2. HWabopmarmonHas 6€30MaCHOCTH B CHCTEME HAIIMOHAIEHOW Oe3omac-
HoctH Poccuiickoit @enepanuun
I'ocynapcTBenHas nHGOpPMALMOHHAS TTIOTUTHKA
Wnudopmanus - Hanbolree EHHBIN pecypc COBPEMEHHOTO 00mecTBa
[TpoGnembl HHPOPMAILIMOHHON BOHHEI
[Ipo6nembl nHGOPMAIIMOHHON 0€30MacHOCTH B chepe TOCYAapCTBEHHO-
I'0 ¥ MYHHLIUITAJTBHOTO YIPaBICHUS
7. UWudopManmoHHbIC CUCTEMBI
8. Mero/p!l M MOJIENH OLICHKH YSI3BUMOCTH HH(OpPMAIUU

20

Ilpakxmuueckue 3anamusn

ITocTpoeHue CTPYKTYpHl HOPMAaTHBHO-IIPAaBOBBIX JOKYMEHTOB JEATEIEHOCTH
KOMIIaHWHU Ha 06a3e POCCHICKOTO 3aKOHOATEIhCTBA B cpepe HHPOPMAITHOHHOTO
npasa

[ToaroToBka onucaHus OXpaHsIeMoil HHPOPMALUH, MOJEIH YTPO3, IOCTPOCHUE
MoJieni HH(QOpMalMOHHOHM 0€3011acHOCTH

Camocmoamenvnasn paboma
Pabota ¢ koHcniekToM. BrinonHeHue 3aaanmii npakTnaeckoi padbotsl. [loaro-
TOBKa pedepaToB

16

Paznea 2. IIpoo.te-
MbI HH(pOpMALIHOH-
HOIi 6e30macHoCTH

Cooepircanue yuedbnozo mamepuana

42

Jlexyuu
1. OcHOBHBIE TIOHATHS U aHATU3 YTPO3 HHPOPMAIIOHHOM 0€301aCHOCTH.
2. TIlpo6Giemsl uHGOPMAITUOHHON OE30IIACHOCTH CETEH.
3. TIlonuTuka 6€30MaCHOCTH.
4. CranmapTsl ”HPOPMAIMOHHOH OE30MACHOCTH.

10

Ilpakmuueckue 3auamus

[MpoBeneHue aHaIM3a CPABHUTEIIBHBIX XaPAKTEPUCTUK Y KAHAIOB YTECUKH HH-
(dopmarmu

HUccnenoBatue npobaeM co3AaHus U Pa3BUTHSI HAIIMOHATBHON CUCTEMBI yIIPaB-
JICHUS] TU(PPOBBIMHU cepTUPHUKATAMU

Hccnenoranue 3amuthl B cpeae Windows , Linux

12

JlaGopamopnuie 3anamusn

Hcnonb3oBanne BcTpoeHHBIX cpenactB OC ans obecniedueHuns: 6e30macHOCTH
YcTaHOBKA NPOrPaMMHBIX CPEACTB 3aIIUTHI (TIPOrpaMMHBIE TPOKCH -CEPBEPEI,
JUAarHOCTHYECKHE MTPOTPaMMBbI U T.11.)

Camocmoamenvnasn paooma
Pabora ¢ xoHCIIeKTOM. BRINonHeHNe 3a1anuii mpakTudeckoii pabotsl. [loaro-
TOBKa pedepaToB

16

Pa3znen 3. TexnoJio-
MU 3alUThI JaH-
HBIX

Cooepircanue yuedbnozo mamepuana

46

Jlexyuu
1. TIpuHumns! Kpunrorpapuyeckoi 3amuThl HHGOPMaNH.
2. Kpunrorpadudaeckue anropuTMel.
3. TexHomornu ayTeHTHU(PHUKAINH.

Ilpakmuueckue 3anamus

CocraBieHHe ONCaHUs OCHOBHBIX KJIACCOB BUPYCOB

CucteMbl 00HApY)KEHHUS BTOPKCHHUN

KonndecTBeHHAs OIEHKA CTOMKOCTH MAPOIEHON 3aIIHTHI.

OnucaHue MeXaHM3MOB W TPHUHIMIIOB pabOThl CHCTEM INU(QPOBaHHUSA C
OTKPBITBIM KIIFOYOM.

Wzyuenne cranmapra kpunrorpadudeckoit 3ammtel AES (Advanced Encryption
Standart).

M3ydenne oTedecTBEHHBIX CTAHAAPTOB X3II-(PYHKITNH U I POBOI TOIITUCH.

18

Jlabopamopnuie 3anamusn
VYnpasneHue nonp3oBaTensIMU U UX npaBaMu goctyna B OC
Hcnonbs3oBanue nporpamMmsel Ethereal piist ananuza cereBoro tpaduka

Camocmoamenvnasn paboma
Pabora c koHcIekToM. BrimosnHenue 3apanuii npakrnieckoit padbotsl. [Toxaro-
TOBKa pedeparos

16

Pa3nen 4. TexnoJo-

Cooepircanue yuedonozo mamepuana

63

12




HanmeHnoBanue
pa3iesioB U TeM

Copaep:xanue y4eOHOr0 MaTepHaJia, NPpaKTHYecKUe U 1a00paTOpHbIe
padoThl, CAaMOCTOSITETIbHASL padoTa 00y4aroIHXCsl

0O0nem
JacoB

I'HH 3alUTHI MeXKce-
TEBOro 00MeHa JaH-
HBIMH

Jlexyuu

1. Oobecneuenne 6€30MaCHOCTH OMEPAITHOHHBIX CHCTEM.
TexHOIOTrN MEXCETEBBIX SKPAHOB.
OCHOBBI TEXHOJIOTHH BUPTYaJbHBIX 3aIIHAIICHHBIX ceTeil VPN.
3ammTa Ha KaHAJIbHOM U CEaHCOBOM yPOBHSIX.
3amuTa Ha ceTeBOM ypoBHe - mpotokon [PSEC.
Wudpactpykrypa 3anThl Ha IPUKIIaJHOM YPOBHE.
AHanu3 3alIMIIEHHOCTH U OOHApYyKeHUE aTak.

i il

MaCHOCTH.
9. TIlocTtpoeHue cucTeMbl aHTUBHPYCHOM 3aILUTHI KOPIOPATUBHOM CETH.

3amura 0T BUPYcoB. MeTo/bl ynpaBleHHsI CPeICTBAMH CETEBOH Oe30-

22

Ilpakxmuueckue 3anamusn

CkaHepbl 0€30TTaCHOCTH OTIEPAIIMOHHBIX CHCTEM.

CkaHepbl 0€30TTaCHOCTH CETEBBIX CEPBHUCOB U IPOTOKOJIOB

MesxceteBbie Skpanbl 1 GpuiIsTphl: Outpost Firewall Pro

KoMnoHeHTHI MexceTeBOro skpaHa. [onnTrka MeKCceTeBOro SKpaHUPOBAHHS.

3anauu, pemaemble VPN. TynnenupoBanue B VPN. YpoBHU 3aluIieHHbIX Ka-

HaJIOB. 3all[UTa JaHHBIX HA KaHAJIbHOM YPOBHE.

Opranuzanus VPN cpenctBamu npotokona PPTP. 3amuTa naHHBIX Ha CETEBOM

YpOBHE.

Opranmzanus VPN cpencramu C3U VipNet. Mcnosnp3oBanue nporokona [PSec

JUIS 3aIIUTHI ceTel. 3aluTa Ha TPAaHCIIOPTHOM YPOBHE.
Opraamzanus VPN cpencrsamu nporokona SSL B Windows Server.

Pacnipenenennble cuctemsl OOHapykeHHsl atak. CucTema OOHapyXEHHUs aTak

Snort.

22

Jabopamopnwvie pabomoi
Amnamus nporokoiioB Ethernet ARP, TCP, IP

Camocmoamenvnasn paboma
Pabora ¢ xoHCIIeKTOM. BRIMONHEHNE 3a1aHmit TpakTH4IecKoit paboTel. [Tomro-
TOBKa pedepaToB

17

Bcero:

278

2.4 Conep:xaHue pa3aejioB AU CHUNIMHBI
2.4.1 3aHsATHS JJEKIIHOHHOTO THIIA

Ne | HammenoBanmne
a | pazmena

ConeprxaHue pasena

®opma
TEKYIIEro
KOHTPOJIS

OcHOBBI HH-
(opmanuonnoi
0e30macHOCTH

[TonsiTre HalMOHAIBHOH OE30IACHOCTH.
WHTepecs! 1 yrpo3bl B 00J1aCTH HAIIMOHAILHOM Oe3onacHoCTH. Bimsiane
MPOLIECCOB
nH(popMaTH3anny 00IIECTBA HA COCTABIISIONINE HAIIMOHAIBEHON Oe30MacHo-
CTH M UX
COJIepKaHuUE.
WudopmanronHas 6€30MacHOCTh B CHCTEME HAIlMOHAJIBHOM 0e301macHo-
ctu Poccuiickoit denepanuu
OCHOBHBIE TIOHSATHSI, OOIEMETOA0JIOTHYECKUE TPUHIIMIIBI 00eCTIeYeHUsI NH-
(dopmarronHoii 6e3onacHocTd. HalmoHa bHbIe HHTEPECH! B MH(OPMAIHOH-
HOH cdepe. MicTrounnku u copepkanue yrpo3 B nHGpopMannoHHoit cdepe.
I'ocynapcTBenHas HHGOPMALIMOHHAS TTOJUTHKA
OCHOBHBIE TTOJIOXKEHUSI TOCYAaPCTBEHHON MH(POPMAaIIMOHHOW monuTHKn Poc-
cuiickoii deneparyu. [lepBoouepeHbIE MEPOIPHUSATHS 110 PEATU3AINH IOCY-
JTapCTBEHHOW IOJINTHKH 00ecnedeHns] HHPOPMAIIMOHHON 0€3011acHOCTH
Nudopmanus - Hanbosee EHHBII pecypc COBPEMEHHOT0 001IecTBa
[ousrue "undopmarmonHslil pecypc". Kiaccsl nHMOpMaHOHHBIX PeCypcoB
[Tpo6nembl HHPOPMAITHOHHON BOWHBI
NudopmanmonHoe opyxue u ero kiaccuukanus. MubpopmannonHas BoiHa
ITpobnems! nHOPMATMOHHOM 6€30MMaCHOCTH B chepe ToCy1apCTBEHHO-
T'0 ¥ MyHHAIIUTIAIBHOTO YIIPaBICHUS

WudopmanmonHble mporecchl B cdepe rocy1apCTBEHHOT0 U MyHHUIMITIAJIBHO-

Y, P
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ro ynpasiyieHus. Buapl nHpopmMaimu 1 HHGOPMALMOHHEIX peCypcoB B chepe
I'MY. CocrosiHre 1 TiepcrieKTUBBI HHPpopMaTu3auu chepsl [MY.
WNHpopManoOHHbIE CHCTEMBI
O6ume monoxenus. MHbopMmarmst kak mpoaykT. UH(pOpMaMOHHbIE YCIYTH.
Hcrounnku KoHPUISHIHATEHON HHPOPMAIUU B HH(POPMAIIHOHHBIX CHCTE-
Max.
MeToabI 1 MOZIEITH OLICHKHU YSA3BUMOCTH HH(OPMAIIUH
OMIMPUYECKUil MOAXO K OLEHKE ys13BUMOCTH MHpopMaruu. Cucrema ¢
TIOJTHBIM
nepekpbiTHeM. [IpakTiyeckas peanu3anust MOJEH «yrpo3a-3aluray.

IIpo6aembl uH-
dhopmanuonHoii

0e30IacHOCTH

OCHOBHBIE TTOHSATHSI U aHAJIU3 YTPo3 HH(POPMAIIMOHHOW 0€3011aCHOCTH.
OCHOBHBIE TTOHATHS 3aIIUTH HHPOPMaIMU 1 MHYOPMALIMOHHOW Oe30macHo-
CTH. AHaJN3 yrpo3 HH(POPMAIIMOHHOW 0€3011aCHOCTH.

[Ipo6mems! mHGOPMAITOHHOH 0€30ITaCHOCTH CETEH.

Bgenenmne B ceTeBoit HHPOPMAMOHHBI 00MEH. AHAJIN3 YyTpO3 CETeBOMH
6e3omacHoctr. Obecneuenne NHGOPMAITHOHHON 0€30IIaCHOCTH CETeH.
INonurtuka 6e30macHOCTH.

OCHOBHBIE TOHATHS NOTUTHKH Oe30macHoCTH. CTPYKTypa IOJIUTHKH 0e30-
NAaCHOCTH OPraHH3aLHH.

CrannapThl HHPOPMAIIMOHHOW OE30MACHOCTH.

Ponb cranpaproB nHGopManmoHHOH Oe3omacHocTH. Mex1yHapOoIHbIe CTaH-
JapThl HHGOpMaMOHHO 6e3onacHocTH. OTeueCTBEHHBIE CTaHIAPThI Oe30-
IIaCHOCTH I/IH(bOpMaIlI/IOHHI)IX TEXHOJIOT Ui

TexHoaoruu

3aIUThI JAHHBIX

[MpuHnune! kpuntorpaduueckor 3amuTsl HHGOPMALUH.
OCHOBHBIE TOHATHS KpuITOrpaduueckoi 3amutel uHpopMmanuu. CUMMeET-
pPUYHBIE KPUIOTOCHCTEMBI IMU(PPOBAHMA. ACHMMETPHUYHBIE KPUIITOCHCTEMBI
mudposanust. KoMOnHNpOBaHHAs KPUNTOCHCTEMA IU(PPOBAHUSA. DIEKTPOH-
Has u(poBast MOANNCH U PYHKINSA XIIIMPOBAHMU.

Kpunrorpadudeckue amropuTMsl.
Knaccudukanus kpunrtorpaduieckux anroputmMoB. CHMMETpPHYHBIE airo-
puTMBI U (POBaHUSA. ACHMMETPUIHBIE KPUIITOAITOPUTMBI.

TexHonorun ayTeHTUUKALNH.
AyTeHTU(HKALYS, aBTOPU3ALUS U aAMUHUCTPUPOBAaHHUE ACHCTBUI MOJIb30Ba-
Teneil. Meronpsl ayTeHTU(UKALUK, HCHONb3yomme napoiaun ¥ PIN-kosl.
Crporas ayreHTH(uKanus. buomerpudeckas ayTeHTUQHKaIMS T10JIb30BaTE-
a1,

TexHoaoruu

3aIIUTHI JAHHBIX

Obecnieuenne 6€30MaCHOCTH OTIEPALMOHHBIX CUCTEM.

[Tpo6nemsr obecnieuenus OezonacHocTd OC. ApXHTEKTypa MOJCUCTEMBI 3a-
muter OC.

TexXHOIOrMN MEKCETEBBIX IKPAHOB.

OyHKINN MeKCeTeBBIX 3KkpaHOB. OcoOeHHOCTH (QYHKIIMOHHPOBAHUS MEXCe-
TEBBIX 3KPaHOB Ha pa3NuyYHbIX YpoBHsX Moaenu OSI. Cxembl ceTeBoil 3auu-
THI Ha Oaze MO.

OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3aIIMIICHHBIX ceTeil VPN.

Konuemnust mocTpoeHHns BHUPTYalbHBIX 3amumieHHbIX cereii VPN. VPN-
pemeHus A MOCTPOSHMS 3aIlMIIEHHBIX ceTed. JIOCTOMHCTBAa NMPUMEHEHUs
TexHonoruii VPN.

3amuTa Ha KaHAIBHOM U CEaHCOBOM YPOBHSIX.

[Tporokonbl GOpMUPOBaHMS 3ALIUIICHHBIX KaHAJIOB HAa KaHAJIBHOM YpPOBHE.
ITpoTokonsl (opMHPOBaHUS 3AIMIIEHHBIX KAHAJIOB Ha CEAHCOBOM YpPOBHE.
3ammta OeCIIpPOBOTHBIX CETEH.

3amura Ha ceTeBoM ypoBHe - mpotokon IPSEC.

Apxurextypa cpeacts 6ezonacHocty [PSec. 3amuTa nepesgaBaeMbIX JaHHBIX
¢ nomouiso mpotokosnoB AH u ESP. IIpoTokon ynpasineHus KpUITOKIIOUYA-
miu IK E . Ocobennoctn peanusannu cpeacts [PSec

MHudpacTpyKTypa 3alIUTH HA IPUKIATHOM YPOBHE.

VYnpasienne uaeHTH(UKanueil u moctymoM. OpraHW3anus 3alIUIICHHOTO
YAAJEHHOTO AOCTyIa. YIPaBJICHUE TOCTYIIOM 110 CXeM€e OJJHOKPAaTHOTO BXOJa
¢ asropm3ammer Single Sign-On. IIporoxon Kerberos. Mudpacrpykrypa
yIpaBJieHUs! OTKpbIThIMU Kitouamu PKI.

AHayn3 3aIMIIeHHOCTH M 00Hapy)KeHHE aTak.
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Konuenuus aganTHBHOTO ynpaBieHHs 0€301acHOCTBI0. TeXHOIOrus aHaIu3a
3aMIMIIEHHOCTH. TexXHOMornn 0OHapyKEeHHS aTak.

3amuTa OT BUPYCOB. MeTObI YNIPaBICHUsS CPEACTBAMHU CETEBOM Oe30macHo-
CTH.

KomnrproTepHpie BUPYCHl B MPOOIEMBI aHTHBHPYCHOW 3aIUTHL.. AHTHBHPYC-
HBIE IPOTPAMMBbI X KOMITIEKCHI

ITocTpoeHne cucTeMbl aHTHBHPYCHON 3aIUTHI KOPIIOPATHBHOM ceTH. 3a1aun
YIpaBJICHUsI CUCTEMOIl ceTeBOW 0e30macHOCTH. ApXUTEKTypa YyIpaBiIeHUsS
CpeIICTBAMU CETeBOH 0€30MaCHOCTH.

2.4.2 3aHATHSA CEMUHAPCKOI0 THIIA
— HE NIPENYCMOTPEHBI

2.4.3 IlpakTuyeckue 3auaTus (JlaboparopHble 3aHATHSI)

Ne
a

HaumeHnoBaHue
pa3zaena

Copneprxanue pasziena

dopma
TEKYILETO
KOHTPOJISt

OcHOBBI HH-
(popmanuonHoi
0e30macHOCTH

[TonsiTre HAIMOHAIBHOM OE30MTACHOCTH.
WuTepecs! u yrpo3sl B 001aCTH HAITMOHATBHON Oe3omacHocTH. Brstame
MPOLIECCOB
nH(popMaTH3annH 00IIECTBa Ha COCTABIISAIONINE HAIIHOHAIBHON Oe30MacHo-
CTH M UX
COJICpIKaHue.
WudopmanmonHas 6€30macHOCTb B CUCTEME HallOHAJIbHOW Oe30IacHo-
ctu Poccuiickoit denepanuu
OCHOBHBIE TIOHATHSI, OOIEMETOA0JIOTMYECKUE TPUHIIUIIBI 00ECTIeYeHUsI NH-
(dopmarronHoii O6ezonacHocTH. HalmoHaabHbIe HHTEPECH! B MH(OPMaIHOH-
HOW cepe. VICTOYHUKH U colepKaHue yrpo3 B HHPOPMAIMOHHOU cdepe.
locynapcTBenHas HTHGOPMALMOHHAS TTOJTUTHKA
OCHOBHBIE TTOJIOXKEHUS TOCYAAPCTBEHHON HH(POPMAIIMOHHON TonuTHKN Poc-
cuiickoit deneparyn. [lepBoodepeaHbIe MEPOIPHATHS IO peasTH3aluy rocy-
JapCTBEHHOW MOJINTHKH 00ecneyeHnsI HHPOPMAIIMOHHOH 0€3011acCHOCTH
Nudopmanus - Hanbosee NEHHBIH pecypc COBPEMEHHOT0 00IIeCTBa
[onsarue "undopmanmnoHHbIN pecypc". Kiacchl nHMOPMAMOHHBIX peCypcoB
[Tpo6aembl nHGDOPMAIIMOHHOHN BOHHBI
Hudopmanmonnoe opyxue u ero kiaccupukauus. HpopmannonHas BoliHa
[TpoGnemb! nHGOPMaAIMOHHOH Ge30macHOCTH B chepe rocynapCcTBeHHO-
IO U MYHHIUITAIEHOTO YIIPABICHUS
WudopmanmonHsie nporeccs B chepe rocyJapcTBEHHOr0 ¥ MyHUIIMIAIbHO-
ro ynpaeinenusi. Buibl nndopmannm n nHGOpMaIMOHHBIX PeCypcoB B cdepe
I'MY. Cocrosiaue u nepcrekTuBEl nHpopMatuzanuu chepst IMY.
NudopmannoHHbIe CHCTEMBI
O6mue nonoxenust. apopmarys kak npoxykT. MHbopMamoHHbIe yCITyTH.
Hcrounnkn koHOUICHINATBHON HHGOpManny B MHPOPMAITMOHHBIX CHUCTE-
Max.
MeTo/bI ¥ MOZIEIIH OLEHKH YS3BUMOCTH HH(OPMAINN
OMIUpUYECKUN TOAXO0 K OIIeHKE YSI3BUMOCTH HHpopManuu. Crucrema ¢
TMOJIHBIM
nepexpeITHeM. [IpakTHueckas pealn3aris MOJIENH «yTrpo3a-3aIiuTa.

T, npak-
THYECKas
pabora

IIpo6aembl UH-
(popmanmonHoi

0e30macHOCTH

OCHOBHBIE TIOHSTHSI U aHAJIU3 YTPOo3 HH(POPMAIIMOHHOW 0€301IaCHOCTH.
OCHOBHBIE TTOHSATHSI 3aIIMTHI HHPOpPMaIMU 1 HHYOPMAILOHHOW Oe30macHo-
cTH. AHaIN3 yrpo3 HHPOPMAMOHHOI 6€301MacHOCTH.

[Ipo6memsl HHGOPMAITOHHOH 0€30ITACHOCTH CETEH.

BBenenue B ceteBoit nHPpOpMaNMOHHBII 00MEH. AHAIN3 yTrPpo3 CETEBOH
6e3omacHoctu. Obecrniedenne NHGOPMaMOHHOH 0€30MaCHOCTH CETEH.
[Nonuruka 6e3omacHOCTH.

OCHOBHBIE TOHATHSI NOIUTHKK Oe30omacHocTh. CTPYKTYpa IOJIUTHKY 6e30-
MACHOCTH OPTaHHU3aIHH.

CrannapTel HHOPMAIMOHHON OE€30MIaCHOCTH.

Pone crargapToB nHpOpMaImonHoH 6e3omacHocT. MeXXTyHapOAHBIEe CTaH-
JapThl HHPOpMaIMoHHOH O0e3onmacHocTH. OTeueCTBeHHBIE CTaHAAPTHI 0e30-

T, npak-
THUYCCKas1
pabota
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IMaCHOCTHU I/IH(l)OpMaIlI/IOHHLIX TEXHOJIOTUI

TexHoJOruu

3aIIUThI JaHHbIX

[MTpunnune! kpuntorpaduueckor 3amuTsl HHGOPMALIUH.
OCHOBHBIE TOHATHS KpHUINTOTpaduIeckor 3amuThl uHPopMaruu. CHMMET-
pUYHBIE KPUOTOCHCTEMBI IMU(PPOBAHUA. ACHMMETPHUYHBIE KPHIITOCHCTEMBI
nmdpoBanusa. KomOnHMpoBaHHAsS KpUNTOCHCTEMA MU(PPOBAHUA. DJICKTPOH-
Hast Tu(poBast MOANUCH U QYHKIHS XIIMIAPOBAHSL.

Kpunrorpaduaeckue anropuTMsl.
Knaccudukanus kpunrorpadpudeckux anropuTtMoB. CHMMETpPHYHBIE alTo-
puTMBI U(POBaHUS. ACUMMETPUYHBIE KPUIITOAITOPUTMEL.

TexHonorun ayTeHTUUKALNH.
AyTeHTU(UKALYS, aBTOPU3aLUS U aAMUHUCTPUPOBAHHE NSHCTBUH MOJIb30Ba-
Teneil. Meronsl ayTeHTH(UKALUK, HCHONb3yomue napoiarn u PIN-kossl.
Crporas ayreHTH(uKanus. buomerpudeckas ayTeHTU(HKAIMS T0JIb30BaTe-
JISL.

T, npak-
THUYECKas
pabora

TexHogoruu

3AaIIUThI JaHHbIX

OobecrnieueHne 0€30MaCHOCTH ONEPAIMOHHBIX CHCTEM.

IIpoGmemsl obeciedenns 6e3omacHocTH OC. ApPXUTEKTypa MOJCHCTEMBI 3a-
Tl OC.

TexXHOMOTHN MEKCETEBBIX IKPAHOB.

OYHKIIUN MEKCETEBBIX AKpaHOB. OCOOCHHOCTH (PYHKIIMOHUPOBAHHUSA MEKCe-
TEBBIX 3KPaHOB Ha pa3IU4YHbIX YpoBHsX Moaenu OSI. CxeMbl ceTeBoi 3amiu-
THI Ha 0aze MO.

OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3alIMIICHHBIX ceTeil VPN.

Konuemnus mocTpoeHHs BHUPTYanbHBIX 3amumieHHbx cereif VPN. VPN-
pemeHus A MOCTPOSHMS 3aIlUINEHHBIX ceTed. JIOCTOMHCTBAa NMPUMEHEHUs
TexHonoruii VPN.

3amurTa Ha KaHAJIBHOM U CEaHCOBOM YPOBHSIX.

IIpoTokonbsl GOPMUPOBAHUS 3AIMUIICHHBIX KaHAJIOB HAa KaHAJbHOM YPOBHE.
IIpoTokonsl (opMHUPOBaHUS 3AIIMINCHHBIX KAHAJIOB Ha CEAHCOBOM YpPOBHE.
3ammTa 6eCIpPOBOIHBIX CETEH.

3amuTa Ha ceTeBOM ypoBHe - mpoTokon IPSEC.

Apxutekrypa cpencts 6e3onmacaoctr [PSec. 3amura nepegaBaeMbIX JaHHBIX
¢ nomobto nporokonoB AH u ESP. IIporokon ynpaBieHus: KpUNITOKIIOYa-
mu IK E . OcobennocTu peanusanuu cpeacts IPSec

Wudpactpykrypa 3ainThl Ha IPUKIATHOM YPOBHE.

VYnpasnenne unaeHtudukanmeit u gocrynoM. OpraHuzanus 3allUIIEHHOTO
yAaJEHHOTO AOCTyHa. YIpaBJiIeHUE JOCTYIIOM 110 CXeMe OJJHOKPAaTHOTO BX0Ja
¢ asropuzanueii Single Sign-On. Ilporoxon Kerberos. Mudpactpykrypa
yIpaBIeHUs OTKPHITHIMU Kifouamu PKI.

AHanu3 3alMIIEeHHOCTH ¥ O0HAPYKeHHE aTaK.

Konnennus aganTHBHOTO ynpaBiIeHus 0€301acHOCTBI0. TEXHOIOTHs aHaIn3a
3aIIMIIECHHOCTH. TeXHOJIOrny 0OHapy>KEHNUS aTak.

3amuTa OT BUpYCOB. MeTo/bI yIpaBieHUs] CPEACTBAMU CETEBOM Oe30macHo-
CTH.

KommbroTepHble BUPYCHl U MPOOJIEMBl aHTUBUPYCHOHM 3aIIUTHL. AHTHBHpPYC-
HBI€ TIPOTPAMMBI U KOMIUIEKCHI

ITocTpoeHne cucTeMbl aHTUBUPYCHOI 3aIIUTHI KOPIIOPATUBHON CETH. 3aaun
YIOpaBIEHUS] CHCTEMOH ceTeBOW 0e30MacHOCTH. APXMTEKTypa YIpaBICHUS
CpeIICTBAMH CETeBOH 0€30MaCHOCTH.

T, npax-
THYECKas
pabora

2.4.4 Conep:kanue camocrosiTesibHOM padoTsl (IIpumepnas temaruka pede-

paToB)

1. BupryasibHbI€ YaCTHBIE CETH.

2. CaoiicTBa BUPYCOB, (ha3bl HCIIOJIHEHHUS BUPYCa, OCHOBHBIE TIOJXOAbI K KIaccupu-

Kallil KOMIIBIOTCPHEIX BUPYCOB.

3. TNomumopdHbIE U CTEIC-BUPYCHI

4. Mopens 3anutel Knapka-Buncona
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5. Mogensb 3amutsl banna-Jla [agymnst

6. IloHsATHE N30IMPOBAaHHON IPOrPAMMHOM CPEibl, YCIOBUS CO3AaHUS U30JIUPOBAH-
HOM MPOTrpamMMHOU cpenbl. [I0TeHIIMantbHO BO3MOXKHBIE 3JI0YMBIIIJICHHBIE IEUCT-
BUSI

7. TlonsiTue QyHKIIMU XAIIUPOBAHUS, TAUIKECT COOOIIEHNUS, CBOMCT-Ba HEOOpaTH-
MOCTH, PACCEMBAHUS U UyBCTBUTEIBHOCTH K U3MEHEHUSAM

8. IlpuHIMn QyHKIIMOHUPOBAHUS ACUMMETPUYHBIX KpUnTOocucTeM, OYHKIIMOHAb-
Hasi CXeMa B3aUMOJICUCTBUS YHACTHUKOB ACUMMETPUYHOTO KPUMITOTPahUIECKOTO
oOMeHa

9. TloHsATHE OIHOHANPABICHHON (YHKIUU, IPUMEPHI OHOHA-IIPABJIECHHBIX (PYHK-
U, UIMEIOIIMX OOJIBIIOE 3HAYEHUE ISl KpUnTorpadpuu (1eI0UYncIeHHOEe YMHO-
KEHUE, MO-1yJIbHas SKCIIOHEHTA)

10. ®yHK1IIMOHATbHAS CXEMa B3aUMOJECHCTBHS YYaCTHUKOB CUMMET-PUYHOTO KPUIITO-
rpaduueckoro oomena. Hengoctatku cMMMETPpUYHBIX KPUITOCUCTEM

11. IlIndposanue meronamu nepectanoBku. Cyts Metoaa. lludpyro-mue Tabauisl,
METOJ MPOCTOI NEPECTAaHOBKH, IEPECTAHOBKH 110 MapuipyTaM ['amMmuinbTOHA

12. AnroputMbl paboThl TEHEPATOPOB MICEBIOCTYYaHbIX uncen (Meroa pon Helima-
Ha, TUHEUHBIN KOHTPYIHTHBIA METOT).

2.4.5 IlepevyeHb Yy4eOHO-METOAUYECKOT0 O0ecTiedeHusl JI CAMOCTOATEIbHOM
padoThI 00Yy4YAKOIIMXCH M0 JUCHUILJINHE
CamocrosaTenpHass paboTa yuyaumuxcs sABIseTcs BakHeWmed (opmoit yudeOGHo-

BOCIIMTATENILHOT'O MPOoLECCa.

OcHOBHast 1eJlb CaMOCTOATEIBbHOM pabOThl MNpPU U3YYEHUHU JUCHUIUIMHBI —
3aKpENUTh TEOPETUYECKUE 3HAHMS, MOJYUYEHHBIE B XOJ JIEKIMOHHBIX 3aHATHH, a TaKkKe
chopMHUpOBaTh MPAKTUUYECKHE HABBIKM IMOJTOTOBKM B OOJACTU TEXHUYECKUX CPEICTB
uH(pOpPMATU3AIIHIH.

CamocrosTenpHas pa60Ta yYdamuxcs B ITponecCe OCBOCHUA NUCIHHUINIMHBI BKIIFOYa-

eT:

- U3y4YECHHE OCHOBHOMW U JTOIIOJIHUTEJILHOU JIUTEPATYPHhI O IPEAMETY;

- U3y4eHue (KOHCIEKTHUPOBAHHE) BOMPOCOB, BBI3BIBAIOIIMX 3aTPYIHEHUS MPU HX
WU3Y4YECHUU;

- paboTy € NEKTPOHHBIMH Y4eOHBIMU PECYPCAMU;

- U3y4YEHHUE MaTEepUaOB IIEPUOINYECKOM MTeUaTH, MHTEPHET PECYPCOB;
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- IOATOTOBKY K TCCTUPOBAHUIO,

- IOATOTOBKY K MPAKTUUECKUM (71a00PaTOPHBIM) 3aHSATHUSM,

- BBITIOJTHEHHE JIOMAITHUX 3aJaHUM,

- IOATOTOBKY pedepaTta (0KiIaa, 3cce) Mo OJHON U3 TeM Kypca.

Ha camocTrosiTenpHyt0 paboTy CTYA€HTOB OTBOJUTCA 65 4acOB y4eOHOTO BPEMEHH.

HaumeHnoBanue pazaeia, TEMbI

HepequL y‘{e6HO-MeTOZ[I/I‘{eCKOFO obecrieueHus JUCHUITIIINHEI 110
BBIMIOJIHEHUIO CaMOCTOSITEILHOM pa6OTBI

TTousTre HanMOHAILHON O€30aCHOCTH.

3anka, A. KomnerotepHas 6e3onmacuocts / A. 3auka. - M. : Pu-
mot Kimaccuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

WudopmannonHas 6€301aCHOCT B CHCTE-
M€ HallMOHAJIbHOM Oe3omacHoctr Poccuii-
ckoil denepauuu

3anka, A. KommerotepHas 6e3onmacuocts / A. 3auka. - M. : Pu-
mot Kimaceuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

I'ocynapcrBenHast HHGOPMAIMOHHAS T10-
JIUTHKA

3anka, A. KomneroTepHas 6e3omnacHocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Wudopmanus - Hanbosiee NEHHBIH pecypc
COBPEMEHHOTO O0IIIeCTBa

3anka, A. KomneroTepHas 6e3omacHocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DaekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

[Ipo6memsbr HHHOPMAITIOHHOH BOWHBI

3anka, A. KommerotepHas 6e3onmacHocTs / A. 3auka. - M. : Pu-
moxt Kimaccuk, 2013. - 160 c. - (KommeroTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DnekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

[Ipo6nemsl nHDOPMAITHOHHOH Oe30mmacHo-
CTHU B chepe rocyapcTBEHHOTO U MyHH-
LUNAIBEHOTO YIPaBICHUS

3anka, A. Kommerotepras 6e3onacHocTts / A. 3auka. - M. : Pu-
moxt Kimaccuk, 2013. - 160 c. - (KommeroTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DaeKkTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

WHdopmannoHHbIe CHCTEMBI

Kusies, B. be3zonacHocTs HHPOPMALIMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuns. - M. : HannonansHe1it OTKPBITEIH Y HH-
Bepcuter «MHTYUT», 2016. - 192 c. : ui. ; To xe [DnekTpoH-
HBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

MeTo/ibpl ¥ MOJIENHN OLICHKH YSI3BUMOCTH
nHpOpMALUU

Hesaun, [1.H. Moaenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM.
YupaBieHue Z0CTYIOM U HH()OPMAITMOHHBIMHU IIOTOKAMH.
[DnekTponHEIH pecype] : YaeOHbIe TOCOOUs — DIIEKTPOH. JaH.
— M. : T'opsiuas nunus-Tenekom, 2013. — 338 c. — Pexum
nmoctyna: http://e.lanbook.com/book/63235

OCHOBHBIC MTOHSTHUS U aHAIN3 YIPO3 HH-
(hopMarmOHHOW OE30MTaCHOCTH.

HessauH, [1.H. Mozgenu 6e301MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
VYrpasieHue JOCTYyIOM U HH()OPMAIIMOHHBIMA ITOTOKaMHU.
[DnekTponHEIi pecype] : YueOHbIe mocoOus — DIIEKTPOH. JaH.
— M. : T'opstuas muHus-Tenekom, 2013. — 338 ¢c. — Pexum
nmoctyna: http://e.lanbook.com/book/63235

[Ipo6rems! nHpOPMAITMOHHO Oe30macHo-
CTH CETEH.

3auka, A. Komnbsrotepnas 6e3onacHocTs / A. 3auka. - M. : Pu-
nmon Knaccuk, 2013. - 160 c. - (Kommbrorep — 3T0 pocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

TTonuTrka 6€30aCHOCTH.

Kuses, B. bezonacHocTs HH(OPMAIMOHHBIX CUCTEM : Kypc / B.
Kuses, O. I'pannuus. - M. : Hannonansusiit OTKpBITEI YHE-
Bepcuter «MHTYUT», 2016. - 192 c. : ui. ; To xe [DneKTpoH-
HbIi pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

CrangapTsl H”HQOPMaMOHHO Oe30macHo-

Kuses, B. bezonacHocTs MHQOpPMAaIIMOHHBIX CHCTEM : Kype / B.
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CTH.

Kuses, O. I'pannuus. - M. : Hannonansusiit OTKpBITEIH YHU-
Bepcuter «MHTYUT», 2016. - 192 c. : mi. ; To xe [DnekTpoH-
HbIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

[puHIUIE KpUOTOTPahUIECKON 3aIIHUTHI
nHpOPMALINH.

3anka, A. Kommerotepras 6e3onacuocts / A. 3auka. - M. : Pu-
mot Kimaccuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Kpunrorpadudeckue anropuTMsl.

3anka, A. KommerotepHas 6e3omacuocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DnekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

TexHosornn ayTeHTH(UKAINY.

3anka, A. KomneroTepHas 6e3onacHocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DnekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Oo0ecrieueHne 0E30IACHOCTH ONEPALOH-
HBIX CHCTEM.

3anka, A. KommerorepHas 0e3omacHocTh / A. 3auka. - M. : Pu-
mont Kmaccuk, 2013. - 160 c. - (KommbioTep — 3T0 IpPOCTO). -
ISBN 978-5-386-06476-1 ; To e [DnexTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

TexHOIOrNN MEKCETEBBIX OKPaHOB.

Jlanonuna, O.P. [IpoTokonsl 0e30macHOTO CETEBOTO B3aWMO-
neticteus / O.P. JlamonuHa. - 2-e u3n., ucnpas. - M. : Hammo-
HanbHbIA OTKpeITEIH YHUBepcuTeT «MHTYUT», 2016. - 462 c.
- (OcHOBBI MHPOPMALIMOHHBIX TEXHOJIOTHIT). - BuOnuorp. B KH. ;
To Ke [DnexTpoHHBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

OCHOBBI TEXHOJIOTMH BUPTYaJIbHBIX 3alllU-
meHHbIxX cereir VPN.

Jlamonuna, O.P. IIpoTokosibl 6€30mMacHOr0 CEeTeBOro B3auMO-
neiicrBus / O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : Hanuo-
HanbHBIH OTKpBITEIN YHUBepcuter « MTHTYUT», 2016. - 462 c.
- (OcHOBBI MHPOPMALIMOHHBIX TEXHOJIOTHIT). - bubinorp. B KH. ;
To xKe [OnexTpoHHbII pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

3amuTa Ha KaHAJIBPHOM M CEaHCOBOM YpOB-
HAX.

Jlanonuna, O.P. [IpoTokonsl 0€30macHOTO CETEBOTO B3aWMO-
neticteus / O.P. Jlamonwna. - 2-e u3n., ucnpas. - M. : Hammo-
HanbHbIA OTKpbITEI YHUBepcuteT «MHTYUT», 2016. - 462 c.
- (OcHOBHI HH(OPMANIMOHHBIX TEXHOJOTHH). - Bubmuorp. B KH.
To xKe [OnexTpoHHbII pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

3amuTa Ha CETEBOM YPOBHE - IMPOTOKOI
IPSEC.

Jlamonuna, O.P. IIpoTokoJsibl 6€30MacHOTO CETEBOTO B3aMMO-
neiicrBus / O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : Hanuo-
HanpHBIH OTKpBITEIN YHUBepcuter « MTHTYUT», 2016. - 462 c.
- (OcHOBBI HH(OPMAIMOHHBIX TEXHOJIOTHil). - Bubmnorp. B KH.
To Ke [DnexTpoHHBIH pecypc]. - URL.:
//biblioclub.ru/index.php?page=book&id=429094

Wudpactpykrypa 3amuThl Ha MPUKIATHOM
YpOBHE.

Jlanonuna, O.P. [IpoTokonsl 0€30macHOrO CETEBOTO B3aWMO-
neticteus / O.P. Jlamonwuna. - 2-e u3n., ucnpas. - M. : Hammo-
HanbHbIH OTKpeITEIH YHUBepcuTeT «MHTYUT», 2016. - 462 c.
- (OcHoBHI HH(OPMANIMOHHBIX TEXHOJOTUN). - BUbmuorp. B KH.
To xKe [DnexTpoHHBII pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

Anamus 3alllMIICHHOCTH H O6Hapy)KGHI/IG
aTak.

3anka, A. KommerorepHas Oe3omacHOCTh / A. 3amka. - M. : Pu-
nmon Kmaccuk, 2013. - 160 c. - (KomnbioTrep — 3T0 mpocToO). -
ISBN 978-5-386-06476-1 ; To xe [DnexTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

3amuTa 0T BUPYCOB. METO/Ibl yIpaBiIeHHs
CpEeACTBAMH CETEeBOI 6€301MacHOCTH.

3auka, A. KomnbrorepHas 6e3omacHocth / A. 3auka. - M. : Pu-
mon Kmacenk, 2013. - 160 c. - (Kommpiorep — 3T0O mpoCTO). -
ISBN 978-5-386-06476-1 ; To xe [DnexTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

IToctpoenune cuctemMbl aHTUBHUPYCHOW 3a-
LIUTHI KOPIIOPATUBHOM CETH.

JessauH, [1.H. Monenu 6e30mMacHOCTH KOMIBIOTEPHBIX CHCTEM.
YnpaBnenue JOCTYynmoM U HMH(OOPMAIMOHHBIMH TOTOKaMH.
[DnexTponHsIi pecypc] : YuebHble mocoOust — DIIEKTPOH. JaH.
— M. : T'opsiuag nunus-Tenexom, 2013. — 338 c¢. — Pexum

19




| | nocryma: http://e.lanbook.com/book/63235

Kpome nepeuncieHHbIX HCTOUHUKOB YYaIIMICs MOXKET BOCIIOJIb30BATHCS MOUCKO-
BBIMH CHCTEMaMH ceTU VIHTEpHET 110 TeEMe CaMOCTOSITENIbHON paboTHI.

Hauanom opranuzanuu ar000ii caMOCTOSATETEHON pabOThI TOIKHO OBITh IPUBUTHE
HABBIKOB U YMEHUH I'PpaMOTHOM pabOThI ¢ y4eOHOUM 1 HAyYHOU JTUTEPATypOid. DTOT IIPo-
1ecc, B IEPBYIO OYEPE/lb, CBSA3AH C HAXOXKIEHUEM HEOOXOIMMOM ISl YCIIEIITHOTO OBJIajIe-
HUSl y4eOHBIM MaTEpUAIOM JTUTEPATYpPOH. Yyaluiics JOIKEH YMETh MOJIb30BaThCsl POH-
JamMu OUOJIMOTEK U CIPABOYHO-OMOIHOrpapUUIeCKUMU U3JaHUSIMU.

3 OBPA3OBATEJIBHBIE TEXHOJIOTUH

Jliis oOydeHusi opraHu3aiiy aIMUHUCTPUPOBAHUSI KOMIBIOTEPHBIX CHUCTEM Ipe-
JyCMAaTPUBAETCSl HCIOJIb30BAaHUE B YYEOHOM IMpOIlEcCCe AKTUBHBIX M HHTEPAKTHUBHBIX
dbopM MpoBeeHHUs ayJUTOPHBIX W BHEAYAUTOPHBIX 3aHATHUN C LETBI0 (OPMUPOBAHUS U
pa3BUTHUS TPOPECCUOHATHLHBIX HABBIKOB 00YYaOIINXCA.

B npouiecce 00ydeHus: mpUMEHSIOTCS 00pa30oBaTEIbHbIE TEXHOJIOTUU JIMYHOCTHO-
JEATeTbHOCTHOTO, Pa3BUBAIOIIETO M MpoOieMHOro obyuenus. OOs3areneH jgabopaTop-
HBI MPAKTUKYM MO pa3jiejaM JIUCHUTIINHBIL.

B ydueGHOM mporiecce HapsAIy ¢ TPaAUIIMOHHBIME 00pa30BaTENbHBIMHI TEXHOJIO-
TUSIMU MCTIOJIB3YIOTCS KOMITBIOTEPHOE TECTUPOBAHUE, TEMATUYECKHUE NTPE3EHTALlUH, UH-

TCPAKTHUBHBIC TCXHOJIOTHUH.

3.1 O0pa3oBaTte/ibHbIE TEXHOJOTMH NIPH NPOBEJICHUHU JECKIMH

Tema Bupsl npuMeHseMbIX 00pa3oBaTeNbHBIX Koun-Bo 1acos
TEXHOJIOTHI
OcHoBbl uHpOPMANMOHHOI 0e30- TexHosorus pa3BUBaroLIero 00y4eHus 20(8)
NACHOCTH AyAnOBU3yaJIbHBIC TEXHOJIOTUH
IIpo6aembl HHpOPMALIMOHHOI 10(4)
TexHoIOrNs pa3BUBAIOLIEr0 00Y4EHUSA
OezomacHoOCTH
AyanoBU3yalbHbIC TEXHOJIOTUH
Texno0ruu 3aMMTHI IAHHBIX TexHoOrNs pa3BUBAIONIEr0 00Y4YEHUSA 8(4)
AyanoBu3yalbHbIC TEXHOJIOTUH
Texno0ruu 3aMMTHI TAHHBIX TexHoOrNs pa3BUBAIONIEro 00y4YeHUs 22(12)
AynnoBu3yallbHble TEXHOJIOTUH
2
Bcero 60(28)

3.2 O0pa3oBaTe/ibHbIE TEXHOJOTMHU NPH NMPOBEICHUU NPAKTHYECKHUX M J1a00-
PATOPHBIX 3aHATHH

Tema Busr npuMeHsieMbIx 06RaBOBaT€J'II)HBIX Kon-Bo uacos
TEXHOJIOTHIA
OcHoBbl uH(pOpMaIUOHHOIH 0e30- TexHOJI0THs pa3BUBAIONIETO O0yUYESHHS 84)
MaCHOCTHU AYJII/IOBI/I?;yaJ'[BHBIe TEXHOJIOTHUHN
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IIpo6aembl HHGOPMALIOHHOMH 12(4)
TexHoJIOrNs pa3BUBAIONIEr0 00y4CHUSA

Oe3omacHoCTH
AynuoBU3yabHbIE TEXHOIOTHH

TexHOIOTHHM 32IMMTHI TAHHBIX TeXHOJIOTHS pPa3BUBAIONIETO 00YICHHUS 18(10)
AynuoBu3yasbHbIE TEXHOJIOTHH

TexHOI0THHM 32IMMTHI TAHHBIX TeXHOJIOTHS Pa3BUBAIONIETO 00YICHHUS 22(12)

AynnoBHU3yallbHbIE TEXHOJIOTHA

Bcero 60(30)

4 YCJOBMUS PEAJIM3AIIMA ITPOT'PAMMbBI YYEBHOM JUCIIATLIIN-
HbI
4.1 MaTtepuajibHO-TeXHHYecKasi 0a3a, HeoOXoauMAs ISl OCYLIIECTBJIEHHUS 00-
Pa3oBaTeJbHOIO NpoLecca 1o TUCHHUILIHHE
Peanuzanus yuebHoi mucturminnbl «IIporpamMMmHaoe o0ecrieueHre KOMITbIOTEPHBIX

CeTeil» OCYIIECTBISIETCS B CHEIMAIbHO 000PYAOBAHHBIX KaOUHETax.

1. JlaGoparopusi mporpaMMHO-aNmapaTHOM 3amUThl OOBEKTOB CETEBOM HH(pa-
CcTpykTypbl (M23) BKIIOYAET: JOCKa HMHTEPAKTUBHAs, KOMIbIOTEP, MOHUTOpPHI — 30,
MYJIbTUMEIUANIPOEKTOP, KOMIBIOTEPHBIM  CTOJI, HAIJISIAHBIE TOCOOusA, Yy4eOHO-
METOJIMYECKHE MaTepHalIbl, Tocka yueOHasi, BbIxo/ B IHTepHeT.

4.2 IlepeyeHb HEOOXOAMMOTI'0 IPOrPAMMHOI0 00ecIeYeHUs
1.7-zip (uuen3us Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reade (munensus -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (nuuensus -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (nuuensus - http://www.openoffice.org/license.html)

5. Free Commander (JTureH3us -
https://freecommander.com/ru/%d0%bb%d0%b8%d 1 %86 %d0%b5 % d0%bd %ed0%b7%d
0%b8%d1%81/)

6. Google Chrome (nuueH3us -
https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cBOO0AHOM JOCTYTIE)

8. Mozilla Firefox (siutiensus - https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cB0O601HOM JOCTYTIE).
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5 IEPEYEHb OCHOBHOH " IEOHOJIHHTEJILHOFI YYEBHOM JINTE-
PATYPbBI, HEOBXOIUMOMU JIUIAA OCBOEHUA AUCHUIIJINHBI

5.1 OcHoBHas JuTEpaTypa
1. BacunskoB A. B. MadopmalimoHHbIe CUCTEMBI U BX 0€301TaCHOCTD : Yu4eOHOe

rmocooue / A. B. Bacunbkos, A. A. Bacunekos, 1. A. BacunskoB. — M. : DOPYM,
2015. — 528 c.: mn. — (IIpodeccuonansuoe obpazoanue). — ISBN 978-5-91134-289-0.

2. Kuses, B. bezonacnocts nH(popManoHHsix cucteM : Kypc / B. Kuses, O.
['pannuns. - M. : Hanmonaneusiii OTkpeITeIl YHUBEpcuTeT « AHTYUT», 2016. - 192
c. : wi. ; To xe [DnekTpoHHsIil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=429032

3. 3amka, A. KomnberorepHas 6e3omacHocTb / A. 3auka. - M. : Punon Knaccuk,
2013. - 160 c. - (Komnerotep — 310 mipocTo). - ISBN 978-5-386-06476-1 ; To xe
[OnekTponHsblii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=227317

4. lesinun, I1.H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM. Y IIpaBJICHUE
JOCTYTIOM ¥ MH()POPMAITMOHHBIMU TTOTOKaMH. [ JIEKTPOHHBIN pecypc] : YueOHble mo-
cobust — DnekTpoH. AaH. — M. : 'opsiuast nunus-Tenekom, 2013. — 338 c. — Pexum
nocrtymna: - URL: http://e.lanbook.com/book/63235

5. Jlanonuna, O.P. IIpoTtokomnsl 6e30macHoro cereBoro Bzaumoeiictaus / O.P.
JlanonuHa. - 2-e u3a., ucnpas. - M. : Haunonaneusiii OTKpsIThIN Y HUBepcuTeT « MH-
TYUT», 2016. - 462 c. - (OcHOBBI HHPOPMAIIMOHHBIX TEXHOJIOTHH). - Bubmauorp. B kH.
; To ke [DnexrponHslil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&1d=429094

5.2 lonosiHUTEILHAS JIUTEpPATYypa
1. MbiiBona, O. besonacHocTh ceteit / 3. MbiiBona. - 2-e usa., uctp. - M. : Ha-

unoHanbHbld OTKpbITEIN YHUBepcuteT «MHTYUT», 2016. - 572 c. : cxem., ui. ; To
ke [DnexkTponHsiil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=429035

2. Ilapes, P.IO. Teopernueckue ocHoBbI nHpopmaTuku : yueoHuk / P.1O. Ila-
peB, A.H. Ilynkos, B.B. Camapun u ap. . - Kpacnosipck : Cubupckuii penepanbHbIii
yHuBepcurteT, 2015. - 176 c. : Tabin., cxem., ui. - bubnuorp.: c. 140. - ISBN 978-5-
7638-3192-4 ; To ke [DIEKTpOHHBIN pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=435850
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3. IIpoxoposa, O.B. UadopmanronHas 6€30MacHOCTh U 3amuTa HHHOpMaIIy :
yueoHuk / O.B. [Ipoxoposa. - Camapa : CaMapckuii rocy1apCTBEHHbBIH apXUTEKTYPHO-
cTpouTenbHbIN yHUBepeuTeT, 2014. - 113 c. : Tabi., cxem., wi. - bubnuorp. B KH. -
ISBN 978-5-9585-0603-3 ; To e [DnexTponHslil pecypc]|. - URL:
http://biblioclub.ru/index.php?page=book&id=438331

4. ApremoB, A.B. UudopmarimonHast 6€301macHOCTD : KypcC JIEKITUi /

A.B. ApteMoB ; MexpernonaibHass AkajgeMusi 6€301aCHOCTH U B KUBaHUs. - Open :
MABUB, 2014. - 257 c. : Tabxa., cxeM. ; To ke [DaeKTpoHHBIN pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=428605

5. HapéxHoCTh MHPOPMAITMOHHBIX CUCTEM : JA0OPATOPHBIN MPAKTUKYM /
1O.1O. I'pomos, U.B. unpux, O.I'. IBanoBa u Ap. ; MuHuCTEpCTBO 00pa30BaHUs U
Hayku Poccuiickoit @enepannu, OenepaibHoe ToCyJapCcTBEHHOE 00 HKETHOE 00paso-
BaTeJIbHOE YUPEXKICHNE BBICIIETO TpodeCcCHOHAIBHOTO 00pa3oBanus « TamOoBCKui
rOCyIapCTBEHHBIN TEXHUYECKUN yHUBEpPCUTET». - Tam60B : U3gaTensctBo ®T'BOY
BIIO «TI'TY», 2015. - 113 c. : nn.,ta0dn. - bu6n. B k1. - ISBN 978-5-8265-1436-8 ; To
e [ DIeKTpOHHBIN pecypc]. -

URL:http://biblioclub.ru/index.php?page=book &1d=444906

6. Opranusaius 6e30macHoi padOThl HHPOPMAIIMOHHBIX CUCTEM : YU4eOHOE MO-
cobue / FO.YO. I'pomos, FO.®. Mapremsbsanos, FO.K. Bykypako u ap. - Tam6oB : U3na-
tenbcTBO PT'BOY BIIO «TT'TY», 2014. - 132 c. : un. - bubnuorp. B kH. ; To xe
[OnekTpoHHBIN pecypc]. -

URL: http://biblioclub.ru/index.php?page=book&id=277794

5.3 Ilepuoanyeckue U31aHUA

1. Bectauk MockoBckoro Yausepcutera. Cepust 15. BeruncnurenbHas Mate-

Martuka u kubepHeruka. - URL:

http://biblioclub.ru/index.php?page=journal_red&jid=237323
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2. lnHoBanuu Ha OCHOBE MH(GOPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOIO0-
ruii. - URL: http://elibrary.ru/contents.asp?issueid=1438371.

3. Undopmartuka B mkone. URL:
http://dlib.eastview.com/browse/publication/18988/udb/1270.

4. Uudopmatuka u odbpazoBanue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

5. UudpopmaTuka, BBIYMCIUTENbHAS TEXHUKA U UHXKEHEPHOE 00pa3oBaHuUe. -
URL: http://elibrary.ru/contents.asp?issueid=1567393.

6. Meroauueckue BOMPOCHI MpernoiaBaHusi ”HOOKOMMYHUKAIIUNA B BBICIIECH
mkoiie. - URL: http://elibrary.ru/contents.asp?titleid=55718

7. Mup IIK. - URL:
http://dlib.eastview.com/browse/publication/64067/udb/2071.

8. OtkpsoiThle cuctembl. CYB/I. - URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071

9. IlporpamMHble TPOAYKTHI U cucTeMbl. - URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

10.  Computerworld Poccus. - URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

11.  Windows IT Pro / Re. - URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

5.4 Ilepeyensb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIUOHHOM CeTH
«/HTEpHET», HEOOXOAUMBIX JIJISI 0CBOEHMS TUCIUILJINHBI
1. OBC «Ynuepcurerckas 6udbnuorexka ONLINE : caiit. — URL:

http://biblioclub.ru/index.php?page=main_ub_red.

2. OBC uznatenncTBa «Jlanby : caift. - URL: http://e.lanbook.com.

3. DOBC «lOpaiit» : [paznen «BAILIA TTOJIMNCKA: ®ununan Ky6oIl'Y (r. CnaBsHCK-
Ha-Kybann)] : caiit. - URL: https://www.biblio-online.ru/catalog/E121B99F-
ESED-430E-A737-37D3A9E6DBFB.

4. Hayunas snextponHas Oubnmoreka «eLibrary.ruy» : caiit. — URL:
http://elibrary.ru/defaultx.asp.

5. bassl nannbix komnanuu «ct Brro» [paznen: [lepuonuueckue nznanus (Ha pyc-

ckoM s3bike)] : caiiT. — URL: http://dlib.eastview.com.
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6. ®enepanpHas nHGpOpManMoHHas cuctemMa «EnnHoe okHO nocTyna kK o0pa3oBa-
TeJIbHBIM pecypcam» : caidT. — URL: http://windowiedu.ru.

7. ®epnepanbHbIi HEHTP UH(DOPMALIMOHHO-00pa3oBaTesbHBIX pecypcoB (PLIUOP) :
caiit. - URL: http://fcior.edu.ru.

8. Enunas xomnekuus nudpoBbix 00pa3oBaTenbHbIX pecypcoB : caiT. — URL:
http://school-collection.edu.ru.

9. ®enepanbHbIi EHTP 00PA30BATEIBHOTO 3aKOHOJATENBCTBA : cailT. — URL:
http://www.lexed.ru.

10. DHnmknoneauyM : Duiukioneauu. Cnosapu. CrnpaBounuku // 9bC «YHuBepcu-

terckas oubnmuoreka ONLINEY : caitt. — URL: http://enc.biblioclub.ru/.
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6. METOJIMYECKUE YKA3AHUSI OBYYAIOLMMCSI 1O OCBOEHMIO
JUCLUTIJIMHBI

VYyamecs Ui TOTHOIEHHOTO OCBOCHHA Kypca «be3omacHocTs GpyHKIMOHHpPOBa-
HUSI HH(OPMAIIMOHHBIX CUCTEM» JTOJDKHBI COCTABIIATh KOHCIIEKTHI KaK IPHU MPOCTyIINBa-
HUM €r0 TEOPEeTUYECKOl (JIEKLIMOHHOM) YacTH, TaK U MPU MOATOTOBKE K IMPAKTUYECKUM
(ceMuHapcKkuM) 3aHATUAM. JKenaTenbHO, YTOOBI KOHCTIEKTHI JICKIIMKA U CEMHUHAPOB 3aITH-
CBIBAJIMCh B JIOTHYECKOM MOCIIEOBATEILHOCTH U3yUEHHsI Kypca U COAEPKAIUCH B OJHOM
TeTpaau. IT0 obecneunuT 0ojee MOIHYI0 MOATOTOBKY KaK K TEKYIIMM YYEOHBIM 3aHATH-
SIM, TaK U CECCHOHHOMY KOHTPOJIIO 3HaHUH.

CamocrodrenpHass paboTa yudaumuxcs fBIseTCS BakHeWmed (opmoil ydeOGHo-
MO3HABATEJILHOTO Mpouecca. Llenp 3aganuil A caMOCTOATENbHON pabOThl — 3aKPEeNUTh
U PaCUIMPUTH 3HAHUS, YMEHUS, HABBIKU, IPUOOPETEHHBIE B PE3YyJIbTaTe U3YUCHUS TUCITHU-
TUTMHBI, OBJIA/IETh YMEHHEM HCIOIB30BaTh TIOJTYyUCHHBIC 3HAHUS B MIPAKTHUECKOMN padoTe;
HOJYYUTh IMEPBUYHBIE HABBIKM MPO()ECCHOHATIBLHON AEATENbHOCTH IO YCTAaHOBKE, Ha-
CTpOWKE U OOCITY)KHBAHHUIO TEXHUYECKUX M MPOrPaMMHO-aNMapaTHRIX CPEICTB KOMITBIO-
TEPHBIX CETEH.

3amaHust ISl CAMOCTOSATENBHON pa0OTHI BBHITIOTHSIOTCS B MHUCHMEHHOM BHJE BO
BHEayJUTOpHOE BpeMmsi. Pabora 0MKHA HOCUTH TBOPUYECKUH XapakTep, IpU €€ OLEHKE
IperoiaBaTeNb B MEPBYIO OYepe/ib OILIEHHBAET 0OOCHOBAaHHOCTh M OPUTMHAIBLHOCTD BbI-
BOJIOB. B muceMeHHON paboTe 1o TeMe 3a/laHus YUalIuics TOJKEeH TIOJTHO U BCECTOPOH-
HE PacCMOTpPETh BCE aCMEKThl TEMbI, YeTKO C(HOPMYJINPOBATh U apryMEHTHPOBATh CBOIO
TIO3HIIMIO TI0 HCCIIEYEMBIM BOIIPOCAM.

OTueTsl 0 7a00PATOPHBIM M NMPAKTHYECKUM 3aHATHUSAM JIOJDKHBI COJCPKATh IMOJI-
HbIC OTBETHI HA MOCTABIICHHBIC 33aJ[aHMs, HEOOXOIUMBbIC TAOIUIIBI JOJKHBI OBITH 3armoJ-
HEeHBI. 3amuTa J1abopaTopHBIX paboT OyJeT BKIOYATh B CEOSI MPOCMOTP MHUCHbMEHHBIX
OTYETOB, YCTHBIN OIPOC.

Obwue npasuna 6binoIHEeHUSA NUCLMEHHBIX pabom

Ha nepBoMm 3aHSATHH CTYIEHTHI JOJDKHBI OBITH TPOMH(POPMHUPOBAHBI O HEOOXOIH-
MOCTH COOJTFO/ICHUSI HOPM aKaJeMHYeCKOH dTHKH M aBTOPCKHUX IMpaB B Xoje oOydeHus. B
4aCTHOCTH, TPEIOCTABIISAIOTCS CBEACHUS:

1. obmas uapopmarius 06 aBTOPCKUX MpaBax;
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2. IIpaBUJIa HUTUPOBAHNS,

3. npaBuiia 0pOPMIIEHUS CCBITIOK;

Bce nmeroniyecst B TEKCTE CHOCKH TILATEIBHO BBIBEPAIOTCS U CHAOXKAIOTCS «ajape-
camMm».

Henonyctumo BKIIIO4aTh B CBOIO PabOTy BBIAEPKKHU U3 pabOT APYrUX aBTOPOB O€3
yKa3aHHs Ha 3TO, MepecKa3blBaTh 4yXKyl0 paboTy OJIM3KO K TEKCTy 0€3 OTCHUIKU K HEeH,
MCIIOJIb30BATh UyKHUE MJeu 0e3 yKa3zaHusl NEPBOMCTOYHHMKOB (3TO KacaeTcs U uHpopma-
Uy, HaiiienHoil B iutepuere). Bee ciydau niiaruara A0HKHBI OBbITH UCKITIOYEHBI.

Crucok MCTOIb30BaHHOM JTUTEpaTyphl JOHKEH BKIIOUATh BCE UCTOUYHUKH UHPOP-
Maluy, U3yYeHHbIE U NMPOPA0OTAaHHBIE CTYJAEHTOM B IPOLIECCE BBIMOJIHEHUS padOThI, U
noikeH ObITh coctaBieH B cooTBerctBuu ¢ [[OCT P 7.0.5-2008 «bubnuorpaduyeckas
ccpuika. O6mume TpeOOBaHUS U TPABUIIAY.

Tpebosanus k nanucanuio pegpepama

Pedepar mo maHHOMYy Kypcy SBIISE€TCSA OJHUM W3 METOJOB OpraHU3allUd CaMo-
CTOSITENTLHOM pabOTHI.

Tembl pedepaToB SBISIOTCS TOMOTHUTEIBHBIM MaTEPUATIOM ISl U3YUEHHUE TaHHOM
JTUCIUIUIMHEL. Pedepat orieHnBaeTcs B 0JIMH OaJljl B OLIEHKE UTOTO YK3aMeHa

Pedepat nomken ObITh MOATOTOBJIEH COTJIACHO TEME, MPEAIOKEHHON MperoaaBa-
teneM. Jlomyckaercs caMOCTOSATEIbHBIM BEIOOP TeMbl pedepara, HO MO COTrJIACOBAHUIO C
IPENnoJaBaTeIeM.

Jlns Hanucanus pedepara CTYACHT CaMOCTOSTEIBHO MOAOUpaeT UCTOYHUKU WH-
dbopManuu 1o BbIOpaHHOUW TeMe (JIuTeparypa yudeOHasi, mepuoanyeckas u HHTepHeT-
pecypchl).

O6nem pedepata — He meHee 10 cTpanun hopmarta A4.

Pedepar nomkeH uMeTh TUTYIBHBIN JIUCT, COAEPKAHHUE, TEKCT JOJKEH OBITh pas-
OUT Ha pa3zelibl, COTIACHO COACPKAHUIO, 3aKII0YEHHUE, CIIMCOK JIUTEepaTyphl (He MeHee 5
HMCTOYHUKOB).

O6cyxaenne TeM pedepaToB MPOBOJUTCS HA T€X MPAKTUUYECKUX 3aHATHUSAX, MO KO-
TOPBIM OHU PaCHpPEEIICHBbI.

Jloknan no Teme 1o pedepara He AomKeH npeBbimaTh 10 MunyT. BpicTynaronmii
JOJIKEH MOJATOTOBUTH KPaTKUE BBIBOJBI 110 TeMe pedepaTa i1l KOHCIEKTUPOBAHMSL.

Cnaua pedepaTa mpernoiaBaTero o0s3aTeIbHa.
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7 OHEHOYHBIE CPEACTBA JUISA KOHTPOJIA YCIIEBAEMOCTH
7.1 IlacnopTt GoHIAa OLIEHOYHBIX CPEJICTB

Ne KonTponupyemsle pasnesnsl (TeMbl) KoMeTerm HaumeHoBaHME OLIEHOYHOTO
n/n JUCIUTUTHHBI cpeacTBa
[onsATHe HaIMOHAIBEHOW OE30MTaCHOCTH. OK 1-9, TTK 3.1 IIpoBepka KOHCIIEKTOB,
MpaKT. paboTa, TecT
WudopmannonHas 6€30IacCHOCTh B CHCTEME HALIMO- ITpoBepka KOHCIIEKTOB,
HanbHOU O6e3omacHocTH Poccuiickoit denepannn OK 1-9,1IK 3.1 pakT. paboTa, TecT,
pedepat
Il'ocynapcTBeHHas nH(GOpManNOHHAS TTOJINTHKA OK 1-9, TIK 3.1 ITpoBepka KOHCIIEKTOB,
MpaKT. paboTa, TecT
WNudopmanus - Hauboree IEHHBIH pecypc COBPEMEH- OK 1-9. TIK 3.1 IIpoBepka KOHCIIEKTOB,
HOTO 00IIIeCTBa ’ ) MpakT. padboTa, TeCT
IIpo6iembl HHGOPMAITUOHHOW BOWHBI OK 1-9, TIK 3.1 IIpoBepka KOHCIEKTOB,
MpakT. paboTa, pedepar, TecT
[Ipobnembl nHPOPMAIIOHHOW 6€30MaCHOCTH B Ce-
pe roCyJapCTBEHHOI0 U MYHULIMIIAJIBLHOTO YIIPABIIE- OK 1-9,1IK 3.1 Iposepka koncrekros,
s MpakT. padboTa, pedepar, TecT
HudopmanmoHHbIE CHCTEMBI OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1-3.3 IpakT. pabota, Tect
MeTo/pI ¥ MO/IENHN OLICHKHU YSI3BUMOCTH MH(pOpMa- OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
0051 3.1-3.6 MpaKT. paboTa, TeCT
OCHOBHBIE TTOHATHS ¥ aHAJU3 YTPO3 HH(POPMAIHOH- OK 1-9. TTK 3.1 [TpoBepka KOHCIIEKTOB,
HOW 0€30IaCHOCTH. ’ ' MpakT. paboTa, pedepar, TecT
[Tpobnems! nHGOPMAITIOHHON 0€30MaCHOCTH CeTEH. OK 1-9, TIK 3.1 [TpoBepka KOHCIIEKTOB,
MIPaKT. paboTa, TecT
[Nonurtuka 6e30macHOCTH. OK 1-9, TIK 3.1 [TpoBepka KOHCIIEKTOB,
pakT. paboTa, pedepar, TecT
CrangapTtsl nHpOpMaIMOHHOH 6e30TmacHOCTH. OK 1-9, TIK 3.1 [TpoBepka KOHCIIEKTOB,
pakT. paboTa, pedepar, TecT
[puHIUDE KpunTorpadudeckon 3ammute nHPopma- | OK 1-9, TIK IIpoBepka KOHCIEKTOB,
LIUH. 3.1,3.3 MPaKT. paboTa, TeCT
Kpunrorpaduueckue anropuTMsi. OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1,3.3 npakT. pabota, Tect
TexHosorun ayTeHTU(UKALINH. OK 1-9, IIK IIpoBepka KOHCIEKTOB,
3.1,3.3 npakT. pabora, Tect
Obecnieuenne 6e30macHOCTH onepannoHHbIX cucteM. | OK 1-9, TIK IIpoBepka KOHCTIEKTOB,
3.1,3.3-3.6 npakT. padboTa, Tect
TexHONIOruu MeXCETEBBIX 3KPAHOB. OK 1-9, IIK IIpoBepka KOHCIIEKTOB,
3.1,3.3 npakT. paboTa, Tect
OCHOBBI TEXHOJIOTHH BHPTyanbHBIX 3amuiieHHsx | OK 1-9, TIK IIpoBepka KOHCIIEKTOB,
cereit VPN. 3.1,33 npakT. pabota, Tect
3amuTa Ha KaHAIBHOM U CEaHCOBOM YPOBHSIX. OK 1-9, IIK IIpoBepka KOHCIIEKTOB,
3.1,33 MPaKT. paboTa, TeCT
3amuTa Ha ceTeBOM ypoBHe - mpoTokon IPSEC. OK 1-9,IIK IIpoBepka KOHCNIEKTOB,
3.1,33 MPaKT. paboTa, TeCT
HubpacTpyKkTypa 3alIUTH HA TPUKIATHOM YPOBHE. OK 1-9,IIK IIpoBepka KOHCIEKTOB,
3.1,33 MpaKT. paboTa, TeCT
AHanu3 3aMIIeHHOCTH ¥ 0OHApY)KEHUE aTak. OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1,33 MPaKT. paboTa, TeCT
3ammra OT BUPYCOB. METOBl yNpaBIEHUs] CPEACT- OK 1-9. TIK IIpoBepka KOHCIIEKTOB,
BaMH CETeBOM O€30MacHOCTH. 3133 ’ MIpaKT. paboTa, TecT,
T pedepar
ITocTtpoenne cucTeMbl aHTHBHPYCHOHM 3ammuThel Kop- | OK 1-9, TIK IIpoBepka KOHCIIEKTOB,
MTOPAaTUBHOM CETH. 3.1,3.3-3.6 MpaKT. paboTa, TECT
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7.2 Kpurepru OLleHKH pPe3yJIbTAaTOB 00y4eHHus
KOHTpOJ'IB 141 OLICHKAa PE3YJIbTATOB OCBOCHHA y‘le6HOI>'I JUCHUITIINHBI

OCYIIECTBIISIETCS TIPENojaBaTeieM B Ipolecce IMPOBEACHUS IPaKTHUYECKUX pador,
TECTUPOBaHHUA, COOECEOBAaHUs M0 PE3YJIbTaTaM BBIIIOJIHEHUS JIA0OpAaTOPHBIX padoT, a
TaKke PELICHUS 3aJad, COCTaBICHHUS pabounx TaOJHMIl W TOATOTOBKH COOOIIEHHWH K
YPOKy. 3HaHHs CTYIACHTOB HAa TMPAKTHYECKUX 3aHATUSIX OLEHUBAIOTCS OTMETKAMHU
COTIMYHOY, «XOPOIIO», KyIOBIECTBOPUTEILHO» U «HEYIOBICTBOPUTEIHLHOY.

OneHka «OTIAMYHO» BBICTABISETCA, KOTJa CTYIEHb TIOKa3bIBaeT TIyOOKOe
BCECTOPOHHEE 3HAHHWE paslena JAUCIHIUIMHBL, O0s3aTeIbHOM W IOMONHUTEIHHOM
JUTEPaTypbl, apryMEHTHPOBAHO W JIOTHYECKH CTPOHHO H3JIaraeT MaTepuail, MOXKET
IPUMEHSTh 3HAHUS [T aHAIH3a KOHKPETHBIX CUTYaIUil.

OneHka «XOpOILO» CTaBUTCA MPH TBEPAbIX 3HAHUAX pazjena JUCHUILINHBL,
00s3aTeNbHON  JUTEpaTyphl, 3HAKOMCTBE C  JOMOJHUTENBHON  JUTEpaTypoOH,
apryMEHTHUPOBAHHOM M3JIOKCHHH MaTepHajia, YMCHUU NMPUMEHUTH 3HAHUS JUIS aHaJH3a
KOHKPETHBIX CHTYaIlH.

OneHka «y/I0BIETBOPUTEIBHOY» CTABUTCS, KOTJ]a CTY/IEHT B OCHOBHOM 3HAeT pa3fell
JTVCIIATIIIMHBI, MOYKET IPAKTUYECKU MPUMEHHUTH CBOHM 3HAHMU.

OrneHka «HEYTOBICTBOPUTEIBHO» CTABUTCS, KOT/Ia CTYJCHT HE OCBOMJ OCHOBHOTO

COACPKAaHMA IIpEAMETA U c1a00 3HaAeT I/ISYIIaeMBIﬁ pas3acii AMCHUITIINHEL.

7.3 OueHo4YHbIE CPeACTBA sl MPOBEACHUS TEKYIIeH aTTecTallun
Texymuii KOHTPOIb MOKET IPOBOAUTHCS B (hopMe:

-(poHTaNBHBIN OMPOC

-UHJIMBUIYJIbHBIA YCTHBINA OMPOC
-MIUCbMEHHBIA KOHTPOJIh

-TECTUPOBAHUE MO0 TEOPETUUECKOMY MaTepHUaLy
-npakTuueckas (imaboparopHasi) pabora
-3amuTa pedepara,

-3al[UTa BBIIOJIHEHHOTO 3aJJaHus,

-pa3paboTka mpobsieMsl Kypca (coolIieHue).

ITpumeprnl
®dopma aTTe- Bianenns JInyHble KavyecTBa P P
3HaHus VYMmenus OIICHOYHBIX
CTalHu (HaBBIKN) CTy/ACHTa
CpEICTB
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VYcrHbiit
(TMCHMEHHBIH )
ompoc 1o Te-
Mam

Kontpons 3nanuit
TIO OTIpEIeICHHBIM
nmpoGyieMamM

Onenka ymeHus
pasian4aTh KOH-
KPETHBIC OHSATHS

O1cHKA HABBIKOB
paboTsI ¢ uTEpa-
TYPHBIMHU HCTOY-

HUKaMHU

Ouenka crnoco6-
HOCTH OIIEpATHBHO
M Ka4ECTBEHHO
OTBEYATh HA I10-
CTaBJICHHBIE BO-
TIPOCHI

Kontponbusle
BOIIPOCHI T10 Te-
MaM HpHUIararoT-
cs

Pedepatsr KonTtpomns 3HaHMI OreHKa yMEeHUS Ornenka HaBBIKOB | OrmeHKa croco0- Tewmsl pedepaToB
TI0 ONPE/ICIICHHBIM pas3nuyarh KOH- paboTHI C IMTEpa- | HOCTH K CaMo- MPUIIATAI0TCS
npobiiemam KPETHBIC MOHATUS | TYPHBIMHM UCTOY- | CTOSTEIBHOH pa-

HUKaMHU 0oTe 1 aHATIH3Y
JUTEpaTypHBIX
HCTOYHHKOB
IIpaktuueckue | KoHTposib 3HaHUA OrneHka yMeHus OrneHka HaBbIKOB | OrneHKa crnoco0- Temsl paboT
(maboparop- TEOPETUUECKUX OC- | paboTaTh ¢ co- paboTHI C TEXHU- | HOCTH OIIEPAaTHBHO | IPHJIAraroTcs

HbIE) pabOTHI

HOB MH(OPMATUKU
1 nHQOPMAIHOH-
HBIX TCXHOJIOTHH,
BO3MOIKHOCTCH U
TIPUHITAIIOB HC-
MTOJIB30BaHHUS CO-
BPEMEHHOH KOMITh-
FOTEPHOMN TEXHUKHU.

BPEMEHHOU KOM-
MIBIOTEPHOU TEX-
HHUKOH, UCTIOIB30-
BaTh BO3MOXKHO-
CTH BBIYUCIIH-
TEJIbHOU TEXHUKH
U IPOrpPaMMHOT0
obecrieueHus npu
PCUICHUU ITPAKTU-
YEeCKHX 3a/1a4.

YECKUMH CPEJICT-
BaMH HH(pOpMa-
TH3ALHH, CIICIIH-
QJIBHBIMH TIPO-
IPaMMHBIMH
cpencTBaMu

1 Ka4eCTBEHHO
peraTh nocTas-
JICHHBIC Ha MPaK-
THYECKUX paboTax
3aJa4u U apry-
MEHTHPOBATh pe-
3YJBTATHI

TectupoBanue

KonTponb 3HaHwMii
I10 ONIPEAEICHHBIM
npobieMam

OreHKa yMeHUs
pasnuyarh KOH-
KPETHBIC TOHATUA

O11eHKa HaBLIKOB
JIOTHYECKOTO aHa-
JIM3a U CHHTE3a
TIPH COTIOCTaBIIC-
HUHM KOHKPETHBIX
TOHSATHH

Ornenka croco6-
HOCTH OTIEPATUBHO
Y Ka4ECTBEHHO
OTBEYaTh Ha I10-
CTaBJIEHHEIE BO-
MIPOCHI

Bompocs! npuina-
rarTCs

Peghepam. Pedepar sBisercs MpoayKTOM CaMOCTOSITEIHHOW pabOThI ydyamierocs u

IpesICTaBIseT cO0OM KpaTKoe N3JI0)KEHHE B MUCbMEHHOM BU/JIE TIOJYYEHHBIX PE3YJIbTaTOB

TEOPETHUYECKOTO aHaIu3a OMpPENeIeHHON HaydHOU (yueOHO-UCCIe0BATEIHCKON) TEMBI,

TJIe PACKPBIBACTCA CYTh HCCIIEyeMON MTPOOIEMbl, TPUBOISATCS PA3TMUHbBIE TOYKU 3PEHUS,

a Tax)Ke COOCTBEHHEBIE B3IJIA bl YHalICTOCA HAa HEC.

Koumponvnas paboma. KontponbHasi paboTa sBiIS€eTCS HAOOpOM MPAKTHUECKHX

3a/laHui M 3a/1a4 10 TeMaM U3y4aeMOW JUCUUIIMHBL, TIO3BOJIAIOMUX (OPMUPOBATH 3HA-

HUS, & TAKOKE YMEHUSI 00ydaromuxcsi B 00JacTi PU3UKH.

[Tpumepsl 3aa4 U BOIPOCOB K KOHTPOJIBHOU paboTe:

1. Tepmunonorus B o6acté 0€30MaCHOCTH WH(OPMAITMOHHBIX CeTer

2. Meroponorust nocTpoeHus 0€30MacHbIX HHOOPMAIIMOHHBIX ceTel

3. TumoBble MOJIeNH aTaK, HAPABJICHHBIEC HA MPEOI0JIEHUE 3aIIUTHl HHPOPMAIIMOH-

HBIX CHUCTCM, YCJIIOBHA UX OCYHICCTBUMOCTHU, BO3MOKHBIC ITOCICACTBUA, CIIOCOOBI

PEIOTBPALLEHUS
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4. Omnwucatb poJib YEJIOBEYECKOTO (aKTOpa B 0OECTICUeHNN OE30TIaCHOCTH CeTel

5. CdopmupoBaTh U MPOU3BECTH HA3HAUEHHE POJICH MOJIb30BaTENsIM HHPOPMAIIUOH-
HOM CHCTEMBI

6. Ommcarp Kiaccu(UKAIUIO0 KOMIIBIOTEPHBIX BUPYCOB.

7. llepeyncinTh OCHOBHBIE 3aKOHOJATENIbHBIE TOKYMEHTBI B 00JIaCTH OOECHIEUEHHUS

0€30macHOCTH XpaHeHHs U 00paboTKu HHGOpMAIUU

[IpuMepbl TECTOBBIX 3a/laHUN:
1. Undopmarus, 1oCTym K KOTOPOH OTpaHUYMBAETCS B COOTBETCTBUH C 3aKOHOIATEIbCT-
BoM Poccuiickoit @enepannu u npecTaBiasieT co00i KOMMEPUYECKYIO, CIIY>KEOHYIO WU
JMYHYIO TallHBI, OXpaHSIONIUecs e€ BIaIelbIIeM, Ha3bIBACTCS
A)koHpUACHITUATBHOMN
b)nocrymnHoi
B)nenocrroit
[')Bce BapuaHThI BEpHBI
2. HaGop npaBui1, KOTOpbIE pEriiaMeHTUPYIOT (PYHKIIMOHUPOBaHHE MEXaHu3Ma UHpOp-
MalMOHHON 0€30MaCHOCTH Ha3bIBAIOTCS
A)nonuTukon
b)unentudukanueit
B)xoHduneHnnansHOCTHIO
[')Bce BapuaHThI BEpHBI
3. ®opmupoBanue npoduIId Mpas st KOHKPETHOTO yYacTHHKA Ipolecca nHpopMaiu-
OHHOI'0 OOMEHa, HAa3bIBACTCS
A)aBTopuzanueit
b)unentudukamnmeit
B)ayrentudukanueit
[')Bce BapuaHThI BEPHBI
4. YerpoiicTBa KOHTPOJISL AOCTYNA U3 OJJHOM MH(POPMAIIMOHHOM CpeJbl B IPYTYIO Mpe-
JOCTaBIISIOT
A)MexceTeBbIE IKPAHBI
b)anTuBupycHoe obecrieyeHue

B)ckaneps! 6e3omacHOCTH
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[")Bce BapuaHThI BEpHBI

5. YcrpoiicTBa mpoBepkH KauecTBa (PYyHKIIMOHUPOBAHUS MOJEIN O0€30MaCHOCTH ISl KOH-

KpETHOW MH(OPMAIIMOHHON CUCTEMBI 00€CTIEYNBAIOT

A)ckaHepbl 0€301TacHOCTH

b)anTuBHpyCHBIE TPOrpPaMMBI

B)MexceTeBbie SKpaHbl

') BCE BAPUAHTHI BEPHBI

6. O000111EHHOE HAa3BaHUE TEXHOJIOTHI, O3BOJISIONINX 00ECIEUYUTh OJHO MIIM HECKOIBKO

CETEBBIX COCIMHEHUHN (JIOTMUECKYIO CETh) MOBEPX APYroil CEeTH — 3TO

A)monens mexcetreBoro BzaumoaencTeus OSI

b)BupryanbsHas yactHas cetb VPN

B) npotoxon IPSEC

F) MCIKCCTCBBIC OKPAHbI

7. CeTeBOM IPOTOKOJI ayTEeHTU(PHUKALIMHU, KOTOPBIN MTpeAaraeT MexaHu3M B3aUMHOMU ay-

TeHTI/I(bI/IKaHI/II/I KIIMCHTA U CCPBCpa IICPC] YCTAHOBJIICHUCM CBA3H MCXKAY HUMHU — 3TO

A)nporokoin Kerberos
b)mporokon ARP
B)nporokon ICMP
INnpotokon POP3

7.4 OueHovHbIe CpeACcTBa /sl POBEIEHUsI IPOMEXK

YTOYHOM aTTeCTALMHU

dopma
arTecTaluu

3Hanus

YMeHus

Biagenue
(HaBBIKN)

JInuHbIE KayecTBa
CTy/IeHTa

IIpumepsl
OLICHOYHBIX
CpeacTB

Hrorosas arrec

TaIust

DK3aMeH

KouTpo:s 3Ha-
HHS 0a30BBIX
MOJIOKEHHUH B
o0J1acTH aaMHu-
HUCTPUPOBAHHUS
KOMIBIOTEPHBIX
CHCTEM

OueHka yMeHUst
[MOHUMATE CIIe-
UAIBHYIO Tep-
MMHOJIOTHIO

OrneHKa HaBLIKOB
JIOTUYECKOTO CO-
MTOCTaBIICHUS U
XapaKTEePUCTUKU
00BEKTOB

OrieHKa CrrocoOHOCTH
TPaMOTHO M YETKO
M3JaraTh MaTepHal

Bormpoce! npu-
JIararoTcs

OueHka yMeHUst
pemaTh THIIOBBIC
3ajJa4u B o0Jac-
TH DKCIUTyaTa-
MU OOBEKTOB
ceTeBoil nHppa-

CTPYKTYPBbI

Or1eHKa HaBBIKOB
JIOTHYECKOTO
MBIIIJICHUA TIPU
peuieHuu 3a1a4d B
obnacTu dKCITya-
Taluu 00HEKTOB
ceTeBoil nHOpa-

CTPYKTYPBI

Orenka ciocoOHOCTH
TPaMOTHO M YETKO
M3JIarath XoJ perie-
HMS 337124 B 00J1aCTH
IKCIUTyaTaIlui 00bEK-
TOB ceTeBOH MH(ppa-

CTPYKTYpBbI

3agayu npuna-
raroTCs

7.4.1 IlpumepHbIE BONPOCHI J1JIsl IPOBEICHUS IPOMEKYTOYHOM aTTeCTAIMU
Bonpocwi 3auema
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[TonsiTHE HATMOHATBHOW O€30MTaCHOCTH
HarmonanbHbIe HHTEpECH B HGOOPMAIMOHHOH cdepe.
JcTOouHUKY U coliepKaHue YyTpo3 B UHPOPMAITMOHHOM cepe

[Tonsitue "undopmarmonHsiit pecypc'. Kiaccel nHGOpMAIMOHHBIX PECYPCOB

A e

[Tonsitue nHPOpMaLIMOHHON cucTeMbl. UcTOUHMKHN KOH(DUIEHIIMAIBHOU UHPOP-

Maluu B ”HGOPMAIIMOHHBIX CUCTEMaxX

6. OCHOBHBIE IOHATHSA OJUTUKH O€30MTACHOCTH.

7. CTpyKTypa MOJIUTUKH O0€30MaCHOCTH OpTraHU3aIiu

8. Crangaptbl H”HGOPMALIMOHHOM 0€30MacHOCTH

9. OcHOBHBbIE NOHATHSA KPUNITOTpahUUECKOHN 3alUThI HH(OPMALIHH.

10. CummeTpUYHBbIE KPUTITOCUCTEMBI TGP POBAHUS.

11. AcuMMeTpruYHbIE KPUIITOCUCTEMBI IIU(PPOBAHUS.

12. DnexTponHas 1udpoBas MOAMUCH U PYHKIIUS XIIIUPOBAHUS

13. AyrenTudukanus, aBTOpu3anus 1 aIMUHUCTPUPOBAHUE JEHCTBUI MOJIb30BaTENEH

14. KoH1enuus mocTpoeHUsI BUPTYaJIbHBIX 3alIUIIEHHBIX ceTel VPN

15. IIpoTokomsl hOpMUPOBAHUS 3AIIMIIICHHBIX KAHAIOB HAa KAaHAJIbHOM M CEaHCOBOM
YPOBHSIX.

16. TexHomornuu 3amuThl B OECIIPOBOIHBIX CETSIX.

17.TIpotokon Kerberos

18. TexHonmoruu oOHApYKEHUs aTaK

19. KomnbroTepHble BUPYCHI U TPOOIeMbl aHTUBUPYCHOM 3alIUTHI

20. AHTUBHPYCHBIE TPOTPAMMBbI U KOMILJIEKCHI

7.4.2 MpumepHbIe 3a1a4u 1JIs1 IPOBeAeHNUS MPOMEKYTOUYHOI aTTeCTAlNU
1. TIpomemoHCTpHpOBATH UCIOJIBL30BaHKUE BCTpOoeHHBIX cpeacTB OC s obecneue-

HUA 0€30MAaCHOCTH.

2. IIpomeMOHCTpUPOBATh MPOLIECC YCTAHOBKU U HACTPOMKH NMPOTPAMMHBIX CPEACTB

3alIUTHI (IPOrPaMMHBIE TPOKCU-CEPBEPHI, TUATHOCTUUECKUE MPOTPAMMBI U T.I1.).

3. IIpoaeMOHCTpUPOBATH yIIPABICHUE MOJIB30BATEIAMH U UX ITpaBamu goctyna B OC

Windows

4. TIpogeMOHCTpHpPOBATH UCIONIb30BaHKE Mporpammbl Ethereal mist ananuza cereBo-

ro Tpaduka
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5. TlpoBecTtu aHanu3 ypoBHs Oe3omnacHOCTH 3aliuThl 1aHHbIX B OC Windows

8 JONNOJIHUTEJIBHOE OBECIIEYEHUE JUCHUIIJIMHBI

CpencrBa 3a1IMThHI KAHAJIOB NPH Nepeaayde NePCOHATbHBIX JAaHHbBIX

s obecniedenus: 6ezonacHoctu [1JIH mpu mepenaye mo OTKPHITHIM KaHAIAM WM
B HECETMEHTUPOBAHHOW CETH CIIYXHUT IMOJACHUCTEMA KPUNTOrpapUUecKOW 3alUThl KaHa-
70B cBs3u. [loMuMoO BbIIIIEHA3BaHHOM 33/1a4y JIaHHAs MOJICUCTEMA MO3BOJISIET O0ecCeun-
BaTh 0€30MaCHOE B3aUMOJCHCTBHE C TEXHOJIOTMUYECKUMH CETSIMU U JOCTYH AJI OCYILECT-
BJICHUS yIaJE€HHOrO aJIMUHUCTPUPOBAaHUs. JlaHHas MoACUCTEMA MOXKET ObITh peaIn30Ba-
Ha Ha OCHOBE MporpaMMHo-amnmapaTHoro komiuiekca Cisco Adaptive Security Appliance.
Ortot komiieke cepruduimpoan @CTIK (cooTBeTcTBHE PYKOBOASIIUM JTOKYMEHTaM
o MekceTeBbIM dKpaHaM (3 u 4 Kimacc) u TpeboBaHUSAM TEXHUUECKUX YCIIOBHUIA).

Cisco ASA 5500 npennasHaueH Jjisl pelIeHUs] cpa3y HECKOIbKHUX 3a7a4y — pa3rpa-
HUYEHMS OCTYNA K CETEBBIM pecypcam, 3alllUThl OT aTak, 3alUThl B3aUMOJIECHUCTBUS C
yIaJeHHBIMH TEPPUTOPUSIMH, OJIOKUPOBAHUS BUPYCOB, YepBeil, mmuonckoro 10 u npy-
X BPEJOHOCHBIX MPOrpaMM, cliama M aTak TUMa «(QUIIMHT». DTO JOCTUTAETCS 3a CUET
0o0BeMHEHHS B OJJHOM YCTPOMCTBE JIYUIIIUX 3AIIUTHBIX CPEICTB — MEKCETEBOTO dKpaHa
Cisco Pix, cucremsl npenorspamienus atak Cisco IPS u Cisco VPN 3000 Concentrator.

[ToMHMO ONMMCaHHBIX BBIIIE MPOTPAMMHO-TEXHUYECKUX CPEJICTB 3allUThl KOMIIa-
Hust «MHpocucTempl JIkeT» MIMPOKO MUCMOJIb3YET MPOAYKTHI APYTUX BEAYIIMX MPOU3BO-
TuTeNeld Ha phIHKE MHQOpMAIMOHHON Oe3omacHOCTH. K HUM, B 4aCTHOCTH, OTHOCSITCS
Oracle, Aladdin, Check Point, «C-Teppa Cudclluy», «Kpunrollpo». [lanHbie KOMIaHUU
IPOBOAAT AKTUBHYIO TO3UIMIO MO COOTBETCTBUIO TPeOOBaHUI PEryisiTopoB U cepTudu-
KallUM CBOUX MPOJYKTOB C LIENbIO UX MPUMEHEHUS B PELICHUSX IO 3alUTE MEePCOHATb-
HBIX JJAHHBIX.

TpeboBanus k cpeacream 3amuthbl [1/{H

Jlig peanuzanuy NepedrciieHHbIX nojcucTteM, odmas crpykrypa C3IIIH moxer
BKJIIOYaTh B CeOsl Kak CYIIECTBYIOIINE, TaK W JOMOJHUTEIbHBIE MPOTrPAMMHO-
anmapaTtHble CpeACTBA 3aIIUTHl HHPOPMAIIUH.

B cootBercTBum ¢ IloctanoBnenuem IlpaButensctea PO ot 17 HosiO6ps 2007 1. No

781 «Ilomoxxenue 06 obecrieueHNH OE30MACHOCTH MEPCOHANBHBIX TaHHBIX MPH UX 00pa-
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00oTke B MH(DOPMAIIMOHHBIX CHCTEMax NEPCOHAIBHBIX JAHHBIX» TEXHUYECKHE U TIPO-
rpaMMHBIE CPEJICTBA, UCIOIb3yeMble 11 00pabOTKU JaHHBIX B MH(OPMAILIMOHHBIX CHC-
TeMax nepcoHanbHbIX AaHHbIX (MCII/IH), DOMKHBI B YCTaHOBJIEHHOM HOPSJIKE MPOXO-
JUTH MPOLIEYPY OLEHKH COOTBETCTBUSA, BKIIIOUasl CEPTUDUKAINIO HA COOTBETCTBUE Tpe-
O0OBaHUAM 110 0€30M1aCHOCTH UH(POPMALIUH.

B otHOmenun pa3zpaboTaHHBIX MU(PPOBATBHBIX (KpUNTOTPadUUECKUX) CPENICTB
3aUTHl UHPOPMAIINH, MPEIHAZHAYCHHBIX U1l o0ecrieueHus 0e30MacHOCTU MepCOHAlb-
HBIX JIAaHHBIX MIPH UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaX, MPOBOJISATCS TeMaTHye-
CKHE HUCCJEAOBaHUS U KOHTPOJIbHBIE TEMATHYECKUE MCCIIECIOBAHUS B IIEJISIX IPOBEPKHU
BBHITIOJIHEHUS TpeOoBaHMi 1o Oe3omacHocTu uHpopmanuulo.

Pe3ynbTaThl OIICHKH COOTBETCTBUSA (CEpTU(PHUKAIMN) U TEMAaTUYECKUX HCCIIeI0BA-
HUM CpPEeACTB 3alllUThl MH(OPMALMH, TPETHA3HAUYEHHBIX 1J1s o0ecnedeHus: 6€30nacHOCTH
MEPCOHATBHBIX TAHHBIX MPH UX 00pabOTKe B HHPOPMAITMOHHBIX CHCTEMAaX, OLIEHUBAIOTCS
B XO/JI€ DKCIIEPTHU3bI, OCylIecTBIsIeMOol DeepanbHON CITY)O0M 10 TEXHUYECKOMY U KC-
MOPTHOMY KOHTpOJIIO 1 DdeiepanbHoi ci1y)00i 6e3onmacHocTu PO.

K cpencrBam 3ammutel uHpOpMaIK, TpeIHa3HAYCHHBIM Ui oOecriedeHus: 6e30-
NAaCHOCTU TEPCOHANIBHBIX JAaHHBIX NMPU UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAX,
MpUJIAraloTCcsl IpaBuja MOJb30BaHUS 3TUMHU CPEACTBAMHU, COTJIacOBaHHbIE ¢ Denepalb-
HOU CITy’)kOOM 1O TEXHUYECKOMY M JKCIMOPTHOMY KOHTpPOJ0 U DenepanbHON CIyx00i
6e3omacHocTu Poccuiickoii Deepanuu B mpeaenax ux MoJTHOMOYHIA.

N3meHeHne ycnoBuil NMpUMEHEHUS CPEACTB 3alllUThl MH(pOpMaLUU (MPOUCXOAS-
uiye, Hanpumep, B xoae moaepHuzanuu MCII/IH), npenycCMOTpeHHBIX YKa3aHHBIMU Ipa-
BuiaMH, cornacoBbiBaeTcsa ¢ DCTOK u OCB.

CpeactBa 3amuThl MHpOpMaIUK, NpeJHa3HAYEHHbIE U1 obecrieueHus: O6e3omac-
HOCTH TEPCOHANIBHBIX JIAHHBIX MPHU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX, TMOJI-
JeXaT Y4YeTy C MCIOJIb30BAaHMEM HMHJEKCOB MJIM YCIOBHBIX HAMMEHOBAHMM M pErucTpa-
LIUOHHBIX HOMEPOB. IlepeyeHb NHAEKCOB, YCIOBHBIX HAMMEHOBAHUM U PETUCTPAIIMOHHBIX
HOMepoB ornpeaensiercs denepalibHON cy:k00i1 M0 TEXHUYECKOMY M SKCIIOPTHOMY KOH-
Tpomo u PenepanbHoii cnyx00i1 6ezonmacHocTn Poccuiickoit denepanun.

OcobennocTtu pa3pabOTKH, MPOU3BOJCTBA, PEAM3alUMU U IKCILTyaTalluu mudpo-
BaJIbHBIX (KpUNTOrpadUUECKUX) CPEACTB 3alIUThl MH(POpMAIUK U TIPEAOCTABICHUS YC-

JyTr 1o MU(POBAHUIO TIEPCOHATBHBIX JaHHBIX MPH UX 00paboTkKe B MH(OPMAIIMOHHBIX
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cucreMax ycraHaBiuBaloTcsa PexepanbHoil ciyxx6oi 6e3omacnoctu Poccmiickonr dene-
paruu.

Bce ceprudunmposanusie @CTIK cpenctBa 3ammThl IpeACTaBICHBl Ha CaiTe
OCTOK (http://www.fstec.ru/) B pazaene «Cenenus o CucteMe cepTUPUKAIINKI CPEIACTB
3aIIUTHI uHpopManuu o TpeOOBaHUSIM 0e30macHOCTH uHpopMaum»
(http://www.fstec.ru/ razd/ serto.htm) B moapaznene «l ocymapCTBEHHBIN peecTp CepTH-
(UUIMPOBAHHBIX CPEACTB 3AIMUTH HH(POPMALIUN.

Itansl co3aanusa C3I1/1n

PekoMeHyroTCSl clieqyrolue STambl CO3JaHUsl CUCTEM 3alllUThl MEePCOHAIbHBIX
JTAHHBIX:

e TMpPEANPOEKTHAs CTaus, BKIIIoUarolas npeanpoekrnoe oocnenopanune UCIT/IH, pas-
paboOTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO0) 3a/1aHUS Ha €€ CO3/1aHHE;

e cTamus MNpoeKkTUpoBaHUs (pa3paboTku mnpoekToB) W peanusamuu WCIIH, BKIiIIO-
yaromas pazpadotky C3I1/Ix B coctaBe UCII/IH;

o craaus BBoja B aevicteue C3II/IH, BKiIIOYaromasi ONBITHYIO SKCIUTYaTaIUIoO U TpHUe-
MO-CJTaTOYHBIE WCIBITAHUS CPEACTB 3aIIUThl UHPOpPMAINH, a TaKkKe OIEHKY COOT-
BercTBUst UCIIIH TpeGoBanmsiM 6e301acHOCTU HHPOPMALIHH.

IIpeanpoexTHOE 00cC/IeI0BAHME
Ha stane npeanpoekTHOro o0cie1oBaHUsl PEKOMEHIYIOTCS CIIEIYIOLIIEe MEpONpusi-
TUS:

e YCTaHaBJIMBAETCA HEOOXOAUMOCTh 00padoTku nanHbix B UCII/IH;

o ompenensiercs nepedeHb I[1/[H, moanmexamux 3amuTe OT HECAHKIIMOHHMPOBAHHOI'O
J0CTyIa;

o omnpeaenstorcs ycnoBus pacnosioxkeHuss UCITJIH 0THOCUTENbHO TpaHUIl KOHTPOJIHU-
pyemoii 308561 (K3);

o omnpenenstorcs koHduryparus u Tononaorust UCIIIH B 11e10M U ee OTACIBHBIX KOM-
MOHEHT, (hru3nueckue, PyHKIMOHATBHBIC U TEXHOJIOTHYECKHE CBSI3U KaK BHYTPHU ITHX
CUCTEM, TaK U C JPYTMMH CUCTEMaMHU Pa3JIM4YHOI0 YPOBHS U HA3HAYCHMUS;

e OMNpPEAENSAIOTCS TEXHUYECKHE CPEACTBA U CUCTEMBI, IIPenojaraéMble K UCIOIb30Ba-
U0 B pazpabareiBaemoit UCII/IH, ycnoBus UX pacmoioXeHHs], OOIIECHCTEMHbIE U

IMPUKIAAHBIC ITPOTpaMMHBIC CPCACTBA, UMCIOIMHUECA U MMPCIaracMbIC K pa3pa60TKe;
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onpenensrorcs pexkuMbl oopadotku [1/la B UCII/H B 11€10M U B OTAEIBHBIX KOM-
MIOHEHTAaX;
onpenensercs kiacc UCIH;
YTOYHSIETCSl CTENEHb y4acTHusl MepcoHaga B 00pabOTKe JaHHBIX, XapakTep UX B3au-
MOJCHCTBUS MEXKy COOOM;
onpenenstoTcs: (yTouHstoTcs) yrpo3sl 6e3onacHoctd [1/[H B KOHKPETHBIX YCIOBUSIX
($yHKIMOHMPOBaHUs (pa3paboTKa YaCTHON MOJIENH YIpo3).

Pa3paborka TeXHHYeCKOro 3aaHus

IIo pe3yijbTaTaM IPCAIIPOCKTHOIO O6CJ'I€,Z[OB3HI/I}I C YUCTOM YCTAHOBJIICHHOI'O

knacca MCII/JIH 3anaroTcsi KOHKpeTHbIE TpeOOBaHUS MO OOECHEYeHHIO OE€30MacHOCTH

JaHHBIX, BKIIFOYAa€CMbIC B TCXHHYCCKOC (‘{aCTHoe TGXHI/I‘{CCKOC) 3aJaHuC Ha pa3pa60TKy

CHUCTCMBI 3allIUTHI.

Texnnueckoe (d4acTHOe TexHHUYECKoe) 3amaHue Ha paspabotky C3IIJu momxHO

COJICPIKATH:

obocHoBanue pazpadotku C3I1/1H;
UCXOJHbIC JaHHBbIe co3naBaeMoil (MoaepHusupyemoii) WCIIJIlH B TexXHHUECKOM,
MIpOorpaMMHOM, HH(POPMAIIMOHHOM U OpraHu3alMoHHOM acrnekTax; kinacc UCII/IH;
CCBUIKY HAa HOpPMAaTHUBHBIC JOKYMEHTHI, C YU€TOM KOTOPBIX OyneT pa3pabaTbiBaThCs
C3I1IH 1 nmpuHUMATBCS B AKCIUTyaTalMi0 MH(OpPMAIMOHHAs CUCTEMA; KOHKpEeTU3a-
U0 Meporpustuil u Tpedoannii k C3I1/H;
nepeyeHb MPeanoiaaraéMbiXx K UCIOJIb30BAHUIO CEPTUPUIIMPOBAHHBIX CPEACTB 3allU-
ThI UH(pOpMaIHH;
000CHOBaHME MPOBEJCHUS Pa3paboTOK COOCTBEHHBIX CPEJCTB 3aIIUTHI HHPOPMAITIH
Ipy HEBO3MOXXHOCTH HWJIM HELEJIeCOOOpa3HOCTH HCIIONb30BAaHUS HMMEIOIIMXCS Ha
PBIHKE CepTU(UIIMPOBAHHBIX CPEJICTB 3alUThI HH()OPMAIIHH;
COCTaB, COJEpKaHKME U CPOKH MPOBEACHUs pabOT MO ATanaMm pa3pabOTKU U BHEIpe-
uus C3I1/]H.

IIpoexTnpoanue C3I11n

Ha craguu npoexktupoBanus u co3ganus UCIIAn (C3I1In) nmpoBoasiTcs cienyto-

LI1E MEPOIIPUATHS:
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JIMCT
U3MeHeHui pabouell yueOHOM MPOrpaMMBI 10 JUCIUIUIMHE .
MJIK.03.02 «be3onacHOCTh QyHKIMOHUPOBAHUSA HHYOPMAIIMOHHEIX CUCTEM

JIOTIONHEHKS U U3MEHEHHUS, BHOCHMBIE B pabouyIo IporpaMMy AHCIMILTAHE Ha 2016/2017
V4. T.

OcHOBaHHS BHECEHUS NOIOJHEHHI B Paznen PI1J], B koTOpBIit ConepkaHue BHOCUMEIX JOIIOJIHEHHMH,
HM3MCHEHHI BHOCSATCS H3MEHEHUS* W3MEHEHHH*
IpennoxeHue paboTomarens HeT HET
[IpeanoxeHne COCTaBUTENS HET HET
MPOrpaMMBbl
Ipuobperenue, uzganue nureparypel, | Pasgenst 2.4.6 u 5 Ilepeuens O6HOBIIEH CIIIICOK PEKOMEHITYEMOM
0OHOBJIEHNE TIEPEYHS U COlep KaHMs OCHOBHOM ¥ IOTIOJTHUTELHOM JMTEPaTyphI
3BC, 6a3 maHHBIX y4eOHOMI JTUTepaTyphl
CocraButens npenogaBareb W——V Ocwumnos C.A.

YTBepKIEH Ha 3aCeJaHMU IPEIMETHO-LUKIOBON KOMHCCHH (DUIUKO-MAMEMAMUYECKUX
OUCYUNTIUH U CNeYUANLHBIX OUCYUNIUH cneyuanbHocmu Komnviomepuoie cemu,

npotokoa Ne 1 or 29 asrycra 2016 .

[Ipencenarens npeAMETHOM (LIMKIOBOM) KOMHCCHH -

(U3NKO-MaTEeMaTUIECKUX AUCIMILIAH U CIEHMATbLHEIX

JUCLIMIIIUH clienraabHOCT KOoMITBIOTEpHBIE CETH . b. lllninkux

/ «29» asrycra 2016 r.

Havaneank YMO ¢unnana \.)? A. B. bapanos
«30» aBrycra 2016 r.

3aBenyrolas 6ubnuorexoi punuana M. B. ®ydansko

k’{ / «30» aBrycTa 2016 .




Penenzns
Ha pabo4yro MporpaMMy y4eOHOM JUCIUILUTUHEI .
M/K.03.02 BezonacHocTh GyHKIHMOHMPOBAHUS HH(POPMANMOHHBIX CHCTEM
s cueransHocT 09.02.02 KoMmbroTepHbIe ceTH

Pa6ouas nporpamma yueOHOH mucuumauabsl MJIK.03.02 beszonmacHocTs (QyHKIMOHHPO-
BaHHMA MH(OPMAIMOHHBIX CHCTeM pa3paboTaHa Ha ocHOBe (PelepanbHOTO TOCYIapCTBEHHOTO
obpasoBaTenpHoro cranaapra (matee — @I'OC) Ho crnenManTbHOCTH CPeHETO TpodeccHoHab-
Horo o6pasosanus 09.02.0.2 KoMnbroTepHbIE CETH, YTBEPKAEHHOIO NpHKa3oM MHHOOpHAYKH
P® ot 28.07.2014 Ne803 (3apeructpupoBat B Mumtocte Poccun 20.08.2014 Ne 33713). PaGouas
IporpamMma SIBJISIETCS. 9acThIO MPOTPaMMBI MOJATOTOBKH CIENMATUCTOB CPEJHEr0 3BeHa B COOT-
sercteun ¢ ®IOC CIIO mo cneumansHoctr 09.02.02 KoMnbtoTepHble ceTH ¢ KBaaM(HKauen
«TeXHUK O KOMIBIOTEPHBIM ceTsiMy». YueOnas qucuumaa MJIK.03.02 usydaerca B mukiie 1I1
I[Ipodeccuonansras noarotopka ydeosoro miana OIIOIT CIIO B wactu [IM Ilpodeccronans-
Hele Moayau. O6ydeHre NPOBOJUTCS Ha 6a3ze OCHOBHOIO 0OmIEro 0Opa30BaHUs M HAllEJIEHO Ha
noJy4eHue cpeHero obero obpasoBanus. Pabodas mporpaMma cocTaBieHa Ul O9HOH GopMBbI
00y4YeHHs.

Pa6ouas nporpamMma y4eOHOH JUCHMIUIMHBI COCTABIEHA JIOTHYHO, CTPYKTypa AUCHUILIU-
HBI COOTBETCTBYET MPHUHIHMIY SJUHCTBA TEOPETHIECKOTO M IIPAKTHIECKOro 0OYYEeHHS, pas3eibl
BbIJIEJIEHB] JUAAKTHYECKH IenecoobpasHo. [locnenoBarenbHOCT TeM, IpeAiaracMblX K H3yde-
HMIO, HallpaBJieHa Ha KauyeCTBEHHOE YCBOEHME y4eOHOro MarepHana. Bujel caMoCTOSTENBHBIX
paboT Mo3BOJSIOT OGOOIMUTE M YTITyOUTh U3y4aeMBIH MaTepuas U HalpaBleHbl Ha 3aKpeIUICHHe
yMeHHMs IOUCKA, HAaKOILIeHHs M 06paboTku uHpopmanuu. CucteMa 3HAHUA U YMEHHH, 3aJI0XKeH-
Hasl B COJEpPKaHuUHU, 0OecTieuBaeT OCBOCHHE OOMIMX M IIPOPECCHOHAIBHBIX KOMIIETEHIIUH.

[Tacopr mporpaMMbl 0G0OCHOBAaHHO M IIOJHO OTPaXKaeT COJAEpXKaHHEe TUCIMIUIMHBL, ee
POJIb U MECTO B MOJATOTOBKE CIICHHATNCTA CPEHETO 3BEHA, PACKPBHIBAET LIENM U 3324 yIeOHOH
JIMCIMIUIMHEL OnpeseneHpl TpeOOBaHUs K YMEHUSM M 3HaHHAM cTyjaeHToB. IIporpamMma paccun-
taHa Ha 195 4acoB. TemaTnuecKkut IJIaH U COJEpKaHUE YIeOHOW NMCLHUIIIIUHBI pACKPBIBAET I10-
CIIeJ0BATENBHOCTE IPOXOXKACHHS T€M, COOTBETCTBYET TeMaTHIECKOMY IUIAHY U PacCHpe e IeHHIO
yacoB. B mporpamme ompenesieHsl GopMa IPOBENCHUs, LEIH, 3a1a44 y4eOHOW JUCIHUILIINHEL,
TIpeIcTaBIeHbI 00s3aTeNIbHbIe GOPMBI OTYETHOCTH. B mporpamme peannsoBaHbl JUAAKTHIECKUE
NPUHIHUIBI 00y4eHHs: HeNOCTHOCTh, CTPYKTYPHOCTD; OTpaXeHa B3aWMOCBS3b MEXIy OTIeNb-
HBIMH 3JIEMEHTaMH CTPYKTYDHI.

Conepxanue pabodyedl MporpamMMel y4eOHOH IMCIHMILIMHBI IOJHOCTBIO COOTBETCTBYET
TpeGoBanusM DeeparbHOTO rOCYIapCTBEHHOTO 00pa3oBaTeNBHOTO CTaHJapTa CpeJHEero Ipo-
deccronanbHoro 06pasoBanms o cnenuanbHocTd 09.02.02 KomnproTepHble ceTH. AHAIN3 pas-
Hena «YcIoBHs pealn3allid MOAYJIs», MO3BOJIAET CAeNaTh BEIBOJ, 4TO 00pa3oBaTeIbHOE y4upe-
XKJIeHHe pacriojiaraeT MaTepHalIbHO-TEXHHUEeCKO# 6a30#, oTBeyaromel cOBpeMEHHbIM TpeOOBa-
HUSIM TIOATOTOBKH CIIELIMAIMCTOB, 0OecTieunBaeT MPoBe/IeHHe BceX BUIOB JIaO0OPaTOPHBIX paboT
¥ IIPAKTUYECKHX 3aHATHH, MeXIMCIHMILTMHAPHOM MOATOTOBKH, y4eOHON MPAKTHKH, MPEeIyCMOT-
peHHbIX mporpammoii. Ilepeuens pekoMeHIyeMOH OCHOBHOM W IONOJHUTEIBHON JHUTEPATypBI
BKJIFOYAET OOIIEI0CTYIHbIE HCTOYHHUKY, M3IaHHBIE B MOCHeJHEe BpeMs (He no3aHee 5 neT). Ile-
peunciennsie THTepHET-pecypChl aKTyallbHbl i JOCTOBEPHBIL.

Paspa6orannas nporpamma yde6Ho#i aucnumnanael MJIK.03.02 be3omacHocTh (yHKIHO-
HHUpPOBaHHMsS HH(OPMALMOHHBIX CHCTEM MOXET OBITh PEKOMEHIOBaHA Ui HCIOJB30BaHHS B
yue6GHOM TIpoliecce MPH NOATOTOBKe 1o cneruanbHocT 09.02.02 KoMIbrOTEpHBIE CETH.

HavaabHEK oT/1e/1a HHPOPMAIHOHHBIX
Texnogoruiit OAO «Caa-I'uranT»

II.A. Iyanuk
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Penensns
Ha pabo4ylo nmporpamMmy y4eOHON JUCIMILTHHBI
M/IK.03.02 BezonacHocTh (pyHKIMOHHPOBaHHUS HH(OPMATMOHHBIX CHCTEM
s cnennansHocTd 09.02.02 KommbrotepHbie ceTr
.

Pabouass mporpamma yueOHoM mucuuiuimebl MJIK.03.02 BezonacHocTh (QyHKIHOHUPOBaHUS
UHGOPMAIMOHHBIX CHCTEM pa3paboTaHa Ha ocHOBe DelepanbHOr0 rocyJapcTBEHHOTO 0Opa3oBaTellb-
Horo craHgapra (Jasee — ®I'OC) mo cnenmanbHOCTH CpeAHETO NpodeccHoHaNbHOTO 00pa3oBaHUA
09.02.0.2 KoMIbloTepHbIEe CETH, YTBEp)KIEHHOIO IpuKa3zoM MuHo6pHayku P® ot 28.07.2014 Ne803
(3apeructpupoBan B Munrocte Poccnn 20.08.2014 Ne 33713).

B pesynabpTaTte 0cBOSHHS IUCUMILIMHBI 00ydYaromuiics JOJDKEH UMeTh NPaKTHUYeCKUH OMNBIT: 00-
CITy)KHBaHHs CeTeBOM MHPPACTPYKTYPhI; YIAICHHOTO aIMUHUCTPUPOBAHUS CETEBOH MH(PACTPYKTYpHI;
HOUIEPKKH TOJTB30BaTelNell ceTH, HaCTPOMKH allllapaTHOro U IpOrpaMMHOTO oOecleueH s CeTeBOM UH-
(bpacTpyKTyphbl.

B pe3ynbpTaTe 0cBOEHUS TUCUMILTUHEBI O0y4alOMIUiics JODKEH YMETh: BBINOJIHATH MOHUTOPHHT U
aHaau3 paboTHI JIOKAJIBHOW CeTH ¢ HOMOIIBIO [IPOrpaMMHO-alapaTHBIX CPEJCTB; MPaBMIBHO 0QopM-
JISTh TEXHUYECKYIO JOKYMEHTAIWIo; HabIoAaTh 3a TpaHKOM, BBITIOIHSTE OIEpalMHd Pe3epBHOTO KO-
MHPOBaHUs U BOCCTAHOBJICHUS TaHHBIX; YCTaHABJINBaTh, TECTUPOBATh M 3KCIUTYaTHPOBATh HH(OpMaLU-
OHHBIE CUCTEMBI, COTJIACHO TEXHUYECKOH JOKYMEHTAllUU, 00ecrieunBaTh aHTHBUPYCHYIO 3aIlUTYy.

[lepeurcieHHble YMEHUS MPEAIONaraloT, 4TO0 CTYJeHT JOJDKEH OCBOMTH CIIEAYIOIIHE 3HAHUS:
3a7la4l YIpaBJeHHS: aHAIU3 IPOM3BOJUTEILHOCTH M HAJEKHOCTH, yIIpaBiieHHe 0e30MacHOCTHIO, yUeT
TpaduKa, yrnpapjieHue KOHGUTypaluel; cpecTBa MOHUTOPHHTA U aHATU3a JOKAIBHBIX ceTel; OCHOB-
HbIe TOHATHS HMH(POPMAIMOHHBIX CHCTEM, JKU3HEHHBIH LUK, MpoOiieMbl oOecliedyeHHs] TeXHOJIOTHYe-
CKO#t 6e30macHOCTH MHPOPMAIIMOHHBIX CUCTEM, TPeOOBaHUS K apXUTEKType HHHOPMAITMOHHBIX CUCTEM
U HX KOMIIOHEHTaM i oOecniedeHHs] 6e30nacHOCTH (YHKIIMOHUPOBAHMS, ONepaTHBHbIE METOABI IO-
BELINIEHHS 0€30HaCHOCTH (PYHKIIMOHUPOBAHHS IPOTPAMMHBIX CPEJICTB U 6a3 TaHHBIX; OCHOBHBIE TpeOo-
BaHMs K CPeICTBAM M BHIaM TeCTUPOBaHMS IS ONpeieNIeHNs TeXHOIOrndeckoil Ge3omacHocT HHPOp-
MAaIMOHHBIX CHCTEM.

Pa6ouyas nmporpamMma paccuntana Ha 195 vacos (130 gacoB — ayautopHas Harpy3ka, 65 4acoB —
caMocTosATeNNbHas paboTa, 3a4eT). OcBoeHHe y4eOHOH JUCIUIUIMHBI BKIIIOYAeT U3y4YeHHE CIIeTyIoIuX
pas3ziesnos.

Paznen 1. OcHoBBI HHGOPMAIIMOHHOH O€3011aCHOCTH

Paznen 2. I1po6meMbl uHpopManmoHHON 6€3011aCHOCTH

Pazgen 3. TexHongoruu 3amuThl JaHHBIX

Paznen 4. TeXHONOTHH 3alIUTEl MEXKCETEBOTO 0OMeHa TaHHBIMH

Peanuszanus mnporpaMMbl JUCHUILTMHEI TpeOyeT Hamuuus ydeOHoro kaOuHera «JlabGoparopus
IpOrpaMMHO-aNNapaTHOM 3allUThl OOBEKTOB ceTeBOH MHGPACTPYKTYypbl». JlMCUMIUIMHA HalleJeHa Ha
dopmupoBanue obmux (OK 1-9) n npodeccronansueix komnerenuuit (11K 3.1, 3.3). O6yuyenue cry-
JEHTOB OCYIIECTBIISIETCS MO TPAJUIMOHHON TEXHOJIOTMH ¢ BKIIOYEHHEM MHHOBAI[MOHHBIX JJIEMEHTOB:
TEXHOJIOTHs Pa3BHBAIOIIET0 OOYdJEeHHMs, TEXHOJIOTHs NpobieMHOro oOydeHus, IuddepeHIpoBaHHOE
o0y4eHHe, TEXHOJIOTHS JIMYHOCTHO-AEATEIbHOCTHOIO 00y4€eHHs, IPOEKTUBHOE 00yUeHHeE.

Conepxanue pabodeil mporpaMMbl ydeOHON IUCHUILTUHBI OJHOCTHIO COOTBETCTBYET TpeOoBa-
HusAIM DeepaibHOrO roCyJapcTBEHHOTO 00pa30BaTeIbHOIO CTaHAapTa CpeJHero npodeccHoHaAIbHOTO
o6pasoBanus no crenraabHOcTH 09.02.02 KomnerotepHsle ceTH. M3ydeHne MaHHON JUCIUATUTHHBI CIIO-
cobcTByeT 3 PEeKTHBHON U KaueCTBEHHOH IOJrOTOBKE MOJIOIBIX CIIEIIHATMCTOB B 001acTH Ge30macHo-
cTH (QYHKIIMOHUPOBAaHUS HH(POPMAHOHHBIX CUCTEM.

[lepedeHb pekOMEHyeMOM OCHOBHOH M JONIOJIHUTEIBHOHN JTUTEPATyphl BKIIOYaeT OOIIEJ0CTYI-
Hble HCTOYHHKH, W3JlaHHBIE B TociieiHee BpeMs (He mno3anee 5 ieT). llepeuncnennsle MHTepHeT-
pecypchl akTyaibHbl M JOCTOBEPHBEI.

PaspaGoranHas nporpamMa yaeOHoi aucummmuael MJIK.03.02 bezonacHocTh QyHKIIMOHMpPOBa-
HHs MHPOPMATMOHHBIX CHCTEM MOXKET OBITh PEKOMEHJIOBaHa I MCIOJIb30BaHHA B y4eOHOM Ipolecce
pHu MoAroToBKe 1o cnennanbHocTd 09.02.02 KoMbIOTEPHEIE CETH.

PelleH3eHT, HHKEeHEP-TIPOrpaMMHUCT 1 KaTeropuu,
otaen YCVTII ynpasienne ACYTIIL, KHUITHA,
MOII Kpacuomapckoro PITY ¢unnana 00 HEK

«Maxkpoperuon IO 000 UK «CubunTeK» CHBHHTEK- M.B. Jlutyc
KPOY ACYTH



