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1 TACHOPT PABOYEM ITPOI'PAMMBI YUEBHOM JIUCIUILIAHBI

1.1 O61acTh NpUMeEHEeHHs TPOrPaMMbI

Pabouas mporpamma yueOHOM aucuumiauHbl «IIporpammHoe obecrieueHue KOM-
MBIOTEPHBIX CETEI» SABISIETCS YacThl0 OCHOBHOW MPOQECCHOHATBHON 00pa3oBaTEIbHOMN
MporpaMMbl B COOTBETCTBHH ¢ DenepalbHBIM TOCYIApPCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM cpenHero mpodeccuonanbHoro oopazosanus (naiee GI'OC CIIO) ans cre-

nrabHOCTH 09.02.02 KOMIOBIOTEPHBIE CETH.

1.2 MecTo IMCUMINIMHBI B CTPYKTYPe NPOrpaMMbl NOATOTOBKH CIIELMAJTUCTOB
CpeaHero 3BeHa
Hucnunnuna «IIporpammHoe obecrniedeHrne KOMIBIOTEPHBIX CETE» OTHOCHUTCS K

npogeccuoHaIbHOMY MOy t0 «OpraHu3anus CeTeBOro aAMUHUCTPUPOBAHUSY.

1.3 Hesm 1 3agaun y4eOHON TUCUUIJIMHBI — TPEOOBAHMS K Pe3yJbTAaTaM OCBOECHHS
JUCIHHUTIIIMHBI
B pesynbpraTre msydyeHus mpodecCHOHAIBHOTO MOIYJISI OOYYaroIIMiCsS AOKEH
uMemv NPaKmu4ecKuil Onblm:
— YCTaHOBKH wWeb-cepBepa;
— OpraHM3aliy JOCTYIA K JIOKAIbHBIM U TIO0AIBHBIM CETSIM;
— COMPOBOXKJICHUS U KOHTPOJISI UCTIOIB30BaHUsI TOUYTOBOTO cepBepa, SQL-cepBepa;
— pacdera CTOMMOCTH JIMIIEH3MOHHOTO IIPOTrPAMMHOTO 00ECIIeUeHUs CETEBOM
UH(DPACTPYKTYPHI;
— cOopa maHHBIX I aHAJIU3a UCIIONIB30BaHUS M (PYHKITMOHUPOBAHUS ITPOTPaAaMMHO-
TEXHUYECKUX CPEJICTB KOMIIBIOTEPHBIX CETEH;
B pe3ynbrare 0ocBOCHHS NUCIUILUIMHBI O0YYAIOIHUICS JOTDKCH yMemby:
— yCTaHaBJIMBaTh HH(OOPMAITMOHHYIO CUCTEMY;
— co37aBaTh U KOH(UTYPHPOBATh YUCTHBIC 3aMCH OTACIBHBIX MOJIb30BATEICH U
MOJIb30BATEIILCKUX TPYIIIT;
— PErucTpUpOBaATH MOAKIIOUCHUE K JOMEHY, BECTH OTUETHYIO JOKYMEHTAIIUIO;
— PpacCYHMTHIBATh CTOMMOCTD JIMIIEH3HOHHOTO MPOrPaMMHOTO 00ECIICUCHUS CETEBOM

UHPPACTPYKTYPHI,

— YCTaHaBJIMBATh U KOHQUTYPHPOBATH aHTUBUPYCHOE MPOTPaMMHOE 0OecIieueHue,
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IporpaMMHOe obecriedueHre 0a3 JTaHHbIX, IPOrpaMMHOE 0OecrieueHne
MOHHUTOPHUHTA;

B pe3ynbpTate 0CBOCHUS AUCHUIUINHBI 00yUYaIONTHIICS TOTDKEH 3HAMDb:

THUIIBI CEPBEPOB, TEXHOJIOTUIO "KIIMEHT-cepBep";

CIIO0COOBI YCTAaHOBKH H YIIPABJICHHUS CEPBEPOM;

YTHIUTHI, GYHKINH, YIAIEHHOE YIIPaBICHHE CEPBEPOM;

TEXHOJIOTHH 0e30MTaCHOCTH, TPOTOKOJIBI aBTOPHU3ANNHU, KOHDUACHIINATBHOCTD U
0e30macHOCTh Mpu padboTe B web;

MOPSZIOK UCTIOIH30BAHUS KIIACTEPOB;

MOPSZIOK B3aMMOJICHCTBUS Pa3IUYHBIX OMEPAIIMOHHBIX CUCTEM;

QITOPUTM aBTOMATH3aIllMH 33124 00CTyKHUBAHUS;

TIOPSIOK MOHUTOPUHTA M HACTPOWKH MPOU3BOIUTEIBHOCTH;

TEXHOJIOTHIO BEICHHUS OTYETHOW JOKYMEHTAIINH;

KJIacCU(UKAIIMIO IPOTPAMMHOTO 00ECIIEYCHHSI CETEBBIX TEXHOJIOTHIA, U 00JIaCTh
€ro MPUMCHEHUS;

HOPSI0K ¥ OCHOBBI JIMIIEH3UPOBAHUS IPOIPAMMHOI'0 00ECTIEUECHNUS;

OLIEHKY CTOMMOCTH IPOTrPaMMHOI0 00ecreueHus B 3aBUCUMOCTH OT CIlocoba u
MECTa €ro UCIOJIb30BaHUs.

MaxkcumainbHas yueOHasi Harpy3ka oOy4vatomerocs 168 yaca, B TOM uucie:
oOs3aTenbHas ay IUTOpPHAs yueOHast Harpy3ka oOyuatorierocs 112 yacos;

camocTosiTelnbHas pabota obyyaromierocst 56 vaca.

1.4. IlepeyeHnb MIAHMPYEMBbIX pPe3yJbTaTOB 00y4YeHus no gucuuninne (Ilepeyennb

crocoOcTByeT (OPMUPOBAHHUIO Y CTYACHTOB CIEIYIONIMX MPO(EeCcCHOHATBHBIX KOMIIEe-

¢GopMupyeMbIX KOMIIETEHIHH)

OcBoecHue JUCIHUITIIMHBI «HpOI‘paMMHOC obecrnieueHue KOMIIBIOTCPHBIX ceTeiy

TEHIIUH:

I[IK 2.1. AIMUHHCTPUPOBATH JIOKAJbHBIE BBIYMCIUTEIbHBIE CETU U MPUHUMATH

MEPHI TI0 YCTPAHEHUIO BO3MOXKHBIX COOEB.

[1K 2.2. ATMUHUCTpUPOBATH CETEBBIE PECYPChl B UH(POPMAIIMOHHBIX CUCTEMAX.

IIK 2.3. OGecrmeunBarh cOOp MaHHBIX JUISI aHAIW3a WCIOJIL30BaHUS U

(YHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.
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[IK 2.4. B3aumonelcTBOBATh CO CHEHMAIUCTAMU CMEXKHOTO mpoduis npu
pa3paboTKe METOJOB, CpPEICTB M TEXHOJOIMH TNPUMEHEHUS OOBEKTOB

npodeccuoHanbHON NESATEIBHOCTH.

OaHOBpeMEHHO ¢ Mpo(ecCHOHATbHBIMU KOMIIETEHIUSMU Y CTYAEHTOB, 00y4aro-

muxcs o aucuuruinie «IIporpammuoe obecrnieueHrne KOMIBIOTEPHBIX CETEM» CO3/1at0TCs

MPEANOCHIIKU ISl POPMUPOBAHMS OOIIUX KOMIETEHIIUI:

OK 1. IlonumaTe CYIIHOCTP M COLHMAIBHYIO 3HAUYUMOCTb CBOEH OymyImieit
npodeccun, MposBISATh K HEW yCTOMYMBBIN HHTEpEC.

OK 2. OpranuzoBbIBaTh COOCTBEHHYIO JI€ATEIbHOCTD, BHIOMPATh TUIIOBBIE METO b
M CrnocoObl  BBIMOJHEHUS MNPOGECCUOHANBHBIX  3a7a4, OIEHWBATh  MX
3¢ PEeKTUBHOCTH U KaueCTBO.

OK 3. IlpunumaTh penieHus B CTaHAAPTHBIX W HECTAHAAPTHBIX CHUTYAIHSIX H
HECTH 32 HUX OTBETCTBEHHOCTb.

OK 4. OcymiecTBisTh MOUCK U UCIOJIB30BaHUE MHGOPMAIIUK, HEOOXOIUMOM s
3¢ PEeKTUBHOTO BBINMOTHEHUS MPO(ECCHOHATBHBIX 3a/iad, MPodeCcCUOHATBLHOTO U
JMYHOCTHOTO Pa3BUTHUA.

OK 5. Hcnonb3oBaTh HH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHMH B
npodecCHuOHAIbHOMN AESITebHOCTH.

OK 6. PaGoTtath B KOJIJIEKTUBE U B KOMaH 1€, 3 (HEKTUBHO O0IIAThCs C KOJIJIEraMH,
PYKOBOJICTBOM, IOTPEOUTEIISIMHU.

OK 7. bpatp Ha cebs OTBETCTBEHHOCTh 3a pabOTy WICHOB KOMaHJbI
(MOTUMHEHHBIX), 32 Pe3yJIbTAT BHITIOJHEHUS 3a/JaHUM.

OK 8. CaMocTOSITeNIbHO ONpeeNsaTh 3a1a4u MPOPECCUOHATBLHOTO U JIMYHOCTHOTO
Pa3BUTHSI, 3aHUMATHCSI CaMOOOPa30BaHUEM, OCO3HAHHO TUIAHUPOBATH MOBHIIIICHHE
KBaTH(PUKALTIH.

OK 9. OpueHtupoBarbcsi B YCIOBHSIX 4YacTOM CMEHBI TEXHOJOTHA B

npodecCHuOHAIBHON A TeTbHOCTH.

Wupexc | ConmepxaHue KOM- B pesynbrate n3ydenust yaeOHON JUCIUIIMHBI 00yJaroNecs T0KHBI
KOMITe- | TeTeHUIUH (MiH eé HMMETh NPAKTHYECKUN
3HAThH YMETh
TEHITUU Y4acTH) OITBIT (BJTAJIETD)
OK-1 ITonumats cymr- CYLIHOCTb Y COLMAIbHYIO | UCIONB30BATh COBPE- | MPOSBISATH YCTONYU-
HOCTPH U COAITb- 3HaYUMOCTb Tpodeccuu MEHHBIE METO/IBI B BBIH MHTEPEC K MPO-
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JIEKTUBE U KOMaH-
ne, 3 heKTHBHO
00IIaTECA C KO-
JieraMu, pyKOBO-
JICTBOM, TIOTPEOH-
TESAMH.

YPOBHH OOIIIEHUS;

— POJIH ¥ POJIEBBIE OXKH-

JIaHHS B OOIICHUH;

BHWJIBI CONMAJIBHBIX B3aH-

MOJICHCTBHH,

— MCXaHHU3MbI B3aUMOIIO-

HHMaHUs B OOIIICHNH,

— TEXHHUKH U TIPUEMBI 00-
LIEHVS, TIpaByjIa CITymia-

HUH,

1 IpueMsl 3 dexTus-
HOT'O OOIIEHUS 1
npodeccroHaTbHOM
JeATEINbHOCTH;

— HCIIONB30BAaTh
TPHEMBI CaMOperyJIsi-
MY MTOBEJICHUS B
NPOLIECCe MEXITUIHO-
CTHOT'0 OOLICHUS;

Ne Hupexc | CopepxaHue KOM- B pesynprate n3ydeHus yaeOHO!H TUCIUIDIMHEI 00 yJaroIuecs TOKHEI
- KOMITe- | TeTeHIUH (WiIH eé MUMETh MPAKTUIECKUN
ILIL 3HAThH YMETb
TEHLIUU 4acTH) OITBIT (BJIAJIETh)
HYIO 3HAYHMOCTb «TexXHUK 10 KOMIIBIOTEP- | TPOodecCHOHATILHOM theccun «TexHUK 1O
cBoei Oymymieit HBIM CETSIM» nesrenbHocTH «Tex- KOMITBIOTEPHBIM Ce-
npodeccun, mpo- HHK 10 KOMIIBIOTEP- TAM»
SBJISITH K HEH yc- HBIM CETSIM)
TOMYMBBHIN UHTE-
pec
2. OK-2 OpraHu3o0BBIBaTh | — OCHOBHBIE TEHACHIINU — KPUTHYECKH OLIEHH- | KPUTHYECKOro Iepe-
COOCTBEHHYIO Jiesl- | pa3BUTHSL, MOJOKEHHUH, BaTh KOMITBIOTEPHBIE OCMBICITIBaHUSI Ha-
TENBHOCTB, OIpe- 3aKOHOB KOMITBIOTEPHBIX | TEOPUH M KOHILIENINK, | KOIUIEHHOT'O OIIBITa,
JETISITh METOABI U HayK, TPaHHMIIBI X TIPUMe- BHECEHHMS] I3MECHEHUH
CIIOCcOOBI BBITMOIN- — 3HaTh, KaK UCIOJIB30- HUMOCTH; B paboure IpoIecchl
HeHus rpodec- BaTh UX 0a30BbIE TIOJI0- — BBISIBJISATH €CTECT- C Y4ETOM WHHOBA-
CHOHAJIBHBIX 3a- JKEHUsI TIPU PeILIeHUN BEHHOHAYYHYIO U LM, ONTUMHU3AIIN
Jlay, OLIEHUBATh UX | TPO(eCcCHOHATBHBIX 3a- MEXAUCIUIUTMHAPHYIO | pabouero mpoiecca ¢
3G PEeKTUBHOCT U | Jad CYIIHOCTb Tpo0JIeM, YUETOM Pa3BUTHS
Ka4ecTBO BO3HUKAIOIIUX B XOA€ | HAYKH U TEXHOJOTHH
npodeccroHaTbHOM
JIeTEIbHOCTH
3. OK 3 [Ipunumars pe- Mepbl OTBETCTBEHHOCTH — OLIEHUTbh BO3HUK- MIPUHSTHUS PEIICHUN B
IICHUS B CTaH- 3a NPUHATHIE PELICHUs IYIO CTaH/IAPTHYIO CTaH/IapPTHBIX U He-
JAPTHBIX U He- WM HECTaHJIAPTHYIO CTaH/IapPTHBIX CUTYa-
CTaH/IapTHBIX CHU- CHUTYaIHIO, LHSX
TyalusX U HECTH — TIPEeJIOTBPATHUTD €
3a HUX OTBETCT- HeraTUBHBIE MOCIE1-
BEHHOCTb CTBHS
4. OK 4 OcymecTBIATh OCHOBHBIE TEHJICHINN OCYILECTBISATH cOOp, KPUTHYECKOTO Iepe-
MOKCK, aHaJIU3 U Ppa3BUTHSL, TIOJIOKCHUH, 00paboTKy, aHalIu3 U | OCMBICIIUBAHUS Ha-
OLICHKY MH(OpMa- | 3aKOHOB METPOJIOTHH, CHCTEMAaTH3aLUIO Ha- | KOIUIEHHOI'O OIIbITa,
1I1M, HeoOX0oaAH- 3HATh, KaK HCIOJIb30BATh | YYHO-TEXHUIECKON BHECEHMsI U3MEHEHUI
MOM [UIs TTocTa- ux 0a30BbIC MOJIOKEHUS MH(GOPMALUH 110 IIPO- | B paboyme MPOLecChl
HOBKHM U PELICHUs | IIpU pelIieHuy npodec- (eccun C Y4€TOM MHHOBALUH,
npodecCHOHAIb- CHOHAJIbHBIX 3a]a4 onTHUMHU3anuu pabdo-
HBIX 337134, Tpo- 4ero nporecca ¢ yue-
(eccroHaIbHOTO U TOM Pa3BUTHS HAYKU
JMYHOCTHOTO pas3- U TEXHOJIOTHH
BUTHSA
5. OK 5 Hcnomnp3oBats OCHOBHBIE€ TEOPETUYECKHUE | MCIOIH30BATH OCHOB- | MCIIOIB30BAHMS MH-
HHOOPMALIMOHHO- | M MPaKTUYECKUE HOJIO- HBIE TEOPETHYECKHE U | (hOPMALIOHHO-
KOMMYHUKAIMOH- | >KeHUS MH)OPMAIMOHHO- | MPaKTHYECKUe MOJIO- KOMM YHHUKAIlIHOHHbIE
HBIE TEXHOJIOTUM B | KOMMYHHKAI[HOHHBIE JKEeHHs HHpOopMaLy- TEXHOJIOTHH B TIPO-
npodeccronanb- TEXHOJIOTHid B cpepe Ha- | OHHO- (heccuoHanbHOI 1esi-
HOH JIesITeNbHO- JaJIK¥ TEXHOJIOTHYECKOT0 | KOMMYHHKALMOHHbBIE | TeIbHOCTH « TeXHUK
CTH. 000pyIOBaHUS TEXHOJIOTHH B TIPO- M0 KOMIBIOTEPHBIM
(heccroHamBHOM J1es- CETSIM»
TeNBHOCTU « TeXHUK
M0 KOMIBIOTEPHBIM
CETAM»
6. OK 6 PaGorats B koI- — 1eny, (pyHKIWM, BUOBI M | — IPAMEHSTh TEXHUKH | — paOOTHI B KOJIICK-

THBE U KOMaH/e,
— 3¢ peKTHBHOTO 00-
IICHUS C KOJUIETaMH,
PYKOBOJICTBOM, T10-
TpeOUTEISIMH




Wnnexc

CoaepxaHre KOM-

B pesynprate n3ydeHus yaeOHO!H TUCIUIDIMHEI 00 yJaroIuecs TOKHEI

Ne KOMITe- | TeTeHIUH (WiIH eé MUMETh MPAKTUIECKUN
ILIL 3HAThH YMETb
TEHLIUU 4acTH) OITBIT (BJIAJIETh)
— BeyieHus Oecentpl, yOoex-
JICHUS;
— 3TUYECKUE TTPUHINTIBI
OOIIICHHS,;
WCTOYHUKH, IPUIHHBI,
BHJIBI M CIIOCOOBI paspe-
IIEHHs] KOH(JIMKTOB;

7. OK 7 Bpatb Ha ceOst Mepbl OTBETCTBEHHOCTH B3SITh Ha ce0sl OTBET- MIPUHATHS PELLICHUH B
OTBETCTBEHHOCTH 3a IPUHSATHIE PEIICHHS CTBEHHOCTH 32 paboTy | CTaHAapTHHIX U He-
3a paboTy WIEHOB YJICHOB KOMaH/IbI CTaH/IapTHBIX CHTYa-
KOMaH/IbI (TI0/14H- LHSAX
HEHHBIX), Pe3YJib-

TaT BBIITOJTHEHHUS
3a/1laHuM.

8. OK 8 CaMocTosATeNnbHO OCHOBHBI€ TEHJICHINH BBIOMpATh METOIMKY M | KPUTHYECKOrO Iepe-
ONPE/ICNATh 3a/la- | pa3BUTHSL, MOJOKEHHUH, Cpe/ICTBa peLIeHHs OCMBICITIBaHUsI Ha-
yu npoeccro- 3aKOHOB METPOJIOTHH, 3aJ1a4, UCTIONb3Ys KOIUIEHHOT'O OTIBITA,
HaJIHOTO U JINY- 3HAaTh, KaK MCHOJIb30BAaTh | HAYYHYIO JIUTEpATYpy | BHECEHHUS] M3MEHEHUI
HOCTHOT'O pa3Bu- ux 0a30BbI€ MOJOKEHUS Y 3JIEKTPOHHBIE WH- B paboure IpoIecchl
THs, 3aHUMATbCS NpH peleHnu npogdec- (hopmaronHo- C y4eTOM MHHOBAIIHH,
caM000pa30BaHU- | CHOHAJIBHBIX 33734 o0pa3zoBaTesbHbIC ONTHMU3aIHU pabdo-
€M, OCO3HaHHO pecypcbl, uHpopma- 4ero mpoiecca ¢ yde-
IUIaHUPOBATDH I10- IOHUOHHO- TOM pa3BUTHUSA HAYKH
BBIIIICHUEC KBAJIU- KOMMYHHKAITUOHHBIC M TEXHOJOTHI
¢bukanum TEXHOJIOTH

9. OK 9 OpueHTHpOBaTbCs | pOJb U 3HaYeHUe UH(OP- | ocyIIecTBISATH cOOp, BJIAJIETh CITIOCOOHO-

B YCIIOBUSIX 4ac- MaIMOHHO- 00paboTKy, aHalIu3 U | CTHIO yYUTBIBATH CO-
TOM CMEHBI TEXHO- | KOMMYHHMKAI[MOHHBIX CHCTEMAaTH3alUIO HAa- | BpPEMEHHBIC TEHIEH-
Joruii B npogec- TEXHOJIOT'Hi1 C LENbIO CO- | YYHO-TEXHUYECKOU LMY Pa3BUTHUS HAYKU
CHUOHAJIbHOU Jiesi- BEpIICHCTBOBAHUS CBOEH | HMH(pOpMAIMH 110 Y BBIYHMCIUTEIbHON
TENBHOCTH npodeccHoHaNBLHOM fies- | Tpodeccud, TEXHHUKH, KOMIIbIO-
TENBHOCTU TEPHBIX TEXHOJIOT Ui
B nipo()ecCHOHAIb-
HOH J1eATEIbHOCTH

10. I[IK 2.1 | YcraHaBiuBaTh ¥ | — OCHOBHBIE KOHCTPYK- — yCTaHABIUBATh UH- | HACTPOMKHU MOAKIIIO-
HAacTpauBaThb MOA- | THUBHBIC SIEMEHTHI (dopmanmonHyto cuc- | 4eHus k cetn UH-
KITFOUEHHUS K CEeTH CPEIICTB BBIUUCIHUTEID- TEMY; TEpHET C TOMOIIBIO
WHntepHner ¢ no- HOI TEXHHKH; — HacTpauBaTh MOA- pa3NUYHBIX TEXHOJIO-
MOLIBIO Pa3In- — nepuepuiiHbIe yCT- KJIFOUCHUS K CETH THH U CTIeIMaIN3H-
HBIX TEXHOJIOTUW U | POMCTBA BBIYMCIUTEIb- WuTepHer ¢ nomo- pOBaHHOTO 000PYHO-
CIIeLHaTU3HUPO- HOM TEXHUKH; IIBIO PA3IMYHBIX TE€X- | BaHUA
BaHHOIO 000PYIO- | — HECTaHAAPTHBIC NIEPH- HOJIOTHH U criennanu-

BaHUS (hepuitHbIE YCTPOWCTBA; 3UPOBAHHOT'O 000PY-
JIOBaHHMS

11. I[IK 2.2 | OcymmecTBasTh — TOPSIIOK W OCHOBHI TN~ | — CO3/1aBaTh H KOH(H- | pacuera CTOMMOCTH
BBIOOpP TEXHOJIO- LICH3UPOBAHUS MPO- TypUpOBATh YUETHBIE | JHMIEH3MOHHOTO MPO-
T'MH TIOAKITIOYEHNST | TPAaMMHOrO OOECHEUYCHHUS; | 3alMCH OTACIbHBIX rpaMMHOr0 obecrie-
1 Tapu(HOTO IU1a- | — OLEHKY CTOMMOCTH MOJIB30BATENeH 1 YEHUsI CETEBON HH-
Ha y nmpoBaiiiepa MIporpaMMHOro obecre- TMIOJIB30BATEIILCKUX (bpacTpyKTypHI;
JOCTyTIA K CETH YEeHUsI B 3aBUCHMOCTH OT | TPYIII;

WnrepHher. croco0a M MecTa €ro uc- | — perucCTpUpOBaTh
TIOTb30BaHUS MOZIKITIOUEHHE K JI0-
MEHY, BECTH OTYET-
HYIO IOKYMEHTALHIIO;

12. I[IK 2.3 | YcranaBnuBarth KITaCCH(UKAIIIO TIPO- — yCTaHaBIUBAaTh H — YCTaHOBKH CIIEIHa-

CTICIIATH3HPO- rpaMMHOTO ofecriedeHnst | KOH(HUTypHpOBaTh JIM3UPOBAHHBIX MPO-

BaHHbIEC TIPOTPaM-
MBI U IpaiiBepsl,
OCYIIECTBISTh

CETEBBIX TEXHOJOTUH, 1

00J1acTh CTO MPUMEHE-
HUS;

AQHTHBHPYCHOE IIPO-
rpaMMHOe obecriede-
HHE, IPOrpaMMHOE

rpamMMm M JpaiBEpPOB;
— OCYHIECTBICHUS
HACTPOMKHU MapaMeT-
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Ne Hupexc | CopepxaHue KOM- B pesynprate n3ydeHus yaeOHO!H TUCIUIDIMHEI 00 yJaroIuecs TOKHEI
- KOMIIe- | TeTeHIWH (WIH eé HUMETh MPAKTHICCKHUI
ILIL. 3HATh YMETh
TEHLIUU 4acTH) OITBIT (BJIAJIETh)

HaCTpOMKY mapa- obecrieucHme 0a3 POB MOAKIIIOUEHUS K
METPOB TTOTKITIO- JTAHHBIX, TIPOTPaMM- ceru MHTEpHET
4yeHus K cetu UH- HOE 0o0ecIeYeHre MOo-
TEpHET. HUTOPHHTA;

13. IIK 2.4 | OcymecTBasTh CTOMMOCTH JINLIEH3UOHHO- | pacCYUTHIBATH CTOH- pacuera CTOUMOCTH
yIIpaBJICHUE U TO IPOrpaMMHOT0 00eC- MOCTb JIUIICH3UOHHO- | JIUIICH3HOHHOTO MPO-
yUeT BXOJAIIErO M | TCUCHHS CETeBOM MH(ppa- | To MPOrpaMMHOIO rpaMMHOTro obecre-
HCXOJIAIIETO Tpa- CTPYKTYPHI, 00ECIICYCHUS CETEBOM | UYCHHS CETEBOM HH-
(uka ceru. HHPPACTPYKTYPHI; (hpacTpyKTypHI;

2 CTPYKTYPA U COJAEP KAHUE YYEBHOM JUCIHUTIIIMHBI

2.1. O6bem yyebHol ucyuniuHbl U 8udsbl y4ebHol pabombli

Bupn yue6Hoit paboTh Bcero Cemectp
4acoB 5

VYueOHast Harpy3ka (Bcero) 168 168
AynuTopHas Harpyska (Bcero) 112 112
B TOM YHUCJIC:
JIEKIIMOHHBIE 3aHSATHSI 64 64
IIPAKTUYECKHUE 3AHITHS 48 48
J1a00paTOpHBIC PadOTHI - -
CamocrosTenpHas padbora 56 56
ITpoMexxyToyHas aTTecTanus 9K3aMEH

2.2 CTpyKTYypa QM CHHUILTHHBI

OcBoenne yuebno muctumauabl MJIK.02.01 «IIporpamMmmHoe obecrieueHre KoM-

IIBIOTCPHBIX ceTei» BKIIIOYAeT HU3Y4YCHUC CIICAYIOIIUX Pa3JCJIOB U TCM:

Pazoen 1.
Tema 1.1.
Tema 1.2.
Tema 1.3.
Tema 1.4.
Tema 1.5.
Tema 1.6.
Tema 1.7.
Paszoen 2.
memamu

Tema 2.1.
Tema 2.2.

Cepeepuvbie onepayuonmnvie cucmemvl

Ceressie oneparnonnbie cucteMbl (OC): Knaccudukamms OC.

YcTaHoBKa, HACTPOIiKa, KOHPUTYPUPOBAHUE CETEBBIX OMEPAIMOHHBIX CHCTEM.
UcnonwszoBanue TCP\IP (IPv4, IPv6). DHCP cepgep.

[IpocTpaHCTBO BHYTPEHHUX U BHEIIHUX UMEH.

CepBUCHI CETEBBIX ONEPALIMOHHBIX CUCTEM

[Iporpammuoe obecriedeHre BUPTyaIbHbIX YacTHBIX ceTeit (VPN).

CeteBble yTUIUTHI 1Sl AUATHOCTUKU CETH.

HpOZpClMMHO@ obecneyenue 0ns ynpaesjieHusl cemesvbimu onepayuoOrHHbIMU CUC-

CpencTBa ynpaBieHUs JIOKAJIbHBIMU PECYpCaMH KOMIIBIOTEPA.

CereBble MPOTOKOJIBI U1 YAAIEHHOTO YIIPaBIEHHUS KOMIIBIOTEPOM.
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Tema 2.3. [IpoTtokoin ynpasieHus cetbto — SNMP. XKypHan cucTeMHBIX COOBITHN —

Syslog.

Tewma 2.4. [IporpaMMsI CETEBOTO YIIPABICHUS

Tema 2.5. Cpencrtpa 6e3omacHoctu ceTeBbix OC

2.3 TemaTrueckuii TUIaH U conepxanne yaeoHoi mucrmminabl MJIK.02.01 [IporpaMmmHOe obecriedeHre KOMITbIO-

TEpHBIX ceTei

HaumeHnoBanue
pa3aesioB U TeM

Conep:xanue yueOHOro MaTepuasa, NpakTHYecKue U JJadopaTopHbie pado-
Thl, CAMOCTOSITe/IbHAS PadoTa 00y4aloummXxcsi

Oo0bemMm
4acoB

1

2

Tema 1.
CepBepHble oneparm-
OHHBIE CHCTEMBI

Codeporcanue yuedHoz0 mamepuana

88

Jlexkyuu

Ceresbie oneparmonnbie cucteMbl (OC): Kitaccudukamus OC.

YcraHoBKa, HAaCTpoOlKa, KOH(QUTYPUPOBAHHE CETEBBIX ONEPAIIMOHHBIX CHCTEM.
Ucnons3oBanue TCPAIP (IPv4, IPv6). DHCP cepsep.

[IpocTpaHCcTBO BHYTPEHHUX M BHEITHUX UMEH.

CepBHUCHI CETEBBIX ONEPAIOHHBIX CUCTEM

[TporpammHoe obOecrieueHre BUPTyalbHbIX yacTHbIX cerer (VPN).

CereBble YTHIINTBI JUISL IMATHOCTHKU CETH.

36

IIpakxmuueckue 3anamusn

YcraHOBKa U HACTPOMKA CETEBOM ONEPAaLlMOHHON CUCTEMBbI

[TpuMmeHeHue CeTeBBIX YTUIIUT JUIsl ONpeesieHns] pab0TOCIIOCOOHOCTH CETH.
Hacrpoiika cepsepa numeHn DNS.

Hactpoiika DHCP-cepBepa.

Pa6ora ¢ Active Directory

VYnpagnenue cepsepom Windows Server 2003 ¢ nomoribio Microsoft
Management Console

24

Camocmoamenvhasa paboma
Pabora ¢ xoHCcniekToM. Brimonaenue 3aganuil npaktudeckoit pabotsl. [loaro-
TOBKa pedepaTon

28

Tema 2. IIporpamm-
Hoe oDOecIieueHue st
YIIPaBJICHUSI CETEBbI-
MU OIEepaliOHHBIMU
CHUCTEMaMU

Cooeporcanue yuedHozo mamepuana

80

Jlexkuyuu
CperncTBa ympaBieHUs JTOKaJbHBIMHU pecypcaMi KOMIIBIOTEpa.
CeTteBble MPOTOKOIBI AT YIAIEHHOTO YIIPAaBICHNUS KOMIIBIOTEPOM.

[Ipotokon ympasnerus cetbio — SNMP. JKyphain cucremMHbIx coObITHi — Syslog.

[IporpamMMBbl CETEBOTO YIpaBICHUS
CpenctBa 6e3omacHocTH ceTeBhIx OC

28

Ilpakmuueckue 3anamus

YpasneHue peecTpoM.

YcraHoBka u HacTpoiika web-cepBepa u FTP-cepsepa.
YcraHoBKa M HACTPOMKa MOYTOBOIO CEPBEPA
Co3nanne pe3epBHBIX KOMUH

MOHUTOPHHT COCTOSIHUSI CETU

Y nanéHHoe ynpaBiieHUE KOMIIBIOTEPOM
HUcnonp3oBanue yruautsl Backup

YcranoBka u Hactpoika SQL-cepepa

24

Camocmoamenvhnasn paboma
Pa6ora ¢ korCcniekTOM. BrimmonHeHne 3aganuil npakTudeckoit padotsl. [Tomro-
TOBKa pedepaToB

28

Bcero:

168

11




2.4 Conepxxanue pa3iejoB IMCUUIIIHHBI

2.4.1 3ansaTHA JEeKIMOHHOI0 THIIA
Pasoen 1. Cepsepuvie onepayuonnvie cucmemvl
1.1. CereBbie onepannonnbie cuctemsl (OC). Knaccudukamus OC.
Knaccudukarus OC. CtpykTypa ceTeBOl OnepaluoHHON CUCTEMBI. 3aJaun ceTe-
Boii OC. CereBsie oneparnnonnbie cucteMbl: Windows, Unix, Linux, NetWare.
1.2. YcraHoBka, HacTpoiika, KOH(pUTypUpOBaHHE CETEBBIX ONEPAL[MOHHBIX CUCTEM.
Ycranoska u HacTpoiika OC Windows. YcrtaHoBka u HacTtpoiika OC Linux.
1.3. UcnonwzoBanue TCP\IP (IPv4, IPv6). DHCP cepgep.
[Topsnok HacTpoiiku npotokosia TCP/IP B KoMnblOTEpHOM ceTH. ABTOMaTHYECKOE
HazHauenue [P agpecos. DHCP cepsep.
1.4. [IpocTpaHCTBO BHYTPEHHHUX U BHEIIHUX UMEH.
[Tonsatue nomena. Ciyx661 DNS, WINS. ®aiiner Imhosts, hosts.
1.5. CepBuCHI cCeTEBBIX ONEPAIUOHHBIX CUCTEM.
BeO-knuentst u cepepbl. FTP-kiauents! u cepepbl. KilneHThI 1 cepBepbl AIiek-
TPOHHOU MOYTHI, TOJIOCOBOM CBSI3U, MTHOBEHHOTO 0OMeHa coobmenusimu. SQL-cepsep.
1.6. [IporpamMmMHOe obecrieueHre BUPTYaIbHBIX YacTHBIX cereid (VPN):
Crpykrypa VPN. Knaccudukamus VPN. TexHomorus mocTpoeHus] BUPTyaabHON
yacTHOU cetu — mpotokoiibl [PSec, SSL. [Tpumepst VPN.
1.7. CeTeBble yTHINTHI U1l ATUATHOCTUKH CETH.
Y1unutsl ping, netstat, ipconfig, traceroute u ap.
Paszoen 2. [IpoepammHoe obecneuerue cemesvix ONEpayUuOHHbIX CUCTEM
2.1. CpenctBa yrpaBiieHHUs JIOKAJIbHBIMUA PECYPCaMH KOMIIBIOTEPA.
2.2. CeTeBble TPOTOKOJIBI 1151 YAAIEHHOTO YIIPABICHUS KOMIIBIOTEPOM.
[IpoTokoner WinFrame ,Windows Terminal Server, Telnet, SSH, rlogin u T.11.
2.3. IIporokoun ynpasnenus cetbto — SNMP. XKypHan cucTeMHbIX COOBITHIA —
Syslog.
2.4. IIporpaMMbl CETEBOTO YIPABICHUS
[Tporpammsl NView NNM, Windows Management Instrumentation, WMI u T1.11.

2.5. CpenctBa 6e3omacHocTH ceTeBbix OC

12



TexHnonoruu obecrneueHus: 6€30NaCHOCTU JOKaJIbHOM ceTH. OrpaHuyeHue A0cTyna

B ceTH. AyTeHTUPUKALINS, Ay IUT.

2.4.2 3aHATHS CEMUHAPCKOr0 THIIA
— HE IPEeyCMOTPEHBI
2.4.3 IIpakTnyeckue 1 JJadopaTopHbIe 3aHATHS

Ilpaxmuueckoe 3anamue Nel YCTaHOBKA U HACTPOMKA CETEBOM ONEPAMOHHOW CHCTEMBI
YcraHoBka BUpTyanbHOI MamuHbl VirtualBox. YcranoBka u Hactpoiika OC
Windows. YcranoBka u Hactpoiika OC Linux.
Ilpakmuueckoe 3anamue No2 [IpuMeHeHUE CETEBBIX YTUIIUT ISl ONpeieeHus: paboTo-
CIIOCOOHOCTH CETH.
Nzyuenue cereBbix yTUIUT hostname, ipconfig, net view, ping, netstat, tracert,
net use, net share.
Ilpaxmuueckoe 3anamue Ne3 Hactpolika cepepa umeH DNS.
VYcranoBka cepepa DNS. Hacrpoiika cepsepa DNS.
Ilpaxmuueckoe 3auamue Ne4 Hactpoiika DHCP-cepsepa

VYcranoBka cepsepa DHCP. Hacrtpoiika cepsepa DHCP. Hactpoiika MOHUTOpHUHTA
DHCP-cepsepa.

Ilpakxmuueckoe 3anamue Ne5 Pabota ¢ Active Directory.

VYcranoBka Active Directory. Hactpoiika Active Directory. JloGaBieHue mosb30-
BaTeNiell W Tpymnn Mojib3oBarenei. HacTpoiika npaB goctyna. [{oOaBieHue moapasziene-
Huil. PaboTa ¢ rpynnoBbiMu noauTukaMu. [logkmoueHne KoMnboTepa K TI0MEHY.
Ipakmuueckoe 3anamue Ne6 Ynpasnenue ceppepoM Windows Server 2003 ¢ momorbio
Microsoft Management Console.

Konconp "Ynpasnenue kommsrorepom". Ciyske0HbIe TPOrpaMMbl. 3alIOMUHAIO-
e yerpoiicta. Ciryx0b1 u nipuiioxkenus. Koncons MMC (Microsoft Management
Console). Hactpoiika koHCOMU. Y TaJICHHBIN TOMOIITHUK.

IIpakmuueckoe 3ansamue No7 YTpaBlieHUE peecTPOM.

Penaktop peectpa regedit. Pa3nensl peectpa. Konuposanue peectpa. Boccranos-

JIEHUE peecTpa.

Ilpakmuueckoe 3anamue No§ YcraHoBKa U HacTpoiika web-cepBepa u FTP-ceppepa.
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OcHactka Internet Information Service (IIS). Hactpoiika napamerpoB web-
cepBepa. YcraHoBka u HacTpoiika FTP-cepsepa.

Ilpaxmuueckoe 3anamue Ne9 YCTaHOBKA U HACTPOMKA IIOYTOBOTO CEPBEpPA

VYcranoBka nouroBoro cepsepa B Windows Server. Hactpoiika noutoBoro cepse-
pa.

IIpakmuueckoe 3anamue Nel() Co3nanue pe3epBHBIX KOIHM.

PaGora ¢ macTtepoMm apxuBanuu. TeHeBble KOMUH. APXUBUPOBAHUE U BOCCTAHOB-
JIEHUE COCTOSIHUS CUCTEMBL. ABTOMATUYECKOE aBapUHHOE BOCCTAHOBJIEHUE CUCTEMBI
IIpakmuueckoe 3anamue Nell. MOHUTOPUHT COCTOSIHUS CETH.

CucremHas cnyx06a XKypHan coObrtuil. Jucnemuep 3adau. Ocnacmka Event
Viewer. Tumbl cOOBITHI, pErUCTPUPYIOLIUXCS B )KypHaJIax
Ilpaxmuueckoe 3anamue Nel2. Y nanéHHoe ynpaBjieHHUE KOMIIBIOTEPOM

VY nanennsiit padounii ctoi. [Topsiiok moakIoUYeHNs K yAAICHHOMY KOMITBIOTEPY.
Ilpakmuueckoe 3anamue Nel3. Vicnionb3oBanue yrunuThl Backup.

@DyHKIMS BOCCTAHOBJICHUSI CUCTEMBI. BbINoIHEHUE pe3epBHOIO KOMMPOBAHUS
CUCTEMHBIX KOH(PUTYpalMOHHBIX (haiioB. BoccTaHOBIIEHHE CUCTEMHBIX KOHGUTYpaIlu-
oHHBIX (paitioB. CozaHNe TOYKHA BOCCTAHOBJICHUSI.

Ilpaxmuueckoe 3anamue Nell YcranoBka u HacTpoiika SQL-cepsepa.

VYcranoska SQL-cepBepa. Co3zganue Tabmuiy 6a3bl JanHbIX. HacTpoiika nqoctymna

Tabnuiiam cepBepa. MexaHu3M apXUBallMi U BOCCTAHOBJICHUS

He nmpemycmoTpeHsi.

2.4.4 Conep:xxanue caMocTosATeILHON padoThl (IlpumepHast TeMaTnka pedeparoB)

1. OnepanroHHbIE CUCTEMbI MOOMIIBHBIX YCTPOUCTB (CMapTHOHOB, KOMMYHHUKATOPOB
U T.I)

2. DaiioBbIE CUCTEMBI.

3. IlporpammHoe obecriedeHre Uit TUCTAaHITMOHHOTO YIIPABJICHUS KOMITBIOTEPOM
cTopoHHHX TipousBoauTeneit (Radmin, TeamViewer u T.1.)

4. HoBbie onepaioOHHbIE CUCTEMBI

5. Hcropus u nepcnexkrubl TCP\IP.

6. Uto takoe SSL-cepTudukar, ero uCroib30BaHUE.
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7. CereBble YTUIUTHI KOMAaHIHOW CTPOKH ornepanoHHbIX cucteM Widows XP,
Windows 7.
8. IIporpammuoe obecnieuenue ais ynpasiaeHus peectpom OC Windows cTOpoHHUX

MPOU3BOAUTEIICH.

2.4.5 IlepeyeHb y4eOHO-METOAMYECKOr0 00eceYeHusI JJIs1 CAMOCTOATEIbHOI pado-

ThbI oﬁyqamumxcﬂ o AMCIMIIJINHE

CamocrodaTenpHass paboTa ydaluxcs sIBISETCS BakHeWmed ¢opmoit ydeOHoO-
BOCIIMTATEIBHOIO MpoLecca.

OcHOBHas 1eJib CaMOCTOSATEIbHOM pabOThl MPU M3YUYEHUU AUCHMIUIUHBI —
3aKpENUTh TEOPETUYECKHE 3HAHUS, MOJyYEHHbIE B XOJ JICKIIMOHHBIX 3aHATHM, a TakkKe
chopMUpOBaTh MPAKTUUYECKHE HABBIKM IMOATOTOBKHM B OOJACTHM TEXHUYECKUX CPEACTB
uH(pOopMaTH3AIUH.

CamocrosTenpHas paboTa ydanuxcsi B IpOLecce OCBOCHUS AUCLUIUIMHBI BKIHOYA-
eT:

- U3y4eHUEe OCHOBHOM U JIONOJHUTEIBHON JIUTEPATYPHI 110 IPEIMETY;

- U3yuyeHHe (KOHCIEKTUPOBAHUE) BOINPOCOB, BBI3BIBAIOLIUX 3aTPYAHEHUS IPU HX
U3y4eHUH;

- paboTYy C 3JIEKTPOHHBIMU YUEOHBIMU PECYpCaMU;

- U3y4YEHHE MaTepUAJIOB IEPUOINYECKOM MeUaTH, UHTEPHET PEeCypCOoB;

- IOATOTOBKY K TECTUPOBAHUIO;

- IOATOTOBKY K MPAKTUYECKUM (JTaOOPaTOPHBIM) 3aHATHUSM,

- BBIIIOJIHEHHME JJOMAIIHUX 3a/1aHuM,

- IOArOTOBKY pedepara (JloKki1aja, 3cce) Mo OAHOM U3 TeM Kypca.

Ha camocTtosiTenbsHyt0 paboTy CTYJIEHTOB OTBOAUTCS 56 4acoB yueOHOTO BPEMEHHU.

HawnmenoBanue pasnena, Ilepeyenp yaeOHO-METOMUIECKOTO 0OeCIeueH s TUCITUTUINHEI O
TEMBI BEITIOJTHEHUIO CaMOCTOSITEIIbHON paboThI

CereBpie  omeparnmonusie|Llapes, P.1O. [IporpammHbie u anmapaTHbIE CpeacTBa HHPOPMATHKH : yUIeO-
cucrembl (OC): Knaccu-|nuk / P.1O. Lapes, A.B. IIpokonenko, A.H. KasspkoB. - KpacHosipek : Cu-
¢ukanus OC. Ooupckuil ¢penepanbHblil yHUBepcurert, 2015. - 160 c. : Tabmn., cxem., 1. -
BuGmmorp. B kH. - ISBN 978-5-7638-3187-0 ; To ke [D1eKTpOHHBIH pe-
cypce]. - URL: //biblioclub.ru/index.php?page=book&id=435670

YcranoBka, HacTpoiika, |Llapes, P.}O. Ilporpammusle u anmnapatHble cpeacTBa HHPOPMATUKH : yueO-
koH(purypupoBanue cere- |HUK / P.}O. Ilapes, A.B. Ilpokomnenko, A.H. Kus3pkoB. - KpacHosipck : Cu-
BBIX OTEPAIOHHBIX CUC- |Oupckuil henepanbHblil yHUBEpcuTeT, 2015. - 160 c. : Tabi., cxem., ui. -
TEM. BuGamorp. B xH. - ISBN 978-5-7638-3187-0 ; To ke [D1eKTpOHHBIH pe-
cypc]. - URL: //biblioclub.ru/index.php ?page=book&id=435670
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Ucnons3zosanue TCP\IP
(IPv4, IPv6). DHCP cep-
Bep.

Ucauenxo O. B. [IporpammHoe obecrieueHne KOMIbIOTEPHBIX ceTel : yueO-
Hoe mmocoOue 11 yueOHbIX 3aBeeHui, peanusyouux nporpammy CI1O mo
cne-uuanpHocTsIM 09.02.01 "KoMnbioTepHbIE CUCTEMBI U KOMILIEKCHI",
09.02.02 "Kommb-totepusle cetu", 09.02.03 "IIporpaMMupoBaHue B KOMITb-
torepubix cuctemax" / O. B. Ucauenko. — M. : UHDPA-M, 2016. - 117 c. —
(Cpennee npodeccuonanpbHoe 00pa3o-panue). — ISBN 978-5-16-004858-1.

IIpocTpaHCTBO BHYTpEH-
HUX U BHEIIHUX HMEH.

Ucagenko O. B. [IporpammHoe obecnieueHrne KOMIBIOTEPHBIX ceTei : yueo-
HOE MmocoOue I yueOHbIX 3aBeieHUH, peanusyronux nporpammy CIIO no
cne-nmanbHocTAM 09.02.01 "KomnberoTepHble CUCTEMBI U KOMILJIEKCHI",
09.02.02 "Kommb-totepusie cetu", 09.02.03 "[IporpaMMupoBaHue B KOMITb-
torepubix cuctemax" / O. B. Ucauenko. — M. : UTHOPA-M, 2016. - 117 c. —
(Cpennee npodeccronansaoe 00pa3o-Banue). — ISBN 978-5-16-004858-1.

CepBHCHI CeTeBBIX Olepa-
IIUOHHBIX CUCTEM

Hapes, P.1O. [IporpaMMHbIe U animapaTHbIe CPEACTBA MHPOPMATHKH : yueO-
nuk / P.1O. Ilapes, A.B. [Ipokonenko, A.H. Kus3bkoB. - KpacHosipck : Cu-
oupckuii GpeaepanbHblil yHUBepcutet, 2015. - 160 c. : Tabmn., cxem., WII. -
Bubnuorp. B kH. - ISBN 978-5-7638-3187-0 ; To e [DneKkTpoHHBIH pe-
cypc]. - URL: //biblioclub.ru/index.php?page=book&id=435670

[IporpamMmmHoe oOecrieue-
HUE BHPTYaJbHBIX 4YacCT-
HbIX cereit (VPN).

Hapes, P.1O. [IporpaMMHbIe U animapaTHbie CPEACTBA HHPOPMATHKH : yueO-
nuk / P.1O. Ilapes, A.B. [Ipokonenko, A.H. KussbkoB. - KpacHosipck : Cu-
oupckuit (peaepanbHblil yHUBepcuter, 2015. - 160 c. : Tabmn., cxem., WL -
bubmmorp. B ka. - ISBN 978-5-7638-3187-0 ; To e [DneKTpOHHBIH pe-
cypc]. - URL: //biblioclub.ru/index.php ?page=book&id=435670

CereBbie yTHIIMTHI 151
JIMATHOCTUKHU CETH.

1. Hcagenko O. B. [IporpammHOe oOecrieueHre KOMITBIOTEPHBIX CETEH :
yueOHoe TIocobme sl y9eOHBIX 3aBe/leHnH, peanu3yonmx nporpammy CI1O
o cre-iranbHocTsIM (09.02.01 "KoMmbroTepHBIE CHCTEMBI 1 KOMIIIIEKCHI'",
09.02.02 "Kommb-torepubie cetn", 09.02.03 "[IporpaMMupoBanre B KOMITbIO-
tepHbIX cucremax” / O. B. Ucauenko. — M. : UHOPA-M, 2016. — 117 c. —
(Cpenuee mpodeccrmonanpHoe 00pa3o-Banue). — ISBN 978-5-16-004858-1.

Cpenctra ympaBieHUS
JIOKaJbHBIMH PecypcaMu
KOMITBIOTEpA.

Hcauenko O. B. [IporpamMmMHoe obecrieueHrHEe KOMITBIOTEPHBIX CETeH : yueO-
HOE 1oco0ue s yueOHbBIX 3aBeeHui, peanusyomux nporpammy CIIO mo
cre-inanpHOCTIM 09.02.01 "KoMIbioTepHBIC CHCTEMBI i KOMILJIEKCHI ",
09.02.02 "Kommns-totepusie cetu', 09.02.03 "[IporpaMMmupoBaHne B KOMITh-
otepHbix cucremax" / O. B. Ucauenko. — M. : UHOPA-M, 2016. - 117 c. —
(Cpenuee nmpodeccronansaoe 00pazo-Banue). — ISBN 978-5-16-004858-1.

CereBble TPOTOKOIBI IS
YIANEHHOTO YIPaBICHUS
KOMITBIOTEPOM.

HUcagenko O. B. IIporpamMmMHoe obecriedenre KOMITBIOTEPHBIX CeTel : yaeOHoe
rocobue s yueOHbIX 3aBefieHni, peaiu3yronmx nporpammy CI1O mo cre-
muansHocTsIM 09.02.01 "KoMmmproTepHbIe cucTeMbl M KoMIutekcsl", 09.02.02
"Komrmb-torepusie cern”, 09.02.03 "[IporpaMmMupoBaHrie B KOMITBIOTEPHBIX CH-
cremax" / O. B. Hcadenko. — M. : UTH®PA-M, 2016. — 117 ¢. — (Cpennee
npodeccronagbHoe 00pazo-Banne). — ISBN 978-5-16-004858-1.

[Iporokon ynpasneHus
cetbto — SNMP. XKypnan
CHUCTEMHBIX COOBITHI —
Syslog.

Hcagenko O. B. [IporpamMmmHoe obecrieuenrne KOMIIBIOTEPHBIX CeTel : yueOHoe
rocobwue s yueOHbIX 3aBefieHni, peanu3yronmx nporpammy CI1O no cre-
nuaneHocTsM 09.02.01 "KoMnberoTepHble cucteMbl U komiuiekest", 09.02.02
"Kommsb-torepnsie cetu”, 09.02.03 "[IporpamMmmupoBaHue B KOMIIbIOTEPHBIX CH-
cremax" / O. B. Ucauenko. — M. : UHOPA-M, 2016. — 117 c. — (Cpennee
npodeccruonanbHoe 00pa3o-Banue). — ISBN 978-5-16-004858-1.

[Iporpammel ceTeBOro
yIpaBICHUS

HUcagenko O. B. [IporpamMmmHOe obecriedeHre KOMITBIOTEPHBIX ceTeil : yaeOHoe
rocobwue s yueOHBIX 3aBefieHni, peanu3yronmx nporpammy CI1O no cre-
nuanbHocTsM 09.02.01 "KommnbroTepHblie cuctemsl U Komiuiekcesl", 09.02.02
"Kommb-torepnsie cetu", 09.02.03 "[IporpamMmmupoBaHue B KOMIIbIOTEPHBIX CH-
cremax" / O. B. Ucauenko. — M. : UHOPA-M, 2016. — 117 c. — (Cpennee
npodeccruonanbHoe oopa3o-Banue). — ISBN 978-5-16-004858-1.

CpencTBa 6e30macHOCTH
cereBbIX OC

HUcauenko O. B. IlporpammHoe obecrieueHre KOMITBIOTEPHBIX CeTel : yueOHoe
nocobue 1yisl y4eOHbIX 3aBeieHui, peanusyronmx nporpammy CIIO no cre-
nuaneHocTsM 09.02.01 "KoMmnberoTepHble cucteMbl 1 komiuiekesl", 09.02.02
"Komne-torepnsie cern”, 09.02.03 "[IporpamMmmupoBaHie B KOMIBIOTEPHBIX CH-
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cremax" / O. B. Ucauenko. — M. : UHOPA-M, 2016. — 117 c. — (Cpennee
npodeccruonanbHoe 00pa3o-Banue). — ISBN 978-5-16-004858-1.

Kpome nepeunciaeHHbIX HCTOUHUKOB YYaIIMICs MOXKET BOCIOJIB30BaThCs MOMCKO-
BBIMU CHUCTEMaMH ceTH VIHTEpHET 10 TeMe CaMOCTOSITENIbHON pabOTHI.

Hauanom opranuzanuu 110001 caMOCTOATENbHON pabOThI JOIKHO OBITH TPUBUTHE
HaBBIKOB U YMEHUN IPAMOTHOM pabOThI ¢ YU4EOHOM 1 HAyYHOU JTUTEPATypoil. DTOT Ipo-
1ece, B MEPBYIO OUEpE/lb, CBA3AH C HAX0XKJIEHUEM HEOOXOAMMOM Il YCIEIIHOTO OBJIajIe-
HUs y4eOHBIM MaTEepHAIOM JIUTEPATYPOil. YUaliuiics T0JKeH YyMETh 0JIb30BaThCs (HOH-

namMu OMOIMOTEK U CIPaBOYHO-OMOIHOrpapUueCKUMH U3TaHUSIMH.

3 OBPA3OBATEJIBHBIE TEXHOJIOI'NHN

s oOydeHuss TEXHUYECKUM CpPEICTBaM HH(POpPMATU3ALUU MPeSyCMaTpUBACTCS
MCIIOJIb30BaHHE B y4eOHOM MpoIlecce aKTUBHBIX U MHTEPAKTUBHBIX (OPM MPOBEICHUS
ayJIMTOPHBIX U BHEAYJTUTOPHBIX 3aHIATHH C 1ebi0 (POPMUPOBAHUS U pa3BUTHs Tpodec-
CHUOHAJIbHBIX HAaBBIKOB 00YYaOIIUXCSI.

B nporecce o0yueHus: npuMeHstoTcsi 00pa3zoBaTelbHbIe TEXHOJIOTUU JIMYHOCTHO-
JesTeIbHOCTHOIO, Pa3BUBAlOIIEro U npobiemMHoro oOyueHus. OO6s3aTeneH Jaboparop-
HBIW [TPAKTUKYM 110 pa3JesiaM JUCLUIUIMHBIL.

B yuebHOM npouecce Hapsay ¢ TPaAULIMOHHBIMU 00pa30BaTeIbHBIMU TEXHOJIO-
TMSIMH MCTIOJIB3YIOTCS KOMIIBIOTEPHOE TECTUPOBAHUE, TEMATUYECKUE ITPE3CHTALIUH, U H-

TCPAKTHBHBIC TCXHOJIOTUU.

3.1 O6pasoeamesibHbIe MeXHOI02UU NpPU nNposedeHUU f1eKuull

Buel npuMeHsieMbIX 00pa3oBaTebHBIX

Tema .
TEXHOJIOI Ui

Ceressie oneparontbie cuctembl (OC): Knacenduramms OC. | Texponorus passusarommero o6yaeHus

YcTaHoBKa, HACTPOWKaA, KOHOUTYPHUPOBAHHE CETEBBIX OIepa- JIM9HOCTHO- IS TENFHOCTHOE 00yIeHIE
IIMOHHBIX CHCTEM.

Wcnons3oBanue TCPAIP (IPv4, IPv6). DHCP cepgep. TexHONMOrHs pa3BUBAIOIIETO 00y ECHIS
[IpocTpaHCTBO BHYTPEHHUX M BHELTHUX UMEH. JIMIHOCTHO- IEATEILHOCTHOE 00ydeHre
CepBHUCHI CETEBBIX ONEPALMOHHBIX CHCTEM TexHOMoOrys: pa3BUBAIONIETO O0yUEHNS

[IporpammHOe obecrmeueHne BHUPTyalTbHBIX dYacTHBIX cetelt | Huddepenmmpoparnnoe oOyueHne
(VPN).

CeTeBble YTHIUTHI U JUATHOCTHKH CETH. TexHONMOTHS Pa3BUBAIOIIETO 00y CHS

Cpe,[[CTBa YIIpaBJICHUSA JIOKAJIBHBIMU PECYPpCaMU KOMIIBIOTEPA. TexHOMIOrUs Pa3BUBAIOLIETO 06yquI/Iﬂ

CereBble IPOTOKOIBI TS yAATEHHOTO YIIPABICHUSI KOMITBIOTe- | JIMIHOCTHO-ZIESITeIbHOCTHOE 00ydeHre
pom.

[Ipotokon ympasnerus cetbro — SNMP. XKypHan cucteMHBIX

N TexHOTOrMsI pa3BUBAOIIETO 00yUIEHHS
coOpITHit — Syslog. p B v

HpOFpaMMBI CCTCBOI'O YIIPABJICHUSA .HI/I‘IHOCTHO-L[CSITCHLHOCTHOG 06yqu1/Ie

CpencrBa 6e3onacHocTH cereBbix OC JuddepennmpoBantoe o0yqeHme
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3.2 ObpasoeamernibHbIe MexXHO/102UU npu npoeedeHuUU npaKkmuye-

CKux u s1abopamopHbIx 3aHsIMul

Tema

Bunp! npuMeHIeMBIX 00pa3oBaTEeIHHBIX
TEXHOJIOT MK

Ceresble oneparmonnbie cucteMbl (OC): Kitaccuduxamus OC.

TexHomorus Ppa3BUBArOIICTO O6y‘l€HI/IH

YcraHOBKa, HAacTpOKa, KOH(QUTYPHUPOBAaHHE CETEBHIX OMepa-
LIUOHHBIX CUCTEM.

TeXHOIOrHs JINYHOCTHO-AEATEIBHOCTHOTO
o0yucHHS

Ucnonszoanue TCP\IP (IPv4, IPv6). DHCP cepaep.

TexHomorus mpo6iIeMHOro 00y4eHus!

HpOCTpaHCTBO BHYTPCHHHX W BHCIIHUX UMCH.

[TpoexTrBHOE 00yUEHHE

CepBI/ICH CCTCBLIX OINCPAllMOHHBIX CUCTEM

TexHonorus mpo6IeMHOro 00y4eHuUs

[IporpammHoe oOecriedeHUe BUPTYaJbHBIX YaCTHBIX CeTed
(VPN).

mddepennnpoBanHoe 00ydeHne

CereBble YTWIWTHI J4J11 JUAaTHOCTHUKU CCTH.

TeXHOIOTHs JINYHOCTHO-AEATETBHOCTHOTO
00yueHHS

Cperncra ynpaBieHUs JJOKaJIbHBIMHU pecypcaMil KOMIbIOTEpa.

[TpoekTrBHOE 00yUEHHE

CerteBbie MPOTOKOJIBI IJIA y):[aHéHHOFO YIipaBJICHUSA KOMIIBIOTC-

TexHomorus JIMYHOCTHO-ACATCIIBHOCTHOI'O

poM. 00y4eHus
[Tporokon ynpasnenus cerbto — SNMP. JKypnan cucteMHbIX TeXHONOrus: MMYHOCTHO-IEATEIBHOCTHOT O
co0ObIThil — Syslog. 00y4eHus

IIporpaMMBbl CETEBOTO yIIpaBICHUS

TexHonorus npoGJIeMHOT0 00y4eHUS

Cpencrpa 6e3omnacHocTH ceTeBbix OC

Texnonorus npoGJIeMHOT0 00y4eHUS
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4 YCJIOBHUSA PEAJIN3ALIAU ITIPOTPAMMBI YYEFHOU JUCIATLIMHBI

4.1 MaTtepuajibHO-TeXHHYeCKasa 0a3a, Heo0XoAuMasi /M1 OCylleCTBJIeHUs 00pa3oBa-

TCJBHOI'0 MMpouecca 1mo IMCUMIIJIMHE

Peanuzanus yuebHoi aucruminabl «IIporpamMmmHaoe oOecrieueHrne KOMITbIOTEPHBIX
CeTel» OCYIIECTBIISIETCS B CIIEIUAIBHO 000PYIOBAHHBIX KaOMHETaX.

1. JlaGoparopusi mporpaMMHOTO OOECTIEUeHHS] KOMITbIOTEPHBIX CETEeH, Mporpam-
MupoBaHus 1 6a3 gaHHbIX (M24) Britouaet: Kommbrotep — 30, KOMIBIOTEPHBINA CTOT —
30, Bbixoa B MHTepHeT, NOKalbHasA ceTh, MPUHTEP -1, miuakarsl -2, mkad MeOenbHbIN €

y4eOHO-METOIUIECKUMH MTOCOOUSIMH, IOCKA MEJIOBasl.

4.2 IlepevyeHb HEOOXOAMMOI0 MPOrPAMMHOI0 o0ecIeYeHust

1. 7-zip (nuuen3us Ha aHri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reade (iutien3us -
https://get.adobe.com/reader/!Moc=ru&promoid=KLXME)

3. Adobe Flash Player (yinmien3us -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (siuniensus - http://www.openoffice.org/license.html)

5. Free Commander (1uneH3us -
https://freecommander.com/ru/%d0%bb%d0%b8%d1%86%d0%b5 % d0%bd %d0%b7%d
0%b8%d1%8f/)

6. Google Chrome (Jin1ieH3U -
https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cB060AHOM A0CTYyTIE)

8. Mozilla Firefox (nuuensus - https://www.mozilla.org/en-US/MPL/2.0/)
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5 IEPEYEHb OCHOBHOM U JJONOJIHUTEJbHOM YUEBHOM JIUTEPA-
TYPbI, HEOEXOJIUMOMH JJIs1 OCBOEHUS JTUCIIUILINHBI

5.1 OcHoBHas JauTEpPaTypa

1. HUcauenko O. B. IIporpammHoe o0ecrieueHrne KOMIbIOTEPHBIX CETEN : yueo-
HOe Tocobue A yuyeOHbIX 3aBeieHul, peanusyomux nporpammy CII1O no crenu-
anpHOCTIM 09.02.01 "KoMmnerorepusie cuctemsl 1 KoMiuiekchl", 09.02.02 "Komrmbo-
tepHble cetu", 09.02.03 "IIporpamMmmupoBanue B KoMIboTepHbIX cucteMax" / O. B.
Hcauenko. — M. : UHOPA-M, 2016. — 117 c. — (Cpennee npodeccruoHaarHoe 00pa3o-

BaHue). — ISBN 978-5-16-004858-1.
2. Undopmarnka M mporpamMmupoBanue : ydeOHoe mocodme / P.1O. Ilapes,

A.H. Ilynkos, B.B. Camapun, E.B. MbutbHukoBa. - Kpacuosipck : Cubupckuit dene-
panbHBIA yHUBepcureT, 2014. - 132 c. : un., Tabn., cxem. - bubnuorp. B k.. - ISBN
978-5-7638-3008-8 ; To xKe [D1eKTpOHHBIN pecypcl]. -
URL: http://biblioclub.ru/index.php?page=book&id=364538

3. Ilapes, P.1O. IIporpaMMHBIE M anmapaTHBIE CPEACTBA MHPOPMATHKH : ydeO-
auk / P.1O. Ilapes, A.B. IIpokonenko, A.H. Kus3pkoB. - KpacHosipck : Cubupckuit
denepanbubiii yausepcurer, 2015. - 160 c. : Tabm., cxem., wi. - bubauorp. B KH. -
ISBN 978-5-7638-3187-0 ; To e [ D7eKTpOHHBIN pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=435670

4. Baenmenue B mporpaMMHBIE CHCTEMEI U ux paspaborky / C.B. Hazapos, C.H.
benoycosa, 1.A. beccoHnoBa u nip. - 2-e usa., ucnp. - M. : Hanuonaneubiii OTKpPBITHII
Yuusepcurer «MHTYUT», 2016. - 650 c. : cxem., Tabxa., wi. - bubnuorp. B kH. ; To
xKe [DneKTpOHHBIN pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=429819.
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5.2 lonoTHUTEILHAS JTUTEPATYPA

1. PemonToB, A.Il. MnTepdeiicel nHGOPMAaLIMOHHBIX CUCTEM : yuyeOHOE Imocodue
/ A.I1. PemonToB, A.IL. Ilucapes, JI.B. Ctporaunos. - [len3sa : [len3I'TY, 2014. - 76 c. :
cxeM., uil. - bubmuworp. B kH. ; To xe [Dnexrponnsii pecypc]. - URL:

http://biblioclub.ru/index.php?page=book&id=437155.

2. [IpuBanoB, .M. OcHOBBI amnmapaTHOTO M MNPOTPaMMHOIo oOecrnedyeHus :
yueOHo-MeToauueckoe mocooue / .M. Ilpusaino. - CtaBpomnoiss : CKOVY, 2015. - 145
c. : wi - bubmworp. B kH. ; To xe [DnekTpoHHBIH pecypc]. -

URL: http://biblioclub.ru/index.php?page=book&id=457590

3. MakcumoB H. B. KomnberoTepHsie cetu : yueOHOE MOCOOUE AJisi CTYACHTOB yu-
pexaenuit CI1O, oOyuaromuxcs mo CreruaibHOCTIM UH(OOPMATUKN U BHIYUCIUTEIHHOM
texuuku / H. B. Makcumos, U. U. Tlonos. — 6-¢ u3a., nepepad. u gomn. — M. : DOPYM :
NH®PA-M, 2015. — 464 c. — ISBN 978-5-91134-764-2.

4. MakcumoB H. B. KoMmnbiotepHsie ceTu : yueOHOe mocobue s CTYyIEHTOB
yupexaenuit CIIO, obOyuaronuxcsi mo CrenuaabHOCTIM WHGOPMATUKU M BBIYMCIIHU-
tenbHOM TexHuku / H. B. Makcumos, U. . Tlonos. — 6-e u3a., nepepalb. u gom. — M. :

D®OPYM, 2016. — 464 c. — ISBN 978-5-91134-764-2.

5.3 Illepuoouueckue uzoanus

1. Bectauk MockoBckoro Yausepcurera. Cepust 15. BerauciaurenbHas MaTeMaTHKA K
kubepHeruka. - URL:

http://biblioclub.ru/index.php?page=journal_red&jid=237323.

2. lHHOBanMu Ha OCHOBE MH()OPMAIMOHHBIX ¥ KOMMYHHKALIMOHHBIX TEXHOJOTHH. -
URL: http://elibrary.ru/contents.asp ?issueid=1438371.

3. Uudopmaruka B IIKOJIE. -
URL.: .http://dlib.eastview.com/browse/publication/18988/udb/1270.

4. Nudopmaruka u oOpa3oBaHue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270 .

5. UudopmaTrka, BBIYHCIMTENbHAS TEXHUKA M HHXEHepHOe oOpaszoBanme. - URL:
http://elibrary.ru/contents.asp?issueid=1567393.

6. Merouueckue BOIPOCHI MpernoaBaHusi HHHOKOMMYHHUKAIMNA B BBICIICH IIKOJE. -
URL: http://elibrary.ru/contents.asp?titleid=55718

7. Mup IIK. - URL: http://dlib.eastview.com/browse/publication/64067/udb/2071.
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http://biblioclub.ru/index.php?page=book&id=437155

8. OTKpBITHIC CUCTEMBI. CVYB/I. - URL.:

http://dlib.eastview.com/browse/publication/64072/udb/2071

9. [IporpammHBbIe PO IYKTBI u CUCTEMBI. - URL:

http://dlib.eastview.com/browse/publication/64086/udb/2071.

10.  Computerworld Poccus. - URL:
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6 METOANYECKHUE YKA3AHUS OBYYAIOIIUMCS 11O OCBOEHHUIO
JUCHUIIJINHBI

VYyamuecs Uid NOJHOLIGHHOTO ocBoeHMsl Kypca «llporpammuoe oOecnedeHue
KOMIIBIOTEPHBIX CETEH» JOKHBI COCTABIIATH KOHCIIEKTHI KaK MPHU MPOCTYIINBAHUH €TO
TEOPETHUYECKON (JIGKIIMOHHOW) YacTH, TaK W TPH TOATOTOBKE K MPAKTHYECKUM
(cemuHapckum) 3aHATHSM. JKenarenbHO, YTOOBI KOHCIEKTHI JIEKIIMH W CEMHUHApOB
3alMChIBAINCHh B JIOTMUECKOM MOCIEI0BaTEIbHOCTH M3YUYEHUSI Kypca U COAEPKAIUCh B
OIHON TeTpaau. DTo obecreuuT OoJjiee MOJHYIO MOATOTOBKY KaK K TEKYIIMM y4eOHBIM
3aHATHUSIM, TaK 1 CECCHOHHOMY KOHTPOJIIO 3HAHUM.

CamocrodaTenbHass paboTa ydaluxcs sBISeTcS BakHeWmed ¢opmoit ydeOHO-
no3HaBaTesbHOro npouecca. Lens 3aganuil 11 camocTosTenbHOU paboThl — 3aKpENuTh
W pacIIMpHUTh 3HAHWS, yYMEHHWs, HAaBBIKM, NPUOOPETCHHBIC B pE3yJIbTAaTe H3YUCHHUS
JMCUIUTUTMHEI, OBJIAJIETh YMEHHUEM HCIIOJIb30BATh MOJTYYCHHBIC 3HAHUS B MPAKTHYECKOU
paboTe; MONyYUTh TMEPBUYHBIE HABBIKM MPO(ecCHOHANbHOU NEATEIbHOCTU MO COOpKe,
PEMOHTY, IepeoOopy1oBaHMIO anmnapatHeix cpeacts [1K.

3agaHus JUIsl CaMOCTOSTENbHON pabOThl BBHIMOJIHIIOTCS B MMCbMEHHOM BHUJE BO
BHEayJJUTOpHOEe Bpems. PaboTa NOKHAa HOCUTH TBOPYECKHM XapakTep, NpU €€ OLEHKe
IpernoiaBaTellb B EPBYIO OYepe/lb OLIEHUBAET OOOCHOBAHHOCTh U OPUTMHAJIBHOCTh BbI-
BOJIOB. B nmucbMeHHoO# paboTe 1o TeMe 3aaHusl yyaluicsl JODKEH MOJIHO U BCECTOPOH-
HE pacCMOTPETh BCE aCHEKThl TEMbI, UeTKO c(hOPMYJIUPOBATh U apryMEHTHPOBATh CBOIO
HO3UILIMIO [0 UCCIIEyEMBIM BOIIPOCAM.

OTueTsl 10 1a0OPATOPHBIM M MPAKTHUECKUM 3aHATHUSAM JTOJKHBI COAEPKATh MOJI-
HbI€ OTBETHl Ha IOCTABJICHHBIE 3aJlaHMsl, HEOOXOAUMbIE TaOIMIIbI JOJKHBI OBITH 3a10JI-
HEHBbI. 3aIuTa JIabopaTopHbIX padoT OyJeT BKIOYaTh B ce0s MPOCMOTP MUCHMEHHBIX

OTYETOB, YCTHBII OIPOC.

Obwue npasuna 8vINOIHEeHUs NUCOMEHHBIX pabom
Ha nepBoM 3aHSTUU CTYJIEHTHI JOJKHBI OBITh MPOUH(POPMUPOBAHBI O HEOOXOIU-
MOCTH COOJIFOZICHUSI HOPM aKaJIeMUUECKON STUKU U aBTOPCKUX TpaB B xoje oOyueHus. B
YaCTHOCTH, TIPEIOCTABIISIFOTCS] CBEICHHUSI:

1. oOmas nHpopmalys 06 aBTOPCKHUX MpaBax;
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2. IIpaBWJIa IUTUPOBAHMS;

3. npaBuiia 0()OPMIIEHUS CCHUIOK;

Bce nmMeromuecs B TEKCT€ CHOCKH TILATEIbHO BBIBEPSIOTCS U CHAOKAIOTCS «ajpe-
camm.

Henmonyctumo BKIII04aTh B CBOIO PabOTy BBIACPIKKHU U3 PaOOT IPyrux aBTOPOB O€3
yKa3aHUs Ha 3TO, MEPECKA3bIBaTh UyXKYH padoTy OJM3KO K TEKCTY 0€3 OTCHUJIKUA K HEH,
MCIIOJIb30BaTh UyXKHE HUJeu 0e3 yKa3zaHUs NEPBOMCTOYHHKOB (3TO KacaeTcs U uHpopMa-
uuu, HailienHol B luTepHere). Bee ciyvan maruara J0KHBI OBITh UCKITHOYEHBI.

Crnucok MCTOIb30BaHHOM JIUTEpaTyphl JOHKEH BKIIIOUATh BCE MCTOUHUKHU UHPOP-
Malliu, U3y4YeHHbIE U MPOPa0OTaHHbIE CTYACHTOM B IMPOIECCE BHINOJHEHUSI paloThl, U
nomkeH ObITh coctaBieH B cootBerctBUU ¢ ['OCT P 7.0.5-2008 «bubnuorpadpuueckas
ccplika. O6mue TpeOoBaHUs U MTPaBUIIAY.

Tpebosanus k Hanucanuro pepepama

Pedepar mo maHnHOMy Kypcy sIBIIIeTCS OJHUM W3 METOJOB OpraHH3alMd caMo-
CTOSITENIbHOM pabOTHI.

Tembl pedepaToB SBIAIOTCS AONOTHUTEIBHBIM MAaTEPUATIOM ISl U3yUYEHUE JAHHON
aUcHUIIMHEL. Pedepar orieHnBaeTcst B 01MH 0aul B OLIEHKE UTOTO K3aMeHa

Pedepat nomken ObITh MOATOTOBJIEH COTJIACHO TEME, MPEUIOKEHHON MpernoaBa-
TeneM. Jlomyckaercs caMOCTOATEIbHBIN BHIOOP TeMbl pedepaTa, HO O COTIACOBAHUIO C
IPEnoaBaTEeIeM.

Jlns HamucaHus pedepara CTYJIEHT CaMOCTOSITENIbHO MOJ0MpAET UCTOYHUKU WH-
dbopmaniii 1o BBIOpaHHOUW TeMme (JuTeparypa ydeOHasi, mepuoauyeckas u MHTepHer-
pecypchl).

O6beMm pedepara — He meHee 10 crpanull popmata A4.

Pedepat momkeHn uMeTh TUTYJIBHBIN JTUCT, COAEPKAHKE, TEKCT JOJKEH OBITh pas-
OUT Ha pa3Aelbl, COIVIACHO COACPKAHUIO, 3aKITIOYCHHE, CITUCOK JIUTepaTyphl (He MeHee 5
HMCTOYHHUKOB).

Ob6cyxeHne TeM pedepaToB MPOBOIUTCS HA TEX NPAKTUYECKUX 3aHATUAX, 10 KO-
TOPBIM OHHU PaCHpPEEIICHBI.

Jloknan o Teme o pedepara He TOJDKeH mpeBbimaTh 10 MunyT. BeicTynaromuii
JIOJKEH MOATrOTOBUTH KpaTKUeE BBIBOJIBI 110 TeMe pedeparta it KOHCIIEKTUPOBAHHUS.

Cnaua pedepara npenoaBarento ods3aTeNbHa.
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7 OHEHOYHBIE CPEACTBA JIs1 KOHTPOJISA YCIIEBAEMOCTH

7.1 Macnopm ¢poHOa oyeHOoYHbIX cpedcme

No KonTponupyemslie pa3niensl (TEMBbI) Kowmrmerenuuu HanmeHnoBaHue
1/ JUCITUTUIIHBI OLIEHOYHOTO CpeJsICTBa
1 Ceresrie onepanuonnbie cuctembl (OC): Kmac- | OK 1, OK 4, [IpoBepka KOHCIIEKTOB,
) cudukarus OC. OK 5, 0K 9 MpakT. padoTa, TeCT
YcraHoBKa, HaCTpoOiKa, KOH(QUTYpUPOBaHUE Ce- OK 1, OK 3,
IIpoBepka KOHCIIEKTOB,
2 TEBBIX ONEPAIMOHHBIX CUCTEM. OK 6, IIK 2.1, HOAKT. PAGOTA. TECT. Do-
' TK 2.2, TIK p 'p(be ot P
2.3, TIK 2.4 p
3 HUcnonszoBanue TCPAIP (IPv4, IPv6). DHCP IIK 2.1. IIpoBepka KOHCIIEKTOB,
' cepBep. MpakT. pabora, Tect
IIpocTpaHCTBO BHYTPEHHUX U BHEIIHUX UMEH. OK 9, IIK 2.1, n <a K "
4 TIK 2.2, TTK pOBEpKa KOHCIEKTOB,
24 mpaxT. pabora, TecT
CepBHCHI CETEBBIX OMEPAIMOHHBIX CUCTEM OK 5,1IK 3.4 IIpoBepka KOHCIIEKTOB,
5. mnpakT. padora, pedepar,
TecT
[IporpaMmmMHoe obecrieueHHUe BUPTYaabHBIX YaCT- IIK 2.4 [IpoBepka KOHCIIEKTOB,
6. HbIx cereit (VPN). npakt. padora, pedepar,
TecT
CereBble YTUITUTHI IS TUATHOCTHKH CETH. OK 3, OK 4,
[IpoBepka KOHCIIEKTOB,
7. IIK 2.1, TIK
23 mpaxT. pabora, TecT
3 CpencTBa yrpasJieHHUs JIOKAILHBIMH pecypcaMu IIK 2.1, TIK [IpoBepka KOHCIIEKTOB,
) KOMITBIOTEpA. 2.2 MpakT. padoTa, TeCT
CereBble TPOTOKOJIBI IS YAAIEHHOTO YIIPaBIIe- OK 7,IIK 2.1 [IpoBepka KOHCIIEKTOB,
9. HHUSI KOMITBIOTEPOM. mpakT. padora, pedepar,
TECT
10 [Iporokon ynpasnernus cerbio — SNMP. XKypran | OK 1, [IK 2.4 [IpoBepka KOHCIIEKTOB,
' CHCTEMHBIX COOBITHIT — Syslog. paxT. pabora, TecT
[IporpaMMmsI ceTeBOro yrpaBieHus OK 1, OK 2, TTpoBepKa KOHCHEKTOB,
11 OK7, TIK 2.1, a abora, pedepa
: MK 2.2, [IK | 'PAaKT. pabora, pehepar,
TECT
2.3
Cpenctsa 6e3omacHocTH ceTeBbix OC OK 1, OK 2,
[IpoBepka KOHCIIEKTOB,
12 OK 3, OK 5, a aboTta, pedepa
' MK 2.2, [IK | !PAKT-pabora, pehepar,
TECT
2.4
7.2 KpuTepum OeHKH 3HAHUM
KoHTpone W oOmeHKAa pe3yiabTaTOB  OCBOCHUS  YYCOHOW  JTUCIIUTLIMHBI

OCYIIECTBIISIETCSl TpPENoJiaBaTelieM B TPOIECCe MPOBEACHUS TMPAKTUUECKUX padoT,
TECTUPOBaHMs, COOECeIOBaHUs MO PE3yJIbTaTaM BBIOJHEHUS JIA0OPATOPHBIX padoT, a

TaKKe PEIICHWS 3a7ad, COCTABJICHHS pabOuYuX TaOJMI] W IOJATOTOBKH COOOIICHUH K
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YPOKY. 3HaHus CTYACHTOB Ha IMPAKTUYCCKUX 3aHATHUAX OLCHHUBAIOTCSA OTMCTKAMU

«COTIIMIHO», «XOPOIIO0», KYHAOBJICTBOPUTCIILHO» U «HCYAOBJICTBOPUTCIIBHO».

OneHka

BCCCTOPOHHEC 3HAHUC pasacia AUCHUILINHBI,

«OTJIHUYHO»

BBICTABJISICTCA,

KOI/Ia CTYJIeHb TOKa3biBaeT TiyOoKoe

00s13aTeIbHON W JIOMOJIHUTEIHLHON

JIUTEPATYPBI, APTYMEHTHUPOBAHO M JIOTMYECKH CTPOMHO M3JIAraeT Marepuan, MOMKET

MNPHUMCHATH 3HAHUA U aHaJIn3a KOHKPCTHBIX CHTyaHHﬁ.

Onenka

00s13aTEeIbHON

«XOpOLIO»

JUTEPATYPBI,

3HAaKOMCTBC

C  JIOIOJHUTEILHOMN

CTaBUTCA IIPpHU TBCPAbIX 3HAHUAX pa3acia JUCHUIIINHBI,

JIUTEpaTypoH,

APTYMCHTHPOBAHHOM M3JIOKCHUW MaTCpHaia, YMCHUW NPUMCHUTHL 3HAHUWA IJId aHAIW3a

KOHKPETHBIX CUTyalUH.

Ornenka «YIOOBJICTBOPUTCIBHO» CTABUTC, KOTAd CTYACHT B OCHOBHOM 3HACT pa3acil

AUCHUIINIMHBI, MOXKCET IMMPAKTUUCCKHU ITIPUMCHUTb CBOU 3HAHUA.

OHCHKa «CHCYAOBJICTBOPHUTCIIBHO» CTABUTCA, KOT'a CTYACHT HC OCBOUJI OCHOBHOI'O

coJIepKaHus MpeaMeTa U ¢l1abo 3HAST U3ydaeMbld pa3/ien NUCIUILUINHBL.

7.3 OueHoYHbIE CPeICTBA /ISl MPOBeIeHUs] TeKYIeil aTTecTalun

Texkymuii KOHTPOJIb MOKET IPOBOJAUTHCS B hopMe:

-(ppoHTANBHBIN OMPOC

-UHIVBUAYIbHBIA YCTHBIN ONPOC

-IMIMCbMEHHBIN KOHTPOJIb

-TCCTUPOBAHHUC 110 TCOPCTHYCCKOMY MATCpUAly

-TipaKTHYeckas (J1aboparopHas) paboTa

-3amuTa pedepara,

-3allluTa BBIIIOJTHCHHOI'O 3aaHUs,

-pa3paboTka mpooeMsl Kypca (cooOIeHue).

IIpumepnr
®opma atre- Bnanenus JInuHbIe KauecTBa P P
3HaHus YMmenus OIIEHOYHBIX
crann (HaBBIKN) CTyZICHTa
CpencTB
YcrHbIit Kontpomns 3HaHMi OreHka yMeHUS Orenka HaBeIKOB | OrieHKa crioco0- Kontponpabie
(MMCBPMEHHBIH) | IO OTIpeeeHHBIM pa3mmdgaTh KOH- paboTHI ¢ TUTepa- | HOCTH OMEPATHBHO | BOIPOCHI IO TeE-

onpoc MO Te-
MaMm

mpobaemMam

KPETHBIC TIOHATUA

TYPHBIMH HCTOY-
HUKaMH{

Y Ka4eCTBEHHO
OTBEYaTh Ha MO0-
CTaBIICHHBIE BO-
TPOCEI

MaM IpujiararoT-
cA

Pedepatst

KouTpons 3nanuit
IO OTIpEIEeIEHHBIM
mpobiaemMam

OrneHka yMeHUS
pasnuyaTh KOH-
KpPETHBIC TTOHSTH

O11eHKa HABBIKOB
paboTsI ¢ uTepa-
TYPHBIMH HCTOY-

OrteHka croco0-
HOCTH K caMo-
CTOSATENBHOM pa-

Temsl pedepa-
TOB TIPUJIATAIOT-
csl
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HHUKaMH

6ote 1 aHATN3Y
JUTEPATYPHBIX
HCTOYHHKOB

[IpakTHyeckue
(;raboparop-
HBIE) PaOOTHI

KonTtpomns 3HaHUSA
TEOPETUYECKUX OC-
HOB WH(pOPMATHKA
1 MH(POPMAIHOH-
HBIX TEXHOJIOTHH,
BO3MOYKHOCTEH U
TIPHUHITUIIOB HC-
TIOJIb30BAHUS CO-
BPEMCHHOW KOMITb-
IOTEPHON TEXHUKH.

OrneHka yMeHus
pabotaTh ¢ co-
BpEMEHHON KOM-
MBIOTEPHOM TeX-
HUKOM, UCIIONB30-
BaTh BO3MOXKHO-
CTH BBIUUCITH-
TENbHON TEXHUKU
Y TIPOrPaMMHOTO
obecnieueHust pu
PCIICHUN TPAKTH-
YECKHUX 3a/1a4.

OneHka HaBbIKOB
paboTHI ¢ TEXHH-
YECKHMU CPEICT-
Bamu nH(popma-
THU3AIMH, CTIEIH-
ANbHBIMH PO-
rpaMMHBIMH
CpeACTBaMHU

OrneHka croco0-
HOCTH OTIEPATUBHO
M KaueCTBEHHO
pemiath mocTas-
JICHHBIE Ha MpaK-
THYECKUX paboTax
3aJa4M U apry-
MEHTHPOBATh pe-
3yJABTAThI

Temsl pabot
MPUIIATAI0TCS

TectupoBaHnue

KouTpons 3nanuit
TIO OTIPE/ICIICHHBIM
npodieMam

OreHKa yMeHuUs
pas3nuyaTh KOH-
KpETHbIE MOHSTHS

O11eHKa HABBEIKOB
JIOTHYECKOro aHa-
JIM3a U CUHTE3a
TIPU COMOCTARBJIE-
HUM KOHKPETHBIX
MMOHSITHI

OreHka croco0-
HOCTH OTIEPATHBHO
U Ka4eCTBEHHO
OTBEYaTh Ha I0-
CTaBJICHHBIE BO-
MPOCHI

Bomnpocs! mpu-
Jaraimrcs

Peghepam. Pedepar saBisercs mpoayKTOM CaMOCTOSTEIbHOW paboOThl yyalierocs u

IpeaACTaBIIsICT coOoM KpPaTKO€ U3JTI0OKCHUEC B TIMCBbMCHHOM BUC ITOJTYYCHHBIX PE3YJIBTATOB

TEOPETUUYECKOr0 aHajlu3a OIpPe/IeIeHHON HaydyHOW (y4eOHO-HMCCIIe0BATEIbCKON) TEMBI,

TAC paCKpPbIBACTCA CYTH Hccnez[yeMoﬁ Hp06HeMI>I, MMPUBOIATCA PA3JIMIHBIC TOUYKH 3PCHUA,

a Tak)Ke COOCTBCHHBIE B3I AbI YUAILICTOCA HAa HCC.

Koumponvuas paboma. KontponbHas paboTa sBisieTcss HA0OpOM MPAKTHUYECKHX

3aJlaHM{ M 3a]1a4 110 TeMam HSY‘I&CMOﬁ JUCHUITIINHBI, ITO3BOJIAIOIINX (bOpMI/IpOBaTB 3Ha-

HUs, a TAK)Ke YMEHUsS O0yJaroIINXCsl B 00J1acTH (PU3HKH.

[Tpumepsl 33124 ¥ BOIPOCOB K KOHTPOJIBHOM padoTe:

1. Kaxko#i mpoTtokos HEoOXoAuM i pabOThl ¢ yTHUIUTOU ping? Haiitn onwu-

CaHUC U XapPaAKTCPUCTHKHU IIPOTOKOJIA.

2. MoOXHO U yTHIIUTOM fracert 3a1aTh MAaKCUMaJIbHOE YHCIIO PETPAHCIISIINIA?

3. Kakoit pe3ynbTaT BBIIACT YTWIHTA netstat ¢ napameTrpamu -a -s -r? Ilosc-

HUTE MOJTYUYEHHBINA pe3yIbTar.

4. Yro takoe localhost?

5. Jlns gero mpenHa3HAuYeHBI MPSIMbIE U 0OpaTHBIC 3aIIPOCHI MOUCKA?

6. OnumuTe HazHaueHue komnoHeHToB DNS: 30Ha, cepBep UMEH, JIOMEHHOE TPOo-

CTpaHCTBO NMCH.

~

8. HazoBuTe 0OCHOBHBIC IpaBujia UMCHOBAHHWA JOMCHOB.
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9. KakoBa makcuManbHO JommycTuMasi AJIiHa UMEHU JJOMEeHa?

10. KaxoBa MakcuManbpHO AomycTtumas anuHa umeHu FQDN?

11. C xako# 1enbpI0 UCIO0JIb3YIOT HECKOJIBKO CEpBEPOB UMEH?

12. TlpuBenute mpuUMeEpHI UCIIOJIB30BAHUS YTUIUTHI nslookup.

13. MosxHo 11 onHOMYy IP-aapecy Hy>KHO NPUCBOUTH HECKOJIBKO UMEH?

14.  Jlnsa gero ucnonsdyercs daiin HOSTS?

15. B xakoM nopsiike Hy’KHO pacronaraTh 3anucu B aiine HOSTS — ynopsinouen-

HBIMU TI0 KaKOMY-JIHM00 MapaMeTpy WIH MPOU3BOJIHHO?

[Tpumepsl TECTOBBIX 3aTaHUM:
CeTeBOM KOMITBIOTEP OCHAIAETCS:
CETEBBIM aJIalITEPOM;
MOJIEMOM;
KOHLIEHTPAaTOPOM;
KOMMYTaTOPOM.
YKaxkuTe yTUIUTHI UCIIOJIb3yeMbIe JIJIsl TpoBepKU padotocrnocobnoctu creka TCP/IP u
MapuipyTa IIPOXO0XKIECHHS aKETOB:
ping;
tracert;
arp;

rarp.

Hasnauenue ciyx6s1 DHCP:
aBTOMaTHYECKOe MOJyYeHrEe KIIMeHTaMu cBefieHuit o HacTpoiikax TCP/IP;
u3MeHenue napametrpoB crexka TCP/IP;
aBTOMAaTUYECKOE pa3pellCHUs UMEH;

ABTOMAaTHU4YCCKOI'O Hp606p2130BaHI/IH CHUMBOJIBHOI'O HUMCHHS B IP—az[pec.

OOBEKT ceTH, KOTOPBI MOTYT MCIIOJIb30BaTh HECKOJBKO MOJIh30BATEIICH OJTHOBPEMEHHO
— 3TO
pabouast CTaHIIHS;

CETEBOM PeECYPC;
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cepBep;

pabouas rpymra.

Hcnonp3oBaHne TEXHOJOTHA K3IIWPOBAHUA TTO3BOJIACT:

KIIMCHTY HUCIIOJIB30BAaTh PECYpPC B aBTOHOMHOM PCIKHUME;

YCKOPSATBH TOCTYI K CETEBBIM pecypcam;

MOBHIIATH KOH(PUACHIINATHHOCTH;

YBEJIMYUBATH CKOPOCTh PaOOThI CETH.

7.4 OueHoYHbIE CpeCTBA JAJIA MPOBEAEeHUs MPOMEKYTOYHON aTTeCTAlUMN

dopma
aTTeCTalluu

3HaHus

YMenus

Bnanenue
(HaBBIKH)

JInunble KayecTBa
CTyJIeHTa

ITpumepst
OLIEHOYHBIX
CpENCTB

Hrorosas arrec

TaIs

DK3aMeH

Kontpons 3Ha-
HUs 6a30BBIX
TOJIOKEHUN B
00J1acTH mpo-
rPaMMHOTO
obecrieueHus
KOMITHIOTEPHBIX
cereut

OreHKa yMEHUS
IIOHUMATH CIIC-

HHAATBHYIO TEP-

MHUHOJIOT IO

O1leHKa HABBIKOB
JIOTHYECKOrO CO-
[IOCTaBJIEHUS U
XapaKTEePUCTUKH
00BHEKTOB

Or11eHKa CITOCOOHOCTH
IPaMOTHO M YETKO
H3J1araTh MaTepUa

Bonpocs! npu-
JararoTcs

OreHKa yMEHUS
peliaTh TUIIOBbIC
3a1a4u B o0Jac-
TH [IPOrPAMMHO-
ro obecreyeHus
KOMITBIOTEPHBIX
cereit

O11eHKa HABBIKOB
JIOTUYECKOT0
MBIIIICHUS [IPU
peLIeHNH 3a7a4 B
obJacTa mmpo-
rpaMmmHOro obec-
MEYEHUS] KOMIIBIO-
TEpHBIX ceTel

O1reHKa CII0COOHOCTH
IpPaMOTHO M YETKO
n3JaraTh X0 pele-
HHSA 3a7a4 B 00J1aCTH
MIPOTrpaMMHOTO 00ec-
MIEUEHHUs] KOMIBIOTEp-
HBIX CETEU U apry-
MEHTHPOBATh Pe3yib-
TaThl

3anaum mpuia-
raroTcs

7.4.1 IllpumepHbIe BONPOCHI 1151 NPOBeIeHUsI MPOMEKYTOUYHOM aTTecTalun

1. CeteBbie onepanuonnbsie cuctemsl (OC): Knaccudukanus OC.

2. Crpykrypa ceTeBoi onepanuoHHOM cuctemsbl. 3agaun ceteBoit OC.

3. YcraHoBKa, HacTpoiiKa, KOHPUTYpUPOBAHUE CETEBBIX ONEPAIMOHHBIX CHCTEM.

Ycranoska u HacTpoiika OC Windows.

4. UcnonwszoBanue TCP\IP (IPv4, IPv6). [lopsaok HacTpoiiku npotokona TCP/IP B

KOMIIBIOTEPHOM CETH.

® N W

DHCP cepsep. Haznauenue.

[Tonsarue nomena. Ciryx6a DNS.
Cayx0b1 WINS. @aitner Imhosts, hosts.

HpOCTpaHCTBO BHYTPCHHHUX WM BHCHIHUX UMCH.
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9. BeO6-knueHTsl U cepBepbl. HazHaueHne n npuHUUI paboTHI.

10.FTP-xnuenTs! u cepBepbl. HazHauenue v npuHIun paboThl.

11.KnueHTsI 1 cepBepbl JJIEKTPOHHON MOYTHI, FOJIOCOBOM CBSA3M, MTHOBEHHOTO 0OMe-
Ha coobOmenusmu. HazHauenne u npuHIMI pabOTHI.

12.SQL-cepBep. Haznauenue u npunuun padotsl. Hactpoiika noctyna k SQL-
cepBepy.

13.IIporpammHoe obGecnieueHue BUpTyanbHbIX 4YacTHbIX cerel (VPN). Crtpykrypa
VPN. Knaccudpuxanus VPN.

14. TexHosmorus: MOCTPOEHUSI BUPTYyaIbHOM 4aCcTHOM ceTn — npoTokousl [PSec, SSL.
[Tpumeprr VPN.

15.CereBble YyTUIAUTHI IJI1 JUArHOCTHUKU CETH. YTWIMTBI ping, netstat, ipconfig,
traceroute

16.CpeacTa ynpaBiaeHHUs JJOKAJIbHBIMHA peCypcaMy KOMIbIOTEpA.

17.CeteBble IPOTOKOJIBI JIsl YIAIEHHOTO yIpaBlieHus: KOMIbIoTepoM. [IpoTokoIIb!
WinFrame ,Windows Terminal Server, Telnet, SSH, rlogin

18.IIpotokon ynpasieHus cerbio — SNMP. XKypnHan cuctemHbIx coosiThii — Syslog.

19.1Iporpammsl ceteBoro ynpasienus. HasHaueHne 1 OCHOBHBIE BUBI IIPOIPAMM Ce-
TEBOro ynpasieHus. [Ipumepsl.

20.CpenctBa 6e3omacHoctu ceteBbix OC. TexHonoruu obecrneueHus: 0€30MacHOCTH
JOKaNbHOU ceTtu. OrpaHnYeHHEe JOCTyIa B CETH.

21.CpenctBa 6e3omacHocTH ceTeBbiXx OC. AyTeHTU(UKAIUSA, ayIuT.

7.4.2 TllpuMepHbIe 3a1a4u /151 NPOBEIeHHs IPOMEKYTOYHON aTTecTalun

1. TIpoaemMoHCTpUpPOBATH pabOTy CETEBBIX YTUIIUT ISl ONpeaeseHus: paboTocmnocoo-
HOCTH ceTH. [10sICHUTD pe3ynbTaThI.

[IponeMoucTpupoBaTh HacTpoiiky DNS-cepBepa.

[IponemoucTpupoBath HacTpoitky DHCP-cepBepa.

[IponemMoHCTpUPOBATh HACTPOUKY CITy:KOBI KaTasioroB Active Directory.

[IponeMoHCcTpHUpOBaTH HACTPOUKY I'PYNIIOBBIX MOJUTHK.

S

[TponemoncTpupoBath padboty ¢ koHcoiasto MMC (Microsoft Management Con-
sole).

7. TlpomemoHcTpupoBaTh paboTy ¢ peectpoM Windows.
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8. IIponmemoHcTpupoBaTh HacTpoiiky web-cepepa u FTP-cepsepa.

9. IlpomeMOHCTpUPOBATH HACTPOMKY IMOYTOBOTO CEPBEPA.

10.ITponemoHcTpUpOBaTH pabOTy € pe3epBHBIMH KonusiMu B Windows.

11.IIpogemMoHCcTpUpPOBATH pabOTY C CUCTEMOM MOHUTOPHHTA COCTOSIHUSI CETH.

12.IIpogemMoHCcTpUpOBaTH pabOTy ¢ MEXaHU3MaMU BOCCTAHOBJIEHUS cucTeMbl Win-
dows.

13.[IpoaemMoHCTpUpPOBATH pabOTy C TEXHOJIOTHEHN YIaJIEHHOTO yIIPaBICHUSI.

14.TIpogemoHcTprpoBaTh paboTy 1o Hactpoiike SQL-cepsepa.

8 JIOIMMOJIHUTEJBbHOE OBECINEYEHUE JJUCHUITJIMHbI
00630p NONYIAPHBIX TOKATLHBIX CEPBEPO8 O cauma

[Ipesx/ie YeM BBUIOKHUTH CAlT WIIM OJIOT B MHTEPHET, €T0 CIEAYET IPOTECTUPOBATS,
HACKOJIBKO MPaBWILHO OYET BBITIIAICTh AU3aiH caiTa, Kak OyayT paboTaTh CKPHIITHI,
dhopma oOpaTHOI CBS3M, TJIATMHBI U TaK Jajee.

Bort o sToit npuunne mHorue Beb-pazpabotunku (O1ocepul, 6e6-ousatinepsl uiu
8€0-Npo2pamMmucnivl) UCTIOIb3YIOT TECTOBBIE TUIOMIA/IKH, Ha KOTOPBIX OHU HMPOBOJST
IIPOBEPKH, TPOOBI, SKCIIEPUMEHTHI, B 00111eM, JTFOOYI0 TECTOBYIO padOTy HaJ Oy IyIIUM
IPOEKTOM.

Cy1miecTByIOT J1Ba crioco0a Mo CO3JaHUI0 TeCTOBBIX MJIOIIAI0K.

1. TecToBasi NJIOIIA/IKA HA XOCTUHTE

HekoTopble HOBUUKH UCTIONB3YIOT JJIsi TECTUPOBAHUS MMPOEKTOB IJIATHBIE XOCTUH-
T, pa3Meliasi Ipyu 5TOM JiBa caiiTa — OJMH OCHOBHOM (pabounii) u BTOPOI TONOIHUTENb-
HBINA, TECTOBBIM.

MuUHYCBI TaKOT'O crioco0a:

- HEXBaTKa MeCTa Ha XOCTHHTE;

- HU3Kask CKOPOCTh HHTEPHETA,;

- HE BCET/Ia eCTh JICHBIU, YTOOBI KYITUTh IJIATHBIA XOCTUHT JIJIsl TECTUPOBAHUS
MIPOEKTOB.

2. TecToBasi IUIOIIAIKA HA BallleM KOMIIbIOTEpPe

I1oT ciocob Gornee npennouruteneH. Paccmorpum ero 6onee moapoOueit. [lro-
CBI:

- HC HYKAACTCA B IMOAKIIFOYCHNN UHTCPHCTA,
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- HE HYKHbI ()MHAHCOBBIE 3aTPATHI.
YTo 3T0 — TecTOBasl IVIOMIAIKA HA KOMIIbIOTepe? Pedb HIIET 0 JIOKAJIbHOM

cepBepe, KOTOPBI yCTaHABIMBAETCS Ha Balll KOMIIbIOTEP. C MOMOIIBIO JIOKAIBHOTO Cep-

BEpa Bbl CMOXETE JIETKO U OBICTPO MPOTECTUPOBATH IMPOEKT.

KTto-TO MOXET cka3aTh: a 3a4eM BOOOIIIE MPOBOJUTH TECTUPOBAHUE CBOETO MPOEK-
Ta yepes JoKaIbHBIN cepBep? Benp moctaTouHo oTKpeITh (aitn «index.html» u Mb1 yBU-
IIMM, KaK OyJIeT BBITJISIIETh CallT B MHTepHeTe. Jla, 3To nmpaBaa, 10CTaTOYHO U ATOTO, HO
€CJIM BBl UCIIOJIb3YETE Ha caifte php-koa, popmy oOpaTHOM CBsI3U, 4aThl, POPYMBI, pa3-
nuuasie CMS nemxkku (WordPress, Joomla, drupal), To 31ech 6€3 J0KanpHOTO cepBepa
Hukak. Tem Gonee, eciii BBl UCTIONB3yeTe 1715 cBoero npoekta CMS nsuxok (WordPress,
Joomla, drupal), To TaM HyHa He TOJBKO MOJIEpKKa php, HO ele U 6a3a TaHHBIX
MySQL.

Nrak, JokaJbHbIH cepBep — 3TO CIEUAIBHBIA HAOOP MporpamMm, oOecIeynBaro-

U TpaBIIbHYIO pabOTy CKPHUIITOB MPSIMO y Bac Ha KOMIbIoTepe. B cOOpKy BXOIAT:
cam cepsep, komnwisitop PHP (¢ eco nomowwio 6payzep moscem npouumams php koo u
obpabomams npasuivHo cmpanuyy), KoMnoHeHTsl s padotsl ¢ b/l (ba3a lanubix) u
MHOTHE JPYTHE NPOrPAMMBI.

PaccMoTpuM cimcok nomyJisipHbIX JOKAJIBHBIX CEPBEPOB VIS CalTa.

8B Denwer
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http://bloggood.ru/php-i-mysql-osnovi-primer-podskazki/osnovy-i-preimushhestva-yazyka-programmirovaniya-php-urok-1.html/
http://bloggood.ru/effekty-dlya-sajta-2/prostaya-html-forma-obratnoj-svyazi-dlya-sajta.html/
http://bloggood.ru/vebmasteru/luchshij-dvizhok-dlya-sajta.html/

Denwer — 310 OecriaTHbIN JOKaAJIbHBIN cepBEp AJI TECTUPOBAHMSI CaliTOB, BEO-
npwioxxeHnid uinu Martepuer crpanun. B Denwer Bxoaut: BeO-cepBep Apache, manens
phpMyAdmin u MySQL ans pa6otst ¢ B/ (6a3amu 1aHHBIX) U IpyTrHe NPOTPAMMBL.
JlokanbHbli cepBep Denwer paboTaeT TOIbKO Ha onepanuoHHyto cucremy Windows.

Ckaudath MOKHO ¢ oUIIMaIbHOTO caiita denwer.ru

XAMPP

XAMPP - 310 6ecriaTHbIN JOKAIbHBINA CEPBEP I TECTUPOBAHMS CAUTOB, BEO-
NpUIoKeHUH uiau MIHTepHeT cTpaHull ¢ MPOCTHIM MOJIb30BATENIbCKUM HHTEphericoM.
[Tonnep:xuBaet paboty B cucteme Windows, Solaris, Mac OS X u Linux.

Ckaudath MOXHO ¢ oduianbHoro caitTawww.apachefriends.org/en/xampp.html

@ AppServ

AppServ — eie oauH OecIUIaTHBIN JOKAIBHBINA cepBep. bricTpas u jerkas ycTaHOBKa.

CkavaTh MOXHO ¢ O(UIIHAIBHOTO cailTawww.appservnetwork.com
[ VertrigoServ ]

VertigoServ — mpocTeHbKHI M0 YCTaHOBKE JIOKaJbHBIN cepBep. PaboTaeT ToabKO B
onepanroHHon cuctreme Windows.

Ckauath MOXHO ¢ ouIHaIbHOTO caiTavertrigo.sourceforge.net

/.

zend

Zend Server Community Edition — OecruiatHbli TOKanbHBIN cepBep.

CkayaTb MOHO C Oq)HHI/IaJIBHOI‘O caiita www.zend.com

Sl > OPEN SERVER

‘ MAATSOPMA ANA BES-PASPABOTHRKOB

Open Server — 3T0 OeCIUIATHBIN JIOKAJIBHBINA CEPBEP C BHICOKUM (YHKIIMOHAIIOM TIO
pa3paboTke u co3aanuio caiitoB. PaboTaeT B onepannonHoit cucreme Windows.

CkayaTh MOXHO C OQUIIMATIEHOTO CaiiTa Open-server.ru
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Penensus
Ha pabouyro IporpaMmy y4eOHON JTUCITUTUTHHBI
MJIK.02.01 IIporpammHoe obecrnieyeHHe KOMIBIOTEPHBIX ceTeil
qutst criertanbHOCTH 09.02.02 KoMmnbroTepHBIe ceTH

PaGouass mporpamma yueOGHOM mucuumasel MJIK.02.01 IIporpammuoe obecniedenue
KOMITBIOTEPHBIX ceTell pa3paboTaHa Ha ocHOoBe PenepanbHOIO rocyaapcTBEHHOro 00pa3oBa-
TenpHOro crangapra (ganee — ®I'OC) no cnenuanbHOCTH cpeJHero NpogeccHoHaIbHOro oopa-
3oBagus 09.02.02 KoMmmeroTepHBIe CceTH, YTBEpXAEHHOTO NpukazoM MunoOpHayku P® ot
28.07.2014 Ne803 (3apeructpupoBan B Muntocre-Poccun 20.08.2014 Ne 33713). Pabouas mpo-
rpaMma sIBISIETCS YacThIO IPOIPaMMBI NMOATOTOBKH CIIENMATIHCTOB CPEIHETO 3BE€HA B COOTBET-
creun ¢ ®I'OC CIIO mo cnenmansHocTH 09.02.02 KommeroTepHble ceTH ¢ KBalHpuKanuen
«TeXHHUK 110 KOMIBIOTEPHBIM ceTssM». YueOHas aucuuiuuHa OI1.04 msydaercs B muxie IIIT
[Tpodeccuonanpras noarotoska yde6Horo miana OITOIT CIIO B gactu IIM Ilpodeccronans-
uele Moy, OOydeHHe MPOBOAUTCS Ha 0aze OCHOBHOIO 00LIEro oOpa30BaHUS M HALEJIEHO Ha
HoJIydeHre cpeaHero obmero obpasoBanus. Paboudas mporpaMma cocTaiieHa i O4HOH GopMbl
oOy4eHwusl.

Pa6ouast mporpamMma y4e0HOM IUCHUILIMHBI COCTaBJI€HA JIOTMYHO, CTPYKTypa AUCLUILIH-
HBI COOTBETCTBYET HPUHIIMITY €JUHCTBA TEOPETHYECKOTO M HMPAKTHYECKOTO 00y4eHHs, pa3eibl
BEIJIEJIEHBI TUAaKTHYeCKH Henecoobpa3Ho. [locnenoBatenpHOCTh TeM, IMpeAaraeMblX K U3yde-
HHIO, HallpaBjleHa Ha KadecTBEHHOE YCBOEHME y4eOHOro MaTepHana. Buabl caMocTOATENBHBIX
paboT MO3BONAIOT 0OOOIUTE U YIIIyOUTh H3y4aeMblii MaTepHall ¥ HalpaBJICHbl HA 3aKpeIlICHHE
yMeHHS TIOMCKa, HaKOTUIeHHs B 00paboTku nHbopManun. CucteMa 3HaHUH U yMEHUH, 3a10KEH-
Hasl B COJIep)KaHuH, 00ecTieunBaeT OCBOCHUE OOIIMX U NTPOoGdecCHOHABHBIX KOMIIETEHIIUH.

ITactiopt mporpaMMbl OOOCHOBAaHHO M IIOJHO OTpaXkaeT COJEpXKaHUe AMCIUILIMHEL, €€
pOJIb M MECTO B TIOJITOTOBKE CIIEIMAIICTA CPEHETO 3B€HA, PACKPBIBAET LM U 33/1a4H y4eOHOH
JMCIUILIHHEL OTpeeieHsl TpeOOBaHUs K YMEHHAM U 3HaHUAM cTyAeHToB. [Iporpamma paccun-
TaHa Ha 74 daca. TeMaTnueckuil IiaH U collep)KaHue yueOHOU JUCIMILIMHBI pacKpBIBAeT MOCIIE-
JIOBaTEJBHOCTb MPOXOXJICHHUS TeM, COOTBETCTBYeT TeMaTHYeCKOMY IUIaHy M pacIpeieleHUIO
yacoB. B mporpamMe ompezeneHsl GopMa IPOBEICHHMs, LIENH, 3aJa4d y4eOHON TUCLUILUIUHEI,
HpeJIcTaBlIeHbl 00s3aTenbHble (OPMBI OTYETHOCTH. B mporpamMme peann3oBaHBl IHJaKTUYECKUE
NPUHIHAIE 00YYeHHUS: LEJIOCTHOCTh, CTPYKTYPHOCTB; OTpake€Ha B3aHMMOCBSI3b MEXY OTHEINb-
HBIMH 3JIeMEHTaMH CTPYKTYPEL.

Conepkanue pabodeidl NporpaMMbl y4eOHOW JMCHHUILIMHBI IOJTHOCTBIO COOTBETCTBYET
TpeboBanusiM DeepanbHOT0 rocyAapcTBEHHOTO 00pa3oBaTENLHOIO CTaHAapTa CPEIHEro Ipo-
deccroHanpHOTO 00pazoBanus no cnenuanbHOCTH 09.02.02 KoMneroTepHble ceT. AHaIu3 pas-
Jena «YCIOBHs pealn3alliid MOAY/A», MO3BOJIAET CeIaTh BBIBOJ, YTO 00pa3oBaTeIbHOE Yupe-
XKJIEHHE paclioylaraeT MaTepHalbHO-TeXHUYeCKOH 6a30H, oTBevarouell coBpeMeHHBIM TpeboBa-
HUSM IOATOTOBKH CIEMUATMCTOB, 00ecTeYrBaeT MpoBe/ieHNe BceX BUIOB T1a00paTOPHBIX paboT
U MPaKTHIECKUX 3aHATHHA, MEXIUCIUIUINHAPHON NOATOTOBKH, Y4eOHOM MpPaKTUKHU, MPELYCMOT-
peHHBIX mporpamMMmoii. IlepeueHb pekOMEHIYeMOH OCHOBHOM M JONOJHHUTENBHOH JIUTEpaTypsl
BKJIIOYaeT OOIIe0CTYIHbIE HCTOYHUKY, U3aHHBIE B Ioce/iHee BpeMsl (He no3aHee S5 net). Ile-
peurciieHHble VIHTepHET-pecypehl akTyalbHBl U JOCTOBEPHBI.

Paspabotannas mporpamma ydeOHo#l mucnuminael MJIK.02.01 IIporpammuoe obecre-
YyeHUe KOMIIBIOTEPHBIX CeTell MOXKeT OBITh PEKOMEH0BaHa Ul UCIONB30BaHMs B yUeOHOM IIpo-

HavaabHHK oTe12 HHPOPMANHOHHBIX _ 77
texnojoraii OAO «Cag-I'mranm» '

ILA. lynaux
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Penensust
Ha pabo4yro MporpamMMy y4e6HOM AUCIHIITHHDI
MJK.02.01 IIporpammuoe oGecnieuenne KOMIILIOTEPHBIX CeTei

Ans cnienranbHocTH 09.02.02 KoMnbrotepHele cetu .

Pabouas nporpamma yueGHOM MHCHUILIMHBL MJIK.02.01 IIporpammuoe 0GecreyeHre KOMITBIO-
TePHEIX CETeH pa3paboTaHa Ha ocHoBe DelepabHOTO rOCyIapCTBEHHOTO 00pa3oBaTeIPHOTO cTaHapTa
(manee — ®I'OC) No cHEUMATEHOCTH CPeaHEro npodeccuonansHoro o6pazosanus 09.02.0.2 KoMrbro-
TCPHBIC CCTH, YTBEPXKICHHOTO MpUKa3oM MunoOpHayku PO ot 28.07.2014 Ne803 (3aperucTpupoBad B
Muntocte Pocenn 20.08.2014 Ne 33713).

B pesynbraTe ocBOCHHS IMCUMIUTMHBI 0Gydalomuiics NOKEH HMETh IPAaKTHYECKUN OIIBIT:
YCTaHOBKH Web-cepBepa; opraHu3anum 10CTyna K JOKAZbHBIM U TI06aTBHEIM CETSAM; CONPOBOXKICHUS U
KOHTpOJIS HCTIONIE30BaHMS IOYTOBOTO cepBepa, SQL-cepBepa; pacdeTa CTOMMOCTH THIIEH3HOHHOTO po-
TPaMMHOTO obecrnedyeHus ceTeBOH MH(PACTPYKTYphI; c60pa JAHHBIX s aHAIH3a HCIIOJIB30BAHUSA U
(GyHKIHOHHPOBaHHUS IPOrPaMMHO-TEXHUYECKHX CPEACTB KOMIIBIOTEPHBIX CETEi.

B pesynbrate ocBoeHMs AMCUMILIMHE! 06yYarOMMiCS 10HKEH YMETB: yCTaHaBIMBaTh HH(pOpPMa-
LMOHHYIO CHCTEMY; CO3/1aBaTh M KOH(UIYPHUPOBATH YYETHBIE 3alTUCH OTAENbHBIX MOJB30BATENeH H
T0JIE30BATEILCKUX TPYIIIT; PETHCTPHPOBATH MOJKIIOYCHHE K TOMEHY, BECTH OTYETHYIO TOKYMEHTAIUIO;
PaCCIMTBIBATE CTOMMOCTD JIMLIECH3HOHHOTO NPOTPAMMHOIO 0GECIeYeHHS CeTeBOM UHPACTPYKTYPBI;
YCTaHAaBIMBATh M KOHGUIYPUPOBATh aHTHBUPYCHOE MPOrPaMMHOE obecnieyenune, nmporpaMMHoe o6ec-
neveHue 6a3 JaHHBIX, IPOrpaMMHOE 0becTieYeH e MOHHMTOPHHTA.

IlepeuncieHHble yMeHHUS HpeNONaraioT, 4To CTyICHT JOJDKEH OCBOMTH CIIECAYIONUIUE 3HAHHS:
THIIBI CCPBEPOB, TEXHOJIOTHIO "KIMEHT-CEpBep”; CIIOCOOH! YCTAHOBKH U YIPABJICHHs CEPBEPOM; YTHIIH-
Thl, (QYHKUMH, y/aleHHOE YIpaBIeHHE CepBEpOM; TEXHONOTHH Ge30macHOCTH, IPOTOKOJIB aBTOpH3a-
MM, KOHYHICHUMATLHOCTh U Ge301acHOCTh TIpH paGoTe B web: HOPAZIOK MCHOJIBE30BaHUS KIIaCTEPOB;
TOPSI0K B3aMMOJCHCTBHS Pa3IHYHBIX ONEPALMOHHBIX CHCTEM: AJITOPUTM aBTOMaTH3allHH 3a7ad 00-
CIIY’KUBAHUSA; TIOPANOK MOHUTOPHUHIA M HACTPOHKHM MPOU3BOAUTENBHOCTH; TEXHONOTHIO BEICHHS OTYET-
HOHM JIOKYMEHTAlMK; KIacCH(UKALMIO IPOTPAMMHOTO OGECIICUCHHUS CeTeBEIX TE€XHOJIOTUH, U 001acThb
Cro MPUMEHEHUS; IOPSTIOK U OCHOBEI JIMLIEH3UPOBAHHUS MPOrPAMMHOTO 00eCIeYe NS, OIIEHKY CTOMMO-
CTH IIPOTPAMMHOTO 00eCIIeYeHHs B 3aBUCHMOCTH OT CNIOCO6Ga H MECTA €10 HCIIOb30BAHMSL.

PaGoyas mporpamma paccuymTana Ha 74 4aca (50 yacoB — ayauropras Harpyska, 24 4acos — ca-
MocTosTebHas paboTa, 5k3ameH). OcBoeHHe YUeGHOM MUCIMILIMHD BKIIOYAET U3yYeHHUE CIICYIOINX
pa3aenos.

Paszen 1. CepBepHble onepalMOHHBIE CHCTEMBL

Paznien 2. Ilporpammuoe oGecrievenre s YIpaBieHus ceTeBbIMHU ONePallHOHHBIMHU CHUCTEMAMHMU.

Peanusauns nmporpamMmsl gucuMnnmue TpeGyerT Hammums ydebHoro kabunera «JlaGopatopus
IPOrpaMMHOTO 00€ecIeYeHIs] KOMIIBIOTEPHBIX ceTei, NpOrpaMMHUPOBaHUs M 6a3 JaHHBIX». J[MCIUILTHHA
HaneneHa Ha ¢opmumpoBanue obumx (OK 1-9) n Ipo(eCCHOHANBHBIX KOMITETEHITHIA (IIK 2.1-2.4).
Oby4eHue cTyIeHTOB OCYIIECTBISAETCS 110 TPAANIHOHHON TEXHOIOIMH ¢ BKJIFOYEHUEM MHHOBALMOHHBIX
SJIEMEHTOB: TEXHOJIOTUs Pa3BUBAIOMIEIO OOYYEHHMS, TEXHOJIOTHS IPOBIEMHOTO o0y4eHwus1, nuddepen-
UMPOBaHHOE 00YYEHHE, TEXHOIOTHS IMIHOCTHO-EATEILHOCTHOTO 00y4eHus, IPOEKTUBHOE 00ydIeHHe.

Conepxanue pabodeit mporpaMMel y4eGHON JUCHMILIHEDT OTHOCTIO COOTBETCTBYET TpeboBa-
HHAM DelepallbHOTO TOCYapeTBEHHOTO 06pasoBaTeILHOTO CTaHJapTa CpeaHero npogeccUOHAIBHOTO
obpasoBaHus 0o crnenuanbHOCcTH 09.02.02 Komnetorepnbie ceru. Msydenne nanHO#M AMCIMILIAHDL CIIO-
coOCTBYET 9 (HeKTHBHOI M KauecTBEHHOH MOATOTOBKE MOJIOIBIX CHEUHNAIMCTOB B 00JIACTH MCIIONB30-
BaHHs ONIEPATHOHHEIX CUCTEM B CETEBBLIX TEXHOJIOTHSIX.

Ilepedens pexoMeHyeMol OCHOBHOMN U JOTIONHUTEIBHOMN JHTEpaTyphl BKIIOYAET 00U OCTYTI-
HBIC MCTOUHMKH, H3JaHHBIE B IOCIeJHEe Bpems (He To3iaHee 5 7er). Ilepeuncnennsie Unreprer-
PECYpCHI aKTyalbHbl U JOCTOBEPHEL

PaszpaboTtanHast mporpamma yueGHOM IHCIMILIHHEL MJIK.02.01 TIporpammHoe oGecmedenue
KOMIILIOTEPHBIX CETCH MOMKET OBITh PEKOMEHIOBAHA JUIS HCIIONIb30BAHUS B y4eOHOM mpolecce mpu
HoAroToBKe no cnenuanbHoctr 09.02.02 KoMnstorepHble ceTH.

Penensenr, nwkenep-nporpammuct 1 kateropum,
oraen YCVTII ynpasnenne ACYTII, KUITuA, -
MOII Kpacronapckoro PITY ¢ummana 00 HK

«Makpoperuon IOI'» 000 UK «Cubunrex» CHBHHTEK- M.B. Jlutyc
- KPOY ACYTH



