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1 IacnopT pado4eii nporpaMMbl Y4eOHOM IMCUMILINHBI

1.1 O61acTh NpUMeEHEHUS MPOTPAMMBbI
Pabovas mporpamma y4eOHON AUCIUIUTHMHBI «be30macHOCTh (hYHKITMOHUPOBAHUS

MH()OPMALIMOHHBIX CHCTEM» SIBJISIETCS YaCThI0 OCHOBHOW mpodeccruoHalibHONM 00pa3oBa-
TEIBHOU MpOorpaMMmbl B cOOTBETCTBUHM ¢ DenepalbHbIM TOCYIapCTBEHHBIM 00pa3oBa-
TeJIBHBIM CTAaHIAPTOM cpeaHero npodeccruoHanbHoro oopazosanus (nanee @I'OC CIIO)
s criermanbHocT 09.02.02 KommibroTepHbIe ceTH.

1.2 MecTO AUCHUIIMHBI B CTPYKTYpPe MPOrpaMMbl NOATOTOBKHU CIENHAINCTOB

CpEeaHEro 3s€Ha
I[I/ICHI/IHJ'II/IHa «be3onacHocTh (l)YHKHI/IOHI/IPOBaHI/IH HH(bOpMaHHOHHBIX CHUCTCM»

OTHOCHUTCSI K MPOPECCUOHATIBHOMY MOJYJI0 «DKCIUTyaTalusi 0ObEeKTOB ceTeBOM MH(ppa-
CTPYKTYPBI».

1.3 leau u 3agaun y4eOHOM TUCHUIIMHBI — TPeOOBAHNS K pe3yJibTaTaM 0C-
BOEHMSI JUCHUILTHHBI
B pesynbrare u3ydeHus NpOGECCHOHAIBHOTO MOAYJS OOydYarolIMCs OJDKEH

uMems NPpaKmu4eckKull Onbim:

— 00cCiIy>)KMBaHMsI CETEBOU MH(PACTPYKTYPHI;

— yAaJIeHHOTO aJIMUHUCTPUPOBAHUS CETEBOI NH(PPACTPYKTYpHI;

— TOJJIEPXKKH TMOJb30BaTeNed CeTH, HACTPOWKM ammapaTHoro M IMPOrpaMMHOTO
oOecrieueHusl ceTeBOr MHPPACTPYKTYpHI.
B pe3ynbTate 0CBOGHUS AUCHUIUIMHBI 00YyYaIOIIUICs TOKEH yMemb:

— BBINOJIHATh MOHUTOPUHT U aHAJIN3 PaOOTHI JIOKAJILHOM CETH C TOMOUIBIO
IPOrpaMMHO-aNMapaTHbIX CPEJCTB;

— MpPaBHJIBHO OPOPMIIATH TEXHUUECKYIO JOKYMEHTALHUIO;

— HaOmonath 3a TpadHKoOM, BBINOJHATH OINEpali pPE3epBHOIO KOMUPOBAHUS U
BOCCTaHOBJICHUS JaHHBIX;

— yCTaHaBJIMBaTh, TECTHUPOBATh MU 3KCIUTYaTHUPOBAaTh WH(GOPMAIIMOHHBIE CHCTEMBI,
COMIACHO TEXHUYECKOM JOKYMEHTAIMH, 00eCreunBaTh aHTUBUPYCHYIO 3alUTY.
B pe3ynbrare 0CBOCHMS TUCHUIIIIMHBI 00YYAIOIIMICS TOJIKEH 3HAMDb:

— 3374 YNpaBICHUS: aHAIU3 MPOU3BOAMTEIBLHOCTH W HAJEKHOCTH, YIpaBJICHUE
0€30macHOCThI0, YUET Tpaduka, ynpaBicHHE KOHPUTYypaIneii;

— CpeAcTBa MOHUTOPHUHIA U aHAJIN3a JIOKAJIBHBIX CETEH;

— OCHOBHBIC€ IIOHATHUA I/IH(l)OpMaHI/IOHHBIX CHUCTEM, J)KU3HEHHBIN U KII, HpO6J'IeMBI



o0OecrieueHs] TEXHOJOTUYECKOM 0e30macHOCTH HWH(POPMALMOHHBIX CHCTEM,
TpeOOBaHM K apXUTEKType WHPOPMAIIMOHHBIX CHUCTEM M WX KOMIOHEHTaM JJIs
oOecrieueHnst  0e30MacHOCTH  (PYHKUMOHUPOBAHUS, OMNEPAaTUBHBIE  METOJbI
TOBBIIICHNSI 0€30MacHOCTH (PYHKIMOHHMPOBAHHS IMPOTPAMMHBIX CpPEACTB U 0a3
JTAHHBIX;

OCHOBHBIE TPeOOBaHU K CPEJCTBAM M BUAAM TECTUPOBAHHUS JJIS ONPEACTICHUS
TEXHOJIOTHYECKol 0e301acHOCTH MH(POPMAIIMOHHBIX CUCTEM.

MaxkcumanbeHas yueOHas Harpyska odydvaromierocst 195 yacos, B TOM 4ucIe:

— o0s3arenpHas ayauTopHas yueOHast Harpys3ka ooydarorierocst 130 gacos;

— caMmocTosTeNnbHas paboTa o0yuaroierocs: 65 4acos.
1.4. Ilepeyenb mIaHMPYEeMbIX pe3yJbTaTOB 00yueHus no aucuuminne (Ilepe-
YyeHb (GopMUPYEMBIX KOMIIETEHIUI)

OcBoenne nucuuIUIMHbl «be30macHoCTh QyHKIMOHUPOBAHUS HMH(OPMAIIMOHHBIX

CUCTEM» CIOCOOCTBYET (hOPMUPOBAHUIO Y CTYJAEHTOB CIEAYIOIIUX MPOQPECCHOHATBHBIX

KOMITETEHIINH:

[IK 3.1. YcranaBiauBaTh, HACTpAaUBaTh, IKCILTyaTUPOBATh M OOCIYKUBATh TEXHHU-
YeCcKue U MPOrpaMMHO-aNNapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

IIK 3.2. IIpoBoauth mpodrrakTuyeckre paboThl Ha 00BEKTax ceTeBOW HHPpa-
CTPYKTYPBI U pa0OUNX CTAHIIUSX.

[1K 3.3. OxcrutyaTanus ceTeBbIX KOHQUTryparuil.

[1IK 3.4. YuacTBOBaTh B pa3pabOTKe CXEMbI MOCIEaBAPUITHOTO BOCCTAHOBJICHHS
paboTOCTIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINIOJIHATh BOCCTAHOBIIEHHE WU pe-
3epBHOE KOMMPOBaHUE MH(OPMALIUH.

[IK 3.5. Opranu3oBbIBaTh MHBEHTAPU3ALMIO TEXHUUYECKUX CPEJICTB CETEBOM WH-
(bpacTpyKTyphl, OCYIIECTBIATH KOHTPOJIb 000PY1I0BaHUS MTOCIIE €r0 PEMOHTA.

[1K 3.6. BeINOAHATE 3aMEHY pacXoAHbIX MAaTepUaoB U MEJIKUN peMOHT nepude-
pUITHOTO 000PYIOBAaHMUS, ONIPENENATh yCTapeBIiee 000pyI0BaHUE U IPOTPaMMHbIE
CpeJICTBA CETEBOI MHPPACTPYKTYPHI.

OnHOBpEeMEHHO C TPO(ECCHOHAIBHBIMA KOMIIETEHIIUSIMU y CTYACHTOB, 00y4aro-

HINXCA 110 JUCHUIIJINHE «be3onacHoCTh q)YHKHI/IOHI/IpOBaHI/IH I/IH(l)OpMaHI/IOHHI)IX CUCTEM»

CO3/1al0TCS MPEANOCHUTKY 151 (POPMUPOBAHUS OOIINX KOMIETSHIINM]:

OK 1. [TorumaTh CyImHOCTh U COIMAIBHYIO 3HAYMMOCTh CBOEH Oymymei mpodec-

CHUH, NPOSIBJIATH K HEM YCTONYUBBIN UHTEPEC.
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OK 2. Opranu3oBbIBaTh COOCTBEHHYIO AESATENBHOCTD, BRIOUPATH TUIIOBBIE METO/IbBI
U CHOCOOBbI BBIMOJHEHUS NMPO(ecCHOHATIbHBIX 3ajad, OLIEHWBAaTh UX IPPEKTUB-
HOCTb U KauecTBO.

OK 3. IIpuHuMaTh pelieHns B CTAHJAPTHBIX M HECTAHJIAPTHBIX CUTyalUsAX U He-
CTH 33 HUX OTBETCTBEHHOCTb.

OK 4. OcyiiecTBiaTh NOUCK U UCHOJIB30BaHUE UHPOPMALIMH, HEOOXOAUMOU s
3¢ (PEKTUBHOrO BBIMOJHEHUS NPOPECCUOHAIBHBIX 3a7ad, NPOo(EeCcCHOHATBHOIO U
JUYHOCTHOT'O Pa3BUTHSL.

OK 5. Hcnonb3oBaTh HH(GOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU B IIPO-
(eccOHaIBHOM e TeNbHOCTH.

OK 6. PaboTaTh B KOJUIEKTUBE U B KOMaH/JI€, 3(EKTUBHO 0OIIATHCS C KOJUIETaMH,
PYKOBOJICTBOM, IOTPEOUTEIISIMH.

OK 7. bpaTp Ha ce0s1 OTBETCTBEHHOCTb 3a paOOTy WIEHOB KOMAaH[IbI (MIOJYUHEH-
HBIX), 3@ pe3YyJIbTaT BHIIOJHEHUS 3aJaHH.

OK 8. CaMocCTOsTENIbHO ONpeAEATh 3aJaul MPOPECCHOHATBHOTO U JMYHOCTHOTO
pa3BUTHS, 3aHUMAThCA CaMOOOpPa30BaHUEM, OCO3HAHHO IUIAHUPOBATh MOBBIIICHNE
KBaTH(UKAIUH.

OK 9. OpueHTupoBatbcsi B YCIOBHUSIX YAaCTOM CMEHBI TEXHOJIOTMHA B Mpodeccuo-

HAJILHOU JIE€ATEIbHOCTH.

Nn-
JIEKC
KOMIIE
TE€H-
105071

CopepxaHue KOM-
neTeHnux (Wi eg
4acTn)

B pesynbrate n3yueHus: yueOHON AUCIUTUIMHBI 00y4YatOUTUECs TOJDKHBI

3HATh

YMETh

UMETh IPAKTUYECKUI
OTIBIT (BJIAJIETH)

OK-1 ITonumarts cyur-
HOCTh M COLIMAJIb-
HYIO 3HaYMMOCTh
cBoel Oyayteit
npodeccuu, mposiB-
JISITh K HEH yCTOM-
YUBBIA HHTEpPEC

CYIHOCTb U COLIUAJIbHYIO
3HaYUMOCTb Tpodheccuu
«TexHHUK 1O KOMIIBIOTEP-
HBIM CETAM)

HCIIOJIB30BaTh CO-
BpEMEHHBIE METO/IbI
B npodeccrnonanb-
HOM JIeATEIIbHOCTH
«TexXHUK M0 KOMIIb-
IOTEPHBIM CETSIM»

HIPOSABIISATh YCTONUHN-
BBII MHTEPEC K NPO-
¢deccun «TexHUK MO
KOMIIBIOTEPHBIM Ce-
TAM

OK-2 | Opraan3oBbIBaTh
CcOOCTBEHHYIO Jesi-
TEJILHOCTD, OIIpeie-
JISITh METOJIBI U CIIO-
COOBI BBITIOJTHEHUS
poheCCHOHATHHBIX
3aj1a4, OLlCHUBATh
nx 3(h(heKTHBHOCTD

1 Ka4€CTBO

— OCHOBHBIC TCHICHIIMH
pa3BUTHSA, TTOJIOKEHUH, 3a-
KOHOB KOMITBIOTEPHBIX Ha-
YK,

— 3HaTh, KaK UCIOJIb30BaTh
nX 0a30BbIE MMOJIOKECHHUS
MIPH pelIeHUH npodeccro-
HaJIbHBIX 337124

— KPUTHYECKH Olle-
HUBAaTh KOMIIBIOTEP-
HBIE TEOPUH U KOH-
LEMIUH, TPAHHIIBI UX
MIPUMEHUMOCTH;

— BBISIBIISITH €CTECT-
BEHHOHAYYHYIO U
MEKANCIMIUINHAD-
HYIO CYIITHOCTb IIPO-
0Js1eM, BO3HUKAIOIINX

KPUTHYECKOTO Iepe-
OCMBICJIMBAHUA HaA-
KOIIZICHHOT'O OIIbITA,
BHCCCHUSA U3MCHC-
HUi B paboune npo-
LIECCHI C YYETOM MH-
HOBAIMH, ONITHMH3a-
MK pabouero npo-
1iecca ¢ y4eTom pas-
BUTHS HAYKH U TeX-




Wn- B pesynbrate nzydenusi yueOHON JUCHUILIMHBI 00yUYaronecs 10KHbI
AleKe ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Mim eé HMMETh NPAKTUYECKUN
ILII. TCH- 3HATh YMETb
4acTH) OTIBIT (BIIAJICTH)
81201
B X0j1e TIpodeccro- HOJIOTHIA
HaJIbHOM JeSITEIbHO-
CTH
OK 3 | Ilpunumars peme- Mepbl OTBETCTBEHHOCTH 3a — OIIGHUTh BO3HHK- NIPUHSTHUS PELICHUH B
HUSI B CTAHIAPTHBIX | HPUHATHIE PELICHUS LIYIO CTAHAAPTHYIO CTaH/AapTHBIX U He-
1 HECTaH/Iap THBIX WJIN HECTaH/IapTHYIO CTaH/IapTHBIX CUTYa-
CUTYyalUsIX U HECTH CHUTYaIHIO, LSIX
32 HUX OTBETCTBEH- — MPEJOTBPATUTH €€
HOCTb HeraTUBHBIE TIOCIIE-
CTBHSA
OK 4 | OcymecTBiATs IO- | OCHOBHBIC TEHACHIINH Pa3- | OCYIIECTBISTH COOp, | KPUTHUECKOTO Tepe-
UCK, aHAJIN3 U BUTHS, TOJIOXKEHHH, 3aKO0- 00paboTKy, aHaIM3 U | OCMBICITMBAHUS Ha-
OLeHKY HH(pOpMa- HOB METPOJIOTHH, CHCTEMAaTH3AIHIO KOIIJICHHOTO OTIBITA,
IINH, HEOOXOUMON | 3HATh, KaK UCIOJIB30BATh X | HAYYHO-TEXHWYECKON | BHECCHUS M3MCHEHHH
JUISL TIOCTAaHOBKH 1 6a30BbIC MOJOXKEHHS TIPH nH(popManuu mo B pabouue IpoLecch
petenus mpodec- petieHnn npodeccruonanb- | npodeccun C y4ETOM WHHOBAIIHH,
CHOHAJIbHBIX 3aJa4, HBbIX 3a1a4 OIITUMHU3AIIUH pa6o-
npodeccroHaIBHO- 4ero Impoiiecca ¢ yde-
T'0 U JJUYHOCTHOI'O TOM PAa3BUTHA HAYKH
pa3BuUTHUsA 1 TEXHOJIOTHI
OK 5 | Hcnonb3oBaTh UH- OCHOBHBIE TEOPETHYECKUE U | UCIIOJIB30BATh OC- UCIIONIb30BaHUS MH-
(dbopMaroHHO- MIPAKTUYECKUE TOJIOKEHUSA | HOBHBIE TEOPETHYE- (bopMaoHHO-
KOMMYHUKAIHOH- nH(pOopManMOHHO- CKHE U MPAKTUYECKHE | KOMMYHHKAIIHOHHBIC
HBIC TEXHOJIOTHH B KOMMYHUKAIMOHHBIE TEX- MOJIOXKeHHS HHPOP- TEXHOJIOTHH B TPO-
podeCCHOHANBHON | HONOTHH B chepe HANaAKK | MAllMOHHO- (eccrnoHanbHON nes-
JEATETLHOCTH. TEXHOJIOTHYECKOTO 000py- | KOMMYHHMKAIIIOHHBIE | TEIbHOCTH «TeXHHK
JIOBaHHS TEXHOJIOTHH B IPO- 110 KOMIIBIOTEPHBIM
(eccoHaNbHON iesi- | ceTamM»
TenbHOCTH «TexHuK
MO0 KOMIIBIOTCPHBIM
CETAM»
OK 6 | PaboraTp B KOJIeK- | — 1enH, QYHKIHUHU, BUABL U — IPUMEHATH TEXHH- | — paboThI B KOJIJICK-
TUBE U KOMaHJIE, YPOBHU OOIICHHS; KU ¥ ipreMbl 3¢ dek- | THBE U KOMaHe,
3¢ peKkTuBHO 00- — POJIN U POJIEBBIE OXKUA- TUBHOTO OOILEHHUS U — 3¢ dexTuBHOrO 00-
LIaThCs C KOJUIera- HUSI B OOLICHUH; npodeccroHabHOI LICHHS C KOJUIEraMH,
MU, PyKOBOJCTBOM, | BHJIBI COI[MAbHBIX B3AaUMO- | JEATEILHOCTH; PYKOBOJICTBOM, TIO-
MIOTPEONTEISIMU. JIeWCTBHH, — HCTIOJIb30BATh TpeOUTEISIMA
— MEXaHH3MBbI B3aUMOTIO- MIPUEMBI CaMOpery-
HUMaHHS B OOIIEHUH; JSIIWY TTOBEICHUS B
— TEXHUKH U TIPUEMBI 00- nporecce MEXIMYHO-
IIEHHS, TPABUJIA CITyILa- CTHOTO OOIIECHUS;
HUU,
— BeJieHust Oecepl, yOeK-
JICHUS;
— OTUYCCKUE IPUHIUIIBL
OOIIICHHS;
WCTOYHMKH, TPUYHHBI, BH-
JIbl M CTIOCOOBI pa3perieHus
KOH()JIMKTOB;
OK 7 | bparb Ha cebs OT- Mepbl OTBETCTBEHHOCTH 3a B3ATh Ha ce0sl OTBET- | MPUHSITHUS PELICHUH B

BETCTBEHHOCTb 32
paboTy 4IeHOB KO-
MaH[b! (MOAYMHEH-
HBIX), Pe3yJIbTaT
BBITTOJTHEHUS 33714~
HUHN.

MPUHATHIC PCHICHUSA

CTBCHHOCTbD 3a pa60-
TY 4JICHOB KOMaH/IbI

CTaHJAPTHBIX U HE-
CTaHJAPTHBIX CUTYa-
LHSAX




B PEIYILTATC NU3YUCHUS yqe6H0171 JUCHUITIINHBI 06yqafomneca JOJIDKHBI

JeKC
ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Mim eé HMMETh NPAKTUYECKUN
ILII. TCH- 3HATh YMETb
4acTH) OTIBIT (BIIAJICTH)
81201
OK 8 | CamocrosTensHO OCHOBHBIC TCHJACHIIUH Pa3- | BBIOMPAaTh METOAWKY | KPUTHYECKOTO Iepe-
OTIPENETISATh 3a/1a9l | BUTHS, MOJOKEHNH, 3aK0- W CPEJICTBA PELICHUS. | OCMBICIMBAHUS Ha-
podeCcCHOHANBHO- | HOB METPOJIOTUH, 3a7ad4, UCIONb3Ys KOIIJICHHOT'O OTIBITA,
IO M JITYHOCTHOTO 3HaTh, KaK UCIIOJIb30BaTh UX | HAYYHYIO JINTEPATYPY | BHECECHUS U3MEHEHHH
pa3BUTHSL, 3aHH- 0a30Bble MOJ0KEHHS TIPH 1 3JIEKTPOHHBIE HH- B pabouue poLecch
Martbcsi camoo0Opa- peuienun npodeccuoHasb- | GOpPMaAIMOHHO- C YY4ETOM MHHOBALUH,
30BaHUEM, 0CO3- HBIX 3a/1a4 o0pazoBaTenbHbIC onTUMHu3anuu pabo-
HaHHO IIAHUPOBATh pecypcbl, nHbpopMa- 4ero mporiecca ¢ yue-
MIOBBIIIEHUE KBAJIU- IIMOHHO- TOM Pa3BUTHUS HAYKH
¢bukanun KOMMYHHUKAIIMOHHBIE | M TEXHOJOTHH
TEXHOJIOTH
OK 9 | OpueHTHpOBaThCS B | POJIb U 3HaYCHHUE MHPOPMA- | OCYIIECTBIATH COOp, | BIIAJETH CIIOCOOHO-
YCIIOBUSIX YaCTOH IIMOHHO- 00paboTKy, aHaIU3 U | CTHIO YUUTHIBATH CO-
CMEHBI TEXHOJIOTHH | KOMMYHHKAaIMOHHBIX TEX- CHCTEMAaTH3AIHIO BpPEMCHHBIC TCHJICH-
B Iipo(heccHoHalb- HOJIOTHH C LIENBIO COBEp- HAYYHO-TEXHUYECKON | LMH Pa3BUTHS HAYKH
HOM J1eATENBHOCTH LICHCTBOBAHUSA CBOEH NPO- nHdopmanuu mo U BBIYUCIUTEIbHOU
(heccnoHanbHOM NesaTeNb- npodeccun, TEXHUKH, KOMIBIO-
HOCTHU TCPHBIX TEXHOJIOTUI
B podheCCUOHATb-
HOM JesTeIBHOCTH
I1K 3. | OGecneunBars pe- Kiaccu(uKaImio npo- o0ecreuuTs 1eJ0cT- | odecredeHus 1eso-
1 3€pBHOE KOIIMPOBA- | IPaMMHO-aNIapaTHOTO HOCTb PE3epBUpPOBa- CTHOCTH PE3EPBHPO-
HHE JTaHHBIX obecrieueHus 1Mo pe3epBs- HUs nHGOpManuy, BaHWA MH(OPMALIUH,
HOMY KOITMPOBAHHIO JIaH- UCTIONIb30BAHHE HCTIONIb30BaHMS
HBIX; VPN; VPN;
IIK 3. | OcymecTBusTh Me- | KIACCHU(PHUKAIIIO MPO- oOecrieunBaTh 3alli- | OpraHU3aALUH JOCTY-
2 PHI 110 3aIIATE KOM- | I'PaMMHOTO OOecTie4eHHs Ty TPH MOJKITIOYE- I1a K JIOKaJbHBIM U
IIBIOTEPHBIX CeTeH TI0 3aIUTE KOMIBIOTEPHBIX | HHUM K MH(POPMAIH- TTI00ATBHBIM CETSIM;
OT HECAaHKLIMOHUPO- | CeTeil OT HEeCAaHKLIMOHUPO- OHHO-
BaHHOTO J0CTYIa BaHHOTO JIOCTYTIa; TEJIEKOMMYHHKAIIU-
oHHOI1 cetn «HTEp-
HET» CPeICTBAMHU
OnepaMoHHON CHC-
TEMBI;
IIK 3. | IlpumensTs crie- KJaccu(UKaImIo Ipo- YCTaHaBJIMBATh H COIIPOBOXK/IEHHUS U
3 LHAJIM3UPOBaHHBIE TPaMMHOT0 00ecTIeYeHUs KOH(UTYpHPOBATH KOHTPOJISI HCTIOJIB30-
cpencTBa At Oopb- | OGOpBOBI C BUpycamH, He- AHTUBUPYCHOE ITPO- BaHMS TIOYTOBOTO
OBl ¢ BUpycamH, CaHKIIMOHHPOBAaHHBIMHU rpaMMHoOe obecriede- | cepepa, SQL-
HECaHKIIMOHUPO- pacchUIKaMU JICKTPOHHON | HHe, IporpaMMHOE cepBepa;
BaHHBIMU PacChli- MOYTHI, BPEIOHOCHBIMH obecrieuenne 6a3
KaMHU 3JIEKTPOHHOMU IIporpaMMamy; JIaHHBIX, [IPOIPaMM-
IIOYTHI, BPEAOHOC- HOe o0ecriedeHne
HBIMU ITpOorpamMma- MOHHUTOPUHTA,
MU
MK 3. | OcyiiecTBiaTh Me- | KiIacCU(GUKAIHIO IPO- YCTaHaBJINUBATh H cOopa MaHHBIX JJIS
4 ponpusTus 1o 3a- IPaMMHOTO 00€ecIeueHHs KOH(QUTypHPOBAThH aHaJIM3a UCII0JIb30-
LIATE TIEPCOHAJIb- T10 3aIUTE NMEPCOHAIBHBIX AHTUBHUPYCHOE NPO- BaHUA U QYHKITHO-
HBIX JaHHBIX JIaHHBIX; rpaMMHOE obecrieue- | HHUPOBAaHUS MPO-
HHE, TPOrPaMMHOE rpaMMHO-
obecrieuenne 6a3 TEXHHUYECKUX
JIaHHBIX, IPOTPaMM- | CPEJICTB KOMIIbIO-
HOe obecrieueHne TEPHBIX CETeH;
MOHHUTOPHHI'3;
IIK 3. | Opranu3oBbIBaThH — oOmiue cBesieHus 00 aye- | HAEHTH(ULMPOBAThH — B o0nacTy 1o npo-
5 HMHBEHTapU3aLUIO MEHTHOH 0a3e cxeMoTex- MOJIYTIPOBOTHUKOBEIE | (heCCHU HajIa IuK
TEXHHUYCCKUX HHKH l'IpI/I60pI)I U DJICMCH- TCXHOJIOTHYCCKOTO




B PEIYILTATC NU3YUCHUS yqe6H0171 JUCHUITIINHBI 06yqafomneca JOJIDKHBI

JeKC
ConepxaHue KOM-
Ne | xomme .. .
nereHnuu (Mim eé HMMETh NPAKTUYECKUN
ILII. TCH- 3HATh YMETb
4acTH) OTIBIT (BIIAJICTH)
81201
CPEZICTB CETEBOH — JIOTHIECKUE IEMEHTHI U TBI CHCTEMOTEXHHKH | O0OpYyIOBaHHMS;
nH(pacTpyKTypHI, JIOTHYECKOE TIPOEKTHPOBA- | W ONPEAENATh UX — IPUMEHEHHS TOITy-
OCYIIECTBIISITh KOH- | HHE B 0a3ucax MHKPOCXEM; | HapaMeTphl; YEeHHBIX 3HAHUH Ha
TPOJIb MOCTYMUBIIE- | — QYHKINOHAIBHBIE Y3IIbI MIPaKTHKE.
ro U3 peMoHTa 000- | (nemdparopsl, mudpaTo-
PYAOBaHUSL. PBI, MYJIBTHIIIIEKCOPHI, Jie-
MYJIBTHILIEKCOPHI, LUppo-
BbIE KOMIIAPATOPbI, CyMMa-
TOPBI, TPUTTEPBI, PETHCTPHI,
CUYCTUHKH);
— 3aIIOMUHAIOIINE YCTPOil-
CTBa;
— ¢ po-aHaIOTOBEIC U
aHaIOTO-II(POBHIE MPEOO-
pasoBateny;
— CHCTEMY MMEH, ajipeca-
LMY U MapUuIpyTU3aLUU
Tpaduka B cetn MHTEpHET;
15 IIK 3. | BemonHATh 3aMeHY | COBpEMEHHBIE IPOrpaMM- | HCIIOJIb30BaTh CO- | COBPEMEHHBIMU IIPO-
6 pacxXoHbIX Mmarte- HbIC CPEIACTBaA 3alllUTbl CE- BPEMCHHbBIC mpo- IrpaMMHBIMH CPEACT-
pHATOB M MEJNKHH | TeBOH HHPPACTPYKTYPEI rpaMMHBIE CpEICTBA | BaMH 3aIlUTHI CeTe-
peMoHT  mepude- 3aIIUTHl CETEBOM WMH- | BOM HMHQPacTPyKTy-
puiiHoro obopymo- (bpacTpyKTyphI pHI
BaHMA, OIPEACIATh

ycrapesiiee 000py-
JIOBaHHE M  MpO-
rpaMMHBIE CpeJCTBa
ceTeBoit uHppa-

CTPYKTYPBL.
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2 CTPYKTYPA U COJIEP)KAHUE YUYEFHOM JIUCIIUTLIINHBI

2.1. O0bem yueOHOM JUCHMILVIMHBI H BHAbI Y4e0HOI pa0doThl

N Bcero CemecTpbl
Bun yaeOHO# paboThI qACOB 7
Oos3aTesbHas yueOHasi Harpy3Ka (Bcero) 130 130
B Tom uncrne:
3aHATHUS JCKIHMOHHOTO TUIA 60 60
MPAKTUYECKHE 3aHATUS (TPAKTUKYMBbI) 60 60
n1abopaTOpHEIEC 3aHATHUS 10 10
KypCOBOE IPOCKTHPOBAHUE — —
CamocrosiTesibHas padoTa (Bcero) 65 65
B TOM YHUCJIC:
Pegpepam 15 15
Camocmosmenvuas HeayOumopHas paboma 6 euoe 0OMAaulHux npax-
MUYeCKUx 3a0anuil, UHOUBUOYANbHBIX 3A0AHUL, CAMOCMOSMENLHO2O 50 50
noobopa u usyyeHuss OONOIHUMENLHO20 MEOPEeMUYecKko20 Mamepuana
u op.
By npomeKyTo4HON aTTecTaluu 3auer
Bu uroroBoii arrecranuu (9K3aMeH )
OO01mmast TpyA0eMKOCTh 195 195
2.2 CTpyKTypa AMCUMILIHHBI
Ne Tema Bcero ua-|Jlekuun IpakTru- |Jlaboparop- | Camocrosn-
pas- coB YecKHe HbIE TeJbHast
neJaa pao.
1 |OcHoBBI HH(OPMALOHHOM 44 20 8 16
Oe3onmacHoCTH
2 |MpobGaembl uHpopmManuoH-| 42 10 12 4 16
HOW 0e30macHOCTH
3 | TexHOJIOIMM 3alMTHI JAH- 46 8 18 4 16
HBIX
4 |'TexHOJIOIMM 3aIUTHI MEKCe- 63 22 22 2 17
TEBOr0 00MeHa TaHHbIMU
195 60 60 10 65

2.3 TemaTuueckuii IIaH u cogepxanue ydeoHom rucuumianabl M/IK.03.02
be3onacHoCTh PYHKIIMOHUPOBAHUS HH(OPMALMOHHBIX CHCTEM

HaumenoBanue Copaep:xanue y4eOHOro MaTepHaJia, NpaKTHYecKUe U 1a00paTOpHbIE O0bem
pa3ie/ioB H TeM padoThl, CAMOCTOAITENIbHASA Pad0oTa 00y4aKoIuxcs 4acoB
1 2 3
Pasnea 1. OcHOBBI Cooepircanue yuedonozo mamepuana 44
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HanmeHnoBanue
pa3iesioB U TeM

Copaep:xanue y4eO0HOr0 MaTepHaJia, NpaKTHYecKUe U 1a00paTOpHbIE
padoThl, CAMOCTOSITEIbHASL padoTa 00y4aroIHXCs

0O0nem
JacoB

uHGOPMaITMOHHOM
Oe3omacHocTH

Jlexyuu

1. TloHsTHE HAIMOHAIBLHON OE30ITACHOCTH.

2. HWabopmarmoHHas 6€30MaCHOCTH B CHCTEME HAIIMOHAIEHOW Oe3omac-
HoctH Poccuiickoit @enepanuun
I'ocynapcTBenHas nHGOpPMALMOHHAS TIOTUTHKA
Wudopmanns - Hanbolee eHHBIH pecypc COBPEMEHHOTO 00IIecTBa
[TpoGnembl HHPOPMAIIMOHHON BOHHEI
[Ipo6nembl nHGOPMAITMOHHON 0€30MacHOCTH B chepe TOCYAapCTBEHHO-
IO ¥ MYHHLIUITAJIBHOTO YIIPaBICHUS
7. UWudopManmoHHbIC CUCTEMBI
8. Mero/p!l ¥ MOJIENHN OLICHKH YSI3BUMOCTH MH(OpPMAIUU

20

Ilpakxmuueckue 3anamusn

ITocTpoeHue CTPYKTYpHl HOPMAaTHBHO-IIPABOBBIX JOKYMEHTOB JEATEIEHOCTH
KOMIIaHWH Ha 06a3e POCCHICKOTO 3aKOHOATEIhCTBA B cpepe HHPOPMAITHOHHOTO
npasa

[ToaroToBka onucaHus OXpaHsIeMoil HHPOPMALUH, MOJEIH YTPO3, IOCTPOCHUE
MoJieni HH(QOpMalMOHHOHM 0€3011acHOCTH

Camocmoamenvnasn paboma
Pabota ¢ koHcniekToM. BrinonHeHue 3aaanmii npakTunyeckoi padbotsl. [loaro-
TOBKa pedepaToB

16

Paznea 2. IIpoo.te-
MbI HH(pOpMALIHOH-
HOIi 6e30macHoCTH

Cooepircanue yuedbnozo mamepuana

42

Jlexuyuu
1. OcHOBHBIE TIOHATHS U aHAITU3 YTPO3 HHPOPMAIIOHHOM 0€301aCHOCTH.
2. TIpo6Giemsl uHGOPMAITMOHHON OE30IIACHOCTH CETEH.
3. TIlonuTuka 6€30MaCHOCTH.
4. CranmapTsl ”HPOPMAIMOHHON O€30MACHOCTH.

10

Ilpakmuueckue 3auamus

IMpoBeneHue aHaIM3a CPABHUTEIIBHBIX XaPAKTEPUCTUK Y KAHAIOB YTECUKH HH-
(dopmarmu

HUccnenoBanue npodaeM co3AaHus U Pa3BUTHSI HAIIMOHAIBHON CUCTEMBI yIIPaB-
JICHUS] TU(PPOBBIMHU cepTUPHUKATAMU

Hccnenoranue 3amuthl B cpeae Windows , Linux

12

JlaGopamopnuie 3anamusn

Hcnonb3oBanue BcTpoeHHBIX cpenactB OC ans obecniedueHuns: 6e30macHOCTH
YcTaHOBKa NPOrPaMMHBIX CPEACTB 3aIIUTHI (IPOrpaMMHBIE TPOKCH-CEPBEPHI,
JUAarHOCTHYECKHE TPOTPaMMBbI U T.11.)

Camocmoamenvnasn paooma
Pabora ¢ xoHCIIeKTOM. BRINonHeHNe 3a1anuii mpakTudeckoii pabotsl. [Toaro-
TOBKa pedepaToB

16

Pa3znen 3. TexnoJio-
MU 3alUThI JaH-
HBIX

Cooepircanue yuedbnozo mamepuana

46

Jlexyuu
1. TIpuHumns! Kpunrorpapuyeckoi 3amuTsl nHGOpManH.
2. Kpunrorpadudaeckue anropuTMeL.
3. TexHomornu ayTeHTHU(PHUKAINH.

Ilpakmuueckue 3anamus

CocraBieHHe ONMCaHUs OCHOBHBIX KJIACCOB BUPYCOB

CucteMbl 00HapY)KEHUS BTOPKCHHUN

KonndecTBeHHAs OIEHKA CTOMKOCTH MAPOIEHON 3aIIHTHI.

OnucaHue MeXaHM3MOB W TPHUHIMIIOB pabOThl CHCTEM INU(QPOBaHHUA C
OTKPBITBIM KIIFOYOM.

Wzyuenne cranmapra kpunrorpadudeckoit 3anmtel AES (Advanced Encryption
Standart).

V3ydenne oTedecTBEHHBIX CTAHAAPTOB X3II-(PYHKITNH U I POBOI TOIITUCH.

18

Jlabopamopnuie 3anamusn
VYnpasneHue nosp3oBaTens MU U UX npaBaMu goctyna B OC
Hcnonbs3oBanue nporpamMmsl Ethereal piist ananusa ceteBoro tpaduka

Camocmoamenvnan paboma
Pabora c koHcIekToM. BrimonHenue 3apanuii npakrnieckoit padbotsl. [Toxaro-
TOBKa pedeparos

16

Pa3nen 4. TexnoJo-

Cooepircanue yuedonozo mamepuana

63
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HanmeHnoBanue
pa3iesioB U TeM

Copaep:xanue y4eO0HOr0 MaTepHaJia, NpaKTHYecKUe U 1a00paTOpHbIE
padoThl, CAMOCTOSITEIbHASL padoTa 00y4aroIHXCs

0O0nem
JacoB

I'HH 3alUTHI MeXKce-
TEBOro 00MeHa JaH-
HBIMH

Jlexyuu

1. OobecneueHne 6€30MaCHOCTH OMEPAITHOHHBIX CHCTEM.
TexHOIOrN MEXCETEBBIX SKPAHOB.
OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3aIIHUIICHHBIX ceTeil VPN.
3ammTa Ha KaHAJIbBHOM U CEaHCOBOM yPOBHSIX.
3amura Ha ceTeBOM ypoBHe - mpotokon [PSEC.
Wudpactpykrypa 3anThl Ha IPUKIIaJHOM YPOBHE.
AHanu3 3alIMIIEHHOCTH U OOHApYyKeHUE aTak.

S S il

IIaCHOCTH.
9. HOCTpOGHI/Ie CHCTCMBbI aHTI/IBI/IpyCHOﬁ 3alIUThI KOpHOpaTHBHOﬁ CCTU.

3ammra oT BUPYcoB. MeTo/bl ynpaBlieHHsI CPeICTBAMH CETEBOH Oe30-

22

Ilpakxmuueckue 3anamusn

CkaHepbl 0€30TIaCHOCTH OTIEPAIMOHHBIX CHCTEM.

CkaHepbl 0€30TTaCHOCTH CETEBBIX CEPBHUCOB U IPOTOKOJIOB

MesxceteBbie Skpanbl 1 GpuIsTphl: Outpost Firewall Pro

KoMnoHeHTHI MexceTeBOro skpaHa. [1onnTrka MeKCceTeBOro SKpaHUPOBAHHS.

3anauu, pemaemble VPN. TynnenupoBanue B VPN. YpoBHU 3amulieHHBIX Ka-

HaJIOB. 3all[UTa JaHHBIX HA KaHAJIbHOM YPOBHE.

Opranuzanus VPN cpenctBamu npotokona PPTP. 3amuTta naHHbIX Ha CETEBOM

YpOBHE.

Opranmzanust VPN cpencramu C3U VipNet. Mcnosnp3oBanue nporokona [PSec

JUIsL 3alIUTHI ceTel. 3alyuTa Ha TPaHCIIOPTHOM YPOBHE.
Opraamzanus VPN cpencrsamu nporokona SSL B Windows Server.

Pacnipenenennble cuctemsl OOHapykeHHs: atak. Cuctema OOHapyXEHHUs aTak

Snort.

22

Jabopamopnvie pabomoi
Amnamus nporokoiioB Ethernet ARP, TCP, IP

Camocmoamenvnan paboma
Pabora ¢ xoHCIIeKTOM. BRIMTONTHEHNE 3a1aHmit TpakTH4ecKoit paboTel. [Tomro-
TOBKa pedepaToB

17

Bcero:

278

2.4 Conep:xaHue pa3aejioB AU CHUNIMHBI
2.4.1 3aHsATHS JJEKIIHOHHOTO THIIA

Ne | HammenoBanune
a | pazmena

ConeprxaHue pasena

®dopma
TEKYIIEro
KOHTPOJIS

OcHOBBI HH-
(opmanuonnoi
0e30macHOCTH

[TonsiTre HalMOHAIBEHOH OE30TACHOCTH.
WHTepecs! 1 yrpo3bl B 00J1aCTH HAIIMOHAILHOM Oe30macHoCTH. Bimstane
MPOLIECCOB
nH(popMaTH3annyu 00IIECTBAa Ha COCTABIISIONINE HAIIMOHAIBHON Oe30MacHo-
CTH M UX
COJIepKaHueE.
WNudopmannonHas 6€30MacHOCTh B CHCTEME HAIlMOHAJIBHOM 0e30MmacHo-
ctu Poccuiickoit denepanun
OCHOBHBIE TIOHATHSI, OOLEMETOA0JIOTMYECKUE TPUHIIUIIBI 00eCTIeYeHUsI NH-
(dopmarronHoii 6e3onacHocTd. HalmoHabHbIe HHTEPECH! B MHOPMAIHOH-
HOH cepe. Microunnku u copepskanue yrpo3 B nHGpopMannoHHoit cdepe.
I'ocynapcTBenHas HHGOPMALIMOHHAS TTOJTUTHKA
OCHOBHBIE TTOJIOXKEHUS TOCYAaPCTBEHHON MH(POPMAIIMOHHON TouTHKN Poc-
cuiickoii deneparyu. [lepBoouepeHbIE MEPOIPHUATHS 10 PEATU3AINH IOCY-
JTapCTBEHHOW TOJINTHKH 00ecneyeHns] HHPOPMAIIMOHHON 0€3011acHOCTH
WNudopmanus - Hanbosee EHHBIH pecypc COBPEMEHHOT0 0011ecTBa
[onsrue "undopmarmonHslil pecypc". Kimaccsl nHOpMaIHOHHBIX PeCypcoB
[Tpo6nembl HHPOPMAITMOHHON BOWHBI
NudpopmanmonHoe opyxue u ero kaccupukanus. MupopmannonHas BoiHa
[Tpobnems! nHOPMATMOHHOM 6€30MMacHOCTH B chepe ToCcy1apCTBEHHO-
T'0 ¥ MyHHAIIUTIAIBHOTO YIIPaBICHUS

WudopmanmoHHble mporecchl B cdepe rocy1apCTBEHHOT0 U MyHHUIMITAJIBHO-

Y, P
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ro ynpasiyieHus. Buapl nHpopmMaimu 1 HHGOPMALMOHHEIX peCypcoB B chepe
I'MY. CocrosiHre 1 TiepCrieKTHBBI HHPpopMaTH3auu chepsl [MY.
HNHpopManoHHbIE CHCTEMBI
O6ume monoxenus. MabopMmarmst kak mpoaykT. H(pOpMaMOHHbIE yCIYTH.
Hcrounnkn KoHPUISHIHATEHON HHPOPMAIUU B HH(POPMAIIHOHHBIX CHCTe-
Max.
MeToabl 1 MOZIENTH OLICHKHU YSI3BUMOCTH HH(OPMALIUH
OMIMPUYECKUi MOAXO K OLEHKE ys3BUMOCTH HHpopMaruu. Cucrema ¢
TIOJTHBIM
nepekpbiTHeM. [IpakTiyeckas peanu3anust MOJEIH «yrpo3a-3aluray.

IIpo6aembl uH-
dhopmanuonHoii

0€30IacHOCTH

OCHOBHBIE TTOHSATHSI U aHAJIU3 YTPOo3 HH(POPMAIIMOHHOW 0€3011acCHOCTH.
OCHOBHBIE TTOHATHS 32U TH HHPOPMAIMU 1 MHYOPMALIMOHHOW Oe30macHo-
CTH. AHaJU3 yrpo3 HHPOPMAIIMOHHOW O€3011aCHOCTH.

[Ipo6mems! mHGOPMAITOHHOH 0€30ITaCHOCTH CETEH.

Bgenenue B ceTeBoit HHPOPMAIMOHHBI 00MEH. AHAJIN3 YyTPO3 CETEBOMH
6e3omacHoctr. Obecneuenne NHGOPMAITHOHHONW 0€30IIaCHOCTH CETeHl.
INonurnka 6e30macHOCTH.

OCHOBHBIE TOHATHS NOTUTHKH Oe30macHOCTH. CTPYKTypa IOJIUTHKH 0e30-
NAaCHOCTH OPraHH3aLHH.

CrannapTsl HHPOPMAIIMOHHOW OE30MACHOCTH.

Ponb cranmaproB nH(GOpMaMoOHHOM Oe30macHoCTH. Mex1yHapoIHbIe CTaH-
JapThl nHpOpMaMOHHOI 6e3onacHocTH. OTeueCTBEHHBIE CTaHIaPThI Oe30-
IIaCHOCTHU I/IH(bOpMaIlI/IOHHI)IX TEXHOJIOT Ui

TexHoaoruu

3aIUThI JAHHBIX

[MpuHnune! kpuntorpaduyeckor 3ammTsl HHGOPMALIH.
OcCHOBHBIE MOHATHS KpuITorpaduueckoi 3amurel uHpopmanuu. CUMMET-
pPUYHBIE KPUIOTOCHCTEMBI INU(PPOBAHMA. ACHMMETPHYHBIE KPUIITOCHCTEMBI
mudposanust. KoMOnHNpOBaHHAs KPUNTOCHCTEMA IU(PPOBAHUA. DIEKTPOH-
Has u(poBast MOANNCH U PYHKINSA XIIIMPOBAHMUS.

Kpunrorpaduaeckue arropuTMsl.
Knaccudukanus kpunrtorpaduieckux anroputmMoB. CHMMETpHYHBIE airo-
puTMBI U(POBaHUSA. ACHMMETPUIHBIE KPUIITOAITOPHTMBI.

TexHonorun ayTeHTUUKALINH.
AyTteHTU(UKALYS, aBTOPU3ALUS U aAMUHUCTPUPOBAaHHUE ACHCTBUII OJIb30Ba-
Teneil. Meronpl ayTeHTH(UKALUK, HCHONb3yomme napoarn ¥ PIN-kosl.
Crporas ayreHTH¢ukanus. buomerpudeckas ayTeHTUQHKaIMs T10JIb30BaTE-
a1,

TexHoaoruu

3aIIUTHI JAHHBIX

ObecnieueHne 6€30MaCHOCTH OTIEPALMOHHBIX CUCTEM.

[Ipo6nemsr obecnieuenus 6ezonacHocTH OC. ApXHTEKTypa MOJCUCTEMBI 3a-
muter OC.

TexHOIOrMN MEKCETEBBIX IKPAHOB.

OyHKINN Me)CeTeBBIX 3KkpaHOB. OcoOeHHOCTH (YHKIIMOHHPOBAHUS MEXCe-
TEBbIX 3KPaHOB Ha pazNu4HbIX YpoBHsX Moaenu OSI. Cxembl ceTeBoil 3auu-
THI Ha 0aze MO.

OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3aIIMIICHHBIX ceTeil VPN.

KoHuemnust mocTpoeHHs BHUPTYalbHBIX 3amumieHHbIx cereili VPN. VPN-
pemeHus A MOCTPOSHMS 3aIlUIIEeHHBIX ceTed. JIOCTOMHCTBAa NMPUMEHEHUs
texHonoruii VPN.

3amuTa Ha KaHAIBHOM U CEaHCOBOM YPOBHSIX.

[Tporokonsl GOpMUPOBaHHS 3ALIUIICHHBIX KaHAJIOB HAa KaHAJIBHOM YPOBHE.
IIpoTokonsl (opMHUPOBaHUS 3AIIMINEHHBIX KAHAJIOB Ha CEAaHCOBOM YDPOBHE.
3amuTa 0eCIIPOBOTHBIX CETEH.

3amura Ha ceTeBoM ypoBHe - mpotokon IPSEC.

Apxurextypa cpeacts 6ezonacHocty IPSec. 3amuTa nepesgaBaeMbIX JaHHBIX
¢ nomouisto npotokosnoB AH u ESP. IIpoTokon ynpasieHus KpUITOKIIOUA-
miu IK E . Ocobennoctu peanusannu cpeacts [PSec

WudpacTpyKTypa 3alIUTH HA TPUKIATHOM YPOBHE.

VYnpasienne uaeHTH(UKanueil u goctyrnmoM. OpraHW3anus 3alIMIICHHOTO
YAAJEHHOTO AOCTyIa. YIPaBJICHUE TOCTYIIOM 110 CXeMe OJJHOKPATHOTO BX0OJa
¢ asropm3ammer Single Sign-On. IIporoxon Kerberos. Mudpacrpykrypa
yIpaBJieHUs! OTKpbIThIMU Kitouamu PKI.

AHayn3 3aIMIICHHOCTH M 0OHapy)KeHHUE aTak.
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KoHuenuus aganTHBHOTO ynpaBieHHs 60€301acHOCTBI0. TeXHOIOrus aHaIu3a
3aMIMIIEHHOCTH. TeXHOMornn 0OHapyKEeHHS aTak.

3amuTa OT BUPYCOB. MeTObI YNPaBICHUs CPEACTBAMU CETEBOM Oe30macHo-
CTH.

KomnbproTepHpie BUPYCHl B MPOOIEMBI aHTHBUPYCHOW 3aIUTHL.. AHTHBHPYC-
HBIE MIPOTPAMMBbI X KOMIIIEKCHI

ITocTpoeHne cucTeMbl aHTHBHPYCHON 3aIIUTHI KOPIIOPATHBHOM ceTH. 3amaun
YIPaBJICHUSI CUCTEMOIl ceTeBOW 0e30macHOCTH. ApXUTEKTypa YyIpaBiIeHUsS
CpelCTBAMU CETeBOM 0€30MaCHOCTH.

2.4.2 3aHATHSA CEMUHAPCKOI0 THIIA
— HE NIPENYCMOTPEHBI

2.4.3 IlpakTuyeckue 3auaTus (JlabopaTopHble 3aHATHSI)

Ne
a

HaumeHoBaHue
pa3zaena

CopneprxaHue paszena

®dopmMma
TEKYILETO
KOHTPOJISt

OcHOBBI HH-
(popmanuonHoi
0e30macHOCTH

ITonsiTre HAIMOHAIBHOM OE30MTACHOCTH.
WHTepecs! u yrpo3sl B 001aCTH HAITMOHAIBHON Oe3omacHoCcTH. Brmstame
MPOLIECCOB
nH(popMaTH3annHu 00IIECTBa HA COCTABIISAIONINE HAIIMOHAIBHON Oe30MacHo-
CTH M UX
COJIepIKaHue.
WudopmanmonHas 6€30macHOCTb B CUCTEME HallOHAJIbHOW Oe30IacHo-
ctu Poccuiickoit denepanuu
OCHOBHBIE TIOHATHSI, OOIEMETOA0JIOTMYECKUE TPUHIIUIIBI 00ECTIeYeHUsI NH-
(dopmanronHoi O6e3onacHocTH. HalmoHa bHbIe HHTEPECH! B MH(OPMaIHOH-
HOW cepe. VICTOYHUKH U cOolepKaHue yrpo3 B HHPOPMAIMOHHOU cdepe.
l'ocynapcTBeHHas HTHYOPMALMOHHAS TTOJTUTHKA
OCHOBHBIE TTOJIOXKEHUS TOCYAAPCTBCHHON HH(OPMAIIMOHHON monuTHKN Poc-
cuiickoit deneparyn. [lepBoodepeaHbIe MEPOTIPHATHS IO peaTH3aluy rocy-
JapCTBEHHOW MOJINTHKH 00ecneyeHnsI HHPOPMAIIMOHHON 0€3011acCHOCTH
Nudopmanus - Hanbosee NEHHBIH pecypc COBPEMEHHOT0 00IIeCTBa
[onsarue "undopmanuoHHbIl pecype". Kiacchl nHPOPMAMOHHBIX peCypcoB
ITpo6aembl nHGDOPMAIIMOHHOHN BOHHBI
Wudopmanmonnoe opyxue u ero kiaccupukanus. VHpopmannoHnHas BoliHa
[TpoGnemb! nHGOPMaAIMOHHOH Ge30macHOCTH B chepe rocynapCcTBeHHO-
IO U MYHHIUIIAIEHOTO YIIPaBICHUS
Wudopmanmonusie npoleccs! B cdhepe rocyJapcTBEHHOr0 ¥ MyHUIIMIAIbHO-
ro ynpaeinenus. Buabl nndopmannu n vHGOpMaIMOHHBIX PECYpCoB B cdepe
I'MY. Cocrosiaue u nepcrekTuBE nHpopMatuzanuu chepst IMY.
NudopmannoHHbIe CHCTEMBI
O6mue nonoxenust. Mapopmarys kak npoxykT. MHbopMamoHHbIe yCITyTH.
Hcrounnkn koHGUICHINATBHON HHGOpManK B MHPOPMAITHOHHBIX CHUCTE-
Max.
MeTo/b1 ¥ MOZIEIIH OLEHKH YSI3BUMOCTH HH(OPMAINN
OMIUPUYECKUN TTOAXO0] K OIIeHKE YsI3BUMOCTH HHpopManuu. Cucrema ¢
TIOJIHBIM
nepexpeITHeM. [IpakTHueckas peann3arist MOJIENH «yTrpo3a-3aliuTa.

T, npak-
THYECKas
pabora

IIpo6aembl UH-
(popmanuonHoi

0e30macHOCTH

OCHOBHBIE TIOHSATHSI U aHAJTU3 YTPO3 HH(POPMAIIMOHHOW 0€30M1aCHOCTH.
OCHOBHBIE TTOHSATHSI 3aIIMTHl MHPOpMAIMU 1 HHYOPMAIOHHOW Oe30macHo-
cTH. AHaIN3 yrpo3 HHPOPMAMOHHOI 6e301MacHOCTH.

[Ipo6memsl HHGOPMAITOHHOH 0€30ITACHOCTH CETEH.

BBenenue B ceteBoit nHPpOpMaMOHHBII 00MEH. AHAIIN3 YTPO3 CETEBOH
6e3omacHoctu. Obecrnieuenne NHGOPMaMOHHOH 0€30aCHOCTH CETEH.
[Monuruka 6e3omacHOCTH.

OCHOBHBIE TIOHATHSI NOJIUTHKK Oe30omacHocTH. CTPYKTYpa IOJIUTHKY 6e30-
MACHOCTH OPTaHHU3aIHH.

CrannapTel HHOPMAIMOHHON OE€30MIaCHOCTH.

Ponb crargapToB nHpOpMaImonHOH 6e3omacHocTH. MeXXTyHapOAHBIE CTaH-
JapTsl HHPOpMaIMOHHOH 0e3onmacHocTH. OTeueCTBeHHBIE CTaHAAPTHI 0e30-

T, npak-
THUYCCKas1
pabota
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IMaCHOCTHU I/IH(l)OpMaIlI/IOHHLIX TEXHOJIOTUI

TexHoJIoruu

3aIUThI JaHHbIX

[MpuHnune! kpuntorpaduueckon 3amuTsl HHOOPMALUH.
OCHOBHBIE TOHATHS KpUINTOTpaduueckor 3amuThl wHPopMaruu. CHMMET-
pUYHBIE KPHIOTOCHCTEMBI INMU(PPOBAHUA. ACUMMETPUYHBIE KPHIITOCHCTEMBI
nmdpoBanus. KomOnHMpoBaHHAsS KpUNTOCHCTEMA MU(PPOBAaHUA. DJICKTPOH-
Hast U poBast MOANUCH U QYHKIHS XIIMIAPOBAHIIS.

Kpunrorpadudeckue anropuTMsl.
Knaccudukanus kpunrorpadpudeckux anropuTMoB. CHMMETpPHYHBIE alTo-
puTMBI U(POBaHUS. ACUMMETPUYHBIE KPUIITOAITOPUTMEL.

TexHonorun ayTeHTHUKALNH.
AyTeHTU(UKALYS, aBTOPU3ALUS U aAMUHUCTPUPOBAHHE NEHCTBUH MOJIb30Ba-
Teneil. Metonsl ayTeHTH(UKALUK, HCHONb3yomme napoarn ¥ PIN-kosl.
Crporas ayreHTH(uKanus. buomerpudeckas ayTeHTU(HKAIMS T0JIb30BaTe-
JISL.

T, npak-
THUYECKas
pabora

TexHogoruu

3aIIUThI JaHHbIX

ObecrnieueHne 0€30MaCHOCTH ONEPAIIMOHHBIX CHCTEM.

IIpoGmemsr obecieuennst 6e3omacHocTH OC. APXUTEKTypa MOJACHCTEMBI 3a-
Tl OC.

TeXHOMOTHN MEKCETEBBIX IKPAHOB.

OYHKIIUN MEKCETEBBIX AKpaHOB. OCOOCHHOCTH (PYHKIIMOHUPOBAHHUSA MEXKCe-
TEBBIX 3KPaHOB Ha pa3IU4YHbIX YpoBHsX Moaenu OSI. CxeMbl ceTeBoi 3amiu-
THI Ha 0aze MO.

OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3alMIICHHBIX ceTeil VPN.

Konuemnust mocTpoeHHs BHUPTYanbHBIX 3amumieHHbx cereif VPN. VPN-
pemeHus A MOCTPOSHMA 3aIlUINEHHBIX ceTel. JIOCTOMHCTBAa NMPUMEHEHUs
TexHonoruii VPN.

3amura Ha KaHAJIBHOM U CEaHCOBOM YPOBHSIX.

IIpoTokonbl GOPMUPOBAHUS 3AIMUIICHHBIX KaHAJIOB HAa KaHAJHHOM YPOBHE.
IIpoTokonsl (hopMHUPOBaHUS 3AIIMINECHHBIX KAHAJIOB Ha CEAHCOBOM YpPOBHE.
3amuTa 6eCIpPOBOIHBIX CETEH.

3amuTa Ha ceTeBOM ypoBHe - mpoTokon IPSEC.

Apxutekrypa cpencts 6e3omacaoctr [PSec. 3ammura nepegaBaeMbIX JaHHBIX
¢ nomoibto nporokonoB AH u ESP. IIporokon ynpaBieHus: KpUNITOKIOYa-
mu IK E . OcobennocTu peanusanuu cpeacts [PSec

Wudpactpykrypa 3alinThl Ha PUKIATHOM YPOBHE.

VYnpasnenne uaeHtudukanmeil u gocrynoM. OpraHuzanus 3allUIIEHHOTO
yAAJEHHOTO AOCTyHa. YIpaBJiIeHUE JOCTYIIOM 110 CXeMe OJJHOKPAaTHOTO BX0Ja
¢ asropuzanueii Single Sign-On. Ilporoxon Kerberos. Mudpactpykrypa
yIpaBIeHUs OTKPHITHIMU Kifouamu PKI.

AHanu3 3alMIIEeHHOCTH U O0HAPYKeHNE aTaK.

Konnennus aganTHBHOTO ynpaBiIeHus 0€3011acHOCTBI0. TEXHOIOTHs aHaIn3a
3aIIMIICHHOCTH. TeXHOJIOrny 0OHapy>KEHNUS aTak.

3amuTa OT BUpYcOB. MeTo/bI yIpaBieHUs CPEACTBAMU CETEBOM Oe30macHo-
CTH.

KommbroTrepHble BUPYCH U MPOOJIEMBI aHTUBUPYCHOHM 3aIIUTHL. AHTHBHpPYC-
HBI€ TIPOTPAMMBI ¥ KOMIUIEKCHI

ITocTpoeHne cucTeMbl aHTUBHUPYCHO 3aIIUTHI KOPIIOPATUBHON CETH. 3aaun
YIpaBIEHUSI CUCTEMOH ceTeBOW 0e30MacHOCTH. ApPXMTEKTypa YIpaBICHUS
CpEIICTBAMH CETeBOH 0€30MaCHOCTH.

T, npax-
THYECKas
pabora

2.4.4 Conep:kanue camocrosiTesibHOM padoTsl (IIpumepnas temaruka pede-

paToB)

1. BupryasibHbI€ YaCTHBIE CETH.

2. CgoiicTBa BUPYCOB, (ha3bl HCIIOJHEHHUS BUPYCa, OCHOBHBIE TIOJXOIbI K KIaccupu-

Kallii KOMIIBIOTCPHEIX BUPYCOB.

3. TNomumopdHBbIE U CTEIC-BUPYCHI

4. Mopens 3anmutel Knapka-Buncona
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5. Mogensb 3amutsl banna-Jla [agymnst

6. IloHsATHE N30IMPOBAaHHON IPOrPAMMHOM CPEIbl, YCIOBUS CO3AaHUS U30JIUPOBAH-
HOM MPOTrpamMMHOM cpenbl. [I0TeHIIMaabHO BO3MOXKHBIE 3JI0YMBIIIJIEHHBIE IEUCT-
BUSI

7. Tlonsitue QyHKIIMU XAIMIUPOBAHUS, TAUKECT COOOIIEHNUS, CBOMCT-Ba HEOOpaTH-
MOCTH, PACCEMBAHUS U UyBCTBUTEIBHOCTH K U3MEHEHUSAM

8. IlpuHIMn QyHKIIMOHUPOBAHUS ACUMMETPUYHBIX KpUnTocucteM, OyHKIIMOHAb-
Hasi CXeMa B3auMOJICUCTBUS YHACTHUKOB ACUMMETPUYHOTO KPUMITOTPahUIECKOTO
oOMeHa

9. TloHsATHE OTHOHANPABICHHON (YHKIMU, IPUMEPHI OHOHA-IIPABJIECHHBIX (PYHK-
U, UIMEIOIINX OOJIBIIOE 3HAYEHUE ISl KpUnTorpaguu (1IeI0UnciIeHHOEe YMHO-
KEHUE, MO-1yJIbHasl KCIIOHEHTA)

10. ®yHK1IIMOHATBHAS CXEMa B3aUMOJECHCTBHS YYaCTHUKOB CUMMET-PUYHOTO KPUIITO-
rpaduueckoro oomena. Henpoctatku cMMMETPpUYHBIX KPUITOCUCTEM

11. IlIndposanue meronamu nepectanoBku. Cyts Metoa. lludpyro-mue Tabauisl,
METOJ MPOCTOM NEPECTAHOBKH, IEPECTAHOBKY 110 MapuipyTaMm ['amunbTOHa

12. AnropuTMbl paboThl TEHEPATOPOB MICEBIOCTYYaHbIX uncen (Meroa pon Helima-
Ha, JUHEWUHBIN KOHTPYIHTHBIA METO).

2.4.5 IlepeyeHb Yy4eOHO-METOAUYECKOT0 OOecTiedeHusl JI CAMOCTOATEIbHOMI
padoThI 00Yy4YAKOIIMXCS M0 JUCHUILJINHE
CamocrosarenpHass paboTa yuaumuxcs sBIseTcs BakHeWmed (opmoit yueOGHo-

BOCIIMTATENILHOT'O MpOoLECCa.

OcHOBHast 1eJlb CaMOCTOATEIbHOM pabOThl MNpPU U3YYEHUHU JUCHUIUIMHBI —
3aKpENNUTh TEOPETUYECKUE 3HAHMS, MOJYUYEHHBIE B XOJ JIEKIUOHHBIX 3aHATHH, a TakkKe
chopMHUpOBaTh MPAKTUUYECKHE HABBIKM IMOJTOTOBKM B OOJACTU TEXHUYECKUX CPEICTB
uH(pOpPMATU3AIIHH.

CamocrosTenpHas pa60Ta yYdamuxcs B ITponecCe OCBOCHUA NTUCHHUIIIMHBI BKIIXOYa-

eT:

- U3y4YECHHE OCHOBHOMW U JTONIOJIHUTEJILHOU JIUTEPATYpPBI IO IPEAMETY;

- U3ydeHue (KOHCIEKTHUPOBAHHE) BOMPOCOB, BBI3BIBAIOIIMX 3aTPYIHEHUS MPU HX
WU3Y4YECHUU;

- paboTy € NEKTPOHHBIMH Y4eOHBIMU PECYPCAMU;

- U3y4YEHHUE MaTEpUAJIOB NIEPUOINYECKOM MTeUaTH, MHTEPHET PECYPCOB;
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- IOATOTOBKY K TCCTUPOBAHUIO,

- IOATOTOBKY K MPAKTUUECKUM (71a00PaTOPHBIM) 3aHSATHUSM,

- BBITIOJTHEHHE JIOMAITHUX 3aJaHUM,

- IOATOTOBKY pedepaTa (0KiIaa, 3cce) Mo OJHON U3 TeM Kypca.

Ha camocTrosiTenpHyt0 paboTy CTYA€HTOB OTBOJUTCA 65 4acOB y4eOHOTO BPEMEHH.

HaumenoBanue pazaeia, TCMbI

HepequL y‘{e6HO-MeTOZ[I/I‘{eCKOFO obecrieueHus JUCHUITIIINHEI 110
BBINIOJIHEHUIO CaMOCTOSTEILHOM pa6OTBI

TTousTre HanMOHAILHON O€30aCHOCTH.

3anka, A. KommerotepHas 6e3onacuocts / A. 3auka. - M. : Pu-
ot Kimaccuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKkTpoHHEIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

WudopmannonHas 6€301aCHOCTD B CHCTE-
M€ HallMOHAJIbHOM Oe3omacHoctr Poccuii-
ckoil denepauun

3anka, A. KommerotepHas 6e3onmacuocts / A. 3auka. - M. : Pu-
mot Kimaceuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

I'ocynapcrBenHas HHGOPMAIMOHHAS T10-
JIUTHKA

3anka, A. KomneroTepHas 6e3omacHocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Wudopmanns - Hanbosiee NEHHBIH pecypc
COBPEMEHHOTO O0IIIeCTBa

3anka, A. KomneroTepHas 6e3omacHocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 pocTo). -
ISBN 978-5-386-06476-1 ; To xe [DaekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

[Ipo6membr HHHOPMAITOHHOH BOWHBI

3anka, A. KommerotepHas 6e3onmacHocTs / A. 3auka. - M. : Pu-
moxt Kimaccuk, 2013. - 160 c. - (KommeroTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DnekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

[Ipo6nemsl nHBOPMAITHOHHOH Oe30macHo-
CTHU B chepe rocyapcTBEHHOTO U MyHH-
LUNAIEHOTO YIPaBICHUS

3anka, A. Kommberotepras 6e3onacHocts / A. 3auka. - M. : Pu-
moxt Kimaccuk, 2013. - 160 c. - (KommeroTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DaekTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

WHdopmannoHHbIe CHCTEMBI

Kusies, B. be3zonacHocTs HHPOPMALIMOHHBIX CHCTEM : Kypc / B.
Kuses, O. I'pannuns. - M. : HannonansHe1it OTKPBITEIH Y HU-
Bepcuter «MHTYUT», 2016. - 192 c. : ui. ; To xe [DnekTpoH-
HBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

MeTo/ibpl ¥ MOJIENHN OLICHKH YSI3BUMOCTH
nHpOpMALUN

Hesaun, [1.H. Moaenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM.
YupaBineHue ZO0CTYIIOM U HH()OPMAITMOHHBIMHU IIOTOKAMH.
[DnekTponHEI# pecype] : YaeOHbIe TOCOOUs — DIIEKTPOH. JaH.
— M. : T'opsiuas nunus-Tenexkom, 2013. — 338 c. — Pexum
nmoctyna: http://e.lanbook.com/book/63235

OCHOBHBIC MTOHSTHUS U aHAIN3 YIPO3 HH-
(hopMarOHHOH OE30MIaCHOCTH.

HessauH, [1.H. Mozaenn 6e301MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
VYrpasieHne JOCTYyIOM U HH()OPMAIIMOHHBIMA ITOTOKAMHU.
[DnekTponHEIi pecype] : YueOHbIe mocoOus — DIIEKTPOH. JaH.
— M. : T'opstuas muHus-Tenekom, 2013. — 338 ¢c. — Pexum
nmoctyna: http://e.lanbook.com/book/63235

[Ipo6nemsr nHpOPMAITMOHHO Oe30macHo-
CTH CETEH.

3auka, A. Komnbsrotepnas 6e3onacHocTs / A. 3auka. - M. : Pu-
nmon Knaccuk, 2013. - 160 c. - (Kommbrorep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

TTonuTrka 6€30aCHOCTH.

Kuses, B. bezonacHocTs nH(OpPMAaIMOHHBIX CUCTEM : Kypc / B.
Kuses, O. I'pannuus. - M. : Hannonansusiit OTKpBITEI YHE-
Bepcuter «MHTYUT», 2016. - 192 c. : ui. ; To xe [DneKTpoH-
HbIi pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

CranpapTsl HHQOPMaIMOHHO Oe30macHo-

Kuses, B. besonacHocTs MHQOpPMAaIIMOHHBIX CHCTEM : Kype / B.
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CTH.

Kuses, O. I'pannuus. - M. : Hannonansusiit OTKpBITEIH YHU-
Bepcuter «MHTYUT», 2016. - 192 c. : mi. ; To xe [DneKTpoH-
HEIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429032

[puHIIIE KpUOTOTPahUIECKON 3aIIHUTHI
nHpOPMALINH.

3anka, A. KommerotepHas 6e3onacuocts / A. 3auka. - M. : Pu-
ot Kimaceuk, 2013. - 160 c. - (KommeioTep — 3T0 IpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DneKTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Kpunrorpadudeckue anropuTMsl.

3anka, A. KommerotepHas 6e3onacuocts / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DaexkTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

TexHosornn ayTeHTH(UKAINY.

3auka, A. KomneroTepHas 6e3onacHoctsh / A. 3auka. - M. : Pu-
non Knaccuk, 2013. - 160 c. - (Komnbrorep — 3T0 mpocTo). -
ISBN 978-5-386-06476-1 ; To xe [DnekTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

Oo0ecrieueHne 0E30IACHOCTH  ONEPALHOH-
HBIX CHCTEM.

3anka, A. KommerorepHas 0e3omacHocTh / A. 3auka. - M. : Pu-
mont Kmaccuk, 2013. - 160 c. - (KommbioTep — 3T0 TpOCTO). -
ISBN 978-5-386-06476-1 ; To ke [DnexTpoHHBIH pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=227317

TexHOIOrNN MEKCETEBBIX OKPaHOB.

Jlanonuna, O.P. [IpoTokonsl 6e30macHOTO CETEBOTO B3aWMO-
neticteus / O.P. Jlamonuna. - 2-e u3n., ucnpas. - M. : Hamuo-
HanbHbIA OTKpeITEIH YHUBepcuTeT «MHTYUT», 2016. - 462 c.
- (OcHOBBI MHPOPMALIMOHHBIX TEXHOJIOTHIT). - BuOnuorp. B KH. ;
To xKe [DnexTpoHHBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

OCHOBBI TEXHOJIOTMH BUPTYaJbHBIX 3alllU-
meHHbIX cereir VPN.

Jlamonuna, O.P. IIpoTokosibl 6€30mMacHOr0 CETeBOro B3aUMO-
neiicrBus / O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : Hanuo-
HanbHBIH OTKpBITEIH YHUBepcuter « MTHTYUT», 2016. - 462 c.
- (OcHOBBI MHPOPMALIMOHHBIX TEXHOJIOTHIT). - bubnuorp. B KH. ;
To Ke [OnexTpoHHBII pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

3amuTa Ha KaHAJIBPHOM M CEaHCOBOM YpOB-
HAX.

Jlanonuna, O.P. [IpoTokonsl 0e30macHOTO CETEBOTO B3aWMO-
neticteus / O.P. Jlamonwna. - 2-e u3n., ucnpas. - M. : Hammo-
HanbHbIA OTKpbITEI YHUBepcuteT «MHTYUT», 2016. - 462 c.
- (OcHoBHI HH(OPMAIMOHHBIX TEXHOJOTHH). - Bubmuorp. B KH.
To Ke [OnexTpoHHBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

3amuTa Ha CETEBOM YPOBHE - IMPOTOKOI
IPSEC.

Jlamonuna, O.P. IIpoTokoyibl 6€30MacHOTO CETEBOTO B3aMMO-
neiicrBus / O.P. JlanonuHa. - 2-e u3a., ucnpas. - M. : Hanuo-
HanpHBIH OTKpBITEIH YHUBepcuter « MTHTYUT», 2016. - 462 c.
- (OcHOBBI HH(OPMAIMOHHBIX TEXHOJIOTHil). - Bubmnorp. B KH.
To Ke [DnexTpoHHBIH pecypc]. - URL.:
//biblioclub.ru/index.php?page=book&id=429094

Wudpactpykrypa 3amuThl Ha MPUKIATHOM
YpOBHE.

Jlanonuna, O.P. [IpoTokonsl 0e30macHOrO CETEBOTO B3aWMO-
neticteus / O.P. Jlamonwuna. - 2-e u3n., ucnpas. - M. : Hammo-
HanbHbIH OTKpeITEIH YHUBepcuTeT «MHTYUT», 2016. - 462 c.
- (OcHOBHI HH(OPMAIMOHHBIX TEXHOJOTUN). - Bubmmorp. B KH.
To xKe [DnexTpoHHBIH pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=429094

Anamus 3alllMIICHHOCTH H O6Hapy)KGHI/IG
aTak.

3anka, A. KommerorepHas Oe3omacHOCTh / A. 3amka. - M. : Pu-
nmon Kmaccuk, 2013. - 160 c. - (KomnbioTep — 3T0O mpocCToO). -
ISBN 978-5-386-06476-1 ; To xe [DnexTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

3amuTa 0T BUPYCOB. MeTO/Ibl yIpaBiIeHHs
CpEeACTBAMH CETEeBOI 6€301MacHOCTH.

3auka, A. KomnbrorepHas 6e3omacHocth / A. 3auka. - M. : Pu-
mon Kmaccnk, 2013. - 160 c. - (KommpioTrep — 3T0 mpocCTO). -
ISBN 978-5-386-06476-1 ; To xe [DnexTpoHHBIH pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=227317

IToctpoenune cuctemMbl aHTUBHUPYCHOW 3a-
LIUTHI KOPIIOPATUBHOM CETH.

JesauH, [1.H. Monenu 6e30mMacHOCTH KOMIBIOTEPHBIX CHCTEM.
YnpaBnenue JOCTYynmoM U HMHOOPMAIMOHHBIMH IOTOKaMH.
[DnexTponHsIi pecypc] : YuebHble mocoOust — DIIEKTPOH. AaH.
— M. : T'opsiuas nunus-Tenekom, 2013. — 338 c. — Pexum
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| | nocryma: http://e.lanbook.com/book/63235

Kpome nepeuncieHHbIX HCTOUHUKOB YYaIIMICs MOXKET BOCIIOJIb30BATHCS MOUCKO-
BBIMH CHCTEMaMH ceTU VIHTEpHET 110 TeEME CaMOCTOSITENIbHON paboTHI.

Hauanom opranuzanuu jgr000ii caMOCTOSATETEHOM pabOThI TOIKHO OBITh IPUBUTHE
HABBIKOB U YMEHUH I'PaMOTHOM pabOThI ¢ y4eOHOUM 1 HAyUYHOU JTUTEPATypOid. DTOT IIPO-
1ecc, B IEPBYIO OYEPE/lb, CBSA3AH C HAXOXKIEHUEM HEOOXOIMMOM [Tl YCIIEIITHOTO OBJIajIe-
HUSl y4eOHBIM MaTepUaIOM JTUTEPATYpPOH. Yyaluiics JOIKEH YMETh MOJIb30BaThCsl POH-
JamMu OUOJIMOTEK U CIPABOYHO-OMOIHOrpapUUIeCcKUMU U3JaHUSIMU.

3 OBPA3OBATEJIBHBIE TEXHOJIOTUH

Jliis oOydyeHusi opraHu3aiii aIMUHUCTPUPOBAHUSI KOMIBIOTEPHBIX CHUCTEM Ipe-
JyCMAaTPUBAETCSl HCIOJIb30BAaHUE B YYEOHOM IMpOIECCE AKTUBHBIX M HHTEPAKTHUBHBIX
dbopM MpoBeeHNs ayJUTOPHBIX U BHEAYAUTOPHBIX 3aHATHUN C LETbI0 (POPMUPOBAHUS U
pa3BUTHUS TPOPECCUOHATLHBIX HABBIKOB 00YYaOIINXCS.

B npouiecce 00ydeHus: mpUMEHSIOTCS 00pa30BaTEIbHbIE TEXHOJIOTUU JIMYHOCTHO-
JeATeTbHOCTHOTO, Pa3BUBAIOIIETO M MpoOieMHOoro obyuenus. OOs3areneH jgabopaTop-
HBII MPAKTUKYM MO pa3jiejaM JIUCHUTIINHBIL.

B ydueOHOM mporiecce Hapsy ¢ TPaAULIMOHHBIME 00pa30BaTENbHBIMHU TEXHOJIO-
TUSIMU MUCTIOJIB3YIOTCS KOMITBIOTEPHOE TECTUPOBAHUE, TEMATUYECKHUE NTPE3EHTALlUH, UH-

TCPAKTHUBHBIC TCXHOJIOTHUH.

3.1 O0pa3oBaTte/ibHbIE TEXHOJOTMH NIPH NPOBEJICHUHU JECKIMH

Tema Bupl npuMeHsieMbIX 00pa3oBaTeNbHBIX Koun-Bo 1acos
TEXHOJIOTHI
OcHoBbl uHpOPMANMOHHOI 0e30- TexHosorus pa3BUBaroOLIEro 00y4eHus 20(8)
NACHOCTH AyAHOBU3yaJIbHBIC TEXHOJIOTUH
IIpo6aembl HHpOPMALIMOHHOI 10(4)
TexHoOrNs pa3BUBAIOLIEr0 00y4YEHUS
OezomacHoOCTH
AyanoBU3yallbHbIC TEXHOJIOTUH
Texno0ruu 3aMMTHI IAHHBIX TexHoOrNs pa3BUBAIOLIEr0 00y4YEHUSA 8(4)
AyanoBU3yalbHbIC TEXHOJIOTUH
Texno0ruu 3aMMTHI TAHHBIX TexHoorNs pa3BUBAIOLIEro 00y4YeHUs 22(12)
AynuoBu3yallbHble TEXHOJIOTUH
2
Bceero 60(28)

3.2 O0pa3oBaTe/ibHbIE TEXHOJOTMHU NPH NMPOBEICHUU NPAKTHYECKHUX M J1a00-
PATOPHBIX 3aHATHH

Tema Bus! npuMeHsieMbIx 06RaBOBaT€J'II)HBIX Kon-Bo uacos
TEXHOJIOTHIA
OcHoBbl uH(pOpMaIUOHHOIH 0e30- TexHOJ0T s pa3BUBAIONIETO O0YUESHHS 84)
MaCHOCTHU AYJII/IOBI/I?;yaJ'[BHBIe TEXHOJIOTHUHN
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IIpo6aembl HHGOPMALIIOHHOMH 12(4)
TexHoJOrHNs pa3BUBAIOLIEr0 00y4CHUS

Oe3omacHoCTH
AynuoBu3yabHbIE TEXHOIOTHH

TexHOIOTHHM 32IMMTHI TAHHBIX TeXHOJIOTHS Pa3BUBAIOMIETO 00YICHHUS 18(10)
AynuoBu3yabHbIE TEXHOJIOTHH

TexHOI0THHM 32IMMTHI TAHHBIX TeXHOJIOTHS Pa3BUBAIOMIETO 00YICHHUS 22(12)

AynnoBHU3yallbHbIE TEXHOJIOTHA

Bcero 60(30)

4 YCJOBMUS PEAJIM3AIIMA ITPOT'PAMMbBI YYEBHOM JUCIIATLIIN-
HbI
4.1 MaTtepuajibHO-TeXHHYecKasi 0a3a, HeoOXoauMAs ISl OCYLIIECTBJIEHHUS 00-
Pa3oBaTeJbHOIO NpoLecca 1o TUCHHUILIHHE
Peanuzanus yuebHoi mucturminnbl «IIporpamMMmHaoe o0ecrieueHre KOMITbIOTEPHBIX

CeTeil» OCYIIECTBISIETCS B CHEIMAIbHO 000PYAOBAHHBIX KaOUHETax.

1. JlaGoparopusi mporpaMMHO-aNmapaTHOW 3amUThl OOBEKTOB CETEBOM HH(pa-
CTpyKTypbl (M23) BKIIOYAEeT: JOCKa HMHTEPAKTUBHAs, KOMIbIOTEP, MOHUTOpPHI — 30,
MYJIbTUMEIUANPOEKTOP, KOMIBIOTEPHBIM  CTOJI, HAIJISIAHbIE 1MOCOOusA, y4eOHO-
METOJINYECKHE MaTepHaIIbl, Tocka yueOHast, BbIxo/l B IHTepHeT.

4.2 IlepeyeHb HEOOXOAMMOTI'0 IPOrPAMMHOI0 00ecIeYeHUs
1.7-zip (uuen3us Ha anri. http://www.7-zip.org/license.txt)

2. Adobe Acrobat Reade (munensus -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

3. Adobe Flash Player (nuuensus -
https://get.adobe.com/reader/?loc=ru&promoid=KLXME)

4. Apache Open Office (nuuensus - http://www.openoffice.org/license.html)

5. Free Commander (JTumieH3us -
https://freecommander.com/ru/%d0%bb%d0%b8%d 1 %86 %d0%b5 % d0%bd %ed0%b7%d
0%b8%d1%81/)

6. Google Chrome (nuueH3us -
https://www.google.ru/chrome/browser/privacy/eula_text.html)

7. Libre Office (B cBOO0AHOM JOCTYTIE)

8. Mozilla Firefox (siutiensus - https://www.mozilla.org/en-US/MPL/2.0/)

9. VirtualBox (B cB0O601HOM JOCTYTIE).
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5 IEPEYEHb OCHOBHOH " IEOHOJIHHTEJILHOFI YYEBHOM JINTE-
PATYPbBI, HEOBXOIUMOMU JIUIAA OCBOEHUA AUCHUIIJINHBI

5.1 OcHoBHas JuTEpaTypa
1. BacunskoB A. B. MadopmalimoHHbIe CUCTEMBI U BX 0€301MaCHOCTH : Yu4eOHOe

rmocooue / A. B. BacunbkoB, A. A. Bacunekos, 1. A. BacunskoB. — M. : DOPYM,
2015. — 528 c.: nn. — (IIpodeccuonansuoe obpazoanue). — ISBN 978-5-91134-289-0.

2. Kuses, B. bezonacnocts nH(popManoHHsix cucteM : kKypc / B. Kuses, O.
['parnuns. - M. : Hanmonaneusiii OTkpeITeIl YHUBEpcuTeT « MHTYUT», 2016. - 192
c. : mi. ; To xe [DnekTpoHHsIit pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=429032

3. 3amka, A. KomnberotrepHas 6e3omacHocTh / A. 3auka. - M. : Punon Knaccuk,
2013. - 160 c. - (Komnerotep — 310 mipocTo). - ISBN 978-5-386-06476-1 ; To xe
[OnekTponHsblii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=227317

4. lesinun, I1.H. Monenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM. Y IIpaBJICHUE
JOCTYTNOM M UH()POPMAIIMOHHBIMU TTOTOKaMH. [ DJIEKTPOHHBIN pecypc] : YueOHbIe mo-
cobust — DnekTpoH. gaH. — M. : 'opsiuast nunus-Tenekom, 2013. — 338 c. — Pexum
nocrtymna: - URL: http://e.lanbook.com/book/63235

5. Jlanonuna, O.P. IIpoTtokomnsl 6e30macHoro cereBoro Bzaumoeictaus / O.P.
JlanonuHa. - 2-e u3a., ucnpas. - M. : Haunonaneusiii OTKpsIThIN Y HUBepcuTeT « MH-
TYUT», 2016. - 462 c. - (OcHOBBI HHPOPMAIIMOHHBIX TEXHOJIOTHH). - Bubmauorp. B kH.
; To ke [Dnexrponuslil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&1d=429094

5.2 lonosiHUTEILHAS JIUTEpPATYypa
1. MbiiBona, O. bezonacHocTs cetelt / D. MbiiBona. - 2-e uza., uctp. - M. : Ha-

unoHanbHbId OTKpbITHIN YHUBepcuteT «MHTYUT», 2016. - 572 c. : cxem., ui. ; To
ke [DnexTponHsiil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=429035

2. Ilapes, P.IO. Teopernueckue ocHoBbI HHpopmaTuku : yueoHuk / P.1O. Ila-
peB, A.H. Ilynkos, B.B. Camapun u ap. . - Kpacnosipck : Cubupckuii penepanbHblIii
yHuBepcurteT, 2015. - 176 c. : Tabin., cxem., ui. - bubnuorp.: c. 140. - ISBN 978-5-
7638-3192-4 ; To ke [DIEKTpOHHBIN pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=435850
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3. IIpoxoposa, O.B. UadopmanronHas 6€301MacHOCTh U 3auTa HHOOPMAIIHH :
yue6Huk / O.B. [Ipoxoposa. - Camapa : CaMapckuii rocy1apCTBEHHbBIH apXUTEKTYPHO-
cTpouTenbHbIN yHUBepeuteT, 2014. - 113 c. : Tabi., cxem., wi. - bubauorp. B KH. -
ISBN 978-5-9585-0603-3 ; To e [DnexTponHslil pecypc]|. - URL:
http://biblioclub.ru/index.php?page=book&id=438331

4. ApremoB, A.B. UudopmarimonHast 6€301acHOCTD : KypcC JICKITUi /

A.B. ApteMoB ; MexpernonaibHast AkajgeMusi 6€30aCHOCTH U BBKUBaHUs. - Open :
MABUB, 2014. - 257 c. : Tabx1., cxeM. ; To ke [DaeKTpoHHBIN pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=428605

5. HapéxHoCTh MHPOPMAITMOHHBIX CUCTEM : JA0OOPATOPHBIN MPAKTUKYM /
1O.1O. I'pomos, U.B. unpux, O.I'. IBanoBa u Ap. ; MuHuUCTEpCTBO 00pa30BaHUs U
Hayku Poccuiickoit @enepannu, OenepaibHoe ToCyJapcTBEHHOE 00 HKETHOE 00pa3o-
BaTeJIbHOE YUPEKICHUE BBICIIETO TpodeCcCHOHAIBHOTO 00pa3oBanus « TamOoBCKui
rOCy/IapCTBEHHBIN TEXHUYECKUN yHUBEpCUTET». - Tam60B : U3gaTensctBo ®I'BOY
BIIO «TI'TY», 2015. - 113 c. : nn.,ta0dn. - bu6n. B k1. - ISBN 978-5-8265-1436-8 ; To
)Ke [ DIeKTpOHHBIN pecypc]. -
URL:http://biblioclub.ru/index.php?page=book &1d=444906

6. OpranuzalMoHHOE U MpaBoBoe odecrneueHne nHPopMaImoOHHOM 6e301acHo-
ctu : yueoHuk u nipaktukyM s CIIO / T. A. Tlonsikosa, A. A. Ctpensuos, C. I'. Uy-
oyxoBa, B. A. Huecos ; otB. pen. T. A. IlomsikoBa, A. A. CtpenbiioB. — M. : FOpaiir,
2017. — 325 c. — (IIpodeccuonanbroe obpazoBanue). — ISBN 978-5-534-00843-2.
URL: https://www.biblio-online.ru/book/054509D0-1E35-4080-9E86-19742B336897

7. Opranu3anus 6e30macHoi padoThl HHHOPMAIIMOHHBIX CUCTEM : yueOHOE I0-
co6ue / FO.YO. I'pomos, FO.®. Maprembsinos, FO.K. Bykypako u np. - Tam6oB : U3na-
tenbcTBO PI'BOY BIIO «TT'TY», 2014. - 132 c. : un. - bubnworp. B kH. ; To xe
[DnexTpoHHBIN pecypc]. -

URL: http://biblioclub.ru/index.php?page=book&id=277794

5.3 Ilepuoanyeckue u3gaHus
1. BectHuk MockoBckoro YHauBepcurera. Cepust 15. BeruucnurensHast mate-

maTuka u kuoepueruka. - URL:

http://biblioclub.ru/index.php?page=journal_red&jid=237323
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2. lnHoBanuu Ha OCHOBE MH(GOPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOIO0-
ruii. - URL: http://elibrary.ru/contents.asp?issueid=1438371.

3. Undopmartuka B mkone. URL:
http://dlib.eastview.com/browse/publication/18988/udb/1270.

4. Uudopmatuka u oobpazoBanue. - URL:
http://dlib.eastview.com/browse/publication/18946/udb/1270.

5. UudpopmaTuka, BBIYMCIUTENbHAS TEXHUKA U UHXKEHEPHOE 00pa3oBaHuUe. -
URL: http://elibrary.ru/contents.asp?issueid=1567393.

6. Meroauueckue BOMPOCHI MpernoiaBaHusi THOOKOMMYHUKAIIUNA B BBICIIECH
mkoiie. - URL: http://elibrary.ru/contents.asp?titleid=55718

7. Mup IIK. - URL:
http://dlib.eastview.com/browse/publication/64067/udb/2071.

8. OtkpsoiThle cuctembl. CYB/I. - URL:
http://dlib.eastview.com/browse/publication/64072/udb/2071

9. IlporpamMHbIe TPOAYKTHI U cucTeMbl. - URL:
http://dlib.eastview.com/browse/publication/64086/udb/2071.

10.  Computerworld Poccus. - URL:
http://dlib.eastview.com/browse/publication/64081/udb/2071.

11.  Windows IT Pro / Re. - URL:
http://dlib.eastview.com/browse/publication/64079/udb/2071.

5.4 Ilepeyensb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIUOHHOM CeTH
«/HTEpHET», HEOOXOAUMBIX JIJISI 0CBOEHMS TUCIUILJINHBI
1. OBC «Ynuepcurerckas 6udbnuorexka ONLINE : caiit. — URL:

http://biblioclub.ru/index.php?page=main_ub_red.

2. OBC uznatenncTBa «Jlanby : caift. - URL: http://e.lanbook.com.

3. DOBC «lOpaiit» : [paznen «BAIIA TTOJINCKA: ®ununan Ky6oIl'Y (r. CnaBsHCK-
Ha-Kybann)] : caiit. - URL: https://www.biblio-online.ru/catalog/E121B99F-
ESED-430E-A737-37D3A9E6DBFB.

4. Hayunas snextponHas Oubnmoreka «eLibrary.ruy» : caiit. — URL:
http://elibrary.ru/defaultx.asp.

5. bassl nannbix komnanuu «Mct Bero» [paznen: Ilepuonuueckue nznanus (Ha pyc-

ckoM s3bike)] : caiiT. — URL: http://dlib.eastview.com.
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6. ®enepanpHas nHGpOpManHoHHas cuctemMa «EnnHoe okHO nocTymna kK o0pa3oBa-
TeJIbHBIM pecypcam» : caidlT. — URL: http://windowledu.ru.

7. ®epepanbHbIi HEHTP UH(DOPMALIMOHHO-00pa3oBaTebHbIX pecypcoB (PLIUOP) :
caiit. - URL: http://fcior.edu.ru.

8. Enunas xomnekuus nudpoBbix 00pa3oBaTenbHbIX pecypcoB : caiT. — URL:
http://school-collection.edu.ru.

9. ®enepanbHbIi EHTP 00PA30BATEIHLHOTO 3aKOHOJATENBCTBA : cailT. — URL:
http://www.lexed.ru.

10. DHnmknoneauyM : Duiukioneauu. Cnosapu. CrnpaBounuku // 9bC «YHuBepcu-

terckas oubnmuoreka ONLINEY : caitt. — URL: http://enc.biblioclub.ru/.
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6. METOJIMYECKUE YKA3AHUSI OBYYAIOLMMCSI 1O OCBOEHMIO
JUCLUTIJIMHBI

VYyamuecs Ui TOTHOIEHHOTO OCBOCHHA Kypca «be3omacHocTs GyHKIMOHMpPOBa-
HUSI HH(OPMAIIMOHHBIX CUCTEM» JTOJKHBI COCTABIIATh KOHCIIEKTHI KaK MPH MPOCTyIINBa-
HUM €r0 TEOPEeTUYECKOl (JIEKLIMOHHOM) YacTH, TaK U IPU MOATOTOBKE K IMPAKTUYECKUM
(ceMuHapcKkuM) 3aHATUAM. JKenaTenbHO, YTOOBI KOHCTIEKTHI JICKIIMA U CEMHUHAPOB 3aITH-
CBIBAJIMCh B JIOTUYECKOM MOCIIEOBATEILHOCTH U3yUEHHsI Kypca U COAEPKAIUCH B OJHOM
TeTpaau. IT0 obecneunuT 0ojee MOIHYI0 MOATOTOBKY KaK K TEKYIIMM YYEOHBIM 3aHATH-
SIM, TaK U CECCHOHHOMY KOHTPOJIIO 3HaHUH.

CamocrodrenpHas paboTa yuyamuxcs fABIseTCS BakHeWmed (opmoil ydeOGHo-
MO3HABATEJILHOTO Mpouecca. Llenp 3aganuil A caMOCTOATENbHON pabOThl — 3aKPENUTh
U PaCUIMPUTH 3HAHUS, YMEHUS, HABBIKU, IPUOOPETEHHBIE B PE3YyJIbTaTe U3YUCHUS TUCIIH-
TUTMHBI, OBJIA/IETh YMEHHEM HCIOB30BATh TOJTYyUCHHBIC 3HAHUS B MMPAKTHUECKOHN padoTe;
HOJYYUTh IMEPBUYHBIE HABBIKM MPO(ECCHOHATIBLHON AEATENbHOCTH II0 YCTAaHOBKE, Ha-
CTpOWKE U OOCITY)KHBAHHUIO TEXHUYECKUX M MPOrPaMMHO-ANMNapaTHRIX CPEICTB KOMITBIO-
TEPHBIX CETEH.

3amaHust ISl CAMOCTOSATENBHON paOOTHI BBHITIOTHSIOTCS B MHUCHMEHHOM BHJE BO
BHeayJUTOpHOE BpeMsi. Pabora 0MKHA HOCUTH TBOPUYECKUH XapakTep, IpU €€ OLEHKE
IPeroiaBaTeNb B MEPBYIO OYepe/ib OLIEHHBAET 0OOCHOBAaHHOCTh M OPUTMHAIBLHOCTh BbI-
BOJIOB. B muceMeHHON paboTe 1o TeMe 3a/laHus YUalIuics TOJKESH TIOJTHO U BCECTOPOH-
HE PacCMOTPETh BCE aCMEKThl TEMbI, YETKO C(HOPMYJINPOBAaTh U apryMEHTHPOBATh CBOIO
TIO3HIIMIO TI0 MCCIIEYEMBIM BOIIPOCAM.

OTueTsl O 7a00PATOPHBIM M NMPAKTHUYECKUM 3aHATHUSAM JIOJDKHBI COJEPKATh IMOJI-
HbIC OTBETHI HA MOCTABIICHHBIC 3aJ[aHMsI, HEOOXOIUMBbIEC TAOIUIIBI JOKHBI OBITH 3armoJ-
HEeHBI. 3amuTa J1abopaToOpHBIX paboT OYyJeT BKIOYATh B CeOSI MPOCMOTP MHUCHbMEHHBIX
OTYETOB, YCTHBIN OIPOC.

Obwue npasuna 6binOIHEHUSA NUCLMEHHBIX pabom

Ha nepBoMm 3aHSATHM CTYAEHTHI JOJDKHBI OBITH TPOMH(POPMHUPOBAHBI O HEOOXOIH-
MOCTH COOJFO/ICHUSI HOPM aKaJeMHYeCKOH ITHKH M aBTOPCKHUX IMpaB B Xoje oOydyeHus. B
YaCTHOCTH, TPEIOCTABIISIOTCS CBEACHUS:

1. obmas uapopmarius 06 aBTOPCKUX MpaBax;
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2. IIpaBUJIa IUTUPOBAHNS,

3. npaBuiia 0pOPMIIEHUS CCBITIOK;

Bce nmeroniyecst B TEKCTE CHOCKH TILATEIbHO BBIBEPAIOTCS U CHAOXKAIOTCS «ajape-
camMm».

Henonyctumo BKIIIO4aTh B CBOIO PabOTy BBIAEPKKHU U3 pabOT APYrUX aBTOPOB O€3
yKa3aHHs Ha 3TO, MepecKa3blBaTh 4yXKyl0 paboTy OJM3KO K TEKCTy 0€3 OTCHUIKU K HEH,
MCIIOJIb30BATh UyKHUE MIeu 0e3 yKa3zaHusl NEPBOMCTOYHHMKOB (3TO KacaeTcs U uH(popma-
Uy, HaiiienHoil B intepuere). Bee ciydau niaruara A0HKHBI OBbITH UCKITIOYEHBI.

Crucok MCTOIb30BaHHOM JTUTEpaTyphl JOHKEH BKIIIOUATh BCE UCTOUYHUKH UHPOP-
Malluy, U3yYEHHbIE U NMPOPA0OTAaHHBIE CTYJEHTOM B IIPOLIECCE BBIMOJIHEHUS padOThI, U
noixkeH ObITh coctaBieH B cooTBercTBUU ¢ [[OCT P 7.0.5-2008 «bubnuorpaduyeckas
ccpuika. O6mue TpeOoBaHUS U TPABUIIAY.

Tpebosanus k nanucanuio pegpepama

Pedepar mo maHHOMy Kypcy SBIISE€TCSA OJHUM W3 METOJOB OpraHU3alllUd CaMo-
CTOSITENTLHOM pabOTHI.

Tembl pedepaToB SBISIOTCS TOMOTHUTEIBHBIM MaTEPUATIOM ISl U3YUEHHUE TaHHOU
JUCIUIUIMHEL. Pedepat orieHMBaeTcs B 0JIMH Oalljl B OLIEHKE UTOTO AK3aMeHa

Pedepat nomken ObITH MOATOTOBJIEH COTJIACHO TEME, MPEAIOKEHHON MperoaaBa-
teneM. Jlomyckaercs caMOCTOSATENbHBIN BEIOOP TeMbl pedepara, HO O COTJIACOBAHUIO C
IPENnoJaBaTeIeM.

Jlns Hanucanus pedepara CTyACHT CaMOCTOSTENIBHO MOAOUpaeT MCTOYHUKU WH-
dbopManuu 1o BbIOpaHHOW TeMe (JIuTeparypa yudeOHasi, mepuoanyeckas u HHTepHET-
pecypchl).

O6nem pedepata — He meHee 10 cTpanul hopmarta A4.

Pedepar nomkeH uMeTh TUTYJIBHBIN JIUCT, COAEPKAHHUE, TEKCT JOJDKEH OBITh pas-
OUT Ha pa3zelibl, COTJIACHO COACPKAHUIO, 3aKII0YEHHUE, CIIMCOK JIUTEepaTyphl (He MeHee 5
HMCTOYHUKOB).

O6cyxaenne TeM pedepaToB MPOBOJUTCS HA T€X MPAKTUUYECKUX 3aHATHUSAX, MO KO-
TOPBIM OHU PaCHpPEEIICHBI.

Jloknan no Teme 1o pedepara He AoKEH npeBbimaTh 10 MunyT. BoicTynaronmii
JOJIKEH MOJATrOTOBUTH KPaTKUE BBIBOJIBI 110 TeMe pedepaTa 1l KOHCIEKTUPOBAHMSL.

Cnaua pedepaTa mpenoaBaTeNro o0s3aTeIbHa.
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7 OHEHOYHBIE CPEACTBA JUISA KOHTPOJIA YCIIEBAEMOCTH
7.1 IlacnopTt GoHIAa OLIEHOYHBIX CPEJICTB

Ne KonTponupyemsle pasnesnsl (TeMbl) KoMeTerm HaumeHoBaHME OLIEHOYHOTO
n/n JUCIUTUTHHBI cpeacTBa
[onsATHe HaIMOHAIBEHOW OE30MTaCHOCTH. OK 1-9, TTK 3.1 IIpoBepka KOHCIIEKTOB,
MpaKT. paboTa, TecT
WudopmannonHas 6€301aCHOCTh B CHCTEME HALIMO- ITpoBepka KOHCIEKTOB,
HanbHOU O6e3omacHocTH Poccuiickoit denepannn OK 1-9,1IK 3.1 pakT. paboTa, TecT,
pedepat
l'ocynapcTBeHHas nH(GOpManNOHHAS TTOJINTHKA OK 1-9, TIK 3.1 ITpoBepka KOHCIIEKTOB,
MpaKT. paboTa, TeCT
WNudopmanus - Hauboree HEHHBIH pecypc COBPEMEH- OK 1-9. TIK 3.1 IIpoBepka KOHCIEKTOB,
HOTO 00IIIeCTBa ’ ) IpakT. padboTa, TeCT
IIpo6iembl HHOOPMAITUOHHOW BOWHBI OK 1-9, TIK 3.1 IIpoBepka KOHCIEKTOB,
MpakT. paboTa, pedepar, TecT
[Ipobnembl nHPOPMAIIIOHHOW 06€30MaCHOCTH B Ce-
pe roCyJapCTBEHHOIO U MYHULMIIAJIBLHOIO YIIPABIIE- OK 1-9,1IK 3.1 Hposepka koncrekTos,
s MpakT. paboTa, pedepar, TecT
HudopmanmoHHbIe CHCTEMBI OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1-3.3 IpakT. pabota, Tect
MeTo/pI ¥ MO/IENHN OLICHKHU YSI3BUMOCTH MH(OpMa- OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
0051 3.1-3.6 MPaKT. paboTa, TeCT
OCHOBHBIE TTOHATHSI ¥ aHAJIU3 YTPO3 HH(POPMAIHOH- OK 1-9. TIK 3.1 [TpoBepka KOHCIIEKTOB,
HOW 0€30IaCHOCTH. ’ ' MpaKT. paboTa, pedepar, TecT
[Tpobnems! nHGOPMAIIIOHHON 0€30MaCHOCTH CeTEH. OK 1-9, TIK 3.1 [TpoBepka KOHCIEKTOB,
MIPaKT. paboTa, TecT
[Nonurtuka 6e30macHOCTH. OK 1-9, TIK 3.1 [TpoBepka KOHCIEKTOB,
pakT. paboTa, pedepar, TecT
CrangapTtsl nHpOpMaIMOHHOH Oe30macHOCTH. OK 1-9, TIK 3.1 [TpoBepka KOHCIIEKTOB,
MpakT. paboTa, pedepar, TecT
[puHIDUDE KpunTorpadudeckon 3ammtse nHPopma- | OK 1-9, TIK IIpoBepka KOHCIEKTOB,
LIUH. 3.1,3.3 MPaKT. paboTa, TeCT
Kpunrorpaduueckue anropuTMsi. OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1,3.3 npakT. paboTa, TecT
TexHosorun ayTeHTU(UKALINH. OK 1-9, IIK IIpoBepka KOHCIIEKTOB,
3.1,3.3 npakT. pabora, Tect
Obecneuenne 6e30macHOCTH onepannoHHbIX cucteM. | OK 1-9, TIK IIpoBepka KOHCTIEKTOB,
3.1,3.3-3.6 npakT. pabota, Tect
TexHONIOruu MeXCETEBBIX 3KPAHOB. OK 1-9, IIK IIpoBepka KOHCIIEKTOB,
3.1,3.3 npakT. pabota, Tect
OCHOBBI TEXHOJIOTHH BHPTyanbHBIX 3amuiieHHsx | OK 1-9, TIK IIpoBepka KOHCIIEKTOB,
cereit VPN. 3.1,33 npakT. pabota, Tect
3amuTa Ha KaHAIBHOM U CEaHCOBOM YPOBHSIX. OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1,33 MpaKT. paboTa, TeCT
3amuTa Ha ceTeBOM ypoBHe - mpoTokon IPSEC. OK 1-9,IIK IIpoBepka KOHCIEKTOB,
3.1,33 MPaKT. paboTa, TeCT
HubpacTpyKkTypa 3alIUTH HA TPUKIATHOM YPOBHE. OK 1-9,IIK IIpoBepka KOHCIEKTOB,
3.1,33 MpaKT. paboTa, TeCT
AHanu3 3alMIIeHHOCTH ¥ 0OHApY)KEHUE aTak. OK 1-9,IIK IIpoBepka KOHCIIEKTOB,
3.1,33 MpaKT. paboTa, TeCT
3ammra OT BHPYCOB. METOIB! yNpaBIEHUs CPEACT- OK 1-9. TIK IIpoBepka KOHCIIEKTOB,
BaMH CETeBOM O€30MacHOCTH. 3133 ’ MIpakT. paboTa, TecT,
T pedepar
ITocTpoenne cucTeMbl aHTHBHPYCHOH 3ammuThel Kop- | OK 1-9, TIK IIpoBepka KOHCIIEKTOB,
MTOPAaTUBHOM CETH. 3.1,3.3-3.6 MpaKT. paboTa, TeCT
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7.2 Kpurepru OLleHKH pPe3yJIbTAaTOB 00y4eHHus
KOHTpOJ'IB 141 OLICHKAa PE3YJIbTATOB OCBOCHHA y‘le6HOI>'I JUCHUITIINHBI

OCYIIECTBIISIETCS TIPENojaBaTesieM B IIpolecce IMPOBEAEHUS IMPaKTHYECKUX pador,
TECTUPOBaHHUA, COOECENOBaHUs M0 PE3YJIbTaTaM BBIIIOJIHEHUS JIA0OpAaTOPHBIX padoT, a
TaKke PELICHUS 3aJad, COCTaBICHUS pabodnx TaOJHMIl W TOATOTOBKH COOOIIEHHH K
YpOKy. 3HaHHS CTYIACHTOB Ha TMPAKTHUYECKUX 3aHATUSIX OLEHUBAIOTCS OTMETKaMHU
COTIMYHOY, «XOPOLIO», KyIOBIECTBOPUTEILHO» U «HEYIOBICTBOPUTEIHLHOY.

OneHka «OTIAMYHO» BBICTABISETCA, KOTJa CTYIEHb TIOKa3bIBaeT TIyOOKOe
BCECTOPOHHEE 3HAHHWE pasleNna JAUCIHUIUIMHBL, O0s3aTeIbHOM W IOMOIHUTEIHHOM
JUTEPaTypbl, apryMEHTHPOBAHO W JIOTHYECKH CTPOHHO H3JIaraeT MaTepuail, MOXKET
NPUMEHSTH 3HAHUS [T aHAIH3a KOHKPETHBIX CUTYaIUi.

OneHka «XOpOILO» CTaBUTCS MPH TBEPAbIX 3HAHUAX pazjena JUCHUILUINHBL,
00s3aTeNbHON  JUTEpaTyphl, 3HAKOMCTBE C  JOTOJHHUTENBHON  JUTEpaTypoOH,
apryMEHTHUPOBAHHOM M3JIOKCHHH MaTepHajia, YMCHUU NMPUMEHUTH 3HAHUS JUIS aHaJH3a
KOHKPETHBIX CHTYaIlH.

OrneHka «y/I0BIETBOPUTEIBHOY» CTABUTCS, KOTJ]a CTY/IEHT B OCHOBHOM 3HAeT pa3fell
JTVICIIMTIIMHBI, MOYKET IPAKTUYECKU IPUMEHHUTH CBOHM 3HAHH.

OrneHka «HEYTOBICTBOPUTEIBHO» CTAaBUTCS, KOT/Ia CTYJCHT HE OCBOHMJ OCHOBHOTO

COACPKAHMA IIpEAMETA U c1a00 3HaAeT I/ISYIIaeMBIﬁ pas3acii AMCHUITIINHEBL.

7.3 OueHo4YHbIE CPeACTBA sl MPOBEACHUS TEKYIIeH aTTecTallun
Texymuii KOHTPOIb MOKET IPOBOAUTHCS B hopMe:

-(poHTaNBHBIN OMPOC

-UHJIMBUIYJIbHBIA YCTHBINA OMPOC
-MMUCHbMCHHBIN KOHTPOJIb

-TeCTUPOBAHHE 110 TEOPETUIECKOMY MaTepuamy
-npakTuueckas (1aboparopHasi) pabora
-3amuTa pedepara,

-3aIIMTa BBITIOJTHEHHOTO 3aaHMs,

-pa3paboTka mpobsieMsl Kypca (coolIeHue).

ITpumepnl
®dopma aTTe- Bianenns JInyHble KavyecTBa P P
3HaHus VYMmenus OIICHOYHBIX
CTalHu (HaBBIKN) CTy/ACHTa
CPEICTB
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VYcrHbiit
(TMCHMEHHBIH )
ompoc 1o Te-
Mam

Kontpons 3nanuit
TI0 OTIpENIeICHHBIM
nmpoGiieMam

Onenka ymeHus
pasiau4aTh KOH-
KPETHBIE IOHSATHS

O1cHKA HABBIKOB
paboTHI ¢ TUTEpa-
TYPHBIMHU HCTOY-

HUKaMHU

Ouenka crnoco6-
HOCTH OIIEpAaTHBHO
M Ka4ECTBEHHO
OTBEYATh HA I10-
CTaBJICHHBIE BO-
TIPOCHI

Kontponbusle
BOIIPOCHI T10 Te-
MaM HpUIararoT-
cs

Pedepatsr KonTtpons 3HaHMI OreHKa yMEeHUS Ornenka HaBBIKOB | OrmeHKa croco0- Tewmsl pedepaToB
TI0 ONPE/ICIICHHBIM pas3nuyarh KOH- paboTHI C IMTEpa- | HOCTH K CaMo- MPUIIATAI0TCS
npobiiemam KPETHBIC MOHATUSL | TYPHBIMH UCTOY- | CTOSITEIBHOH pa-

HUKaMHU 0oTe 1 aHATIH3Y
JMTEpaTypHBIX
HCTOYHHKOB
IIpaktuueckue | KoHTposib 3HaHUS OrneHka yMeHus OrneHka HaBbIKOB | OrneHKa crnoco0- Temsl paboT
(maboparop- TEOPETUUECKUX OC- | paboTaTh ¢ co- paboTHI C TEXHU- | HOCTH OIIEPAaTHBHO | NPHJIAraroTcs

HbIE) pabOTHI

HOB MH(OPMATUKH
1 nHHOPMAIHOH-
HBIX TCXHOJIOTHH,
BO3MOIKHOCTCH U
TIPUHITAIIOB HC-
MTOJIB30BaHHUS CO-
BPEMEHHOH KOMITh-
FOTEPHOMN TEXHUKHU.

BPEMEHHOU KOM-
MIBIOTEPHOU TEX-
HHUKOH, UCTIOIB30-
BaTh BO3MOXKHO-
CTH BBIYUCIIH-
TEJIbHOU TEXHUKH
U IPOrpPaMMHOT0
obecrieueHus npu
PCUICHUU ITPAKTU-
YEeCKHX 3a/1a4.

YECKUMH CPEJICT-
BaMH HH(pOpMa-
TH3ALHH, CIICIIH-
QJIBHBIMH TIPO-
IPaMMHBIMH
cpencTBaMu

1 Ka4eCTBEHHO
peraTk nocTaB-
JICHHBIC Ha MPaK-
THYECKUX paboTax
3aJa4u U apry-
MEHTHPOBATh pe-
3YJBTATHI

TectupoBanue

KonTponb 3HaHwMii
10 OIIPEIEICHHBIM
npobieMam

OreHKa yMeHUs
pasnuyarb KOH-
KPETHBIC TOHATUA

O11eHKa HaBLIKOB
JIOTHYECKOTO aHa-
JIM3a U CHHTE3a
TIPH COTIOCTABIIC-
HUHM KOHKPETHBIX
TOHSATHH

Ornenka croco6-
HOCTH OTIEPATUBHO
Y Ka4ECTBEHHO
OTBEYaTh Ha I10-
CTaBJIEHHEIE BO-
MPOCHI

Bompocs! npuina-
rarTCs

Peghepam. Pedepar sBisercs MpoayKTOM CaMOCTOSTEIHHOW pabOThI ydalierocs u

IpesICTaBIseT cCO0OM KpaTKoe N3JI0KEHHE B MMCbMEHHOM BU/JIE TIOJYYEHHBIX PE3YJIbTaTOB

TEOPETHUYECKOTO aHaIu3a OMpPEIeICHHON HaydHOU (yueOHO-UCCIe0BATEIHCKON) TEMBI,

TJIe PAaCKPBIBACTCA CYTh HCCIIEyeMON MPOOIEMbl, TPUBOISATCS PA3ITMUHbBIE TOYKU 3PEHUS,

a Tax)Ke COOCTBEHHEBIE B3IJIA bl YHalICTOCA HAa HEC.

Koumponvuas paboma. KonrponwHast paboTa sBisieTcss HaOOpOM MPAKTHUECKHX

3a/laHui M 3a/1a4 10 TeMaM U3y4aeMOW JHUCUUIIMHBL, TTO3BOJIAIOMUX (OPMUPOBATH 3HA-

HUS, & TAKOKE YMEHUSI 00ydaromuxcsi B 00JacTi PU3UKH.

[Tpumepsl 3aa4 U BOIPOCOB K KOHTPOJIBHOU paboTe:

1. Tepmunomnorus B o6sacté 0€30MaCHOCTH WH(OPMAITMOHHBIX CeTer

2. Meroponorust nocTpoeHus 0€30MacHbIX HHOOPMAIIMOHHBIX ceTel

3. TumoBble MOJIeNM aTaK, HAIPABJICHHBIC HA MPEOI0JIEHUE 3aIUTHl HHPOPMAIIMOH-

HBIX CHUCTEM, YCIIOBHA UX OCYHICCTBUMOCTHU, BO3MOIKHBIC ITOCICIACTBUA, CIIOCOOBI

IPEIOTBPALLEHUS
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4. Omnwucatb poJib YEJIOBEYECKOTO (aKTOpa B 0OeCTIeUeHNH OE30TIaCHOCTH CeTel

5. CdopmupoBaTh U MPOU3BECTH HA3HAUEHHE POJICH MOJIb30BaTENsIM HHPOPMAIIUOH-
HOM CHCTEMBI

6. Omumcarpb KiaccuUKaAIUIO0 KOMIIBIOTEPHBIX BUPYCOB.

7. llepeynciuTh OCHOBHBIE 3aKOHOJATENIbHBIE JTOKYMEHTBI B 00JIaCTU OOECHIEUEHHUS

0€30macHOCTH XpaHeHHs U 00paboTKu HHGOpPMAITUN

[IpuMepbl TECTOBBIX 3alaHUN:
1. Undopmarus, 1oCTym K KOTOPOH OTpaHUYMBAETCS B COOTBETCTBUH C 3aKOHOIATEIbCT-
BoM Poccuiickoit @enepannu U npecTaBiasieT co00i KOMMEPUYECKYIO, CIIY>KEOHYIO WU
JMYHYIO TallHBI, OXpaHSIoNuecs e€ BIaIeblleM, Ha3bIBACTCS
A)koHpUACHITUATBHOMN
b)nocrymnHoi
B)nenocrroit
[')Bce BapuaHThI BEpHBI
2. HaGop npaBui1, KOTOpbIE periaMeHTUPYIOT PYHKIIMOHUPOBAaHHE MEXaHu3Ma UHpOp-
MalMOHHON 0€30MaCHOCTH Ha3bIBAIOTCS
A)nonuTukon
b)unentudukanueit
B)xoHduneHnnansHOCTHIO
[')Bce BapuaHThI BEpHBI
3. ®opmupoBanue npoduiId Mpas st KOHKPETHOTO yYacTHHKA Ipolecca nHpopMaru-
OHHOI'0 OOMEHa, HAa3bIBACTCS
A)aBTopuzanuei
b)unentudukamnmeit
B)ayrentudukanueit
[")Bce BapuaHThI BEPHBI
4. YerpoiicTBa KOHTPOJISL AOCTYNA U3 OJJHOM MH(POPMAIIMOHHOM Cpe/bl B IPYTYIO Mpe-
JOCTaBIISIOT
A)MexceTeBbIE IKPAHBI
b)antuBupycHoe obecrieueHue

B)ckaneps! 6e3omacHOCTH
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[")Bce BapuaHThI BEpHBI

5. YcrpoiicTBa mpoBepkH KauecTBa (PyHKIIMOHUPOBAHUS MOJENIN 0€30MaCHOCTH ISl KOH-

KpETHOW MH(OPMAIIMOHHON CUCTEMBI 00€CTIEYNBAIOT

A)ckaHepbl 0€301TacHOCTH

b)anTuBHpyCHBIE TPOrpaMMBI

B)MexceTeBbie SKpaHbI

') BCE BAPUAHTHI BEPHBI

6. O000111EHHOE HAa3BaHUE TEXHOJIOTHI, O3BOJISIONINX 00ECIEUYUTh OJHO MIIM HECKOIBKO

CETEBBIX COCIMHEHUH (JIOTMUECKYIO CETh) MOBEPX APYroil CEeTH — 3TO

A)monens mexcetreBoro BzaumoaencTeus OSI

b)BupryansHas yactHas cetb VPN

B) npotoxon IPSEC

F) MCIKCCTCBBIC OKPAHbI

7. CeTeBOl IPOTOKOJI ayTEeHTU(PHUKALIMHU, KOTOPBIN MTpeAaraeT MexaHu3M B3auMHOMU ay-

TeHTI/I(bI/IKaHI/II/I KIIMCHTA U CCPBCpa IICPC] YCTAHOBJIICHUCM CBA3H MCXKAY HUMHU — 3TO

A)nporokoin Kerberos
b)mporokon ARP
B)nporokon ICMP
INnpotokon POP3

7.4 OueHovHbIe CpeACcTBa /sl POBEIEHUsI IPOMEXK

YTOYHOM aTTeCTALMHU

dopma
arTecTaluu

3Hanus

YMeHus

Biagenue
(HaBBIKN)

JInuHbIE KayecTBa
CTy/IeHTa

IIpumepsnl
OLICHOYHBIX
CpeacTB

Hrorosas arrec

TaIust

DK3aMeH

KouTpo:s 3Ha-
HHS 0a30BBIX
MOJIOKEHHUH B
o0J1acTH aaMHu-
HUCTPUPOBAHUS
KOMIBIOTEPHBIX
CHCTEM

OueHka yMeHUst
[MOHUMATE CIIe-
UAITBHYIO Tep-
MMHOJIOTHIO

OrneHKa HaBLIKOB
JIOTUYECKOTO CO-
MTOCTaBIICHUS U
XapaKTEePUCTUKU
00BEKTOB

OrieHKa CrrocoOHOCTH
TPaMOTHO M YETKO
M3JaraTh MaTepual

Bormpocs! npu-
JIararoTcs

OueHka yMeHUst
pemaTh THIIOBBIC
3ajJa4u B o0Jac-
TH DKCIUTyaTa-
MU OOBEKTOB
ceTeBoil nHppa-

CTPYKTYpBI

Or1eHKa HaBBIKOB
JIOTHYECKOTO
MBIIIJICHUA TPU
peuieHuu 3a1a4d B
obnacTu dKCITya-
Taluu 00HEKTOB
ceTeBoil nHOpa-

CTPYKTYPBI

Orenka ciocoOHOCTH
TPaMOTHO M YETKO
M3JIarath XoJ perie-
HMS 337124 B 00J1aCTH
IKCIUTyaTaIlui 00bEK-
TOB ceTeBoH MH(ppa-

CTPYKTYPBbI

3asayu npuna-
raroTCs

7.4.1 IlpumepHbIE BONPOCHI J1JIsl IPOBEICHUS IPOMEKYTOYHOM aTTeCTAIMU
Bonpocwi 3auema
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[TonsiTHE HATMOHATBHOW O€30MTaCHOCTH
HarnonanbHbIe HHTEpECH B MH(OOPMAIMOHHO# cdepe.
JcTOuHUKY U coliepKaHue YyTpo3 B UHPOPMAITMOHHOM cepe

[Tonstue "undopmaronHsiit pecypc'. Kiaccel nHGOpMAIMOHHBIX PECYPCOB

A e

[Tonsitue nHPOpMaLIMOHHON cucTeMbl. UcTOUHMKHN KOH(DUIEHIIMATIBHOU UHPOP-

Maluu B ”HGOPMAIIMOHHBIX CUCTEMaX

6. OCHOBHBIE IOHATHSA OJUTUKH O€30MTACHOCTH.

7. CTpyKTypa MOJIUTUKH O0€30MaCHOCTH OpTraHu3aIiu

8. Crangaptsl H”HGOPMALIMOHHOM 0€30MacHOCTH

9. OcHOBHBbIE NOHATHS KPUNITOTpahUUECKOHN 3alIUThI MH(OPMALIHH.

10. CummeTpHUUYHBIE KPUIITOCUCTEMBI IITU(PPOBAHUS.

11. AcumMeTpruYHbIE KPUIITOCUCTEMBI IIH(PPOBAHUS.

12. DnexTponHas 1udpoBas MOAMUCH U PYHKIIUS XIIIUPOBAHUS

13. AyrenTudukanus, aBTOpu3anus 1 aIMUHUCTPUPOBAHNUE JEHCTBUI MOJIb30BaTENEH

14. KoHnenuus mocTpoOeHUsI BUPTYaJIbHBIX 3alIUIIEHHBIX ceTel VPN

15. TIpoTokomsl hOpMUPOBAHUS 3AMIMIIICHHBIX KAHAIOB HAa KAaHAJIbHOM M CEaHCOBOM
YPOBHSIX.

16. TexHoNmOTMM 3a1IUTHI B OECITPOBOHBIX CETSIX.

17.TIpotokon Kerberos

18. TexHonmoruu oOHapy>KEHUs aTaK

19. KomnbroTepHble BUPYCHI U TPOOIeMbl aHTUBUPYCHOM 3aLIUTHI

20. AHTUBHPYCHBIE TPOTPAMMBbI U KOMILJIEKCHI

7.4.2 TlpumepHbIe 3a1a4u 1JIs1 IPOBeAeHNUS MPOMEKYTOUYHOI aTTeCTAlNU
1. TIpomemoHCTpHpOBAThH UCIOJIb30BaHKUE BCTpoeHHBIX cpeacTB OC s obecneue-

HUA 0€30MAaCHOCTH.

2. IIpomeMOHCTpUPOBATh MPOLIECC YCTAHOBKU U HACTPOMKH NMPOTPAMMHBIX CPEACTB

3alIUTHI (IPOrpaMMHBIE TPOKCU-CEPBEPHI, TUATHOCTUUECKUE TPOTPAMMBI U T.I1.).

3. IIpoaeMoOHCTpUPOBATH YIIPABICHUE MOJIB30BATEIAMH U UX TpaBamu goctyna B OC

Windows

4. TlpogeMoHCTpHpPOBATH UCTIONIb30BaHME Mporpammbl Ethereal mist ananuza cereBo-

ro Tpaduxka
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5. TlpoBecTtu aHanu3 ypoBHs Oe30macHOCTH 3aliuThl 1aHHbIX B OC Windows

8 JONNOJIHUTEJIBHOE OBECIIEYEHUE JUCHUIIJIMHBI

CpencrBa 3a1IMThHI KAHAJIOB NPH Nepeaayde NePCOHATbHBIX JAaHHbBIX

Jliis obecniedenus: 6ezonacHoctu [1JIH mpu mepenaye mo OTKPHITHIM KaHAIAM WM
B HECETMEHTUPOBAHHOW CETH CIIYXHUT IOJACHCTEMA KPUNTOrpapUUecKOW 3alIUThl KaHa-
70B cBs3u. [loMuMoO BbIIIIEHA3BaHHOM 33/1a4y JIaHHAs MOJICUCTEMA MO3BOJISIET O0ecCeun-
BaTh 0€30MaCHOE B3aUMOJCHCTBHE C TEXHOJIOTMUYECKUMH CETSIMU U JOCTYH AJI OCYILECT-
BJICHUS yIaJE€HHOrO aJIMUHUCTPUPOBaHUs. JlaHHas MoACUCTEMA MOXKET ObITh peaJTn30Ba-
Ha Ha OCHOBE MporpaMMHo-amnmapaTHoro komiuiekca Cisco Adaptive Security Appliance.
Ortot komiieke cepruduimpoBan OCTIK (cooTBeTcTBHE PYKOBOMASIIUM JTOKYMEHTaM
o MekceTeBbIM dKpaHaM (3 u 4 Kiracc) u TpeboBaHUSAM TEXHHUUECKUX YCIIOBHUIA).

Cisco ASA 5500 npennasHaueH Jjsi pelIeHUs cpa3y HECKOIbKHUX 3a7a4d — pa3rpa-
HUYEHHS OCTYNAa K CETEBBIM pecypcam, 3alllUThl OT aTak, 3alUThl B3aUMOJIEHUCTBUS C
yIaJeHHBIMH TEPPUTOPUSIMH, OJIOKUPOBAHUS BUPYCOB, YepBeil, mmuonckoro 10 u npy-
UX BPEJOHOCHBIX MPOrpaMM, cliama M aTak TUMa «(QUIIMHT». DTO JOCTUTAETCS 3a CUET
0o0BeMHEHHS] B OJJHOM YCTPOMCTBE JIYUIIIUX 3AIIUTHBIX CPEICTB — MEKCETEBOTO dKpaHa
Cisco Pix, cucremsl npenotspamienus atak Cisco IPS u Cisco VPN 3000 Concentrator.

[ToMHMO ONMMCaHHBIX BBIIIE MPOTPAMMHO-TEXHUYECKUX CPEJICTB 3allUThl KOMIIa-
Hust «MHpocucTempl JIkeT» MIMPOKO MCMOJIb3YET MPOAYKTHI APYTUX BEAYIIMX MPOU3BO-
IuTeNeld Ha phIHKE MHQOpMAIMOHHON Oe3omacHOCTH. K HUM, B 4aCTHOCTH, OTHOCSITCS
Oracle, Aladdin, Check Point, «C-Teppa Cudclluy», «Kpunrollpo». [lanHbie KOMIaHUU
IPOBOAAT AKTUBHYIO MO3UIMIO MO COOTBETCTBUIO TPpeOOBaHUI PEryisiTopoB U cepTudu-
KallMM CBOUX MPOJYKTOB C LIENbIO UX MPUMEHEHUS B PELICHUSX M0 3alIUTE MEePCOHATb-
HBIX JJAHHBIX.

TpeboBanus k cpeacream 3amuthbl [1/{H

Jliig peanuzanuy nepedrciieHHbIX nojcuctem, odmas crpykrypa C3IIIHn moxer
BKJIIOYaTh B Ce0sl Kak CYIIECTBYIOIINE, TaK W JOMOJHUTEIbHBIE MPOTrPAMMHO-
anmapaTHble CPeACTBA 3aIIUTHl HPOPMAIIHH.

B cootBercTBum ¢ IloctanoBnenuem Ilpasutensctea PO ot 17 HosiO6ps 2007 1. No

781 «Ilomoxxenue 06 obecrieueHNH OE30MACHOCTH MEPCOHANBHBIX TaHHBIX MPH UX 00pa-
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00Tke B MH(DOPMAIIMOHHBIX CHCTEMax NEPCOHAIBHBIX JAHHBIX» TEXHUYECKHE U TIPO-
rpaMMHBIE CPEJICTBA, UCIIOIb3yeMble 11 00pabOTKU JaHHBIX B MH(OPMAILIMOHHBIX CHC-
TeMax nepcoHanbHbIX AaHHBIX (MCII/IH), DOMKHBI B YCTAaHOBJIEHHOM HOPSIKE MPOXO-
TUTH MPOLIEIYPY OLEHKH COOTBETCTBHUSA, BKIIOUasl CEPTUDUKAIUIO HA COOTBETCTBUE Tpe-
OO0BaHUAM 110 0€30MaCHOCTH UH(POpPMALIUH.

B otHOmenun pa3zpaboTaHHBIX MHUQPPOBAIBHBIX (KpUNTOTPadUUECKUX) CPENICTB
3aUTHl UHPOPMAIINH, MPEIHAZHAYCHHBIX U1l o0ecrieueHus 0e30MacHOCTU MePCOHAlb-
HBIX JIaHHBIX MIPH UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaXx, MPOBOJISATCS TeMaTHYe-
CKHE HUCCJEAOBaHUS U KOHTPOJIbHBIE TEMATHYECKUE MCCIIECIOBAHUS B IIEJISIX IPOBEPKHU
BBITIOJIHEHUS TpeOoBaHMi 1o Oe3omacHocTu uHpopmanuulo.

Pe3ynbpTaThl OIIEHKH COOTBETCTBUSA (CEpTU(PHUKAIMN) U TEMAaTUYECKUX HCCIIeI0BA-
HUM CPEeACTB 3alllUThl MH(OPMALMH, TPEIHA3HAUYEHHBIX 1715 o0ecnedeHus: 6e30nacHOCTH
MEPCOHATBHBIX IAHHBIX MPH UX 00pabOTKe B HHPOPMAITMOHHBIX CHCTEMAaX, OLIEHUBAIOTCS
B XOJI€ DKCIIEPTHU3bI, OcylIecTBIsieMol DenepanbHON CITy)O0M M0 TEXHUYECKOMY U KC-
MOPTHOMY KOHTpOJIIO 1 DdeepanbHoi ci1yk00i 6e3onmacHocTu PO.

K cpenctBam 3ammrtel uHpOpMaIK, IpeIHa3HAYCHHBIM Ui o0ecriedeHus: 6e30-
NACHOCTU TEPCOHANIBHBIX JAaHHBIX NMPU UX 00pabOTKe B MH(OPMAIMOHHBIX CHCTEMAX,
MpUJIAraloTCcsl IpaBuja MOJb30BaHUS 3TUMHU CPEACTBAMHU, COTJIacOBaHHbIE ¢ Denepalb-
HOM CITy’)kOOM 1O TEXHUYECKOMY M KCIOPTHOMY KOHTpPOJt0 U DenepanbHON CIyx00i
6e3omacHocTu Poccuiickoii Deepanuu B mpeaenax ux MOoJTHOMOYHIA.

N3meHenne ycnoBuil NMpUMEHEHUS CPEACTB 3alllUThl MH(pOpMaluU (MPOUCXOAS-
uiye, Hanpumep, B xoae moaepHuzanuu MCII/IH), npenycCMOTpeHHBIX YKa3aHHBIMU Ipa-
BuiaMH, cornacoBbiBaeTcsa ¢ DCTOK u OCB.

CpeactBa 3amuThl MHpOpMaIUK, MpeJHa3HAYEHHbIE U1 obecrieueHus: Oe3omac-
HOCTH TEPCOHANBHBIX JIAHHBIX MPHU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX, TMO/JI-
JeXaT Y4YeTy C MCIOJIb30BAaHMEM HMHJEKCOB MJIM YCIOBHBIX HAMMEHOBAHMM M PErucTpa-
LIUOHHBIX HOMEPOB. [lepeyeHr NHIEKCOB, YCIOBHBIX HAMMEHOBAHUM U PETUCTPAIIMOHHBIX
HOMepoB ornpeaensiercs denepalibHON cy:k00i M0 TEXHUYECKOMY M SKCIIOPTHOMY KOH-
Tpomo u PenepanbHoii cayx00i1 6e3onmacHocTn Poccuiickoit denepanun.

OcobennocTtu pa3pabOTKH, MPOU3BOJCTBA, PEAM3alMU U SKCILTyaTalu mudpo-
BaJIbHBIX (KpUNTOrpaUUECKUX) CPEACTB 3alIUThl MH(POpPMAIUK U TIPEAOCTABICHUS YC-

Jyr 1o mMU(POBAHUIO TEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX
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cucreMax ycraHaBiuBaloTcsa PexepanbHoil ciryxx6oi 6e3omacnoctn Poccmiickoin dene-
parum.

Bce ceprudunmposanusie ®CTIOK cpenctBa 3amuThl IpeACTaBICHBl Ha CaiTe
OCTOK (http://www.fstec.ru/) B pazaene «Cenenus o CucteMe cepTUPUKAIINKI CPEIACTB
3aIIUTHI uHpopManuu o TpeOOBaHUSIM 0e30macHOCTH uHpopMaum»
(http://www.fstec.ru/ razd/ serto.htm) B moapaznene «l ocymapCTBEHHBIN peecTp CepTH-
(UUIUPOBAHHBIX CPEACTB 3AIMUTH HH(POPMALIUN.

Itansl co3aanusa C3I1/1n

PekoMeHyroTCSl clieqyrolue STambl CO3JaHUsl CUCTEM 3alllUThl MEePCOHAIbHBIX
JTAHHBIX:

e TMPEANPOEKTHAs CTaus, BKIIIoUarolas npeanpoektnoe oocnenopanne UCIT/IH, pas-
pabOTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO0) 3a/1aHUS Ha €€ CO3/1aHHE;

e cTamus MpoeKkTUpoBaHUs (pa3paboTku mnpoekToB) W peanuszamuu WCII[IH, BKIIO-
yaromas pazpadotky C3I1/Ix B coctaBe UCII/IH;

o craaus BBoja B aevicteue C3I1/IH, BKiIIOYaromasi ONBITHYIO SKCIUTYaTaIUIoO U TpHUe-
MO-CJTaTOYHBIE WCIBITAHHUS CPEACTB 3aIIUThl UHPOpPMAIH, a TaKkKe OIEHKY COOT-
BercTBUst UCIIIH TpeGoBanmsiM 6e301acHOCTU HHPOPMALIHH.

IIpeanpoexTHOE 00cC/IeI0BAHME
Ha stane npeanpoekTHOro oocie1oBaHUsl PeKOMEHIYIOTCS CIEIYIOLIIEe MEpONpusi-
TUS:

e YCTaHaBJIMBAETCA HEOOXOAUMOCTh 00padoTku nanHbix B UCII/IH;

o ompenensiercs nepedeHb I[1/[H, moanmexamux 3amuTe OT HECAHKIIMOHHMPOBAHHOI'O
J0CTyIa;

o omnpeaenstorcs ycnoBusi pacnosioxkenuss UCITJIH 0THOCUTENBbHO TpaHUIl KOHTPOJIHU-
pyemoii 308561 (K3);

o ompenenstorcs koHduryparus u Tononorust UCIIIH B 11e710M U ee OTACIBHBIX KOM-
MOHEHT, (hnu3nueckue, PyHKIMOHATBHBIC U TEXHOJIOTHYECKHE CBSI3U KaK BHYTPHU ITHX
CUCTEM, TaK U C JPYTMMH CUCTEMaMHU Pa3IM4YHOI0 YPOBHS U HA3HAYCHMUS;

e OMNpPEAENSAIOTCS TEXHUYECKHE CPEACTBA U CUCTEMBI, IIPENojaraéMble K UCIOIb30Ba-
U0 B pazpabareiBaemoit MCII/IH, ycnoBus UX pacmoioXeHHs], OOIIECHCTEMHBIE U

IMPUKITAAHBIC ITPOTpaMMHBIC CPCACTBA, MMCIOIMHUECA U MMPCIaracMbIC K pa3pa60TKe;
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onpenensrorcs pexkumbl oopadotku [1/[a B8 UCII/IH B 11€10M U B OTAEIBHBIX KOM-
MIOHEHTAaX;
onpenensercs kiacc UCIH;
YTOYHSIETCSl CTENEHb y4acTHusl MepcoHaga B 00pabOTKe JaHHBIX, XapakTep UX B3au-
MOJCHCTBUS MEXKy COOOM;
onpenenstoTcs: (yTouHsoTcs) yrpo3sl 6e3onacHocTd [1/[H B KOHKPETHBIX YCIOBUSIX
($yHKIMOHMpPOBaHUs (pa3paboTKa 4YaCTHON MOJIENH YIpo3).

Pa3paborka TeXHHYeCKOro 3aaHus

IIo pe3yiibTartaM IIPCAIIPOCKTHOI'O O6CJ'I€,Z[OB3HI/I}I C YUCTOM YCTAHOBJIICHHOI'O

knacca MCII/JIH 3anaroTcsi KOHKpeTHbIE TpeOOBaHUS MO OOECHEYEeHHMIO OE€30MacHOCTH

JaHHBIX, BKIIFOYAa€CMbIC B TCXHHYCCKOC (‘{aCTHoe TGXHI/I‘{CCKOC) 3aJaHuC Ha pa3pa60TKy

CHUCTCMBI 3allIUTHI.

Texnnueckoe (4acTHOe TexHHUYECKoe) 3amaHue Ha paspabotky C3IIJu momxHO

COJICPIKATH:

obocHoBanue pazpadotku C3I1/H;
UCXOJHbIC JaHHBbIe co3naBaeMoil (MoaepHusupyemoii) WCIIJIlH B TexXHHUYECKOM,
MpOorpaMMHOM, HH(POPMAIIMOHHOM U OpraHu3alMoHHOM acrnekTax; kinacc UCII/IH;
CCBUIKY HAa HOPMATHUBHBIE TOKYMEHTHI, C YU€TOM KOTOPBIX OyneT pa3pabaTbiBaThCs
C3I1IH 1 nmpuHUMATBCS B AKCIUTyaTalMi0 MH(OpPMAIMOHHAs CUCTEMA; KOHKpETU3a-
U0 Meporpusituii u Tpedoannii k C3I1/H;
nepeyeHb MpeanoiaraéMpiXx K UCIOJIb30BAHUIO CEPTUPUIIMPOBAHHBIX CPEACTB 3allU-
ThI HUH(pOpMaITHH;
000CHOBaHME MPOBEJCHUS Pa3paboTOK COOCTBEHHBIX CPEJCTB 3aIIUTH HHPOPMAITIH
IpU HEBO3MOXXHOCTH WJIM HELEJIeCO0Opa3HOCTH HCIONb30BAaHUS HMMEIOIIUXCS Ha
PBIHKE CepTU(UIIMPOBAHHBIX CPEJICTB 3alUThI HH(DOpPMAIIHH;
COCTaB, COJEpKaHME U CPOKH MPOBEACHUs pabOT MO ATanaM pa3pabOTKH U BHEIpe-
uus C3I1/]H.

IIpoexTnpoanue C3I11n

Ha craguu npoexktupoBanus u co3ganus UCIIAn (C3I1In) npoBoasiTcs cienyto-

LI1E MEPOIIPUATHS:
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JIMCT
U3MeHeHUi pabouell yueOHOM MpOrpaMMBI [0 JUCIUIUIMHE .
MJIK.03.02 «be3onacHOCTh QPyHKIIMOHUPOBAHUSA HH)OPMAIIMOHHEIX CUCTEM

JIOTIONHEHNS U U3MEHEHHUS, BHOCHMBIE B pabodyIo IIporpaMMy AUCIAILIMHE Ha 2017/2018
y4. T.

OcHOBaHHS BHECEHUS NOITOJHEHHI B Paznen PI1J], B koTOpBIit ConepkaHue BHOCUMEIX JOIIOJIHEHMH,
HM3MCHEHHI BHOCSATCS W3MEHEHUS* W3MEHEHHH*
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Ipuobperenue, uzganue nureparypel, | Pasgenst 2.4.6 u 5 Ilepeuens O6HOBIIEH CIIIICOK PEKOMEHITYEMOM
0OHOBJIEHNE TIEPEYHS U COlep KaHHs OCHOBHOM M IOTIOJTHUTEHHOM JMTEPaTyphI
3BC, 6a3 maHHBIX y4eOHOMU JTUTepaTyphl
CocraButens npenogaBareib W* Ocwumnos C.A.

YTBepKIEH Ha 3aCeJaHMU IPEIMETHO-LUKIOBON KOMHCCHH DUIUKO-MAMEMAMUYECKUX
OUCYUNTIUH U CNeYUANLHBIX OUCYUNIUH cneyuanbHocmu Komnoiomepuoie cemu,
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IIpencenarens npeAMETHOH (LIMKIOBOM) KOMHCCHM
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JUCLMIIIUH ClienraibHOCTH KOoMITBIOTEpHBIE CETH . b. lllummkux
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Havaneank YMO ¢unnana \.)? A. B. bapanos
«30» mas 2017 .
3aBenyrolas oubnuorexoi punuana M. B. ®ydansko
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Penenzns
Ha pabo4yro MporpaMMy y4eOHOM JUCIUILUTUHEI .
M/K.03.02 BezonacHocTh GyHKIHMOHMPOBAHUS HH(POPMANMOHHBIX CHCTEM
s cneransHocT 09.02.02 KoMmbroTepHbIe cETH

Pa6ouas nporpamma yue6Ho# mucuumauasl MJIK.03.02 beszonmacHocTs (QyHKIMOHHPO-
BaHHMsA MHQPOPMAIMOHHBIX CHCTeM pa3paboTaHa Ha ocHOBe (PelepanbHOTO TOCYIapCTBEHHOTO
obpasoBaTenpHoro cranaapra (manee — @I'OC) no cnenmanrbHOCTH CPeHETO TpodeccHoHaTb-
Horo o6pasosanus 09.02.0.2 KoMnbroTepHbIE CETH, YTBEPKAEHHOIO NpHKa3oM MHHOOpHAYKH
P® ot 28.07.2014 Ne803 (3apeructpupoBa B Mumtocte Poccun 20.08.2014 Ne 33713). Paboyas
IporpamMMma SIBJISIETCSl 9acThIO MPOTPaMMBl MOJATOTOBKH CIENMATUCTOB CPEJHEr0 3BEHa B COOT-
sercteun ¢ ®IOC CIIO mo cueumansHoctr 09.02.02 KoMnbtoTepHble ceTH ¢ KBaaM(pHKauen
«TeXHUK O KOMIBIOTEPHBIM ceTsiMy». YueOnas mucuummaa MJIK.03.02 usydaerca B mukiie 1I1
IIpodeccuonansras noarotopka ydeosoro miana OIIOIT CIIO B wactu [IM Ilpodeccronans-
Hele Moayau. O6ydeHre NPOBOJUTCS Ha 0a3ze OCHOBHOIO OOHIEro 0Opa30BaHUs M HAllEJIEHO Ha
noJy4eHue cpeHero obimero obpasoBanus. Pabodas mporpaMma cocTaBieHa Ul 09HOH GopMBbI
00y4eHuUs.

Pa6ouas nporpamMma y4eOHOM JUCHMIUIMHBI COCTABIE€HA JIOTHYHO, CTPYKTypa AUCLUILIU-
HBI COOTBETCTBYET MPHUHIMIY €JUHCTBA TEOPETHYECKOTO M IIPaKTHIECKOro 0OyYeHHs, pas3eibl
BbIJIEJIEHBl JUJAKTHYECKH IenecoobpasHo. [locnenoBarenbHOCTh TeM, IpeAiaracMbIX K H3yde-
HMIO, HallpaBJieHa Ha KauyeCTBEHHOE YCBOEHME y4eOHOro MarepHana. Bujel caMoCTOSATENBHBIX
paboT Mo3BOJISIOT O6OOIUTE M YTITyOUTh U3y4aeMBIH MaTepuas U HalpaBleHbl Ha 3aKpeIUICHHe
yMeHHMs IOUCKA, HAaKOIUIeHHs M 06paboTku uHpopmanuu. CucreMa 3HAHUA U YMEHUH, 3aJI0XKeH-
Hasl B COJEPKaHHUHU, 0OecTieuBaeT OCBOCHHE OOMIMX M IIPOPeCCHOHAIBHBIX KOMIIETEHIIUH.

[TacopT mporpaMMbl 0G0OCHOBAaHHO M IIOJHO OTpaXKaeT COJAEpXKaHWEe TUCIMIUIMHBL, ee
POJIb B MECTO B MOJATOTOBKE CIICHMATNCTA CPEHETO 3BEHA, PACKPHIBAET LIENM U 3324 yIeOHOM
JUMCIMIUIMHEL OnpeserneHbl TpeOOBaHHUs K YMEHUSM M 3HaHHAM cTyaeHTOB. IIporpamMma paccun-
taHa Ha 195 4acoB. TemarnuecKkut IJIaH U coJepKaHUEe YIeOHOW NMCLHUIIIIUHBI pACKPBIBAET I10-
CIIEI0BATENBHOCTE IPOXOXKACHHS T€M, COOTBETCTBYET TeMaTHIECKOMY IUIAHy U PaCHpe eI HHIO
yacoB. B mporpamme ompenesieHsl GopMa NPOBENCHUs, LM, 3a1a44 y4eOHOW JUCUIUILIINHEL,
IpeicTaBIeHbI 00s3aTeNIbHbIe GOPMBI OTYETHOCTH. B mporpamme peannsoBaHbl JUAAKTHIECKUE
NPUHIHUIBL 00yYeHHs: HENOCTHOCTh, CTPYKTYPHOCTB; OTpaXeHa B3aWMOCBS3b MEXIY OT/eNb-
HBIMH 3JIEMEHTaMH CTPYKTYPHI.

Copepxanue pabodedl MporpamMMel y4eOHOH IMCIHMILIMHBI TOJHOCTBIO COOTBETCTBYET
TpeGoBanusM DeeparbHOTO rOCYIapCTBEHHOTO 00pa3oBaTeNBHOTO CTaHJapTa CpeJHEero Ipo-
deccronanbHoro o6pasoBanust o cnenyanbHocTd 09.02.02 KoMnproTepHble ceTH. AHAIN3 pas-
Hena «YCIoBHs pealr3allid MOAYJIs», MO3BOJIAET CAeNaTh BEIBOJ, 4TO 00pa3oBaTeIbHOE y4pe-
XKJIeHHe pacrojiaraeT MaTepHaIbHO-TeXHHUEeCKO! 6a30H, oTBeyaromel cOBpeMEHHbIM TpeOOBa-
HUSIM TIOATOTOBKH CIIELIMAIMCTOB, 0OecIieunBaeT PoBe/IeHHe BceX BUIOB JIaOOPaTOPHBIX paboT
M IIPAKTUYECKHX 3aHATHH, MeXIMCIHMILTMHAPHOM MOATOTOBKH, y4eOHON MPAKTHKH, MPEeIyCMOT-
peHnbIx mporpammoii. Ilepeuens pekoMeHIyeMOH OCHOBHOM W IONOJHUTEIBHON JHUTEPATypBI
BKJIFOYAeT OOIIEI0CTYIHbIE HCTOYHHUKY, M3IaHHBIe B MOCHeJHee BpeMs (He no3aHee 5 neT). Ile-
peunciennsie THTepHET-pecypChl aKTyallbHbl ¥ JOCTOBEPHBI.

Paspa6orannas nporpamma yde6Hoi aucnunanael MJIK.03.02 be3omacHocTh (yHKIHO-
HHUpPOBaHHMsS HH(OPMALMOHHBIX CHCTEM MOXET OBITh PEKOMEHIOBaHA Ui HCIOJB30BaHHS B
yue6GHOM TIpoliecce MPH NOATOTOBKe 1o cnenuanbHocTy 09.02.02 KoMIbrOTEpHBIE CETH.

HavaabHHK oT/1eJ1a HHPOPMAaIHOHHBIX
Texnogoruiit OAO «Caa-I'uranT»

II.A. lyanuk

T

=
P



Penensns
Ha pabo4ylo nmporpamMmy y4eOHON JUCIMILTHHBI
M/IK.03.02 BezonacHocTh (pyHKIMOHHPOBaHHUS HH(OPMATMOHHBIX CHCTEM
s cnennansHocTd 09.02.02 KommbrotepHbie ceTr
.

Pabouass mporpamma yueOHoM mucuuiuimebl MJIK.03.02 BezonacHocTh (QyHKIHOHUPOBaHUS
WHGOPMAIMOHHBIX CHCTEM pa3paboTaHa Ha ocHOBe (DelepaibHOr0 rocyJapcTBEHHOTO 0Opa3oBaTellb-
Horo crangapra (Jaee — ®I'OC) mo cmenuMasbHOCTH CpeAHETO INpodeccHoHaNbHOTO 00pa3oBaHUA
09.02.0.2 KoMIbloTepHbIe CETH, YTBEp)KIEHHOIO IpuKazoM MuHoOpHayku P® ot 28.07.2014 Ne803
(3apeructpupoBan B Munrocte Poccun 20.08.2014 Ne 33713).

B pesynabpTaTe 0cBOEHHS IUCUMILIMHBI 00ydarolmMiics JOJDKEH UMeTh MPaKTHUYeCKUH OMBIT: 00-
CITy)KHBaHHs CeTeBOM MHPPACTPYKTYPhI; YIAICHHOTO aIMUHUCTPUPOBAHUS CETEBOH MH(PACTPYKTYpHI;
HOUIEP)KKH TOJIB30BaTeNeil ceTH, HaCTPOMKH allllapaTHOro U MpOrpaMMHOTO oOecleueH s CeTeBOM UH-
(bpacTpyKTyphbl.

B pe3ynbpTaTe 0cBOEHUS TUCUMILTUHBI O0y4alOMUiics JODKEH YMETh: BBINOJIHATH MOHUTOPHHT U
aHaau3 paboTHI JIOKAJIBHOW CeTH ¢ HOMOIIBIO IIPOrpaMMHO-alapaTHBIX CPEJCTB; MPaBMIBHO OQopM-
JSTh TEXHUYECKYIO JOKYMEHTAIMIO; HabIoAaTh 3a TpadHKOM, BBITIOIHSTE ONEpalMd pe3epBHOTO KO-
MHPOBaHUs U BOCCTAHOBJICHUS JaHHBIX; YCTaHABIINBAaTh, TECTUPOBAThH U 3KCIUTYaTHPOBATh HH(OpMaLHU-
OHHBIE CUCTEMBI, COTJIACHO TEXHUYECKOH JOKyMEHTAlluU, 00ecnieunBaTh aHTUBUPYCHYIO 3alllUTYy.

[lepeurcieHHbIe YMEHUS MPEAIONaraloT, 4TO CTYJeHT JOJDKEH OCBOMTH CIIEAYIOIIHE 3HAHUS:
3a]la4il YIpaBieHHS: aHAIU3 IPOU3BOJUTEILHOCTH M HAJEKHOCTH, YIIpaBiieHHe 0e30MacHOCTHIO, YUeT
TpaduKa, yrnpapjieHue KOHGUTypaluel; cpeacTBa MOHUTOPHHTA M aHATU3a JOKAIBHBIX ceTel; OCHOB-
Hble HOHATHS HH(POPMAIMOHHBIX CHCTEM, JKU3HEHHBIH LUK, MpoOiieMbl oOecliedyeHHs] TeXHOJIOTHYe-
CKO#1 6e30macHOCTH WHPOPMAIIMOHHBIX CUCTEM, TPeOOBaHUS K apXUTEKType MHPOPMAITHOHHBIX CUCTEM
M HX KOMIIOHEHTaM i oOecnedeHHs] O6e30nacHOCTH (YHKIIMOHUPOBAHMs, ONepaTHBHbIE METOABI IO-
BELINIEHHS 0€30HaCHOCTH (PYHKIIMOHUPOBAHHS IIPOTPAMMHBIX CPEJICTB U 6a3 TaHHBIX; OCHOBHBIE TpeOo-
BaHMs K CpeICTBAM M BHIaM TeCTUPOBaHMS IS OIpeieNIeHNUs TeXHOIOrndeckoil 6e3omacHocTr HHPOp-
MAaIMOHHBIX CHCTEM.

Pabouas nmporpamMma paccuutana Ha 195 vacos (130 gacoB — ayautopHas Harpy3ka, 65 4acoB —
caMocTosATeNNbHas paboTa, 3a4eT). OcBoeHHe y4eOHOH AUCIUIIMHBI BKIIIOYAeT U3y4YeHHE CIIeTyIoIuX
pas3ziesnos.

Paznen 1. OcHoBBI HHPOPMAIIMOHHOH O€3011acCHOCTH

Paznen 2. I1po6meMbl uHpopManmoHHOH 6€301IaCHOCTH

Paznen 3. TexHogoruu 3aluThl JaHHBIX

Paznen 4. TeXxHONOTHH 3alIUTEl MEXKCETEBOTO 0OMeHa TaHHBEIMH

Peanmuszanus nporpaMMbl JUCHUILTMHEL TpeOyeT Hamuuus ydeOHoro kaOuHera «JlabGoparopus
IpOrpaMMHO-aNNapaTHOM 3allUThl OOBEKTOB CeTeBOH MHQPACTPYKTYpbl». JlMCUMIUIMHA HalleJeHa Ha
dopmupoBanue obmux (OK 1-9) n npodeccronansueix komnerenuuii (11K 3.1, 3.3). O6yuenue cry-
JIEHTOB OCYIIECTBIISETCS M0 TPAJUIMOHHON TEXHOJIOTMH C BKIIOYEHHEM MHHOBAI[MOHHBIX JJIEMEHTOB:
TEXHOJIOTHs Pa3BHBAIOIIET0 OOYdJeHHMs, TEXHOJIOTHs NpobieMHOro oOydeHus, IuddepeHIpoBaHHOE
o0y4eHHe, TEXHOJIOTHS JIMYHOCTHO-AESTEIbHOCTHOIO 00y4eHUs, IPOEKTUBHOE 00yUeHHe.

Conepxanue pabodeil mporpaMMbl ydeOHON TUCHUILTUHBI IOJHOCTHIO COOTBETCTBYET TpeOoBa-
HusAM DeepaibHOrO roCyJapcTBEHHOTO 00pa30BaTeIbHOIO CTaHAapTa CpeJHero npodeccHOHaAIBHOTO
o6pasoBanus no crenranbHOcTH 09.02.02 KoMnerotepHsle ceTH. M3ydeHne MaHHON JUCIUATUTHHBL CIIO-
cobcTByeT 2 PEeKTHBHON U KaueCTBEHHOH IOJrOTOBKE MOJIOIBIX CIIEIHATMCTOB B 001acTH Ge30macHo-
cTH (YHKIIMOHUPOBAaHUS HH(POPMAIIHOHHBIX CUCTEM.

[lepedeHb pekOMEHyeMOM OCHOBHOH M JONIOJIHUTEIBHOHN JTUTEPATyphl BKIIOYaeT OOIIEAOCTYII-
Hble HCTOYHHKH, W3JlaHHBIE B TociieiHee BpeMs (He mno3anee 5 ieT). llepeuncnennsie MHTEpHeT-
pecypchl akTyalibHbl M JOCTOBEPHBI.

PaspaGoranHas nporpamMa yaeOHoi aucnmmmuael MJIK.03.02 bezonacHocTh QyHKIIMOHMpPOBa-
HHs MHPOPMATMOHHBIX CHCTEM MOXKET OBITh PEKOMEHJIOBaHa I MCIOJIb30BaHHA B y4eOHOM Ipolecce
pHu MoAroToBKe 1o cnennanbHocTd 09.02.02 KoMIbIOTEPHEIE CETH.

PelleH3eHT, HHKeHEP-TIPOrpaMMHUCT 1 KaTeropuu,
otaen YCVTII ynpasienne ACYTIIL, KHUITHA,
MOII Kpacuomapckoro PITY ¢unnana 00 HEK

«Maxkpoperuon IO 000 UK «CubunTeK» CHBHHTEK- M.B. Jlutyc
KPOY ACYTH



